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SAD PAYPHONES

They muay not he foreizn payphones but they look rather alfen to us. These _.__EE,,._
_.mrumtm:mn iir _.a. o the wrong place af the wreng time - namely, Los Angeles i .:_m._
spning of 21 Riots have never been kind to payphonss. We can only imagine whap
e COCOTS looked like.
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On The Road Again

FPortable Hacking

by The Mosked Avocade

At the smoke ¢lears fTam the
wattleficld, it appears that the enemyr has
gaiced & mejor viclory, Boores of people
rafded, many arrested, some in jail,
bulketin boards ssized; the camualtics anc
maay. Today it is almost imposslble to
find acy Rack'phreak board, let alone a
decent anpe, Everyone iz laying low,
informalivn §= searce. When asked,
nlmosl everyoss is “Tetited”. Cur world is
an held, and hes keen o hold for what
seems ke an eternity. The Phrack trials,
Cperotion Sue Devil, and a dodeo other
events kave siruck o major blow against
par way of 1ife, and canscd paralyais. Just
like io ihe real world, the phreskthack
world is experiensing o recession of its
CWEL

Ralds, of course, have ba ppened many
tires before, to a lesser extent, and Lhe
phreakhack world has always bounced
back. I am goes that the phrealhack
worid will eeme back slrooger than ever
ane of these days. Bub il il iz to surdve
and avoid ancther sericz of raids, then il
prust charge. Mo loeger will we kave the
eomfatt of hacking, phreaking, oF
seanning frem home. Those days are
aver; the eneeny has nally learned to wse
technelogy too, CLID, ANI, DINR=, norcs,
and wiretaps have changed the way of
hackicg. If we are Lo survive, then we
st change as well Hackiog on the road
is no lopger an oplion. It hos becoms @
fecEEsity.

Hastory

From the begicaing, phooe phreaks
realized thal the sarest way Lo zveid
being busted was Lo use payphanes. They
called them “phortress  phones™
Phresking from a paypbone wos ool that
much harder that daing it feor home.
However, many Tound this ta be ano
incoavenient, if not o semewhat overly
paranald, epiion. Given Lhe techoology,
ignoranes, and lack of law eafereement
on the part of the eremy al ike time, very
fow were hosted. I remember when
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poaple seb up their compoters to hack 250
codes all night, scan &ntite 1-800
exchacges, and blast all sorts of illegal
tones dewr their home telephone line
withoul glving it a secood thought.
Today, this Xind of behavier 18 eqaivalent
to suicide. It has gotten to the poiet
where, if vou kave o DNE sa your ling,
and you actually hove the ballz to call
vaur Favorile bulletin board or (gasp) call
a Telenel part, yoa eould be raided or
have yoursel] hanled in for questloolog.
Beoaase of essier iracing, refent
cxamples have shown thal youw can be
raided for ealling o board, especially onc
under inwesifgation, perhap: Oot even
knowiog that the beard was set up
illegally on & hocked Urnix, Big Brether
may be gight years late, byt be has
arrived. Lot us doke Darwin's advies, and
adapt before we bocorme extinct.
Who Should Go Portable?

Evervooe, astually. However, ouvices
and exploFers should learn sz much os
they can frem others, and tey oot to do
anything overtly dangecsins from home.
There is much exploration ihat is
completely Jegal, Like public occess Unix
machices and the Tnternet. Theza wha
shanld go portoble right away ares
sxperlenesd hackers, these with a
relatively high pralile in the hocking
community, or thoze who have many
aesociates in the hackiog communiny.
Broouse of Lhis, they are fkely 1o have =
DHE already slapped an their line,
Sometimes, all it takes is te have ooe
DN ed hacker call another, and the
secund soe has & pretiy good chaess of
getting a DNE of hiz very cwn. Enough
glacmy, bel’s see what lies ahead.

What Youll Need

Cigay, yom den’t particalariy wani Lo
get bpsted by hacking from home, and
ol want to take your recreation on the
road, eh? Well, Jot us explors the options.
Knowing your eplions apd getting the
right equipmenl can make your
experience of hacking oo Lbe mad a less
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diffizult, mere comfortable, pod more
pieasont one. Depending an the hocker,
several faclors come into play when
purchasing eguipment, among them
price, power, and portatalizy.

Obviausly, coe does net need a 456-
SODX laptop wilh a2 astive matrix TFT
color soreen, B4 megs of RAM, GEO meg
hard disk, rurniag Unix ¥.4 te g0
hacking. Fesides the 13,000 cost, [ don’t
1kink getiing o hernia is asyons’s dea of
8 fan evering. Besides, with & system like
that, ckacees are the Laplop yo0 &7T%
calling from has twenly limes mors
power than the pieoe of shit 3B2 with &
45mb hard disk thaz pou're lkely Lo hatk
inta. Similarly, v dinky lilile packet
chmputer with o 20x% Nickering LED
sepeen and & oovenienily alphabetized
sltea-boaney  membrane  chickict
kewhoard iz pot what is needed either.

Trportant faciors in porchasing o
laptop or nobebook compater are price,
weight, screen readability, keyboard,
memory, dizk storage, and batlery Life,
The price that yea con aflord showld b
determined by yoo. As far &8 the soreen
goez, it shouwld  be  large encugh,
preferably Sln24 characters, ond casy Lo
read, LODF 2 ckay, superiwist LCD ewen
berier, EL and PLASMA arc even belber
1kan that, baz if you plan to hack st night
ar in the dark like most hackers on the
1end, you sheald make sure yout laplop
kos a backlic sereen. Color LOD screens
ars weeleps vnless you plan Lo call
Frodigy of downlead and view GIF:, in
which eras wou should slop reading this
article Fight row and go back 1o glay with
yeur Mintende.

The keyboard should be a stapdard
fell-sized QWERTY kevboard, with Tull
travel plasiic keys. You dan't ared a
pumsric keypad or functlon kers or any
of thot crap. Membrane keybazrds ar
chicklet rubber keys are ent of the
question. Unless you are wtterly Tetarded,
having yoor kevs alphabetized is not on
added berefit. Basically, il can tozch type
on o keyvboard wilkout ¥our fingers
missing keys, getiing jaoused or slipping
arcund, 1hea Il is o posd keybaand,

You dan't geed 2 lot of memery on
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your packalble either, since you will
mestly b using it as a dewek terminal.
However you should have encugh
memory te ren your termlioal solteare
ard e able to buffer most of yoar onlice
sessions for laler aoalyeis. A floppy drive
o sors: Kind of permanent 2lorage is alsa
a good idea. IF yoor portable has bottery
backed FAM, vou may et away without
usicg a Toppy drive, sinoe you can always
tracsler any bufers to a larger machine
via the serial port.

The la=t, aad poarhaps mosl important
{actor in detepmining wour choice for 2
laptop or notebook is hattery lile, or oor
preciscly, bow leog you con use the

*No longer will we
have the comfort of
hacking, phreaking,
or scanning from
home."- |

machine (twhen il™s turned ond hefore
aeeding a recharge or battery change.
Unless you plan te find an AC cutlel &t
cvery location you heck from, ballecy
capacity i4 a eracial Maclor. These ballery
times wary grootly, anvwhere from two
hieurs b 20 hours oo some oeeleoks and
palmteps. T would recomemend & mochine
with at leasl four hours of bateery Jife per
charge. If you have a foppy disk drive,
your ballery life will decrease
sigrificantly with #ach disk nooess, =0 iry
ta keep any disk sooess o 8 miniomam. If
vour termminsl software accesses Lhe dizk
a lot, [owanld seggest manning it from &
rom disk Having a hard disk on a laplsyp
is prelty wseless in relotion to hacking.
rnbess yeur 2ole parposs in bife is Lo climh
a telephone pobe @ that you can leach all
the latest oudie GIF:s from Event
Hozizon™ 1-000 eeember.

The laptop snd matebock markel haz
chorged mure quickly thor any other
segment of the compater indusiry. Maw
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models are lilerally coming oul every
1hres rrapths, Whils the aew medels offee
hetter sereens ond lighter weight, they
are arnally far too exponsive, especially
for usc as merc hacking rigs: Bug, &n
interesling bvproduct of all this change is
the faet that the elder models arpe
constantly heing lguidsted at abeomoat
rock bottom prices by ompasies like
DAK,  Damark,  sod  Underwars
Electronics, which 2ol by calabay throwgh
mail erder or by any nomber of
companies thal advertise in Campuer
Bhepner. The prices are dropping
constantly, and by Lhe lime you read this
article ['m =arc Lhe prices [ mention will
goved high enoe you've loaked through
spme of thess calalogs. Nod long oo a
friend of mioe purchased 2 brand niew 4.4
poerod digceatinued NEC Uliralight
comparter witk a backlit LCD sereen, with
n 2MB battery backed silicun gizk, and a
huilt-da 2400 mademn far jast oader 3500,
1've scen & Tashibe 1000 gaicg for S359,
donith Minisport machines goicg far
5294, If wou wanl, you can pick up s
ALESN-E] netebook for uader a thousand
boacks eapily. The poict is thot the
hardware is there, and it vaoally Tar
less expensive than any  deskiop
machioes.
Modems And Couplers

One doea oot need a 537,600 kood
Y.a2his W 420z modem o go hacking.
Unless yea plan to dewaload all of Lhe
Ulpix Syetem W sceree eods (rom an
ATET mini in under & winvtes, a high
speid mmodem is ned roqaired. A 300 baod
oedent may be too slow for most
purpsdes, and the only times I woold
rexgemiome nd 300 baud is iF yoar potebaok
or palmeop has a small screen wheTe
everyihing would seroll off toe guiskly or
il Fme'Te & slow reader.

A1200 oy 2400 baud madem will do
fipa, 1T it hes error-correction {ie, MINT),
evin better. I yvoor laplop deesn't alvesdy
have coe beili-io, I weuld suggest boyvicg
a pociet modem. Pocket 12040 Laud
oe<lers can be fpund for a5 low as $25
Mozt pocket medems are the size of a
glgarette pack and run for 15 hoars oF @
aff of & & walt hattery, Olher packat
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modems, like the Practical Pevipherals’
Pracviical  DPockel Madem  (Madel
P 2200PPM, price $259 retail, can be
foupd fer $7% mail erder) or Lhe Novatian
Parrot, voe low-pawer chips and man eff
elther the power from yeor B5.232 posl
or the phone Lpe voliage or hoth, These
midems are nol mach maore expensive
than the batlery powsred enes, ond you
never have to worty akout your ooodens
rucnoing oul of power. All pocket madens
are EHoyes AT compatible and some, Lke
the WerldPorn 2436 Pocket FaxBodum,
cven have G2 fa ezpability.

If you're gring te be backicg fram
rayphones, veu're geing lo need an
aeoazstic eoapler o attach ta yeor modem,
Several arte available frem stores
specializing 1o laptops and laptop
accoessarics. The most popular among
hackers iz the CP+, avallable frem The
Lopiop Sheop. There's alec the Konoexx
voapler, which can work with S800 hand
midems and faxes. Lock in magazines
lize Mobile Compufing Tor ads far other
mie<lele, A coupler will run you around
100 mail arder,

Wlticnately, b 09 kel o keep your
portable hacking syatem as 2mall as
posuible and made of the minimam
aumber of parts. A notehosk maching
gich &e the Tandy WiL2, Cambridge Z84,
NEC Ultralipht, and the acoustic
coupletfmoadem meanticaned above is
probably the best passible combinetion
far & cempact and incxpersive portahle
rig. Il's yma’l and light, censizrs of ool
iwo or lhree picces, fits in o small
Yriefesse or kpapsack, and weighs just
vnder five pounds.

By planpicg and desigring your
ayszem from siart to finish vou carn
achieve a sleek elficient partahle hacking
gealem. Poer planning con result in
voeanfartabie beavy malii-picce systems
ikat ane kas lo drag areurnd. Refare
laptops really exisled, o friend of minc
decided o pul togelher o pertable Tig
Iromm paris he already find, and this did
nol turn oul loo well. His systom
cinsizled of an Apple 1le, a 12 volt car
ballery, AC power  inverter, 7
ooecchroms meniler, and a full sizc
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external Hayes medem. The only things
he ended wp buying were Lhe inverter acd
acoustic coapler. However chiz syeter
was a nightmare ol a maching, weighlog
almost 43 pourds, corsisting of seven
curbersome pieces, with tangled catles,
and capable of ompledcly draining & fully
charged var baltery in 2 moteer of 30
minates. He managed o AL the ertite
avelem in a _,uum.n. suiteasc. [t tock him
almiast 15 mimcles Lo =ot the entite tRi gy
up inzide a phone boath, leavicg very
litdle poom lor Rime. ITtrewekle waald ayios,
he would have o very difficals time
making a guick getoway. Thiz i= an
axampls of whal net te do when ponting
tapether your portable rig.
Where To o lacking

Lozation is jusl as importiant as
haviog & good porlable rig. Where you
hizek from deteronfoes how lone yoa can
haek, haw latle you can hack, whether
wou'll be bathared by intercuplions or
kawe to look over yaar shanlder evers
micele, and mary other factore. Tnteas
yien hapgen 1o be travelling aroand the
couanity and staying io botels every olber
wock, your anly aptions ler porrable
.._._,u_nwm_.._m are payphanes, janciicn bages,
and exposed phone wiring. Findicg a
grest backing lecalion takes some worl,

"Ultimately. it is best to
keep your portable
hacking system as
small as possible and
made of the minimum
number of parts.”

bol is well worth the effort. Yoir La0 save
line by marveying locations keforchand,
thal iz, before you actually ge hacking.
Tou should find scvernl possible locstbons
thal meot vour neeads. After valog coe
lecalion far a week er 2o, vou 2hewld
meve oo, Depending nn dhe sensltivily of
the machines you hack, using the eame
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locatian for an emtended amoont of Lime
is haxardeus Lo your frecdam.

Tinw of day iy alse apother impartant
fawmor, [L iz besl Lo pw cal lote et right o
da the magoriny of your hacking. Bosidos,
& e is sbout the only decent time won
ean gt [ots pecple’s phone lines Lo oiloch
yaur portable without being noliced.
Howewer, & & 2 alae when the local cops
like to make their roonds Lhmowgh quict
neighborkoods, 2o be carelal, becaase it's
viery hard o explaio whal yva were doing
inside & jupclion box Lo Lhe palice, cwven iF
Wl WEDE wearing a lineman's helmet,
bregpnze licwemen den't werk al 3 2m.

If yuu don'l have an accastic ecupler,
ot e’ peally wes pavphones unless yea
manage to gel access lo the wiring.
Therefora, you are limiled to using
whatgwver telephone lines you cvan get
waur wite catters an Jonction boxes are
groat, but the cees directly on the sirecl
arc ton dongereus. For all junsticn baes,
bring alung Lhe necessory hex wrench
Alowel all junclion baxes in suburhin are
talecked and osually very =ecluded. In
the eity, however, the beat jucedion boxes
ore in back of latge: apartieat “..__.L._n.:hmw.
or ik Ltheir basements, ar in kaok of stoyes
and in parking Iols. As an added bonus,
Judcticn boxes pol on the slrect are nnt
leeled. When weing a jucclion box, il is
very preferable iF you cacnor be seen
from the stroct. Jusction boxes cn pales
are alza pocd if you can find then in
segluded or remote arcas. 1 found one
riear moe Chat its my reeds well T iz a
buge unlocked box, alop a pole, with o
viTy niee aod coreloriakle seal. Whal is
Texlly great theugh, is thal right next o
the: pole theras a 1res, The branches and
leaves of the tree oo pletely el the
tap of the pale, thus I am completely
invigitle to people passing by on the
strect T simply eliml 4l teee to el kigh
enagh to starl elimbing the metal ladder
spikes oo the pele. and climb up lo the
seat, tnpack my eig, and I'm ready Lo
reck This iz the perfecl hacking and
phresking location al 300 im Lhe
rnTnicg. Having access to hondreds af
different Jines also allows ong Lo use such
a leeation for many hacking sessivns
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Lefare meving cn. IF wou're a gallege
=ludent, dersms ace great ploces Lo find
indoee fupction bexes, They are vsoally in
#laireelly and in the hasement,

TE waw are oed chble 0 aEe 3 jurslion
ko, all o bave o do is ficd & ruccing
ling {0 & secluded Ineation. Apsia, the
hacke of aparlmert hailéings sad the
Baeks of stores are good plasss o find
wirizg. Be sure you kaow whal you are
delog, becouse there i a lot of olher
witlng Lhat can get da the way, sech as
cable TV, anteoos, and eleclrical wiring.
If vou fry yoursell en a power cable then
yuu deserve i, becwuse vou're loo stupid
foeven go hasklog

If woa plan & direcl conmectian
{runcing wiring ar fusstion boxes), other
parcts you will wank ta bricg 2long an
your hocking irigs are a lineman's
hasdset, wire catters znd strippers, and
a0 R-11 pheae jack with slligator clips.

If ¥eu have onacoustls oopler, you
huave the added oplion of uzing payphases
ord phone boolhs, Bub stoy away frem
COCOTs,. they are loo moch of a
headache, and the souad qualily wsaally
suchs. Good ploces te find secluded
paypheones late at night are parks,
plavgrownds, besckes, and boardwalis, IF
yoa love in New York City, then this does
cil apply to Fou nnless you enjoy being
harassed and vrinated wpan by Bomeless
people while trying e gain root.
Ohviously, eutdeor hecking becomes
mach Jess of an cplion when it roing or
when the weatker furns ald. During the
day, good places to fiod secluded
payphores are old public baildings,
callege buildings, ajrparts, hotels,
libraries, and muscams. T opee fend a
yhvoe boolh io 2n old seeloded hallway at
the Museum of Maoturs] Histery in
Marhaltan. This phooe waz relary and
kado't beer vsed by humans in 1 donte
krow how Jong. The phone beoks in chere
wete from 1952, The phone beoth was
recesred inoa wall, well lighted, with &
doot, Meedleas Lo say, Lhis was the perfect
spot for several hacking scssions during
tihe day.

With pavphones, there iz the added
problem of the phone constantly waatiog
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mangy, A red box is very cumbersome,
and - madem  drapsmisaices 2T
immediately killed when the phone wanis
Tkney every fow minates. Unless vour
hacking congists cntirely of machines
with 1-500 dialaps, codes or calling cards
are: & miek. Using 2 phone company with
gaod sound guality, such as ATET e
Sprint, will reduce crrors and Hae reize
Givesn the acoustic natare of the
cannesiion, it bepomes noccsrary o
manually Nask the switch-hook between
ealls, and perkaps even manuslly dialing
1f Fouy modem ennnet autadlal. This
hunzsle waa be aveided by nsing a dialcul
ch a2 a Univ with g, an [aternet dinl-
cut, oF PO Pucsuie,

Unlike an TY and in the movies,
cellular phores are net really an apliosn
for pertalde backing, unless woir hawe 1he
ohility o eompletely reprogram pmees st
oomemsnt's potice, by changing both tha
Elcctrenie Serlal Number and the
Telephore Namber o eomeone clse's,
This dype of phreakiog reguires some
advaneed knowledge, Getting the ESMNS
ard TICs i pol a problem siroe they ape
broadeast digitally over the oir, and po:
can phick them right el Lhe air if you
build a decoder and haok it up Lo 2
soancer with 800mhe capebility. This s,
hewever, 8 dopic Bt arcther artiele, Just

“.Irless vou happen to ba
fravaiting around the country -

and staying 'n hotels every

ather Week, your only options

* portable rmn_."_zm are

m:n EEE_ phone ,.q__,__._m

a2 an aside, medem tFansmissions over
cellular phooes are guile possible with
wrror correcting miedens up Lo 8800 band.
Telebit even makes & very oice cellular
madem ¢alled the Cellblazer which can
pump dats through at 18,000 baud,
Taking to the Hoad
Arnather crocial elemment in suoeessful
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portabls hacking is plancing. [n light cf
lime corstrainis and Battery life, vao
should plan 2 much of your wark ahead
ol lime as pessible. Any prediminary work
should be done belore the mizsaieon
Irésearcn, social crngineering, cte b T
underslard that hacking is scoswhat of
an urorgariscd, unplanned setivity, bur
¥a1 skoulé ot least have same acel of
npenda faid ot That’s osd to zay lhal
yoa can't have any fun of enjoy yoursels
you erald spend all oight calling picate
oards da Eurcpe, for all 1 care. Hothing
iz warse than =itling atlop a telephone
pale st laur e 1he morning Lrying Lo
think of wheze to call oexl.

Be prepared, and bring everylhing
youn will peed: yoor rig, handses,
ripfebeek, Nasklight, lood and drink, a st
af samputers to call, aad if wo Live in
Taew Yark Cirw, briog slocy o weapon for
eel-dafense.

When wsing payghones, it is slwe =
guod idea to kove a gocd cxease meady 1o
Case smeons asks wou what you're didag
A fsvirile amung backers an the rond i,
“T'en & freelagee writer ond I'm
transmitilng & siory [o my editcr.”
During the daytime st a pavploms no one
iz likely Lo even novice yea sinoe ¢ many
people kave laptops these days, TF wou're
b & pupsticn box or cutting inte
LTS AT _..._ ane wiFing at thoer in the
TCTRiNG, ro eEdiEe 18 neceasary, Just be
prepared o shost tainjare, aied ron s
hell

During vear hacking alzsion, Ly o
hHave good idena ef where you are, aed
mealie  role ol any exits thei may he
pieeded if yow need a gquick getaway. And
LulTer everything for later revicw,

The Fulure

The vltizrate vhrill would be 4o carry
arglnd A polebook machine witk a pocket
packet radia THNC and a portable 1P
trapsieiver. There are places on the
parket pets wheore you con link into
TOATP gateways and telnet o any placc
G ke [oterpel. Also mamered b exizs on
the packei neis are Lelephone medem
diab-suta. With this xind of setap, ven
ould literally b2 in the m3ddle of the
deser] putshde of Phoenix, and be hacking

Suminer foE2

a machine anvwhers the world Wher
vau're done, woa con just meve cn. U'm
gurs Lhis seares Lhe skiloat of law
enforcsment, acd rightly so. But ihat
ray ke exaclly what we're doing five
years [ e,
Conclusion
I have becr on many porteble hacking
irips, =ommetimes alone, and sometises
wilk fricrds=. All T can really say 18 that
il's a lot of Fan, just lixe regalar hackicg.
bt wilheoal any of the werries ssmciated
with harkiog feam booe. Alss, portable
hucking 7 rmare exitiag than jusr u=5..._m
al here i fren of your ceenpuier, 2 yeu
find gosd [eeations, and bring olong o
cauple of buddizs aod glenly of good
American beer, hacking an the road can
te the beat thing Do the world
2600 NOW HAS A VOICE
BES THAT OPERATES
EVERY NIGHT BEGINNING
AT 11:00 PM EASTERN
TIME. FOR THOSE OF YOU
THAT CAN'T MAKE IT TO
THE MEETINGS, THIS IS A
GREAT WAY TO STAY IN
TOUCH. CALL
0700-751-2600 USING
ATET (IF YOU DON'T
HAVE AT&T AS YOUR
LONG DISTANCE
COMPANY, PRECEDE THE
ABOVE NUMBER WITH
10288). THE CALL COSTS
15 CENTS A MINUTE AND
IT ALL GOES TO ATE&T.
YOU CAN ALSO LEAVE
MESSAGES FOR 2600
WRITERS AND STAFF

PEOPLE.
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hitchhikers guide to the phone system

phreaking in the nineties

by Bilksr
Ladraduction

In P antiche [ wll Iy b amdnochooe vou o Bre oo,
complex machine on excth: the phone e s 2
Fide lohaving fum with e fechnoiogy, aned [Eope il
wil help i o poaravvels thoaegh the neworde I is
by ey e o definiies moraed: if o mafhy wan oy
e i this, these e s of addizioral ®iirgs yen
okt Joam el pead,

1hes ke assiemees vion ko g bl b sl e
Hiskory f plonskg, X is miwd e o ks T e
=melimes very culdated docamenls thal can be
deevzimckd B BES"s. Inbere [T Bl e which of
Ther ok Imcks mighl <20 work, licly, sod whad pew
Lricks wou may discover as vou become a phone
phurs.

Ayt bieesy o plincak von will (hegechylbyh Test
iy bo moke callx thal youa cwld med cebe By
cther ey Calla B0 sl mndaens Tod i SSaved osch
Frean e neowreeal neteode, calls o shéps danaffondable
otherwze), and noch mwom As you el oders shox
the hidden wodd vou have dsoovered, you will roe:
irfo peopd whe hove boen braimaseshed ingo thirking
1t all eaplemtion inko the inner workings of e
phimes wystem ds ahedt oo frand Cirnvinemyg dhze
el of wour right oo explor i probohiy & woss of
i, e s et nckvenee poar echrical knesdedse

Phreaking is like magzic i more than one w2y
These peopie wha ar neslly pous) sees their Iods
with exch oy, b wasby KT e ol e Incks
oo s walking by, This will ke somicabar
ancying A fird, bt onoes you'r really pond o'l
ueheraind tha ic's very inpleasant if the mide you it
dizpowvered & wimed the very neoz day. T ocadd rell poa
& Jezd twerdy new tricks o this artice bt 1 preder 4o
reach voa how sofind your cen

[[aving said this, the besl way to gel inlo
phemakicg is Lo book up with cther phoezks, Unitke
anyy other sub-oullune, phnsks an: pol bousd by any
grogrpimal regnctions. Yiou cm End obher phreaxs
by loakang for lesckurpbork BES's I yor reghon,
Hzving mode oontact Sere you may enoonier thess
same peapee M bedeconfermoes thal are mpulady s
15 These condenances usually have people from 2l
rwver the plonet. Most phoecks fom onormnies ek
the United Sides speck Bnglish, o brguspe is not 25
moch of a beemier &= youmight Bark.

i voo lee 1 2 ourenily meprsssd aica, sch as
the United Slaes, you should beoare thar even dwe
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things Bl wou censader “hammless exnptoning oockd
o v il Rals <f okl (conleaocalion of sarmprter,
fines, probetion, i, koss of job, cick Ul your own
dgerent and frd wour profection.

Felling 3tarted

The Facadn voice SORCZING COMENEnts L5
lover as TOHz, end es high es BO00HT Mesi
energy however I8 beswesy T00 and SO0H IF
v G ol the ot uralior SO0 amd alawas 30K,
all weihiel dnlermatien te =00 thear, This is
Radlly wha phioeg companes Jdo an lng
distanoe sircuils,

[[ porz mink all you have Lo do iz Blow
ZOMOHE Azt wee p meb ol Twelve MFE
canhinalioos, you bave a B ol calching vp 1o
di One of 1k Lirst molitlregoongy sty slims
waal was B el JENHE A the Ting & pailhsg
Tevquency, bt For cbreioss reasens 31 s earely
Bagd anymaors, eX0Spl [of some Ve small
reenode comananities. In this case irs wse i
rertnicted, meening el sor grve v eoces W
all the warkd in miost cases.

T begin with, all expecimenting sarls al koane.
S v e your phone. ke cancfll pole & ke whal il
s oma ey of <l Do v Fear “dhedong ™ m O
bk groamad off v calbs s Aoy oo et g Ty
hegr ey Fagh panched ooy winke 3l s g op,
o s answered o of hangop of the called pery™

Can you make yoar 00 2 10 complee 2 call
rither by plaping with the soitchhook or dialing
e rpenbers T vou an o e Uindies] Sedey, sl
ok e ke waveethong that wall peclce @ econdng:
ket awry, Woakr call Gf ol o themsh. T sl
hoid B scers of redeng’

I wou can do e 1z e, o are Sin” for st
Ay beeps on answer oF hang o of te called paty
alsomezns 1 s vy i [earing the actanl MF tones
proadoced by the deloo may also be yoor way in Whils
7 woiid b reos 1o find thiz behevies on a ol -free
CURCLLEE, WOl ey consider using 2 reconad ol dimd ao
et o overseas call o even 2 local cinooit for a bigper
iz Frveny phones i dhe workd Fos 2 sy i All
v harve aoda i Firad cree!

An Cvervlew of Srstems

Firs1 we muost stam wirh mombarmg plans.
The world is divided op snze sight separzie
ronres, Foee 1 s e United Starss, Carada, and
srenie Curlidaeary natons Faving WFa SFL Fooe
1 ix Africa Crreenland (259 and Fonoe [slemds

Nurdmer J952

(268} do ool ke their Aone I assignment, b
Zones 3 and 4 (Barooe} are all laken up. Smee
the DR, is pow woilied wilh BED ({Gemmany]
the code 37 is up For prade and will profubly be
subdivided into len new ool coded Lo allaw
the mew garrens of Europs, incloding the
DBzlics, po heve their o aonde, Greenland arsd
the Faroe Tslands shomld each pet a 37X conntry
code. Fane § ig Latin Arerica, including
Meazion (521 aeed Chaba 530 Fone 6 nthe South
Pacific and includas Australia {51). New
Frealared (6dh ared Makpzia (500 Zone 7 iy noo
call=d the CIS Formierly the Soviel Lnien), But
may become a thind Eorgean cole, Zooe 8 s
Asia and includes Japan (EL). Borea (520,
Wiernara (44), China {B5) and mary others.
Fone W s the subcoolinenr 0 [ndia (910 and
waioeniEng regions. A special sob-zone is BV,
whizh is the maritime satellite service
{Inmarsai}. Connry code 9 is meaereed a5 3 s
ool T el wma] aovl patiansd pumpecee s and
MLy comizin many imeresring smbrs,

In Fone L. aven digic number Fallows with a
fixed formas, seversly limiing the ool nensher
of pheoes, WNPATs Like 310 and 510 ztles to
it The gew plan (heginning in 1995} will
Allera the midele igit 1o b other than 1 o O
llevwing ap 1o five tomes mone phoces. Thiz i
predivied to lx= inte che 215t centory. ARercha
Zone | most move to the fully exteesihle
syulem vard i the nest of the world.

The "rear oof e wnld™ ueis a syslemn whery
ME precedes e arca code o namben dialed
within e covndry code. Frence and Denrnsrk
are notzble exceptions, wherne thers ere no pel
codes of just one as in France {1 for Panis and
jast eight digits for the rest)h This system has
poern b b g todal mess - worse than the Foce
1 plan!

Io 15x uswal nombering syslem, the area
sl can be ol any length. buol 2L dEis lime
betweocn ane and five digéts are osed. The phone
nwmber ¢an ko oany [eogth 1sa. the only
reqoorement BEing 1hat the shale number,
including ke country code but not the zera
Beloer the aea code, mus=2 not axcesd Soeresn
digits. Second dizllones are used in some
sysbems 2 fell ooslorers they are connecsd @
e arez they are calling and are 1o procesd with
the number. With step-by-step, you woald
ticerzlly comnect to the disten: city and then
acluddly signal it with vour polses. Teday, if
secand dizllones are usad s only becamse they

Summer J902

were 5 in the past. They kEave o meaning
teday, much like the second diallones in the
cusiom ralling feztumes commoen in the Unziad
States, The advanlages of the abowe “linksd”
sty that i alloes eapscinion wheor needed
willyo] alleding eiber nambers, ¥ery small
willagies maw only Bave a thres digit number
whiks tag ok may have cighl digil numbers.
¥Wariations ol thiz basic theme zre comeon. In
Germany. a farge company in Eambarg may
hirer a basic [Tee digil number Tor the reception
end eighl digil numbers for the employes
extenstons. In ancther ¢ase in this seme bown,
apalag Lnes have seven digils and 1308 lines
have pight digils. In many places # common o
bave differend Eengsh nombers comizg o the
zame place. As confusing as it sounds, B realiy
is =asier to J2al with tham the fized nember
plaz!
laternational Signalling Sy dems

CCITT number fozr (041 35 an earhy system
a1 Linked Evrope logether and connectled to
ether Aysresas 10 oversids calla, 04 e Pwo
Tewis s B0 and 28000 Bah are plavead opcther
for LE30mS {F) oo ger e anention of de disten
end, followed by a “long™ (XX or ¥Y¥ =
330mS]) era “shont” X of ¥ = 100m3) of either
AL Gy o X oor T4 Oy o Y Lo indicale slabos
of the cafl buildop Addre dats (=1 ar v=1),
Theas ) us senl in bexras of Toor bics as hes dagins,
Allowing 16 differear codes. One hondred
milliseconds of silence was plaoed betwesn
each digil in aulomatic working. Each digit
thimelaee ook Z490mS 1o send. This sileooe
interval wan god-grinical and ofen had no
T, dlbmir g B rnaersand wockig. U4 (= nio
lenger in wide mes, Bar i Wi, due oo i
extreme simplicity 2 phreak Favaris.

CCITT romber five (O] in a2ill the word's
number cne cverszas signalling method; over
B0 perosal of 21l cverseas tronks use il The
“plieks" and toces on Pink Flopd's “The Well™
are U5, bt the prodocer edited it, revealing en
incomplele numbar with the old code for
Landon. He olie botched che cadenes of the
oddress signalling wery hadly, ver it really
soonds O 1o the ear os perhaps the only
exemples mast Amernicans have of whar an
oversees cald seands kel

T pormal oversess wovking, one-half second
of 2400 pod 20600Hz, convpoand. 5 sent {cleer
forwerd) followed by josr the J400Hz {seine),
which rezdies the trock for the address
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WERIHY MFC 0 RE Terwerd coRE Bedweard Dt
M_m_uw___ﬂ? on & £24 matrix, one tons frem & row sid one from s column. 1 ._u_ o m_ﬁ ““ﬁnw ¥ H__MM d Py
£1200. cta . : : -3 1100 1620 BOG i
e A bt R ; gty IO AR RO e
: 12048 133 i1 3 Fsir AT 150 1880 oo EED S :
a7 1 n...um_.. : ._._Mu_u_ _I...—m._w_w ¥ b P e PR
770 4 s e B €4 is the ofd European signalling systom. The addcses signals have 35mS
: B52 o e | RS g T paure batween sach beop end 106mS paves (minimum) batwean csch
: 941 e 3 .“. g i o digit. Minimum time to.send & digit fincleding pav ns, .E.mam H.:
e gy . ; hu__.uu-_._.:iu:___q:._.nahtu _.n__.h&_.nuh.... :
ME aignaliing, ﬂﬂ_.tﬁ Etl o E...—u._ .Tiu.______._uu.ﬂ m__n nts, vigs & 7 of B ma trix; W un_._.._u 25w {blrary =17}
Ench tona has & weighting which adds up fo an vnique numbsr. The throo H “H _wmﬁ_v._.a: p e
dard of sydtom. R, OO
s -_.n.u- foles e ____._F ¥ oty T0enE
Fabrdes o X ROAD 250ms
TR S OIGIT - Em_mI._.._Z.m i Sl i A50mE
s % | O+1 P B0 2400 i 1 58ms
3 .._+H REOE Traneht Soleors: PX: -
Forward Trenafer  PYY o000 oD
4 0+4 Termimal S8l 7ure: PY S
SR TR 5 x AL
s 214 P A R SR
o ..H. 07 w:.-.. .............
: i L R e P D R
g 17T e o
: B e o o WL 1E oy
el _..n__un_ﬁ y [}t AT R o gt et e e s Sk T
; T R R : S e PLACE EVENT I FREG CADEMCE -
S 11 (code 11) ﬂ+.._.m:. S Rt i M. Amwrica laltons AR EAD T i o
Gonso 12 {eode 12) eatten |00 I e mm_:_.:_ Mwﬁ Haﬁ M-_m.u_.__...-nn.u.-....uq.__ g
: : e e e T L R P e i e uEy, + 3 ; :
- KPifeoda13) - Z+12 o : fastbusy - 4504820 025 on D25 o#f
oo KPZ (doda 14) & o b St S m._ur__n_ ring L 4504500 - 028 on 0.5 off
£ R L ) : R iy A -._..l_!..!f___..HI-ria_.!E 025 on 20 o
Shfcoda 1B}, o TEIZ o dassar u.ﬁa 450,500 1000 2.0 aff
hﬂnﬂlﬁixﬁlﬂ?ﬁnﬁl&&agmﬁiigu&%ri HiE P I e e
botvweon aoch digit, For ioddor AT systons, tha KPP i 100mS sed sech diet e 68mS meost of workd  al S A0 or &80 e T}
giﬁﬂm&?%ﬂihﬁ%&-‘ﬁi?ngﬁi | S50, 1400, 1800 - [soe taxt]
Armerics, s sdditional 50 o 68mS peuse is insorind bofors the lest digit. :
Exairphe: K 18ipousolZ8T__ KPOG 120600 112(5002a)05T, This petten wes sdded Mort of the workd's phone systonia tse only one ko pitchod tona to represant s
#rotrd 15 (iirk sgo and apoears 0 be thmsoessary, axcopt to give & sidibs eoadling status. The roet Comiman tord i v srs S00Hz, S40H, ard 450H. In soms
inclicotion of Fabis thive box spreling. R iee B HIGHL Y rocommandad for phrackoe e B Tonos s imoduistod, eaiedly AN, st 25 or B0Mr s variablo dopthe. I o
wiars it & Aosnaly usod by the teico! B2 s COMPELLED syatem whars rocosHion ofd switches, the ring modiidston the T, o i is fust the harmonios of tha ring
lf%&iﬂ%h%ﬂiili%%? gnitgﬁ.gibﬁ%g%%.li
whan the stopping of. the backward signal fa detected, 5 ew Forward sigrisd fs agiﬂmigiiggiiiiigig
gﬂhﬂﬁii!&i&hﬁhﬁ!g?%u& vary, I dro, thee Fing B corrinuocs | The SIT Bubscribms infonmetion tono) is S50 then
bacioverd signal fuscalfly =17, sond naxt digit) tolls’ tha sending snd whet 1o swid 1400 ond then 1800H2. Tha totsl Jongth ia sl one second. The lengths of the
iﬁr?aﬂﬂgiigi%giu&.% ; %E!%iﬁtﬂuﬁna.&!&gaﬂg
- o - i Sumureer 1992 2600 Mogazine " Fage 13
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sigralling. Al address signals ane precedad wilk
KPL (cede 12) for ferminal traffic, plus 2
discrimicaring dhgd [0t the clasy of call and the
muwnher. The last digin i 5T (oode 150 00 pell tha
system signalling is aver. For isremational
trensit working, KFE fonde 14) is ased ta tell
the system a eoondey code folloras, afler atich
the procedure i3 fdentical (o 1he farminil
procedure.

COITT sin anf soven (06 and CT) ane ged
directly sccemibic fnan the customer's liss, v
many “igkand” systems inbarfae po both of
ese. U is alye called Commen Channel
[atercffice Sigpnallicg (OCTS) a2 as ity pame
oplies, a dadicaied Jine africs all the zaiup
informatica for 2 groop of 1renks. Medems
fusadly L300 bps) are nsed s each end of B
circuit. OCIE is cheiper, and a5 an added
Benelit, killed all che child's jay bloe bosing
that waz comemon in the swses in the 605 ard
wirly 707y Iz the eerly 20°5 fiker and other
digaal 1asmizsion bacame coveninplace, and
2 new sigialling Hlacdard was requlred, 7
ploces &)l ling, address, 2o resols (hackwant)
signalling oa & Time Dhvisioe Muhiplesed
Ciroail {TDM or TTRAC) slong with eeerytiing
rlse like dafa ond wales, A1l ISDN systems
tepuing the mse of 537 (o commieicale on all
levels framn Bzl 10 workdwida,

Tre [TUACTTT has developed 1 sliealling
syslemn For very wide and peneral use. Once
called e Eoropeon systen™, B2 has hecome 2
very widespread international ayirem used oo
all coolinents. B2 s the moss versanle eod-io-
end sxsiem ever developed. 1 is o two-way
st like OV and comes i tooo Eorms, dnalop
and digizal, bith fully compalible with 2zch
other. B2 hes compleasly noplaced O40 with the
prorssible exerption of 4 few very remole zreas
where it wockd inko B2 using registers. Two
groups of ffteen, teo of 2ix MF rones are used
for each directice, the high Irequency group
forward end the low groop backward. Linae
signzlling cen be digial with 1wo channels or
out.af-baed ar 3823Hz, DO, or in cases of
limized hendwidd on trusbie, cao ose the O4
bine signals, jusr duse 2040 + 24000 [z or 30000
of ¢¥en backwerd signals sent in & forwend
darection, The signals can be digitally quancized
using the A-law or u-law codec standards,
fesuliing in compatible sigrals for analog Emes.
[n imemanianal wocking, only e seall puor of
the arandard is mandalory with 2 massjve
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number of options available, For naticons]
wiskirg, s aoople camber of MF coesibicalions
i “pescreed For nationz] wse™, providing an
expandable syvslem wilh wimeelly Limitless
capobil mies, B2 iz the “system of the nincicy”
and inaslering this, oo the fimst teme, alfows e
perne phrak “to kold e whale wogld in Ris
hands™ in 4 manner that the person who coized
lhis phrase conld heve anly drcamed of in the
razly sevenlies!

With the exception of talarcrl agnements
betmeen peighboring cousinies o make each
oiher's nationad swwems compatible, especiclly
in bonder regicn, all inermational systems is
use wre: O3 O, O and B2, B2 is limited o g
simgle nomiericg region by policy and musa use
cne of the thees remnining systems for cverzesas
werking, Thers ane few technical Emicesices ro
prevent B Fram wodkiog oith saeellives, TAS]
of other analogffigital underseas cables. The
spec i flexible cnough to zllaw overszas
warkize, bk is not dine a1 the presest rime. R
ix Lhely to displace C5 oot b pomnaining analeg
lrunks in the near forane.

KNational Slgreiting Syelams

COITE 1, 2, and 3 wre eardy istemarional
#andards for signalling the diszam end. ] ix
jost a SO0Hz lie: sipnallicg bome, and was med
b el che operatod ar & dislanl swdlchboard thrar
there was wraffie and no DO oath, doe to
»_an.“_.m.:qﬂ oF repeaiess oa a relatively Inog
circail 1 bax only one line signaling fusstion
(foreard lansler) aod ne address signelling. N1
is probably weed new e

LT 2 was the first intemational standzard
thal used address sigeal ng allowicg amomatic
cemnpldion of calls. Tweo fregoeocies. G000
and TRIHz, werr used for line siznaling azd by
poalag  between the rwe [requencies,
repregentong make and hresk, of 1he loop
carrent at the ity cnd dering sipaaling, calls
were zarimalically pulse dislable, You may
2cbzally find thiz sysbemn in Hmised wee in very
Temoes pasts Of Awsinalia or Sooth Africs. Faidly
Righ signalling Jevels are requined and ey very
well mmake costomer sigeelling impossible,
urless wiu are right there. Travel 1o both (ke
al=ive countries shoald be Fescinaring Bawever
foxr bepth phoce play aned eohure) experiessa”

CUTTT 3 i s apecsed polse sysien. On-
Wik is mepresemed by the poesence of 2280Hz
el oiThook by b absenge of J280HZ. This
XA Bpefiem is stall weed ik ._:_H._..m“"h..m ke

Suinmer J092

L

a0y over

< 1 E
¥ at & much lower bovel than C27 the
1ewrss will propazale cver any phooe hine,

A system from the early 50 called E1.
Many people rememaber Kl ax the bloe boxes of
the 607 and B s sill im wide e 1B
L'nited Statex, Canada, and Japan. The use of

[z for lin= signalling is quit= rare in the
1"z, bt can ke found in all of 1ke above
sountries. Addres ing uses the MFC
wlandard which "
wones halween

signaliing at AE25[[z or
of digilal or B{ line sigozlling. To pwe this

»ystem from home one mus
vethod of wsing the “caf of band

Lo B Yoursedf Demaon Dialer Kit
Hack-Tic Technologias

Posibus 22553

1100 DL Amsterdam, The Mathelands
+31 20 600450/ 148

Price besed on 350 Deutach merks
Currenily equivalent 1o LS 5250

Raview by Tha Devil's Advocate

We Gol

It arrved, inconspicuoasly enough, in a
plain brown wragger, the Hack-Tic
postrarking wiss eaough w ek us of s
contents. This was the device that
everyome was talking abour, this wes the
box 14 and all Loaxes, Wiz was he
technslagy that had carparatle and
gavarrnert sutivites Thaking worldwide,
this was 1ha ulimat phono phreakaer's eal,
tha Raintaw Warricd, tva God Box, (ha
Darrnon-Caaler. Hack-Tis has respordad o
ATAT's invitabion ta “rexch out and tsuch
somoponi® by oMering a e far fust sich a
BLEROLE,

Spmmer 1892

voboe. fredgue ncie s
.

memole areas of Swedicn and

Tae kit includad two printed circuil
boards (one for tha achial Dhaler ard the
ather for Lhe RKayboard), a bag of
rlscallanesus alastronic paris {ro
rifiatures, microg, of sufass-meunts),
mnalasr bag cortzining 123 pushbatton
switchas, a pkeca of anb-swtc foern balding
two intagrated cirsuils [the
MCESHCTOSCEP/OD heart of ke Dualer
and tha LMIBEME amplfiar), and twe
Fslrestan manuals fane for Constracion &
Hardware ard the other for Oparaticn &
Egtware]. The entire kit comes in g WHE
EsseTe taga boe

Clur first cbeanvation was that the kit did
notinciude a numer of pars that woukd bs
needed for fmal aszembly. Missing was &
chazels o mourd fe Dialer in, a speaker i
carnesl the Diater o, 8 2% or 9 pin
conmestar for secizl imerfacing {yas, the
Cialer |2 guite cagakla of thisl), End a
batiery srap of hzlder for the babenss. We
wire exiremedy dsappainted that me ki did
not some Wit hese parts, ad thay are not
superfiuogg but absoiubaly essantal for thea
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-E—

L Ealk oo ar aad il
T ix 1he digital <

oparesion of the Dialer. v additon, it can
take soime Trsa 0 order tha requisite pars
fram slecirenics firrs, and hils additena
wail can ba frustrating o ayons who hes
aszamoh-d e Daler and wishss 10 et 0L
Forturabaly, we at 2600 wera able 59 find
E£OMB spare farls areund tha offica,
although ihe aesthatics af our Dialer
suffarad from cur Irgatience
'Wa Bulit I8

Canstructing tha Dlaler was aasy.
Unlika tha sarfiar yvaraena which used
difficult to-salder surface-mounted devices,
the new medal practically sneppad
together, and will offer no sericus
chalarges for anyane wha knows how o
solder, Tha Gorstructicn & Hardware
referance manual was clear and conciza,
gxplaining the soldaring pittalls a1 eash
part, what {0 awvoid, and haw to
traublashaol. 'Wa found it comforting to
Znow that, with the excesdon of the main
chip, the parts to the Dialer are gasily
oblagnable in case o ary majer soldaring
calastrapna,

Fage 16 2600 Mapazing

s now heing (pale

intlerlocal Inanks _.=.
aof MF! The =5

this zrd 115

tcdd =V d ealra {eapensive the
receiverd and wand them!™ As a pheeak be mrady
for aayzhieg &3 voln travel the wa

affis B in Tele

3. Welch, 17 [SEH

Matraly, vou will reed a salderng iron
rated for 30 wals ar less, as well as rosin
sord sokdsr. Expect 1o 1ake twa hours o
selder tha boards, gnd anothar bour o
vzl $ha boards, bathary, and spasksr s
he chassis. Mounling can ke quits some
M &S vou sl cul Bakes it the chassis la
slicw the keys 1o poke through from tha
nsida. A lemplate |z povided @ maka this
mb easier,

At frst glanca, the Dialer mey nol seaT
%o bir big, but once you add the spesker
and balbary, you wil find thal awvaryihing
adds vp. Alhough Hack-Tic clalms that a
by assembled Dialar wik fit inside a kng-
sized cigarets box, you will find that tha
davica will need at least & 2° by 2° by 1°
chassis, and this is assuming tar you e
asing ths fhinnest speakear and § wal:
baftery that money can buy.

We Turned Il On

Tha Dialer hes 13 kKays: O - 0, ¥
(pound), * Jeta), and * [shifl). Prassing tha
shift key powers up the device, which
rasponds with & short upeard ora sweap.

Summer 1002

At this point, tha davice will act lika a
fagular bouch fone daler in all respects, In
Cider 0 access any spacal festures, you
must firgd emer 3 unigua passwond 1kat is
inciuded with tha kit Failure 1o enler e
corresl password upan immedialely
poarng up tha Dia'er mesns that yeu
mUse wait 30 saconds until tha device
ponders down bedore you can iry again, Ard
jUst hew secure it fhlz password
prifecton? Acording to te manua:

“Tha program in [the main chip] (which
also containg your password] is protschad
by & secLrify-bit Beat wlls the procassos not
t= allow the cutzide warld to read the
contards of its FEOM. Wa do not know of
any mathods o read the contanls of a
sacurity-bit grotested PROM short of
probirg on the surfacs of the chip isef ..
In other words, 2 i@ very Pand for somecns
wha doss naot know dw code o prave that
your dievice is anything Lut &r ordinzry
DTHF -diciar,”

Aocardag 1o Hack-Tig, the gasswards
are n3 archived anywshers 50 wou should
reod dorges what it i In adgifon, you should
bz caraful whien enteving the passeord 52
the touch fonas will £ound and can ks
daceded. Bacausa the pasewerd is burnt
tnto e PROM, it cannet be changed,
althzuegh you can lurn the password
pretecten on o oM anytime, bul only afier
you hawe aceass ke the special feabires.,
Whean tho passaord protecion is turmad off
the Diaar will avicmatically powar up in the
mde whena it was last left. You will fied
this ugefdl when you are programming
Macros, as this can tnws some ire and tha
devize will oflen pawor down whils yod are
terhing theough the masaoais

 you don't want 1 wait 30 seconds hor
tha device 1o power down, you can
immediately power Sown by prassing ~m"
{shif, star, zhilt, s2ar). LAnyone who doesn't
knaw the password sannst da this vnless
Fou e password prolsion off ) Yow may
alsn wish o eonnoct your own ondod poser
switch by kesp tha unit from accidentaky
powering vp when socmathing brushes
against 1ha chilt kay, Simply wire your own
Switch i secies wih sither the posiiva or
riagativa laad ol the battery, Tha onfy
drawhack 40 usig your cwn saiich i that

Summrer 1002

the Dialer wifll lose avarything you
programed in RAM sy tima the powear =
diseornecied.

The password praclion was included
in tha software with Armnaricans in mind. If
you e “caught” with the Dizlar, it wil ba
vg o tha authonbes t prowve thas what you
have is nothing mare than a regular touch
tone dialer. We were detained in just such
a situaion when LS. Cusioms [nspactor
Fadtman [badoe numbar 25453 dacded i
erpand his limited fechnical prowess by
IqUring in%a thir devics. We explained that
the “thirg with buttors” was a dider {no ba
theral) and that we usad i o access gar
volta madl system (amang othar things).
Aftar tharavghly playing with the Dialer,
Havlman accapisd this explanation with
e mona than a wanear of suspicon, and
ol ba heppy t2 know that his ignoranca
i rod coefecating tha Distar is what mads
thes review poasile. From al of us at 2500,
thark you Inspecior Kaudman!

Yo' Flayed With I

Tha Dia'sr kas a 219 of 12 modes, as
witll 25 & number of spaclal funcbons,
Swilching from ore moda (0 anather is
sESY, 814 |1 doesn't take lang fo lear
whars evaryihing is.

Each mods nurmber is followed by its
arribuius
0: 1auch tane (DTMFE, YWhite Box, Silver
B
1:ATFI.

& R2-Forwand.

40 CCITT e B, pulse diaing far hooking
thee Dialar diractly to a phane lina. &
schamat for His cpevation is included, byt
ri? e parls,

d: CCITT Ma. £,

5: CCITT MNe, &R [Bue Sox, KP1, KP2,
MF, 5T).

&: Cain-signalling tenes {Red Bax tor
ACTS, IPTE, and nen-A5TS).

71 Lina-signalling tarss.

#: Tora-skat

12: A2 Backwand.,

18: usor programmakie (2ee balkw).

Tha Diadar also sports & macio mode
that alows any combination of the above
frodes, nesting, Bliasing, pavsieg, and
ratry. Yow could for instanes sat up & mac
W Had Bawx, wait untl a kay is prassad

feonitnped on page 25)
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bellcore's plans for caller id

Ealore haa hawed a techiial sdebsoery (TA MNAT
SO0IEH thas debala a5 Ferarmbaicn denderde Tor
fomr s Callar M serdicns. Tha sbirviors diteddy iekried
5o did: CElleag Hember Dedhery (CHDL Caling Hiemithy
Ceftvery on Call Widling [CIDCW), wead Callisg Rame
Clboery (CHAML Whils seach of 154 terhaloal dals In
Alraady Troave, theee am soma elgnifizant nes bita =4
informatiss wa el faogle should b= asre of.

Whisl Sisbukics

Tha snafng Bierlace ciaszta of throe lyers.
The firs1 is 198 physioe! faver which cefines the
iejiirameanty of aralcg dabs brenamocn.

The wransrmed daa 5igna? has 1o mast cheas
para b
Modulaticn Typs! seslisucsi-phase binary
Tl e L e
Muark |Logleal 1) 1302 & 12 Hz
Space [Logical Of: 2700 +- T2 Ha.

Sigmal Lewel: <135 &Bm = 1 d8 an che point o
s laatica o the loop Scfty indc 8 stenderd 2500 obm
W3t birml hataoh.

Signl Parity: Total power ol all axbenesso slnals
in Ba vsiceband B a1 koo 320 08 belora this posver of
Tha signal Bendmmisnial rectecdy,

s rid IApeielleas ;300 chma + 7716 oF sominal
Trenamhzlon Ratis 13E 4 17 baad,

Applicathem of Datac Sads, binary, anpmchronoos

The secend bapet 1ol Cota Lisk Leyeer shat dests
Wk aeror defacton Eheousgh CRC. Tra thisd and fieal
leyer W c#lled tha Fraessistcn Layer. Hars, dats
comeeried i=fa ASCH 1ext W 8 forme resdabde by the
EUHE e soraipmaend Joalar D dervieama).

Eoty slngle gnd meliizis cats maxssgan arm
supparied Singhe dals messsds formar consars of
Chernsl Salzes Sigral Mark Sonet Meaasge Type
Wil Mesdege LEngh Wioed: Masasgs Worde: and
CEeckaum Werd Multiple dats messags formal
Lanslase of Chanral Selzure Signal; Me:i Signal;
Waanage Type Weord, Masasge Langth Word: f2a 8
Farsmatar Typa Wotd, the first Perameser Leageh
Woed, the first Peramater dordia]l: any adéibésal
Paramefar Tyzes \A'once, Fara=sbe Lengih Wosds, or
Pararmener Wordss and Chectium Word

Each dela word aorsishs ¢ an 3-8 dais Byta
Esch s woed b preceded bty & SCam B4 C0-08) and
Fabcwad B4 8 stop B [mark] Bark can b baramctied
hetacaan any Bs0 wonds IS maliieln 4 SORGRUCES
akgral arvd ceniog secasd 10 e Tta masasge lenglh
wannd conleing e Bomber of Wwonds in the mssspgs
fobowing . with the sxcaplicn of the ensi detectioh
v el

The channed ssbyurs sigeal bn 300 confnudea bika
o ahamatng 4 dnd 1's. This slgnad B onfy vasd o
ooy Baock dyty treasmiuicn sared o Talewed Iy o mark
plgrad {logicad 1) Badore the acadl dece B sear Fos

his oo e B leaas 200 ma cakoim Eha sl e Besgiina.
Thin af<ed Fof Letwient 29 a0ed 37 asccnde ke the
&g Tanamlashon.

Aa axampte < a Bppichl of hook CHD meesacs
L L]
o 1T 30 5D 3% 30 34 32 3T 34 38 30 39 35 A%
35 3132 31 15
@4 = Calling Humzar Delivery Intarmation eode
I s B s
1Z = 1B gacimad - numbsr ol Sata wirdas (dine, tme,
mond dicectery cumbser vl
30 30 = D9 ASTE - Seplamsar
A3 30 = 50 ASCH . 30 dey
31 32 = 12 ASCH- 1200 pm
AF A~ 74 ASCE- 28 mingtes 11224 ging
48 A0 3% 35 3% 3% 31 32 3V A2 - EXSEATENR
ASEH - celling parby'a dir ek s NURYEET
51 = chechkaam word

Futurs Fealurva

ki an off hook atase, apsach raneminias well be
Inanriupted for tha duralion of e s Tranaminsen
& 10rs il ba serd For 5055 o o eecl B Su o ineT
PF Aleriing Sgnall. This tone will grobabhs a8
o mbirafon of 2133 Fr and 7050 Hr sast ol & Aol
Irvwl el -16.5 eEmfrequency, Baloore's acplanation
for unisy Braas peitloches 1enes "The 1oad 10 ba
punEEned.. St e derecratla in tha prazanca al
nasr-ared apsech and Eioviss B0 minima! posyriencs
[adcd of talae detrctiznn. . In medcitien, Tha Rare finrs D
ef Lolerabie deretios and amplhuds fom & h
Epctary parspactive Oow ef the S[icas That was
Eropased W0 0k B oas wan the DIME A Tais b
gid not meet all 1he performance critads, An s result,
Falicors casmarched ot oplions, caffly The use of
Ibghr Feguency chidl 10nes, Eased o prkor ressarch
In Grast Eotaln, Cermeny,. shd Jepss. it has esn
snbablebked thet algnel deleclion peilSimanss
Hnprawes sipnia-snsy ahis ths alariicg sdgnel fuiz in
Hra uprar part o1 Tha apeech bidl RO dicsl 100 e
fregueasy pelr gabected should syvold cemmin
Rarsanis FElATIONSNES such a8 211 32, 8, eto
EErcagh wedes and Deing eall 0sTnie, we sepad
chin this fequersy pale will e iha final specifiad
alarting toca for T S8 ok fase. ") S Sending rhes
ST fores, The oAt oMaza will Inknte & FO120
meknawledgement timer sad will walt for an
schnatlsdgament hom tha cuviomar squipTenl. En
mohnove e e i 300 3 Wil Do of sither & Ringle
OTHF [ signal ifor the lesal scphhbosbed Sualimis
egquipmentl o & DTWF D alpnsl Toloasd By o delay al
45N} rea than esobsar OTRF ke 03-0 jlo m8entidy
e sepRaiaoned cusamer squipmensi Each (A
bona st have & minkmom duieen &1 43 mi The
actual data will then e frezambbed oy the cestual
cfflce  witkln 70 mx =% tha end &4 the

knoadedgemenl o afier the madimum s foe an

Fulwre off bl cate transmieadcn, sach dels Ca
In pracadad onby by U =aik skaral

Tha carrier sbonal conebvby of 1230 +5 3% =5 of
mark (1300 Hel The masuge e witd indcales (ha
parvlce aid eapabitity easocizisd with the deda
messapge For bsdenca, e omasaegs i wird (7
CHD b Dol R0,

In 8 on-hook siace, dyis ranamomcn bakex plece
beftevazn The i1 and S6cond sings. Treasmizslon
roeani biagin uzHI 300 min ol stkence ham clezaed smd
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A ko o han y wmhbcs e fa prester.
an acioriabedpersent 15 nog recehved, te daks il nol
Bt o aimimied A Sie apeech path wil b rankaoed

Higat now, o of BaBodre’s biggesl oomceres
g bengy ol D3 apsech pei dinruphca, which can B2
croaa o four sacobed BN Wt o nodl cushzmean
e wilhng 92 oar yp with thad peery Bme anoither cul
GomAN T aemena 1 B e

Surinier 962

Fun Things To Know *

On Fuze 27, 1993 oo 85 coosbar cwiich
wias pelgd, eeding a boog and stubborn
mechanizz] era for us. We're stll gelling
s Booour brand new $5 E55 bur 178 chbear
that thinps will never be the same. Crarfings
sonrd fosd ke everyone else’s, oor basy
szpnals o loeper Bave that grating soured,
and lnts of ficle fricks ro longer wock. But
now we can fimlly play aroond with such
standan) features a8 Call Wating, Call
_u.u_...r..u:_."._..:._w. ard Thres Way. snd there zme
somme new Iocks, such 25 Lhe numolsir W
dusivered that complerely disalies
payphooss for a very boog Gme. Acd thes
thiere s the speed Facior: c2lls are processed
incredibly fasl Locg distance calls are
connscied s giackly 2 local ones osed o
bz, Whal does cur cataver prove booos? Char
world 13 petiing smalbar; soon B ferm “long
distance”™ will be & mosnomer. And no mmaller
bovw techmology changes, there w1l always
b acmrthing 1o play with

o

Many propls in oap BEE A0 prefmy wpses
with Mew York Tel=phone. Earlier in the
year when the Poblie Seivice Covoression
apowoved Czller 10, there were cerlain
nmn..:.__.iﬁ__._r Mew York Telephons had to
apree bo allow blocking &1 md charge. bd other
wigds., if somecns dida't want their phone
nuamber bo be displayed al the cadling cnd,
iy eoudd peomanently block that feanare on
their phone. et wial pobody knew aboul
was *EQ (Uall Betura), This spricg, &b
starizd 8o hecome aclivaled hroughoul he
506 arva conle, People foand o aboor i1 and
un_._.q.u_..._ thex word. Then Mew York Telephoos
znnounced its exislence, Whal *89 docs i3
2l yeur Lo relurn e Lasd call placed o
i plmeteer, W thr of pot v answersd
the .ﬂ—._.:._n. Bt hare's the kicker. There"s oo
way toblock this, [ ooher words, i1 s s
bomnger possible withio 316 oo call someons
directly without them being abie 1o call you
ripght back. This frabere was never e Aol
al e PS50 _.:qu_.r.._._.u.m N ANY CONSIMET-

Nummer JH#2

Frended officials are livid with rage. Since
this feature works thooughoul thi: anca ek,
1L 38 wevy casy foobezin someane’s phone
number, even ifil"s enlisted. All a person has
v s B3 D e call, winl Cor an acswer, theo
Lok on the boce] Eremization section of their
phone B Bul, says the phone company. this
L8 oot Ol L0, Brchocsar™r seally onatnes what
it's called, Orar privacy is going right et the
window. [[Far 2 detziled look at *69 and how
Lo defical il fuen 1o page 31.]

hE

According o Wisconsin Bell, even
q._._i”_m—.. Celler T is niot yet availahle oo is
cuslomers, their numbers may be ransmlied
1o people in other stases, of tose pecpls
suhecribe do Caller 10, While this is Henited
I heipsar 3Lsies sarvid by Aarerinech, this
tervioe is going rafonwide even gquicker
lhan wa &nlacigsed, Cuiomners in Wiscomsin
can dial *67 b block rensrssion of thir
nirners at no charge. For now this only
applies 1o cuslieners in the Mol esukes anca,
Wisconsin Bell claims “the 1echoology is not
in place 10 ransmil llepbons nmnbsrs™ i
other parts of the state.

L F X}

More Wisconsin pews: Sirmplex hackers
thege wefe fecently shocked b discover that
the combination lock defzulls used on
Fideral Expeess and LIPS drophomes
throaphot the entire ration didn’t work in
Milwarkee., Apparently 1he managers of
e ﬁ.‘.ﬂquzﬂ.m are measnrahly smarter than
all of the olhers in the coontry who had fever
hethered do chanpe the ooginal pashhotton
seflings. As reported in the Aufarm 1931
issne, having 1he s sticnwics
corshination means that every Federal
Fxpress and UPS dropbax can be acceswzd in
aboul oo secierd. S0 owe Hp oo bads to s
whio had the foresight o change the seltings
in Milwaokee. A postscript: by dusiing the
butrds on the Sunplex bocks and waitng a
fay, the hackers were abls to open both the
Federal Express and the UFS boacs within
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TR s e s

e seoonds. Somerines all G planning in

the world makes ro dilfmende i dye's mo

securily 1o begin wich. We should poinl out

that Airborme Exposss doophones are starting

£ ot up - they nse bey bocks, jost like real

railbaxes. [Ife conlinues [0 0% Ln cirole
TT]

e of the Bighlights of the 2nnal
Sommercon gathering of Backers in $1. Loais
this Juze was &n LnCidear thar ook placeina
Fowzal srall s of the hackers was ordennd
y erall sacurity to sbop weasing his basehall
cap backwards. A sign 1 the Enirance o the
praall sead “Clothing most be wom in the
sranner in which it was inlemlal ” [rseems
that kecurily feli this weald be a signal for
garg memitrs o atack. Rather than deal
with the real problam, they belbaved that it
weeald b Belter 1o comal some freedom of
expressicn. Tn response o thiz, other kackers
wend o Sears and toapht more hats, woaning
iham in unintended manoers. SEaniny puards
sweactil s &nd cverheally sucoceeded in
driving the infrisders out alier = kngthy
dikrate, The Momhwest Flamis sale For
znocher vear, You may wank to call them o
aak sboal thekr creative wse of logic T ar
nummbers ame 314-208- 2524 (information),
31329850071 imaragsmenl).

LER ]

Members of 2600 v peeently harzssed
by LS. Costorrs apents 25 tey pelummed
ihis ooy From Caneda, The sgents were
extremely suspicions when they saw cogacs
of 2608 ard demanded o krow what they
wure wrlng about. They alse book 4 st
imterest in oar demeon dialer (see page E7),
rar Simplex hacking tape, 2nd a couple of
wangless marsrmitters (from B schernatnes
pablished in our Wirner 1961-92 issne)
Afler a ooigrle of bowrs of being scarchid
and interrrgated and havang 2l kirds of
information aboul them entersd inta 2
compuler. o writers wers allowsd b eoier
their conetry orce more. The ageats admitted
they comld find notting fegal. Their biggest
saspicion was e wifeless mnsomtlers. “We
i it vos might nse therm 1o g ot an
ATH,” they eaid. 1] ¥or haven't already

Perge 240 2000 Magazine

slaried praying foe oor Futors, pow woukd be
an eacellont L.
TP

This nummier was given & 08
inadverienty by & long distznce opcraton
1 E-44-5 1585361 1. This was the ditect dial
nurmiber B Eosdon informaton. Simos ATET
has pone from proniding free overseas
information o chasging 53,000 & shoe, this
dircel purnbser was mich e scanoicel.
B i seens word got oot and the pumber
k25 been changed o somcthing we Canned
dial s 011-44-5- D0 (0], Con arybody
figure out hoow B get aough o tus? Whils
w're ashing quesions, oo mnybedy Enoow
the: pusnfication for chargizg so much mooe
frw information than for the call iksedf? To s
il's twdsnedd boge that will smely result in Less
calls being made.

EEF

When Forope Enally becocs wnified,
they witl have a conremon namher ta dial for
ererpenciss At the momeet, that nervber is
sl b b 1120 Bat they may want 1o
recrnsider that chotce. Bobsh Teleoom
Brocked wp an exchange in Everdey as a test
ta respond to both the pricsent S
cenerpency romber and the folue 112, The
potice have bizn dilopsd wath false 2larms.
I8 eperns that whenever telephone lises ars
being repaired. They make and hreak
electrical eontact 2 few fimes ax Lhey 4%
secured. Thime randinm putses happen o dial
112 & whole 1o moce than 5973 11 shoald B
an inberEsung Wans .

Y]

Sleary maganios saction) PO Conpoting
regpatly prinisd a dialog between oot
security #xpes! Donn Parker and & kacker
namcd Fraler Ok that dook place at 2
cofersnce in 1991, Included withan the
artiche was & peefuse of Parker tlking oo
st ¢las weaning a nameplzte that said
Fhikear Optik. Since the magazine scl ap the
photas, they phyiows]y knew this wasn'f the
el porscn Wi want jo knos why they
prinbed this pioture withoo! menbondeg thal
fart. They wers unahle ba come up =Ith an
answer Foe os. They probatly Agored hackerns
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are such oullaws Lhal they "d gever
Eather to stand pp for their integrity.
Whalerer Lhey imagined, 10 Gan'n
compare te the way Telecom Reseller
poTtrays hackers. According to this fing
piece of frornalism thal appearcd ¢n
their frost page, “the Backers” bosiness
i5 to zell long distance service o their
cuslamers using yoewr (elephose system
1o place ke call ™ [a saother saciion,
“hackers and their costomers are greedy.
They will not stop artil all of the
awailable paths are in wse.” Fefevom
Rezelier calls itself "A Poblication for
End Users af the Secondary Markel”
Secondary is corlainly 48 Appropsiae
word for chis rrash. 'We find without Tail
that wherever hackers ane porlrayed in
such an gvil Light, the person descriking
them is trying to sell sometking. Na
exceplions [ thal here,

wEE

ATET recealy aanousdsd & new
matonwide compelenzed directocy
assistanoe wrvics called “ATET Find
Armerica”, billirg it as the fastes], caxies!
weay B access e dineckory BSsisane:
datbases of Local Exchange Cariers. Llsing
a P2 costorners will have dial-ap access o
ATET s Accunel packhel nelwork. which 13
liziked o st major Ball operatng
companies’ databases, The mavice will
m.:um.kﬂ_u_w. he "fen fimes faster” than calling
a live ppeTaior.

[nfertunately, the dial-up service
reguites a 3500 soflware package, a
5300 meathly subscription fes, and a
100 T0r and password registration [ee.
After that, cne ooly need pay the 322
Boutly connect charges plus 40 cents per
screen viewed, Assuming three calls pez
day [or a wear, that comes to aboat
£0,.79 per laotap,

Maybe ATET should [ake a lessdn
from the Freach telephoss ¢ompany,
which has been m._”..x..."_.n away fres
compoier terminals and dizoclory
assislance services [ all of its
customers for years. If vou wanl 1o
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pizrsae chis latest ATET venlure, call
BD0-243-0506 pad ask for their free
1BM d2rmo disk and litcralure.
r e

W recendy received this letter from
Cable and Wireless: “The Cable 2nd
Wireless Metwork Security Deparmment bas
hedh CXATEmely conscisnboos in recogpinng
ahose as soon as it oocurs. Howeyver,
commputer hackers have infirraied sy
costomers” travel suthonzateon Godes, In
ofder B0 seC e ST customer s [sic] mavel
amthorizaton oodes more elfectively, Cabkls
amed Wircliss wall Block "930° aocess, Ttwdill
g b pecessany for Cable and Wireless 1o
join the ocher long distance carmers and 15306
S0 access, Breauss the "S00° pocess
_"_q_.uﬂ.r.._q.m. ihe entry of fwo extra digits (ravel
coda) this will greally oanicrise ke Chace
that  hacker will be able i break yoor
code,” Chaite Crankly, wene susprisad, Up
el nevw, Cabde 2nd Wireless has been one
of the better long distance companics, By
cimlinuzng o n__.._._...m_un CEy sarvice, 1f was
possible bo make ocal sl oo distande
calls [eom any lecation (particolarly
payphones) at rates comparabls 1
directly dizled residectial rates. By
swilching o an 800 numbser, thess rates
ars ne longer economical, even thoogh
Cablc and Wireless doesn't have a
surcharge. At 35 cenis a minule, il
won'Llake loog fof Cable ged Wireless
rates to far exceed Lthase of other
carnpanics that 44 have & surcharge.
Whazt hathars us the most here is ke
ceceplion involved, Compoier hasisrs
afe Tn__._.w blarmed for something that
obviously is not related to them. 1t
were a sitnple rnaner of adding pwo numiers
1 an aatherzation code, why in heaven's
rame couldn 't by jost add (a0 aombers
and kemp the 950 aceess® Like all other
n__f.,..._._n companies, Cable and Wireless
row believes Lhat making et harder o
make phons ¢alls will semehow make
them mare moeney. We're sommy 1o lose
tke cnly phone company we oY er
considered to be a frized.
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Here We Go Again

Tha WUritad States Dopariment of
Justica along with the Federal Bureau of
Inwestigation gnd the Sacrel Sarvice
gnneuncsd anolher reund &f hackar
Ircictmants at a prass conderance in New
Yerk City on July B Five hackers warg
chargad with guch crimas 85 conspiracy,
camglter lampering, ilegal wirslapping.
cargter fraud, sad wira taud.

The five ara mast comenanty Known in
hazker clicles as Phiber Opiik, Acid
Fhriak, Scorpion, Cuflaw, and Gormupt.
Each ermered claas of rol guilty n ledersd
court on July 18

And for the first time awver, tha
gevarrment has admitbed Using wirataps in
a hacker invastigatian as a method of
obiainng evidends.

Repaicuasions

This cese is troublesoma for many
ragsans, Wiretagping alens ought o ba
erough W sand shivars down B spine of
tha hasker warld, indead the warld in
ganarzl. By justifying =uch an act, the
gevarrment = v 2aying thet hackers era
in a league with the mesi neterious af
criminals - mokstars, larcorists, and
politicians. H this action goes unchallenged,
this is thar way hackars wil be percahed N
all future dealings. We feal tha government
wishes o conwey this image simaly o
make |1 agsiar 1o aubjugate those it
percaives BE a threat

By tapping into phona linas, the
governmeni wil cialm thit vital evidensa
was ohtained. Transiation; they will do if
m__.__m_m_._ And what assuranca & wa have
Hiat shis mathod wil 2100 at hackarsT Nora,
Wiratepping iz cartein to besome
incraasingly easy in tha Ruture, ospecaly if
the FBI is successtul in its bid far a
mandatory sunvaillance sysiem on all dgilad
phone systams. (Theyne almeady daimng
Tiat is casa peaves how bady thay need
such a system; wa have trouble following
Their Bogic)

With she wiretapping comes the
reglization that F500 is also undar
._u..m__._.__.u..._m_.__m SOTUTNY. Sirce wie hava baon in
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contact with thesa hosers for years, sings
corna o them havae baea at our ofice, and
tinca they all maka apgparances at the
monthly Mew York 2600 meelings, we
savld easily ke considerad “known
asseclates” of mejor criminals, possibly
e ta-conspiraters, This means that It
wouldn't b very hard for the autherties 1o
justify manilsring our evary mevamanl,
tapping all al sur ghona lines, monitoring
pur data traffic, and doing whelever else
they dioemed nocestary for the likes of us,
major criminals fal we gfa. And the same
for &1 of our assaciales.

Despite 21 &f our warnirgs and
protastabons over 1he yesrs, the image o
hackars has ko porrayesd in nereasingly
pminous et by the govemment ard the
modia, despite the lack ol substanlal
avidenss thal hacksrs &re anything mors
than overexuberant teanagars ard youag
adufls, playing with toys that have never
before existed,

If pur assessrenl & correct, then wa
will it be the kst in this chain of suspacts.
Everyong whe has evar exprassed intorest
in the “wrong things™ or tlked o pedsie n
tha "wrang craowd® «will ba subpast t2
surveillance  of an increasingly
comprihanshe pawra, And stence is tha
Basl way 1 ansire this.

Fadloul

Eaually troublssoma is the reactan of
zome mambears of tha hacker communty 12
thasa racant happanings, Thare aré sors
ihat have openly asgrassed happiress at
racant gvants, simply because they dign't
fka the heckers inwchad. A cambinaton of
unhealty rivalry and grads geaarahizabon
hes helped to creale an enyircnmans
gerfectly suited to carrying oul tha
governmart's agenda. Hasker versus
hacker.

Creer the years, various hacker "groups”
have axiglad in ona larm or analher.
FHALSE was formad in the carly eghtes.
ks Facpa maant “Phreaniers, Hackers, And
Laindromat Sarvice Emplayoes.” The FEI
repanded them as & chvely kret condsracy

Spmmer JU02

e

In gstuality, lew ol the membars had
avar avan mei gash sther and sgert
mest af their tima trying to ligure out
how to commuricate 5o they could
traca fragmanits of information. Wa'ra
tzld the “laundry cornaction” was
thoroughly investigatad by tha
gavernmant aven though the words
wara enly ircivded in erger 2 form the
PHALSE name. So much  for
Sonspiracies. Kedl was the Legion O
Coem, comesrly Known as LOD. In
1880, hegdlires screamed thal thasa
leshno-anarchisls had Lthe potential 1a
digrupl aur livas by passassing the
EF11 “program”™ which thay cavld na
doull vso '@ manipulale emargency
calls everywhare. Sure, it turned ot
thab i 'wasa't really & pragram thay had
bul mreraly & tén pape adminisirabive
documeant. And IL wasn'l really warth
230,000 like Bafl Ssuth clalmad, bui a
mare Fid. 11 was sbll eaough o send
three hackars 1o prison and plungs tha
than:publishar of Phrack inlp ngar.
bankruptecy ta delend his First
Amandment rights. Mare racantly,
MO0 has been porrayed 45 tha group
2l potential tafrorists that the
gavarnment neads and 1ha medFia
wants. MOD |{nobady really knows
what 1the letiers siard for} has
devaleped & rapulaliza of being evil®
heckers. The differense hare s thal
1MlE rapulation actually exisls Wi
the hEc<ar commuanits

Eaw did 1this happen? The same
neiveie 1hat has so firmly grippad
prosacuiars and hacker haters owar
the yrars has mads a diract hit upon
parts af 175 hacker commuaity. MOD
was ne better arganizad than PHALEE
or L3OO, wmither coellaclivaly or
individually. Nobody krows kow many
*mambars® thara ware. In 1act, it's
been said that anyare who wanled 12
ba a pact of the graup marsly had 1tz
add tha lstHars MOD altar their nems
because robody cowld stap them from
daing i1, Hargly a well arganized
greug, il yau ask us, Yel they wara
rrrcrived as a threat by soma, and
thus became all the mora dangarcus

Numimer T992

Wa umq._m__.__u. ganl mesn 10 minimize
Ay _u_.m.._.—mﬂ.a of harassmant Tat may hava

srred. 1 proan, sach actions shouid ba
punizied, but within reason. S0 shau'd any
acis which invoiva fangizla thaft ar mm__.__n.__
of unzguthorzed access. This has a'ways
besn our positon. But %o blama tha actions
of & faw |possibly even ona) on &0 entire
group. res or percaied, is dangerols. This
iz gomething history should 1each us, if
COHFITEN S8 SOetn't

We'we lakar a ot of heal lor our
pOSITian &N tfis bt we mwal Skand fire.
Innpcien] pecslo are baing prosecuted for
thirngs thay dd et do. W ke this te bae
rue. Ard we intend 0 2land Lp T .
We cannol udga dach cthed on anything
Kty than rdiddual acnons

I wa furn against gach ather,
whalever  communily wea  havae
establizhad will unravel ﬂ.u“._..__u_.m._m:_. It
1% in tha interests of soma 19 hava this
happan and wie don't doukt That 1hey
are anseuraging acis of disunity, Wa
hava 1o ba smar! ernough ta sae
thraugh this

A yoar agéc wa warmad af the
_u_.m..._.m_m_.m. of hackar .m...m.._um.. and "ale®
hackans. |_.n.m.u..... gnd macshems tand 10
cloud the reasan we gof involved in
the first place,” wa said. Thay also
prowva to Ge fatal if we arg trying Lo
jusbily our existenca [ he authorilias.
1T Foesan't take a .mm.l.._m. 10 .__mr_.m this
Sl

By creabng the appearance of Waming
faztons, we give the media parmisscon 2
tum i inte reality. Once they do this, & ma
lzngsr mattars whelher o not it was epver
trua 3z bagin with. [t becomas tha ruth

Whia wa kave no daubd that there was
childish mischiaf gaing oa al s&ma pont,
claim that it was parl of a caralully
cazrdinated canspiracy is a gross
distortion. Svra, such a claim will gal
atuntion and will prabably resuiin all kinds
af chargss bairg fled Liess will ba scarmad,
headlinas wil &a writen, ard a kot of Tma
and money wil ba wasked |s this the only
response wena capabla of coming uvp with
when paopla act fiks idigts? if so, than
w'vir just mada thar gowmTsnt's job a kel
Esar .
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lene they are

Trouble To Come

Dhear 2600:

1'we found & kg an 2l versions of ¥hi3 10
data! Fizrst, some backgroand oo 3YSGEN.
SYSGEN ¢5Y50em GENerarion wiility} is a
progras that allows prapierly provaleged
ageonnts 0o modify [wodamenlal sysiam
[al BT s

Any wser, oo matter what privilzges he
possgAREd, - CAn TUn the  EYEISYS-
TEM:SYSGEN wtilivy, bul withoul proper
m.ﬂm._..uu.n.n_n 19 access SYSGEN"s data file
SYERSYSTEM: VAR YMEEYS. PAR), aciual
chanyges are fever made

Here's the Bag: of & nser goes into STSGEN
and  perforss the WERITE CURRENT
conprand, an QOPCOM sacomly audil alarm
gors o[ rellisg 1he sysiem manager that
“{arrerd systecs peramelers bavy boon medified
hy process XXX, cwen whes paremeterns
wren’t changed for lack of prisvalege!

Obrcicusly, 1kis iz 4 govd w2y oo freak oo
vour syelem manspar. The mamager of Mbe
syrlem [imed it en ezarly bad 2 hezr attack
when he thoagha §had given mysclf peivs wnd
changed the paramelers, sincr Daee is sty
no aricten reoend of whad paraseiers are s e

Maelstrom 517

Enhanced Exaggerations

Dear 2600:

Yiou might have sren a Ielevasion
sdverisement Froma Bell Adbanlic promaiieg
their packige of optaong] fealuns, pamely Call
‘Warmg, Call Return, and Caller Lk

The hasic srery of the commeéersidl Wl a
husiend e work cells up kis very pregnant wife
whi can't make it 1o the pheone befare he hangs
e Bur oo problem, she has Call Berom sothe
phnene will “remember” aovl num che call. And
ke, g1 work, Bas Caller [0 = Be knows 1°s ber
callung.

An howr later, she starts hawing labor peins
and calls kim again. He can't beave wodk, se ke
calls & Frizad (thanks 1o Call Wainiag which
“lats  imporient  calls  ger  threwsgh™l
Interestingly. 1bere are Jwo wersions of the
copmercial o this peird - e of dem simply
ks the [riend calling our. The otber has a voice-

Foge 24 260 Magazine

ever which says “Toor Blek™ kdegn anwvone
Froen ingarmapling your impoctant calls.

A7 the ead, husband and wile arc in the
haspital with pew infznl, and they et an
irsrening cell from their friend wha ased Call
Returm by pet tack to them. Elowewer, if you
Link abeat 81, 2 mosr cases hospital PEX s will
mat send ool a "proper” ANL (Nor, for 12al
iacer, woidd other Busmatacs,)

Dranny
Mew York

Iy o she fien) fime Tt phind cosgaenies
kave resorted To hes and deoepiian @ mabe a
quink boci I woe'? fre Tae Lapr,

Mag Strip Update
I 20

[ have a few wpdates absoen the Jecier from
sdr. Upsetter about the Taligk 727 a1 it was
partiasly incored. He st have hod & iemplate
tape A lued ot the frocit of his Teliek keypad.
therefom: all mandard sondemplated Talicks
will g have the same keys. Also, not a1l Talek
TITE are endowed wilh a “caboplatar pede,

Whes [ might 23d st would be helpiul 1o
s mag-skip hackors is that soene of the wsed
geils have the rombers of credit card
companics” werfier nembers stored ia their
“passwcrd procecied area” Bot unfrianaely,
you can't aocess Lhis e same iy o every
Taltek. Kot ocaly thal, byl tke peaswoerd iz
different from machice ta machise, I vou da
access il, howewer, ke sore to mozilor the
axtension a=d record anvthing that goes
Fielwreen the modems. 1 anyone knows of &
D -3 seral 1o 25 o & pin sedal conwener, vl
ahout in Thal way, the machine can be breched
up 10 PO for easier monitesing (and fususe
mag-siip edzing 7).

5E
Yinncsota

Scanning Results

Dwear J4M:

Here ire & f=w thimzs | kawve Besn
wondcring atout For 2 whie, and [ was hoging
yoa could enlighten me. All & these
vimservations ire walid For the Atlanre, Geospaa
arca code (4040

1. When 1 dial any pumber with cemain

Snmnipr T2

_uﬁul_.u.n.“. [ always £rl a Busy signal tezfore |
even Boar & ring- [1 deed e seem to malter
which nembser [ dead. Fromples: 450-XXXX.
AN, 4%A0000, and STO-M00K

I Ckee prefiz elways refums a Tast bosy
signal (wlitch [ kelieve is ihe [ocal reonder
e b This e pors op 2fter you dial the fiml
e g of zhe prefin {no addilioral digits
necessary ) Exsmpke: 4300

3. Fior soene prefizes, you diel & foll seven
digil nurmher and Then yio pes enacdy oo ring
end then & series of three oo so single fracpaency
teeepes. Exampies: $70-XXXX and to0-200000
[n some exiremely race caacs woa will get
scenething like an answeering maching sorvics
after the first ring. The apnooneements are
made by real people, and wary Trien mumder to
fET.

4. Zome prefines require 1hal you enser &
namber consisling of ten dagits. Afizr the
second or thind fng an announoEnent Semes up
erd says something o the effect oft “Yoor calt
canod b commpletad s digled. Plrase read the
in=traction canl s iy again.” Faamples: $10-
AN ard 410 X 00K

Since [ have not made any peogsess Tgoring
vt way of the above stalf | dedided 1 e if
yoa coold help me aur. Any information you
ran provide will 2arn yoo my everlasliog
grafitale Al if W cannot help, that™s OF - |
keep reading 2400 Magazine whenever
[ can lay my grubby hands e & new issee. 1
ppologize o advanee if any of this staff has
some simple capiasalzon that has been common
T fedgs fog pedrs.

will =

FI¥
Alanda
Firsr aff. never apeiepize for waniigg 12
feare. v 5 far berer e admi? fgnarascr Chin 12
Jeign dnoeiledpe. And since B¥ percen: of the
Fapulace hgve mo ides whal we're taliing
aboad @ayway, You e R oemdeg ded adead.
We ckecked witk ke ATET ._...“.L.q_.‘_h
COMPHET and all of the pirhaeger that oM
were geitiap baiy rignald ow (4 S, AN, 490
E70) are mar gty e use. They also cansast
b gocerred froe swside the 04 areg code.
This corld mean sevenal chiagr. There may be
Rew erchanpes fuat arp s20 belng feried. They
may he special gxckanger thal tee phine
COmpEnE MEEF Jor variowr rhingr. Fe supgesd
eapioring roch of thete exchanges every s
ard then o dee iF alf of the numbirs remaia

Sumener f932

Bury. Alre, iF can’ dust 18 Aave o lecal
ppertior check the baey sigeal eod Bl poa af
e I carZacally FHEFLS.

Some exchanges (ke yowr 420) are
prograssed acr ie accepd aay addiienz!
aligits A0 8 smare dkely thet 30T exchaspe o
feing woed ai ia vaur oree. To by pare,
rhaugh, corpare 1t to ciber enchanpes thar are
ned dwing weed, Weird aumbers ke F11 are
afmerl geved oed be 5o gre @ lorof offier Phree
sombipdnoas. o they all reacr the same
way? Keep a log asd compare it every few
manrkr.

The 570 grad 681 fxchasger in Nolr arad
are ired for beeper services, Whra pou el ofe
riag followed by thipe of four besps then
sitence, you hove dealed someane's beeper
Humber and ©1 F5 wadlicg fov Touck rone inpi
Jroe e, Whes vou dial @ sequence of Aumiery
JSedlawed By rhe # bey (optisaall, thore numbery
will rhowme mp oa thr bedper Beioegiag 1o thal
number, §f wou gel 5l or sever Beepr that dos’t
e @i for toacd tone g, yow ve reetked
wkal i krgwd af @ “fone only” numier The
o will siogply Fay thied xomeosr eeped bz
wir't give aay additiowel dnformarian. Thir i
reidam pred tRere clays daed i good aaly for
propie wko pet becped by rhe same nwesher
Frofuslvely J1e., gactors whe pef berprd by
taee gervicer. Whes yon Bear @ vofice médidge,
wou're reaching a rerviee that & aneched is
remepne’s Breper. When you leave g veice
marrage of vour gtk felr hegper vl go o
i Thers they have @ valce meTrape ©5 iy
mantbar. Some of Whese nambers ailow for
FEREF One oF vaice meseages o b feft

Since 510 and 470 are more diea rades, this
would explain why woar reaicd watted for reven
mare A

O @l o eee neambeld, wé T80 YoH Ty
prefoing with § gr (or @ carrier gocers oo ds
chack ._._n._q varaationy, And e ERCCUNIEE propie
i Aiferenl cred coded To cxperisent in tke
rame way and epart heir indiags here

Dhear S

Heere are & coaple of moder phooe: resiberd
a Triemd rronbded upon and passed oo 8 e, |
havin 't hees ihle 10 mzke tem & eyl
bt | theughe ['d share themn:

3154720183 - rings inle some kied of
MYNEX computer.

TOI-5E4-5772 - pives wou a choice of four
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descinatioos.
heml Ik
Name Withheld
Addre Withbedd
There @re inreresfing susdvis. The second
one fas four derriagnsas Enden gr VENDIE,
MARE, JIEEMES, and FEL'S, ZELUS appears to
be raaniag cn o PPN o mackice many
Arkers gog Prr s o,

Mrear Jéddb:

Did you koow the Safieare Pira Ty
Axsitialion has a toll-fres mamber a0 conneets
e & vones mail syster 2fter hear? The number
i BOE-38E-T47E and it's used 10 lum in people
whiy ame commzLng, softwane picy,

Dravid

Ay gronp tha? encouruges pronls Iz raf an
e ker pver valsg fadl Savaks solmer ax da
Wk aniifgence. TRiF orpaaizen clo wells g
veedror cailed “Fe's Just Noe Wourh The Rink " IF
ot B pomeBedy whe's piraneg o video,
o 's prrdalyy arcilier Rumbar da cull.

At Wit's Encl
[hear Joein:

[ hawe spalces wilh cisllege telephone
sfminislrative assiscents. [“ve called ATET
lechnicians, Mone Fave anseersd ey queslioos.
Mire (173 1Ime o speak 1o the axpe s

Az a alleps admicdslolor at 2 snaall schiasd
in Cedarada, gne of my reeponsibilizies invoives
responding oo sledents wha are victims of
barassing phone calls. This f=a scheod yeas Bas
sper 2 drastic increase in the kil of heimous
phooe calls that poe college wonwn o Tear foc
trar Lives, (We're net lalieng ehoul s poek
alls Bece.)

Here is tke technical kackgrawnd: The
arlegs phine syslem works orewed fs gwn
FEX allwmg “on-campus” calls wabe dialed
with enly four digits. Calls o preanes outsidk
ths FEX noguine a “97 b “ger cut™

The college phaone syarom Bt voicr mail as
ary oplion, The voice modl switers nal enly
revrads Ihe caller’s message, ban alza 16l the
dale, 1tme, and e iy il praonds the
dailer’s exlension if the call @ o en=mmpus.

1t guestion: [ wars 10 cach the callerfz)
Dareen't 0l make s=nse 19 pou 1hal zinge the
wones madl syeteon is able ws eeoniad e callers
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exleasion if hefshe leiva, o message. thar there
i way o note 1be caller's extsns;on i the
“oalkerT mswersT SuggestionsT
O coupe, & lechni cally senevy caller could
dizi ¥ g1 alf campus a2 then call kaker
vicurs by dialing a seven mambers. The e
encil syl iy only able oo nete tha the wall i
ceenmy from “eff-campus.” This leads me La
my wecooed quesiion: Thee are agparenily 50
lings nlo the callege™s PRX. | am 1odd that the
enly aay we can krow o ssiree of 2 call iz Lo
have “piene orape” plaood oo 2l 50 Nnes, and
then find the seurce by matching Lhe time of
call Wiar da o think ¥
AN 58 et an oplica For the near fuaers;
tegislative and corporate kang-ups are sul
clogzing up che syeram,
2800 da by far my Tavorite “zine. Eeep pp
the gond wonk.
CH
Codiar 2o
Your svsreed sy ke o ROLM. B arker
ol F T, thoe saee fogde will apply. First aff,
is pergible ra bloct the 95 frofure o He
veliege. rrpeciofly ©f vaar codirge owns Hha
enferr peafie, I gy, deatiddlin macherr can be
e ix i maener 17 olse poisdhle to fop
2l calit thae are mode ix Wi feskion, B,
mare poriakily, vrer Selrromeiugicasions
SEPErTHEnt Beeds fo b more wp frosd wink o,
D't yeitle for Grsirragms; apead o whoever's
in charge, Chniourly, iF e voine sail ryeters iy
recidving infoematizn on whick extecsinn ir
ratling I, Me cuprcfudity exists far Bhar 1o sceur
& Mg vEcE MAl calie, 16y pnlv a mgiar af
seifing it up. There are special rplay phanes
A mes syefems thar show s informafon an @
wrdrepn, (Gin ROLM synems, they've dnswn ar
SV e ) We suggest amoching ane of tRare onie
tha dined tmei have the prabléme As for or
aupraldp coeming fram off compad. wow will
need Cooperaiizn from rthe doral phang
rarpniy. We'ad be axirartely swpirieed of ey
wiekeh Turag ANT a0 this dhoy gosd age
i ald gler o, ] .._.._J..lﬂ._.:.u.:.n. the prodles
Yaee durecily o oa vaice mat! merrage that
saweady ar 5 @ read porsow 05 pickiap wp, TRir
may irick the caller inte leasiag a RICFETEE
thendin g ey re spealkiog Wit a peeran, Then if
they're aa compur, you i baee Fae qumber
And i that dacre’s work, oy In Geick them inta
oweliieg semerting thar WILE Loy their numbBer,
Dke cn S umbBer,

Snmmer [0

crypil ) Correction
[ JéA;

A cvnple of months 2go | perchased the
Winter 1U9E-%92 isswe of 2600 Magaziae,
primerily hevaises 1 weas inleorsied e sooree
fise ths crypit ) furction, which was contairad in
ir.

Onily pocenily kave 1 had time b seriously
Yok at il and 1 have discoversd the falloasng
Tlzw in my copy of the magaxine.

Un page 14, there is znoarmay: cher 5]8)[84)
of “selecton fonctions™, which coesaers of cighe
blacks exch conzzining 64 charsoter walucs In
my copry, the First line o 1the lioa af fese gt
biocks o pamiclly disrgmed. The line vomsisty of
16 mrnbeers, bur the seacerd and tird mumbe
zre not readable din ey oofy.

What 1 can read §s: 13, 757 4.4 15, 11.
ared 5o

What are these rwo missing nuembseea? [f
someosne can check enether copy of rhe
magazice and drop me & line o let me keow
what they ane, [ would be extremely graveful.

5]
Calfornia
h..-_....._u....qk-_n_..!_..u... all af Tke srises kawe fhe
B8 ._u.__...“-_th.__m. .-L.“..._....n. The mumbery ghould reod
T3, 2 8 4.8, 035, 11, ete. We're rovvy for any
EL tetre =l o e
Stmplex Sightings
Theas 26N

The Lrewenity o The District of Columbiz
(DN 3 ._......-.u_._m.L.m_".v__. LICE has o Load of
Simplex Jodks on their cempus. Juss leming yius
krow since 1 didn’t s 6t lisred in the Spring
L T

Alhziross

Thanks for the info. As vwe are &l bepianiag
Iz rew, Yhere fockr are everyedore. We nelrame
piciures of swpporedly secwre @rear thad ure
thrre ax e only ferm of protecrian,

Wearneed

Drear 28w

I hawe recently poschased yoor misgarice
and 1 like what T s=e. 1 don't have a comganer
wet, bot 1 am intereaed i obceimog progoms
o disk thar cen copw epplizatian programs
Trom a hard disk drive edior floppy disks such
15 WordPerfecr 5.1, PageMaver, and el
Diryw, even of rhey are under aonbeane s
bomemade meapa screen, under Windaws, o

Summer J#e2

Beah. &lses, | wonld like information oo
telephome codes o make free long discanoe calls
(20 any cther phone mncks), 4 program 1o find
the scozce code for zny [EM compatible
vompauler, and some type of begiroer™s guidk: on
hacking that i=n™L sechnical. | wes wondering
coald vou b=l me which back isswes ol 26040
Geal with these subdects and cowld woo give mo
1 fist of other sowrces - maparines, books, or
peaple (iddreszes and phone gumbers) thal
wonld keve what [ am losking far. 1 would
prealy sppmciale if, Korp ep the pood work.
Blrdman
Tranemes
Legraing is 0 Iod mare fun ong SeasiEiaad
than makiap frer phorpe colls oad copriag
srfteaace, While ke thinpe we irack may eralie
neaple e gocomphitd fAcse faskr, we Believe
Lhey wrli gl Ipcel unde rrlond whal i by Iy are
dinng Fou sieres T wanl tn fryreasy FRir _."Eq._..nu_._.q
and IRal's pomecking we caanol Relp pou wim.
__.q.. thougk, wou're axtvrppted (n mpre thaan ..m.E.q
the ead resuln, thedt vou're i 2hr gkt place.

Menitoring Problens

Drear JEM:

[ jost recectly picked up ¢ copy ol your
magazine. 1 really do ltke the informalion i1
alfers, ahhosgh s ol the things yoo g ane
3 hinfe ahave my Bedd. | sould Like 10 leamn
e e phove phosakeg just Tar e fun of
knowing. After all, isn't knawlsdges power?
Anyeays, ] tested the mobile phone frequirses
For Mirscapolis™, Padl, [ heard the tone you
meniicatiad Bl then sl Gimes My SCanmeEl Wenl
klank. A3 0 heard wis whits noise] Can pow 121l
me what | was doing wrong? [ oam alic
inbereszed i cresting & oienpdor e work o ool
dawn on the cost that is incorred sbay calling
EBS"s across the natoa. | am wondering O you
coubd help me oo, | opesd infomiarsn oo how
computers can sead infecmation over rdac
waves. I want bo sel ap & compuley station in
every zrex code that can be aocessed by mdial 1
wiold alsa like Lo keow iF mavhe woar resdirs
mighl be incerested in helping cox. ] would alsa
lZe to w2t up 2 compiener oa thal perwork Tor
2600 readers o send fredbock and oeher things
of thet nature 1o other feedess of wour magazine.

¥id Kid
Yilmneads

Yowrr gownls are indeed admraie, Fou need

da speck fo some kas radic peaple concernisg
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the project yon're inferesied in, We wonid alvo
sugperd reading Fopabar Coeteiuadood ing gl
Manitaring Tieer, fF dxy oF owr réaders Rave
Auggestians, we' i poss therm along,

Ar o the preblems vou kad witk your
scaeaer, some THTS rvsmear wee a form of
frequeacy kopping, siaflar ra pellufar
jrequency hopping. Nor il TS svetems o
this Bt ir' g possihle the one in vour ares does.
We gugprs voud po inin xeorch srode far dhe
euctive vange of IMTS frequencies and wau
vhonid be abie.fa cofch ap fo the orfpinal
converealion,

Cellular Freguencies

Diear Jed:

This may net ke of moch incaaesr o wow =
the 1L.5., but [ came by a list of freqoenciss Far
the LK. cellnlarfoerdlzas phone aysrem, The
cordless phones can be picked op wich a ra-
tuned mediom wave radio by hanging oo on
the bass frequency, which seems oo trassmic
both mides of the call The cellular ones peed
Db ix scparyle receivers,

Itweex ane wordless phone frequencies o the
coder oft chasnel musber, Biag uoil Tmnsmil
frequency, handivetd mnic freqoency:

L, DE42.00 kHz {1642 MHz), 2745025
Mlz; 2, 185200, 47.46875; 3, 1682.00,
AT AYLIE: 4. 170200, 4743375 5, 1732.00,
ANBLGES: 6 1TH200, 4751875 7, 1TEL.LO,
ALEFIEE o AV A4IVE L ITRLOD 47 54205

These are celluofar phone fregoencies o the
order of ! chennel somber, cracami fragoseey,
dplex spiil, receive freqaency:

301, 897.5125 MHz. 45 Mz, 942.5123
MHz; 302, 8005375, 45, 942.5375; 303,
BRT.E025, 45, 9435525, 5 al 23 Ehr spacing
untplz FEW, 9049625, 45, B49.5625; €00,
P4 SETS, 45, 945.5875,

25
Seorland

What the NSA Daey

Dhear 260607

Congraty on & cool magazine. Liked the
adicle oo Cnpli Got into 2 discassion with
ooe of ke garys at wook wha psed o work at
N3A. 5aid several peat things:

1. The criginal keys for T/ES were supposed
Lo ke 122 Bils. N34 ordered the change 1o 56
bits becauss they CAN break 56 bits.

I UNIX orypil) is bobbled in 20 addTional
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oy {e wazsn™ sore but iz had sormeching 16 do
wilh re-zme of keysl.

3, These guys kave their own chip foandry
i a (i shil} copper wallod building.

4. Thew o ifer 20 vhange viher peoples
cacryplion slandands. & couple of years hack
LBM was pomg o rome oul with 3 real good
oz ared WSA fooved them 1o shelve il

3. The tables in DES were generated by che
X5A with the intert that they coald bezak 2.

If you want 1o priot any of this, pleass doe'r
pricd my e My fread sawa tha? these goys
are very paranced 2od 4 am 11

T'd likce to s some magazine some ol
with & pobhc encovplica slandacd, but 1
wilt k' wast e v puys dio 81, becxase
the MEA wonld shol v down,

Be carclul wid 1his 212l becawse thase
MRA dadey arine me,

Sodr e
Sinewhere

W afzered vour sasme add rowe, fr e
covefl enstigh F
Prisoner News
Deear 2600

*any preeliogs from the gulag. [norecemt
b Tve erdiced more 203 more lelters and
soch from imprisancd hackers. Another
prisoner and [ edit and publish a monrkly
newslezer called Frisonera® Legal Nens,
People can ger & free somple copy of FLN by
Wil g [ our poblisher at: FLY, PO Boa [EE4,
Laks Wieth, FL 23450

Agart from gpganiging againd the state
parole board, we hove been lobbying Band Tor
the stabe to pllows priscacrs 1 have PO in edr
cells, For fhmee years, prizoners &1 8 sIars firsen
Bad PC7s i their celis, Al BC awness whe g
released have gotten jobs aad neac have
elurned 1o prizon. There were oo sesaniny oF
wiher problems bel in an arbitrary decision,
peison ofTicizls made prisorers send e PO
vl

W
¥rashinglon

What you witnesred war rhe oypérel paeie
recoiion Mt awtkerify figures have showa
rewardy rackestopy. Their fpesrancy friphleny
rhert gnd axeays the rest of an, We atsh o
Buck and Rope vou keep ir ypdaied

Summer [

Mystery Calls
Dhear 2

[ have past picked up oy Jirst dsses and |
really fike what 1 =2e. 1 dan™t camnider syself 1o
he & great hacker, bun §dio have some very hasic
alectronic skills and some Tairly extensive
programming skhills

Recently, whils | was flipping thoough the
L HF charmels. [ picked ap a very inleresting
phesomenen: phane conversiions. My TV
doean 't poomaThy pocive LHE charnels, in fact,
there isn't even an anfrora Booked op rathe
UHF input, caly YHE My T 1% 4 Taisty ald
{very early B0V} mlel I has a mocisy keok for
WHF ard UlIF. plas indvidusl ranmg angs o
the calside of bedh krrols

[ Bawe noded thar thees are as many as Tour
conversalions & 4 Hme and Bey seem oo be in
=)} nhr.m.-_._._..n.x.._:..-.a__. They ooy Lnpear ol e VATY
end of the dial, aroand channel 23, however il
Tequizy a Lok of Toxing 1o even gec & with o Jot
of toaric. 11 1 pea lecky, i somnds as clear as if
ol wers onoan exfension: Afler one persen
kastgs up, 1he sigral famps and [ end vp having
o retane ii.

Aol 15 ealy prasital oy ['ve been zble 10
come up wilk i that the shielding is ineffective
on war peighborhosd cennection post at the
cdge oof the sereet by oy Boase.

Mow 1 have keand slorics aboul peaple
Zetting inages on memitars froem oftend doe io
BF intrlererce, In fact, oor healoved
SOVEITITIE] WA mnoa _!_._m.r... ovar this issoe ol
Bong aps. Whar [ would ke is voor opinien
abowr this phone interfzrence. Alsa, skl i
tell me whar the freqoencies i this area amc aml
if 1 coeld get akold of seme Kind of radio
equizenenl hat vould meaive these fregaaicies?

SHring Leack

What voae e mrperiescing fuoor anthoog T o
with ingfiec!ive shielding The agner THE
charna's an sider I sefr kapostn o caber M
na_"..q...ﬁ..._-_-n_m_—k._.__.-..__.u chaal e e F_.._.,_.u.m...u._. ratludar
delephanes! Ard every Do woa dareand ia, pow
wore breoking o feoeng] faw, That 28 the exiens
of “profecnox” fhal ix given o cellebor phons
calir. Fow con buy a roonass thai cavers e
S0 MAr specinem whfok i wlhere celiuley ooty
cag b ferond, Bipieg swok @ soaaser o fepal
Twaing cae is Jepel. Livfesing o those
frequenrices 5 illegal. By the way, i asyons
kappeas o tape asy broadaris over Dhoee

Summer f802

public airwves, plidse sand rdem bz we, e
pramise gat b (ines, (Moke suer wou die'r
wimer.|

The Prodigy Side

Dear 2607

[ know ['m Creading on thin ko2 woicing &
COrporle vicwpent in ZEEL Bot T shink it's
imporiasd o clesr the: gir regarding Predigy.

There have been a4 Lot of rumars ahoar
Frodigy and STAGE (AT, and whar we're
doing - amd mol ing - ot owr mennbers” data
and computers. Frodipy docsn't read, upload, of
inzeracl in aoy way with a menher's file o
their compiter. The sols cuapiun i Preadigy
files, There™s oo way we vonkl ar woold di the
kind of thimgs Big A allvged v yoar Autarn
1647 isswe. and 1hat were discugsed in the
letters columm in the Winter 196162 ime.

The comfozicn ard felse claima erose
hecawse nan-Predigy dete foond its way
incidentally inte Frodigy fites. When pecole
saw [hin, ey frreotly essemed Prodigy had
delimerarely soughi this informatian dnd
uplrmded . In feor, 2my pon-Poxdigy <ats focmd
i Prodigy files was incarporalad randomy
hecause ol [wi progratuning sharzats cthat
have sipcr beom eliminated. None of it w1 ever
Tkl a1, pnesiputaned, or aploaded by Prodigy.

The twa Frodigy files in gueslicn are
STAGEDAT and CACIHEDAT, STAGE.LAT
stoces Prodigy progrms aml graphics beraeen
eessions, Without STAGE.TFAT, 2l of this dala
would Bave 19 b transmnined every time the
mmember mavad Froma m,__wn.n 2] .“_._n...ﬁ aithin the
RErvior of mems 1 page’.

CACHE.DAT stores Prodigy content For
repza within 2 session so that 1be morster Can
mave from fealure [0 [ealore warkooi
recransmission of conlenl already sent.
CACIHE DAT is overwritten during each
sE55iom.

Dusing ke offline prseess of inswlling the
Frodigy soflware, STAGE DAT is crezted as 2
file either ILIF o 1 eacgahyres in size,
whichever the member chases. A with any
new fle, ahen it is created DS eflocarss disk
secoors 1o ik [ is well kmewn Than these sectors
may include the conlents of previously eraied
fales, since TS doesn'l actpally &rase
information contained in coased teles, but
sty recycdes the space for wss Inew files,

Fardiar vamsions of the H_J..n:_..u spfiwane did
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riot rero oot ke file space dlla<ated Lo
STAGE DAT, The resall was that if wono used
KTnoe or [PEBLHG yoa might have noticed that,
prior 1o heing filled with Prodigy dala.
STAGE.DAT disk space cimlarsnd miliomalin
front arased Filles. A similar elloo endurs with
the smaller file, CACHE DAT.

After the STAGE DAT lile 15 cpeatd, the
irzalletion program bafids 3 12He of the mices @i
Thiss taHle allows e STACGE DAT b ke Imck of
the programs and praptics storsd B The sdbvan:
cyemdes this ke in BLAM (rremany) and then cvres &
i the STAGEDAT oo the disk. As a badup, we
e we Tao onpies of the tzhle 1o the STAGEDAT
.ﬂun.ﬂ?n..p.uui.wﬂyﬂunﬂnusﬂ.ﬂ?dﬁmrunm
et B the STAGETIAT, 5o thers am two places
e & mensher i ght see Fis nformation. Wie moer
the winde poataonn of BAN ased for e wable, on
Thesaph 2wy he ol partiallhy Alled with eoines.
Agan, we didn’ zer the BAM space used 1o buikd
e eabde, a0 amy mennony that wasn' et over -
i i ornoends < was seepl mio STAGEDAT.

Our prog rmmers ofgically wanted 1o make
ircdaliantion as fas & possitle, and o e dbd ot wial
#0 lake the additional Gme ke oono ool dede e of
maniry et i the seaalboion

Dhring & Prxbpy sssar, as on EAM buffen
e sl vy et e grapihocs and program dalz o the
STAGEDAT fike. [n the earlier vendns of the
witanme, the bofen were ool reroed, ad the mniied
of Frodigy data sbored in thomy may el have
compbebely displaced dara elready in e beffer
oremeary anm frorn asctior peogranns. Then, vhen the
Froshgy data @ ownmen oo STAGEDAT the other
pformnanions woithd alao he tranafemed 4o the dike Tha
w the reson B A sew fegmenis. fom bis Woonldar
files m STAGEDAT.

The persoral mfomation was of nd misns=n
Prodigy, and in any czse. over S, this infommadion o
CNErATERE &5 Programs and grpics doc sk oo the
STAGEDAT Be doing uss, W b sane: irumed
of i members’ sensiqvity an this fease., and bive
modifiad o softwane acconinghy. For poogde with
cdder Prodigy soltwars, = proeade & free nding
program et 2eroes ol all noreProdigy nfommatin
forexiang STAGE DAT and CACTIEDAT ks Tir
order & JUME TECH TALK oo Pesdigy.

We never looked ot or used a2ny non-
Predigy information in STAGE.DAT or
CACHETRAT. Ther= is, in Fact, oo mechanizm
1har wiondd allow the Prodigy software o pass
any infarmaties (Prodigy or non:Prodigy)
contained inthe STAGEDAT co CACIHE DAT
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Files vp todhe hasl

Tis hely put the namesrs ba res, we asked the
ninonsd secoanting Frm, Coopers and Lybrand, m
vodit cur opemtiani. They éxamined Prodigy's
saampagers and fifes oo incerviewind o amployees
for sim week= andd oo dhar we Sl gl I..._.n.,.n._“_...._._._u..
oon-Emodiny i

As Tar as Bip Al's allegacon that ke received
Prodigy dinec ool sdcrstiors. sa lodanms founes
Froom a LAMN b o, |oon't bedicwes 0. Tl s on
_n_.._.m_..-u._.n Esis Prafipy s fox chext prel coaee froam
Ests suppled by magane sbeitiplions, aergeder
calalogers, and soon. I Big A thinks be's o gioans
for cormpplzing, wee'd Yoz hegr o fon s vhe e il
pieces he gat from Prodiny aed soe whers th s
came from.

Oine [ical paicd, Bip Al mentieesd ia his
Letier that Prodigy reqoins a “baded™ PO o
Mac. The trath i just the dppixate. _u._....x._mm_....-. has
laken cam W ensigrg that the senvice will ma on
wery basic DUOS or Mad mackanes, soch g an
ET with an 558 and 540 Ehasa, Afier all, cor
service i aimed 2 the home marer. That's
why weve designed i1 to rue on the kind of
machines people have at bome - as wrll as the
ones they might wse in the olfice

If Big Al or aoy oibor madir want oo el
arr) dEsoyses 1Bds, miy pienber mu. 914993 8TED,
Oh s me & snessape on Prodigy at PGEI9Ta.

Steve Helm
The Prodigy Servkes
White PFleins, MY

Gring wnser the gyramplion Tl Fverytiing
vau soy i Frue, there arr $old fwo dirnerbing
Facrd wkar we Aave maieiained from the
Brpinaceg, Firt § Procigy i nof respect the
pefeany of iy seers, i wokd mos Be fao gfmowdt
ra de everyrking thar has been rupgeried.
Perkaps otker cosspaaies will do Mis in the
Future. Perhaps some alrecdy hove. [0 a
posstbility ol caxncd be igmored ana we'rr
plad the irswe Bas come wp, regordlery af
Progdipy's actual imvolvesest. The other facr ix
thad M rosigy war given o fair chance fo exprets
arg gide of g gmary fram the Bopinaing. Nabegy
rrazed ol of pour squipeenr o imvestigate the
mgmer. The poeoia gida’r fabel you ar poiestial
ferraripii, Fouw weré néver threateaed with
decades of pragon pime for a crime mobody
really wsdrritaxds, We .._..hn.m it rod thail
indreiduals amtematically meds g much lesT
than large corporaiiong whea theas [Rre griry
commay fula guesfaon
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HOW TO DEFEAT *69

hy Bernie 5.

[I's anpayeg! Yoo call seencene and, foc
whatever reasan, you'd like to profect yoor
relephione privacy. T cther words, yoo don'
want them calling you. Bul with nee 1elephoce
serveces Like Relum Call (#63), they caa sall
yiza back as often as they Like until someees
e calls them. I they have Caller 10k i"s evin
wiget: 5 witl lell them your relephoce. numbar
anid they can call you whenever and a3 oflen ax
e like.

Sany preagle feel this 15 an invasion of their
priviiy- Feople who pay extr far engrablzshed
rumbers are just a8 vulnerahle. The Bell
Oprrating Coempanies reap hoge -.._32_..“ ._.T.,..l..
the yig of these services, bl seem sxseasibve &
the concerd of customers whe wanl b presir
their telephore privacy, Therz are meibaods of
gvercoming this proklem, bot the phens
corapanies mefwse Do publicize them becaase
they could bose o oo ey millions of dellan
i pew noverase of services ke Bersm Coll and
Caller 117 aren't widely acoopral

Thiz armicls descrbes several meshods yoa
van use oo defeal Retum Call {#563) and Caller
1T s zhal wow can e yoar telephons watko
fear of compromising vour lelephons govasy.
Wost of these techriqaes will weork wn differso
pars of e couniny, assuming the services wn
available w the first glase. (8 e possible thal
yauies ared ases different codes Tor these
services. [f so, ploase t2t] os what they an.

Calling Cerd Method

This resfreel hefeazs both *62 and Caller [0, T
wse B, you nood & vilid calling cand T yoier loced
company. You can pet one by calling s kol
business offore, g

Dzl 0 phes the anez code akl poend=r o0 e
calling, Adber the “Tawg” cone, ser e (HEmg _..E.._
suarher and your eall will potheough I yea'se celing
foowmy @ Bl on puibae 3y phone, sy on e Lo znd
1ell your calling wand manber 1o e ggurgba @ he
e, 1F the oo ks wio wou'n: ped By
dirent becouws: iy sdesiges, tell Bem e gt arenpime
the: call YWY, The sonchaepe for this & abvag 40
cosia o will vy deyending gpon what jan <f e
CrLNERy Wou'RE

Chperator Asststed Mtk
This meethiad efeats both =42 and Celler ID

Npmmmer §52

amd does gol require & calling card. Dial & plus
e ared code and perder you're calling. After
the Uloeg” one, dial 0o war 20 an operton
will gonee on the ling Tell the cperator tha
woursd [ chis call balled sor b number pou '
calling fooen. IF coe opertor asks why you're
nod dialing divect bacause &7 cheager, w2l Shem
1o just corgdese the call anyway, The surcharge
Far this is abaoe §1.50
Lung listance Carrier Method

This metkad defezis boch 253 and Caller I
ad reguires a Jong distence calling card.
Follow the inslouctions on your calling cand far
making 4 call, but dicl the local pamder yoa
want 1o call as if 0 were long dislange, a.2.
wclode the anca code. IE vou don’t kave & loog
distance caling cond, s poguaes ane from che
cocnpany of wour choice, e vast maprniy of
which apc listal with BOG indonmmaticas.

Wheen poiz cell o requist yoar calling canl,
they will Ly Bike hell to g yoa oo make them
Y 1:1_....u..u.u_" _..uul_...n. JpniroE CRITLEE. _...:......._._ k'L
ward to sadtch just sy 5o and ceplais kel
yoia'd like one of thear calling cardy anyway.
Since there's nus fee for 3 calling card, you
miight an well colledt them all! [ & good ddes
to have vallusg cards from several differant long
disbance CAMTErs 57 nad Cit oompane Lheir mics
and 2areioe guElily. :

You will ke Inlted zocording Lo the vales of
the Jong Jistance comier you no uning. Fanzs for
calls withia your area code ire tewer than
interstale lopg distance calls, il the loag
distanee carmier's customer seevice nuenber for
raacd rate sformation.

Suer calling cands have sancharges. 1F at all
pirssible, wie a company 1hat kes 2 con-
surcharge 950 access number. Melromedia
Lo Dnauance (foazerly F1T) and Cable &
Winchess o offer this seevie bt give B o
sparcigly.

A with the sbove melbds, of someone
Jdials *6% afier yoor call they will hear a
recondisg that savs “the combed i not in e
serving area” A Caller [ uait wall display
“Chit o A

Amnswering Mechine Hang-up Method

This “quick and diry” metbesd w effzctive
im defianing "89 call backs in reapoase 1oowor
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leaving a messsge oo an answering machine.
Adler your've completed a call 1 an answenng
cuichene ot the manber you desire privacy from,
Rang up end immedzstely call sgain osimg ooe
of the abore mthds.

The momend vou heir a nepicg sigeal
darough ooy harddset, keag wp. When the called
party refoms hewme and gels yoor ersisege, any
*) pitemipl will groemle 3 “nmmber ook in
the senving arsa”™ message 1 you badg up the
sevond time before (heir madons ansaérs, yol
iyl b charged for that call. Thiz tredmigqor
Ao &of wark well when calling people wha
are hoarse, becaase they Il nsually be able Lo dial
*53 barlane ok can call the secend 1ime.

Call Black Method

Tt merkod prevents othess from wsing =59
{1163 polse) to call yoo back by Blacking
selecied 1elephone numbers in your area oode
Trome reaching wour Iine. It does ned provent

aller [T¥ Froen revezling yoor telephone
sromber.

Fiefore you make your all, you st flock
the specific telephone numbcris) you e
planning 1o call [rom being able to call yoao
back. Tor g this, digl *60 {1180 palse) then #
(12 pulsch ard enrer che pelephone pamberis}
i wish oo blode, Afer you enter each coenbeer
1 be Hocked, enter # (12 prilse) agmin. You can
kock op to six numbers al 2 lime and you can
Block calls fromm the posmber yoo jost received a
rall [roen by encering O1 in ity place.

Tao remeve individuzl numbers from your
klockeg I, enter * (1] pulse], the numb=r you
wienl to anblock, and * (11 puls) sgain. Hang
up when yoa're fingshed.

When callers nhese (elapdume pembers e
oo your Blocking List gall yoa, they'l] kear a
reconding that says. A% this ture, the party you
have called is nof 1aking calfs.” However, Lhe
called pariy will wrill e abde 3 wse *69 Lo call
youa back gfter wou unbleck theae number if they
haven™l received any <alls siree yaurs. One ay
to rectify this problem is 10 wee zhe “Answering
Machine Haog-up Methed™ jure before
deactivating Call Black

Call Bleck cusls alsad 30 cents sach clay
it"s laft oo or asound 3300 per meath for
elimited wsage. U you'ne mod satmerding s it
cen a snonthly basis, don’ farger 1o dzactivaee it
when pen don't need i1 wr il could ead up
costing you over lhres limes: the senchly rate.
To deactivabe Call Biack, dial *30 (1080 pulse),
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then enter OF and bang cp
Sedecd Formard Metbod

This methiod prrcvents cbbers from wsing %64
L2 call ¥ou back freen op 1o six telephone
nurers that soi sdern. [t forwards those calls
to any other ambsr in youo area ooade.

To accomgplish this, die] *63 {1183 palse),
then 3. Afler the toni, enter ihe tefephane
nwmrter you want calls foreaniod feand cen A
(12 palze}. When proopicd, coicr 1 and then 8
(12 pdse) when prompied apain, Neat, enner the
telephone nember(s) you wish o hawe calls
Fovwardied froe, with 2 & (12 pualse] aftor each
nostker. Yo cen forward calls [com 1he
rumnber yon jost received 2 call from by
enlering 01 it @ place. Hlang up when you'ne
e,

Leledt Foreard codls aboot 50 cents eeck
ey 27w fefr om o $3.50 per month for anlimiled
iage. If yor're ool 3 moochly Seled Porwand
spkscnber, doa™t forget 1o deactivate it when
woid den't need it or it ooald end up amomg Yoo
over foar Emes the meontkly re. T deactvane
Sebect Forwerd, dial #32 {1153 julie), then
erder U8 ad hang vp

Litra Formard Yethod

This methed defears body =59 and Caller 1T
a1 yoa misd have an aoxiliary elephone lins
that won don’t care about the privacy of, end
Ltire Forward service. The adbtiomal bne can
be your business number 81 anceher becetion,
B won st have killing responsibility for that
line o ke able o reqoest the Ultra Foroard
RETFICE,

The idea hene 35 bo emikely progeam yoar
auxiliary pumber 1o Torwand calls o the eamber
you want 12 ¢l and 10 call thar soxiliary
numbeer whenewver yo was iy reach te camber
you dieaine privacy froem, [ the galied pamy dia’s
S alier pou call them, they'Bl get the auxiliary
iy insrsad of dhe nember you called from.
f the Ulrra Farsasdiang is sl aa, 1 =il call
Fack their own sosmber, give them a busy
sigral, and charge them for the #5639 atiempt! A
Caller 1D unit =il displey vour suxiliary
numker, eof the "privele” nesmber woo called
from.

To zocomplish all shis, call yoar busicess
office and request Ulra Farwesd for your
zoxilizry line. This new senvice costs arcand
£5.00 1 month.

i3 musl nemienther oo deactivare the Ul
Forwarding, ce els2 any other calls actually
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irtezsked for e auxdiany nomber will 2lso be
faraarded to 1he number wou desire peavacy
freem. Tf ViR have callz foreprded oo & long
distamce mamber, wa will be biited for the Jong
distasia charges whenever calls are foowanded
thera.

Hardware Forsarding Method

This mat®od is similar to osing Ultra
Foraard. €xcep? that yoo conmect 2 special
device berwesn iwo auxiliary lines. This
acceenplishes the samee job withoot having 1o
pay the phooe comapauy s reenthly charges. Call
forwarding dswices are availeble from Radio
Shack amd sienilar s1ores for about SLE0L
Specific made] insrietions very, so resd your
awener’ s pnagakal Lo detagls

Cedalar Phone Medbod

Thes methed srops 05 aed Caller [DY, Bt it
peipaires & eellolar relephone. Eelom Call and
Caller [T} da zer work throagh cellaiar
teleptene cxchaeypes Asypone dialing 69 after
reeciving & call from 2 cellular Ledephone will
kear a recording that says “the nuamher is e n
the serving arsa.” A Caller 1D upit wall dispday
an “Out of Amra”™ message.

Maat cellelir phones are installed in
wekicles, hut trenspariable and hand-held
milels wre rapidiy becoming mooe pogrilar aml
less expansive. The voxl of & call vasies
depending on O il's during 1he day, evenamg, of
werkend and 135 daratian, Tell your Lozl
cellulir carrier for information a2bou? cellular
prones end rave plans.

Fayphome Method

This is cerfaicly the ledst convenisnt
method. b il does slop *63 sl Caller 1T gsess
from compramising vour povacy. If vou make
valls 1a 1hase partics from & payphone, wour
hame Belepiors priviacy will be ensured. 1F you
o have chaspe, vou can ose 2 calling cand.
Fat 11 will eost nrore. The bast and leasi-
papensive Eypeanes e generally those caned
and apereed by the Bell Telephione company
SEEw I Pl LEL

Creative Techniqoes

I wio™re € resnive a1 can confuse and
defeal the et determned wawanted catlars.
For inslance, Y41 RO URE Select Forward 1o
send sommicemie™s calls back oo cheir oen numder
sa ey 1 alweys got & busy sigral whenever
they call you. Ar menfioned abeve, thas alio
works il they dial SO afler yoa call them, and
as an addeld Becas they' 1l be billed for the

Sumener 1202

amempe!

Another ook is to have calls fom seteched
unoanted callers feewarded 10 the n.g_mmnn.. o4
neft-wirk g doenker, loa m.u.”_..mr._.__n._._n. of bo oA
efhe r person who's also insensilive 1o your
poivaca. If the second pamy dials =59 afler your
upwanted caller hangs up. it will call back thal
pimakser, not poors. Caller 11} onils will also
dizlay thedr niknber, RO yours.

Call Trece: The Real Story

Many pivne comnpanies adverlise Call Trace
[*57] 38 & vanvenienl Way 10 ImBoe InnaEing or
harassing calls & yoo can pot & slop 1o them
The truth is. Wy mzke it very difficult and
u.Hm.n.l_“m..._.. fior GusSonniers L .unn.u_._._h.“:u“_._ this.
When yoa <l *37 efter receiving a calf, e
_...._...._-.._-r. poEnpEany 8 OraTpers recocd the ﬂ.u._.._m._._ﬁ
numbs r, your nomber, the daie, time, and
diration aof ke call end sends all of 1his to their
Anntrpance Call Burean, The phone compransc:
#le charge yoa oo the ooder of 3150 every
T otz Eiad T57.

Traspite this, the phons comgqany will Bo
even consider any laced calls wirthy of b
atlenlon walil yoma hawve soccessfifly paced rix
such calls Fronm the sane eriginaling number!
This means st your anwanesd caller is calling
froen payphoces or mors than one lation, yos
conld eod up paying quite a kd uenil the phore
company determines 1hal you've traced six
“qaa’ilying” ¢alls,

Chice they are sanisfied that yon've irzced al
least gin il from the tame calling cumber,
they Il mail veaa a legal release 14 sipn and

o ta them This celease prgeenrs ol Soom
swing them, aod grands fhem permisi 2o el
the wenasied ooller powr mame @t relephons
nimber [aslensdly s tha e phone company
van justify & negquist 1z ask them st [also
staley Thal the phose company @il sa tell you
whis i harsssipg you, which seems rather
slemey in lizha of the fact that they"re witling o
arll Caller ITpe services Lo anyone willmg Lo
pay 55,50 @ moeeh For e

10 o dken”) want thes piving your name Lo
this person. you ehankd cross our the sacton of
the Jegal pelease 1t gives them pemission 1o,
axd also cxoss pul the seudion that relesses ihem
froon lizkilily (thos peatecting woar rights).
[nitial and dare the charges and sttach a signed
letter demanding that thew net ¥iolate youar
peivacy by mlasmg yoear nene e enw anded
valler, Alsa demand thar they promptly 1ermn
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over all evidence of vy ielephone bamssment
F power Bl oo Gepariieecd.

Frw maminiisny Enpa, oo can Facher menfon
that 1 they fad 8o comply with wour requet, yoa will
file a corcpland azains taan wih e Stae Poblic
Vtibides Commissior All bl phone ooonperies 2
exfreevely sensilive abool this and it's 2lmos
puarankcrd bo ool Gisd poslls,

Sendl your letier and e amended nelease bodk 1o
their Anncrance Call Burvsa iz oertified mail {pstam
receipt meguesed) and your ool pofcs shouhd mall
wo in & few days. 1F poc call dhem and ask if the
phone company send lbe informalion. [F 5o,
diplomatically ask them who is harassing you
{presniing nor o ke the law inoo woor cam Foeed)
and] they T oty el poaa

[f the calls persist, press charges agzinst the
calier for “herassment hy commanicazion.™
Police depamments zre keicg nundzled with
28] Trace requests and they generzlly want do
resolve these cases as qoickly and as easiby as
presible. The poone compandes enly seem to be
intesealed En profacting themselves - 3t wour
LA [ETISE

Wi Tedgdune Privacy Tigs

Most tell-free 038 numbers receive AN
[Amomatic Samber [demificaon’), which ghves them
the phone mambers of mos of e prople who call
a7 net, the same s iy [ be of G20 ko the
e cllind Aped [ sovieg et plyiess maenbaes
whesn thisy gt dhaar B0 ball, these covnpenne < nes
equipment thel aflows dwem ta s2e the mmbers
immedizely., Whether your czll @ TV sbopping
charnel, a mail order compeey, 3 doug or health-
mebcd] heollies:, o a1 A T Elve s, shmnsd
amegaarpery with a kE G S0 oumiber v il e
lizamy v Whdwme mesder B ey Uy aeedr
wour call Thet ko you widierale 0 hiving. oy
__...u...._..“_:__._.ﬁ eanmrer lparsd asd aedd 1@ ocher
1elemarkceieg compaee. Ready toyers inchode
companies That mey employ deany salespeople or
thewe anaceing aawvolie sefling snachows thar ane
progranened b call everyon: wha's eeer msponded 10
a particalr gppe of =2 pich befome.

Mareowver,  relepione  oompanica el
coenpraterized diccctorics oo mail ordar fiems,
weketiedneryg cranpEnics, and et bueaus, which
crsahimaka: The klopdone: cranhars 1 pd e
il kot Pourddwsing nocrnds sos css-niefaas]
o ek propkes e frents R ciata ejas
o prochaty, acpvkes, aned feeowcial Tenssciire, By
._.,._..-.:_.E._.-,un. bty ared el e pikmmnalicn v a bivag,
B e b wouz g ool thase el Baas?
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Womn con seleguesd yoarssf apare this ope of
elepiure: privacy ovasion by makdng wour St
B e Doy oDl o pay dzlepleone or by iy
the Ukre Forward < hanleans call m_..._..._..nam_._m
meiteds _u.._n....m:h iz (e rOr o Weodr tedl] frea call
will alses krexp vonr panber Moo lewig ,..n“ﬂnb.._..n.m.._
Fou should afesy dechin: B prve yoar elephons
FAETIOET U B0 iy e n, {rar sy, OF organization
o1 dont T e e i1

el aieed Weombery afi: il wealhy all n_._.uh“_.-._....Hﬁ
Acoonding 1 zhe Fltadeinh fasarer and ocher
ﬂE_-_.:_..-h“..!__. phixe companice provsde speetdl]
direcraries 1 polee depariments and cemain
poverament agencics 1M SOnlaen farperd
L_.- Al helogss, pepanfless of Qe “umbated”™
datzs, Fuesn worse, the plone soenpacdss have
repededy besn aonased of givrg ool confidenzal
Sk ns o 1 aekat relnekals, povene
T atns, and o police withrar waraes. Socif wou
really warg to keep woor neme, addness, wlephone
renier, ad coling reoonds con o T et of o,
yoa sl corcider getting a new lelephone mamber
o in a tilferond cerme.

Emerpeacy $11 sericrs in many areas now
gl A guenal sedom Thal pedantly dpgdayes the
catler's relephoce namber, name, and address.
Ancrvmeas calls to SLE can onby be orsaned by
calling from: 2 poyphane. ;

Feverzs INreciories of Ickephone: moenbers and
slrerl addresses with names 2l spproximals
Foizecharkd vorwres (el pluane gl el i
addreses, Ested numercalle) are pablished by sevenl
companias, Pcloding Cole FoMishing, Inc. Thess
dimeciotes arz very popiar it real esire coonpenies.
karsckding fioms, policy deparfmenls, of amyooe:
rlee wandicg ke kneew moce abeoul peaple. Yoo can
e o U Puslizhing vl poguesd b B orsied
frrwn s chinoarny., They Tona: ff e doroiheg &
e Ty o

Dipspdleited Felephkone Sales Calls o voor
numher cen suppesediy be nedeced by wrilieg
1o e Plirect Medeeting Assocmanien, They will
pul wour name, address, and releptane somber
on 2 list distriboced co celemarkering firms,
which e 1hen __...nh__u. requied T ebape callnng
you. Their addiess s Dhract ......._.n_r.n_m._m-
Asnavinziony, Telephows Predemnee Soresoe, 11
Wi 420 Sinvvl, Boa 3341, New Yok NY
1TE3-2501, Provrde yiouer Tull pame, schioess.
add eiphooe pianberizd and meqoest B b pal
o theic “Per Cemlat™ 1izl, OF course, jusl daing
thal cloy gral v 41 mntber 1561,
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demon dialer review

[eerniied frans persed T

Bl Dow a partalar nimie, walt unibl &
kay s pressed, play another maco, wait
watil & ey is pressed, and Ten ey, The
made is extremely tecibla and sasy o ue.
Tha Dia%er can store up to 10 diffecent
macras, &van altar tho devico powars
[ PN

The usar programmabia mods is by far
the mast powsrul feature 6f the Dialer,
This moda gives you okl control, alowing
Yo 1 program a senes ol any enss and
pausss you wanl ¥You choose e rembsr
of fones (zer, ora, o twa), the dumation o
gach tone {in milliseconds, up to ona
zecoid), Bnd e volume kel of esch looa
(from O bo - 15 o8 of full volume) for up 12 22
kays (you get the exira keys oy wEng fia
shift kewi. You can glse defing the timing
typa =a that your program is played-whia-
prassad, This is tha moda that makes e
Darreen Cizlar a true Rainbow Box. We
programed a Morth Amencan disl tens,
buay skyoal, fas7 bugy, and off hook signal
with na problams.,

Tha Dialar alsa aofférs some othar
faaturas callad Special Functions. Thirse
include a devica inilizlization [cleacs tha
RAM}, AAM FIN progremming, tme
ternplate programming, guard fone
programming.  fregeansy  stepping,
continuous sweep, password prolectan
crvolf, number soen, and powsr of,

W'e Approve

Tha 250 price tag of tha Hask-Tic
Dwman Dialar is st espacially considerirg
1hat it lazks 2 chassis and doas A3 even
come assembled. However, a law facis
should ba kaept in mind betore wa judga tha
Craler a5 a Aico but svarpricid 10y,

First ot &l po call fe dovon a diakar at
all is raally a rrispamar; it is 2 compubes
corgiete with 18 awn CPU, ACM, and
fAM. Although it may nol saem lke a
cormpuebar bisause e culplt is audio and
nat widea, 11 ig sbll quite capable o
parfarming amazing lesls considaring its
T8,

Spcondly, bacaves the Dialar is
programmabde, wa cannet aven Tegn 2 i

Summmer T2

imagiraticn, the Dialer woukd e excalant
tor eocal angirssding. We heve not had the
time o fully exglore s practcal uses, but
wir will welcame [daas and sudgestions
harn GUr readars,

Finally, the Diakes 2 one of a Kind in
1erms of its capakbilitas. Hack-Tes did nol
dasign this devica to sell i1; thay aréa
hackars and designed this davica o usa.
You can therafora ba assured that thay s
not holding back on anything. As furthar
procd af tis, the software tat came with
tha griginal Dialers has since been
Wpdated

Wa at M550 would like b sea the prica
ga down nol because the Dialer is
ovelpriced, bul becavse tha high prica is
staap for many hackers, and theretore
maias tha Dialer exclusive. Wa would
ultirmataly like to s the technology
svailatie to averyons, &5 1 i iy & tool of
grpleration and not just another box to
dafrald phons companias.

If you ame cansidering purchasing the
Dialer, but are nat sure whalher #is wivth
i, then considar that it ts ulimately & phone
phraakers leel Thess whe coma inte
contact with phones end phore squipmant
an a ragular basis wi find tha Dsaler b ba
invaluable. Bacausa it is desigrnaed Lo
handir phane systams around the warld,
haquant travaliers wil alsa find the device
¥ ke an invaluabis companion, & will 1ea
i1 03 e ful potental. It all you are koking
for 5 a red box o delraud your focsl
payphona, then you may wani ta lzok
alaawhere, On e otuer hand, i you ara
zaarching fer the phone ghreaksrs
aquivalent of an al-termrain vehice, than you
jusE sy want 10 18l dive ThE rockst

2600 now has monthly meetings in
sin LS. cities! Check page 41 for
- details. Contactus to starta

meeting in your city.
{516) 751-2600 -
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Pellcore

| wiwiad LT a0 S

P DT T PR N e
B Doray e
=
P A Il Foroekd Al
e * B Jerimy LT3R

CEETIFIED MAIL . RETURN RECEIFT REQUESTED it

Tl [ E59E

Ermanuel Galzis, Fitar

20 g paring

.01 Bex 152

il Dalesed, Maw Yok LERE20752

I=ar b Golsteing

[+ Bas came S aar dmenton tat yed heve somehow cfeained ond publizhe:d in e 1941192
W ptes pditian af 34K Mgpazine peniens of carizin Brlleare propriviery i2edned decumernts
This termer Is s formuliy advise yon tha, if 82 any come in ke Fotare you (or yond magezioe)
gome inbo possssian of, poblish, ef odiersise disdlose ony m._..._._uuﬁ _.||n._4_..w___.": of
dvcamestasion which shher (4} vou have Loy reoson oo belisve |5 proprichany o2 m.m_.n....nﬁ. wt Ras
el been mods publily wezilable by Grlleare or (o is marked .._“_Eu.nh_.u._..._..... n_mn..n__nnq.:..
Freiricsads of wich any other legend denptng Talicors's propriesiry Inperest chersin, Belluore
will sipanoesly peomene all legal remedics pvailaklz o it inclusding. bur nol limfed o, Injunclive
reticl and mocetany darapss, ageinst yor, wem wagazine, and g garees.

&5 position oo S5 ATITTET
-
.\K.\.\.\.-l i
o
ot .1\\\\.1.”.....

e ast that yeo fully woderstand Fell

i T

TN LT BTt N B

Enowing Hellcore, they might just convider THIS propriciary. Swok ix tife. Note the
LINEX file path printed af the botom of the letier, On some system somewhere, this
Petter exists.._ Qur reply appears on the facing poge. We'd like recder input on this,
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Foa 55 datr- e aboun B 8% oA, wa haed @ cemain sobpaton 1l cannoe ba casl eskia every Tme a largs and
peairul amiy gom anoped Tha chRaalion oomaals s w0 el 1h 12005 25 wo know them 40 owr madar, whe have 3
kean arorosd b s sutipcl malor. H, a5 ks phan the case, documearts, masarafa, ander b of bBrmdien i skar
fomms are leaked $0 us, we bava eeety ighl I mpert o0 He oot Tecaan. 1 poe Aoad Dl with thia fogee, vour
ArgaTEcE las nof win s, e wih P8 genedd concept of B ida prass

Lot 39 3 sl apacializicg e inlelooal propary lews wou kncs 15al you ranmal in geod fakk dsim ted macey
AEAMEAn prosalay” or "emoneT on o SecuTant aslyiictas Il doqpmen a8 g rece decrad o & profeletan
jrformebior. b the absance of a spacils sepdseala 12 B corbiy, wi diu Adeama gl icnmalen about 1he puticy
s pocrtad telaphera syt wd elasliuduen is 20 pobfe Prpocance, and thal Bokoora wT have cHiculy astatishing
et Ay Feim A Breur magazice cam bore Booone’s compethors, B incand Balicors kay By porpetitonk.

Han fact you chocsa 1 challangs oue First Srancimeand rights be ckedmansta ipedast PRomaton aloud T foophons
Flrasinedey, wi wl ke ceesgratad 25 raspared Dy aechlng all legal remadas ooainsk you, which may indude sandions

vovdied Tar in Foderal ard 51zt slatotas o nies o ehf peocmdum. Wa w i 2en b compabid b gk boea or usa of
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the view of a fed

« Fed

Wiy don' ._._.ﬁ___. nnderstasd? Why do both
s3des think they undersound?

| pever dreined when | began o joumey 1o
chiam my figt “hacker magarsme™, specificelly
Fhrack, thal oy days woukl o] vp maoch hike
they are foday. Lot me explan. | am & computer
securily speciali=t fer o division of 1he Unaed
States federal government, which will go
unnamed. 1 am ood writing 1&is acticle 41 2
povermment represendalive, bot 35 an individual.
[ had been 8 compeder securnily analyst for a
conple of years before obtaining my firsl
moders. 1 spent meosl of my day masmaging our
mainfrene seounicy softwane bo ensare oor more
than B0 wsers coobd chtain end maictain their
necessery eocess. [ didn't have time to worry
ahont hackers and reelly dida’t onderstand
muoch aboul what the press lalked aboul
amyway. Hackers seemed 1o be these super-
intelligent, terrilying individoals | eeldn’s
cnpen with B reganls 16 Echuci] ko _.n,r._Wn
ard [ waca’rabo worey. b didn't seem do apply
L o SYSLEmE ANpEaY.

After T stermed calling other computens and
intericting with mdividuals, 1 decided b Iy 1o
gt a copy of Fkrack. the magazine thal super-
kxcker Kpight Ligkining publizhéd smf was
arreabed Tar, mauly for pablishing ke 911
comguler program (well ar Jeast chat is what 1
daught st the tene, based on things 1 had read
and heard]. 1t was frighiening to even decide 1o
parsoe this ventore. [ had read that hackers
coald break inlo any comperer sysiem and thal
they were constantiy breaking inlo credil
repenty and Eessing op people’s Iives. 1 wasnl
enxicos 1o become a targel of the
“undergroond.” Whal [ ralree pove is thal maos
of the ooderground coald came less abol me
end ooy wenbares. | was stnply Osfienag myseld
by believing 1hal 1 was imporlasd enough o
e-coemie a targer..who gives a damn ahoot me?
The fed g0 is somaching ebes, =h? Ry o there
oagh, chick as ever, | see it mosly when 1iry
1o mircle folin o “kacker muderial” such es
200 1 o tedd a whale conference room full
of securry falks sboor 2000 and che benefis of
receiving il The negeonsss froen the asdicnce
wen: things Like, *Yeah_ b don't wse yoor real
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namss when you sizksombe, thess are hackers
you knaw." Coe man even teld me he was
grisg oo gel op & fake parse with 8 P.OL Bex
bedowe orderg 2006, po procect himseld 1 find
it emaring thal people ihink 2 magazine tha
sipppars ilsell from sabacopdacas 08 Ut oo
ety i0s sl oo T,

[ eny vemveds, B oalso wasn’n s if T shocld
e bome el about my position or assume 3 bklden
identily. [ mean. [ omald cali a “hacker B35
and say, “Hi, my rame iz ooand Lam a fed. n
1 bave a copy of 2l your bles? 1 just wanl Lo
mead them. Hooest,” 1 wasn™L some (kal ] woukd
go! much zuscezy from thar, bt a1 the same
tiree 1 was afraid if [ did try 1o hide my ncal
iderfily, those il hackers would find (it and
destroy me, 5o, [ signal on a bbs and said, “Hi,
I'm 2 £ed.” Yoo koorw whal, il wierked [ fiueed
oA by boing hones! and W the pownl, folkd were
wvery helpfol. The more [ learned from
imeraciang with the usdergroand, e more [
realized just how deceplive the govemmenl fad
heen io a ot of regards (f don™l drusl marmoos in
holels arymore T [ was hoping by being henest.
1hat olhery would realeie 1har [ed sid nor
always egoil 10 deceice,

Yiad know what elee | fouesd coxm? There ere
evill hackers, bor they seem 1o be few and far
betwesn (of cowrse these evil ooes are e ones
thet have hackesd mmy accons!h Matter of Tl
other hackers didn't even seem Lo acoepd thimn,
Koow what else [ fouad om? The Seceet
Service really messed op oo the Phradk éase,
Kmight Lighining was patient @icugh 1o expliin
Bis side of 1he a0y W e &fed haa fulled me in
on things 1he press “neglecred 5o menaes, ™
Forarw what else? [ omealiie now Baw claeless [
wan i egards tooa@ for of competer seoaricy
isvuce, 1 know [ oam s0ll elosbess iaoa lot of
mepanks sl will alwaws ke, bur T have Jearned
s mmuch orve these paw peins tha [ now wend
to make an rifon o edocele sthees in 186
compater securily arena af the benefos of
korwing both =ides of the story, Belicer o o
o, [ em pctoally geibng a chance 1o do lkal. 1
have besn contacled by federal agencics that
have leamed of “my contacly in LEe
erderpround” aod wanted fo use me as a bafTer
betaeen them arnd the hecker community. One
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agency was inforesed in ineg some of “my
trusted hacker freends” while anolther was
iarerested in lrarning about hackers and
mpeming inssde their heads.” Additionally, mon-
Fewernmant agencies have confacled me 1o
much the same rewsans. 1'm nod sure kow Lhe
wond of my iseractions got ancand (well, 1
Bavie a peeny pood idea) b [ acmally think il
funny in oamy ways. | ees e same raive frar
in these Folks 1kl [ expenenead eysell when ]
slarled my joemey Fo leam T1he ather side of
the stone” Mow, 1inlerzcl with 3 many of o
encre hockers during the day as 1 do secanty
professionals and, as 2 resall, my kraowledpe of
the micdes thar exist in compuler syslems has
meneased immmensehy. [ even leamed enough
kack ime one of our computer sysiom, €ajAse
aur wecuriy holes, and get them fined. As 2
seciei Ty speciatist, that is priceless to o [was
anly ohle 1o do ket becease of the traimmg 1
feceived freem these so called naloraows
enalicions kackers. Hlackers helping 1o impuowve
the secunity of governmenl Compef Sysoams,
Fenenmenimam, seem saspect 16 poa? Mo b me.
M I fourd a securly weskness in & oompuber
ard wrode asticles abour it, peblished and senl it
out s that thoessands of falks coald get it, ]
waould enpeer the hole 10 be fixed. IF 1 [ound
that hele still open, 1 may broome jisl &
WpGel OF DSFOmee il was an open invilaliion oo
violaze the svelmn, While vevdergroand fikes that
explain Theer Bechniges hive beoome 2 routioe
par of my chy, here was a ooe [ didn't even
Enow they existasd gad cerainly didn”l knoe
they existed o the eatent they doo 5o part of the
1932 a3 10 why ey don’t listen is thal mmoes of
s kave rever beard the message.

1 have accidentally Lripped over hedes in
syarems before and disseminated 1he
irformation, only fo be 1old that we eould not
puz thoss combrals in place becaase it weald
impect the operations of the orzanizats, which
it very aell max do. [1's a melgerea call for
manygement. Many sccurly juofesiivnals are
viewed a3 havicg tonnel vision (s of them
dod and not understanding the ogeranenal end
o the business, Whils many omfzricend the
hies thar enist and kave madc ooy cHom 1o
ge1 them fixed, macagement just wiom't det
1hem.

{ine other thing I bave Ilrarmed by
irteracling wilh the vomputer underground is
that somelimes o= seeurly Tolks aren'n ibe only
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aoes wha are clueless. 1 have heard Fraen
hackera who s2id 1o me that they did nod
urleestand car side of many of the yssees. One
view thel seems the mosl prevalent is that a
secanty profesional’s real job is s keep people
sut Gf eonputer systems, Thal is a small par of
what we di bur the largest part of our job is
cnvonng that roikorized users et 1he Loozss
they necd 10 da ctheir daily jobs. The man
reason acvcss 08 conibralled onoour sysberma oo
ensur U integnny of the data we prooess, We
wanl fo enasne [hat oor data is socurzze. This is
dene by limiting the nusnber of wsers gat have
cenain agcess rights 3 r Frivacy is alaays an
fssae with sensiive daba bul we <ken 1 apend car
days thinking “keep ‘cm oul, keep "o oat”
W are thirking “grdta pive cur wsens the access
hey seed.” Somesimes wr jusl G have the
tizne o do anything €l That i why we dor’t
glways discover seourily holes in oar systems.
That is why many of them go unfined That is
why picking up » magazmne, like Phrack or
2600, ard Jearming the holes hackers are wsing
1o violabe the svalems we Bre fiving 1o protect is
s Belolal, We may not have knoon thal sad
hides eaiszed without e andemensamd s help.
What i3 ewen beiier than readiog L ed an
aederground pablicaliva is having an email
pddress of the auwthes 30 S you can coolact
thers and et furiher sssilanes. It bzt been Ao
amazing losd To e

] am goung o contimoe B3 inderac] with the
uniderprusd as boog as [ am able and will
eomitriae oo lead other scourily predfeasmmils o
that seme interaction. 1 Back nly then does o
persen really begin wndensrasiag the e
issues imvolved imoecury. Bibunk only theoegh
this lype of intorsfion d0ea 4 person leam the
rest of the slory. 10 has masde me reabize moce
than znvthing <ise thit bosh sides dan™
understiand 15 facoers affecling ke otbers,
Usaally the main Factor anvctved in prevenling
this is the rpa and argenee of the individaals
on bath skles, cechs of the players syping. “They
Fast don't listen™
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BOOK REVIEW

Tha Dervelring Fungus (Tales of ths Computer
Aga}

by Karla Jennings

Poibliskad im Unibed Slabes by

W, Narton B Compary, Ltd.

Bearwr Yok, MY

Publisheed in Canada by:

Pengyin Beaks Carkda L,

Heamarkal, ONT

237 pages, $10.95 (Unlted S1aips), $14.55
(Canada}

Fewiow by W. Ritchis Banaedicy

O o the row myths al the late 204 caviuy
is dat women are suppoeed o bathe compaiss
(ENPGUgh peEns ral 58 _._... ch ..”w“n._ ey &8
supposed 1o loathe professicnal factball 2nd
rzcamy]. Theredore, some may consider it
vrtusua! Tor o boak 15 Ba wriran by & wimaa
SO COMPLETS, SNCE0T <27 500 330047 43 oo
pcxong fun a3t that ph-so-serious altiuds
PR R ERE O Pava, 10 well Bt thiang i
sLch 2 thmg as "dgrban Iogends” - ese are
AT0TEE SAmESTs AWaArs Sroe hepoered oA
Fand ar & selarivi, Whar Is na1 commany ko,
wbl noow that s, 5= that 1kere iz 8 veritakls
plathara of s10ras abalt the eardy days ol
computers: For examaln, e borm "bug” far a
salteass probiect IS eaddied i havs of Ginsnsd
when @ Mot gat oeughs in a réfay an a Mak 1
baach © 1845, M=, JEnrivgs 4856 T8 TR GEE8
ruch Lrther Taos - &0 Heast 1 Thomas Bdsan it
1878 It is 2 worder lFal the wacle Toid now
paar G0 G mearieral, orskenng T eaceniie
pamivaaE wha fevaloped in Taey range from
absentmencen Mosberl Wieder, wha walked
araied in 8 perpeiual daza @ Alan Ir....._m.
[inventar ol fe famaws 1est far debermenirg
whetor a machine can 1k - 2 tragic Fgore wih
suvere grxual dillicadtios, Then thara was o
Won M mann, wod ved matemaicd problens
and pames o su5n an eeant Tial ke once battcd
3 free-yearood over wha would b Fe fiss) 1 play
Wil B ek g Dudiding Bleows

Tha eady dapa of eyberatcs provde plenty

P odd cata. For geample: Cad you 2now S9as
:_n,_lg_. Hoe'zee bail a Fo'he slaclroric soalsg
compune in hal Gerr@ay 18417 Bathage,
Fid iy firal S0 Qungd BgTesd, wAS @ Vo of
hin Own kNClEss orive 1o¢ petfoction? Oriy 45
WOOTS 333, T 1547, dogrees i corpL e sEercs
do ros exies?

Jaanings rexly shives when she pess oo o
tra sabect of mocem day compuler hackers arc
The wlcly Fuemamos arork oeopla maka whees
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tFey purchase equiamens. 59 oocs the oooly
SEPTRINED WD vty caneUily laicod a flooaw dsa
I Pt mebye oo lefl 4 slore, the e who ep!
pobing "Syrme Error® gver gnd e 8080 5 Care
todd Fim e shold type in AUN & ger ke FEIRATY
Farclioniag. ard *cwnd alter Fall gn haur af
snbygon Al Ta aRtson wes hprg "ARE YOU
I%%" Thien there o5 the fellaw who, aller bsirg
Irstrached ba ‘arcss a1y kay o sealicua®
campared b cod e L Ied e TANYT Kay g Ta
comauler. Sach chapra: is prelaced wih 2
samipater 9o, 1 know These Tings 6o fmaoen
saga atlenpred o gob a file decompress no
program erougn my mocam whes aEs g
lmarring Sl such rings ARer g monh of i
ruslradon & Bmampdng ma gasit 1 Lnozon, |
fia'ed back atd doaricoded & sBoorc pRogUaT
A soon s | ogol © oo s e graan, | resd Ihe
wir s “The Fret gedgeam hags a menulaciure”s
o ] e A

Thier there = (ke FodEcas CRndular viyd -
somatiiag 1 lesl frJnate n27 10 EVe
ErcoUnherRD persoraiy. In tha early days (ke
amoel prafistoris End 5 19700, ey wera
refattea’y frigndly, alacit @anayng. Today, they
have wraed ita samething downigt nasy Ora
recer ] Wnes chuesd $06 mifan i oSl somadtar
time ard in the oMorls o nomove £ 2 i brurata
Garbachey and glasmosr cars dorg whan ey
g4 @3 one aaudoars At what mght have
haopsaed i the compaless lor Aeagar's 57ar
Wara oen had ~eifurcioned. Jerrings ~oales 2
rumber of mistarces where campaler glilehse
have cagaed d gaaTrdug erofE ”“._ REQRMEIVE
QOVEMIMET pOjecs. A SNgic missing chatacler
destoyed e Matdter 1 Yenus proas

Tra deviarng fuagds o tha sala ror on'y
refers 12 an al cansuming passon kar computers.
bul alsn o ar Peoidensl where a dses of 5 reajar
SOMpUlES SR WAG TERplaily nsing dare
trom magtetc laes. A5 musT nvestigalon, it
was ciscnpered teal ol epee bad Doan gived i
A tEoim s wRere @ Syssagiat kad kaer
arparmanzag woh hung: This was Ir 2 arge
roposnany Msde a mouTian - @ cave dedgees
1o withstard nusiear astace, A& furyds nad
Allacisd 199 taga, hiviad 3 dde 13 data cenina
and ranemined msei anke e read-anhe heads,

Tns poow ks A tast roving anc amusing 0ok

at the workd of e hacer anc compule cwad J§
word conlaining 8 §oad deal ol meanirg
szl rg 0 T gioasany e cerdudes oo lexd.
g idasl lor 1tha comauter Lk ard for Lhe
awarage reador wha rescs a lzuch nowha? s ar
rereasitghy grim erdd elecroriled workd,
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Lhe i h:-.r at __.__qn.._ﬂn..l_._n..n_...l . ! potiin B
Lebby pear she pasphanes, 553 E 33d 51, Deieetn
Leaingtes and 3rd Aveoues, Come by, arep of 3
aticlen, awie gqoesloons, Eod 1he sndemareer agonts. {22
S1E-730- 20600 fer meors infe. Payphone remben: 212-
225000, 212-123-EFLT, 213308800, 212304
5151 Washisglon DH: Cze Pemefpoa Uiy roall
frem 3 % B oo 22 [wm Fricay of the month,. Sam
Frissie A7 £ Embenaders Faz ineide) from 5o
¥ a2 o the fizst Fredey of she monl=. Parghine
fermeres 41 5-1080503,4 5 £ Los Anpoles: A tae
“nizn Statine, camer gl Mazy 5L wed Alaneda foom §
1= 4 pm, izt Feidoy of 128 moarh, [raide main
eirance b benk of phaoes, Pasphons sumier: 213
TL-RA%R, DIEA, DIOE, 0319, GAZD, BLI-L50Opl
234, 2N 3-EL4-0840 GEP2, oRld wucn Chicagn:
Cezrpry Mall, 28 Clark 550 % pm tn B pm, Fnt
Friday «f ths menth, Inwer Jevel, by the pepplioes. 5L
Lamzlzz A2 the Galers, Highway 40w Beerreond, §
gt 10 & poz first Eoiday of che menth, boweer Jevel,
forad courd wma, by The Boalera Call SL6-751-2009 B2
slsrt @ mseclisg in pour oy
LEARN I10W T CREATE fun:tonal cempsuler
wituxzx wilk THE LITTLE BLACE EQDE OF
COMPUTER VIELSES. Thix bock inzludes compleiz
P rrurce e and Selnilnd evpluetions of Tooe new
virpges 19 peger, $1995 poepand or vl for e
Jelaile A=erizan Fagle Fubleetions, Box 41401,
Tuceon, AL ST
FHONES TAPPED, cfficefo=s hagead, ipouss
hesting Then Cais cutalogue i3 for wou! Specialied
sguipment. (lems, azd wourees, IWs Eme e gel oven.
Sprvpllance, coEnSE T oasurey, .nu_mmr.:-ﬂ._n. m_qn_nn_u_.
proloctivn. Send 83 heck o money coder lo BRI,
PO Bax 578, Depl, 2465, Shorcham, WY 11735,
TAF BACK T550FR, co=zlcte sel Vol 1-3] o

diziny. Mead manoals, sobemprid, E_w_.qu_.__ andd
cabitraden nsirectons Gor pheteaepise) "l rewasd
Jiredec.

WIRF1ESS MICROFHONE and wirdess rlephoe

wits. Feetorsd 2 ihe WINTER 1591-%2
600, Cemglens T8 of pacs wrlz PO board, 520 CASE
CIRLY . o X8 far boch (=o checks]. TIEWON
TIA1ER EIT az reviewad in LB imaws of JECGC
Towigred arad develogsd o Helland Frodnos: ._._.F
voicebe=d  sigadls wsed o worldeid
relecommnricarions nesweres, Send §150 CA .._2
LY Tk 330 tn BEeck-Toe Trohnalepio, Poifoes
22EE 1100 T Asslerdier, FeZuslank Jallow ip e
2 wedes Jer deliveryl, Posase cull +31 20 QOG0
P18 Alolotels oo chesks sooepicd!
FORMER 1.5  ARMY ELECTRONIC
WARFARE TECHNICIAMN with TS clesrance
noking for surveillinge work whizh reqrinee conning,
Cane il Prolecks of Alantie Ty, Bad
1 P69, Al Cip, B G340,
FOR EALE! Conpag Footabde AREINE i E mAN
a2D T, 1.2M0 FTL 803E7, jape Backop, 2
expancos unis, Flzemel board, WO, board, Hives
224008 modern, Microsoct 400 T Mease, THOS 50,
manual, diskslles, Lepes,  ele. Wiinrallw
LRUSED - TP sill pedes mamarey, $UERS or S
offer. 12151 35501
TN EHACK BER5 (BE8) §92-3121 The 155 wiemn
hackers ahaadt Cheer a gig of Flex, mary oe-line
garrcs! Muki-bne? 25800 Magaxi=z medess gol FREE
ELLE pisiEuh!
WL LI LIKE TO TRADE IDEAS wils and
Bel=icnd ey Tellow 2600 seadery, Call Moice ar 204-
GRE H5E] o Lorenesied.
GET FATD FOR YOU'R SETLLS: Baed Fodend 50
smill n._..._."m.qn.":_._: firm pravsding informaticn
SVEMTL SEGrEY sEnvives by the povemmenl and privaks

CUIALTITY copios Tomn eriginals. Lockdes sch
and indenes, D100 poetzaid Vi TIFS er Fel Claas
Mail, Copy of IRTI Faguize eoticle "The Sacrets of the
Ti:tle Flo: Boa®™ 55 & ladpe SASE w D2 Cpors ol
sta=pi Pete G, PO Do 485 M Laueel, MNP G805,
W are thy Chigimall

FRIST Y0OTUR TIF CODE 1IN BARLCUDE. & gren
lakel program ol aliows ¥oo 3 e Satbase of
addiesg oo pren Lebet with b, Yoo alan type and
Eier 3 CueT Syl Send §9 oo rdhact dn: FL Kiredel,

EEST Calle ®ead Sovee 270, Goletn, O O5LIT. [BM
enly

GENUINE §2556 MEUE CRYSTALS only 3504
cack, Oyders shipoed postpald vie Fimt Class Mail.
=end payment with tame and sddmes Lo Eloutsonie
Theign Syrieme, 148 Weal Bagls Reed, Erine 109,
TMaverewn, FA 190EL ALe rdonneton Saansd o0
Moaheist Elscroaios Corp's TTS-524 padabic MF
seader pzs TTR-ETSIR MWF and loop signilling
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nrganicalioas. We wre approisiely enpeadag o
seovice copabiloes snd we are Leaking For salenbed
progie e fain ear tram, Woowrs curmnlly st
individuals for cur ponclralion Teslng and other
wervices. Spacificidy = one Jocking for peagle wih
wecorry expereser in WS, MFF, Trimes, and [nia

Themer wizs Iectnigeex in denial ol wereios, speading,
and alher sllnchs vio nstworks ane Bl eCOOTTaESd T
preyy send 25 o reaume end cover leites, The ideal
ruilizhate shacid be willing oo rvel, enecpeic, and
treative, Possble security chrarsnes for Gusss secking
lorg berm prefions, Bxcl Racland Ine, Saile LOE,
.n.u.._ﬂ_ RBozhwy P Wirging _u.nu_"_._.. WA ..._u.._.u.-.,.
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Voice Mail Hacking

by Night Ranger

[ Secided fo wrile Lhis article Meaase §
recaived numeroas requeszle for veice
eaadlboxes A% MBS fremn ._f..:.__n......_,“. Vs are
quite casy Lo kack, Bul if oce dacsn't kanw
whiere b start it can be hard. To the besl of
my koowledge, Lhix ix the mast eomplite
rext o hineking YME sysloems.

WMB: Bave becoome A vEEY _u._.__.....L_h_ﬂ way
for hackers 4o get in Looch wilh each abkar
and share infoemation. Probekly the main
reasan for this is their 2implieity sad
availability. Anyonc can call a YMB
regardless of Lheir losatian er ecsmputer
wype. YME's arc casily accesgible becanze
miat are ealldees numbors, volike bellelio
keaards, Along with thelr advantages, they
& have their disadvantages. HBinoe Lhey am
warily aceessible this moans oot omly
hackers and phreaXa can get informaoticn
from them, bal feds and cares as well. (iten
thoy do nct last looger than & weeld when
s improperly. After readiog Ubis article
aned practeing the mathads doscribed, you
choald ke sbis Lo hack soies moil sestems
wilh sase, With thisee __:u...__...“_.._.h. inmmind, ket’s
got started.

Fionding & YME Sysiem

Tha first thing »ou nocd o do is fed =
cirgin {unhacked) WMH rxstem. If yoa hack
oo a syetem thal aloeady has hackers onit,
wear chance of finding # Bex bR eenederably
lass and it inercases Ihe chaoce that the
pywlem administrator will Ged the hacked
bones. To find a4 vingn swscee, yod woed b
sevan Bome 500 nombers velil yeu On:d &
WHE. A gond 3dea is to take Lhe number ol &
veire mail ayslem yoa konw, and scan the
same exchange bol nel cloes Lo the musnber
war fuavd

Finding ¥ulid Homs on the Systens

I[ yow gel a high quality recording (not
an arswering machined, then it is prebably =
¥BIBE ayelem. Try sntediog the sumber 100,
The reeording shauld stap. [Nk docs mol, you
may have i enler & apecial key [ruch os ™7
O ar 9t enter 1he vodce madl syaters.
APy enteriag 100 it sheald cither orooed
vou Lo somethicg or do sething. 1 it does
pething, keep entering O's wotil il doss
pomething. Coant tha number of digts yoa
entered and this will Lell yeu haw many

digils the koxes on Lhe syalem are. ¥ou
sheald nete that many systems cao have
miére than goe box length a_th.u:_"_.u..m.._m v the
first oamber ven entor. Example: Boxes
starting with a six can ke five digits while
boaea glarting with'a seven ¢an _..“1__.... ke o,
For this arlicle wo owill assame you have
foerd o lewr digit spaberss, which is pretty
common. [t should Jo noe of the fellowing
thinga:

13 (3ive your Ao eTTar eersage, like
“Mailbox xxnx is invalid.”

i Rimg the extensicn and possibly
conmett you Lo # mailbex if thete's Ao
ANAWET.

S Canaect vaw to mailbox oo,

IF vz Fom et 2 walicd meailkox then by
sema more nambors. Extensionz veually
hawe 3 VMB for when pecple are not at their
cxtonsion., IF yvou gel an salsnaicn, weva co.
Where you od oo Bax yon will _..._._..“n...uF._.._..
find more surroonding il. Somekimes &
syarem will try 2o be snoaly and pol cowe
salid VME per 10 aambers. Exam ple: boscs
wuald ke at 105, 114, 121, @te. with none in
Eelwuep. Sams bycieena slart baxes ot either
10 after & roord number er 100 aftar,
depending on whether it is a three or [our
Beow syprbien. Wor axasple, if yoa do not Ged
any arconed 104, by 110 a0k if vou dn et
find any zround 1000 toy 1100 Tha anly
way b b2 sare is do Loy ecery peasitle hax
marebker. This tokes Bme ol can ke warth
it

Cmce yon Geed & valid b fewan 1 1o do
mtl knaw the passcodc), there is 2 2impls
irick do use when scanriog for boxes malside
of m WHE a0 that it dees nat dizeonmect ven
cfter threo invalid allempla, What yins da ks
try twe hex numbers and then the Lhird
iime enfer @ bax pumbsy yon o as walad,
Ther abort fwsually by preasing = or 31 and
it wall ztart cver again. From thore »una @an
Beep mepeating thiz voiil pw find a bas yon
Ay hack on.

Finding the Login Seiguesscd

Tnffereat YMA systems have dillereat
Popan seannn {lhe way the VMO owrer
Fots inte his boxl The masd eenmen way i
ta kit the poand (%) key from Lhe oato
menw. This poend method werks an mest
svslems, tacluding ASPER"s imerw un

apweifie eprlama Jaler), [0 &3
willh pomelbdng Jthe “*Ernler your mailbax,”
acd theo *Enter vour passcode.” Seme
syrtems have the arterick %) key perform
thie fucetion. Seethey ._..._.q“:._ mechod 15
Liltiog 2 =pecial key during the greclice
depening message of the YMER. Gaa CINDY
or & YOICE MAIL gy=lem you hil the goro
{0 key during the grecting and sinee you've
Alreacy eplered your mailbex cumber it will
respond with "Enter vear passoede.” I (0]
doesn’l do anylhing try B or 7, Theeer
provious two mothods of legging in are the
muzl commun, Sol il is poszikble game
systems will not respond to thesc
cemmands TF this ahould hoppen, keop
plavicg sreuvrd with it aad Loy dillsrenl
keyn, I for some Teazon wod sanont find the
[ogin sequence, then eavs Lhis eyvelem [or
Later and move oo,

Gertdng In
This iz whkere the bagis hackicg skills
brecome  uselul.  Wher o a  syslem

pdmintstrator eTeates o bow for someore,
thiey e whate galled a delmull pasazede,
This aaqmnes accde dg aaed MF all of the few
boxes oo Lhe svelem, and ollen cn other
systems too. Onoe the legitimate owner logs
inta his mew VHMB, they are usually
Ity ehangs the gratacoda, hiel ral
everyoas realizer Lhat someone will be
lrring Lo get iolo thedr mailkex and quile a
few people leave their box with the defzult
pazsecde oF ro parsecde at alls Yea shoald
bry off the defaelis that ava lated
charl before giving up cn w sy=tem, If noos
of the defaulis werk, toy anylhing you thiok
may ke their parsoodc. Alsa remembor that
Juel becayaa Lhe ayslan can have a [T
digit parscode the YME owner docs pol have
tr have use all four digics, T you s21 cannot
et Ll tra Do, ®ither tha box awner ks @
good pasarode or Lhe gyslem vees a2 dillereel
dafault. Tn ither caze, move an ta 2pother
oo [T v 2eem Lo be havicg ne [eck, e
porne bock e this sysicm later. There ars =0
many VAME eystama that voo sheald oot
ppered loo mich fime un oo hard 2pakesn

™ there's noe thing [ hate, it's an article
Lhat 2aye “Hadk inle tha eyelim. Ones yol
got toes” Tiut unlike compaler systems,
VMB swerema mally are ey to get tnte, Tf
yina Jide® gl io, dea'l giva opd .._._u. anctler
system and soon yod will be in 1 owoeld eay
that B pareeat of all valee mail systems
have a delauit Heted mbgwa All o bave

1 1k

el ke fid B Bax wilh cove ol Lha Selaol L,
o You're ITn

Thae Lzl thing vou sheald do 3= Lislen to
the messages in the box, if there are any.
Take nnte of the dates the messzges were
Telt, I they are mors Lhan e weehe ald,
then it is prelly safe Lo ass=aome the cwner is
et veing kia bax IF chera are aoy recent
messages an ik, rou can assume he is
cerrently gsing his box. Neer take a how in
use, Ibowill be deloted pocn, and will alerl
tha syabem admicistratar that penple are
hacking the swelem. This is Lhe main resaon
WME ayeteme either go down or tighten
socurity, I8 vou dake @ box Lthal is net being
uscd, it's probabls ne one will netice for
quiile 3 whils,

Srpnmiog Boxes From the Inside

Frum the raain mend, see if there 5 an
apiton Lo either fend A messsgs Lo anciher
vser or check receiph of o meszage, I thers
is you eon search for ringn funused) boxes)
without heing dismanectad like v would
from outside of 2 box Virgin boxca have a
“gercrie” grecting and pame: “Mailbox wxx™
or "Flease leave your messoge for mailkax
-0 Write B any hasda pra Tind with
a generic greeling or oame, hecauze they
will prababiy have the defaualt passcode.
Armther slgn of @ wirgin hox 15 2 name or
woia Ter 7

gresling Like “Thie mail &F &
WHINAn'E viics Laying B ean's namne and view
versa, which is the syslam adminisloalor
voloe, I the box dors oot have this fealore,
sirply ure tha provines method of seanning
Faxes o the ovteids. For ax exarpla e
inlurior pranniog, *hen iocida an ASPEM
bex, choose X froen the miain meou bo chexhk
for reccipt. Tt will respond with "Enter box
pumber,” I ie 2 good idea o erayt at a
locatlion vou koow Lhore are Boxes presenl
ond scan rorscrutively, poting any baxes
with @ "generic® gresting. 11 vou enter an
imralid bax iLwill alect yua and allow yoo Lo
encet annther. Yoa car enter invalid kax
rumbers forever, irstead of the waaal thies
inpoerect atiemnots from catside of a hox,
Taking o Box

Mo woo nieed G 1o & box vou can tzke
oveT. Neoer tzke a bow in uses it s2mply won't
Jasl, Deserted bixea twilh mescages Iy
marths aga} are the best and last the
longest. Take thoese first. New boxes have a
charrse of [azliog, bul ilthe perwcn Far whom
ihe box was created tries fo login, wou1l
prohably Jose i [F yea fird @ box wach che
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EFELCTI admioistralars velée aoying eitker
the ..wn.nn.._.m.n.n ar pase (quite cemman],
keeping it that way will prolong Lhe box life,
sapecially the name.

Thisia the most important stepin taking
ever a bax! Unes v u_m_...-..n A bax o Lzke EET,
woteh it for ak leaszlt three davs before
charging anvthiag! Onee wou thiak its nat
in use, change only the passmde - pothing
clee! Then login frequently for two to three
dapa by oty the o srd mas sure o
oot is leaving messages in it Onoce yoa are
pretiy sure it 15 deserted, chasge yaur
grociing to somethiog Hie "Sorey, I'm not in
rlght naow, please leove your nams and
pumbsr aced 11 geg hack o g Lo ned say
*This is Might Banger dudes..” because i
samesne kears that its as goad 03 goae
Heep vour geoeris gresling for ope weck,
After that wock, i thoere are ne mossages
iTom legitimate poople, you can moke woar
Eresbing aay st terar yerd wanl, "tha whels
process of gelling 3 pocd ¥YMEB {Lthat will
Jast) takes about 710 davs, the more time
vou take the hatter chanes yoa have of
kcepang it for a long time. IF pou tale ot ovar
23 200 a3 pia gal i, (U0 grekably Jasl v
lees thao a woek, [T vou Tollow these
instructions, chances are it will last for
menths. When vou toke somie bowes, do ned
toke b ma ay at ook bme. Fau may mnesd

DEFALILTS

boor number (bn) 3334

on backwards 2351
; ; =23

semme to stan froan later. Flus listeoing to
1k messagea of the legitimate wers can
aapply vou wilh pasdedd inloomaton, saech &F
ithe rompapy's pame, type ol Company,
seoarty measures, ol

Byutem Idwotficatan

After yoo have become famialiar with
wargas spatema, yor will resognize them by
thair charactoristic femnale for maled voica
and will koow what defanlts are most
carnanes) aind what brieXs yod can uss The
fallowing is a list of a few popolar VM OB
ayplema,

AZPEN (Autemated SPeeck Exchange
Metwarkl Le acs af the ket VM E spstenis
wilh Lk mael Teaturea, Many of thesn wall
allem wou to have two grecticgs {a rogular
afnd an axtaccled ahsecsm groetinogl, qoest
acpooanks, urgeel or regpalar messager, and
renercas olher featores, ASPEN's are casy
o recogrire boezuse the fenale voios is wery
annaying acd oltep identifies hersall aa
ASPEN. When you dial vp an ASPEN
s¥Etem, sometmes pou have to enter a * to
got inke the W B ayatam. Qs pou'vs in,
wau hit & ta Jopds. The aystam will vespond
with *Mladbox nomber please™ I poa enter
an invadd mailbox the Oret dmes it will say
*Mailbax xax i2 tevalid...* 2nd the sooand
e A0 will aay "Yrag elizled wxx, thera i3 oo
aady pamber, " acd alter a thind incecrecl

BOX NUMBER  TRY

234 (Mot Popolar)
1632 (Popular)
3230 (Popular With ASPENS)

pame addEional defeults in order of mosl lo least commaon ang:
&d
Q00000 (Mast Poputar)
Q099 (Foperlar)
111111 {Popular) :
123456 (Veary popular with owners)

Go432
55759 456789
94765 BE7R54
s 2EE
KL FEAAAS
55555 555555 |

Tl
FEEE

Hagda
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cntey it will hang up. IT wou &nter a valad
bax, it wzll Fay Tha kb gwosrs aamd il
“Fleare antar your passceds,” The moal
cummen delnall for AZPENS i= cither box
marmber or box pumber phes O Yoo coly get
three attemp:s to orter a coTrect hox
ouamber &rel then theea alerpis Lo wspler a
corroct passcode efore it will discomncek
il From tha pain meno of an AEFEM hox
v can eeler 3 e acap [or other bixss i
yraa won't be hang wp like poa would be from
pualside the B,

CINDY is amolher popular sysiem. The

epatem will etatt hy sawvimg *Gead

loroiogfalerpsooEveaicg. Please enter
the mailbex number you wish.. " and is casy
ta ldeanify. After threa nvalid box enbras
ke avslem will say "Good DayEvening!”™
ard hang up To login, enter thie bax namber
acel durieg the poesling peess 1, theo ypoar
pazecode. The delault [or ol CINDY
srrtems is 0. From the main mera yoo ean
eriler B o acan for glhar Boass sa veu wanh
bz huvng vp en. CINDY wvodce mal syslems
also have a guest featere, fike ASPEN':.
¥ou can make @ guest aceourt for somcecas,
and pive them o gassword, ood laave tham
meszs pas, To apcess thedr pussl acoound,
thoy just login a= you would cxcepl they
enter their gaest passecde. CTINDY systoms
ale kava a Teatere wherm v in kave L
call a partisefar aambsr acd dalivar a
recocded masaape, However, [ kave yei lo
get this featore to wark on any CIMOY
baxes that Thave.

MESSAGIE CENTHER is alzo YHEY
popular, epapecially with direct dials, Te
lpgio cn o MEZZAGE CENTER, hit the *
key duning the grocting ond the aystem will
u.n“._..._....l._r._ with "Hally <names. Plesss soler
wour pasarode,” These WME's are very tricky
with their passccds mothods, The frst wnck
in when yoa onter on levalisl paesemds, i
will =lop yuo cae digh ¢fler the maximum
passoode [ength, Example: IF you enter 1.2-
A-4-0 e 5E @ives youl an eXrar meaeags aller
wou enler the OIth digil, that means the
syrten wses a fmar digit passeade, which ia
meal commen oo MESSAGE CENTER's,
The second trick is that if vou enter an
invalid code Lhe el lme, oo mader what,
youl cnter os the serond passesde it w2l give
WU an ervar mesrage and ok agria, Then,
il vou ealersd the corre<l pagzeeds the
recodd ard third dme tb will 1ot voa login.
Adae, maat 3 ESSANE CEMTERS do not

Sumeer J202

Fuave a defm:le Instead, tha new Boass are
"npea” and when youa Rt it will sl von dn.
Alter hilding * the first tirv Lo borin to 2 box
vy can Edt u.m.n..r._. ool 1L wall aay "Welpome
Lo the MESSAGE CENTER® 2rd Trean there
o can dial other extensions. This last
Teatire ean ke waelal Gor scanoing ouisicds &
box To find a new box, just keaap srlering
hex numbats and Kittisg * 1o login. I it
daoeen’t ax¥ 2amething Lo Lhe effect of
weleome ta pour new madlbox then just bit ®
apain Al it will sord ¥ hack e L main
srstem o ¥ou can ecler aoother hox, This
way yd will mat e dizseeanected. Does yoa
find a box, vou can ¢aler & Lo record a
message be send to another box. After
hitisg & o will 23k for 2 malbaey ecnber
You can keop cotering mailbox pombers
until you find o generie one. Then yoa can
rarcel yior mesgage and go back iz oel

Q VOLICE MALL ix a rather nim gyslem
buae net as somoaea. It identifes itscld with
“Welcoma o [ VOLCE M ATL .ﬁnh._ [=F g TH
Lhere i= mo spuestion aboul what evalem il ie.
Thee b mambers ore usaally five digits ard
to login you enzer U e o CINDY system.
Frara tha mats menu yol: can eatr 4 to
armn albesr hoaes

There are maoy mare syestoms ]
recegnine hut da not kaow the name for. Yoo
w11 Beenes Tamiliar with thesa ayabena kg,

Cancluaion

Yoo cun e somecoe elesy YME spalem
ta practice the merhods outlined abowe, el
i1 wead want a bow thar wrll last pou nood to
gean aul & wirgin ayslam. It Y did
wverylhing algee and copld rel et 2 WAEE,
Loy apio ca ancther sysiem, U vou Tallaw
everything correetly, [ guaranice yoo will
have merw VB Lhan yuug goow what to do
with,
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TIME TO RENEW?

I¥ YOUR ADDRESS LABEL BAYS IT' 8 TIME TG RENEW, ¥OU
SHOULD TAKE IT VERY SERIOUSLY: UNLIEE M03T OTHER
FUBLICATIONS, WE WOIN'T 82ND YOU A BUNCH OF.:
'REMINDERS OVER AND OVER AGAIN. WE DON'T BEELIEVE 1N
CHOUNDING OUR (FORMER) READERS, 50 YOO COULD FIND
YOURSELF WONTEATKG WEY YOU. HAVEN'T BEEN 2600 i
“THE LAST FEW MONTHS. UNFORTUKATELY: WHEN THIS
HAPFENS, SURSCRAIBERS USTALLY MI55 AN IS3UE BY THE
TiME THEY FIGTAE OUT WHAT'S HAPPENED. AWD IF YOU'VE
EVER MISSED AN IGSUE OF 2800, YOU ENOW WiIlAT THAT
ENTAILE DON'T OET CAUGHT SHORT. RENEW BEFCORE YOUR
LAST ISSUR ABRIVES 50 THERE WON'T BE ANY (GAFS.
RENEW FOR MULTIPLE YEARS 50 YOU WOK'T HAVE TO
WORRY ABOUT THIS QUITE 80 OFTEN, AND FORE YOU
CORFODRATIONS AND TNSTITUTIONS THAT TAKE FOREVER _,..G
_PROCESS PURCHASE ORDERS, CONSIDER A LIFETIME -
mdlmnmm_ﬂ_uz. 80 YOIUU'LL MEVER HAVE TO DEAL WITH .m..zﬂ
OF THIS AGAII.
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INDIVIDUAL SUBSCREIPTICH
J TyeardP1  Jd 2 years/$38 O 3 years’gs4
CORPORATE SUBSCRIPTICN
J 1 yezr$50 O 2vyears3590 1 3 years/$125
OVERSEAS SUBSCRIFPTION
a1 year, indvidual/$30 31 year, corparates$ss
LIFETIME SUBSCRIPTION
I3 5280 {the dire threats on this page will never apply to you)
BACK ISEUES (invaluable reference material)
i 1984/825 O 19857825 O 1986/225 O 1087325

3 1988/825 U 1989825 O 19807325 o 1931.325
{OVERSEAS: ADD §5 PER YEAR OF BACK ISSLUES)

lindividual back issuwas [or 1525 10 prazart ama 56 25 asch 3750 awersans)

TOTAL AMOUNT ENCLOSED:




