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Why Won't They Listen?

By this fime, we've all
witnessed some Kind of media
repart aboul computer hackers.
Whether it's the piece in your
newspaper about Eids  owith
computers figuring out how to
make free phone calls or the
special report on television that
showa how hackers can gain access
b secret corporate computer
networks, the angle 15 almozt
always the some. And it usually
misees the mest inpartant points:
What kind of data is being stored?
Why iz it 30 easy to gain access?

And why is there so much gross
neghigenee?

Bearing thiz in mind, we
thought it would be a good idea bo
bring a couple of storiez to the
public eve. We felt it wasa
impertant to ghare them net only
with owr readers, but with
evervone. And by communicaling
directly with the press, we could
avoid any misconceplions. In fact,
the whale thing could be amn
aducational experience.

Cur firzt sbory concerned easy
mecess to ULS, military computer
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gyetems. Chver the past few yvears,
Dutch hackers have been able to
get into all kinds of systermnsz. This
ia not because they're neceszarily
better than American hackera. But
they do live in a healthier society
where curiosity and exploration
are enmiraged, not punished, We
asked them to show uas on
videotape just how easy it was to
get into a military system. They
graciously did this and even we
wers aurprised at how easy it was.

By going to the media and
ghowing them this, we thought that
hockers might finally be seen in a
better light. After all, with
knowledge of military weaknesses,
there are plenty of places these
hackers could go, But they didn't,
They chose ta share the information.

Chur  ather stery concerned
pushbutton locks that are appearing
everywhere we look. And while
technically thie had nothing to do
with computers, the similarities
were asteunding. Here we have a
gadget that is supposed to provide
gecurity, The average person leoks
gt it and believes what they're told,
inn much the same way they would
believe what a computer tells them
without gquestion. Bubt hackera
diseavered that there was something
geriously wrong here. The upshot of
our story was that these locks were
niok locks ot all, but epen invitations
1a disaster.

Agsin, going to the media with
thie story secemed the proper
course of actien. Inatead of using
this knowledge for our own gains,
we realized that people had to be
warned before it was too late.

A plumn [#]

These locks, which have been used
in busineszes and offices for years,
are now being installed in homes.
We knew the medis would
underatand the threat.

What can we aay? We were
wrong. Despite a masaive effort on
our part lo get every media outlet
in the country invelved in these
stories, the interest we received
back wae negligible, We held a
press conference in New York City,
made hundreds of phone calle, did
tone of research, and are still
paying the bille for it. And it's
likely you never heard a single
word abeut it. They decided it just
wasn't something the American
people needed to hear,

Tronically, in subsequent weeka
there were stories in the media of
Dutch hackera invading computars
yetb again. The same old angles. No
mention of the efforts of hackers to
gafeguard these aystems. That just
wast't newaworihy.

We think things will change when
computer aystems with sensitive
information are accessed by
melevolent people who know what
they're doing. They'll change when
hemea, offices, schocle, and
mailboxes around the nation are
broken inte without a trace. We
believe thet then and only then, the
media will take an intereat. And, of
couree, theyll prabably decide to
blame us. The ratings and
rircilation will go through the reaf.

We did our best to warn the
American public of two distinct
dangers. It's now up to our readers
to spread the word where the
meedia won't.
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SIMPLEX LOCKS

ANITLLUSION OF SECURITY

by Scoll Skinner wnd
Emmanue] Goldsiein

Mo lock iz ooe hundred poreear secure.
As any locksrath wall tell you, even the
besl Tock san be cperned 1f one wishes o
invest the fime and rescurces, However, a
good bock showald st Lessr b secuse enough
to prevent the averape persan from
compeanising it Common sense dicfares
that 2 lock which can ezsily be opened by
Enyone i9 senply ot a safe lock 1 use.

Whale an average porson may nol have
the pecessary shalls ard exsse oome a
Rtk m_ruw. or a bBlewlonch, almiost EVCIVRNC
kas the ablity to count. And the shility to
count 15 all thal s TMECEERATY 0
compromise a Unican/Rimplex pushiisinen
lack. Im addition, one needn’™t coqne WY
high. Orly 1085 combinarions are wwed,
ared in mast cases this romber 5 redoced
considerahly.

Anyoae can easily open 2 SEnplex lock
by merely going through all the possible
combiralions. Ax ardeoous as this may
sound, members of 280N averzge ten
minfes when put W lhe sk This method
becames even easier of ane can fird oot
the “range” ol lhe combimalion. Faor
insianee, 3 one knows thet only three
pushbelions are being wred, then ans
merely hzs Lo go _....._un_.._.m.: 1535
cornbinasbions. [n Liis example, 2 ._“.'.m...._...n._.x..”..r
lack can be compromised in undes five
minates, With some medels (particalarly
the commoenly vsed 900 senes), a new
conbinaron can hen be 2ol wdithoat a ey,
Oz caun Titerally lock scareons out of their
own hoine.

Far warse than the o= number of
combingtizns is the illusion of secarety
that surroveds 1the lock. We called ten
locksmaths at random ard were told shat
“thowsands,” “millione,™ and in sorme
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casgs 4 wvatoally unbimited number™ of
cortlnetions: were avalable, These olxims
are sorewhat _._.:a_.n.._.“_,..ﬂ.n ﬂ..un_m__w.n,ﬂunm ik
zotual number of possible combinazors.
[n pdditeon, oo lockamith was able pa 121f
ug eapcly how many combinations were
availzhlie, nor did any locksmith belicwe us
when we ol them.

Simgplex advernsements alsa claim tha
these “maximum wecurily” locks are Tideal
i secuniby-sensitive aress and thar sone
maiels mesi the requitcaents of the
We gontacted Simplex to [ind oul just
what these requoreinernts are. According 1o
Thoma: Marziala, Vice Presudent of
Markenng, 1he locks comply with
paragraph #&a of the Depariment of
Difepee Securily Manual (Da0F 5220.22-
M. Mr. MNazziola refused to guote
paraziaph Fdg of be manual a5 he fell il
was resried” However, he summanized
the secticn by claiming that Sorplex Jocks
comply with the Dol Secunny Maneal for
FECUCLy-Sonas v areas,

3400 weas able 1o obdam a copy of this
“resmricied” manzal fust by asking, Upon
close examination of paragraph 3éo
entitled "Auromated Aceess Contral
Systemns,” we were unable 1o find any
informenen  concerning mechanical
pushburten bocks, The seciwen thal does
apply o Simplex Iocks is paragraph Job
enlilled “Electric, Mechamical, or
Elecoomeshanizal Dhevices.™ Asseading 1o
his section, mechanical devices which
et specified cnzria may be osed S
conleal adrilance e conlralled zreas
during werking fowrs” [emphasis addad]
While thers 15 an =lement of trurk i Mr.
Mazziela's claim, he did et el s that
according o the Dol Secunny Manual,
Sorples hecks may nol be used = the anly

Autpme 00

lock source encept during “working
boura,” In addition, it is celatively casy o
meet he sequirements of the Dol Secvnry
Menual, Yirtoally any combination bk
with changeable combinations, and deed
even padlocks, will meet  these
E.u.__.:_..n._._..nn_k.

Althoughk Simpler claims  that
“thesands of combinations are avsilable,”
in ruth oaly 1085 combinations are ussd.
Anher 1085 combisstons are gvailable
in the guise of “high secerity half-siep
codes,” These zre codes which require the
user o push ong of more bubens oaly
hallway. Because of the exmeome difficul by
in seting ard wang these half-slep codes,
Simplex advises against their wse, &nd in
oast chses, dess rot even nfoem the oser
that these codes fre availzble. Arcsarding
o ane lockemith, “[Simplex] coly
suggssts it For really high securiny
imstallations, Government installsiions.
For the pverage consamer, ey don't wane
anwene to know about a.”

We shodder to imagine which high
aecarihy govemment inslallsixas ane using
Simplen bocks rs the only keck sousce, The
“high security codes™” are an exampls of
ritislepding infoomation beasg used w el
the locks (in this case, o the 5.
government). Moterally, the addinon of
1083 combinations does nod make the lock
considerably mere secure. (10 2170
combinations seems fike a large number,
cansider that & 35 Master Iock has
4,000 In addinon, we have vel o fird
ane single wnstenee where the half-step
codes are used.

We have found thal nomeroud
arganizations vse Simplex locks as the
primery lock souece. Amaeng the guilly
parties in the Mew Yook metropolitan area
are Fedoral Express, United Parcel Service
(UPS). Citicorp Center, Jokn F. Eennedy
[mterpatiopal Airpori. ard the Siale
Lniversity of XNew York at Stony Brock.
Crhers zround the paton oclede Gereral

Autusnn §991

Motors,  the  Siate  Department.
McDonalds, MSA. and the Universiny of
Wisoonsin.

The biggest offender iz Federal
Express, which uses Sinplex locks on
over 25,000 dropbones nationally.
Acearding fo Robert G, Hamilion,
Mzrager of Corporate [dentity [sic] for
Federal Express, “[Federal Express
dropboxes] are extremely secure. As 4
malter of Fact, thore’s probably double the
cosl of secunny bind iofo these boxes than
what's necessary. The ides of having
somebody put somelhing exteemely
mpestant and vital — and it's obviously
mopoctant and vitsl of they wouldn't ship
it Federal Express — in one of these
unmanned recepracles was, I mean
SECUrity was uppermosl on people’s
nirds.... [The drophoses] are like vanlts.”

These “vaulls™ were accessed by
members of 35007 in Less than 1ea minanss
The drophores ase parnculazly insecurs
because Federal Express wees the came
combination For ait of their dropbores in
every slafe an the east coast! 50 by
opening one drophax, we ow hEvE acosss
1 thousands.

Members of 2800 also pained access to
# UPS dropbox = in one shor UPS did
net even bother o change the defaole
combination which 15 set by Sunplex. And
just 1k Federal Express, UPS figuses thas
& single combination is good eaough for
every droghon,

Another B offender is the Slate
University of Mew York at Stooy Hroak,
which wses Simplex locks in bath
dormitory and academic buildings.
Acooeding 1o University Locksouth Gerry
Lenax, “]1 dan't consider [the Bimplex
lock] 1o be & secure lock, | prefer a
Feadbelt lock which operates with » key
iere then 1 weeld 2 Simplex lock., . [
thirk 11"s more of 8 conventenss kaok than
i1 15 a secuiy bock.” When asked why the
cniversily conlnges to use the kek, M
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Lenox said, “[ The universisy] did ool
coizider contacling the universicy
locksmath oo kis eapertise. | bad originally
told theom vears ago when the Shaplex
Lecks wore fiest inloduced. 0o 10 use [Lhe
Iocks] in the dormitorics.” Mot enly are
they being used in the donnitenies, but the
uriversity is cobsienng purchasing 1500
miore foe addisanal roams,

The illesion of security Simplex jx
portraying with meleading sdvemicing =
that Simplen backs are just 2 secaee, iF ol
mare secire, than key Jacks, The sesull of
thig mylh is that maoy businesces,
instifutions, and homeoweers confidently
use simplex bocks a3 the orly lack soopce
despite the facl 1kat the locks are
irferencly insecure. Ever when hockseniths
are conzulied, we kave found that they
Smply perpeluate the illusion of security
by claioing trat Bimplex Jocks are “lop of
the Line™ and that “even 1he Dvpartment of
Defense uses them,” Mowhers is it
menfioned Lthat Simplex locks shaeld
neverl be wsed as the only lock souree,
Even wwore, Sumples is now agpressively
PrsuLLg the homeownsr markel with their
e, Tressbiniial” S0 serics. These new
locke cmploy  Lhe some insecure
methanisn, and are being marketed 1c
Teimany locks,

Bealizneally, Simples looks sre mhore
of & convenience Tock than aoyvihing elee,
They are comverient becanse they do not
reguice kevs and ihe combinalions are
cazily - charged.  However, 1his
convenience backfires when it comes 10
security, These locks are so conwenzen:
Lhat pecple wnd sl o use cdber kocks that
miay alse b present on the dogy,

For those organizations eiorentiy msing
Sionples Jocks, we rosoarnnend falloming
the guidelines of the Dald Scourity
Manual: the locks may Be peed as the sole
leck source only during working Aours,
For home or private use. we srropgly
sdvise thal corsumecs e these logks in
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conjiEeiion with 2 key lock a0 revier as
e sole merns of sty
Hacking Simplex Locks

[mothis dzee i 2 list of & possible
combinidns for Simplen koks. We have
divided the Tist irfo four groups sonerding
10 haw meny pashbuliors are used. The
aumbers listed in parenihozes reler o
pushbatzns that must be pressed togaber.
I you fized that pone of the combinations
appear 1o open the lock, then 0 ey be g
rare instare of a kalf-srep code. In this
case. only e Bast namber (o0 aumbore 3f
they are in pareriheses) shauld be pressed
in haffvay sid held while the kaab nr
lalek s torped. Slowly press in the
rushbutteals entil vou feel pressure. [f
vou Boar & chek then you have pusked the
bottons e oo fer [ all of this sonnds
rontplicated, then yoo are heginning 1o
uncorstand why if s sl Sunples does po
settanmeend the use of hall step ondes, 204
subsequently why balf step codes arc
virtually oever veed

Simplex lecks coune in many diffoicenn
chapes, sizes, and colors, Hawaver, rhe
Twa models thar yvou will most likely soc
are the 900 2nd the LOGD series. The
chacaczenistic features of (he 900 serios ane
five Black Buttons spaced in a circular
Fashion on o reund, metalle eylinder. In
eeldiniea, the YN serics ulilees 3 laich
inswad ol a doorkaob, The LK corics is
ribch larger, with fove (uswally metallic)
puskhullons spaced vertically on a
rectungelar maal chassis. Unlike tee 900
series, the 100D has o deorknch,

Wo suggesd Lhat noviccs allempt the
first hack oo s Simplex SO0 medel, [T the
latch is bovame:sd helow the bullans, then Cre
procedure is a2 follows: 13 fugn the Laich
conlerchaciwase L resel e books 20 enrer
& coatbinatzn frem she List; 33 tum the
fateh clackwise (o epen. 10 the Jaish is
lovaled ahove the bullans ther simply
reverse the procodure. Moke sure the v
rened the Inck aftor vach try,

Andumn 199

Ta hack a 1000 model, simply corer a
combingtizn from the list and tarn ghe
Emob clockwise, You will hear clicks as
vou Lurn the kneh, indicating that the Jock
has been reset Tt is sometimes diffiels to
tel]l when woo have cracked a 1000 model
by simply uening the kaoh. When you do
gel the correcl code, wou will kear a
distzipctive click and Feel less prossure as
vou 1am the knob,

You will fod thal 1ureing Ge latch on 2
G ] _..n_.._n.:uv [=gs wrist mmeation amd
makes much less noise than turning the
knaboon 2 1000 medel, These details seem
trvial until you realice thar you may have
teotuen the laseh or deorkno® a few
hardrad tonees before wou crack the lock.

We cannor siress enough how much
exsier il s when you krova the ranpe, For
irstance, 1f you krew that only three digis
arg ._ummu_m used, 1hen you do no: have 12
wasle Ume rying lour digils. One wav o
fancd il the razigpe o i sland neachy while
s0ne puncless in Lthe code. Yow will
heefr dastmenive cleks whick will give wou
o ides of the range. I wou cannot sland
negrhy ben iry hading a vaice aclivated
Llape recorder cesir the dioor, The laps
recarder will seman oflf wnil semeans
Comes U 10 punch in the code. You czn
Lhen refricye e cecander laler 2l vour
convenicace and listen for the Lelllale
thicks, We find that thkis method only
works i gquiel areas, such as the inside of
a building. Arother way 1o find out the
range is W take a pencil craser and
carefully rub off & siny bir of sebber oo
each of the pushbottens, When someone
Coies o epter The comnbinalion, thew will
by of 1 the: ubber oo all of the pushhsions
that they wse, while leaving relliale 1z200s
of rubber oo the pushbutions fhat tuey do
Caxl g This mathiod works particelarly
well because vou eliminzle puskhbutlons,
“which drastically reduces the number of
combonaticas fat must be tricd,

We lind 1hal cerlain ra 1z0s rond o be
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vsed anore than wlkers. Groep B {three
pushibacions) reads o be wsed in "low
security arcas,” while Groups © and 12
tend o be vsed woareas which seem like
they should be more secure. We have
never found 2 lock which wses a
combinatzon ram Group A. For some
rezsnn, we find that the 1000 series mosly
wees Groap O (four puskhuttans). In
addition, mosl combinzlians tznd 12 he
"deuhles,” which require ar lesst two of
the pushhutons 1o b pressed mogether.
When vou docide on 8 panyular range o
SLEfl with, 17y Lhe douhles first, For
instarke, y (12} 3 4 57 before vou oy "L
23435 We have never foond 3 lock
which uses 2 wiple, quadiople, or all foee
pushbattzas pressod st the same tuze.
Aliheiaph we are providing a 1151 ol all
rhe pozeibde combizanons, voeu may Dird 12
seful 1o invess some time il recoerd
these codes onlo cassells, This makes it
rush easier for one person to hack a
Simplex lock bovause b does mon have w
hiald the codes oe o Bared whale kecking,
mor eross oun the cades 10 keep bizs place.
Acwatknan alio beaks far Jess consproseas
than eheets of peper filled with rumbers.
The cnly drasback to using & walkiman o
that the pesson hacking watl ret be zble ta
Fezar anyans coming foom a distance. We
Find i1 easier 40 hack Simglex locks an
emal] proups. s that cach person can take
turrs, AR evenyone L heir ears open.
Finally, it 1% alwuys goadt to fake a few
lucky shors belore oo initiale 2 hruce
force kack. Always try the defaulr
combiration "{24) 3" before wou tey
anything else. Above all. dor gove ap!
v if vou G2 or gt the Gomlenatxen an
[T ules, you are shill thal much ¢hoser
o Erpuring tlaul We recommend that wea
iz mat sizess yoarself out oving every
eombination in ene shol A few minutes a
day will do jusi fine. and ke thaill af
alueverrent will ke well wosth Lhe wait.
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4213 1216 4 (351 4 1 2(25) 4 411(23) 122) (15
2215 11312 4 [35) 4 2 4025) 1 4 51423 123) [45)
e s i en e (BRI e dies Blan s
! - 1 = s | b1 T T
Numbers in parenthoses should be pressed together) 4751 {12) 45 145} 2 1 1034} 5 13024} {24} {35
GROUPA: GROUPB: 423 1341 5 (234} 2354 4251 13152 {45} 2 3 7341 15024 {25113}
39 130 L8 13511 (235] 2413 4312 (13054 45131 7 {3415 311024) {25) {14}
427 i35) 2 1245) 2415 43165 (14} 23 45) 32 543411 I5(74) (25] (34}
1 123 432 i35) 4 1345) 2431 43721 14} 25 214 s34} 2 5 1124) i24) (12
Z 124 435 (45) 1 #4138 | £325 {14} 3 2 {12} 5 1(35) 2 5324 i24) (16
3 125 451 (45 2 GROUPC: 2451 . £351 {14) 35 417 3 10350 4 13 {25) |34} (75
4 132 452 (453 375 2453 m 4352 {1457 411215 2 (35) 1 14 {28} 135) 112
5 134 453 302 2513 _ 4517 {14153 5121 3 7 (36) 4 3125 135} [14)
12 135 512 4012 1234 26514 4513 15123 6(12) 4 413601 34 (251 {35} {24)
13 142 513 512 1235 25231 4521 i15) 2 & 713 4 4135} 2 4125 {45} {12}
14 143 514 Z {13t 1243 2534 4523 i18) 32 2[13) 5 1145} 2 £3(28) (45} {13}
15 T45 621 4 {131 1245 2541 4531 15434 41212 11{45) 3 12 (34) (45} ¢23})
21 152 523 513 1253 2543 25137 11514 2 41135 2 145)1 15124) 1231 4
23 153 B4 (14 1254 2124 51732 {15143 S{13)2 2 (46) 3 714248 (123 5
24 154 531 3(14) 1324 3125 6124 23114 5113} 2 3 (4591 75 {34} 1124) 3
25 2132 532 5014 1325 3142 51322 {2915 214} 3 3 (45) 2 5 1 {34} {1241 5
31 214 534 218} 1342 3145 E134 (2314 1 2{14] 5 3417} 52 (34} {125 3
32 215 541 31{15} 1345 3162 5147 23145 3(14) 2 35013} 12 (35 {125) 4
| a1 K42 4 {15} 1352 3154 51473 i23) 5 1 2(14) & 431132 14 (35] (134} 2
35 T34 EZ213 1123) 125 4 214 5713 [33) 5 4 C[14) ¥ 45017 21 (351 (134} 5
41 235 (123 423 1423 3215 5714 {2441 3 E{14) 2 53012 2 4 (35 {135} 2
42 241 1121 4 3 (23) 1425 3241 3191 12414 5 Z{15) 3 54017 41135 (135) 4
43 243 {12156 1124} 14372 3245 5234 24131 {15} 4 24013 47135 [145) 2
45 245 {13) 2 3 (24} 1426 3251 5241 {24135 3 (15} 2 25 (13} 17145} [145) 3
51 151 13 4 5 {24] 1452 2254 E7a3 24151 315} 4 42013} 1345 12340 1
52 253 (121 5 1423) 1453 3412 £312 (24153 4 (15) 2 4 5 {13} 7 145} 1234) 5
53 254 11a)2 3 (25) 1523 3415 5314 (25013 40151 3 &7 {131 7 3 (451 {2359 1
54 312 {14} 3 4 (25) 1524 3421 5321 (25} 14 1123 4 L4413 31045} (235} 4
112 314 11415 1 i34} 1532 3425 B 5324 (25)3 1 1{23) & 731014 32 (45 (245} 1
(13 215 i151 2 224k 524 3451 5341 (25034 PRPEIR 25{14] (12} (34} (P45} 3
(4] 321 {151 2 o 2l 154% 34512 5342 1250 & 1 4235 37 (14) 1121435 (24511
115] 324 _m._mm_.__. 1{25] 1Hh43 3812 R 1951 4 32 BiZE 1 35 (14} {12} a5 |3451 2
(23 325 12311 Z435) 2134 351+ 5413 34112 5234 52014 D3N 41123
[24) 341 123) 4 4 133) 2135 3521 5421 34115 12413 53014 (13i/F 51123
125 342 123k 5 1(45) 2143 F524 5473 (34121 1(2£) 5 2 3 (15} (120 (451 3 {124}
i34 345 12411 2 (45) 21456 3541 5431 34)z5 30241 745 (14)(23) (124
i35 351 124} 3 3 (45) 2153 34z 54337 ETER 345 320151 . Nay(Em) 3 (125
145l 352 1241 5 i123) 2154 4123 12) 34 |22} 5 7 5 {24 1 34{15)  {141435) 4 (1250
(51] 254 (25) 1 (174 2314 4125 11 3s AR 5{14) 3 42 (18) 1150123 21134
(521 412 (25) 3 (125) 2315 4132 {12} 43 1351 14 142502 273 (15 115} {24} 5 {134)
1IR3 413 (25 4 (134} 2341 4136 {171 2 5 {351 7 1 17604 14023 1154 {34} 71138
154) £15 12411 (133} 2345 4152 {1215 2 {35) 7 4 32511 1523 {2aK{1ar 4iss)
450 12412 {125} 2351 4153 foouiinied on page 45
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The Hacker Video

Over the summer, military
camputar eystems in the United
Sintes were accessed by Duateh
hackers. One of the episades was
capiured on videotape by 2604,
porticns of which were shewn on &
recent naticnwide television show.
M=t of it, however, haz never been
seen. We sre releasing thiz videctape
2o the pablic 20 that meore peaple will
witness Just how shamelully easy it
iz te get access to military
compbers:,

The intrusion took plece in Iste
July of thiz yesr. The purpose of this
demenstration was to shew just how
eapy it Teally was. Great care wae
taken to ensure that no damage or
alteratisn of data eccurred en this
particular system. No militery
gsecTets weTe taken and no files were
aaved to & disk by the hackers, What
ia frightening is that nobody knows
whoe else has access to this
informetion eor what  their
motivations might be. This is a
warning that cennat be taken
lightiy.

Explanation of the Videotape

The tape gpens with some
background shots of the hacker site
in Amsterdam, Basicaily, it's 8 group
of about five peogle in their twenties
gathered together to mateh wits and
play with computers.

Through & local phone number, a
connection is made to the Internet,
This network ties together zchools,
cerporations, and government
installations arcund the world. By
connecting from one machine on the
Internet to ancther, ¥ou can wea tws
or rnore cornpubers at oaee, witheut a
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noticeable loss of speed.
telnet 152.67.67 20

Using & program called "telnet”,
the hackers connect to the Defense
Diata Metwork Information Center.
[(Telnet enables a user to actually
login to systems all over the world.}
In thizs caze, the particular address is
18267 67.207, a computer which
reguires ne passwoerd and is open ta
everyene. [(The address has =ince
been changed to 192.112.36.5.1 Tt is a
clearinghouse of information about
varicus systems and theit users.

The hackers are met with &
"Whois:” prompt, The computer is
seking them whe they want to have
checked cut. The hackers type
“army.mil”, indicating any computer
on the militery network that has the
ward "ermy” in its address, The
camputer spits out over one
thovsand computer names and
nddresses.

A computer nemed “tracer.
army.mil” ot pddress 192115155 is
chosen ab rendom. (This computer 1=
believed to be located &t Loz Alsmes,
but this has net been centfirmed.
The hackers then begin to try default
pasaworde, like "guest”, "publie”,
"auwep, ete, Mone of thess wark,

fip =n tracerarmy._mil

The next line of attack iz the fip
cammand. By vzing ftp (fle transfer
protacal), anyens can copy fles fram
one sysbem to mnather. Fip is
similar to felnet in that it connecis
to avetems all over the world, But
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while telnet is ueed to login to
systems, fip is _H.._.”__. ._."_“.un_. 1o transfer
fles. In addition, it is not neces2ary
ta have secounts on more than one
spchine in order to usa fip.

The way it works is as follows: a
uger logs inte a machine an the
Internet. Using fip, he connects to
anather machine, which then asks
him for a user name. By typing
anonymeus”, the user is granted
limited mccesa to the machine, The
purpese of this is so that publie files
ean be made available without
having to give out accounts Lo
everyone nesding access,

quole uzer fip
guote owd ~root
gquote pass fip

But this veraion of fip has at least
one mejor bug in its software, By
iesning the abave commands, the
pger iz nat only able to gain aceess to
the machine, but change his
directary {lecation} on the svetem to
the Toat divectory, (Koot iz the mast
pawerful aceount an the system.) So
instead of being able Lo look st a
limited number of Niles an the
system, the anenymoaus UseT is now
able to lack at anything. In addition,
the hackers cen also change
arything, albeit with great difficulty.
This is berause the hackers are not
retually logged inte the system. They
are =l confined to werking within
the fromewerk of the flp program,

At this stage, while the hackers
can read mnd alter sny bit of
information en this military system,
they rranol TUN 6Ny PrOograme, Als,
they cannot actuslly login to the
syatem. But thiz deesn't remsin a
prablem for very long:

Awfuema T

get feto/passwd

exit fip and modify posswd file on
hoime gyatem

Sinee ftp nllaws users to copy
files, the hackers choose to copy the
paseword  file (known  as
“fetespasswd™). This file contains &
list of every user on the syetem along
with their enerypted passward. It is
virtually impossible to actuslly
deerypt these pasawords, which is
why the file is readshle by any user
on the system, (It is not suppesed ta
be readable through ftp, however.)
Ordinarily, eopying this file would
nat ke very significant. However,
aaee the hackers have the file copied
la their home system, they carefully
insert gnather user into 34 Sinee the
system believes they hnve certain
privileges, it allaws them to replace
the old version of the presword file
with their new version.,

The user name they create iz
"dquayle®. In the field where the
enerypted password would be iz
nothing. This means there ie oo
pasawerd for Dan GQuarle’s newly
created pecount. Henece they do not
have to worey about decrypling it
The heckers apparently had
intended to give dquayle root
privileges by inputting the
appropriate values for his account.
But a careful leck at the videotape
will show that dquayle was oot given
any epecial privileges.

__.u.._u - ._"Hﬂ.nﬁﬂ.m_n.ﬂ_,_-._...ﬁ..m_
quote vser fip

quote ewd —root

quote pass ftp

put /ete/passwd

exit Fip "

The hackers repent the first series
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of steps (henceforth Anown as the
fip bugl to once again get rags
privileges, Thes oviginal passwd file iz
now Teplaced with the modified
version cantaining the ficlitious yeer
“dguayle”.

lelnet tracer.army.mil

The hackers reconnest to the
military system, which aske for n
uzername. The hackers tyvpe in
“dauaxle”s Avcess is granted without
o peEsword.

But rool access is not granted.
Inziead, a warping is printed on the
screen ndicating that the terminal
i "ot secure device™. In meny
cases, the syesem will not allpw maat,
ateezs o anyone coming in frem the
oulside. Thiz was what originally
appeared  to have  happened.
However, as menticasd earlier,
dyusyle had ne special privileges, sn
the sy=tern never aven mied to apcess
reot. Rither way, it wonld ceem that
the hackers' ultimate gosl haz been
thwarted.

extt delned and modif posswd e
wre Romne syston

fp -0 bracerarmy,mil

guole usker fip

quote cwd —root

quote pass fp

put fetepasswid

sxid fip

Instead of giving up, the hackers
go beek to thelr copy of the paseword
file, Thev make another accaunt, thia
time with root privileges and no
passward. This aceount they eall
"teor”, the word root backwards.
They omee again meke use of the fip
bug ta "put” the new passwierd file on
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thie syvetem.

telnet tracer.army.mil
Hu Lesnr

Uszing telnet, the hackers ance
epain legin az dguavle. This time,
after the warning is issued, they
izzue a twa letber command ("su")
Tollowed by their new user ("toar')
The su commarnd allpas a naer to
seriteh te the identity of another wzer
while logged in. Tt saves the frouble
of hanging up and calling back inte
the svstem and ie vzeful if sarmeane
B Lwo avecnnks or if tes users are
shering a terminal. In this particular
ce3e, the hepe is that the su
cezmand will rob cheek to see if the
el was coming fram euzsida.

o pazeword is requested ainee
nans was entered into the toar
rotoant, A single “#° on the seTeen
teils the hackers that their mizsion
has  zucceeded.  That symbol
indicates true rool aceess. The su
commiand pranled them root ageess
even theugh they were coming in
from the outzide. Since they were
elready logged anio the system, au
assumed they wers legitimata, Thizs
militery COMLpuLer system
Mracerarmy.mil) is now completely
under the hackers' contral.

The rest of the night iz spent
leaking for interesting bitz of data ta
prove beyond a deubs thas this s nat
a system for just anyene te be in,
The next day, some of the dats iz
serelled threugh. Among the more
ingeresting picces i3 a menma frem
the Counlerterrorizom Officer dated
Jaronry 16, 1991 ithe derdline day
for Iragi troops to be withdrawa
from Kuwait} discussing security
fgzues. Clearly, this iz sensilive
infarraation.

Audurin foog

How Prsswords Are Guassed

The {inal part ol the tspe
illustirates n prssward hacker
program. Using the aforementinned
password file, the progrem comes up
with the most commonly used
paszwords, [nstead of decrypting the
passwords in the passward file, it
encrypls the possible passwords (the
erlerypiion algarithm ie standerd}
and then comprres them to the
actual pazswords, If they malch,
then a pasewerd has been found. In
the example shown (from a different
gyatem), many passwarda are found
in this menner.

Why We Are Exposing This

The hackers respensiile for this
are ot interested in military
zsecrets, It they do recognize the
importance nnd wvalue of the
informetion thed is stered on such

A portion of The videMape
computers, The fact of 1he malter iz
that if these gaping security heles
BTe nob apenly expozed, they will
never geb fixed. Tronically, the bug
that waz uzed in this parbcular casze
iz a Fairly old one that has boen fined
on masl systeme, Why it 2til] exdsted
on ot milibery sysiem iz beyand as.
Dt we do knew et 1his is anly ene
evetam and anly one g,

Corporate computer syslemns alss
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conlinue Lo sperate with security
holes. As hackers, we are concerned
with the Jack of safeguerds that are
being placed ugon sensitive data In
additian to military éata, much
information about individual people
continues to be slappily managed,
Dar credit tatings, telephane
records, banking infermation, and
computerized Nles of all sotte are
apen to scrutiny for anyene who can
FILITE ACoeEE,

We should streza that the vast
meajority of unanthorized access does
nat involve compuater hackera, Since
we have no ulterier mmotives, sther
than the guest for knowledge, we
ppenly reveal whatever we find gut.
Unfortunately, thiz often tesulls in
pur being blamed for the problem
itaelf — econfusing the messenger
with the message. In reality, thers
are counlless instances of emplovers
invading the privagy of individunls
by nccessing eredit files or billing
infarmation that thev have no
business  seeing., Since this
information is g0 easy for them to get
ahold of, there iz virtually na way of
their being debected, And, even if
they were detected, they aren't really
breaking any laws,

Add ra this the inerersing
fragility of sur modsra techna!ory ns
computers hecome dependent upan
ather computers and it becomes
evident that sericus problems, even
cabastrophes, lie ahead, The actionz
af cormputer hackers are, at worsl, an
anneyance 1o zome rather pawerful
peaple. Were we nol 1o expase the
flaws in the system, they would a4l
Le there and they weould mast
definitely be abuzed,

We will sond you o YHE copy for
ZI0 or § hienk 120 fapes,
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protecting your ssn

by Chris Hibbert
Computer Professionals for
Eocial Responsibility

Many people sre concerned aboutl
the number of crganizations asking
for their Social Security Mumbera.
They worry about invasionsz of
privacy snd the oppressive fealing of
being treated as just & numhber,

Unfortunately, T eent offer any
kepe sbout the dehvumanizing effects
of identifving wvou with vyour
aumbers, | oon try to help vou keep
wour Scial Security Number frem
being wzed as a tosl in the invasion
of wonr privacy.

Burprisingly, Eavernmenst
apencies are reasonably easy to deal
with; private organizations are much
mare traableseme. Federal law
restricts the agesvies =t all levels of
government that can demand your
number and a fairly complete
dizclezsure is vequived even i its use
iz wvaluntary. There are no
cormparable laws restricting the uses
nan-government ..._.....mu.:mu.._.z_...nu CRETI
make of it, or caomeelling them ta tell
you anything about their plans. With
private institations, veur main
recourse s refusing ta do business
with anyone whase terms you don't
1i%a.

Zhovt Listory

Hocvial Security Numbers were
introduced by the Seeial Security Act
of 1835, They were originglly
intended o be wsed only by the
Social Secvrity program, and public
BESUTANCE: Were given at the time
that use would be striclly limited, In
18435 Erosevell signed Executive
Order 9387 which reguited federal
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Egencies to vee the number when
cTeating  new  recard-keeping
systems. In 1961 the IS began te
use it as g texpaver ID number. The
Privecy Act of 1974 vequired
avthorvization for gavernment
agencies to use S5Ns in their
datnbazes and reguired disclosures
{detailed below) when government
agencies request the nuember.
Agencies which were already vsing
58N as an identifier were allowed to
continue using ik, The Tax Heform
Act of 1976 gave authority to state ar
local tax, welfare, Sriver’s lcense, or
motor wahicle regiatration
antherities ta uze the number in
order to establizh identities. The
Privaey Pratectian Study
Commizsien of 1977 recommended
that the Executive Oreder be repealed
sfber soome apencies referred bo it as
theit autherizaiion te use S5N= T
don’t knew witether it was repealed,
bt that practics has stopgped.

The Privacy Act of 1974 (5 USC
3%a) reguires that any federal,
atate, or lacal gevernment agency
that Tequests vour Sosial Securily
MNumber has to tell you three things:

1: Whether disclasure of vour
Social Becurity Number is required
o oplional.

2 Whet law anthorizes them to
s for yeur Becial Security Number.

3 How wvour Sacial Securivy
Number will be vzed iF you give 11 ka
1hein.

In addition, the Act sayve that cnly
Federal lsw ean make uee of the
SBocial Beeurity Mumber mandatory.
Bo anyiime vou're dealing with o
goverszrnent institutien pnd you'Te
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asked fer wour Social Seeurity
Mumber, just Teck for the Privacy
Act Stazement. IT there jzn't ane,
complain mnd dan’s give yaur
quiber, I the statement is present,
vand it If it says giving your Saocisl
Serurity Mumber is voluntary, voull
have ta decide for yoursel! whether
to fill in the nuarmkber.
Private Organizations

The guidelines for dealing with
non-gevernmental institulions are
much more tenuousz. Most of the
time private organizations that
request your Socisl Security Kumber
can get by quite well without wour
nurnber, and if you cen find the vight
person to negatiate with, they'll
willingly admit is. The prablem is
finding that right person. The person
hehind the eounter is often beld o
mare than “get tha costamens to fill
ot the form completely.”

ozt of the time, vau can convines
them o wze 2eme other nuwmber.
eually the simplest wiy o refize to
give your Borial Zecurity ._,n_._._._..._..:....n_ iz
simpiy te leave the rpprepriate
space blank, One of the times when
this i=n't a strong enough stalement
af yaur degive b2 conceal your
number iz when dealing with
imstitulions which have direct
comtacl with your employer. Most
ernplovers have no gelicy ageinst
revealing your Social Security
Murnber; they usually believe the
pmission was an nninteniienal slip,

Lenders and Boyrowers

Banrks and credit card issuers are
required hy the IR8 to report the
5342 of sgeeount holders to whem
they pay interest or when they
chorge interest and veport it La the
ITRE. If you dea’ tell them yaur
pumber you will probably either be
refused an neoouot or be charged a
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peaalty such as withholding aof Lages
an wour inlerest.

Insurers, Hospitals, Doctors

Ko laws require medicnl service
providers to use your Socinl Security
Wurmber a5 an 1D number (except for
Medicare, Medicaid, eze.). They often
pee it becauae it's convenient or
beranze your emplayer uses it 1o
certify employers ta ita group health
plan. In the latter case, vou have to
get wour emplover ta change their
paliries, CHien, the people wha werk
in personnel asaume thet the
ermplaysr or insurance comprny
requires vza of the 88N when that's
nob really the case. When my corrent
empiayer asked for my 53N for an
jpsuranee form, T asked thern to try
to find oub i they had ta wse it After
g week they reported that the
insurance campany had gone along
with my request and told me what
pumber to use, Bleod banks also asi
for the nurmber bt ste willing to do
withoul if pressed on the issue, After
I asked politely and persistently, the
bloed bank I go to spresd that they
didn™ have any s for lhe number,
and is in the process of Lteaching
their recepticniets not bo request the
rumber.

Why Use of Social Scourily
Numbaors iz a Problem

The Sosinl Security Number
duszn's work well azx an identifier for
several reasons. The fivst Terson is
thal il izn't a1 all serure; if oreons
makes up a gize-digit number, it's
quite likely that they've picked a
rumber that i=s sssipned to semenne.
There ate quite a Tew reasons why
peaple wonld make up & numzer: to
hide their ideatizy or the faet that
theyte doing something; becauee
theyre not allawed to havé n number
of their own (illegal iromigrants) or
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L protect their pravacy. In additien,
it's ensy lo write the number down
wrang, which can lead 1o the same
problems az intentionally giving a
false number. There are severeal
numbers that have been uzed by
thousande of people because they
were on gample cards ahipped in
wellets by their monufncturers. (One
is given below,)

When more than one person ses
the =nme number, it clands up the
recards. [ somenne inktended tao hide
their activities, it's likely thak it'll
loak bad on whichever vecord it
shows up an. When it happens
apcidentally, it can be unexpected,
embarrnssing, ar worse. How da yau
preve that yeu werent the one using
vour number when the record was
made?

A sepgond problem with the use of
S5Mz oz identifiers is that it makes
it hard to contral aceess to personal
information. Even assuming vau
want somecne to be able to find out
seme things about vou, there's ne
reazon to believe that you want in
make all records concerning yoursel
available, When multiple record
svstemes are &ll keyed by the same
identifier. and ell are intended to be
cizily accesaible to some users, it
becomes difficult to allow someone
peeess Lo =omme of the information
ghaut m persan while restricting
them to specific topics,

What You Can Do to Protect
Fowe Mumber

I despite your having written
*rafused” in the box for Social
Zecurity Number, it sUll shows up
an the ferms somesne sends hack ta
yiou [or warse, on the 10 card they
issuel, your receurse is to write
letters or make phone calls, Start
politely, explaining wour pasition and
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expecling them to understand and
cooperate. [ that doesn't wark, thers
nre several more things ba Lry:

1) Talk to peopie higher up in the
srganization. This often works
simply becavss the organization has
a ztandard way of dealing with
requests not te vse the 58N, and the
first perzon you deiel with just hasn't
meen around long enouwgh to know
what

21 Enlizst the aid of vour employer.
You have to decide whether talking
te someone in personnel, snd
possibly fryving to chenge corporate
poligy, 13 going to get Back to your
supervizer and afect vour job.

A} Threaten to complain o a
censumer affairs bureaun. Mast
newspapers can gel o guick
response. Some cilies, counties, and
states alsp have programs that
might ke nble 1o help.

41 Tell therm you'll take your
busine=zs elspwhere (and fellaw
throogh if they don't conperate}

51 If it's a case where you've
aoiben service already, bul sormesne
insists thal you have to provide your
number im order to hawve =&
continaing relptionship, yau can
choese Lo igoere the request in hopes
that they1l forget or find another
selution before you et fired of the
intermuptian.

If zomeone absolutely insiste an
gelting your Sorial Seeurity MNumber.
you may want ko give & fhke nomber
There i= oo legel pennlty as lang as
vou're not doing is to get something
from a government agency or to
carninit fraud. There are a few good
choices for “anenymous” numbers.
Making cne up ot random is & bad
idea, as it may ceincide with
sprneane’s resl number and cause
them =ome amepunt of grief. It's

)

Auremn T3]

hetter bo uze a number like O7E-03-
1120, which was printed on “sample”
cards inzerted in thrusands of new
wallets seld in the 40% and 50%. It
been used so widely that both the
IRS and SSA recognize it
immediataly p= bogua, while mest
elerks havent heard of it [t's alza
=afe to invent & oumbes that has
anly zeres in one of the fields. The
Zocinl Security Administration never

izsues numbers with this pattern.
They alzo tecommend that peaple
showing Soeigl Security cards in
advertisements use numbears in the
range $AT-65-4320 through BE7-65
45260,

The Sociel Security Admi
tration recammends that vou reguest
a copy of your file from them every
Tew wears to make sure Lthat ¥our
records are cotTect.
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Pages of Letters

Where One Hacker Went

Drer Fadi:

The “Whese Have 5] The [hdiem Sone? articis
in the Sumeser 1990 ience sas redevasl and pemvonally
pawedal mocgh b bridg =i lemponeily oul of the
“eoodaok” ] pdnd 1 am Focrs of the anicie’s coage
of hackers Teubmilting be woscergiale deoma and
reainnp underprrind liks erimdoals.

Conlrary Losome of e slmcors | Bave haisd over
e yeess, 1 was cever pmesed. never had =¥ honss
searched, Tor bad anvking senfiusded. To me LRs
scema ke an aksclule mirecle dor Lo Lhe many
SECULE el baw gnfanicienl people who seened
irterp o pemng trak “harlard Loc Lehar™ Acd ey €
havve zever belmyed the T of Taoke whi wcre then
celegoes 0 wvoid ookds Wik the law,

Fertapes my bedef in Freedem of szooch and s
verecgoenl vickilily, med 2ol aay alleged Degal ens
peepetizared wilh & compirer k2d Sodem, 20 vhes
made e a targed, JE an publidied moy adlicles in
iy P55t over Lhe vei-h There wers & nomber of
alter arlislre dissribazed eleclrenizally, whizh
aller=pled B infoss thewe who wasied 1o Tham ger
ihe vsa and stz of venons sechnalagies. And ef
soimes, e wNiwlen with e Legoon of Do el
T TR The baTeE,

I canrel ey el my cpee had nething 1o do wi
srring UEIes,” a5 being  resegmized  for
sceemplzhmcnes, hasover Sutnox an Bier ey Bive
neet, hid sowme gacficaen. The drme =2 “fic the
cypalem” by izformirg poeple of the imbetarils of
CODPINEr SRS Wi M of § Selnrin wreng e
Zham myp £ g wan heweerr, In mimseped, 1 nslive that 1
was The ene who sceded the Sinlag and noc sha
encarnly,

For bwe and a kalf peam [ did ood e i oeddénn Tor
SAF porpose, this seccambing r she esme Jear that
wan meebened inde astiche. Like Foaclt Decdiss, L
& prisoger of oy ewn hobby® =with the obwinun
duference teung iy [am s Foer peraen Towsll always
Hue wilh Uhe realily Ul s sl Blsgresesing iy
oot day conch o with mee | oever prined mancterly
and 1 never pceed wich malise when 1 uaed my
eormputer sod mederm Vet 1 e wlill Fearfcl §roppose
1 i b owEGn oF 223 oo coradily, the theill of a
challenze, and she enthnsizzm nf Lrping to inlennm
elhers of whoe! was mat Soere, Towax e “spahoce”
eof "esth efminal”

Taday | nse coraposers epari=gly. Like maul
prefle, my comguier see i limiled Lo ansislizp =¢
wids Tashs Ut st Do Ledoos o ds “namally.” Acd
tor the recocd, eavibme 1ok & compreer it e For
siichly Jegel pocposes ondy. [ apprass be gre ot ax
une pekx older anc becemes =ent cical. In my
epinkon, these whe Deld me tbe cliche “orce o ihief,
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alwpvs 3 chied” arg ctveinoaly mizgzided, nafmow
minded, and dalzualing of o eany ef 4 uiale
el np Urereselves, Peopls cin and Jo cheoge,

The Atenila hacker- Fonk, Bk, and AZu— Bave
term o finaoizal
imprzensal Hos s Loy pay the sidmnais fce
lewied zgeli than plos their owa begal fons, which ]
arxume are srlsenamical, when moed enphesen will
0l hire e in theiz Teld of eagemize. oompuber
seienes, dof no elr “Dackgnd” T The ponishmeat
Ao, neok seem B 1A e T e e

Iwecdd be intemaling, e e o bolltiz Boaed thet
disezmsad acking wopkcs ehh seme of the “old tieen”

g have pene unsergronsd along weeh b rewly

k<en sentenced e oa Lifc

iz while senalsing within the teonderics oF 1he
law. But wilt 22 cormeni =i of epoded oivil sighis
id Mg B, sk qoesliane Dadee menlaliy, only
{hyz b ol peaople wookd dgies 3 ndn L

1 wee telsved 1o see some respesfable
besineseoensls wking 3 mand 555 pvervasc's fghls, in
ths %o of the Floeimnis Frenber Fod s (EFFY
Vicrinas like Craig Meldor! graphically depict he
an;nel eksle of alfairc ard bhe need Lo prolect e
Conslincion Peteps the porvines of 2o EFF acd the
surrerl wearenew of sivil Sl abuies B the eson
Bave fmaly acknawiecged rhas | am indeed alies,

T am =l a hacker in ils po s being cwchols,
wyisd nEw ppprosches 1o probleme, pepasding che
rrveleps, ol Tee bewter = e darker soroe i decd.
Farsy dos b Teidr, panly Sue e peosssry, panly diue ta
erlf peessrention, purdly dus 1 the melicalion that T
i b £ fuenily the msand,

Aa far whers has T Tocher pons, 1 heve o Jolr
wear eginceimg degind Thich tork o D mooce ko
fapor yesre parily Soe 4o all 1Ra? lime cpent oz
cumpelar which 32eald Bove heen fpinl RodFa;.
Tofay, [ezend sime hacking eoganesring design
peeddeme. Bl fouful ol ¢ Gen end p
1 s preswecrad from saing angthing roere Perhaps |
Save maid bee moch by,

1T used ba bed Lax Lathaor

Technival Chiestions
Do Jsfik:

Wi wonld 1 pap 52 50 as izain vis sbesriplion
=uther than the 5200 pewastand pris]

e oo compiaining,. b yeur pozes don'l make
sease, Look o e lifmmse sebenrpbion price 52850
Souar iencex o pear means thal il s’ kg o jay
Gor &% prure Abee, why should o corpdraling payy 22008
G 2 walza=iplos tad dn individual?

I em goad b g ¥our magazion oe o0 T el
newrelands, Tepe vou bovemes ws g i Popoome wil

ather bbby mopacine.

P

b L8
Austin TX

Antwmn 1997

—

W kare ki Sp e ar a aerersmasd ot doal
&F g gor N0 ot G e T, B el co Fiiptuly leee
than i peu ol ot dndividua! rate, Wi da thir
10 Here Arecomers Wi ol The magaiied, Mg
pricen tend 5 dEcoursge g had o feing, The
adranisg (s 7o SWOFCTIRAZ are conremicace dad
Plefserr saherrbane pesennly pel Relr Cogler ar
draet = ek Before dey mewssrandy de e o owhy
CorpIe NI SO RGN Tan (adrddunls, v find M
MG CRPAMZETEAE Foquirg 7 subsiialla’ dviaa e
arranon than iadiadecl. Fuschase orders, émpicer,
Liling nediods. ded phane calls are a azmal par! af
thi torsoraTe okl W charpe more fa cover all of
iy aad alee Becaurs maey rorporaifaes Fread o
articier ko painy diffevdn indvidale A specda pore
For walivlred reprodection rigifs witkia da
CFganiZaman i anneily sata bad deal Repardeoag o
ltiner mubarp o, £ driaaly woatid bozie pa o in
Jurd over JF peavs, ao7 85, Far fats mei 1R poial
Lifelime subsrripsear are for thore who waed v and
et erd lo make & Spnifooe’ CoerARANSY B OUr
coniinyed oeransad. Werearnerfor thazs peaple who
i O3 i PR P, Hp wou'd b 2 dpafizandly warnt
Fhase skan we zne eow, W aoe e Woed pa these hed
roule (GF Ay geaeraniy
Raw Dara
[dexr &

L _u.unﬂ.nm...?q 512 aren code (TR g, dialing L
CMF2ESE miursa @ apehen voice reeding the calere
shone zoare, For 3 eseT repenss, Leminals wilz
EL

This & Donow Bell's servize oo BEnomees 1wt 8
B lissezing Lo Lhe suledinler oo ML Liadmes s
randenl 1 suppass iF oo prmt of, they Tl chazge il bl
whys i=e hell.

T ter Wikitant Midpcr

By prisgag i we ao bl pougle Ledee 1T 60075 1A
the fired place 6T AT abarss rurs'y az reavea for
ik e ciizaged
e FA0:

[ thzgir 1 wpnld ehare a few findings [ hese
cipncrermrad aheel the lane didder cosvecssn 3o & red
1. The ool bow woecks fine Ber Jong, distanee aalls 4o
wilier grea cosdes or enlls pateide the immodois LATA
I am calling froen. Heewswi, 1 Eive Toond ther when
one placis o boog diwance call to o rearky town Ut i
served D the s Berll Dperabng Cospany (2000 26
the one | am eallizg froo, The Dooes OF DoF DEgERED
il ' all. ¥om 22w have b boep in mane sy ton
i meinedly prquized brform Lhe ACTS co=paler ia
sabarfipd, Mamy pecple Think thid if Tesieise of T2
magnelic speakor Uil the phone and ioa b o,
Eut of that were The cose, roex alf cale, oven thees
outside of the acea code you are aling Tromn would
bave problems wilh Leaes registering. | thiak 192
preblem i thet the boced BOC eqzipmeont ie more
wersilve 2 the equipemenl need oo long-Raul ATET
Iocg derarcs rale fome sopood usisy e dpader abon
1727 thich wver the phane peceiver or halding the wd

Aptumn Il

bk abwccs 12T pway From the e verdur poduveish
regislration. This dods po ey wok & hmalie ando
B CUNE 0 BESTIE pocirie registreling of.all ol e
Lo i1 4o Fomre the aall e be pocied by & T8 T ekt
the loce BOC, Simply dial 1035538 4 Ldothe pliact
nezer won pre callmg. This Genios the coll borby
handled By ATET aad the 1ones will regiacer
woccritely. Femember, 1200 i Sorealls 1o soachy lawize
thal are sereed by the same SO0 Cial o are chlong
fror, heE it doma'L Duel Lo ues 3oall 2 e, Adss, [
haws Feusad thel | do mor bewe 20 msem ace Teal rickel
W #2d on wuh, Tes zay not be coel = 0l wrcus of
the LEA, B o mime weorcn indmc South! 1lave talbsd
for ax miach an &5 il willinl XSSO ANy Al
e, Redl dding O3 bescs! hs for & bl eall, 1aimply
o oo Lrenerk & geacier bt Jiai "0 T epsenuier. When
she cames on, [Tl her that 3 'L sbemn 00 el 2
Incal muemier T ish to 2all. L esk er oo dial & far =
SR Ut pone seems o b malfonclonimg. She thea
dinls [l acad ieCe me Lo i=serl the qoudes. ©then singly
bep ®

Al 1 ihoogts 19 tell yeu ateul 5 chrup-ass
COCAT ompaar called Cnin-Cell oxccilisg in
Fouiziara. Thoy have ez OOOUTE placed ot Bonger
abaces and arher Jocwisos Tomeghoot Eoddans, A
oz keow, the 214 wree eode splic v anle a3
Wheseved yos oy 10 place a dzivimade eall o
azyahere n the S03 arca codde Foan (hene TR,
e damon phooes oo nae take the cail! [ zeu=s thawe
besiprd shink von sre Eving o disl o 15900 o3 1 am
rol mlking wbwat eying o phreak the COC0T. Yo
canne; dal o kprmale el de 002 po e Bow Fo
wink L pay) A pood pecznagne 1o mes o theee Brpe of
oty -hargey cocperatioes i %o simply deslovs the
phoae in my opinice. Soper ghue e bock anc nein <ol
o peevendt apy Fasher revenee beizg made By the
ererparry. Tl the reccives ol the shone o poesibie or
con e ploce Drer oming trvis the QOOOT. o recens
dalksd o COOOT esmrrer bl Be sakd his phaces were
sxireinely secsihive to 2ghining and eloctnesd slom.
1Tz e2c arptims there wan o slenn in the oewby ane,
bz had 1 check b DOO0Ts w0 be Femzthe nle chard
o oot pearl 4 ! [ ome soddd pieue B gpetaker
«f the phane with 2 sharp 240l wod thed oonasct o
Sevzee §och i 1 Bbbrozhc Bpark lighler Heo thuns
vengl oo sarling karbecce D, i f0e2d protably
werew op Sme mule charl Suve boUd o0mns a0l £ fer
[E=SH

Arkansis Coln Uodleckor

The only rearsa those CODUTE ane mar Saling
iate the B8 @red code T decause ir hana’l Been
préreda T deee sk pel T e beleew desliapieg
v CORTOT b R selution G PR Eroddos, we'al ke
ra knew wial pos Raed @ldaved for e o ATaT
vxtage. Perkagr fovelesg oy sane of fee ..5_.:..__...
Waile s Bads of “relwioas” may eabe you feel
Rerer, iBey rvaily doa't e eved ) ke pavoe 2 probien.
CWOT cwndrs noed 20 2 A2l acncantabs, furt e
e pRoas campartes Rt many of wr oeed B8 b
vz o the prodivns COOUL oagers are Lamard with
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Becasre £ff wefur praclicwr by Lhr phoar companin.
CCAT T 2oa'F Raed SOCFTT B2 2k Fgmed afCAASLERN
thar “rrpalar” poyphoars g0 Thergfore, all of the
frchnedoge miasT 8o Badll dars the phaar fuefl IF A
sysrem was reaily faie, rhe Nillag gag rosding
inprmatca woald xod be roatrelied by a compaay
thal alsa eadrared parahoner, Clvicwly thar phoacr
witd gof prafereangl maatmend et e prherr il
s, If'x in thar ieteresl of B phoor companica o
maks COCOTr ar paappeatey ar poscibie. Think
el Wb N AT Bk od D 0o g,

Dear 2604:

As = of 1zr knaw, she $00-0 133255 ANT dema
bne (Aceem Togic Techrelagios, Fort Worth, TX} i=
s i deryvice, Bul oalf Witk & prase myoal {vedeel
call o the sades ol B IT-EVT-S529 o ndenn them
cint yoor “pocensad AN cusiomer” wuld ke o lire
dema ol dueir AKT syulem dcflvam, and their office
wet posner MO, wha 2l b mre allos AKL soesE
Sor w desbgraned pericad (usoally three boos o1 & Gmel
FPrebably nol wilkaol MO Secerity lnggivg the
caTlbeyuenl. Thes, Uhie Sraw e soine ippechariinn i
this oeted

A Edbit of irds on Access Logic Trchnedegicon: e
prsiadesr (Foe Saler) i b Voo Chairsas of the
Ezard for the Tandy Comocntion. Mow Sak s o very
infereeding itom

There is ver aaccher procedore for ANIL
Fmecrgency 24, a rationwide slarm meniloing e
in Chicage, ki twe BOD sccess Eacg: S00-242-0911
weekdaye and GO0-447-8168 weckssde. Upon
SR, i T Oerel oF B g beck e rrmter
you o Fakrp from, threagh BO0 ANL Te alleviate
medgicion, you =iy Dies sl Lo B pedled oo "seded
Saparmem voce mad” and yoorsall vl ke inincated
al et poist e gore the call is Degged somewhess
wit ATAT. Tee AN works regandess of wheiber the
call . Fopct dial oo epimler psaivied. Thiss Do 0D
ziesbers ke ATRT providsd, and the AN] Tlormason
= pocoscd dopie the reatizp procodore. Placing e
eall throegh ol Fee casdieg el i pasee end
TN

Bellenre has @ sew pioblicilioss Bitsg of ek
npka” “The Cewlog of Tecznbeel Infomation™ & &
most for ooe's bookzhelf A call to 3052 1-2873 hoe
been cahlished for & oepy of their list=y and for
crdcra. Teltone Cerporaticn of Bomell, WA bis &
elecam Design Solstions Calaleg™ for fres with »
eall o BI0ALE-FTIE. Sorme inlenslisy “wpplicalion
notes™ can ke foaad ol e emed of fais moher flck
wipply cabilog

Finally. 3 toeple of qeerice Any madem kzow of
any melheds ool there b Meck De A infofmalios m
A0 c2lla® The servrec i avaclable 1o gll 200
subseriters, enher wih irderzal call-trscking aoad
reporizzg formals A pht Sowes Lo eperator-alatica
aceea. Foo thies arcin wheore ANE 3em50es 108 1 el
wvailabie, 1t seoms Jewsible der ) Codfld bedoros an
Boi-sanvace sbecniber, fuva the OO resnole-forsand
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T Just recemtiy mecrived my sl sowce o 2600 pal ]
enjrped i very moch, However [ wes dsmayod o ese
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the pesson whase bea seu oo
CpEnE Mo URIrmRT, O R
Cs dEleje, eavr i L=, Lr
e spges Tor

wpweasihe Upon Tyes

Englasd

W fua drnerg doa oie docan’l work da day o she
FOL Fhonamae’l spifoms wd bame 82 0 pocs o

A Syfrzencies nan al L I

There are many ways to send us
letters. Our fax machine can be
reached at 516-751-26808. Our Internst
address is 2600&@well.sf.ca.us. And for
those of you who prefer the U.S. mail,

* our address is:

2600 Letters
PO Box 99
Middle Island, NY 11958
Letters may be edited for brevity or
ﬁmu._umﬁm not printed at alll Anything is
possible.
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tidbits

Tou wonld think afer all of 1he
commalion about privacy wvasien and
fack of secarity that big corpocations
waald bogin to learn something. MCI
can therefore be defined a5 learming-
dazablod.

Yo may have seon the ads for deir
Friends and Family Cirsle gimoick
Basically, wou get your friends and
Facmily 1o sign ep For MCL Then,
whengwer you call s (assumug you
oo have MOI, vou can save on the
pegular rates, Inoz way, MOCE has gollen
their custormees fo do their selling tor
them. That part is sctually sather slever.
[n Facl, wi've even heard of families
putting the guilt mip on relalives whi
pefinse toosign up with MOL

Bur where 3CT replly messed up is
wirth fheir RO FRIENDE update sorvice.
This rumber exicis so that cosiomers
can check the staius of their czliing
circle — Fmd out wha's curnently onil,
wha's heen deopped, etc, The touch tore
sorvice would ask you o Key bn your
telephone mumber and then, 12 verily
that it was really you, your Zip <ode!
OnwvionesTy, whes you know sonwhody s
phone number. figuring ot their zip
code Tsn't all that difficule. Yel this was
(e galy bil of secudoy slarcing in the
way of aryere having acodis 1o
customners” Frequently daled numbers, 1
made 1o difference if these numbers
st I thew showed Up on your
calling circle. anvbody could got them
And, mot only (har, b the relanooship
of the prople in your ciegle was also
cod, Example: “Your wife at
S16.751-2000, your brother-in-law al
HIFA5A- 1417 and sooon. Uhee could pet
quite 2 bt of infermation an MC]
custonsers rrther qusekly

Aplyemin 8

We had a hit of fun with this oo
WEALs Off The Hoek, the weekly
Lelecommunicalions radio progiam in
Mew York, We densonstrated tee sbeurd
security live on the sir and reld
everybody o call MO o complain.
Apparenily they Jdid breause U s35iem
weas quickly changod. Now you neid the
las1 three digiis of your accosnt ramber

o werificalion,
EX L]

Thase of wou sbll mouming the lizss
af The variows BOQ AND numbers ¢dn
ralkoe combort in & braond new number
that's meking te rounds, 102 ot an BN
qupmber Rt we're trld wl doesn’t charge.
However the mumber won'l work from
payphones. 115 10732-404-953-0654.
(Yol might have o dial 2 1 before the
4045 Tr will caly work with e 10732
carrier access code which 15 owed by
AT&ET, And for some reasan. the
recording seems 1o always add 1he
stupnher eight to the end
T

1t had Lo happen eventeally, We
Furally fourd a 900 pomber Giel o' 2
bad deal. For 1,50, you cen call G00-
541712 ard ot oa Teverse lohng o0 @
plione nurmber, assaming s listed,
Telename ol Spompficlhd, ¥ A has a
dalghase of over 80 feillion numbers Ll
e lopsan operators Ul answer dan’l
iry 1o kecp vou on for @ long fime. {11
TS5 confs a

woll di sty oo the onsk is
e The eely disadvantages ae that
niuntkers ane only a2 updated as e o
rocen] pleas ook from Ut region and
the serviee moonly stalled frem & am
oo Vastemn poe, Monday theones
Friday. However, wi bear that ihny w it
be aclketatod belooe kg
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USPS HACKING

by The Bevils Advocate

The United Swtes Podd Offwe (USFR)
1% jusl like any other systenn. [Lis hiege and
camplicated, with s of acronyms and
technical jergon. Tr s riddled with
incooststencies, and s prose o huniag
ereor. Most importantly, it beckons t be
eaplored by that vory sane bumch whe are
5o fond of coeative explonation: Hackers!

POSTNET

The Pastal Nuneric Engading
Technigue [POSTRNET) 15 a har code
ayslem initiared in 1983 w0 kelp zcoclerste
the sorting of leller mzil by apfomtared
equipment. The terom “FISTHMET™ refers

the addod values egual eleven. [n this case,
b umber reprasentad is zore, PFOSTNET
also tncludes 8 checkswn number zt the
erc for the purpese of emee detection, You
can desermine what twe checksum nusatbe
should be by adding the nombers of vour
ZIF = 4. The lest digit of the resulling
sun, when submeered from 00, will vield
the: checksom nember. For instance, if
volr ZIP + 4 = 11953-0752, then the sem
g L1345 30 Te 542233, the last digil
of the sum is 3, and the checksum i 10-
3=7

The VEPS encourages companics 10
prepriot the 1P + 4 POSTNET on

o 2 bar code
w hoioe Rl
TEprEscnia
zither a five

This POSTNET encodes 119530752,

. . __u usiness
_______._____m_..____..____:._._.____:._.___.___.____ f eply mail by

offering
reduoced

digit ZIF code, or a _._m_._u...._.m.mmq FII' + 4
cade, POSTINET 15 most often proprinted
on bursioess or courlesy reply mail by
busineszes, POETRET can ales be jer
spraved on envelopes thal are processed
by an Orprical Character Beader (OOR)
machine,

POSRTHET conswsis of a combination
of 22 long bars and 30 short hars, The 52
bars encode 4 nins digit ZIP + 4 code pluz
o checkswn number. Learning 1o read
POSTIET 15 pasy for anyone faouliar
with binary. The lial and last bars (always
loig) are pusde bhers, ond play 0 pert in
delermining the encoded ZIP + 4. Fach
grivup of five bars after the first gieide bar
represents one ZIF + 4 oumber. The groop
consists of 4 coobination of o long barg
and theee shoet bars, The position in (he
groap has a corresponding valve. The
values from Feft to fight e T-4.2.100 A
£IF + 4 number s obiained by adding the
valaes of e positians conlaining the ovo
long bars. The anly sperial case is when
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restage rates. The advantage of using

POXSTHET i3 il only in savings bt in

specdd, Letper mal that uses POSTRET i

pracessed faster and more acourasedy than

il which doss not vse POSTNET.
MARK

The MARK facer-canceber serves throe
purppses; 13 It cineels and posimarks
letter maik; 2} 1 areanges letters so rhar
they all face jn fhe seme dicection; 3% I
reparas POSTNET letter mail foom masl
that soes pot use PMOSTHET,

The MARK unilizes fNuarescent and
risphorescent detectnrs that eoable @ 1o
diteed the presence of minute waces of
phasphar on - sthmgs,  pre-slamped
pastcands o envelopes, and meter marks,
The MAEK is aleo capable of derecting
preprinied Facing ldentification barks
{FIMD.

FIM

Ulpen By magazane andd vou will fingd
businzss reply mail cards inside. Mearly
oviery casd well corlaie 2 BFIMV, These ss-

Aurnmn 99

N Yar vodes are muech tabler than
DOATHNET. met nor pearly as wads, They
aze localed al e wp of the cad. just k0
of the postags area. The MARK
pecoznazes four tvpes of FIM:

| 2 Liter wses POSTHET,
ol peeds postage. Used
for caurlesy repiy mail.

FiM B [etter dngs not use
POSTHET., and doos e
need pesraze. Thed for

trsinces roply mal

Ledter vees MOSTNET,
and docs nol need
postage. - Used o o
husiness reply mail,

FIRE

Letter dpes notb gse
FOSTNET. neads
pustage, and is (ICRE
readable. Used for
courlesy reply windaw
enyvelopes.

FIM 13

I

Husincss reply mail that
us=s T'IM B or FI
[imdicating thal no pastizge
15 MECEs2aTY 1 milksl alsa
v Lhisg horizockal bars
ta indicare thar LISES
must ocllect poslage from
the husisgss 06 which ke
mail is addressed. The
b zicital Bers ane ocaled
ra the dghe kand sade of
Lrer carcs, ared 2 low cleris
O easply e thess canls
in a tray full af ather
ke,

Auiunn f¥f

The MARY first checks 10 see that a
Lener has poatage (sLxmp, meletr mate, or
FIM). Aller passing this test, the leker is
Lthen cancelled, postmarked, and dizecred
[ ane al =:ght hins has=d vpon the
aricntation of the lether and 1he proscace of
POSTHNET, Fear of the eipht bus are foo
POSTHET leter ntal, whebs the other foas
Bins are Par mail tbat dnes ot use
POSTHET. Each gronp af four bins
accepte letters  according e their
orsentaina. Berase letlers can enler the
machine right sude wp, wpside down,
hackwands, or forwards, the MARE mast
have o bin for every possible orentaton,

The MARK alsoanifizes & finth ban for
lesrers that are repeted by e mackine For
lack of postage. For example, o 2 leter
dhzes mol fBave postage, and the letler dines
ot have FIM B oor BFIM © findicating that
ro proslage 1% necessary ), Lthen the leler
will end up in the reject bin. Sometimes
witers thal do bave lepzbmate poslages may
end up an T repect bin, I 8 slamp s o
placed 1 the upper nght hand comer oF 2n
civelops, then e MARK S swnsers may
ol deledl the phosphar, 2nd the letter wall
ba repoced. A clerks manaally poes aver 211
af the sepected letters individeally Lo
derenmnues why hey were ml processed.

L.5%

The Leter Sorneg Machine L5k
was firsl used by the USHPE in the lare
1950"s. The huge semiaulamatic heas
regizires a procp ef nperatars @ sic Le foont
of tewelve cansales while Letters are
FApping by al a rate of one por sooondd, The
machine seiomancally posmons a leter i
frent of an aperator, who then has one
aozond 10 Key i the Dol three digils of the
FIP coda, The lesrer is then whisked FEay
o ane of several hendeed bins socording
to the Eeys thal wore depressed. [ an
oporanae fails te ke 1z snylthing then the
Lotter will go to g rejecl.bin and will
evenluaily be fed hack into the LSM. [Fzn
operalor happens o key in the wrong
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code, then & slight possibilin exists that
the n._mwh,um_u.i_ lesrer will be caught by a
clerk baefore i ic shipped. (Mherwise. the
tetter will be deliversd 1o 1hal locataen,
whepeweT it may e, and will evenpially b
dehvered back agrin,

L5M places a marker on the back of
every Letter that i3 poocessed. The marker
consists of two alphanuomene syombels.
The firsd symbel s alweys a letler canging
from A o £, The seoond symboel is either
a Jener ranging from A to O, or a number
ranging from | ot %, The marker can
therafore e one of 31% possabilnws, The
marker may alio be one of several
difTerent calors, m.._._uc_._.m_.._ the color dees
mot indicate any wseful informalion.
Sccording e LISPS LSM operalars, the
marker indicates which console processad
the l=Her. However, this infarmazion is
Frizly eseless becepse we =il do nod know
which specific LSM processed the fetler,
The USPS pses hundreds of LSNs
nationwids, arxi gach of those [LS5Ms has
iwelve consales, [ am uncerizin how tp
transiale a specific marker mito a spectlic
console, nor do [ erderstand why tha
marker can be one of 319 possitalities if
Lhere &re only [welve consales.

119

The Bar Code Sorter (ROS) poocesses
POSTHET letier mail. The BOS 1s
thecefore limited 1o soning anly hasiness
reply imal and olker high valume mail
which incorporates the POSTHNET. Af a
sarling raie of ten letters per secend, 1he
B 15 wonsidered slightiy freter than wear
sverzge clerk, The lesrers st b properly
pesitizned and fed into the machine
aranaelly By an eporapor. This as
accomplibed by stacking rays of l=ters
received from Lhe MARK onta a leeder
unit, The cperator does net have 1o
properly position each [etter becapse the
ferners received from the MARK are
atready facane the same way.

MLOCE
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Tke Mulliline Uptical Characler
Reater (MLOCR) 1 the Latest and mrsest
advanced machine in the USPS Leller
soffing arsenal. This millian-dollar
monsler 15 capable of reading all of the
lines thal comprise a lester’s address. It
ther tekes this informaiion znd compares
it against jts own iptemally stored address
dereciary. Finally, an approprniate
MISTHET 15 el sprayed on the leper so
that it can be furtwer processed by a BOS.
The purpose of the MLCCR is therefiors o
spray POSTHET oo liers thar do not ose
TOZTHET, =0 that they can be processesd
hy a BOS.

The adverlags of the MLOCE g that 1L
can delermine an addrecs even iF parks of
the address are iliegible, ircorract, ar
missing. For tnsrenos, if comesne forpeds
r inclhade 2 AP code, or ases the wrong
AP code by mistake, then the MLOCE
can sfill deserming the correet Z12 eods by
comparing rhe sraer, City, and stare with
ils opwn address directory. 1L will then
sprav ihe letrer with the comect XIP + 4
oode (the MILCCH will always try Lo spray
ihe lerler with o FIP + 4, even iF the letler
uszs 2 five digit XIF code).

LEarly (JCHs could orly resd Lype or
clearly printed handwriting. In the near
future, however, Lthe MLOCE will
recagnize soripe as well, The MLOCE 15
capahle of readicg the address even if it is
skewsd {i.e. printed at zn angle}. The
MLCCR does not have the capabiliny of
kmowing whether o0 nor & leirer alicady
kas POSTMET, nor caa it soct mail
secarding ke POSTNET. Therefors, in s
pussible [ receive 2 letler Lhat has lwo
averlapping PUS THET bar codes.

Like the BCS, the MLOCE enly
recopls raws of properly positioned
machinable letters thal must be fed ke
1he machine marzally by 2 aperalor.

Mlail Hacks

There are at least thoee things that

everyone Familiar with the TEPE would
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like po Qdo: 13 Mail leters far free; I) Geet
thexr letpars delivered gaicker; 3) Find am
why il Lakes 50 iong for theit lellers 1o
ArTIve.

Free Mail

[t is nat difficult for someons 1o mail &
Ieteer for free. [t ie, however exicemely
difficialt o mazk many letiees for free. The
USES s always locking oul ee mail Fraod,
and has an erdire agency devorsd to just
thas task Evenf a pood madl hack wocks
onge, 11 15 pol hkely o work of used
repealediy. Therelare, il you are reading
thie zrtichs with the intent of saving money
by tricking she LISPS amd matling kHess
for Bres, shen vou would do befer o gove
up oo befooce you are busted. OF course,
anvone with even Lhe shighlest wla of
curksily would want iy know some of the
1 v s,

Perbaps cae of the oldest scams in Lhe
book is to switch the destination address
wilth the relum address arkd mal the leller
witheur pestape, The USES will then
relizn 1be eller o als “sender” loo poslage.
OF covase, Gue USPS 15 pol that supad, and
thag Irxek rarely works ler nonbocal meait.

A much beller mad hack would be 1o
s & Jaser prnter o puoet a FIM B onoan
covieloge. The MARK will then real Lhes
leseer Dixe 4 bosuwess eply el cacd, ard
will mor pejec 11 bor lack of postage. OF
eourss, the problem wilh this lechaique is
ihal & waal carnier will almaost cerlzinly
nubice e mussiyg poslage belore the feler
even gels o a MAEX. Therefore, voo
wauld have 1o tundle this leller with
another Retter char has posteps, place the
letlzr with postape on top of the
Hlegirunate Jerter, and e a robber bard
burdle them Loegether. The mail carrier
will mesl disturh this bundle, Ewendually,
the Bundle will reach o General Mail
Facility (GMF) where clocks quickly
separazs bandiles co g corpeeyar beli s
extremely unbikely thar Biey will poioe Lhe
illzpiiumare erer a0 thas poant. From the
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corveynr Bel, the Jerier wd] joumney i the
MARE. Orce the MARK processes the
=tcer, it is unlikely that snyooe wall notice
the missing postage unfil the letier peaches
ils destination. The final obatacle 15 the
mail carrier that will physecallv deliver the
Ledrer 10 18 desunation. AL this peint, the
better 15 posimerked, 50 one can ealy hope
that the mail carrier is nsl oo CHIEY,
Fazt Mail

Celing your berers nasled guickly is 2
much beller hack than rging o mail yoor
letlers for free. Mol orly is it Tegal hot the
Tesalis are guaraniced,

Mormebly, a lewer reaches a MARE
whers 0 s processed and seat 1o an
MLOCE. If the address on the envelope is
readable by the MLIMCK, then of 15 jet
spraved with @ POSTHMET and sent o n
BCR. (rherwise, Lhe lelter is rejecled and
senl L an LEM. The one thing yoo really
wand to avoid is ._E..._m_._ﬂ vour lagier
pracessed by an LK. The aperators who
run these machines are nolariaes far
keying in the wrong code, causing your
leiler b jormey ol of it way io srange
and exntic parts af the counry. Mever
wrile the zddress on your envelaps in
serIpd unless yow wank b delay your beller.

{hne way you can gpet your leilers
processed quicker 1% [ have your [elers
ship some ol the sleps 1n the sorling
pracess. The methad involves using a
lager printer Lo print a FIM A and o
FISTHET on an eavelops, The FIM A
will Emsteoct the MARK to wreat the
envelepe f: couriesy reply mail. The
MARK will look for postage, whaxch you
Lave thoughtully proveded. and then send
the lelier tnio 2 bin wiath all &l Lke olher
POSTMNET mail, This mail will chen be
Placed inoatray and sens directiy fo 2 BCS,
skippang the MUGCR and complerely
sveading the LEM.

By wiing POSTHET, you are 12king
advanluge ol the same muliim:llan dollar
eguipment thzt is used by husinesses,
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Aokt Bdveniage o wing b method 13
that your Jetier will be procossed eatirely
b enachines. From the moment your beines
caters the MARK untal the momeat i
lzaves the BSC, ra cherk will see yaur
lettes. [n addition, the LUSPS will he
pleased with your ereative vse of dheir
multimzllion dolar mackisery.
Anail Mail

BNow ikt you Enow what happens te
your leller when you mail 1L o0 can g
this infeomation o delermine why 1L lakes
s0 dong for your own mail tnoamive. The
nextl fne & letter comes in the mail,
anatyse o for telltake USPSE markings that
may pive you skt weo bow the ethor
was processel, |1 the leler has POSTHNET
an 17, then you knaw hat the leller was
procissed by an MLOCE and 2 BOS, You
R then repd the FOSTNET b make sure
ihat it represents your KZ1F code. IE the
POSTWET is incorrect than that would
ceriainly sxplain why your ledter was
m_w._.w.._..n_.u. Yoo shauld alse hip e lelie:
over and look for L5M markers. Yao
should rod see any mare Lhan one or Dad
markipgs, 1F the kack af your letler is
covered with them, Lhen yvou know thal
vour Jerter probably had guile 2 jourmney
whipping back and lorth aravnd the
cauniry hefare il reachked you, Beep in
mirel shat it is not ureseel for a letber o be
procossed by both a BSC and an LEM.
Mat all GMFEz use the sam= machinery,
and the awverags Cliak CRR SCOC® UR any
leter, even of il 1g processed by machines,

Further Readiog

Tar those of you who ane nterested on
learning more aboul POSTHET and 1he
machinzs that process mail, we sugpesl
rhas wou obfein A Guide to Susinery Mail
Prepararion, The pamphlet & produssd by
the LISFS (Fublicalion 2%) arat 1s av adable
frez-nf-charge o all business cusloomers.
Yo can request a ooy through the ma:l
by wranaing o 1his eddress:
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hMarkenirg Departmen:

.m.ﬁw_..__.uq Mail Services Lkvision
LIS, Posta] Services Hesdguarters
A75 L'Enfant Pleza 3%, Room 5541
Waslarpron DUC, 20260-6336
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We designed the FIM A and the
POSTRET wn this envelope using
standard desktop publishing software.
A laser prinfer was wsed to print the
two harcodes on the presiamped
envelope, If we ever decide 1o mail bis
better, it should gef hack to us with all of
the speed afforded to courtesy reply
mail.

Autnmn £901

Thiz information was oblained from A Gulde o Busingss Mall Preparatian {PubBcation 25),
Uze theze diagrams to design your own FIM and POSTHET.
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PSYCHOLOGY IN THE HACKER WORLD

by Condor Yoodstein

We are all descended fram a
surcesslu] tribe of 13 1o 530 Runter-
gatherers, =0 it is o surprise that
we fall inte categories, Mythologists
cizll them archetypes: the Orehan,
the Werriar, the Wanderer, and o
ant. The Enfercer is ra mrchebype, a
genetic peraonality type that exists
i &very society.

AL ils mast extreme, Lhe
enfereement perssoality 1s o a

5

perenoid schizophrenie, unable to
distinguish friend frem fae. In
Americe, these types are {ideally)
ferreted sut by [nternal
Investigations. In other places, thesa
crages tule the naton.

First and foremost, Enforcers ane
capvineed of the rightness of their
ideaz, Philosephical daubts are
unhesrd of. I the legislnture were to
make hard-boiled eggs illegal,
Enfarcers would parsue people who
sell and consume Rerd-boiled cggs
with the same vigar now devated 1o
hackers, In this sense, the Enforcer
aetually shews an emazing elaslicily
of Balief, The mere passage of a bill
into law. @&ill re-organize the
thinking & the Enfercer-

Az a corollary, the Enfarcer is
incapable af learming o from
pxperience. Wa matter how often a
belief is proved wrang by physical
evidenee, the Enfereer claims that
better equipment or toupher laws
will salve the problem.

Williare J. Cook is the federal
prosecutar whe busted Shadewhawh
and whe stepped the presses al
FPhrack He teld the tele of how he
nailed Shadowhawk in a magszrine
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celled Secarity  Manogement.
Reading this pericgival provides en
insight into the mental mechanisms
af the Enfarcer.

“Uncavering the Myastery of
Shadowhawk,” by William J. Cock
appeared in the May 1993 issue.
Caak explains haw the hecker got
inte MWATO, Air Farce, and ATET
computers and thea says,
“Shadewhawk's method of eperation
was based less on genius pnd more
on uzing passwords, wser tips, end
hacking technigues learned from
hecker bualletin boards”

The ahave is an sxample of denjed
of genina. As p progiEmmer, ¥ou
“now that other programomers do
things well thet you do nat and vica
versa., Tou have no problam
admitting that someons alse is
srmarier than wou, Thiz iz Impassizla
fur the Enforeer. It i easy 1o toke
Cank's statement sand maks it ints &
Wazl refuratien of Relativizy:
“Ernstein’s theories are based less on
goentue and more on Newkton's
calewlus, Maxwell’s physics, and
tenzer algebra learned fTom ather
mathematicians”

“Naing Time co the Telepheons
Line,™ by Langlerd Anderesn was
published in the February 1890
iseuwe of Fecurity Manogemeni.
Anderzan i3 the communications
director of The Communicasions
Fraud Contral Asacelatisn in
McLern, Yirginin. In cotlining the
many  ways  that  telephane
comipanies are cheated out of their
revenues, he explaing the *code
calling” frawd, perpetrated cn ATET
my tracking companies. “The caller

Autumn J¥]

would ask the operatsr to place
coalect onll for Fred P Jones 111 The
call wauld be Tefuzed, but the neme
was & code that let the compsany
krmow 8 driver has hslf a lead in
Mashwille en roote to Kansas Ciky.
Thiz would go en 24 hawrs o day,
seven days o week, and the cost in
ATET operater tirme was incredible”

Thiz iz an example of denial of
appartunity. ATET defined itz own
svetern, et by faking advantsge of
that system, these sTucking
cormpanies commiibed “fraud” in the
aves of Che Enforeer.

It is alsa an example of funnef
vigton. Tricking companies were not
the enly ones who benefited from
thiz insight. Salesmen calling heame,
callege kids, millions of peosle tosk
advantage of thiz losphele in ATET
policies. The fact that ATET
survived sugmests that thess cosis
were already boilt into the phone
rates, Perhaps we are to belisve that
thiz activity leapt inte sudden
exizbtence in  19%0  and  only
divestiture saved the company,

Yot another example af this
foaned vision comes from Brian Lk
Costlen’s *Cracking Dewn on the
MNew Safecracker.” Mo, it ten't &
reinearnation  of  Richard P
Feynman, it's an autedialer that can
spin 50,000 combinatipns 1o 30
hours, The article surrourds an ad
far combinnpiion locks by Srrpent mnd
Greenleaf, the company  that
emplava  Costlev, Thie blatans
example of feathering one's own nest
ig last onthe Enforeer wha passively
accepls the olfferings of sny autharity
figure, Simple arithmetic would
indicate that the S&C dual-dial
combinaticn locks are only a bigger.
not impenetrable, barrier, I s
almoest hamerous that the S&G ad

Al TR0

relies on regizterad trademark
phrases: *wpwepraoct and
“reanipulation-preot.” [Think of how
eoz] it would B2 to pail & sign te your
horie that save “Windsor Castle x).7)

Dezpite the image of the Enforcer
wha is  dedieated o facks
ipromulgated by police preocedural
ryeterieal, the wuth ia that at some
paint, the belief structares of the
enfercer can anly be proteceed hy
VEEUETIEIE,

An example ¢f thie denic! af
nhjective reqlity can be found in
“Thefendinmg Against Viros Artacks”
my Beymond G, Bammer, the depuly
diteczer of the MNational lnstitute of
Standards and Techmolegy. The
article appeared in the Maw 1590
fesne of Security Mekomement,

How does one defend against
viruzes? WNo anzwer ig given, The
article alludes to private sector
sslukions, bus nene ia named, The
artiche describes commithess, studies
anpd news Teleazes, [n Tespanse o
the Ianternst Worm (he ealls it a
"wirue™y, the NIST werked with the
Departrment of atense ard the
Wational Becurity Agency. Bather
than creste ComputeT pregrams, they
created snother commities which in
turn warned somputerists about the
Columbuos Day YVirves of 198D bt
failed lo provide any prodaets.

For many Enfarcers, this divaree
fram realily eventoally manifests
itself 65 prroroir, A perfect example
of the denisl mechanismz invalved
comes from *Headache for the Hest”
by Marlens M. Tester, Securify
Maoragemend, January 1990, The
article is R complrinl again=l A3 NEw
protocol in data processing — file
trapafer frem PO to host.™ The
authior aleo zays. "A thorn in the zide
of the software industry has been
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public dermain zoftware... In the
past, these saftware packagea have
bmen available threugh PO network
bulletin beards and pirate data
reprodoction services... File transer
pretocols ere entering this secter of
the software indusiry.... Unlike other
public domain packages, this
soltware cornes under the guiss of a
different name — ‘nonpublic demain®
aoftware.”

Tester’s solutions to the thrent of
file transfer prolocals are te forbid
users from movnting such software.
Failing that, if users sre actually
permitted to load programa, then the
gyaten: administrator muost “print n
hardenpy of the protacal and review
it far logic bormbs or time bombs,™ If
she can read hex code that wall, |
admit she i= smarter than 17 ever
he.

Prajection and trensference mre
psvchalagical mechanisms that
menifest themselves strangly in
neurclic individasls. Tester uses the
phrese “foiry tale existence” pnd
aoruses oannarmed persons of

cleiming thot unnamed security
people are “paranad_®

._u."_.._...;.:._::._m nat Lte name nnmes,
Tester alludes ba “neme-hrend
protone] systems” that are safe and
reliable, but doesn’ name any.
Tester closes her article with the
paranciac’s manifeste: “Hast systemns
have & good sefeiy record. Thet
safety record must be maintained at
all costs." Wauld Tester draw the
ling at exccuting cne Eskime in ten
if it meant that mainframes would
be zafe from virnzea? You can gaugs
the level of reality derial by
conzideriog that, as a woman, Tester
is a “host.” She fears “mounting,”
“penectration,” rnd “infection® and in
fact, “has a hesdache,” If she would
fare these fears, they wouldn't
appearin her technical essays.

You can 2ee fTom thess exsmples
thet the Enforcer is a terrible
servant and s fearful master. Only
the  stromgest  judicisl and
constitutional restraints will protect
America  from these deluded
individunls,

2600 has meetings in
New York and San
Frarcisco on the first
Friday of every month
from 35 pm to 8 pm
local time. See page 41

Page 40 2404 Magazine

for specilic details.
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2600 marketplace

2600 MEETINGS. Furst Fridksy of the moath at
the CRiverp Carzer--Froes 5 108 pan in e kel
near Lhe payphengs, 132 E 5300 51,0 MY,
belween Lex & Ird, Came byl doog off aimicles,
ask ppacslion, T2 FE6-TE1- 0900 foe pave mif,
Fayphone mambers ar Cricorgs 212-223-8001,
SLE-233-8607, 212-K8-00a, 212-308-3 142
STavtings also take place in Sam Framoisoo st
4 Embarcaders Flara (el santinp al § pm
Pucdic Time on the fust Feaday of the mooih
Payphene numbers: 05 3HEGR0L S 5 0.
WANTED: Schematics asd dara kits Tar
felephane lms voice scremblers. Prafer digita]
Taits using, LRES cnirypLdecnpe algomha, Lok
Zey i be waer changeable From estericr of uea
Please send priceddamails vo AG. Mords, PO Boa
24T, Long Beach, ©8 W H-4482,

SPY SHOPM CATALODGELE: Packed with
sl ilvans, personal and ﬂl....un.... proteation
surveillznes crusaniners in ki foom, tekephane
daps, bugs, soun gens, room menitors, decoding
devices, analyrers, covers macking syvelems.
et sprays, suller 10, people recers - find
anyene anywbiere! Deteclion sysvems, Lap rap,
voire chanpess, serambkes, secure phoges, and
much more. Send 85 check or money arder o
Rug Huwters, PO Box 78, Depe. 26, Skiorckam,
NYOUIVEA FAN 3150200772,

WILL PAY 310,000 fer “mind radic”
compuler progran Lrd sederalis, Call bike at
F2-533-435L

KN WHIFrS CALLING! The Call
[eennitiey has the answer, Trispleys callsrs
phore nomber when vour phooe fings, Sare
phene cueabers wirk dsie and 1ime of cabl.
HTR.95 0 310 off for 2600 sehszribers.
Surveillance Constersnresillance vquipment
calaloe 55, Minfature Surveilianes Transmiter
Heas 33905 ppd. Woice chengers, scramblers.
vehiee fracking. bog and phovee mp kdectors.
baaks, videws, ele. LIRFE., PO Hoy 337,
Budrale, 5y 14226, (767 86010470

AN SLPPLY softwere and compuler
Bardeare of any kimd helow whelesale paoee, |
any heking For sales peonle. [ you can Fevl o
bayers, §wall work el a percentage. Wpacl
lik= to cou esprad with hackers & Secmerland.
_U.n_.:.._..._._u. Fapan, and France. ..._._._u._u.n.r._”_.. wiarh
pocess W sleslh o lechnokaey or aocesa oo

ALefun

Los Alzmos Matianal Laboratory in New
Megico zndior laerenoe Livermiore Labs in
San Froncizes. K. Hendorsea, PO Box 265,
Agoare Hilks, Ca G100 41 B-559-E351.

THE LITTLE BLACK BOOE OF
COMPUTER YVIRLSES. The first bovk an
how Lo writs thens! 7% pag, salt cover. aith
ull [BM BT sowrce code. §14.%5 posipaid, oo
ask yoar local bkt to eoder i 150N 0
SI40F 0200 American Eaple Poblicazions,
Buog #1401, Tucson, AX 35717,
TECHNTCAT SURYEILLANCE
COUNTERMEASRURES, commupnicalions
rnzineering services. Boss Fogincerng, Ine..
1204 Hope ¥Yalley Courl, Adimzigws, MD
21T BOG-LIS-DEDUG.

COCOTS FOR SALE: Parfect wosking
conditsan, rerwerd from: service, Credin card
only type, Bas card reader boill into oeit.
IFIMF, 12 nember speed Sial. 380 cach plus
14 <hipping Call oc write for nfoo Bill Fogess.
2020 F. Charlesten 3lvd.. Las Vegas, BV
BE LD, BOD 265 8500 (0005 352-7 45,

TAP BACK TSSUES, complete sei [z 1
91, high quality, 230, SASFE For indox. infa
on other haldings, Kobem [1, 1206 % S,
Wamsnase, WES3712,

TAP BACK TSSUES, onmpilete el Vol 181 of
QUALITY copies frem aniginals, lacludes
schematios and indexas, S100 pasrpail Wia
L'F3 or First Cliss Mail _H.Um_u.. of 1571 mu___: T
adx e “The Sacrei: of the Linle Bloe Box” 55
G Dange BAZE wil cents of slamps. Pere 3,
Fi¥ B 4483, Mi Laarel, NI DEDSS, We are
the _”....._._hm__.._:

Marketplace ads are free (o
subscribers! Send your ad to:
2600 Markeiplace, PO Box 99,

Middle Island, NY 11953,
Include your address label.
Ads may be edited or not
printed at our discretion.

Deadline for Winter issue:

1715192,
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MORE EXCITING PRISON NEWS

PLUELICATION DENIAL KOTFIFITATAON

TITLE 3F PUBLICA TEM 2600 Hegkps Ceoarfaply - Saeiss 1390 YA W]

I he shoyve pebhcalon has been seviswnd and deniad in acoondance wils
Secton 349 olthe TOC) Rees and Regyialions for tha reasonis] chiecked
bicliove

| (a1 Pubbzation conlaing cosraband
(] .“m.u_“ Pukids a_ 0 CONEEING Nl mAsion .ﬂm.u“..._.u:_-_m the manlachs

_n_._._._wf.. des. “_-...u_ Io m:r zve & breakdawn of _“_:mn. 5 ::nrmr
AR S i funs a_n. TP O ris.

"”n__._ iz d=inimatial to prisonasrs .me_n. alion because i
woud encoursge deviale crirsinal sexes! behivior )

0O (2] Publicaleo cottaing malanat on the seting uo and cperation
ol erirninal sshemss o how ro avaid detscticn of crimins!
schemes by lswiul aulhodtios chargod wilh B respanstaling
fer detecting such ilkgal 2oty

REMARKS _Faqes &, %, &, 3, 3), 53, J6 a=d 17 condedn infermmtion o izfecting

pomutars with vienses, o Page &3 gantafes  [nfereatian on wisusisg,  telepheng
g TpTent Th WEER .m._._...,__"w A AE -
Afcos aet aualify _...FP:EE

o ._.?n o ﬂann. w_.,..., appesal
m ._.mnmm Department of Criminal

:.__._
i _n,_u __._ n taa |2 weeks of Ihe date
m.uﬁ_..__._.,_ bl
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oty
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Our magazine bas been called just sbout everyihing under the sun,
buf this is 4 new one On us
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more conversion tricks

by D

The Radic Shack rad box converson 1
the greates! nH..__._._“_..._n of a remarkzhle
coincidere that I have ever poms across,
The fact that the fimeang of ihe
macropracesser inside the device and the
tarne parr for Lthe EXTME asterisk when
cpesl Ip cTEates a _._n.._ﬂ._u.. H..nn_.n_...n quarker
0D S0quesics 13 beyoed lucdk. The entwe
comverann s porlry. Thanks for the grean
work, boah Claylan.

Being lhat the Looe dialer itself is such
a nice prodect {[ helieve it is, feature for
fastuge, the best prodact Radie Shack has
s offer, considoring mast of whar Radeo
Ahack has io offer sucks and is overpriond
amyeaw] Tdidn't want 1o fust convern maone
into & red box [ wanied to hevs the ned
bexx soaes s will as the dusler cazabilines,
Aince reading the conversin article in the
Autmnn ERD esee of 2430, T have come
ncross & f1ie caplzining how do meke 1he
Tonversin but incorporating o switch 1o
select between Lhe bwo dilTerent frequency
crysmals, enahling bach toach tanes ard a
red box. Une thing [ didn’t like abaat the
lile"s decign is that i1 had wires coming
aul of the back af the unil fn the Llwn
wslals and the swilch which were all
eporizd gecthar 10 1he back of the uni
Ugly. I managed to fit everything peatly
mside b 1nit,

The fuwst thang [ d2d was file the Epon
the babton of the §.53534 Mbz crestal fush

wille e rest ol i case 0 pove 4 lower

prodile. Lockone al the cieit boarg with
Ll Brattery comparimenl lovwards you. ]
remoyed the serew on the upper GelL-bard
side mear the rwg splder pads and diode
and pur the cryelal in dhar area. 1 also
reduced the solder on the lower pad o
make the shphlest B0 more oon for the
1 soldered are Jead of the 55336

orystzl.

Aufymea 199

Mhe crwsial {exrended with a piege of
witey Lix one lead of he 3.575345 Mhz
crystal. 1 then soldered the riher lesd o
the op Log of the SPDT switch and plucd
e coystal o place with some seper plue. |
then desnldered the athor lep al the
EA79545 Mhr crystzl ardd .“.E__m:..:...h il 1o
the boriam leg of the SPDT switch.
Finally, T soldesed & jumper from the
middle e of e switch b the lexd inre
the micropoacesser (Lhe lead that ons m.n,m.
pf the 3.57954% Mhex crystal was
ressnldered from 1ot a sl in the side of
the twa halves of the case (the side
sppasite the ONOFF and DIALSATORE
switchesh and plued rhe switch in placs, b
works like a chatr,

The £.5326 Mhz crvetzl can also be
ardered foonm Radie Shack, By the way, for
3495 esch, [eouldn’™ menien ibis of o
weren't for the frer that Foe's Elecrronics
wanted o charpe oo cigh bucks shappang
ami handling zlone oo a cash order,

I alsn discovered that the tone dialer
can be comvered o generate the green hax
“coin relern” lone. Keplacing  Lhe
3.379545 Mhr crvsad with aos that has 2
walue close oo 41521 ke (Lthe czloulated
value} will cause Lhe pound (#) key Lo
gererars freguencies close enough o the
LIS znd L7040 Elx presr box lones (1{8]
and 1713 in actezality]. Making Bus mod B
the dialer aoildn’™ sulfice beczose you
wotild srill resd a way 1o pererabe eilher
260 Hz or D004 1300 Hz {ibe “operalor
release™ signaly i oodir 10 send 1he preen
o tone, IF someone can Gguoe out how
corpacale 2l neeied green bos MR
o the dialer, 1 would Lixe i hear abowt
Lo weaald b a nice cempiemer! o thi
red B

Readers, Plegse read wr. vour
CAPETIENT oF G eAperimenals v slace
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useful unix programs

by Marshall Plann
THIS PROGRAM LETS YOU SEE WHAT
AMY WORD WILL LOOK LIKE AFTER
ITS CRYPTED. THIS IS PARTICULARLY
USEFUL FO-R THE HEXNT PROGHRAM.
KinclUide o hee

MR AN arY)
i e
chear *anguli;
[
if (arpe=2}
print*%s'n” orypiagv1 L argvi 2]
else if (arga=1)
: printi*is'n’ ceyparge] 1], ),

THIS PROGRAM WILL ALLOW YOU TO
LOCK UP ANY TERMINAL ON A UNIX
SY¥STEM UNTIL THE SECRET WORD I5
ENTERED. IM THES CASE, THE SECRET
WORD 15 DOG. THE WORD 1S LISTED IM
ENCRYFTED FORM, OTHERWISE
AHYONE LISTING YOUR PROGRAM
WOULD BE ABLE TO SEEIT,

_..r

save thiz 88 “secrals” and

Bpa "maks Secrel” oF "oo SeCMEts -0 sesal”

b0 coergplia,
'

Finchude «sidio hs
Firciida «sysioct h»
#Fingiuga ceknal bz
#induda <pwd hoe

FEr{args argv)
int erge,
char "angy;
£
stuct sgttylh basks;
shon flags;
char sijE2):
ki

" kgnore all intsrupts thal may try
ta meas up this program fike ~G A2 °f

as they ara hit frem the larminel ™
weliflans{stding, TIGGETR, sbaske);
flags = basic sg_f=gs;

Batic sg fags |= CEREAK:

bixsic 53 fags &= ~ECHO;
iest{fiano(stdin], TICGSETP, Shazic;

oz
& procmpt foc the irgaut *f
Ipdrifi stdous, "Enter Secred Word"|
Mushisbdout);

el e input untd a retum
o & lot of keys ana hit ¥
Sar() = 04fi<31)84( [stfi) = gaichar()) k=
&

™ erminasa the s¥ing
strfil= *0;

S~ acEnowladds that you hawve
recepted tha retumn by echaing il
y

tprintsideut,"n°);

™ repeat untl te werd
“. has besn enbered *f
whiledsrormplenptey, hi'), higBherCpTy-
1

 rersiora tha mrmina back fo

e orghal sedegs ™
panic sy flags o Hagse,
wclfiancsiding, TIOGSETP, &basic);

" da semathing with the secrat £¥ing
beizrir, | just prind it out. ..
you could have fun with %

Fprntfy shoboat, ™ w5 e'n®, =1r);

e bt}

!

Sahd i an artichs and gei 3 free subsonipton?

borfl=1 5«33 sigraliie s, SHE_IGN)) - 2600 Editorial Dapt.
PO B 5%
 shut off echo and recoive ey shokes e RULELC
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2 1145)
3{148)
141234}
5 (234}
1 (2748
4 | 335)
1 {245}
F (2454
1 (345])
2 1245)
{1234]
{1235)
{1248}
(1345}
(2345}

GROLIP D
451

12345
12351
12453
12435
12534
12643
12452
134256
13524
135642
13245
12254
145213
1£53%2
14235
14253
14252
143256
152324
16243
16247
163224
15423
15432
21345
213254
21453
21435

21634
21643
234561
234165
236114
23641
23145
23154
24513
245211
241325
241513
24361
24315
25124
25143
25311
25314
25413
25431
21245
2126514
31452
31425
21524
21542
32451
12415
32514
2754
22146
32154
345172
4511
24126
341562
22261
14215
5124
35147
36241
35214
35412
a4
412356
41283
£13582

11325 (12/4 35
41523 112453
41R32 21534
423215 N2164 %
42351 (130245
42513 113254
42531 1131425
42135 (131487
47153 (121674
43512 13154 2
43671 {14238
43125 &} 2R3
L3152 (1412325
43215 (141352
4325 11452 3
16123 14fa3z
461372 (b1 224
4213 (161243
4231 1By 32 4
45312 115134 2
45321 61423
81234 (16432
51243 (231145
FE1324 225154
1342 (231415
21423 (731 4 51
1432 (ZHE14
2314 (23521
52341 24135
22413 (241163
32431 (241315
EZ134 1241351
143 124513
E3412 241531
23421 (Zhl 134
53124 (5114 3%
53142 251314
R I |25V E 2
Eaz741 2ak£13
E4123° (251431
54133 340125
E4313 [3dy152
Re231 {34215
E4312 1321251
54321 341517
1213245 31521
(12125 4 135124
Awtumn J97

(351140
(36 & 14
[ZE) 241
{35) 412
(354 21
451123
451132
45 213
a2 3
451312
451321
31zl as
F1215 4
4012125
41121532
Sl 3a
A
201345
21 E4
441225
4401352
BO13 24
B4z
1455
453
F{14125
anage
B4 es
E{14)3 2
A LA
{151 4 3
INEe4
316 42
4416 2 3
L1532
Ti2314 5
10(23) 6 4
4 (2315
44335 1
(2314
BiZ3rdn
1(24) 35
1{id}E 3
E{I415
Fi2415 1
Giz4113
BI1Ed4) 31
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1025034
1(26) 43
3{E5k14
2425} 41
40250153
2025131
13435
T35 2
23418
2034151
Biddi1z
B3I
1435124
1035142
F(3EI14
2135141
$1:mb12
41435 71
1(46) 22
1450z 2
2{a513
245131
A48 2
ERF AR
34415
2501214
4311215
£E512) 3
Eai1Fi 4
Sa401243
2401315
21214
1813 %
45132
B2 (134
F2(1312
2301415
2E{14) 3
334l e
2142
3211413
531412
23{15) 4
241015 3
201514
40161 F
L716) 3

Page 45




43152
1403305
15231 4
410235
4B (231
B1(2314
B4 (2301
1245
16242
3102415
FI6(E41
5 110(z4) 3
5202401
13 025) 4
142513
3102614
34 {2601
4162613
432611
17134} 6
15134} 2
21103416
753411
£ 1434} 2
5734} 1
1235} 4
1£ 35} 2
213514
F £ 435k 1
4 1 {35} 2
4 2 {351
13|45} 2
1244513
711453
2 3{4501
2714652
24801
345012
3540121
4354121
4 53412)
Ex4{12]
B42{12}
245131
2544131
4 254131
4 5 24{13]
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524013
547013
FAGE(14)
2B 3014)
F25014)
352014
23014
532014
23 41015)
743018
374018
342010
42 3415)
4 %2 415)
14 5423)
1644230
415423
4 514231
5141231
5414231
135 {24}
1531241
A151241
3514241
5151241
5311241
13 41251
1 4 2125]
31 41251
34 1125}

2140365
24135
412 (35}
421 (35)
1231046
132045
2131048
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231445} (231 1145)
31 Z {45} (243 5113
31145} (240 3 {18)
{12102 1240 1138)
{i2k3ab 4 25) 4413
{12H4543  [2BY3 (14
{93248 (251434
{13h425 4 13 E12)
{13445t 2 12402 16
{1&p 4236 [34) 112E)
{18b {230 3 [35) 4 1120
{18+ {332 (35 2114)
{150 423 &4 (36) 1{24)
(154 {33 (4B 312
{15} 4342 (4B) 2(13)
(230 {14} 5 (4B 1123
[Ex) {1504 3112 (48]
[Fzh{asd 1 4412 135]
({131 5 E{12) 134]
(243 {1833 2 {13} (451
(243 1285 1 4 {13) 125]
(ZEI (1304  5{13)124]
(#Ei{14) 3  Z2{14)(35]
(Zei (3431 31140 025]
B2 5 5{14) 0231
(B (16 2 2115 (241
(3diiz5) 1 31015 0(24]
(A5) (1204 40151123
(35001422 11230 (451
(35002401 4123 (151
(MBI [(1202  B{X3(14)
45101302 1241 (35}
(45102301 31241 (15}
(121 5{34) 5i(24) (13!
(121 4 135)  11025) (34}
(12) 3 [45) 3 (25114}
(131 B [24) 4 (25013
(130 4 |Z8) 1034} 4250
(1312 (451 7 (341415
141 5{23) 5 (341
(141 3 [25) 1 (35248
(141 2 [38] 20350 {14)
(161 4 (230 40350 {12
(15121241 10251423
(16) 2 [34) 2 (45H{13)
(2316 (14) 3 4GH{TE
(231 4 (15} 112304 %
Antwme 190

1123154
1124135
1124163
125134
1125143
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TIME TO RENEW?

L Ec.m bwummmm LamEn mﬁm s TIEE TO RENEW, Voo

i md.mtﬁbﬂmﬁm ﬂw .ﬁuw T SEND YOU 4 BUNCH EJ
REMINDERS OVER AND. OVER AGATY. WE DON'T BELIEVE IN
HOUNDING OUE (FOHMERY BEATERS. S0 YOU COULD FIND
TOUTASELF WONDERING WHY YOU HaVEN'T SEEN 2600 I8
THE LAST FEW MONTHES. UNFORTUNATELY, WHEN THIS
HAFPENS, SURSCRIEERS USTALLY MI8S AN ISSUE BEY TH2
H.mﬁm THEY FIGURE (TT: T'S HAPPENED AND IFF ¥YOI'TE
EVER MISSED AN ISSUE OF 2800, YOU ENOW WILAT THAT
ENTAILS. DON'T GET CAUGHET SHORT. RENEW BEFORE YOUR

© LAST ISSUZ ARRIVES 80 TEERE WON'T EE ANY GAFS.
RENEW FOR MULTIFLE YEARS 30 YOU WON'T HAVE TO
- WORRY ABQUT THIS QUITE S0 OFTEN. AND FOR YOU
CORPORATIONS AND INSTITUTIONS THAT TAKE FOREVER TO
PROCESS PURCHASE ORDERS, CONSIDER A LIFETIME
a:munmhusﬁz 80 YOU'LL N2VER HAVE TO DEAL WITH .__,ﬁw.
OF TEIS AGAIN.

TTTTTT

INDIVIDUAL SUBSTRIPTION
0 1year$21 O 2years’$38 0O 3 years'$54
CORPORATE SUBSCRIPTION
Jd 1year350 L 2years/$80 I 3 yearz/§125
OVERSEAS SUBSCRIPTION
a1 year, individuali$30 10 1 year, corporale’$es
LIFETIME SUBSCRIPTION
0 5280 {you'll never have to deal with this again)
BACK ISSUES {never out of data)

b 1984425 U 1985825 O 1986/825 O 1987$25
0 1988425 0O 19897425 O 1930/325
{OVERSEAS: ADD 35 PER YEAR OF BACK ISSUES)
dindivider] back lEsues for 9958, 1368, 1990 are 55 25 asch)

TOTAL AMOUNT ENCLOSED:




