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Where Have All The Hackers Gone?

This i=-ona of the mare CamEGn
quastans ciroslatng today, Only B et o
yiary aga, things seamied yary dilfenant
Heskar bullatn Doarcs wooe gwaryatiare
Knmadedon wit spraad resly ona 1 Thde
al tonles, From teeghone eitches o &l of
oo latest operating sy tems Lackirg badk
1 &l saamed 5o maipcal

o whal has changed? Two things
praTarily. G raturally. I8 tha lechreogy
iregll, Antiglatad telephone eglipment k=
rapidly Dacomirg & merey, tba saplaced
ky slaek, madarn parrphernalia that o
oiten seems o miss e point enilrely.
Somaulers are SacoTing inoreatingly
ritegratesd inbo our eseryday Ines Tha aibar
charega, howaver, i Mo trouklesama. Tha
peropdes whio maks Up our Leile CoenTiLnity
wia Bacoming efeciad by the drasé(fen
measures ¢ a misguidad few who are
detarmined b rd tachaology of hackers,
ppparenthy at akdst any sl

We've soen MAnRY inaccent paople

dletimizad in countiess hackar hiants:
Eull meoard eparaiare whio allawad
hackers o communicate hade reqastadly

found Shemestes The targels of s by
govarpmant Bgences, Evan thilgh they
Famnahies worg (ot Nackers 1 happsnod
s LT DL SYSHETE oporatar in Johy o 152 5.
Orhar examples indQse parenis falkirnirg
harae ha End thalr froat Soors smashed in By
e Seeral Servior) Heir ohild baving: been
suspactad of balpg 2 masker: in soma
caxes, no charges wera gver Hed el mruch
that khad been canflfoalad wWas Gever
rgtuesnad, kMare face posns From e
Birw Yorkl Siate Polos fordsed thedi Wiy into
5 Manhatten spaftment - Rppar antly
Laafavireg that the Dest Way by Al Qi £
hygtarical perant was 1o raeal their
shetgun, Mot sirprisingly, - elitin 1 Wk

{he absurdities and indignitlas hal
decent peoola R Besn SULEERD b e thea
cogrch o weed Ut e hackers LOUD fil
every page of thiz publication. In the
beginnlng, it was gasy 1o iaugh whan
sonlused govemrmant azents canlsorbed
TV zats mrd folary telephones. Bul tha
fiood has slowly e chengirg ever the
yaars, Poopis are really geling bk e
Chdans pre being taken cul of sohosl snd

Page d 24u) Magetine

ik 1o prison for guch oPeress oS copying
files, sccassing systems that had ro
nesswerd protecticn, o Jusl baing
veschmvous, U5 reached this palnt whea
thasir %eetmes” aea vhewed by SOMA RS TEE
worthy of punishment than erimes of
mleris, primarily becalss of ¥we patertal
b damage if ey dacided 1 ba malickEs
Tha 3ol that the oveswheming rmajorty of
Packers ana not malcous 8 simpl brushao
alda ms b5 tha weak sacurity that sitws
RSy fOTass B3 S0 Many.
s co't BRy WETR SL XD B wonon
asc it became clear that our courts wers
primarfy interested an proteoting Corporabs
5 il was cnly 8 mater of tme beiora
e e an payicny A nedwy oo,

Lets araming the fadcts, Anired
cannol taka TRW 1o court bacay
collect parranal data on tha 0
withgut hisher permissan. But TRW can
claity jts privacy was ¥iciated il 2 hizches
Hgures out hew to aceess the system.
fronically, most people didn aven Knaw
what TRW was doing untd hackars reveaked
e Ry bk in 1RES

winen [ERTS Prodigqy recertdy wies fourd
to baye fauvlly softedre that gave 1948
appearance thal they weare abhs 1 read
parsangl Hlos- £ Esars LOMmpLaers, [hay
axplained homealvas and awnrybody
fetaned, Bul m hacker found with 2
cormerata docursnt on Bl system B ogen
o ok Iudany, Ve pssamed thatl ba was up
45 na posd Bnd he S rested e s crimirral

Bl Sauth s atle b pot pesple n jad o
akelrd, brumsed up charges. (The Alanta
hackers were imprisaned for farely
gormssing 8 sysiem hat hac na passwid!]
Yeu Bal Sauth 5 caught red-handad bying
Shieil 1he vaile of & gocurment tnooart {The
o1 1 dosirment that theay drimed was wath
£00,000 was actugly worth Sss fan 15}
Tha fidetous pricing schema tey vse o
Justily ther acliores [revealsd on pags 5] =
sed withaut gquestisn. Bul il arn
friual whose e has bean shatiared by
fhis corrughion wishas 1o bd Lo pesraabad,
e soon learns how impossible jLstoe |5
brcoening

Anain, erg mne cogntess axampies of
cafpofabe "privacy” being profecisd 2t tha

i
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dapansg i rdusl Nbarky, 175 & vary
frighiening Scaneng & wa e 1D wono
b koo it will take dor mansireant gacioly
to sess thip threal, Mow e wa e i the
workd's ofly sUpeipower, what o vl Wl
aseryie e CHERl STy T

AR ol this is a B much Mf the avllags
hackar 1o 1ake, 's nsl surprigeg 1o ste
pespte keeping & low profile Bul jnerlia
cannot ba Sorghan, Things are changeg af
arouad Bs ard by allowing whal & chamdy
wipng 1o Bka plhob, We ana 35 gullty as il wa
had G0 & oursa ke

Frochom of spoech must be preseced at
anv post You can 558 exercne Tl Aght i 4
wery magninghul way by runfing & =l T
B dlgtin baard where gk Tan QIR
freely. ¥ou may get your door kicked n il
SOVEIRMmEN] agenls or Corporale securiy
pecpia don'l bee o widerstand whal s beig
s, You may gel & fle Slared on you. B A=
& rizk yau musl be willing L2 taka. Alar all,
what is the abematee? i we ciinue cowh
thi pred, romriaiions on shesch and aseambly
wil axtand beyornd the wirkd Of complers &
nio our averyday Ives. i registration of
Blietin boar g with E1d Qowermiend Decomies
thes O, NEWEEAPET &0 magasnes wil ba
real, H you doult This, NS B8 Eaci thal
there are mard Aectrons NEwspapears ared
MATArNE S SmErgnG Svery Vaar,

Adminecy, & lot of ws ara really oy
ntaresied [ hearni raiu SEnse not o
sab ivobeed in s of this crap. Bt the ot is
thal wa haye becorma pEwns in & MU
farger game. Te submil to UnSccER
farms Aand rameln urdargravnd ke
sfminals i e worst thing Tt Ce0 happssn
1o e hacking Cormmrity

Wi Bave 19 afceniuate the positive
alements that once wWore 54 Doemirn A
wall as an Inoresse in boards, we want to
ceg more people wiiting from e hacker
parspectiva, Tha hurdeds of legardary Tias
St varks pperating Sy EheTsE el 1o b
Uadaied and rewritan, Thare arg an
incredible number &L o5 writing 1o b
tgckiot. There aro ako many poeopss who
weanl 1o lparn about teshnakegy fom an
irividual parspecte bl don't ko baw io
begin. Tha key & %2 share tormalen T
reest will hobaw,

We must alse get rid of our nagalde
lEndencas. The most prevalent of s is e
huainit of suppressng nlormation. s a &bl
srancand 1o ba on @ quest jor knowiedge &5
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thes Baen i B yoursel when you sltaln it 105
alon sef-cedeating, Ard W' playing e same
gara thal Iha paspke who stand agan:t us
e i, Thesne ard & incredita nurmksar of
peaple wha war! to learn, ra jusi shara
resulls, A populagce that knows has la
marincals lechnalegy to its advaniage Wil
resyll in & much heailhier society, The
crpoesite i oo edifeng b Even conberplale
We are in the usique position of grealiy
iribuaresng which besomas feally
Elita® hackery and hacker “gangs &3
mare harm tien good m th B piclure. Egos
atd machisma tend W clood Fie (aason W
got invotesd in e Brsl pea Thay a0 SHE
as tha maans o leok out $1hers And, ol
pourss Rrpbody who rashes TySES, Wi
data, af coas arkining melicious lar no
apparent geason i4 doing MSre aga n&l
ackers than any govermnmend Sgancy war
cnaid, Foetanately, thase End of PGk arg
pajracnely BoaTe 1 R hackes workd, a tacl
thal ek WOlLATIeE

Araiher form of eftism gan be fund in
atdar hackars who want to distance
thamsshyes rom what the ireger hadkars

Laie dalng. They believe T wWay i G0 SS i

Creats @ now ksl dor The "undesiabies an
cabl tham "crackers™. 1H's an Al-condahied
attemiot &l manipidadon that simply Sefdes o
solit ke eommunity. This dascrgln ot
hackgrs cemes from the baak Cybarpunk
(revigwed aon page 42). “The warkesl zalf-
dorcrbed comgter hackars, thase at MiT
wh abfrmed compltar securty, of anything
aisa that waould iphibil the shariag o
wrlormaton ard e astass Lo compoiers, Fad
it i Bor Multics tom the starl BIT hackess
chtan Wisd fo beirg The systam o it Roees
and cocasienally they suceepded.” These
wara e "oihsiyieT hEEars, reak Sha =ydiang
sunka® of loday. Tha fact ks, we 21 speas 8
lamguape. Whie thare are many
differant larms of. hacking. further
catesaiTabion i fef ha arsdwear

Whera heres &l e hackers gore? Thay
naven't realy gong anywhers, RitkEwEn
sod wioldd fike you 1o baleve Sy have
Thare are o hackers kday than ewar
bt Bub ey are becoming ifdsbon ou
: Wa bopg 10 528 Mo pegpla do
whatesas they can o gal ideas wnd
inlormatan Bowing agen The sirength of
our efiors will cesarming whather we Tovd
iita g ad Lrchasted Serrilony of Sifpy
rmpaad hisbory yel Bgain.
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death of nynex business centers

hy Arcnymaous

O Jope 1, 2851 NYHEX Busicess
Canters sold its entire opsration, osscts,
and cugtemar base Lo rival computiar
resclior CompaterLand.

Tha five-pear experment waa tha most
sepicus alteiopl vel by a Bell Oporating
Campany to capture the lang-predicted
home and business markels for new
synergistic computerfcommunications
techoology products, such as desktap
computers, rexdeme, infegraled voims'dals
terminals, videotext, 1SN cquipmear,
CLASS hardware, muitieedia, feesimile,
cellolar, and mere. Io the end though,
uoder a blspkel of burcaocratic
miamanagement and miscalenlaticas, tha
division failed e raeel its fve-year proft
plan and was =old to the highest bhidder
for $12% milliom  in  coeh  and
ComputerLand stock, Icaving some
MY EN emploposs either withowt waork ar
with & o EanY Whia rarce aands Jike
an armusermenl park,

1 werked for WEBC {as 31 was roeforred
1o infernallv) for bhe last four of ils Gve
rears, and T found it interesting to sea
the telaphone giant from the inside
NBC was s divizien of BISC, tho
Businces Information Syvstems
Corporation division (which alan owns
the CASE software giant AGS), which
jtaelf Fa part of & atill larger division
theal cenlrels Lhsir ¢lher “*onregdated”
companiecs sucth as NYNEX Mabile
Telephone. Tt was a confasing kisrarchy
af divizlons and subdivisions which
ampmed o change as [requenily as the
scasons {or managersk. Althoagh the
£45 billion NYNEX Cerporatlion has
repealedly denied allegalions that it
subsidized its unregulated basincesaea
with the billons o revenses from New
York Telephone, many NHEC cmployoes
lineluding myealld felt like they were
part of a huge, mysterious shell game.
In faet, NYNEX iz ¢vrrently under
invealigalion by the Mablic Serviceo
Comemisaicn far gueationable
transastions belwern the telephone
company and its subsidinries.

For a brbaf history, WYNEX Business

Sermer J0T

Ceolecs was dlwsl] bore out of the ashea of
two other failing compater vearatea. Back
in 19588, [BM's chain of refail
microcempuler siores (koown os THM
Frodoct Ceoters: wasot performing up to
Big Bhse's expectations, s they gut il oo
lhe block wilh the stipulation that all
employess ba retained. NYNEX {ock {he
bait, and al=o bought the failing DATAGD
compater chain at about the same tima,
evantitally _".._._“"_T._.m..: diztribuelon oelwark
empliying oearly 2000 poople in aver 80
gtotes with locations in meat 2talse The
nerve cenlter (with ap IBM 3000),
headquartcrs, and warchousing facilities
were bailt in Atlanta for 1ta central
location, fax laws, and ils proximily ta
major air transport facilitics.

This was barcly twa yeara after the
graal ATET breakupfdivestitore Lhat
allewad Hell Operating Compapics
fBEOC s 1o compete more frecly and
markel oon-telephone products end
servicoes. At the time, NYNEX was {and
still is) emplavieg lta Washingion
lobbyists and FR aremy in an atbeompt 1o
eanvines the U Juslhbice Department to
sverlorn the Modified Final Judgement
{BIF.T} that forkids BOMs from develaging,
et e et i, and markeling their own
aquipment, aod (rom developing and
mArksling informalioa zervices {such as
busizoess acd copaumer databases,
clectromic yeliaw pages, ete.l

..p.".._.m__.a_..._.._u. theugh, the Heagao
admirpistration was having such a ball
dercgalaling the 2&L indusity that they
never got arcuad ta catting tha ribben a2
any new parlies, Se, NBC waz Emiled 1o
resclling only other manafacturers'
”_"_ur..:wr..._u.nu [EMsdy s —__n_....._1 n__w_q._m.:.._. Appls,
Hawlsit-Packard, ete.d in a highly
compelitive mariket they never could hack.
NYMNEX kept vp the deregulatory Oght
though, orging its employess to write
thiebr legialatem fo deregulate B0 in a0
unproecedented, sclfclabeled *grass roats™
campaign which anever bare froit. Tt's
almeel cerlein W happen evenloally
Eocaase there’s hillicns of dollars at stake,
byt §i% cog lale for NYNEX Business
Conlers.
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HACKER NEWS

On Juoc 13th, Len Rase (whose slony was
feamuncd in olr Spricg issoe} vas senleniesd o &
year in poizon for sending ATET LRIX seun
coade aver the elephone,

To forther aclersily  the  wiichiunt
armasphere of this charade. the judge (15,
Discrics Fodge §. Fredezick Boiz) ondeped Rice
1o =] his compaler equipmel,

Tris is cerainly one of tie sl sntences
svar handed doawn in the hacker swcald, oo diale
1o send another mossag 1o o8 kil (In faer, Boe
oonld hiave beeo codeoicd To pay réslalssin 1o
ATET, presumably for the traoma of having o
charpe him with this crime.) What's partculardy
crazy hene i that nabesdy §s saying thar Brse
vt Biroke o0 3 syatent or eves did enything
with ihe source code, oiher than examine il
Easically, Rose gof p%ald of something AT&T
didn't wans him o s=e, 50 ke was put awey fora
yvear: [ the e bas 1o be vimomed ap o oo
seolence, thar wisld coriainly =offos, Wet
lvioe o ienow bow ey people are combariable
wilh a system 1bat Jocks peopls away for just
lecdking al progmms and experimenfing wilk
them i the eomfines of thedr owr feme, Huone
many of you cozbd resist & glance ot U1
soorce  code if you were crpehle of
eredenlanding it and if 3 bappened 1o be within
wouxr grasp 8 sy Aarone 10 B curiou s, For
Bges, weye been paniEhang and syppnezsing
hmman natore in various ways. Bor i1 mever
sriane B work beczuse himan pabore has this
way of bamciog back and sumiving, Hackers
Epiconize this and will alsc ever disappear.
Bzt _W-Wu_. may B foread into hiding Tor some
fime to come, soaeihmng 1hat will set
techrology back significanthy.

For those inlecested in writme ta 1en Rose,

N ISY3S. COM (Lea _ur..ru__
MNewzgroups: comp, deom. .__u._u..nu.h_._

Subfect: Farewell

e

hiz wildeess i4: Fiafer] Prison Camg, Seymour
Moo AFR, Calliz Bax 800, Geldsbeoms, XC
ETHA1-E0N

T

Whele s hedkers ane poing 1o jadl, others
are Ioying b 260 their Lalents. Former mesbers
o vhe Lagicey of Thoom fave leamed = o stact
Crensig Dt Secunly in EBlouston.

Formitr havkeors Erik Bloodzze, Diec
Haliday, and Mazlefacfer starled the
Srpanazalian thas sumaer, “Feeple need o™
sail Holiday, whise mad same &= Scolt Chas.
“We'ne the best Ten yvars Jrom now we'll be
the kraders i dlale sgozarty,”

Acrsding 10 Cimsec™s press melease, “We
feel that we are tevaging # fresh apposach 1o
secerily cansolticg - in o ahe  Sorporale
rarkesplace. We were sl the oo of the frop
of the computer endergroond and knew
preeisely bew syelems are comprorzissd znd
what pgdime sk g seguoe them ™

Tre groop esliziares 118 s0SCESE fale 41
penelraling sysoems Lo be 2000 B3 percent.

Many in dbe cotporeze workd say, al l=asi
pullicly, 15l Ehey would sever trus] former
hackers W o seconty for then. Trease sl in
the hacker world cemd e Ik e Camsie
wirth & mixrore of sespicion and comzempL We
will reserve any judpement ontil we see josi
it 3% 1oy <k and how pood they zre. We
doy B, hoeeer, 160 sce thern Ty .n._.__.k.u_m_._,m
their clients on jost whar a hackcer {3, even
thoixah Toeling the cusrent poramnds woalbd mske
them moch ricker.

Comesec cam be reacked 21 713-72 165000
[Excepl for e area cods, that pomber is rosf
simalar ko oura 1]

wha!

Messaga-10; stelecom 11, E.:H&mﬁm =...E._£u....

Jun 81 222701 GMT -

* note t say, Goodbye 1o many *____..___.._“_... and E:..m_m:r_ﬁ
g aff the nat for about a year | suppasa. Many of you dezerve
mora than just Thanks" and 2ome of you desanve Uter contempt.
- Watch yourgelves, ; J_.._ ?ﬁ_"_n_._ iz E.e.a:u...
Les

Fege £2 2600 Magacing

Srmmrer 7997

.h.,r._n‘

JEW-DISM

God your aflention, didn't it} These are picieres from g peo-Mai compuler ganie
circulating throoghout Germany., One pictore depicts a Gestapo apent torturing a
prisoner, The other s a conpratulatry message: "The gas has faken effect and you
have freed Germany of these parastes™ One group Tighting against this Kiod of
iling & Lhe Simon Wicsenthal Ceoter, 9760 W, Fico Blvd,, Los Angeles, (A 9025,
Foge 13
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Build A Tone Tracer

b M, Upaestier

1f yoa have ever bopesssd theoigh colakogs of
teleoomnmmrizn o egdpeent, yoo bave probably
peen a devier calkal B "toes trooer. Those lictle
devicen et aronsd 10 and are need by leleo
linwpersons, The main Eandiomn of & Lne tasr =
plave 2 bone o & elepdaas sabda ol o Thee ol 2o
be provicndly Lrsched or dsedly ntified whext ina
leerp izalile Taundliee B tovw: trogsy elon i be woed o
chindt thar polomicy of & phone e, rooghly messae
ety nnd provide sl power®. You can balid
wour owL done tracer S a Baredful of perts for et a
firw dellsne

Ulreeht Description wad Operation

Please roefer to the schemnotie diagram. The
circugitry bastcally comsists of two parts; a bome
penerwlr aored A ampBlor. Tha Live prrsrslic dan
prmersls prTher aoabmaly Gond: o & sl fone NOE
gabma 10T end 10Td adorgg with O3, 3, B, B and
P creata the tone, Gake §001a and B01E ane wed i
Eiled Bl slendly ard wnibd: b 1 wed R
oo el e rede of the wooble dooe. The frogoenoy of
the stpmdy mnd wackles fones. i conlolhad b OF, G5
B K3, and B4, @1 and G2 form a posh-pull ampifer
whege toree cutgazt 1 copocrtvedy ooopiad the phone
Tirwa Bae C4.

Whets aeibch 52 @ st 1o TONE, the 97 battery
porarrs the bone poeraking and amptGer drestoy, 10
ar L K 4 convroetind 00 @ speaker of & phons
tirez, & oo don: will ber hemndl When 51 i st igh,
Lere will T & wiinady bovw Wheas 51 I8 scd o thore
il b ek o

When 22 i3 el by CONT, the T halbecy i
sennested to 101, BY, and FE The device oowr
Fanstlcas &5 & bosic continnilty checker. The
e of the LETY will vary with tee pogirbaoas
bt cowseoiod poroe the bone tcer. A, when
conneciad boon phone Hiese, The Lone traser now
provides Lalk geseer, 7 D plhumee I 5 sorbplebedy
Aead (irese s no Foitage whabsoever on the tine, then
e o trmcer Wil provide encagch vidlige Lo prrwer &
ompte of Hneman's handets or beode pharss. This
way mmuriclicns cn ftake place over shord
Aeraris,

When 52 i in ife el (all) position, e Bty
doen. ool porwer the drmeit al ali. Hosewr, whon the
Lorw tracer B aonnecdid 0B phone boe, B, D, and
B8 ore connected ooroea the phone Roe, Now {he
podarity of the line oem be checked. H the alitor dip
marked BING d8 connecdind o the ring {4577 s of
the bine, and the allipater clip marked TIP
iEEmﬁEEEREE?E
Wil Bt If the el are erversed, the LED will nok
bt Tapioaty, the Gpwine is green and e ring wine
Fn=d

Ak pele thet wlem crre®od with the ot

prlaricy, the LX) will b birght when the line = o
Fawcir e i wihen ol ook, When 2 dinging wigned =
presert, the LED wili (keh
Conedraction, Tiating,
aurxd Tracing

Ceaatrociba of the tcae trecer ds fairly
sirmighthyunsd ond dosa't requine any seeilc koot
o will probobly wemk 1o sokder % Logether o 2 vl
becndhorrd a0 it o be buit inle 3 compeed, hoandhedd
encdmszme. Far amveniencs, o ooy wasd to aeaood g
o v well a alligdr clips T the utpet of he
Lo Lrcer, Ay, it eaay wand b Tae @ socket for the
B AN poets. pee avedinibe from Mocser Eleclnonice. Cal
Eﬁﬁﬂhﬁiﬂﬂqmﬁi&uﬂ

Aiter voa havee ronetnacted e cnl dnd douhis
checked &1 the amnections, scesct it to o amnall
spralur wad gwiich 52 inko the TCINE postion. Yo
should bear & ruttor choodous bne, Togde 51 1
moke sure yoa geb both warble knd wieady wees.
Them dewarrnd tha spwaicer, sonnoot the bone ooer
b o phaoeee Hne, B vour phone of hock, and & U
e thing, The olier minor Renctions sdwdd T oy
o v by e (o i 0T WL

Troer= trocers ere Jesigred (o e wand with &n
inductive pickup of sorme sorl Industiee bacig B
dveiingraone boopmse no. phymical conoecions. meed
b moavde Lo U Hires, Bhvem pa wines re] Lo bae ol o
g e Ly B heoeikiied onls Borondaala, ete, J0 rrcdoos
e Job qpaicker ool mrnpier, T lmoe the e of oor
Lowres Lo, o crwde] g LS00 0 “Rral piob”
by feduntive: pidivan demgred for the parpose. But
since you went oo and Tl your pwn Bee Coasr
froen mtath B the st ploce, you probably dont
w=ank by do that A margpaal albernative is by e a
Tewmic: wradic: sanglifer (ot an Flado Fhack 277-1008]
nd o soction cap péckup (Fadio Shack 445515
Connest the bone lrpoer ks phone Bne and mwith 52
L TODTFL Fiou will Bwe abihe ko heeser e dowse when Hhae
oz plaesd wory dhose b the aable or w8 terminal
block. Windeg 1 or 2 berme of the mable xnerd e
pekup dbould improve things, Unfetonobady, s
sifop i vuleerehie W 60 Hr noise froen cloctnead
wiring You will need be rotake the pdop for e leel
armwmi ol buseing.

FPorting Worda

A tond: Eraerr & & haedy thing b2 beve 21 Emes.
S0 dretoed of shelling ool pome el b Speralized
Prodhucts or Jomsen Teode, yon s Tradk] this sirgde,
cheap cicewit, But o Guse ol yous who ase w0l
shnroniclly indinod, there 18 & cven casier and
chogger wiy. In most arvas, there & & bl mmier
youl eaey Al that pots a ked 1004 Hz tone on wier
Eree. For irgdonos, n eertein paris of Califenia s
rraier iy prd s D002 Oaorss, you. nood
t koow the teet anober in vour anes to fake
v bigge of this.
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FARTS LIET:

Gt 47pF glesiroiytic Ft- 1M 1 W

GEG3- D opF manclithiz 209% FE ATOK 108w

Cd- 8 Pk T00W A3, A%, B3, RE- 100K 154W
Di- slgnciand LELD AT 1K W

DF- 14004 - 62X 152w

BT A0 RS quad HOR 51- 5PFDT

C1- MP520Z FMNP 53 OM-OFF-OM

C2- WFESA4E NP
sddiioral gars: faqge aligatos clips, modular phons plug, 99

battery and ofip. 13 socket, enciasure, PCE.

TOMNE TRACER SCHEMATIC DIAGRAM AND PARTS LIST
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hacking mecimax

by MCT Mouss

MCIMAY is actually MCI's link
inta the MAX databaze which
centains information concerning
many MCI &= well as ATET and U3
Sprint  prodoeta.  The data
retrievable for each servies includes
current usage rates and volome
discaunts for products, comparison
metrices, feature  and benefit
statements fer products, guidelines
for entering and proceasing orders,
and current product promotions,

Thiz article will deal specifieally
with  MCIMAX, - econtaining
information about MCT's damestie
products,

MCIMAY con be logged inte from
an MOI terminal, I em writing this
article under the sssumplicn that
vou can access the MCIMAX
database remotely either vie dial.up
or network hopping, From an MCI
Terminal ID Sereen, type T PREF
(for  Mid-Atlantie, Mortheast,
Southesst, or Internatienal
divisione} or L PREFSAL (for
Midwest, Pacific, Southwest, or West
divisionz) At thiz peint, you will be
prompted for a Sign-Cn Number,
Yolume MName, and Paseword. For
Sign-In Mumber, enter R#é# where
#8# ie the branch ID number. The
branch IDs go by hundreds {for
example, 500 to 538 is the Southwest
Hvision ranga). Your volume name
ie MCIMAX snd s password iz oot
required at this time to accews the
databasze. You should now be in the
MCIMAY databasa.

MCIMAX iz structured like a
book, There are 26 chapters, A
through Z, eontaining the fallowing

Pape 18 2600 Mugazine

infarmatien:
A Reserved
I Ihal 1" Tremier Calling Plans
C Operator Services
I Corporate Account Sor-
vices'CAR PLUS
E WATH
F Hotel WATS
G University WATS
HPRISMI
TPRISMII
F PRISM 11
K PRIZM PLUS
L MCI &30 Sarvice
M Vnet
N Fax
O MCT Card
P Worldwide Direct Dialing
£ Dagital Gateway T-1 Access
R Fractional T-1T¥S0 and YGEPL
& Terrestrial Digital Service 1.5
T Digital Data Service (IS)
L Switched 56 Kbpa Service
WV Hospitality Plus
W MCT Metwork
X Rate Tables
T ATET Compeling Products
£ U5 Sprint Competing Products
Within each chapter, there are
topics, sections, and items (ie. in
Chapter K, PRISM PLUS, Topic 1 is
Dezeription, and sections include
Description Intreduetion, Chrerview,
Call Processing, Target Marleet, and
Zales Buccesses), The bottom of your
gereen should contein the pertinent
inforenation as to how to select ¥our
sections within the topics of a
chapter, but if net, you should place
an X by the asction which you wish
to browse.
Anather way of accessing
infermation is via the Index, From

Numrrer 1007

your arrow prompt ab the bottom of
vouT BeTestt, ¥ou can tvpe an Indsx
word or a letter if you're not sure of
the evact index entry. For access to
ATET B¢ Readyline rates, for
example, vou would type ATT &00
READYLINE, RATES. If you simply
tvped A, ¥vou would be given an
glphebetical et of topics within the
Indsex from which to choose. Takb
moves from item bo item from the
list, and sn X by the topic will go to
that Index item.

Funetion keys to use with these
mesntus inelode:

#%* PF1 Displays previous
peEatopic

#* PF2 [heplays next pagetapie,

#* PF3 Exats to MIS lagao screen.

* PF4 Dieplays table of cantents.

#* PFS Liste the chaplers in the
wirlurne.

#* PFa Lists the Lopics in the
chapherSolurme.

* PF7 Lists the seclians in the
taple.

#* PFE Allows you to type an
index entrydisplays the index.

# PP9 Displays the previous
chapler in the velume.

# TF10 Thsplays the next chapler
in the valume.

#* PF11 (Gives gecess ta boaokmark
of glossary options/shows more
options.

# PF12 Toggles the menu {at the
beltem of the soresn) on and off.

(A # indivates use with Table of
Contents and & * indicates use with
the Index.)

The baskrmark funetion allows
Voul o refurn bo A sel scheen at any
time, Using the FFL1 key io 2o the
optiens, hit PFY to set the bookmark,

PF11 menu, veu can Teiriave a
bookmark by entering FF10 snd
chosxing the name of the bockmark
Lo returm to,

There is alsa a glossary available
in MCIMAX, If the bottem of the
seveen’s display does mot have FEB
indicated as "“Gleessry”, hit PF11 to
toggle, Onee selecting PFE, use the
PFP1 key to get a list of glossary
terms, pnd enter the term to be
defined at the prompt, or enter a
blank line to retorn to your previgus
wioTk.

Although this system is not as
intriguing as =0 rLe
telecommuniceltions computer
evatema, it is good fo know what
you're toyving around with it you
stumble wpon one. Good luck and
have fin!

— 2600 has —
nee s in
New York and
; I
San PFrancisco
— on the frsi _
! Friday of every |
— month from 5 n
— pim to 8 pm —
local time. Sce
— page 41 for —
_wﬂﬁﬁ-mmﬁ details, —

Then enter & name for the bockomark WO ERRA WALLE

when asked. To goback to where yau

were, hit PF11 again. From the r e B el L
Summrer J9HH 2iihl Mapezine Foapge 17




Inspect Implementation

We received on internal document
recendly  concerRing  pecurily
irplementaticns on Digilal's EASYnel
The employes who supplied this
informalion wizhes fo be krown oz
Condor Woodstein, We wil guole some
af the mere (nferasting seofiona

*Someone has written that failing
te plan iz planning to fail' Ne where
[sic] could this be more true then in
the area of secority. In an effart to
improve upen cur planning, a new
zeearity tocl iz being released for all
VMS systems This foc] will run with
SECTURPAK, and will previde the
system mensger with a new level of
S¥ELEm SRCUTILY teeting that was pever
before available, Additionally, it will
complete the gprocess by providing a
greater level of reporting than exists
taday.

“ JHSPECT will be required on all
¥ME nedes af the EARYner INSPFECT,
Interaetive Netwerk Secaricy Policy
ExaminationCempliancs Taclzet, has
been developed to meet the rigors of
Carparete Securily Standard 11.1,
When run, INSPECT will check a
system to ensure that it is in
compliance with this secority
standard.

*Al] pyatem mensgers in DECNET
Areas 16, 34, and 38 are being asked Lo
inslall the TNSPECT tacl on their
svstem by December 30, 15390,
Additionally, any system mansger of &
gystem in a hidden area, ie: 62, 63,
whois serviced by an srea 16, 34, or 36
pasa-thru zerver muzt alzo install
INSPECT. INSPECT iz now & required
security tool, just ez SECTURPAK is.
The ESAFE security testing too] now
testa for the existence of INSPECT on
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¥our node.

*.Pregencly, Digital Equipment
Cerporation awns the ‘largest
proprietary computer network in the
world." Thiz network, EAEYTet, iz a
target for beckers, and others. The
EASYnet reprezents a wealth of
regcurce that is available to the Digital
emploves, and it iz a rescurce that
must be protected, INSPECT iz & {00l
that will assist the systen manager in
safe puarding [=ic] our resources.

‘THSPECT iz divided inte twa
pertions, inspectors and agents,
Bazically, inspectors ave aesigned a
gpecific task. Apenia are generated by
the ingpectors, and carey cut the
actual investigation. INSPECT s
purpase is ie check the security of your
nede, in an angaing manner, and
review 5 majar subsysiems en vour
system. They ares

“File Bubsystem: system file
ownership and protections, averall file
protection, public and private, werld
wrileable [sic] files,

“Acoount Subsystem: checks for
privileged  accounts,  &ccount
owneTship, proxies, system support
asgcounte, &nd inactive asounts,

*Metwerk Bubsystem: checks
network objects, DEChet access,
THalug nnd LAT protection.

“BEYSGEN Subsystem: compares
SYRGEN parameters for changes.

*Audit Subsyvatemsm: checks for
securily awditing and OPCOM.

*At a minimom, INSPECT runs
autematically every 28 dave, and
reparts  the Tindings of these
sabsystema to the Security Office, ns
well a2 generates & Teport to be used
bw the system manager. This report
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can be uszd fo correct potentinl
zeenrity holes.

“Furthermore, INSPECT can be
run on demsnd by the system
manager, and it iz encourzged that
IMNSPECT be ran whkenever there iz a
change made Lo a syslem, whenever
enaceountsble changes are found, or
whenever ineregzed activity i noticed
on FouT system.

* . INEPECT provides reporting
capabiiities to both the system
manager and the Securicy Office. As
INSFECT finds potential securily
izsues, it attempts to resclve them by
ereating a DCOL commend procedurs
ithat will ‘pateh the hole” INSFECT
does nol apply the pateh that is
developed. It is up to the discretion of
the individual system manager Lo
ensure that this is performed. It
beromies part of the system manager’s
responsibility io check for VAKmail
meszsages [rom INSPECT, and take
coTTective action if NeonSsATy,

“Informatian regarding
LOCEDOWN iz being provided to Lhe
eveten mennger o ensure that they
understand whet LOOKTHFWN (s and
what it dees, Until otherwise netificd.
whe LOCKIHMWN SHOULD NOT BE
UTILIZED O ANT SYSTEMS

“Perhapz one of  the most
misundersiood features of INSPECT is
LOCEDOWH. LOCKDDWN iz a
default feature of INSFPECT.
Whenever INSPECT is run, it ceestes
a file in the SYSSMANAGER
directory. Thiz file iz named:
“BYSIMANAGER:INSPECT#node-
name_LOCKIHPWN COM

“Thiz file containa DOL code for
each vicleticn that INSPECT finds,
and ie readable by the system
prznager, INSPECT dres mot process
thiz Nle, or apply any pateh to your
system. At the end of an INSPECTion,

Summer ]9

n VAXmail is gsent to the erstem
manager for review, The YAXmAI
conining all the security izzues that
INSPECT found. INSFECT also
netifies the Becarivy Office of the noda
violations by zending a teken af
information, This infarmetion is
autpmatically placed in the Eegional
noda database.

* L LOCEDOWN i% ri
interactively, and “suggests’ values or
opticns for the system manager to ose,
The s=ysiem manager iz alwarvs
prompted to determine if p change
should be made, and the LOCEKIHPH
procedure does not meke sny changes
without first copsulting the system
manager. Thiz is key to the
understanding of LOCETHIWHN.
INSPECT will net change anything
that, you do net apprave. Whan wsed in
this manner, the system mannger will
find LOCKDOWH to be very helplul as -
all the nesessary commends Lo correct
a security izzue bave alrendy been set
ap. All the gystem manager has io de
is approve the processing of them, Dy
regularly running INSPECT, and
reviewing the LOCKDOWHN file, the
sysiem manager will become familiar
with what peeds to be done, and
shoeld find the LOCHKIMYWIE feature
helpful.

“0n e test MicrnVAX, with only 8
aceeunts, INSPECT sgenerated & 75
block command file of DCL cade.
Larger svstems and clusters will
generate a much larger file. System
menagers are encouraged to carefully
read and vtilize this code. Sorme of the
items that the LOCEDOWE code can
do for you by default are:

*Ensure that sll non-privilege
aeeaunts have a password minimum of
A characters.

“Ensure that privilege acccunts
have & pessword minimum of 15
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charasters.

*Delete SYSUAF entriezs  for
SYSTEST, SYSTEST_CLIG, and
FIELD.

*Medify SYSGEN LGI (login
poTametersl

*Ensure that all accoonts expire.

“Ennhles VME Accounting and
AUIHT,

*Eet protections and ACL': on files
in necordarce with standard 11.1-

“Rename the DECnet SYSUAF
eniry to DECh-tE5ERY.

= Az indicated in the INSFECT 2
inetallation. the sysiem monager is
caulionsd against blindly running the
LOCKDOWN procedure, Careful
evaluation of the procedare’s contents
is encournged. It is possible that the
LOCEDOWN procedure may effect
pther loyered producis on your system.
For example, LOCEDOWHN incerts
commuonds b stark VIMES acccunting. I
you are runAaing on a smaller VAR e
Micra.Vax ar a 3100, you prebably
have ean’ disk zpace, and probakly
don't wani ACCOUNTING running. In
this case, when yeou are prompted by
LOCKDOWN regarding the runming of
VAME ACCOTINTING, you would uze
the defaunle, ‘N In this casze,
LOCKEDOWN  would net  start
pecpanting.

. .FEwvery 25 days, at minimum,
INEPECT will check your eystem and
gand & token to the “Hewurity Office!
The Secarity (Hhice ia a epecial node
that i= set ap to receive these tokens af
informition and precess them. Within
Central Sintes Hegion, a node iz being
zet zp that will ke the facal point for
THEPECT tokens. The Becurity Office
will be able o track nodes throughout
the Hegicn, snd oltimatsly Corporate
Hecarity will be able to track the entire
EasYnet. Nedes suspected of being
epen o intrusion will be contacted gnd
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required to take corrective measure.

“Ferhaps one of the more impertant
features of the Secarity Office is its
ability to genernte mail mezsages.
Security managers will be able te
review the results of the INSPECT
tests quitcker, and can utilize the
nutomated features of the Office ta
mail digerepancies to both the System
Manager and the oot center manager.
The affice can gernerate 3 types of
canned Teports:

*1. A report of 8l nodes that have
FELLEEN

=%, Generate VAXmails directly to
syslem managers, with a copy to the
cost center maneger, for every node
that has an issue,

3. Generate mail memes sent
directly to Svstems Mansgers, with &
copy B0 the cost center mansger for

"Agents are
generated by the

tnspectors, and
carry out the actual
tnvestigation.”

3 .mmmn_w.. akens', 'Hhis memn inticales
that INSPECT sither is nok running on
veur node, of has not been installed,

“LLINSPECT will be wnsed in
conjunetion with XSAFE. In faet,
ESAFE now checks for the installatien
of INSPECT oo your nede. Any nede
that doez net have INSPECT installed
will be flagged hy XSAFE az a
viclation.

“For these who may not be aware,
XBAFE iz an externz] toal waed by
Corporate Security fo test every nede
on the EASYnet each quarter. XSAFE
astually atremprs to break inte a neds

Suwrwrer fE0

by logging into knewn accounts that
ahonld be turned off. It checks file
privileges oo system mnd netwerk files,
and performs other securily teste, At
the end of she test, the resulte are
VAXmailed Lo the SYSTEM account
where the system manager can read it
and correct the issues. Additionally,
the resulls are zent o the master
XH5AFE datahase. Quarterly, a report
is pererated ghowing the resulis of all
KBAFE testing in the geography.
Modes which cantain failures are
contacted and requestsd to address the
vinlation.

5 Hidden areze sre actually ‘small
or local® DECret areas ®ithin larger
DECnet preas, and are vsed to place
additional nodes on the network when
netwark space becomes scarce. A
single large DECnet arer may have
many, smaller hidden arens. The
hidden area iz separate from the
EASYnet, but connected via a pazs-
through server. This server allows the
hidden area wzers to access sysleme
and data much a2 any other system,
exeept they must pass-through the
server toget o it

“When inetalling INSPECT,
systems in a hidden aren should
consider their Security Office Lo be
their pess-through server. That is, the
avstem that connects their hidden aren
to the EASYnet serves ps the Secarity
Oifice for that hidden rrea. When
TNSPECT iz inetalled, merely paint it
to the pass-thravgh server. System
mansgers responsible for pags-through
gervers will need i install INEPECT
indicating that thiz node is a pass-
through zerver. This indicates that the
gerver will need o rake the INSPECT
rieken it regeives and pass it to the
Central Biates Socurity CHTce noeds.

“..All EASYnet nodes must
centinue to ren BECURPAE. Nathing

Summer {8

changes with regard to this ntility. All
system  managers should have
SECUURPAK installed and munning an
their respective nodes, and should be
reviewing the reports generated by
thiz tacl. In comparisen, SECURPAK
runs cach daily and delivers reperts to
the system manager. SECURPAK
locks a [zig) login failures, and other
items as selected by the system
manager, INSPRECT, en the other
hand, dees not run daily, it rans a3
scheduled by the system manager.
INSPECT digs deeper into the system,
and communicates it fadinge to the
Beearity Office, SECURPAK doesn’t.,
These twe tools, when combined, will
mnke it easier for the system muenager
to ensure that their system is secure.

*Any time that you suspect thaot
your system, or the EASYnet has been
compremised, do the Rllowing:

A, Use the VM3 AUDIT command
te  dump  the andit o leg:
EAMATALDITSINCE=DATE/OUTE
UT=flename SYSEMANAGER:

“B. Mail this log electranically fo
ANCHOR:NETWORE. Include you
lzic] name, address, and DT,

Q. Call Metweork Cperaticns and
inferm them of your silustion.

“D. Call Central Stntes Regional
Socuriny.

‘E. Keep compivnication with
regard to the incideat within & close
cirele of individoalz. Do not epread
information regarding the incident
that may or may net be troe. You
might net have a problem.

3, .System managers now have both
EECUERPAK and INSPECT to use in
pecuring their systems, as well as VMS
Security features guch as AUDIT.
When combined with the external
testing of XSAFE, the EASYnet will
become & much mere difficult target
for hackers wo peoetrate.”
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the class struggle

We kave chtamed intemal dacuments from
Hedlcore whick go oo some detall an CLASS
serwices [har sre being offered areung the
cowrtny. Bevause thesn sendces arg of growing
cancemn lo aor readers and mueh of the
popalation, we wal shers thig nfemmene Aers.

Caller 1D is relemed to here as Lalliag
Humbsr Defvery {CH DL -"a rewenue-producing
servicg intended For cesidential and Business
telephong cizstorwers.

“Mten CHD s activated on a ling, the DNs
[directery rumbers] ol terminatiag calls are
trersmitted to the caifed CPE [cusiomer
pramises aguipment] For gninterofice call
lealls betwrern feen diffcrend central plSces], the
caller's BN is transmitied from the ariginating
Stored Program Ceatrolled Sysiem (SPLS) to
which the calling party is conaecied, ta the
ferminating SFL3 Lo which the caled parny is
connected during call selup It s then
Uansmited frem the arminstng SPCS o te
LPE during the first lerg sitent interval of te
ragiag eycle [between the frst and second
rings] & long sileat intereal is deficed as an
irserval of slence lasting 3 o mare sacands. For
20 intraoBe e call [Galls waler the same cenlal
clfice], he eslers ON i remieved from SPCS
memary for ransmissicn ta the CPE, Then,
depending on the options oered by the CPE,
te OM is displayed ardi'or prneted cut The CPE
might also be arranged wo sone tha UM far lster
retricwa] by the custerzer. These oprione e
ransparent o the 5PCS, e, He SPCE performs
the same actions Tor ¢ach case. Fer both
intezetice and infraofice cals, Farsmission o
WD eleta drom the terminating SPLE 1o the LPE
should rever take place while the CHD
GLATOMEr iz in an off-hock Sate.

“Fine®y, CND service alows the calied CPE
2 receive a $.digit or Fanger Persomal
Identfication Mumber {FiM) insiead cf the
celling ON. The FIN would be dialed by the
cEng party B2 part of the calling sequence.
Recenarg & FIN would indicats that the cafl is
from samesne that the ealled party probabdy
veants 1o Lafk 16, even though s cal mighs s
from a line having a OM thet would not have
been recognized il denlayved o the called party
l2.q., 8 cor kel
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"ln each ol these cases, the dsta
transmission is provided wvia a simplex
wpicckard digital interlace (VDI Hesirements
for this inerface ae deficed in TR-TSY-00003D,
EPCECustomar Premises Eguipment Dala
Ingsnzea,

*.Althoogh net offered initialy, it maght be
desirable i che future o provide & interface o
Directary Asssstance or arother detabase 5o
that the e pary aeme intead of the cxling
OM can be delermined sad ranzrited o e
called party’s LFE lor display.

= passible, an ames pt shoukd be made o
refrieve & parial calling line DM 12, less than
seven digits lor inraNPA calfs, less than ten
digits lor iaperWPA calsh if the conplete OM is
not available due 1o 2 lack af Semmon Channel
Zignaling (CL5) eoaneczyiny. IT 6 partia OM is
detemined, it show'd b wasemitied to &e GFE
The MPA porton of 3 partdal DN should abways
kg includsd in the transmissicn to the CHO
customers CPE, even & the call is intaNFA. 1
neither a partial OM nor & complete DX i3
available, an out-cf-saea D N-unsvadabla (00
indiester, gignied by the better 07, should be
wanssied 0 e cushomern,

*The fellowing describes responses (o
imegular user action during activezion of CHO.

*The customer gay #igl an incomplete,
necexisienl of esroneous feature activetion or
deaetvaton code when attempdng to enable or
digable this earvice, If the aetivation or
deactiaton code dizked dar CND is incomplete
pr menexistent, the customer should, az a
minimym, B¢ gaven recrder tone. However, & is
desirable in this case 1o give the custarier a
voice annauncement explaming the @il ticn
enncurtered. M e dialed ¢ode exists bul = fat
the correot code e the service, anather
service may be padveriently sceessed. This
wicud accur if the custamer's line i3 allewsed
access 1o the service assosiatd with Be fisled
cade. To lessen thig problem, euslomears
atiempling to access e CHO service should e
given & woice announcemenl werdying that the
servick has sohessty been accedzed.

“If & CND activation or deactrestion cede is
digled by & substription cwrsaomer, then reorder
tong should be given.
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“Similarly, when dizling the actheztion ar
dewctivation codes for CHD, the cuslomer may
2lso regaeel BEakvaTon of e eervice whils the
service i5 already active, or request
desipiration when the senvice was provicusly
dizabled, In these cases, it is desirable to
grovide an announcement explainicg Lo the
cizptamer fatthe sendice was already aotiveted
cr deacdwated, as the stuation requires. If tes
ig not feasible, the cusbomes should be given a
confirmation tong

*_The allpwable data ransmission rales for
this service are giwen in TH-T3Y-0000ED. it is
desiralle that a rate of 1300 2o 18060 Lits per
seeand be provided for this senvice.

“*_..CKD wuses CCS [Commen Channel
Eignaling] to racsmit the calling line OMN fram
the originating SPCS to the tsimisating SFLS.
The protoce] used by this fespre should be
Sigraling System Mumber T (5571 a3 specied
in TR-NPL-000245. Belf Lommoenicarions
Hezearch Specification of Sigralng Spstom Ne
F Thiz fassurs showd be capable of lunctioning
on zn ivtracfice bass if the offlice is not served
by & CCS netwek

“Driginaling oflicez aquipped with $57
ghowld inctade the calling DN in che address
information Edld within $e calkng party sddess
paramebes of the Enitial Address Message TAM]
lar ali 8OC |dell Jpersting Companies] and
inrzLATA inkerolfice calls placed ower trunks
sereed by SET. In addition, if the calling carty
address is a private nosber or i 8 O from &
Tine having the caling aumber priveey fzatine
aclive, the preseqtenen indicator fisld in the
Lellimg Party Numbsr Faraseder of the lAM
should he set to "0 17 fi.e., "oreseatalion
restrictedt A terminadrg office should expect
1n find £ calling party 28dvess in the [AM ifthe
tralBTA call satup path dose not iowshg an
wterenchangs caner and is served entingly by
557, TA-TSY-DOOE1T, swarehing System
Beguiramenis for €50 Lontrol Using the
faregrazes Services Diits! Netaond User Parr
{EEOSUA grates that the ea¥ing ON is a
required Fisd in the LAM,

“CHO iz nor evzlable on operatoe-handed
cals,

¥ Szerial cusiomer-inttiated btesting does
rgt heve fo be provided; the customer is
rarmally able tn determine if this serwice &
operating correctly when zn incoming GEH i
received However, it is a desira®e opion 10
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slocate & TN within each SPCS equippsd hor
CAD jthe ON w b2 specified by the telea) tha:
thie cussomer can dial o receme a sequence of
iest datz messzges. This gives T6 Casldmer &
mofe positive lesling mechanism asd can
prEvenl same customer roisble ceports. If Sz
cusbosar lesing capabiliy is 10 be provided,
e customes shoud be abe 1o disl the spes
DM, hang up, and recerds & series of test dats
tansnizices desgned 1o chack the capsbiity
ol rapsmiting ary &gt in eech pesidon. The
livet tesl message should begin within 10
secedds of the customer discenrectand shoukld
contzin the pallern T ES45ETEY. The remaining
nime messsges @l sorate each of the dgin
o twough 3 in esch of Fe g positon: Ten
additional Tesr mesazges show'd rassmit the
leters P oand ‘I, respecivele”

A of this ondy scratches the suefzoe. There
Wi be many more details 1o reveal You can
ohtain & free listing of Eellcore documents by
caling 800-6X-CORE and sskmy lor dodwfment
ER-TEY-000E.

Caller 19 decoders are now available to
rackers in kit form. Infernationa! Micropowes
Corporation (20-99R-3511] sels the IMC-CID-1KE
Sor 53R Mt decodes the CaPer 10 dstesyesn a0d
corwei s L the REZ3IC earial format PAEDeDaE
sifteese i greailabla for 36 50 foat displays and
legs all data to disk. The unit {alse avzilatle
assemed Tor 34550} is muech leze expenaive
ard similar o cemmercial PL-compathle Cafer
10 deceders cosfing hundreds of dolars. This
deice allows wou to actually study the actual
binary datastrean

Send submissions
{articles, clippings,
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The Letters Section

LUNIX Password Hacker

[henr Fein:

[ ookl wl the sowses for the TINTE qemsanrs] bosckier
i thee It 2eme, B2 XOE BOgns Dvof Taal iU wen’t wark,
fi probtly coes, bint it's conspoeouons i ol 2ell on mcel
sy,

Let e expinin. It calls eoypif3) =ighe? That's 2
eydar call, and oot 1IN bonss bog svalon el for
warious accoenling mrasore, [ Trpn3) i spechil A
EEHHEE{EH.#ﬁEﬂEEEE&GSH
Teft and rghy (lics Toe prowran woe pehTehadt, md lights
g niE AL e very leas 05 pling Lo give Ce pethuane
of the oy cdling orppd ol the rree

Ared cendng, S} evis the bimary, ewn o the
mewre Bar heon delmad, wil shose That 3 Il o,
Faant el redn, wnd cerp neeme.

L me say why thes dn Bmperiamt IE yen've bopn
reading usenet, syeadnine doo'n slip yod oo e wrid
ampmers, oree Eray find pau've rizning 1 Skeword
heckrr. Someaze ol Usivenity of Geoorga's ust hoen
wxgended Sor maling cob The fecfesrad Tik oo sofg e
else. He wes just a £weeh wha heliped 2 hacker,
Sewmendecd D Secealivupes £ weae me

Here's i it Be dbone Tudood Far dealicg with
praseorike 1) Cret mecrzes for pamething whick woxds

A1l T we glad La bave gobecrbed 1o Foas
magrrinn a0 [ ook foreasd L rocciving Frtane efons,
T
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Thoniks dor 0 gret Bggerine] | e warted picieg o
s magene & fro jsmmes back asd e mo and nan
lespresead wik sech baae Yoo aticle abots e TININ,
peermand hacker oo Tancctice, So G Mee hee abds o
mun it withoie gy odifeaors oo RS0 ke, asd
ATET UINTX Speem W pystenss and & workad porlenly
EVEE Lund, giviny me presarrl bn mors scooans thas 1
copid e pied, Bul ] heepe wes Son't mind AF 1 peice &
suggedion Un one sprem | ses romisg Uhecke on fha
sysioe sdminidrtor was rly pokig el with
eompded poogran onf i e ma prefy reTwnan Smoe
[Thosckerr prnommatically goes inne e bk grand, why not
JeA o el el o' i oo ' maning? Th sy,
Tl o £ BTE Ao oith il Ve ™ Bave Lo recos prils
o ran il agaim, bar iEs @ for sefer 1o do it this way
Tawiks!
NEXTS &
Ceilrtonziely, 2 aary rpmes SdeiadTrator & Ny
t BN facdgrased proceried (ashe dovan’t andanmasd
&y S the beri muvEad i do saqdan @ progvom ThE menr
XL POLT TR MG e irldr wilk o dovwaloaded

Jos Bae crypeidh 23 Uphiad dhase, uetliclaonds (o
waemeelring Bee w1 and Svpoered 10w BCL S50 i
B Cd3 TNy it Lhon't s a public syeion for guff por
don'Lwasl sthere b0 knewer pogs. 1) B & reiein el s
oo o hecier lemn Ty, 0% w litle sloearr, b pon o't
gl nailed for o,

00 3ol Sould e grat Yo soorcs for DOFS, and mon
it by, I does thes LR LT

rj
Thaar ddoe;

T Bwve read theee femsee of vorsr megarins wd T s
tmpressed. A5 & $Esiee ed Borater of cight TINX
speleran, 15ind Ere information showr haciing o be usefz!
in Eipisg £1F 9En dotue (1 en comedly recetieng
ther TINTY pweronond Zrcioer 10 efinioe ofF the poamsmrs
oy sysdome arel comail the zemn whe e "Rkt
L S

[ el shat your pebiicelion i naceiry To hdp v
Lree the prnl Zral compuiers 3o sy anolber et
of rommmioatisg aed (il e FancEng Ghos poteded
wer Bg=l b eopuranccess it the Fra Aneisal Aad
Surther, that a leginscs goseranem of the peopie shauld
heve i fear kel the dedfidaals thet make 3 (2e
popokrion cat cosieiine, While bo2 guw xt nol s
prliehod 2 e BT, worr gaiges 5 9 solid amd wrong
one. Further, even if T dd ol agres sith your mssigs
e Time e dne s ol that T el promels el of
earvaces, whoch | doegree wilk), [ bebore Bal v tawp 3
Findt Amendment riger sa piblsh fings o T du not
[
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4 e, Teir camner by tererfored Witk dad i eo!
ilrpal in oy wild - e fdw ir oy hrokes (f v e o
ATeep! To war da gome rarer] panebady @327 dutown
withowg permlasise. Figaring ouf Sheir posoened I Ao
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ii 38 & besy Inoatics and s karh pad wabch poigle
wirsler why 71 doesn't wark, Une questicn! whet are
COCOT nawbers? Asd do you bave any of teo for
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Telephoner, i ciber wovdr, shose waird .n..ﬂ.h.r..._n..u That
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checked this ower the scarie of ke weckesd wzd
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bonze] £75 maseher e 30 panss 4 boor, | was aven cice te
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Taast ixsne cne of our readers appealed for bank sdensfioarion nusdbers [RIVS). We've
received reveral sl Hars wed ong Ruge one for Mastercaed. Wa're told St fhe
Mastoreard Vica st sells for 3395, We'll part with the Magrercard half for 15 and § we
get the Vins Rl well ofer ¢ ol for 310, Mearrvhile fere's a small rompling,
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SECRET FREQUENCIES

by Bernie S.

In the February 8, 1991
issue of “The Leader”, an
internal newsletter for
employees, NYNEX pub-
lizhed an article entitled
“NYNEX Receives Licenses
to Test New Wireless
Technologies”. In it, Paul
Donovan, staff director of
NYNEX Science & Tech-
nology, was quoted, “Radio
technology in the local loop
may provide a cost-effective
alternative to copper wire”
and, “It may also facilitate
the provision of new
services, adding mobility to
our customers,”

In a subseguent interview,
Donovan conceded that while
the FCC (Federal Communi-
cations Commission) granted
the frequencies for testing
specific applications, NYNEX
wanted Lo grab "as many
frequencies as possible” to
“get (NYNEX engineers’)
creative juices flowing” so
that they “would have plenty
of frequencies to work with if
we come up with
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gomething....”

Despite the appearance
of deception (or outright
fraud), Donovan justified
NYNEX's actions, saving
“there’s a big markel for
wireless technologies.”
Later communication with
Danovan and the FCC
uncovered specific radio
frequencies and locations
for testing. 260¢) readers in
Boston, New York, White
Plains, and elsewhere with
radio scanners or other
VHF, UHF, and microwave
receiving {or transmitting!)
equipment may want to
“tune in” on the telephone
company and report on
their activities. Mobile and
fixed station authorization
iz granted at power levels
up to one watt on the
following frequencies. Some
Time-Division and Code-
Division Multiple Acceszs
(TDMA and CDMA) digi-
tallyv-encoded loop access
experirnents on 1.858-1.990
GHz are scheduled to begin
in mid-1991 and on July 1,

Summer f294

1992, (Read “CDMA: It's
Not Just For The Military
Anymore”, TEEM Magsa-
zine, Nov. 15, 1990 for an
explanation of these
technologies.) The call
signs to be used are
KF2ZXBW, KF2XBX, and
KF2XEG. Paul Donovan
can be reached at the
NYNEX Seience &
Technology Center (914)
644-6165. The FCC can be
reached at (717) 334-T059,
For those interested in
just who the FCC has
allotted {or sold) the
electromagnetic spectrum
to lately, a nice 327 x 517
color wall chart covering
3KHz-300Ghz is available
for $2.75 from the U.S.
Government  Printing
Office, 710 N. Capital
Street NW, Washington DC

MNYNEX Science &
Technology Experimental
Radio Fregquencies

YHF (Mhz)
152.510-162.810
162.428

152,834

152840
157.770- 158070
157.748

158004

158,100

UHF (Mhz)
454375454975
430375450975
825.001)-845.000 (illegall)
S49.0H0-551 000
S62.000-566.000
BE4000-B68 000
BT0.000-820,000 (illegall)
ST -0 28, ()

D31 Oe00- 032000

DA 00 B0-E1 1AMMD

Microwave (GHe)
LAS0-1.930 {loop access)
2, 110-2,130

20402, Ask for publication 2.160-2.180

number 003-000-00652-2, ﬂﬁ%

.m.,cw aﬁrm.u m.m__“_ﬂ.mnn_wm m”ﬂ_m = mas s e

information on monitoring 5.925-6.425

techniques and equipment,  10.700-11.700
Monitoring Times (704) 13.200-13.250
837-9200 and Popular 17.700-18.700
Communications (516) 681- wwﬁwwﬁ
2922 are excellent sources.
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(toe of the more ioteresting papes taken from a proprielary phone
company docoment, We intend to shamelessly spread this one arpund until
its valoe plummets like a rock.
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411 - news about phone companies

Repulating Scams

A Senale subcommisies bas bom patience wdth
pompuleriral phome call that b and sell thigs 1o
people. The Senale Commerce, Sricnce, and
Trarcpeorialao Reboodinities heard o whode swars
of complaints from wilnesses and senatcrs.
Lepisfarion kas been propoded by Ssnaror Emest
Hollimgs (T-5C) 1o ben pompulorized eakes pikches
10 residensiad relephores. Hollings discoented the
free sproch concoms, saving, ~The night is one of
prvacy for the individoat o cheir bome: [ don't
Exwrw of wrpens whe places 2 reme o their bimns
in ocder ta receive commersial seliciatons.” In a
Bid for & scind bite, Srevesa Hasm, South
Carolina's Direclor of Consumer ATadrs, eaid.
*Compzter calls are mow the modern form of
telepbine rrarism.” Roben Bulmish, presaden of

hocoming imcpralad and Slled with imeDigence, it
shonid be passibls fo begin relaying jriciag
informarson whike T wimal cald is being rowed, In
it words, v eentral cfTes weuld 22 acall w
& paticely Y0l number deing placed, woald
consok a pricing takle, snd, while the call is being,
rowrted throezh the loog distanee lines, would play
a reecrding 1o the caller, O S0RTES, i3 dy 1
pzatter of rirze before some <lown proposes
gicking an acheriement there Tor all other calls,
Perhaps we shouldet say any more.

ATET Wants The Werld

ATET wanis b pel penndssicon Eom the LS.
govemament 1 At providing phone servicn 1o
Wiclnam, one G thres COunbay Pl © ol b
called from the Uniled Slatce (the olbeds ire
Cambedia and Ners Keread, ATET =aye thal
i §ameralins s providing sarvice duosgh

the Frivalz Citizen pheone FlG=nt 1
postic: "We ase pothing more than sources of
tevemss 0o an indusiry thil has Josl is eoval
comrgas s, This gol of conbrol indely will Joensdn
uk.. by weing cor sorsliticeed responscs I snewer
the phone as if we were nolaing mere 1than
Faviovian dogs wich wallaes” Wos

Meenebile, mew Yark's Fellic Service
Commisson is Fnally taking action againel privss
payplemes Ral don’t commeet cusiomors ko kacal
telepivone company epecators. A F3C survey
shorwed too thesds of e dependen: pay phones in
the Wale doer'L ks “07 calls 0oa kocal operatoe b
ralber $0 a coopany sporsiaor who oflen hazn't 5
whor p= Lo how &0 baedle s emergens y call

And, speaking of scams, according fo e Mew
Waork 1daily Mews, the Poet Autharniay of MNew
Yok Tiew Jopssw in aciyally makeg a commissim
on Frandeleoe phooe calls. Since they mage 1ES
percent on each call frem payphonss socaed in te
Forl Acherily Bux Termiral, iU esdeuled they e
chearing more duam 2 million in profils from thess
calls. That's move o By gef Ut Tent Crom retad
wiures inthe srechurnc,

The FUUT is fumlly incroduchsg @ proposal tha
providess of 90 service inboduce each cell with
an caplmalion of the oo imeolved. 10 the tusamer
Pangs oo ar dwr pobit, he will get be charged. A
Nresl desivien is cepociod by dhe oo of the yprar.
Orameers of 200 pumbers hawe come oL s the
plen, saying thet peopls would bang op withoeur
geazd reason. e Nigure that ong od when yow (e
time. Meanwhile, we'd like 10 propote a
coanpromiss, Sxeie more awalching syxlem: are

Canada Japan, Francs, Scwth Blorea, Floeg Koog,
and Ausrelia and they’re masing keis of moocy in
e puecess W o imagice ATST's fresrslicn
Eeao Firved L sLosd oo e sid2lbnes

Advinces in the UK,

Iirdish Telecom bas imslitednd whet il calls a
“airer” system of paving for calls te dizeciory
avizrace, Luslomoers =ho ume cthe sepncs =il b
abarped 3ITE pence plis 15 peresel X 00 Up 10
e sumbee Do, ey redding thal, yoe wookd
think duat veou would pel sharpsd tha e for Dwn
reqoests. Nof soo Whenever you ase dirccrary
Ehsisliste, you Cad d5k Cor Up 10 oo numkers,
Mol prepdes, hwewdr, wee the service L gel a
pacizular number ey nowd & the mement. §a,
despie BT clever wiy of phrasicg i1, f's bkely
the servies will cost 375 pencs sef Aéguidl, I0is a
ralher invenlive wap of making Jose ncem like
mroce, Fhone companies in the Sixtes oill no douss
1oke pote By fue way, calls to dirsclony desance
[rom pay phance and from Blimed o disshled peoysle
oif] mill be Eres, sl rates Foo varicus ocher calle
acll he dedeced slphcly e make wp oo the pew
charges, BT kae ivfreduced a conple of sorvicrs Toa
thime peopls sl wee dostiery aesistace heaahy
Tiooe Baze giwes them dircct specess o fke
Cowt Py s comnputrized System ol Phone Dis is
an ¢keironic version of the phone ok ca L1
Ry,

One apgusently gosilive mave 1has BT has
made recenily 15 o climiredis tae arvhargs onthee
callicg <erds, Enown 25 BT Chazgroards.
Cardheldors can juai dial 14 el folkw vokc
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prompts o enter thed accouml member, FIN code,
arsd phonie iiber thoy want b reach, They w1l2 T
chorged the simie Faes 22 & repolar puyphose call,
wiach we himse 5 Ty close to mesdential s 17
reor, thean this is jusl mors dedepiok

Last wear, British Telmeom™s tunk nedwork
hegame “the firs rlephooe epslem @y majer
irdustrialmecd counry 0o become fully digitel”
Wow they ve bl the hallway poind = assiching
their local excPanges from eleoromechanical ta
Ligilal. Yed only 75 pooeent of BT 6 sosiomers
Fave e copobidity of zetting ilemica] kil

And jusl ad in the Lnited Swtes, people in
England are having problome with “premius”
soreices that bill hege amonoes of moacy to
upsuspecting customers The speil irea oodes o
Cane pervices ane (R0, (304, B30, (B, O06F,
and G077, ORI calls e podl free) [z the areas fhal
have been digitized, it i naw poscable e Block
pecesd 10 these numbers. SHll mare proal of
evifwtion. By the way, the cosl of pressing the
right compatcr koys lx sscomplich the Blocking
il b wndereriten by raisisg the ratzy of the
bl ied rrunbers!

Mew Services

Spvise han & pew servics callsd SO0 e 200
Transler ra allowws callars diahng o 900 noebar 1
be franeferred 1o a toll-Tree BOC pumber. Why
wonld anyone wack o do thist The thouphd is thae
calbers will dual o 200 pumber b0 ger bforsaeion
ebet o puemiculor ipem ool deEn B tranlened to
e B0 nomker wden they kisee oo boy it The
calker only gets charped fof the Lime spenl on The
S rember, s kast in theory, The only way da
really Ermef ool i bo koop @ pome pad, and cdock v
the phicee o all tmes.

Anocher new serdace Speint b oefTering is S
de kol ol Bdels, N called Answer Tt snd
il dows whal ATAT and the repional Bells have
bwoen deing for years bill due call Erem e moded s
the cilled party picts gp. Many kel curroodly
uss the cquivalent of a pon register ted into 3
cemoputer, H you slay on for a cectain aonoier of
ciner, IE°5 assumed that the call s answared and
pan 22t helled. Accerasy [ends 10 go out the
window im bolels becazse of the need ta all
quickTy. The gew Epeand secvies wilt work in
evrperiian with the Fedel™s sxizlng phone sysiom.

New Yook =il be the first city in e Uniced
Slarsd Lo 1831 el peepeid chargs cards an ils
payphooes. Fesl ae in Europe and Az charge
caeds [eallzd MNYMEX Chonge Casde) will s
arailahls o sale ar nessstisds wsl oiber elorne,
Exch phone will bave a Btk scrzem thal displays
U amcund randiiung on e card ool 20 each cal]
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FLOETEEsEE. that amoert will po down The 24 &
tchedeled 40 bepin in Seplember wdth &0 o 20
phomes. We bope they aveid the mizakes made &
colnmies ke Erance, where it & impossitle {0 use
ay papphoee wilid dcoed. [T coends, fow whadsver
reasoc, are toayalabic, thooe arc oo altornafivee.
We woold hate fo s2e sach am oppressive systom
[ ed dizar (ur Thrsda.

Another technolagical advance is being
wrhered in by Miesa Bl Castiomers ioe naw ahle
1o pay thexr tells over the same phone line dwy'ne
paying, lor! By calling an 00 ramber and anperog
thetr socreed ID, they can transfor money dircctls
from their checkisg eoonats 10 the phone
company, Weald you tusl ibe phooe company el
mo evar ks malers oo dueir ovn hands since they
cbreivnsly havr all dhe Efmnation Bey rocd Lo pel
Al ot oy

The s ATET calling cords o= ot “Ln order
ka comply with govemmend mgeIremania, ATET
5 mo Jorger sharing card norzbers with your local
e bpdwwis clwe iy, ™ the tnasliag reads. A g rerun
we naw have 14 digil nambers thal bear ao
reecmancs ko oo lepbons pumbors, B, contrary B0
what Zuey 52y, These naw oombers ane accepled by
New Fiak Telpdame, which al lasl ropesl Wit o
leeal Islephore company. For 3 “demonsdration™ of
T calling cad, yoe can oxll #H0LIE5-3430, Al
zards seem 1o begin et £36 or 558, The next digit
is either @ oo of o 2ero, The e six dgas can be
wrry mwemher. The las foar coamprees e FINL They,
oo, eam b any number. Exch card alzp han an
intermaliona? momber which begine noth B2 E253
fodormeed byt card nomber withoot the Foor digil
FIXN, {he ooreber folloms thas whuch is a cheack
digiL Ther there 28 2 o digil athedivation cods
2t the epd, Thers arg twa ather formalx Tor the
ATET calling cards. Coe has 21 digics and always
hegins with eicher E91288 or 851252, This 15
Tolkreed by Ber ligals, & chach Sigit, and o Tour
digit FIN, Then there iz a 17 Sigit version that
pegins with elcher 288 or 253, fellozed by ten
dupite, theen a Tour Zigit FIN.

GocBresders Hell will Te Evling cmit w servicr
catled Mersage Express foom ils paxphones
Chelomers will he ahle 0o leave o mesiage 2hen
thew encounter a bopy eiznal, 11 =o'l &=
waroenatic, ol Calbers 2af] have 1 dial an B
nimsher Tul will be jrered oo the pleees drad leave
a one meoate mes2ags. Pomanl w2l be by ommdi
Larl wnly. QOO0 haye Been olfericg Aimalar
services for quite seme ime. We presems
Southeestern B2l will have en odvarfage so0e
they can inslacehy Sclect when s phene is oo kmper
busy, whale COOOT sompanics have 10 koep
Wving e pet daoogh periodically.
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Corporate Litigation

I owie of the villiest camcs ve'vo heard of o e
wlile, Mikzkizhi is ryimg to soe ATET becase of
szrurity prodiems on an ATET Sye=n 35 FRX,
More ther 30,000 onautherized calls to places libs
Padcavans and Faypt wers mades 8! o com of mors
G SEOLOC0, Mrimbashe s claiming that AT&T
never todd then saneetticg liks thiz could Sapoen.
Aazerding 4o one of Mitsubishi's lawyers, they
were Socipletely onears that their syebcm was
volrerabis oo amack. We belicvr they shoald be
Trevded with thal as pam of & slogee “Mizakizhi:
We're Compleiely Unaware" 1T ATET bad
gefosed Lo hefp them or if thelr eqoipment was
mpoesible o safeguard, v coulil mee Mieahishi's
print. But here it seemi liks they're jusd #ving 1o
P the buck and et cut of paying & huge hill for
IEcir igrorance. While we're on the sshject of
ignerance, o shoold we say maliciomsmass, bolk
Mew Fork Mewreday and New Yok Sare Podics
invealigaler Docald Delamey have repeatedly
blamed gach sorivicy oo plome phreaks In fact,
dvenadoy goes s fur s by doling phoee pheecis as
peopds wle oflen make feoic lrAeg Erovn Tgaring
il hirw o make e calls. W S0l eapect propls
whes are wo complelely o of iL b erslenland what
& phame phreak i Toar we canid Bderalr having
hlatan) Jics spread for the purpeses of sellicg
PIRCES OF 2eTLnE B ranls e ¢asily.

Ik Timuer ol London is po beter. They Azfine
backers s “poople ahe el sompuls passwords
L) break dinfo inlernational datihiscs and nse
eervices Ulegaliy.” According te thom, George
Spow received o phame hill for § 000 pocads
bercamss somclaly pucesnd biz password oe Beitizh
Tela:rm®s Deal Fus service which allows callors
atcexs lo inlernational compuber services wia a
Iecal call. His passweed, incidenially, oas
Spperman IKal Flus costomare bave 10 sign en
agrmemend zaying oy oill por wse sasily pressalblc
parrwond s, Bot M Snow kad sigmed up foc the
S¥SEemn priod A that and in addition. BT had
Appeoval the pazcween] IBomselves. We ses the
phine cozpany as being responsihle for the
charges dncerrsd, primarily bocanse this is 2
coeneumar-hasced woreice. Dicterent roles ove 1
apply io these kisdi of silwalions, Yoo camnol
proelize gdmeone 3 kege amount of mansy
bazmes they chose & stopid parseend. Howeover, a
compey hal i in b phone of Compuer Misides
has the obligation 4o see 0o ir chal it uscrs ame
whlizing adequics smacily, IEthoy Fail to do this, e
Masubishi sgreennthy Sid dn the case above, then
Uz ponalty is theirs.

Lo anecaher padr of lewspits shat shoms Bow i
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of crmrod dhe felephone Edusdcy hae patlen, ATET
iz suing & COCOT company fix nel paying mers
thac oo meillion dellars of fraud=lent charges. The
company, Moth Awsrican [dosiries of Grem
Wetk, Mow Yok Bar homed anound ocd voed Mew
ok Trlephone for not gavirg, OOOOT compacies
a fax dedd. In en dmerdizs oo WEAT'S _n_._ﬁ”q The
Mok, Morth American Industrizs president By
Aermam said that frand i6 i egwesially W problems
o lndeperident piy phones. The installatian ien't
woTy SOFRCT 0 moet cises. Al a frersn bas 1o deis
clip izde the conmsetion helore iF rraches the
pavphone and thoy can make all the celln ey
ward, Since the payphone wchnalagy = corzplecely
within the (UHIT, muvame getling pooess oo the
tinz helfiere it oraches the COCOT wouldn™ ron
into any reserictions. By coofrasd, Mew Yok
Telephone pavpkancy are conioclbad foom the
<enirdl officn Mo marer ohers sefisone Laps nfa
it, the phoge comgpany kraws #'s 2 prephens o
won T alow cafls B b placed erhon die jroper
coins of borps. [ may be g wsl pucss om e par
kel perhapes when ledepepadert puy phemes and
alternate Jong dislance companics Ae given the
sane gotess Do tochmolagy thae the regional B=11
dcnupuricn wwl ATHT have. they may viop ripping
e ol T =0 mnch, Baght mow, it scema ko be the
auidy way Uhey can Aay b business.

A preal example of this i currently making the
rovnds. It seeme thar ATHT has a diree diga
cafiing cird: 155 {n boing amy romber) followat by
a @ key will aflowe amy 2eno pius call o6 g theough
from heme phones. (We're told a1 3 Soce i bell
back 20 the origioating eember} This docs not
work frome regional Bell pouw phencs bol o does
ook Eroen d bl o COC0Ts, Which msans ot
agin the COOOT oomers e geming swek, this
i dircmdy by ATET.

COCOT and PBX Features

W Emﬂuﬁﬁﬂmﬁn he mferested In somes of
the Feapsrss being advemised in CUCO0 litra o,
Selling poimiz inebode: being able v sccopl mckeds
dimes, and quarters (womll - weics synikesized
imstroclicns: opticnal coin free access oo the
Ol CMCILInCY Services, wad 500 numbore
(@ can't wderstest why any payphons cperor
wrrukd woant, Jol alors b el A, 0 mab s pesomiial
serebecy optional -t “Fedum ™ dheuld be illegall;
Eelzg able de deicsl bosy signals, dnseer
supervision, ricging, and inf=rcept recerdings;
slofing, presed spoed dial pumbers; and, of coorse,
FETIAT [ROZIAMm ng capabilidicn

The CTCA (Communicsives Frand Contzcd
ASHOCIRIINL) ia poromiz AroUCd SoMe SUCACY Tijs Cor
cooporate POX s Assign autherizalicn coxdes
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rentomly on 1 nssd-lochave Basid and =it e
pamber of cills using these codax Never mach
codes with o pany lebphens, sunbon, or bulge
sabers: [natact emplovees Lo safeguand ther
anthoriration codss, which should B assigned
individunlly, niod prirded i bdling roords; Codes
sheuld b Eragquenily chirgsd oo camcslad 2hen
an empleyes bewves dhe compaoy] Remote aesid
ks shoul Be limned bo domestic salting and
chot oy when nod in use] Lise the time-cf-day
PEX opticn; Use a syslem-wide harrler cods,
Tellowed by an asrhorizalion o withs e mosd
gt wour FRX can handle; Use a poorpolilidasd
nommber Tor remots poonen leved; Use & delayed
ecrronic call reipense, which ix the same 13
Ieting yoor phone ting Foor o five fimes hofor
answoring: Try Backing your cam sysiem bo find
wedmess, the forect them:

Story of the Year

Eirlier In the summer, tee cnoems of the Ling
Taliradl Fex Cemefery in Maldle lsband, MNow York
were indicted For allegedly nol banyisg pets like
ey paid they wers doarg, Instead of puilig Spot
o Fido in bt groand by his/her combelons o
giving the ashes 10 the hereaesd ewners, they wors
i B have dumped op be 2R 000 cazoasses o4
maah greve Bnd groen random mixsd whes o the
gl awmers, Nesdless o gy, dhis has ol gone o
well, (The Long Island Per Cemelrry in right nexd
door i 2E0GT panl ofTce boxes and there have
reen vigils, demomlrations, nd gear-riss there
corer the par couple of mantks.) Bt o sddifion b=
this, the Cemelery oomos xe accusal of paining
remade Becess bo their compolitor's a2ewering
machines laie af aight in ceder 1o gel the mrewes il
pombers af dead pel awesrs bedfors their
comprdibors did. T & nasry Baking s,

Another Great 900 Number

Cror farvorite prees releass of the weck begos
“Hive yoo ever amreed 2f the boicd =1 wiach wou
wld everyone Fou would be staying, only bo find
thal a mistadre Bad heen made regriring voo 1o Hay
elsentere? Has vor daupbler besh o & cafuping
1r &t the £3me cime yoa weee rquined e beve the
copnley, and vou nesdsd o el ber somedhing
prarsoral Birs Or, did 3w ever s [ eonulael o
ol Frierad oaly o disconer el they bad meonedT A
new sorvice callad 500 30T DOWN aall ad all de
shove probleme ag well aw greatly edpind an
individeal s shilicy 1o sepd and receive secunc
wessages.” The calls eiel §1.53 fof the Drs manute
and 93 cents for each additioad] manoze. You
woabd have e be a Olass A Bood o ses this srvics
s every asport of ¥ cin be cisaly acconephished foo
signifesni’y ks When you call i,y cin preds
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1 5o recrive an Jdenificaion pmhet and passscord
for their a¥stEn (Thal™s he ondy D2abice oo C2n7y
accomplish for bess!h Pressing 2 allo®s dou o
“raceivg arither Subserfer’s repoeilny of phone
santers”, This means for 5152 poo can o el
scrrecbody's plone namber(s). (I the exemple of
trvirg B0 ik doon an old friend ®ho had moved
that was given ahave, the company neglels b
wenmoe thal the ol friecd bas bo be sobeibing 1o
the mame service! How many old fhendi do you
suppose your'we loed fopch with whe are
scitricr iblng 10 the same brand new a=vace as you Tl
By proesing 3, yom i lesave a volos mennge Tof &
iubseeaber. They make it clear thad E2yODE Caw
spend 5153 to leave 4 beiel message. il FLst
subscribers, Jusl like calling am answering
machine, encept vou ged to spood 5o much sone.
FPlur wou Eave do epter dhe sehacriber’s
lderdification code wfler pressing 3. We hope you
hatre a rouch: wooe phonc, Pressing 4, oalaag pour
idontification code, and ervering yoeT parswind
alkiws wou in reEEieve Yo mERIEes. Amy docmt
wweniog machine will allew you to i the same
sy o e oA olher dhan the plove call. Werioos
weice mail #2evaes alboo wog almest wil=nibed
accoes for charges of wroand $15 & month, My of
these have additiceal services, sich a2 pagiag
feahmee. [ yom were on call s SO0 service oaly
aight times within a meath, either 1o lmve
messiges of peimicve them, yoo woadd te spooding
mere. By pressing 5. yoo can “update your
personal phone of reposiony” which we grerss
to mean wpdale your phone numhers se ether
abecrdnors can find out wiwd ey o One of e
starvals of the commereations ize is the allity i
cimvey information for froc. Belisve o o ood, it
Ao el wool $2.00 plus fo gol somebady’s phore
rrambers or b mmdes them b e public. Thae
ara {op pany proforabie seteds po meolion hare.
The Feal selaclion can be wecessed by pressing &,
which pives oo Ve secure, privals phame lise for
outtoand calla™. Linless they'vr somehaw
saraged to gel ancrss b sedure phoe Jines used
Ty e mniEnary., most conmer o' Bave o ok
Ear 4 G phuone: hatezs that cost boes than B8 s &
e [ 5195 for the frar) Aed, shotld amyons
Eelicws their calls are somehaw mars Seire
because they're beinrg muiste through'a furd pary.
fedd oo recerd Winter and Spring s that desail
why thiz ix i 80 (oomeerming e 500 STORFER
=service™}. [F won belicws thia ¥ind of thing s
warthwhilz, you™d probably be micresied in the
COMpAIREL WT530n, Toschabic al B T PCET,

Japanese Numbers

Home “home omniry dirsct® numbers Mroes

Summer 193]

Tegran: Uleited Stalce: 0033 ] 11; Hewatd ealy;
Do 330 Canela: 0035 1B Umited Eingdom:
M029-441; Frances O05%-131; Tralw; 0035-3%1;
Motherlands: 15903115 Seuth Kerea (000 E21;
T...u_._ﬁ Kong: QUAR-EST: Taiwsn: (NID-GRE;
Thailand: (039-6517 Singapore: Q03R-G51:
Aranli (OGEA1L1 and Mew Dezdand: (G951,
La ek segular iclernalizmal alls G Japan,
dial EE ples cozmery code, cily code. and
sohsciibar srmvher.

Customs of the U84,

Accocdieg oo e San Aadeas Ciph, §F vou Lve
m fam Andinso and el M orepoct somoons whe
owIms TERNESIAC-[Vpe welpons seck af machine
e and sadesdcAT choelguna™, vou can call $55
GUINS, The Gum Tramers, a Speingficld. Virginia
based pobiicatzon 100k sXCepricg 1o 1he phons
member, “Daes ke BATE |Burcea of Aleckal,
Tebacon, arsd Fircarms] bave @ fascinztion wit
o comnbes? A PR s ke, fe BATE Pl b
madd a funple badge fr an eshbem - the rembaa
e badpe war 666 Now they are using thal
sacte number igein, presumebly of & Way Lo
Lt itane fengle "

Te shed Hpht on amcther issue, g "ve hoard
mamy stuped jdeas i des 5o called War Agams
Dirsgs. Soose cines have ceade i ampoezible for
parphoce: o esceive calls, Thin wes, doug dealers
aonil b able L reewive calls o there wall Te: e
druge. Oher cilics have chiminaled topch bme
arphonss and replaced them wich o3d fastocced
refary pheoes Thal war. doug dealens won't be
able 1o z5c tooch tanes to acrivate cther doug
dealers® beepers. 1kis witl resaln jn bess drugs,
Cartad olficias Tues seppevial tulluwing hecpes
fes anyons wnder L8, Lews herprrs means [ees
drags. I, by woepe mirack, drup doalore maoaps b
warvive in 3 rotary dnb pocecalioack, beeperiess
eorybrorsment, e laes) bradnsiorm will stop e
deal. Hlineis Rell figzre: that sayhisly puliing
MONCY WES 3 Poons o pazht e be a dreg dealer,
Therefors, they we heginming a cew policy in
Dlueage’s poawer meigliochooda: do ook wall B
mocepicd belwoon 7-30 pm and 4:00 m. The Tevers
wers orggizally 00 pm to G0 am. Aocerdng o
e Chicaga Syn Timer, thers hias keen ma
opgoaiion 00 this IS8 A o0 Busmessman pal 1.
“1 Bk i 3 pread Blea Anything 0o CUL oW o0
Sruas.” Aanything.

The Ouiages

We never pod A many pfees call as we dal
dhis wmmer comeorning O rrcend phone colcpes
thatl affeciad varions ereas of 1he ¢ounlmy.
Everrbedy wanted fi know iF hackars wece
rpersible. Ard, cven 1f they werm™, el they

Kumemier J99S

he in e Coees? Wo told them we coarldn't ke
any promisee bal ik ix posliy sertain that such
ontaaes aned Eoudepes will be commonmiace Ut toe
waars to conze, Most of & will be dos fo g ol
shapedbly wul shawt-sighisdriess on e peot ol o
wha impbermen thess svedemt A0 ameons she kas
ever mslabed 2 newe oporaling sysiom o a porsonad
corsgmler cun kel v, Uume be alivays ransilions]
probéems b cortend =it Wirtbour cocepiion. For
mak pluars coempuciedd nel B Bovd i edsy wap of
geming around dhe problems dal accumed when a
new swinching syesem LSignallicg Syeem ) was
implemenbed 0 modhirg shaeel ol erpsinal. Aller all
1elephones are hife lioes for nearly everyooe. Yet
thoer in charge we cordent B krsk al the wheale
operation &5 enoiber BiE ompdler sysiem.
Accarding i Richard Firestees, ehief of che
Fraeral Communizalions Comomisshn's Commean
Camier Borea, the recerd Fxlures xv actualby a
ign af progres: becoase they agoe cauesd by
spgrades, Diovblc spoak, Cily,

Firemone sasd e prospect of an independo
b b Syalers Wik oo of the goasiion becass of
ihe erpenss Evelved. This FOC spaherman sl
epgpeeled that thess who rroded abeolure

-relsabificy shoubd go out ard by dheir oom backop

sysbe, Aboet the oanly pesitve Tang, this guy &4
wis mop shoet of mupocing Foes o peopls whe
complain

For the cecord, Uhe proklcms were relsicd.
Treere was a flaw in sofiware oblaced from DSC
o mucsicarions of Flass, Lexas, 1 =as mever
el legmulely by anpone. Califomiia, Virginis,
Wed Virgnia, Mayland, Peanivlvania, Mot
Caruling, and Woekirglon I0 were a8 alfrcicd al
soes polrd by e o

Another Outage

This sdverisessant mas ploced = varous S
Louix pupens on Joee 3, 195 0:

AN QFEN LETTEE T QLR FLAINESS
CLETOMENS:

Ar Seouthsertern Bell Taddphons, we've budl o
high standard af curlmsr rervice and we lake
pride i fagr - eforfenately, we recesd)y
experidadd 4 rend folerd in & Povnpulef Svnlom
rkad vrenpmuir dala

Ar o résadT, abewr 250 4T Lonti-area Busiasnr
CHIMRERT ST aveess T dmpadsland day-ra-day
aeevices, For thare af you whaze jervice war
IR, SR fandad RSaalaned 20 0 Ksragdes 19
wour daperalioer and, af ferd, en laresa i T
robr cusasers. W apeicgize far f@nag pap dren
ia this sarrgace. fhougd e predles fagered
Jomger Than come o wi wonld keve Adued we meade
ey Hiford T par fhad o war fiesd az gukbly as
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parsble, s EerRgrian warkad grevma e clack,
fogping mere thae 3505 howrs, ta correct ike
protlan. We enlipted the Belp of caperts from
AT TR el

ST ke Ha? ot Beoargl e e ol wepr
L RETOTE emor, e wushd Fafe T et A Ranpoend
o il s Woawd v, Wi L Gaieede T Maata redoned,
e ferer heae shirfed fa furfer apgrading B mate'y
refabafiy, Wi sorme o S et midy dube Gnig 28

proveided w cheui on the wionymicy of the caler,
wince molpring, caik conld not be depended wpon to
b priwale. Ry the 156000, s2leplums axchoclogy
1pped the balapce in favar of the caller whan
Airect-dial, single peoty pelephone sonice bacams
widrpresd, an 43 arpeyirce calls, Technologicad
charge, which tapscd the imbafance, now cin help
impearee il in e form of Caller I

They dben wee thie ax justification for no

rovmplcme, wa WAl pern st Wt e persice we proad
wrys e Rk sienlardr oved el Sn e fand e A,
wet et B eaTy oy e wiEE v R
internd. W widnt 13 shore =50 You ol Bl Sor
Hprowig the sysfees, and we wand o Reer oo
prvmme i e Fudw A SOA N TR DR T R
fa yow, Wi are mamumilted T aoming wowe siufidonns
e A

Nirvrdy,

Rty Faarery

Fregdeed

Micoan Deaain

Bl ten Pk Telepebne

Among the casualtice of Bir serowup Wi
Al Pak Racerack near Chacageo. They bad
Lo Bamy wway ein cRslomers beg gese the phong
problems crippled ilx compatziized belang
operanons. Cusomens wors nol wery Tuppy. And,
sooerdmg 1o expons, Sovlbewsiom Bell i net
liakiz unless 5t odn be proven tbak they did this
deBeracly. In slditon, ATM s were shie down,
ik enlire Frdoral Ressrve Syilam was dlowed
domn, and bapks weore sul 9T frven theis maia
cosipaiers, Whals Kaody Barray w3 more thin
hagpy 10 tell everwvone hew many hears
Suatdwestersn Bell™s techmicians lopped, b
noglnelod G mreerdion just b Joog teir Cofepeiers
were doom for, Sixe v

A Soithweszemn Bell spokespersen ansd, Ws
deai’c anticipzte this happeming apen™ They ser
dikln'L anlisipals 11 The first b,

Ded ol least we Enow ey Te dn poech with
i cosoomers, T You wogkd rathar 0ot bave
happened wt o™ Soch g keem srnse of prrmopdon
docs e come el

Caller 1D Pushers

A peovent lrpter 10 the Public Service
Commission from Mew Yok Telephon argued for
the implementalica of Caller 113 arsd CIASY
sorvicen as &0t of possible. “The wweronl balaner
of privacy beivnon callcg wd colled parties is the
resalt of wechenology, oo secisl policy. In cariy
telephome sorvier. ali calla wers placed dhroagh
ppecwiars, aho sontilficd the caller 1o the callsd
perean Pamy line seovice, which broe geeagten of
Amierican felophane customers had in %50,
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impie g alb-zall Blacking for cuslomes whe
wand i A% call Blecking would mees Thal all calts
teads fiem o puticzlar puzbor (cacepl Lo #1110
would mof transmil $he phons nzaster 1o the called
ety Mew Yok Telephone wanle 1o inslmal offer
per-call Blscking, mesning that the caller =ould
have o dial 2 special code {457 belree svery call
ke y wanlcd b makes withour frapsmicling dheir
aumber, By doizng it rhis way, MNew Tork
l'slephome reasons, bess porple scald block dueeir
merehers @ the callad party =woukd know tha the
caller had made & corsekns e wo Do deirs.

Why are the phone companics saldenly o
covered about Al of thess harassing calls Dar
cacryime 18 elegsdly gerticg? We thick they'rs
moch mors eoncemal ahost selling dheir prodoct
12 15 poblec. IF too many peophe elact o block
their pivone mezzbers, theic product wen't radly e
thar appealing. Bet if 1's made mere Silfaull o
hkek s nuimler and of o wh do arc mads 1o
Teel s iF they " guilty of some Cruse, mane people
will subscrite el the phore compaics wil gake i
.

16 you sl Belisve that ihis ix aboul privacy,
congider tw ree ks of menfomation a8 of the
phine Sompanies jreist oo spreading. 1) Peopls
who hleck all of their calls wan't B2 alle to
iransmin their rember o an cmerpency. Rod us.
Erhisweed 911 passes your member to the palee
megardlea of whecher vou use call bocking. Thix
servine 15 boeoaning avaslable throughour e
comnery. Caller [Dr i arrzlevant in thess cases
unibess uallars are calling ron SMETEEOCY NOILNCTE,
And thal worldn™ maks much fease 1o am
pmergency, weredd #1721 This will spell the end of
haresseg phone calls. Totadly v All & calier
how s iy is oadl B @ pasphons, 2 caling card, &
long distance company, of eimply be oot af the
immiadzal; areil

Eincr thase prople wh are op 0o soaething of
wha went 10 remaln anonyvmees will always
mamaps ko die wk e plame cotapanles would be
termer adbvised 1o promoie the servase as sonching
pernilave Tor those people o8 wani 1o anoounce
their arivad befors they hegin speaking. Aund e Qo
nhat socieny wanls of nondx, lel's leave that up
Ty, red the (e COMPpAn,

Spmmer 1997

H._.'_::.-._.—. —,._._...._...m TirsL _T_n.“___. of Lhe dE...H u_.
the Crricorp Cenler—Lrom 5w d po in the Rbby
weaf the pryphones. 153 E 5378 51,0 NY.
tetween Lex & 3ol Coone byl drop ofl adicles.
ash qoestions. Cali 516-731-2000) Lor e infe
Fayphone nambers at Citicorp: F12-223
UL 212235007, 212-308-804 5, 212-208-
162, 212 m_u_.w..w._m__. Meetimgs als Lake place
in Sam Frenclsce at 4 Emborcaders Plaza
funssde ) steming ar 5 pm Facific Tice on the
firsz Friday of the momh. Payphore cambers:
ERES TR RN

P SEHOP CATALGHGTE: Packed with
sgzipeenl, feme, personal and privacy profeclion
surveillance ronsmitises in kit formy, celephone
laps, begs, shin guas, room mecsiers, decoding
devwizes, analyrers, cower! oacking syslems,
defenss sprays. caller 1D, people lmarers - fiml
anyone aoebere] Deleclion ppslizns, Rap T,
vince changers, serumblers, seoure phones, and
much more. Send $3 check ar money onder bo:
Bug Busters. PO Bos 975, Depis 2-6, Shoreham,
MY LLTES, FAXK STE-RP0002.

WILL FaY “m_u_u_._ [HF T “enond . radon™
sumipuner progrem and schernarics. Cald Mike az
212-533-433E.

KNOW WIHO'S CALLING! The Call
Tdectifier has Lhe snswer Displavy <allec™s
jhons. sarmbeer when Yodar m.__.:..x._n 1_....m..n. Suores
phene numbers wink dute and dime of call.
Ve85 210 for 26X sabscdbers. EDLE, PO
Bom 337, Bueffale, NY 14225, (715) 481-3476
Sarveillence-Countersacveilance equipreonl
calalog 55,

CAN SUPFLY se¢liware and compoter
bardware of any kind below whidesads prives, T
arn locking Toe sados poapile [0 you can fond e
buvers, 1 will wick o4 a pescencige. Wouald
like o pormzspond with haker in Savarerland,
Giermany, Japan, angd Framie, Anyhody Wil
Acions W eleallly bovifea 120 hnGlopy OF 200588 Lo
Los Alamos Nalivnal Labocelory 1\ Mew
Mezxico andior Lawmenes Livermore Lals i
San Frencisco, K. Hepdersom, PO Sex 243,
Agoory Tills. A G200, B12-285-8361

THE LITTLE EBLACK BOOEK OF
COMPUTER VIELSES, The Tirsr Bock o
ke Lo write them! 190 pes, soft over, will
il 188] B mowurse conde. S14.55 poosipusd | ar

Sumrrer {90

1=k yoar .Eu._. u_..,x_..a__...:... 233 E,a_._ il _“_U_"_.... Q-
QAFJOE-LE-1G A GED _..Lh_.n Publcitima .,
Gox 1401, Tugra, A8 33717,
TECHNICAL w..._..x..._.—.,__.._.}_.._..__"..
COMINTERMEASURES, comminicatosns
ecpimrening servicvs. Koss Eogimegring, I
TG Hepe Valley Coud, Adamslawn, Ml
1710 BO0-1is-1EBE,

COCOTS FOR SALE: Ferlect waorksog
cordition, removed from servive Lnoddl Caed
only Lype, hay vard rosder budit inla ans,
DTME, 1T number speed dial, 330 cavh plus
315 shipping. Call or wrile o infi, Bill Rigees,
IDAD E. Charleston Bivd,, Las Yegas, MY
E9104, BOO-ZA9-E50], (0] 382-7344.

TAP BACK ISSUES, complen: sea [ 1-
S1. high by, S5k SASE far tndex, info
vo ather Beddings. Bodeo H., 1209 K Tikh,
Wanwatesa, Wi 55213

TAPF BACK ISSUES. complete sel ¥al
=91 of QUALITY copies Irom
vrizimals, Includes suhematiay and
iadexes. 5100 pasrpaid. Via UFS or
Firsn Class Mail, Copy of [97]
Esquire article “The Secrels of the
Litele Blue Box™ 35 & larpe SANE
wia2 renls of stamps. Fete G, PO Bax
4563, M1, Lauge], B OBISS, We are the
riginal:

LN TAPES of welephone recondings, rings,
busys, eic. wanted for radio programs. Alwa,
curcent ceverdinge and Tonny phone calls
wilvame, Send 19 Emmanicel, PO Box S,
W33 Blased, MY 11633,

SEEME HERE. 2

Marketplace ads are free 1o
suhscribers! Send your ad fo:
2600 Marketplace, PO Box 99,

Middle Island. NY 11953,

Include your address label.

4ds may be edited or not
printed at our discretion.
Deadline for Autumn issue;
. 10/15/91,
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when hackers ride horses:

Cybeorpund: Oullaws and Hackers

on the Compuior Frontion
by Kt Hafner and Jobn Mk
0 5, Sarmeon mnd Schusbed, 354 pecpes
Fenview by The Deeil's Achvoratba

Thea expheits of Kindn Mimeck, Fenge, and
Robarl Momis havs becoms wgerday beth n
and &t af ba Racksr mainstneam. Untl now,
bereirar, b s had 12 vadrship o idols
from afar, Chytapunks Cufaws & Mookas on
the Comindsr ooy unies Faciss i bis ua
Fhr misbmony by presanting an n-depd ug foen
vieew of hesa Sechno-meraces” withaut tha
oA Goorcay prossheces: il ety
ATy i A work

Cvbamurd, iz o Tng seque I Steven Lev's
classis Mackers, Wheress Levy's reaize
aEiessed fw ongins of hacking i its infsncy,
Cphsrplk s tre Mew Testemant depicting
Feackang B3 i 0 Fae hom and nowe Mos han
just @ syrchasis of curment rends, haseer,
Cybapunk depicts e hacking ifestyle and

=

o gk nargans of tha haok Parars abbid Kal

ST i 32 0 peswen thad qriet oo Gf The beck ..
H.u.ﬁ.n...ﬂu_.ﬁr. -_.ﬂ.nn_u sully the ...-.._._.-__....__..-h__ T .ﬂu.__.._._..”
The Trark Side ITncker”, is 200 peeoent fabacared s
-D_m_u_u.__"ua_._u, Bt saends thae the BT E AT i _H_ .

_n.u.n_En._._n It Enea -J.m.n... .":“_:H_Fn._ 1:_ 4T er G

.ﬁ..n..nu__un__._.ﬂ.nﬂ... 1 _un......__.qﬂ._ _._u:.v;...—...ﬂ..lh

¢ Ferepver, my co-defondant, h._"n:..w H_.__.nuu_".u.. of

n_.:-_ Peotersing. Deskgn thoss e parCicipate

.m_.nn_n__pmn.._. .atrn.r_._“_..n._;.ﬁ?._:n R.ﬁ,nn_._ﬁ_..wﬁ“ u.”..__

.E...uﬂn.ﬂ% eradibikzs 1._54__“.__". Il ae bath
_._uq.n__.nqt e z.h ._.n,.mr. wu_aﬁ_u.ﬂ.g.. Btoprisingly,
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cybepii cubur Bt bes evvobed elorgsicis o
Bovndkpss fastination with compaiers s1d
rformerion. Ciberpond porbeys hecees &5 ey
really ara: el poople wilh ees nod uniie our
tam. Was bathers have emotons, dasiss, and
probiems just like wa 9o, Mo they e rob g
comp Pl of socialy ileeor sEcho dasoe
wihdrmwing nilo $e dephis of he ratie i
wscaps fom nality. If arpthing, Crbermunk el
bast sty somie of the antoltied seneobipes
that e parsisbd throughodt e 505,

In Cpbwrpank, all the candral charackers
idantify closaly with their scisnce hicion
couradpert. Indieed, e e e s one ol e
ety brisschs test S tha ves of Mines:, Fergeo,
and rim (Rsbart Momis) iopather, The mast
ieresing sony by R = et of Penga, 3 West
Barbrar whio, mone tias ary ofher character,
e omzes whal il reans Bo e a opberpurk.
Pangn wes Ul & corpies Guliw aspiing o
e lkmness of tha chamcker Case in Wilkem
_mq..»._ﬂ_ = Nawomancar, raveling e et n

...........

n...u..__._n_..u._.:.-_" S i e
grrlicipas an u Pkl information smste i T oag.
comperied for sy F...un E_"._._.__u u._._._._iu_ .ql.r__u_“_ i

Eane probobly _r.n.a.. .F-_“H_. u_.._.u.__ ..p-w. for
..._...n_..u.__:h.nn.r.ﬂ.ﬂ_?d. a.n.ﬂ.ﬂ.._.n_ﬂn.n.mnnﬁﬁﬁ.nﬁi.l.__

.....

: ._._.R.n._._ﬂ_f ”_...u—uw ...._.-ﬁ.u._n Enﬂn_ﬁ.“_n a5 n._n _u.L
et b parinecs fior ower 141 yiears, __a.._.ﬁ de
vy b frewa -

{2574 amming sozis _Rlﬁn.__um. nn:..nq _._.a___

i .Euhu&u:naqﬁ.uh.su.ﬂ_xiﬂﬁ 8 ...: .....

Y Inabe galtey copy .u_m _ﬁ..u_..__:...q.m.b._...." Katie

m.“._n_.ﬁ...._.._w T F T GrAE e ﬂ._mamaﬁn.._. qii_.."_?... Final
_yn._._:n__. H{:ﬂvﬂaﬂ_ .n_....__._.:._ﬂ _n.m#..__.n_u gw .u_..

geiied copy® Probably DEC woaldn's, b 2appy

Summer 1007

a review of cyberpunk

srrch of dats 2 sel, and o o llegians o
salnTy & ration, Readers famiier with The
Cuckae’s Egg wall frd this section paticilarty
rcmstng, Cybarmendcs pocounl of the YWies Baln
hackers mases The Cuskioe's S kX like a
ferkiing Autdenng o the guidiness of Sl carpy
prces, Mo reades can see whed 1 vess et Siod
himesd wes My 1o vicariolsk) oo Brough
hes crmm teemmingl. Cberpund; pronidies; e misng
pesescs. s Pt Siod's CUchooinio permpechve,

T bty cosfrress whbe hackars on &l coscts
have known and prazched dor years: that a
ST S TAETTE worsl ooy & s LR, Neardy
ealy Sysiam was hacked by eapoding poorty
chosan passwerds of Bugs I 1he operaling
Fysheme. Ieresingly, Qb alksa confms fal
tha avforiies amolnt f only =5 mary buniding
Keysions computer oo daspecabely g o
maich wits wit s, The Bl i fed evecyors
described hare gol busted becansa they aiber
e w0 rruch o were beiraged by ciosa Fands

Wi 2uch help, e bog am of $e b Bpcesrs -

SAYS MITNICK

o Ly he 'Sl prooide Kare widi sncenong:

detaill fegardng the DEC bovak e Mot bo memdion
the: eurlmvorsal mree regandang 10EC huieg e
permom fhl praeirarsd thiedr neaork:

30 pags Wi, Katie wois tha Lo Dickens
obrpiged W Mulic ifonlity fo ohlain a job thut
rega et m Meldn” Sriving tocord, The paze Kaie
primled was T Robor Anfrew BofhngerT. Tk is
falzet - The moms of e “lalzc™ idcalify was
YRuaiacli AsBemy Brookme ™ Bt _g..._._“_..u.:...._._m.“_
Kalic pricd thit groedoi s nfoiddtn? | Kroe
why! Lennv. was-workimg ooder the: fraodelent
ideonsy (Russedl Asdhond Brookag ) whils he was
.n.r..nu.ur_m".m ursmplevment vnder has tral name
{Leocord. MEnckell Thcioo) cherebs defranding the
Ses of Calefrizel Mow Kane woolin'T it the
ol e b keswn - 5 maght gauss Lenay ko
e [wee o participadc: i porsikle uproming
Erereae s wnd Wk shons proneding her Bk,

I ¢ould poon dnd s oven simple vedlable
roferezatios, For example, on pags 84, Katis
deseries w wenaio whers 1 ackail Bonmic cut oo a
dete, T paint an woavoey pictune, she staiad dhal 1
wis aloiys galing la the comporer roms when
kg with Boree. Vigy lcmesing, socc 8t o
Coempaler. Loarning Center-of Los Acgeles, o

Swuermer f90)

i bz rodning mioee e & waet noacka

Pusheyps i coniml weskness of Cvlaponk s
P sormetetul biatnre bias snd ek of aliectidty
Tima ard ma 3ain. raagers vl ercouar the
auhors’ own priuckoees siooeg Semugh e ancks
betwiin tha s, Athouoh ro o s Tnceerd 0
Cybemny, meacers wil Bashy ool Te inpresion
et Miradk i a sirer of e e, This i desoia
te Bt thad Minkck's soplonts eppear avpud, if nal
less damaging, than ihose & the othars
Lnfortunaiery, the bas rears ke waly head inoa
reambes of passanes, B b s Tel fe koo
sppear i be rnons ncensad with Minidd's afvuds
T i Bryhing sbsa 1 i ko no conadence o
Minick; &5 the oty conim=l cherscier ol refsed o
B irmteryimeved or the book

Despiin fes weskiness, Crlaniodnamans a
tought provoking Ipoking glass o He fees of
fwr mast mamstng pecpis in tha Infomeion
Ae. Tha rue bles of hese harbsroer hackars
will e neadars spedlond while thizy eoparky
Bl & e,

“Taed e dAieke e #ver be bropghr into the

Conl et e, Fven thimegh dhis e onamio 15 poesty
rsignificant. # domonstrates b introdicic of
T Car e A o srepeena nied facis:

Mgaan, aien Sezotibang wy sreed al USC in
FOEE - Moanie Wi dws e 11 Tha [ emoicd Madk
Brogreas (L3 Trudem Maragert o bes imcdigalive
lechmigues. Thisis ruiy amazmg, since 1 never
spomt wich Merk Brosm.

Thede wre miay; many Tulic 3ismspla;
s iripreientddiony  ind tnaccurplc dorics in part
ere ol this ook [ could only eay’ A b e chal e
arhors feere loo cheag 1o compensate gue For sy
tme lnstesd dweyy hid Dnder e puse of “amicd
chiselivity™. Thiz resudicd in sy refosal 1o
PRl

In mimmacy, Cvtarpanl is an eresling mad-
throngh a2 feag me readors undersland . this
jrrpuricd non-ficton booi I mor what it classs w
b, Pam one of e kool iv 20 poreond naccmste [
te:hazve the agthars aciesd with malice due e my
refusal o partiespans for G BKalic Hafner's only
bope was secking the sowperaton of oy comicted
o deferdand, Lemey Dicaco. She did gain bes Fall
Cooperalaog which resulicd im a srong bias ad
alFrspeesenldiin of [,
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OUTDIALS

beic Mt Fissines
PP it =nd Datapas cutdials make up
the bl of cagly’ ac cessibie: cutdisls from
et The Datdpag cotdaks are alten
m_.a__..__ bat the PLC-Par uc.nh_.._m tend o ke
tabie:

;G oocazsion; i you snter a7 additonal 11
#ithe ead of & PC-Porziat NUA, yolr may ger
m_.&n.. cutdialing;: wloiwian ?Eﬂ; 13

amyawheere inthe LLEA

Upan-cannecting-to 820 Z:.w_.,_H o
Blatapae oufd &l yao sheald cheage @ AN
bits Ths makes I easieron BBES

PC-thirsud oietdtals have @ mano’ sysient

Fht-% ates connectng -1t wd respond with
SHERLDE It READYT Followed by astar; A
the star, eatera O fardistor R fop medias
PL-Fursif Catdials
(3110 is Teteriet identifer, MPA folows:
Bgad rates vary)
110N 0001 ;
J10E L0
m:_”_h.ﬁn_uﬂu ;
SH020E0T1E
SRR LT
INoH2ENI
3T 020300705
b ATl
SN I20EHT T
31020800205
38 TL20600205
311020800208
CERI0 300375
211 021200316
B R0
311021200412
AN2300412
IV 1300413
311021300023
311021400117
i 1021400114
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313021400002
3 Zm..f._,.m_:m
A A s
31 ””_m._muﬁf
311021600020
A 0G0
0600320
1300100020

CAHI3000114
AN 1

300300021

S aynanangng)
S ATAsInG:

311030500121
3110305001 12
316031200410

= 31031 200417
ST 24

J1031300214
TSR 1R

C31HaATEI0A

31101400005
1031403
S0 400020
11040400113
311040420114
J1 1040400022
10408011
F1104080002
JT0A0BE00T 1
01800028
S04 1400021
J104714001 20
31041500005
I1R00216
J141500011
310415001 06
30 R00F 74

SATT0418001M

J1IEI5021 5

01500117

CA1T0a A0

1104 1E00220
31104150

31 1OEIR00H
3105030007
311050000120
JEI0E02000240

S AT DR0Z0002 T
L ERIA0200022

B0
3IT0AEN000E
J1I061 0520
1R EA T 2
311061200027
AHOEHHT
AT061700303
311081700025
07130013
INI073001 4
313071300024
JUANT A0S
FiGrdnonos
311071400024
311071400779
I TS0 1Y

o ATIOT 1800124

3110714090120 -
5311071400707
311071400210
3107 140017
411080100024
31IE0T0007]
A8 00012
P03 A000E0
311081300027
J1T081300724
01600704
181600221,
311081600173
311081R00320

AT ORI BOGGE
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A110R1E00007
a1 AT
J11{E ~1_“".q._...__m 7
311091800080
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Frank Derden (one of the Atlamla haokiars) i " YWell, kive [ S5t A prisoner «f my own
hobby. I'm currently being held In & Fodersd Pricon Camp In Talizdega, Alabama. 1 wikh 1
could tell you thet Prson Carsp B not that had, Swre, 8's not e ik prizon yoa see on TV,
but li's really sucklng. [The above 5] what | recelved indzad of 260 Apparently your
magavine poses & threst to the secwrily of 1kls indivison. Lel me also faf fhat my hacking
days wre over. Also, 1% like to rdd, to any hackers oof there, make sre Fo@ kndm what you're
geiting into. Consdder the pricy fod have to pay. Bedieve me, 1n sy efos I8 pot worth 14 12 was
Fiar whyile 16 B ad, Play salel The Leimise™

We poraued the martee and in Jaly receved chis responss from Warden Roger Scoit of the
1.5, Depwriment of Justloes "After carefid review of yoar magarine and conferring »ih the
A RutEns chectennlc techodclen, 1 Meel ibe below listed arlicles (o be improper o< (ber fontain
infsrosacion wiklch promotes the illegal uze or disreptlcn of coin operaled Lype felephaties
[ECCHOT ). Snce the tefephomes vsed by the inmate population are of the coin operaliod T, 1
do ok Feel theee articles are apgevpriate for rexding by the inmates: MOURCOFT T roubdbes'
Page 24 desorlhes hon 10 make wnstithoried calls from COOOT dppe felephomes, 'Amthir
Method' on Page 26 described how to make usavthorkeed calls froan OO 07 p pheonds
whthoat chzrges aad how b disrept the eperation of the phene, Seppecions’ on Page 27
e iies how to make Blegel telephone malls with the help of recorded domes and by wse of g
tedephones. Based on thess three arlicles I fed Thave .q..u sllermative bel [0 @and B mF
previons deckdon bo reject this e of Foer 28H magodne."

The "arflebrs™ b rofors bo are, of course, actually etbers. Tre trink 8% very orlikey that a
prionn woadd have COHDOTs [E's very likely, though, that he deesn't even know what a
COHCOT is and 15 Jost assismlng (hat )l parphones are the same. Im the end, technicsl
lpmscenes hy ihe methoritles prevents Darden foom resding the only magadne that talks sl
thie terhmical bpnorance that put hign in prison. Semellmes [ veems like an endless op,
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HE.Ew HO MMZmﬁﬂ

Hﬁ.aé E._Eudm IH
i _u FOU COULD FIND

2 2 %mauwwuﬁ mE ,ﬂ,ma T SERN 26800 IO7
i3 FREW MONTHS THNFGHTTNAT TELY, WHEN THIA
E%E_zm SUESCRIZSERS dmd.._hwhd MIS8 AN ISSUE BY THE
TIME THEY FIGURE OUT WHAT'S HAPPENED, AND IF YOU'VE
. EVEHR MISSED AN ISSUE OF S800, YOU ENOW WHAT THAT
ENTAILE. DON'T GET CAUGHT SHOERT. BENEW BEFORE YOUR
LAST IS5UX ARRIVES 50 THEHE WOKN'T BE ANY GA TS,
RENEW FOR MULTIFLE YEARS 80 YOU WON'T HAVE ,H,
WORRY AROUT THIS QUITE 80 OFTEN. AND FOR YOU
nﬂw.mombaazm_ AND INSTITUTIONS THAT TAKE YORRVER ﬂu :
PROOESS PURCHASE ORDERS, QONSIDER A LIFRTIME
mﬁmﬂmEﬂnz 80 YOU'LL NEVER E_Em ﬂ“_ DEAL WITH E,H
OF THIS AGATIN. =

TETBTD

IMOIVIDUAL SLBSCRIPTION
O 1yeardd21 O 2 years$38 O 3 years'$54
CORPORATE SUBSCRIPTION
O 1 year$s0 U 2years/$90 O 3 years/$125
CVERSEAS SUBSCRIPTION
J 1 year, individual/330 1 1 year, corporata/S65
LIFETIME SUBSGRHIPTION
O 5260 (you'll naver have to deal with this again)
BACK ISSUES (never out of date)
o0 1924/525 0O 1985/425 0O 1985/325 0O 19877325
3 1988/825 O 198925 O 1950/825
[(OVERSEAS: ADD 35 PER YEAR OF BACK [SSUES)

{erdividual back imsues lor 1588, 1839, 1950 are §5.25 each)
TOTAL AMOUNT ENCLOSED:




