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According to the Philagolphia
Ingquirar, & Rapublican staff member
geined access to as many s 1,000
computer files and decuments
belenging to Democrals. The GOP
staffer, Jaffray Land, iz reported to
have admitled tapping inte their
files “many, many limes™ between
July 1838 end the spring of 1830.
Land was apparanily able to gain
apcass to files detailing "campaign
cantributiens  and  the 1291
campaign stratogy of the New
Jarsay Sanale Democrals.

Whal's particularly appslling I=
that & aecret legislalive rapart
indicates that his activilies were
knawn by his superiors who saw
nelhing wrang with whal he was
doing. “Ne  one  thought it
appropriale bo bring this fact ta
apyona’s allention ar deemed this
to constitule an ethical breach,™ the
repert said.

A lettar recently received by
2600 clelma bo reveal some Inalde
informatlon on this caze. We'll lat
you be 1he judges.

I'd rather ncd divuige my real name,
nar can | divalge my smployers
names, not in light of an argoing
crminal imestigation, Suffice i to say
ihat |oward for ane ol the dwo major
politizal panies within the S:ate of New
Jarssy and that, for the fime being, |
wish 1o mainiain this job lor 2 Fle
whili lasger,

| report to the parly leadership. |
hawve been invoiied In palitks for quits
gorme Tirme and now 9o 3 wide range of
dutias, among them issues of
telecommunications eecuriy.

My telecommunicallons securily
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sk, though hardly notewarthy in the
Eresence of 2600°% readearship, are
somewhat rezpeciable and
Iremendously alded by publicalions
such as yours, Tris is why | wish 1o
return a faves and contributa some of
iy insighl for everybody's benefit

Lp fnart, | have been pragy to much
ol what is going on in regasds 1o the
Jaflrsy Land case.

br. Land was = former Azzembly
Aide 1o an  Assemblyman,  an
ass=mbiyman wheo, coincidemnially, was
among ihese implicated in the Pete

"The Legislative
Network is one system
divided into sub-
systems. [t isn't too
hard to get into one
sub-system and out the
other."

ST g e e g e e ey
Hoss scandal {thiz aszemblyman
wrote a lstier of recommendation on
zehalf of the guy who was incicied for
peficipating in & cosaineg ring alling to
Rasa),

Lznd was smart. We wore
corsidered 1o be among the “bright
boys”,

Back in ‘B8, we inadvertently brake
trraugh the wser system af 1he WANG
Lagslative Mstwork Syslems and had
{ound curselves within the Systems
Adminisirators” contials,

Winger £990-21
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I dida't slick around for too long.
The only inlormation | gained was =
better understanding of how 1he
system woiad, but not the contents of
{ha individual filee sloved within.

Lang alse busied through the
wsers' system bui didn't Back oul. Ha
kept going on his own, al! through “&8,
‘83, and up 1o February of 1990 when
h= finally got caughi,

The Lang age is fascinaling. ft's
Deen in 1he news around hare lar
some time. Lend had nod only gotien
im0 the system, bul had also taken out
imeresteg atarmation, like contributar
listings, carnpaign strategies, and such
— all from the opposing political pary;

The Legizlative Mebwark, you ses,
iz ane system divided inlo sub-
syslems. M isa't 100 hasd to get inlo
one sub-gystam and aut the other.
Thiz iz essentially what Land did.

Inguiries by 1he State Ethics
Commiflas determined that the pasdy
leadership whom Land was working
far was nol enly aware of this, byt
“aaw nothicg wrong in what he was
daoing.”

Incradible. What's oven more
fazcinating iz that the appasing
peliteal pardy whose files have been
expoEed are not sasking to press any
charges and wizh to instead “forget
gbout the whela thing,” This, despile
the acknowledged fact that Land
managed to sae and'or ckiained well
owver 1,000 individually protected 1is!

Why back down?

Hera's why.

Land  uncovered salid, hard
ewidense including:

1) Slate stalf, hired solely for tho
aneiil of sarvice to the public wera

Winter FoR0.24

scandal

wiirking solely for the benefit o the
eleced officialz on pulic money and
time using public fasilities, notably
compulsr databasing fasilites and the
fike. Public tax money far stale siaf
szlaries was thersfore vsed to kesp
elecied officials in office. Everybody
does this, bt &% nol supoosed fo be
K ouisicla of the office.

2} Land's computer evidence
dirgcily correlates belween given
coniributions and posted leg:slatan,
The major stumnbling block for elaction-
law overzeers s thal you cannct
reatly 1ell wha is being given wha,
FPALC (Palitical Action Commitiaa)
maney i handed out in such a way
that election faw repcris de rot readily
=l whe sctvaly beanfits Irom 1hesa
centriowtions, FAG's are defiberate
frants for corparations and others wha
da not want [o leave a trail. Land
abtained svidence showing what

S e e T e e e e
"How can we reasonably
expect our legisfators to
legisiale on our behalf on
such crucial
lelecommunicalions matters
when they are, in fact, among
those breaking the law?"

corparation gained what piece of
legislation — tax breaks, funding
loopholes, etc. — In a masnar newar
cang balore,
More Weirdness
Elsction-law controls are obyiously
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in nead of expanzicn. In fight of what
hapsased in the fall of 82, the Lend
case undsrlicras this poind. During
October of ‘88, tha current majority
leadership members were implicated
in a sc-zallad “shake-down® of a
lawyers PAC, Among the so-called
slalsments said to the lawyer's PAD
represantatives during 1hat fatsful
dincer mesling was the now famous
lina: *Your members are gaing 1o be
upset if your bil's denl get posted.”
The FBI and the Attorney General's
ollice later excneraled them of 1he
allegations, but a bad taste st lingers.

Weve all known abowt this ghit

"It's not how you play
the game, if's whether
you win. Winning is,
after all, everything.”

cosruplion is as ald as the human
race. A peitician taking monay — 20
what elss iz new? The catch is how
can we reasonably expect our
legislators ta legislate on our behail on
such crucial telecammunicatiaons
matters when they are, in 1224, among
thoze bDreaking the law? o
fegiclatore  are  among  those
LRCpLEING parbsan hacking!

| reca® vividly what our direcios for
our fegislative saff sald 1o me: IS pot
how you play the game, it's whether
you win. Winning is, after all,
evearyihing.

Page o 2l Masrazine

hacking

Gireat,

0% witerly irenic thatl, whan
fpprosched vpon the issus of
“hackers" and the like, lagizlators
crank aul their “total distaste toward
these individuals” while all aleng
whatever intarmation hackers cull they
greedily accept, seeing “no apparent
ethice! wrongdeing™ as Land's
Supeniors o slated.

The Jale Atlcrnay General’s office
anncunéed that they “s=e no need 1o
furthar investigate the matter.” The
Spaaker of the House sald that “the
publiz deasn’'t give a tinker's damn
about 1he silvation.” The ergument
Tkawing o the newspapers sbout the
fundamania! zeparatlon of powars
belween the [egislalive and the
executive branch of governmant” is
garbage, The separation argument is,
aciually, a means of ducking 1he real
iz5ua: slection funding refocrm,
frenteally, both parlisan palitical
piarlies, Hepublican and Democrat, do
agrEe Upon avoiding thiz one sgee as
nexi years elections are koming on
the hrizen,

I write 1his because vou stale in
your arlicla on "Cperation Sundewvil®
that wa should wrile to cur legslkaskrs,
Actuzlly, B2 one who works closely
with legizlators, they really demt "give
a finker's damn”, urless, of course,
yvou're a largs, muli-netional PAC,
Afer helping to sel up the fundraisers,
I've walshed the legizlative bills get
posied and know ere's ro sueh thing
as coincldence af the state capital

I for my part, feel 1721 this country
iz rapicly becoming a tremendoushy
twistad mightmare; it's one thing to
have soldiars goosesiepping down

Winter Jofn.of
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Feavsylvatiz Avanve, but something
elze when we're living wilkin a giang
Savid Lynch sitcom.

Mis time that we stert politicizing
sursalves, (Hal A hacker's PAC
anyonetl] II's tima o slarl working
iogeihar befors more shit comes down
tha pixg, Expecl to sea regulations,
BAE leenslng, and the ke 1o come
about, all in tha rame of rafsing taves
for thaze ough econamic times".
Taxation and cperational reguiatons
are whal the Secret Service and the
wgislaiors want, both a2 a means of &
“matter regulalerylaw enlorcamant”
and for raleing mese money to chanre!
inio other progrems or job parks for

"The computer expert
IS becoming the
samurai of these pely
fords.”

relativies on the pevrcls.

Mever mind, thaugh, that most o
the boands woald go under dug 1o lack
of suFicient funds to keep therm going,
This zeaazrio also doesnt mention
that thase remaining BES's would do
£ only by charging or incressing their
woerationzl charges. Cur eubiing sdge
gels dull and us with # — unless, of
calrss, you've become a mombsr of
The Mew Mavemert, the Undergrourd
Foet,

it's Gelting Cold Around Here

Several olher frends are becoming
evident: the winnowing of Freedom of
Informetion Act file acquisiions (zee
June of S0 Amedcan Bar Associstion

Winfer 190007

scandal

Magazine), the lack of acesunlability
o the part of credl bureaus oblaining
private information {nom branches of
the U.G, government {isnt it an
Emezing ca ncidence thal TAW, the
credit bureau, iz alzo TRW, the manr
defenza industry corporation’®), and
now the crackdown on BES's — yep,
surl's up: the slormtide’s rizing, gang.
Tha Lerds of Dlzorder

Walargala lives on. | was recemly
hirgd by & ¢ongressperscn on theirs
campaign Iglecommunicalionss-
databasng system. Somebody broke
into thiz congressperson’s system and
g a listing of the major databases,
Mo disks wore slolen or damaged, rot
that anything ever is, and the office
doars wara, intereslingly enaugh, not
foreed apen, Aftar an “infer-aflics
inveatigation®, eustodizl staff was
tound 1o have been “lax” and, alikough
not provien, it appesrs that it was a
primary electlon candidate's warker
wha managed to get in and check out
the fles,

This was bad, Once you know
when, where, who, and whal voting
block your opponent i gunning, well,
then you're Tucked. Polfical strategy
must then be shifled aocordingly, and
this can be a rea! pain in the ass.

Thlz st story and the Lasnd case
illugtrates kow the compuier exper is
Deooming the samurai of these peity
lords, partkculary those exparis wha
stand on ‘the edge”, Perhaps herein
ligs our frue atrengih.

We are far atrongar 1han what
waTa given o be; thiz ks why the 55 s
streng-arming ve and why carrupl
policians empioy our eXills whils vl
faxig our Ha's blood,
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Central Office

Thiz is ore of the fast
articles to eome out of
The Legion of Doem
by Agent Steal
I should peint o1 thal tha icfarmatan i
s arlicly is sarriect 0 e bast of my
E..u._.._._m.nm..._m_ I'm suria i A mnm._.n._ o b
people that disegres with me on soms of it
particulany the relarences 1o tracing.
Howewer, | hawve besn invalved in
Islacommuricabons and seanpulies far 124
yiEars
I'm basirg this articla aravnd {he
TAESS sinea it is the mest comman saiich
in usA,

Cusida Plam
Trkis is the wirirg betwesn your
lelephons and the ceatral ofica. That is
another article in itsall sa if you are
ntarssted mad Phocked Agert 04's aricls
an gulside lacp in the L0 Techaiza)
Jowrmal, 1L expling fiose green boxes vod
sag on shreal sarners, aedial cables,
ranksies, b, Where it stops, this aricl
sletE
Cable Vaull
All of the cablas from other aficas ars
from subscribers anter the ceniral oFice
c_.__n_m_:.“__._u_....__.._. They eries inlo a rocm salled
tha cabla vaull, This is a room geaerally in
the baserment lscated at one eng or
another &f the building. The width of the
res varies bul runs fe entisg fzngth of the
bl ng. DOutslde cablas agpear o .__m"._
hetes in the wal Tha cabias fen run up
H.r_.m.u._._m_._ hslas in the .um_____.__m to the framea
[ N
Uridesaland that thess cables aorel o
an average of 800 pairs ol wires, Thals
SE0D .__mm__u_.__.__u__-__m. lirwe. The amount of cables
ohyiously depends on the sizi of the cfiice.
AN cabies — intercdfca, local lings, iber
oplic, coaxial — enler tiraugh the cable
walt
Frame Foom
The frame is when: the cable ssparsies
tp individeal pairs and attackes to
conrschors. The framse runs the __w._m__“_._ af
thie buildisg, fam floer o cefing, Thema are
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a3 sidas o the frame, 8 horzontal side
and the vertical zide. The vertical sids is
whers tha cutzde wiing sisches and the
provecios fuses resids. The hodzentsl side
iz whare the connecions 1o tha switshing
sysbom roesde. Mofti-conduchor cabies run
from the cannedtars ba actoal switching
aquipmett So what we have is & lasgs
frame called the Main Disirisution Frams
(%OF) renning 1he entire langth of the
bilding, fleor e celing 5 {eet thick. The
MOF consists of bao sides, tha WOF and
the HOF. Cables fom outsde connest on
ora sida and cables from the switching
puipmesl conm:e1 1o he olher. Jusper
wirks Sonrcl i bwa, This way any peos
of sgaipmant can ba connistied o any
incorming “zable pair®. These umper wires
arw simply 2 condustor taisted gak ruaning
bsibavion this VOF 2nd HOF.

Wihal deas all this reeant Wall, if you
had aceess to COSMDS you would sea
information regarding cable gnd pair and
*3E or criginating egEpmani, With this
wou could find your Ene on the frame and
20 the switch, The VDF side is clearly
marked by cable and pair 21 the op of the
[ramae, howevar the HOF sqda j2 a littla
e complicated ard visies in fomat rom
frame o rame and from cae awitch to
another. Snea | am wihiting this articla
arpund $e 1AESS, | will deserbe the GE
fermat uzed for thal ewitch.

OE ABB-GOD-EFF where: A = Centrol
groidp (when more than one switch esists in
shat Tl B = LM Line Link Betwors; G =
LS Lina Swiching Frama: O = CONG or
conceatraton £ = Switch (individual, nat the
blg one), F = Lewel. Thers is one mors
frarme desionazon caled LG o kecaton
This gives the losaton of the connecter
blaci pn tha HOF slde.

Switchlng Systams

.____..q“._m_._m"r an artsle that aavers ther all
would Ba laagihy indeed. So | am anly
going 1a list the majar ones and a briel
descriphion of gach

Slep Oy Stap (Strowgar 1884) First
mllomatiz, required no oporators for lacal

Winfer JESO-0 S

Operations

galls, po custam ealling or touch 1302,
ranrtaciured By many flsrer somgaries
i ciflarsat vorsiong, hard wire reuting
wstroetons, could nol chose an allermate
mice i n_nm_qm_._.._l_n.u_ router wis basy. Each
dig! pulse rigped A “slappar foe relay ba
f=d its path.

Ao CDrosebar F1830: - MNe. £
Crosshar (18471 asie;, move caaciy).
Wwastam Ekclie, first abilly o lind dla
sunke for call routing, ro custom calling or
equal aeoess, utlized a 106837 cross pon
ey switcnes, hasd wires coriron control
logic tof progeam <onbra?, alzs copied by
olher rarufashiars,

ti f Crpsshar Used & & woll ewatch for

TAT'S long hre network, d-wire landsm
swilchirg], nol ufwrly ared lor [ecal loop
uailchiing.

Mo, JEZRS {TEEEL - Mo 1AEES (1RTE)
Yeesteen Secihn, desarinad in delsd Lsierin
ks

No, TEAX. GTE Awomatic Elactria,
GTE = wersicn of thie 1AEES, siowss ard
leuckr,

Mz, 2EES [18067); - Moo SOEZS (1874,
Weslarn Electie, atalog saabehirg undes
clonsl corag], yery Srriarn o 1hs Mo, YESS
and Mo, 1AESS, downsized for smallar
appicaton

Mo BEEE Westarn Elesing, arslog
anching under digael contel, svan smallss
wErsin of Mo, 1AESS, nurs! azplicatons 1o
o 4000 dnes

Mo FEAK GTE Autsmatiz Elazinc,
smalizr wersion ¢f 1EAX, analeg switch
urder dgits’ congol.

So 4ESS Western Elechiz, 121 swnch,
4-wire taredem, dgiisl awiching, usss the
TAESS procassor,

Mo, SEAX. Goe, & Do & panem hes ?
Mo, GTE Digital wll switch, d-wire tardem
swibching

b, SEES ATAT Watwok Systems, Fall
scale computedzed digitsl swiiching, 150N
compatibilite, wiilizes tima sharirg
technclogy, 121 of end ailice.

OME 102 fogisl Mainox Swikeh
Mortharn Telecor, similar 10 9255, raas

Winder IRU1-H]

EL Y - s s SRS REDSnRivE

Draz 200 Toll znd Azcsss Tendem,
cpliznal eperatss SETI0eE

Lids 230 Taoll switch desagnsd tor
COMMmch CaTies

LS 209 Toll switch fo intsrrnbans]
B

Moo SEAK. GTE Automatic Electric,
& a5 STES.

How mach dots & ewich cost? & ully
equippi-d 3ESE for a 40,000 subscoribsr
and oHize can cosl wall over 3 mi
dadlars kow you koow why vour phors: bi
is g muzh Wel | maybs yourp

The 1EE5 and 1AE25

Triz was the lirsl swilch of (15 typs
pleced inlo widespread use by sl
Frimarily an ana | switen urder g gitat
cartrat, tha switck is no longer baing
manufactured. The 1ESS has bean
raplacad by the GE5E and otbar ful scaks
dgital switckas. Howswer, iLis sbll by fas
tie most common swilch csed in loday's
thass 5 ond oflices.

The ¥1 and 14 vze a Srosspsint
swilching rnalria zimilar & [ha crosssar.
The primany gwiba ceed in ke marne s the
feraen remeed in he 1AL 1 is 3 two-stata
magnetic a’loy switch, L5 basizally a
Taanatc swilsh thet dees nof requira
valage to stay in ity prassnt pasition
Yolags is ony recrred ko changs the state
of ths awich

The #1 utilizad & coTputer shyie
COMT LR Comrat 892 memary, Mamary
uzad by ths #1 chsged witk tschnokgy,
izl most haws taen upgradad o RAM Line
sanners monitor the slaivs of cugiomer
lings. crosspoirt ewicnes, and &l intarral,
outgoing, and incoming trurks, rerarting
their gtatus to the sentral contral. Ths
central control thae aither calls uzsn
prograry of Gall stove memsied 0 coeses
whichk crossponts o actate ke praceszing
tha call The crosspoinl malrisgs are
cariralled wia cantral pulswe dislrbulars
vwhicn in e oare cordrelled by the central
connl via dats, busss, Al of he scanfers,
AbAA taps controdlecs, puiss dsinbulors, -
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What Makes A

ooint maiix, ete, listan t2 data buses for
thalr addrass and command or repant Bair
infarmatian on tha busasz. The buses s
mirily calles connecting te differest unis
to the central control.

The 1E was quickly replacod by tha 14
due o advancas i echnology, So 14 are
ritate eemmon. Alzo, many of 18 1E72 hawve
baen upgraded fa TA's. This meant
changing the fersed 16 the remresd roky,
agding additienal paripheral componant
controllers (L2 fres up central controller
fpad) and implamantation af the 1A
precassor. The 14 prosessor raglaced
older styfe elactronics with integrated
circuits. Both switches aperata similarly.
The primary diflarersos wera speed ard
capacity, Tha $1ESE could procezs
110,080 ¢alls ger haur mnd serve
128, 000 D00 limas.

Most of the majer comman centrel
elements arg gither Wlly er partially
dupiicated ta ensure relizbify. Systems run
simultaneously ard are checked against
each other tor errors, When a preblam
ecurs the systam will doublechack,
rarcuta, of swilch ovar to susiliary 1o
contineg sysiem oparabon, Alamns are alka
rapoeied o the mantenance coroie and
ar in um prinked ouUt en 2 pinter naar the
contal consols

Cparation of fe switch is dorg firough
the Master Conirol Genter [MCG) panel
andisr a mrminal. Aemals speraton is mlso
divia threwgh inputioctput channes. Thess
channels heve diffarent funstions and
therom recefve diferant wpes of owpd
fraessages and have dMerant ahiliies as far
as what type of cammands thay are
aflowed to issva. Hare is a list of the
commonty ugad TTY channes.

Malntenance: Primary channals for
testing, enable, disable, ez,

Recenl Chenge! Chanpes in class of
farvicn, calling festuras, ats

Administrative: Tratic information and
cantngl,

Supplementary: Trafliz information
supphiad to automatis neteork conbrol
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S0C Maini: Switching cortrp| centers
intetfaog

Plant Service Center: Raports testing
miormation o test acliies.

Al the erd of is atole you will £nd 3
list ! the mostl frequendy sacn
Maintenatcs channel output messagas and
& bried descriplion ol their maarings. You
Wil alsa fird a list of requenty used input
Massages,

There are ether chanrels az well as
backups but tha enly orss to be comcarmad
with are Recent Changs and SO0 Maint
Thaza are the two chanrels you will most
limaly wanl o gei access 1a. The
Ma‘nterence channal dogen't leave the
C.0and is used by ewitch enginsars s
the primary way of conlroliag the switch,
Dusing off hours and weakerds the controd
af the switch is rensfarrad o tha SCC,

The S0G i a canrally kbcated bursay
thal has vp 10 16 saichas mapEng ba i via
ther 500 mant sharnel. The SGG has a
mifl-tompaiar aning SCC5 that wasshaos
the cutput of &1 these switchas for troubla
COMALans Bat require immediate atlentan,
The SCGC persantal then has te shility to
input Mestages ta that pateuar switch o
Iy gnd torrect tha probiars. Y NESESEaAry,
someone wil ba disoatched 1 the G0 5
sorrect tha problum | showid alta mantion
Hat the 500 mini hes dalips and aocess
to SCLE means access 10 all of tha
switchas connaced ot

The Recent Change chadnels alss
cannas] to & santrally located bureau
refiarred to gs ACMAC, Thess bureaus s
raspanside far activating lnas, changiag
tlass of servicd, ate. RUMAC has been
automated 10 & large degres by compuier
systams thal log intg COSMOS and kook for
pandng codars GOSMOS s bazizely an
order placemen? and record keeping
e2tem for cantrad office equipment, but vou
should know that alrasdy, right? So this
sysiem called MIZAR logs into COSMOS,
pulls orders requiring recent changs work,
then in ona batch several times a day,
transmite the ordars 1o the appragriate
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switch viz its Rscerd Shamge Chanrel

Testing of 1he switsh is dane by msay
dilerant methods. Ball Labs has devsloped
a number of syslers, many accomplziing
the zare functions, | will eniy abemgt o
sl 18 ors | ko fairky wali,

The prorary testing system consisls of
tha trank test pansls boaed at the switch
dsalf. Thera ara three and By all prety
much do e same Hing: s unk ard ling
paths through Fee swich
Trunk 2nd Line Test Pancl
Supplamentary Trunk Test Paned
Manual Trunk Test Panel

MLT Mechanizsd Logp Testing is
anaties popufar one, This sysham. aofen
avalabia Firough #a LMOS datahase, car
give vary specilic measuramanis of ine
leveds and fosses, The "TV Maszk” is also
pepldar oiving the user the sbility 19 moracr
lines via & call back rumber.

DAMT Direct Aceess Mechanized
Testang iz wsed by lna repairman o ol
tera on numbars to helg them ting fnes.
This was previausly dons by Frame
persannel, so this automehad that 1asi
DAMT en also monitor Fnas, nowswer e
audia is soramthed in 2 rmanner tat alows
e only o fell what typa of sigral is
PrESEnt on Ja e, o whether it s busy or
rual.

Al of these wsting svslems have ars
thing in commaon. They access the lna
ticazh 2 “Mo Test Trunk™, Thi ls a reday
(if tha 1ESE) which can drep inan a
gpecilic path or ling ard coraecs it o Ho
testirng device. Tha tast runks are part ol
the switch itself and 5ot ke a elkephona
b into tha swikch, The foncbon of this Ene
15 striclily for access and [ezling of
zubscribar Fries, It dapends an tha deves
connected 1o the burk, bul these is asurly
& noticsabla chol heend on te wesed line
whan the Mo Test Trurk drops in Also the
Eslirg deicas | have mertoned dema will
saiza the fing, busying it sul, This will
grezent problems whis brying bz manior
calls — you would need ba drop in oo cals
in progress. The Mo Test Trunk is also

Winger 190001

maiacd in which aporatar consclas do
etz Tons ard inberrapts
Interaflice Signalling

Galz coming inta and leaving the switch
are roatad wa drenks, The sacdches sefoe
whick trurk wil ravte the call mest
efactively ang then rziranseie te dialed
numier 10 the d.stant switzh. Thera ars
several diferenl ways 1his = done The fwo
mast cortmon are Leop Signaling ans
CCEE, Cemmen Dhannel Intercthics
Sizna'ng. The pradecessse to both of theze
15 [he famous and almas] extingt *5F
Signaling®. This wilzed the presence of
2600 Ax 1o indicata trink in use. 1 are
wirks 2800 he down ane of Thess burks,
ther dislzat awitzh wiid hink wou hung up.
Ferrovie tha 2800, m5d you: have contie] ol
tha vunk ard you cou'd than 35 wour cwn
namier. This warkad graat far years,
BLElng you had dinfed aoil-fres number
to bagin with, 1here was na biling
generabed &1 all. The 1AESSE dars haws a
program calied S0 thas locks Tor oy H600
winks afer hs criginal corneston of a il
call, It then procesds 10 record on AMA ard
gulpul any MF Sigits received. However
dug o mzny long distan? carriars Using
slgnating that can gareraie 1heza
messages i & ohen avedooked and "SIG
RS cutput meseages are Uil comman

L2 m_m...m_n.__m_ aul uzes M= 1o fransmit
e callad rumber o me distant switch
Howaver. the palanty o1 the voltags on tha
trunk iz navarssd 10 ndisale runk use,

CCIE, sematimes rafermad b as SOS5E
usies A saparale desa Ink sendng packats
of data contsiring imlerreation ragarding
cusgaing calls, The distant #aitsh maniors
the infprmation and connects tha sorrect
trurk 1o the correct path. This is & fashar
and more eficent way ol call pracassicg
and is being implarented all ovar Tha
profede that ATAT ussas is OS5 and =
curraatly beag acoepled as tha indushy
sandard, SCE6 and CCST ara someahat
sirriitar.

marcllice trunks ara multiplaxas
tegedier cnky one pair. Tha standard = 24

Frominged o page TE)
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Central Office

ieored fot page 15)

channels per pair. This = calied T-1 in its
mq._m___ﬂ_..n_ format ard D-1 in i2s digital foomat.
Thiz is often retemed 1o as corriey or GEH.
The termms frams error and phase jiles are
part of thiz teckrology which is oflen a
wisdd in isseli. This type of transmizsion is
elieciive for only & few miles on taisisd
pair, |2 is often soenmea i see pleradics
repRalars in manhales & spesdal huis,
Fepeaters can alzo b found within G.01'E,
amplifging trunks Ssbyean cHices. This
ggquipment is vseally kandled by tha
*carrier” room, offen e another Floar.
Carrier aleo handles spacial circlits, privata
s, and fodaion aEcharge orcits
Afer & call rsaches & Toll Switch, tha
rarsrnil and receie paths of the caling
and called gerly are separatad and
frafismitied op separate channals. This
allowe batar transmission resulis snd
alows mona cells 12 ba pfaced oo any gven
iren%. This is refarred 12 as 4 wira
aiching. This alzo axplains why during
call, one parsen can bear cresstie’k and i
athar can't, Crossalk is Bhead-avar rem
olfhsr chanreds oo the mulipiaxed T-Carned
rarcmissicn ings sad bebvaen Saichas,
Call Traeng
So with loog signaling standard fermad
Fare iz ng informabon being transmithed
ragarding the galling numbar batwsen
awitches. This therefors causes tha cadl
tracing rovting bo be at esst a tva-step
mesbad. This is gssuming you are fning =
trace an acticipaiad call, not cne in
progpaes. When ¢2f frace CUDC is placed
o B nUMbEr, A MESage 5 ouUlput svary
time =omasne calis thal number. The
MEeEEESEe SRFWE L on most of the Z55
sutput channels and gives information
regamding e tme and the number of e
incoinkig ruk grodp. B e sadl came tiom
witkin that afice, then the caling ourber s
prictad in the méssage. Onca 1the frunk
group - s knowa, il can usvatly ba
datrrmaned whal C.0. G calls am ogming
from. This is also assuming ikat the calls
are coming from within. that Ball company
and rot through 2 loag distanca cerriar

Page 18 2600 Meprazine

HELG) So i Bl knows what GO, the calls
are Gaming from, ey smphy pu the cslled
numiber an toe L st of that GO0 Anytima
anyore in that GO, calis the nember in
guasbon anolgr message s qeserated
skowing al the parineat farmation.

Mow if this wene 3 real Bmi frece, it
would only ragquire the sssistance of the
S0 end B few commands ssnt to tha
appropiate ewiches (i, NET-LIMEL This
woukd givie them Fig path ad ikl group
numbers of the call in pregrizss. Natoealy
tha mare things the call is geing thraugh,
Ha more pecplks will meed o ba involved n
ik3 traca. There seems o be & commaa
mizconcaphon aboul the ability fo race a
cell through soma of tha largar packat
riebwarks like Telenst, Weil | can mssure
you, Teknat can track a call through their
riefwadk i seconcs &nd all that & reeded is
tha cooparation of the Bail companies. Call
tracing in itsell is nal thal dificult these
days. Whal is difficult is geting the diflerert
brga HEALDNE _”,.u.m.mn_.,_mq. [0 codpErate. au
have 1o be do ng ﬂ.ﬁ._...._m_“_.____._@ qm_.m._“_.__.m__”-.
Serious B Warraal .Hmnm_._.m it s CASEE,
howayar, ot always. So if racing Ie a
concern, | would recommend using as
rant compRras &t one tima as
yeu think is nacessary, especiatly LS
Zarist. They canl ewn 0l peaple on Bme
mixch kass drzcg acall

Equal Access

The first thig you resed 1o undarstand =
that sy IEC [Inter Excharge Camiar) —
or keng distance company — neads o o
an agreement with aevsry LEG (Local
Exchangs Cacder) — ar your lzzat phons
comprTy — that thay want bo have access
to and frem. They haws o pay e LEG for
the iype of senvice thew recaive and e
amobnt of trrsE, and runkl uze, The ot
= J.mq ard the matal s a 2o, The LECs
v the lolwing apliods.

Feaiure Groop A: This was tha First
accass farm olered o thi |[ECs & tha
LECs Basically whineesr you access an
1EG by dialing & segular 7 digit ni:mber
JPOTS fine], this is FGA. Thke {EGs

Winter 180091

Operations

AgUIEMert would answar tha line intarsre:
your dqgits, gnd routs vour call ower hei
2T netwock. Thes they would pick Up 7
ALY RHRphorg Jne in Tl city vou were
calling ang dizl your aumhar locally
Basicadly a died in, dig out silusson similsr
2 PG Pursnit,

: Fralire Grown 5: F5ER is 550 wxxx, This
15 3 wery Siflerant selup from FSA Whea
¥ou oiat 85D, your iocal switch routes the
ca ._ i the cizsest Accsss Tandam (Tall
Ewiichl i your area. Trere he IEGE haws
corst bunks connectsd bertween the AT
and their equiprent These tunks Ligualhy
use & form of mulipksxing ke T-1 carier
w th witx stam (2800kz). On tha HGing
2lde, cals corung in from the EC ara
basizally contected the zama way. Tha
IEC MFs inta tha AT and the AT than
conrecls the calls. There are 3 [of of
diflarent ways FiG3 is techinically et ua
bt this is e most common ; .

Treeng on 530 o&is kag been 21 area
of conlrzversy and | would like 1o clear i
UE. The answer iz yaz. 1 = posstie. Byus
like | mentizned marlier, it would 1aks
considerable manpower whizh agurals
LEpSTENE o o thiz It also realy depends
&1 how tha IZ0 interfaca is sl up, Many
IESs have trunks going drectly o clgss 5
ernd ofices. Sa i vou are usine srhall
IEC, and they fguqe st what C.0 YO Arie
am____._m from, it wouldn't ba out af the
gElion 50 numoar,
This is hignly walikely and | have ret nesrd
frocs reiabie sourzes of 1 ewer bene o,
Rererker, LD generates 3 me s5age
eviry hTe | sall is slaced 19 e nemher
Excesshig ¢l race MEESIDESE Can orash &
swilch, Howevar, | should mentian thai
bruta force backing ol 5508 is aaziv
detacied and ralzively casy 1 aca § qe
_m_u. is rezlly Faving a problem inoa
paruls ares, ey will pursee it
Fedtuma Group O FGEG 18 resarved lor

end veed mxclusvely by ATAT

o Feshwe Group 00 FGD s similer o FGR
W Lk exceplion that AN is MFad ta e
105, The ead olffica Saioh must have Equgl

Winer Fodfing

Anregs CARSSATY 01 ordes b fransmit the
AN Arpihing abowe a croszhar can kave
ik U eusss | should mentizn that it iz
?u_ﬁ:_u_n for & crassbas 1o bave i1 wih
masrficetions  FGD cga oaly be
_.__u_m_.,._m:uu an 800 numbsrs and iF an 1EC
wants 1, ey Bave 10 fuy the whols prelis
{.E_ shoul? a'se be sware that long
CElAN) oomparies nffer & sardce ...._.,_:.M
thay will ranemi the AKI o e cutlomer
&5 wel You wii find this being used as &
SElrily or Maratng beol by an MErkasing
amount of companies. A good axampla
wirald b BOO-955.GHAT.

TAESS Comman Oulput Messages
iMessage iz lolowed by mdssariplion.)
Alarm

AT Office alam

AREE Alarm retred o frarslmred

ARG Fuza blown

AR Unknown alamm s2at point astvated
MM...._WH ComTarid pawer failema

JE Swinnroem alatm Yo als i

AR Poreeer plant aarm s
ARDE Alann cirouit battary fogs

AR AMA bus Fase blosn

ARTD: Alerm codfigurztion bas bzen
changad (retred, inbiled;

AR Power convser raub's

ARTA. Carvier group alamm

AR1S: Houdy regort pn EUCing ard powar
slarmis

Aufomatic Trunk Test
ATON: Feezubs of ok bass
Carrier Group

LG Carrier grovp in alam

G0 Reasod tor abowe

= Cain Phofe

Ll List of pay pranes with ooin de a3
preblems ' e
GMI3 Pasghile Trankis

Lo, Phonz wmkan our of rassored zarvize
seElse of possibia aoin aoud

Capy

COPY: Data copied fram ane addrszs 10
ansthar

Call Traca
CTOF Maruslly rsquasied base na o Ine,
rfarmsien falloes
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Inner Workings

GTD2: Manualy requastad tracg ling %o
tridr®, inforTation lalows
CT05: Iniranfice cailed placed 1 & nuToar
witt LD
oTed: Inferafica ssled placed to n nurbar
wish SUD
CToE Call praces lo number on thie GRS
CTo6: Conmtrats of te G 1E
STo7 AGD refated race
CToR: AGD refated o
CTOE. AGD related race
Digital Carricr Trunk
DCT COUNTS: Count of T carier errors
Merory Disgnostics
DM Marony tailure in cs/ps disgacsic
pragrar
Digital Carries “Frame” Errors
Fri0d: DST alam acdvatsd or retred
FWG2. Foashle failurs of antire bank, 6ot
just frame
SRS Sior 138 of spedfed digreup
FiCd: Digreup out ol frame mora than
indiaiad
FMOS: Cperation ar release of the loop
leming malay
Frios: Rasult af digroug ¢ircdit disgnostics
Fria? Carrier group alarm siatus 2l
spencit o roLp
FRAQL: Carrier growp alarm cousl Gr
dgrop
FRAO5: Hourk repoet ol sy Qrildp Barms
FR10: Fublic switched dopital capacity
Failure
FYI1: PG counts of camier roLp armars
Mainlenants
VAE Stehes requiesicd prnt oud of MACH
B o et
Vs Houry reparl of ysbeen givclits 50d
urets in rovhbls
W04 Reooss conditon o system
KAAOS: Mz nhenanss inberrapl caunt hor [sst
our
MACE Scanners, awstwork, and signel
Jdsirculers = eubie
AT, Succezsiil awisch of du
[proarar BLre e
MAGE: Excessive emer raba af namisd unit
MAST, Pormay sholbd rat be remavied Iroer
nwTed Lk

cabed LAt

Pipae 20 2000 Mapozine

ME1D. OK e emove pepar

VAT Power maraaly removed from unt
WA Power reshorad @ unit

WA TS indicates cantral conbrol ectiva
WA1S: Hourly report of numBes of Hmes
nle TGt ecavery pragram acted

WATT. Centrey data ink power rermoted
WAF: Rapors acliza i=4en on MAC-HIH
nommisnd

FAES: 4 min, repol, emerg. action phase
irgoers ars nhibosd

Memory
FARTE: List of cirges in roule I memeny
Metwaork Troubls

MTO1: Metwods frama unable o 2aich of
line gttar fauls detsction ;
M10E Kamwork path trautie Truns o Lirs
MT0E: Watwork math froubie Ling 1o Line
MT0A: Nasaork cath reubde Trun< e Trank
MT0E: Hourly report &l neiwerk framas
mada basy

UTID Hetwark patt 1gtad 10 rastare

Crperaling System Status

QP APSD

CPAPSTATLS

CPFCHAN

OMGISRG: Seurce of critical algrm
atormatic ewary 13 mires

PSS TATLS: Cal sborg stalus

D2 DUETATUS. Data unt sishis

P EAAPDATA: Error analysis delabase
outpLe

QR IMHIRT. Houarly rapsrl of infnsed
dideng

O=LIEETAT. List of acstive hracy

TESUNITS: Laits out of sepdos

PESTATUE: Frogram siot slalis
Flant Measuremenis

PRAC: Caaily regort
PRi22: Manthiy resan
PRI Response 0o 5 regqusst for a speafic
sectan of repot
FrO4: Daily  suremary g8 1
Freguiaritizs

-
=t

Report

IEFTADS FUNCTION: Reports that &n
&035 funchon & sbowl 0 SOy

HERT-ADS FUNCTION TUPLEX FAILED

Winger 900-2]

of a Central Office

Mo ADE sssigned

AEFTALS FUNCTYIN SIMPLEX: ©n
ChE TAPS SNVE i assgnsd

FEPTADS FUNCTICN STATE CHANGE:
Chaarge in staka of 205

SERT FROCECDURAL ERRIN: You
flacked 1z

ReFT:UMNZ TREL: Too rrany permanent
oAl hooks, may indcata oad ceble
RERTPRCG COMT OFF-NORMA
Syswern srograms fiatare offar oo

HEPT AC CF! NSUE Haurly reposl ar
recerilchanges
REFT-RL SDURCE: Rscant changa
“._2_:1_ shatus [RCE-1 Tesns AC Chaa

fiecent Change

RC18 R message esponse
Ramowe

EMY: Remroved hom sendce
Reslore

NS R e b servicu status
_u_.._._um_._..r aid Tane Plan
BT0d: Statas of mor wors
Softyara __._._._n_:
SAT Tall slore memey sudd rasulty
HAL3 Call $lore maTory aud rasuis
Signal Irregularintg
SE IR Blus box cebacgon
G IRR INEIE TED Satagchor o
5 _u 155 .—.._.u_.- Half hour s2poet ol rale

L=

Frallic Conditicn
2 Iraths oo
mosiing 1851 wiss di
wTe as aboee
Trunk Hetaork

TRG1: Turs daoras
H..L_H... Chia' e delay slarm faiue
SN0 Trunk cisy wegues! FoT RS paan
MDA Trurk tesl procagural raport or
TJunigly
IR 1~

b {n Pl =2
L H e
THOZ Faled inoe
TR Boamarsrk - faitls
THin: Hazponse 1z TAK-LIST wmzur
Ugualiy g rogaoest frar lest zostizn

1 Wl and statue

Wineer Jo90 ]

TH11. Hourly, status of trunk undaergsing
tests
THAE: Dadly summary =f pracul frani
groups
Traftic Cverload Condition

TS0 Baricus raffic condion

GL02: Regorts status of less sericus
aarlaad eondticn:

Translaticn [shows class of seqvice,

cailing lealures, ghoy)

TAQ1: ._£_._m._u“ﬁ.._ information, -asporss o

satan irfzmiEiion, response o

lizr formaton, response 1o

W _u .L ...w.... L
PW0E. Dump of Soial sontents of memary
1AESS Common npul Mossages

Mesiados always lermngie wits * oo o
..|.|__.=|__.._m_. f TUNE rbaark £
MET-LIME-wxxwxxx0003. Trace of patl

byl ge _..._._T Ewwilal

RET-THM-xkaan Same as aboer for frunk

Irace

T-Zh Moo Makes & & bugy

TR OZACT1-28exuneny Degslivalan o3l

Trwia® |_1.|

VET-CMaewwnn. Daslays dass of service,

SN knhires el

WY -LEMem ey Sare oz above for O
FY-LIST 0F wxxsxwss. Displave soeod

calleg 8

Imere e many ibngs | Sidit cover n
this article and mary of the things |
sovzred, 1 did s very Dricly. Wy imeston
WaE W writt an amicie hat explaing the oig
Rrune faw eeeything [ zgetter. | bope
| Felped

Specal thanks m &l the s 0T pirona

r 1 gomme af us wouldn't be s
& ook hor a living
Alsn s al harks 1o dokn and Qave Jor
welagat ter guicance, this wou'd fave
ravear e ar YEL. propa, e an
greal nackess oLl 1agne thal ng one has
aeal feard of You jusl iees b knos whesa
i them
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anatomy of

In ruar [ast, Lgsne, von miay haye
neticed a reference to a service called
1-8C0-5TOPPER on pages 25-26 thar
gllews vou 5o place n call without
being Caller-JD'd for 82 o minute.
We referred to it s “another fp-oT
that prevs on people’s foars,” We alun
sard (% Zidn allow vau to ezl SO0
mumbers which fresuently iderntify
the numbers of their callera.

[z looks Tike we ruMed same
frathers. The foilawing lester was
sent laus oy Will Dhaver, President
and CEC of Privete Lines, Ine, and 2
cogy s=at to thelr lawyer, ML,
Fudnick:

“Having gained knowleder
yesterday of your heving published
in the Aubumn 1950 isene of 2800
Magazine (pages 23.28) thet our
talephone 1m1...:”.... which yvou
chararzerize as ‘tnather 1ip-off)
won't gllow vou ta eall 800 numbers
wi hereby {10 serve notice an yen of
2UT elalin thet your stalement iz
lielous and {2 dermand that it be
carracted. (Saction dfa, Civil Code of
Califormis, |

“Hed you either inquired of us or
tried the service voursell, vou would
have Trand that a caller com reach an
B30 number — withaut trsn amilling
ANI Cautamatic number

identificatian] f2r hiz or her phone
marmber — via the same procedures
by which aur 1.930.5TOPTER {T86G-
TIET servire allows call rompletion
taany other A telephons numhber,
CYour writer, ‘B should have noted
tiat the 82 per minute applies to
calls anywhere in the U8, rot Sust
lezal” The $5 per minute =ervies iz &
separate cne for internstional calls;

Fage 22 2600 Magaring

faccess Lo __. _.n via 1-B0-RUN WELL
CTRE AR

Ins ﬁ:} issre of 2E0NL we
point ant g ._E & few dizrrepancies,
ineguities, or vip-olfe, In each case
we have speciie knowledpe which
leads us to our conelusions, In this
particular instanes, we wers
replving t2 & latter (*BEIL" wrete the
letter and iz oot ane of sur "viters),
We belleved at the tirne, and we =il

2, that aur assessment was corrert,

Thiz sttemnst 1o intimidate us ..--E

taking back aur wards dors nothin
butinfuriats va, We have an
obligation te be honest snd cpen
with our readers gnd no ane peracn,
ERTRDEY, OF goveTnmental ageney .
will convinee e to belray or
suppress thet frast.

Let’s lake a closer lock st 1-900.
STOPTER, We first tried calling 800
mumbers through their zervice
menths sgo. It didn't work. Te =Hil
doesn’t. We challenge anyons to use
bhiz zemvice Lo moake an 800 eall to
MCT {800-442-4444} or the Runawny
._”._”...._..._m:_._ LEC-D0D 8950 o1 way SO0
aurnzer. We did Gnelly find axe that
worked, (ATET: 300-222.0300), Hut
the majority we trfed Jdidn't, We gat
& fast busy signal indicating aeone
Lind of & restrictian,

Dot of fairness, we cannot zay
that the service doren't connect 1o
B mombers. I does, zomelimes
Bt ane thing the eervice did da
cansistently was bl vs far every
nttempt we rnade. Which brings ua
ta the word “rip-ofi™. A service that
bills custamers for phaoluntely
nothing is, in our opiaien, & very
good example of this. If wvou wse 1-

._

Winfer fa90-91

a rip-off

Go0-5TOPPER to connect ton
number that's bizay, vou'll e5ill get
billed $2 for the attempt.

Ewven if the evetem worked
perfectly and only billed for the
actual time connected, we still find
itz premise absurd. $2 & minuts to
mzke & local call or tall-free call?
(There would be Tittle need to uae the
gervice to dial naticnally since there
is currently oo farm of caller
identificetion in place far long
distance calls, Celler T ix anly used
Jacally and ANIis enly used on toll-
free calls, ot least for the moment,
It's true thet there wauld bBe no leng
diztance phone bill linked to the
caller but if heishe were under
surveillance, the digite they disled
wepald =till show up on & pen
Tegister)

Aa for shis other services (L-000-
RUMN WELL), we find $5 a minute an
abacene smount ta charge for a
phioze eall to anywhere. And what
kind of privaey iz being guarenteed
here? Any intersabicnal call iz =Hll
subject to monilosing by the WNEA,

Your phong could still be tapped. A
pen regizter could still be on your
lime, Thers is no inlersatisnal Caller
I e ANT to aveid,

We tried this service ae well and
faund it disturbing. There wis no
mentipn at all of the high price.
_"T.mi._mm_n this helps explain why cur
Ietter writer gob the priving wrong.}
Al we were tald was to enter the
international numser we wented ta
cell, We pat a recording from ATET
zayving all rircuils were busy az well
as a zinking fesling thet we were
going ta get charged $5 for the
privilege of hearing that bit of
information,

Do we hawve anything at all good
ta sev about these two services? Yes.
Tt's grad to recogrize the right ta
privacy and let people knew they
don't have ko be canstantly
menitored. There shoald slways be
slternatives to that. But, for the
reasons gver, we find these
particular alternatives to be wholly
inadeguate anea.

lbemlzad calls, contlinuesd

n:J_wnm]... dialzd

1l
KETHEALAYD
RTILTROLEES
BAILTROLEST
BALLTEAEET
BAULTESLERT
A THLEST
WLTIULST
wFTHIRLANE
SAD] ERAR a2
CERFEC RR =

P e i lid Aumtar fpllad Toe

Cenly the Last attempt resulbod In o seccessful el eompletion.
wipmidiz Ful prople from billing us anyway.

~—Hpl  Min.  Amgee)
F14Fd [HES E4-] ch. 37
T E4PM (B 1 1.2%
4 21 au 1 z.Co
& oy A 1 E.on
P 1 e.on
P e N | 1§ .00
4 £ rH 2 5.00
&L Ay B 1 2.00
11454 O 3 2,05
LoEpeld [ =] 5 4,11
i 1aFH Cix 1 1.&8

Bt that didn™ Sop These

Winder £F00-51
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COCOT Troubles

T p 28400
I asn presently encolled inoa sendor bigh
sechinol 1a Fayetredile, NG This school is
rebbing its students bhind by baviog twa
Loy i thee Bobdey, [ oldained o cogny of
26O thrnath & Bicee] ared T oasn inderssded In
recetving more. Firthermors, [ wmad ke o
roquesl moms exiva inlesacion in Fae r..__n._.m.
aul [hess COCOTs a0 that | can get free
LOr=, My friend maced that these phones
used @ hangup pulse that hung up the
phooe when it Tead zere volis en the ke S
k= Booked in a mioe voli bativoy i parallel
vl the mnmler connecial, [want fo see 1F
there ase cther lers difficule ways of hackng
this phoae.
HM
By gl meares figuse ool howe the ._n.._._hr..__u.
works, but [f 2l yau're fntarested 0 dx
making jfroc phone oslls, poure not @ kol
It Better than the sdecuele wiey nsfalled the
pleane In the first ploce. See whot happons
afer the called pariy karngs ape Do genc Iag
afwrace ged en aneesickfer] Jdind o an Lour
2nd? Look far speed dials thet are
progremmed dn vie e abae o pound Reys.
Al mrw udheed Pogpgiens whaen Lol eadd & Wi
sugaest reading The Mlagaee's COOOT artdcle
[EBurrvrer 1G0GE

Future Surpeillance

Dear 20050

Thr article "Wew Bevelatlons fros
BellSaweh” (by Emmanuel Goldstein,
Aubumn LN deasrilizn new menilering
rechawcliogy. Frao this deseription, 1o appears
i e @ wel-designed system for performing
sch menitoring. The asdthor appears (o
elleve thar BellSouth should have impeoved
thelr scourity in s dallecent wany,

Fwseor, wan't ibhe @exl of sones ol (he
artacks agalnst varfous Bell compuaters ta
demonstrats that Boll sheald fnpmonee their
weryri by T Why, then, the dhlestem whon they
acnzally do so? Aod shovlda't dhey be fres 1a
select dhic oooibiod that they vee?

R

Minnedsts

ot rehen that mechod cormes adromoy
Iroubling dephealaas, Kafe dhal Lhe
raarilramg (e RBellSinaiy (5 Dferesial i ix
capable of far rone thar Timgronng oL
i ooan qeetoh o vy of S sdeeainiueeshy,
recording  volze, fme. ard camputer

Fage 24 2600 Magazing

T'S ' THE

Trvarsrnissidnsg ._"r.._._".n:_EnﬁH_. Irs corfmirsion
lenads e fo the concluston that any
rterested ontity well be able (e meriior o
tracdi gedisal cthorougbhn et il q._._._,.....—...__._._..r.f._
sompany's kocledoe or gpeaoaacl. That's
somothing rovke oy s wdd b arrimad __n..r..

Why Did You Do It?

Dhear 25003

| was dizapyointcd Lo =scs thal yoa
H:.._.Fm_.““_.-n_.a the cralit eanl agosith=n 1o powr
Fal 199 temue

Alrtkenagh T keow 1 was well within poer
Frst Amendment thghis 1o pablish it | thins
that it serves no purpos: by bring pubiishal
excepl b0 loawr fomesent credil cank Belders
open Faoalnass by Ladbdduals wha Jast wish
ta ¢all a phone sex Hne or place a long
distarce 2l over wr ADS, And althowgh 1
koo thal the algerithm wai almady wed
Ersen within the hacker warld, [ dom't
Believe that wour magazine should have
soread it Further.

I prreseds lexiaes al 2E0, ol stared
that credic card fraid and long distance oexde
abuze are tantamenaot to sicaling arel have
nuthing o de wilth the hacker ethic of
lezroing and exploring seteme. Thereloes, [
see 10 Teason o publish the orecdin cand
algicirthm 1T your magarioe traly belisnes n
the aborre, The ooly vsce o the cralit canl
Algarithm by yaur readers would be o
peerrle mumbers o be used to place calls
oveT an ADKS, arcowss [ phene s lirkss or
E00 chat Hoss which vse eredit card
numbers fer bllltng, or to obtaio actual
mercharedize an the avthers of soor arcse
wrals thar affen eredlt card mambers are
afen eheckad only against the algorithm and
then bilizd later. :

Flease atad ra yous deals, IF you beleve
that cred:t card frawd and code abusc anc
stealing and not hacking, then pleass doe mal
prufdish sy Infimmaricn rhat woahd T used
o those ends. &ad plezse oy oot to publish
marerials frooa aarbors who call themsehes
names such ag "KL R Alllanes]® Yeor
enag will erul aipr beakiogg Dike @ -%.l.ﬁ_._.u._n—..._n_.n.nu
cidezr phdlel”.

Chanstmaster

Baala Barbara, O

ot s geed polnts, but pow've missed
the polar of 26000 We poblished that
rGrmesicn so mectie uvenld uoderaiared Fon
tha fevloneodogy warkedl Wit they o wlth
thast dnforewarlion & onod ooy business, Hoad on

Winder 100(-%1

LETTERS PAGE

Jerdrwtiaer aglakr
Dear 3800
[n the arbele “Aa Algoritho: Far Credic
Cards, dhers aas an aror e the O code dhat
caused the program o Incorrectly dedermine
the weichdng fxctor for 123 digit Viea canis,
e v & ool vemslen, a: emplowed in the
ferm of & uoe s
i valid cefkind, card number]
et kimd;
char "card mamber;
|
char conl#0]
It validP = O;
It exlen =0, lea = 0;
tnt edight = 0, csnm = o

celen = sttlen[atrpepylficesm,
card_number, 30]);

S ie this the right length for this
kind of card® */
#witchiklnd) |
camn wIGA
Hileelen Bz 15] && [eelen 1= 16]) 11
[cem|0] 1= '4]]
retummiol:
bEeaky
cxe MO
if [leelem 1= 1E] 11 {eenfi] 1= *5°)
retarnld];
break-
cane AWEN:
if {fechem 1= 13 [ (cen[d = "3
reterm[d)
break;
defamlt:
retarm (3L
b

for (Len=0; Uen < colen: Benve] §
cdlgit = cenfllben] - 0
B {[lhen + 1) % 2] cdigie = 2;
I (edlgit »= 100 ediglt = &
reum += odigit

t

Hi[caum % 10} == 0] retumi 1k

et iera 0k

|

Thiy Functm will cenarn O 4 lncormect, &
i vperect. “VISAT, BT mnd "AMEX® amc
arhitrarily dslingd conulanls, and may be
igrored.

Thanok yzu for including dds artdcle — we
have meched] seenething to keep poople frem

Winter JEU0-0T

haeabde-fingaring an fand entrisa.
Kenton & Hoover
Chief Engineer
Whals Earth Lectmenin Link

Guestions

Deear TEOC
[ wery much enjoy ¥our magasees ad |
am cureus whether certatn compandes b1l
the federal government or the phone
companies the names af prepls that =cnd
vy for coystals to make & el Lo,
Alag, pleass preind 1he Baqizencea af eark
toaeh tene, I'm wridng melodies with them.
R
Wondmere, NY
Iy rued Deagaesd The revadme of prisesibaliay
ol sorie covyadnis da that The salution s
o gy wihel SEEeAEs fe Yol Ehd mef worry
abeud what others chine, schedfer ey b
wprtearears! pergale dr oeeSgraant Leareizav e
Tawrh Lvwes e cowpeisod of b fiapamncies
oach Pcture pour teuck tone keypad. wdth
The exirns A B O D e o the sl Then
plane the follswing froquencics slong She top:
s o, 1EaE b J4ES hro ard 80T hr
Frowe Jops dp bollom M frecperecies are 897
hE FRG b, 852 hzx, and 241 he. Fird the
rromber potd Lt ard comdine the fues dores
e theeal o deer cred tpons’ewt g v faach banel

BES Troubles

Dhear 20500:

I hawe recendly seald the fwe artacies
aton the ES1E oase thar were published 1o
the Spring 1820 edition of your magasne.
Ficzt of 211 1 wanl o tank yoo for bomdng
things Nike ese beto e open, The federgd
goverament 15 always oying a keep thelr
mizconduci (which cocurs all tea ofiend
uswker Their Pl ancd al's dreal Lo oses Chat
peophe sdll have rhe mebs to staed wp o o

| have alsn been feeling the effects of
these “crackdowns” here inthe Totn Citke.
Many A BES haws dligappeared aleegr with
rhsie cpesalor=). Many mose bave been
looked Lnto, bar allowed to resmado. almeosl
every LIEWS mn the statr o posts a wagnmg
s gt the “povess™ ol ool 1 el
worty for ore BES i puarboulae: Hedine, 11
was cleasly hrenwae [ svenyeae That this D05
was compleiely legidmare, Yer, recendhy they
wers the sunject of a federal dmecantgalin.
Arparenlly they had a scl of w=rm that were
relerred do s “prrciiads] wsdrsT. SBomoonc
wha was mainfarmed and didn'l take (he
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LETTERS FROM

rhizes ba heode dnto Uhiegs further aweamed that
the ~privileged users” wers hackers and
peoeived Rotoss 1 some soerst part of the
GRS Actealhe, & =pehdlogal gser” 1s sponeant
whe cantrbules moncy e the BES aid
Trocives pobvileges such ss mere opine Hme,
rxira downbaads, che. The oprralicis ke
wizice chamed the slatus to “cootribainors
ather than “ariviicged wsers™ to asid funore
crrSeions. It 15 hamd 1o believe Cheat this anti-
kacker paraooiz has grown toosuch
propaTiEns that ._...._..:u.___n EVETs el haras=sed e
mercly contribuling mency @ a BOS that
they Tike, In mee case, I'moglad toomoe that
thiz board, =a well as many others, has
sarvived the ertacks and has the pride,
derermiraron, carhag, and b to remain i
ppeoTHl k.
m..ﬂ%._._._._.u_—u__.. piner gy interest io casces siich
i These has gowm povently, Lepuld (e L
Ty whar elze is gring on, Hees fa the Twin
Citbe=, 1 hare beesn waglng & battle of =y
gwm: agalmsl censorship. 1 am coneerntd
abant haw sacces=fil the PMEC (Haresl
s Besomes Qenter] hees been o fheiting
e rights of messiclans e sy whal they mﬂ-..
Msa. | foel thal haekers are oot doing
amythirg that weuld cansss harm o st
amd shauld =l b h._.".....:x....__"u,.u_m th= righe 1o
the Firsl amendment. Dwould ke to neceles
sore informatien about yuur magasine ard
herar 1 ey subseilbe ool | wank b sssuoe
wona that | s not s federal ageet. oor de “
have sny contacis awith tht Federzl
gevernent, 1 am ol imerested In bustng
e £ W magarine, kit soply Fr learming
ainore abaut whal i= goorsg on.
The Speetes
Et. Paial, BN
It wsonfdnd retmor 4 s wore, Wi provide
the same informalion to onyene wha's
Intoresfed, We hope [0 508 Teacker bulerin
boards secouer from ashal :n._..._.n“_qw_n.q.: a
crppingg b, Tlaene ane o gret thiaf ane
truki ..._._..__.uﬂ.n_.n._.n.._._:...._m nos, The meed for pobdic
hacker boards has pever been greaien
Angone 1 has guestions aboul il shovdrl
Fonr]ie al E=
Dhaar 280
I have bren hearing rusors that the
Frieral Communlcaticns Commibsaban 1=
g o begin foroing BES sywape o xeop
puinced logs of thelr BEES up Lo these yean:
back. An s BES meap. §fiod Ie good prastes
b lorope oy Loge, Dnat afer =1l of the suck I've
put ints the Bazrd, 1 dea’t wanl the
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goreermunent {eling ce whal | shoukd da wlith
" Chaelle Tons
Fokoma. N
This fx oy one af the mary presmees
I pud 00 SuseEn cpeertory, Anathor i3 17
throat of shangirg business phane roles =]
fllotin hernds, e action el wosuld put
iy o thaom and af astenoe. Cotnier these
thrmars by urdlivg WEh g users ard rthor
sydein aperatars. And by sonding Wiors (o
e publicaiions e .

Another Method

Dhear SEOD i
[ Jusr reconed your Auhumon 1030 Emsue

amil, ke areays, 1 read 16 cover b egver.
Very enjoyable and eateriainiog. 1 ==
bvoleed with madiflog weanners Lo 0=t
celluker, repragramenlng pedhalar phemes (fior
the chvlous reasonsl, datx R.q....._".._n”: —...m_..J
secbelliteem, wed Juen alwat ampdhing #ase sl
iz bBevend the neemal grasp. L have the
pragrummirg procedurs for pver 45 celhalar
phos and o compleis lsttnyr ol e creles
fop all stetes. soveral COOOT payphane
masuals, and wirng diagramy. Rebween
e magazios and the URR Nrssleoer, 1 get
lats of ideas. Far your roadess chat den't
brarar, LIATE Mrewslezbrr wells bods of apis]
parts al plans, | have been s B of thrirs
for years. | gor oy st=cd 1o LB and
povgressed frem there, Just thought T wonzld
lep wow Eoow Lhal L oappreelate ypower
[ CIE Y

Mo For the good urul, Becenily [ ioumd =
COCOT that bad the sepal mimbers oo the
Tk mechanisms, 11 don'e gt amy easler
‘han thal. After spening ithe phoac |
dizcoversd a programimleg wwibeh ineide.
pleror 1 £y permpve the stathe cam to dumy: the
passwords and, to oy delight. L osw hawe an
erpersng payphone, Just far Fum. [ kit v o
the mame lopation, with the passwords
chamgmd of course. o realhy st ko ._._._.|_.q. L
Just like co cxplore. Din %2 holds rhe
DTN seress oo, defaalt s 3 Eln
Q6 bealde the acoanlbmg socess oocde. Tefauli
is, Fou g werd (1. 98, Yoo weuld __n.
sarpriscd 1o know b mamy pheness am pEill
1o defanli. Aot H eeaderfi? Uslag the ANL
pumber suppited by 2600 will #ch] any
COoOT aumbeor that 18 ool oo the oul=de of
the phorne, Call the phares aryd rorar 00
iy gatn mecsss, s fun b Play arcund. dAED
will ceset all bt fo defaulc jexccpt

Winter T9ML01

AROUND THE COUNTRY

passward, tme. and Sate]. £310 will Tesct
the raic Lable bins 4o 00 Ag11 will enver che
rale Lalile adjposiment mods, Tdp 11 = the
vare for ol cadly mwl B 12 cenbng=s Lhe
Inlia Lala |14 =ewen cligits] calls, Bin 14
eorirols the Jong distanee calle Katerzlly, |
can nover g back o the phangs phvsiesl
locabon ax1d oot Buae it sues is Fus ool
it. Less than thisty days after [ did this the
phamie was roplacod. Gurss whart The lock
morhxmti=ra= had he =eria]l onumbors
glamipend ca thiem!

Me. T.

Suggestions

ear 260

I yvar Tl p=eoe wor kad an acticle on
Faricding a relepbicse ool which 1 thaoght
was Irvelevant as bar s 1he mearling of the
red box tomes. There is & simpler way ol
iz thi= whirk has woshed belier, Hadio
Ak walls seenetkingd krooen sz a Telephone
Fek-up which goes for abanr 109, This
pluga an =iznighl 1o dhe “mic” of the tape.
.r_._u...._.u.Lu"__... one has ta then ga e Daa
adlacent phores wad do cheir dosd. Hiseewer,
Inatead ol lockimg Moy bwe adlacent pay
mf“_._..n:....n.“.. ol can bave pods reatker ffather
brother) sisterd Fend fdegdrar e, go cliewn
T the pay phene amd deposdt the [UAITErs
for vau whils yau =lay hame and record
them o a tipe ratorder. Flom experssas |
suggest uving 4 motal raps for longer
duzatice. Seamedly, dean’t eave thiv fape m
the car or the sun saoce it may changs 1ha
pich of the eoes ard ACTS Wil kave o hard
e picking i1 up amd thos pou will B
constdered a fadlure.

| emdeved che vone dialer converslan
Irrmanwleansly armd dheoghs b was a
Erenl idew, Feepoap Thes Ewal waek.

What [ thonk 2607 should de now s
tmireduce new ULSs When Central Office
azsil Toll Ceolar wvre cunning it was greatl
The i irarice Lestwren hackers s vory

=it

Impearani. The nexl @enersticn al kackory
will 5oz be rhars to take over and &0 they
will be Interested 11 15 “codez”. Thess davs
the EBE's in the hacker community are
grrerally filled wwth “codez-asking kids. ko
real hreesdedis w2 possed o The Toll Cooler
head riaans o sednslaer res ares o harkirgg
which was nlastic. Bulh waur Lallelin
boards networkesd, which was wondarhial,
Mo the BUE world lacks such boards oo
call, Thtol abot i,

Winder 10000 F

The Concerned!
W mns
Technical Suggestions
Crear TED
Just pleged wp oA gy of pour zine ac
Lark Canifval B Berksky. Soopoun the Eoad
work, Home comments on *Hunbing lar
Wwirebaps” CSumomer L, padgs 24

decs Spanl, The analog hybrd llee golog
inle yzur leliphone goes dare a SLIC

exchangs, where a ¢hip called a CopEC
Lefder fdsande ) canveris 1L inla a3 .u__m..__"....._
BN Iprlse code modulzredl aricam. This 1=
what actvally goils sstlched L thass GESS
- Fell Tibes b blie glbenat, JE WOl are
Bl iir the MEA, 3L iw 3 stmile malier 20 order
rhe swirch 1o =ernl i oa capes :l xamcane
rlsc's bitstream. This Is a wireragp in
scfiwarc, [or all practical purpoaes
i prsnibile raodkelerd,

_....-.q_._-__._n_._".n_u_... sl FHI agents koive Tess
Al=n:l ik phane eyetem than a dead muls
arkl A equally immone o adves, Techee
woits sounds abear gighe Sor the asslay lins
whals veaulineting o conversallon, but Its
sz ke 1001800 10 cperals the Bell, The
Hres have a higle valrags varing, alen:n 500
S0 befare ke dclce surpr suppressocs cut
L oarwd owdee thal Lefom: the S wiur= ip
b, U0 amps. oo B cher hasd, have =
manimum tating of & hundred velts or so.
Wizl In why seene hrees Lebevee lunmy ahen
trey are rapped [fails e ring ar fasls ga
anvavr when plokod wp, or very poor audia
ipaakich.

The bamal oy B Cessl Bie many cp-ar sl
be 1o discharge a photoflash capocirar [$30
LT at 360 wdlzb inle e b and ook foc
the bright lla=h ol Bghr as the ap amips wepl
o that areat fransistor = the sky. Bl use
somme cautom, as the capaciior = At a Loy
Gela [rerally Irlea prroson 1o .n.ﬂ._u“__-_m he
SLIC arel Lapes dliewn the cnds of the line with
dlelecirie tape Avel do The 2ams with your
end. Conflrm that there 35 na lineman
warking an dhe Hne or oo a mearky oo Thee
conide check. The capacitor 1s easihy capable
ef Rillingd 2 human ._..;n_.ﬂ.m as oell as a m_........
el MO Tt eaweneel 3 300V poraer supply
direczly o rhes plheme less or yoa ame llaely
b Buait sonemes - pecdaahly youarmsell Rlerd
the veltage off borh the capaciior asd rhe
line before votaplog amyrhing. 5 pau cant

2600 Mapazine Pape 27




EETFTERS-FIRON

Ip ypoea st drop

FLan R Lelein (Bl e L
el is safer than danghne
i

. Thie

& evdititesier, kol i1 iw =l wery
cHzy 1o _...”_.. el o]y

M for doanitg a F47 with
CFiane Crasht, posts S0 s len .
paimable compuicrs wrm very

putiing a maldle phcne inslde an _n.._q..__.
Compar or Baypre and _..._._._.u_.._._.w 11 o a
THMEITEOT AN CHITY e, Then up
Ui Tee while (15 i the afr and downdoad a
few Tiles, The elecrromagnellc garbage
erninred by the PO could Jam the 747 ity By
wire” avionics. Ieaving Lhe pilelys wi
control awer The plans, IF you want-a
calli=ive, do 1he deed during rakeofT or
larclugg - the 747 will be mere Idkebr 1o b
samething. Bt should bo Gordly o=y q:.q A
hacher waith s searres 10 inlercepr the G Eatal
call, althmagh elentifcing the n..r..__...._... parey
anight Tee wore dulficult Perhapes vour kacker
cany read ke poachst hemders qed trace the
el O bl @i e 15 o oo ard shic tiranee
1t e Ry ?

AP
Chaklacd, C&
Caller 1D QOverride
Thear 2804
Frizem whar ol know aboad the caller 1T
syarens thar are graduslly beirg | r-_u_v....n.u
vy think it waiald be possiblc -
roaf add-on bax ey
1o send A falss m
7 [ owold s=em
lenae against the i
B PR RN H il the samc bime _-:. ik the
appearance of oooporalion witkast a “F
povary shoaan up e everyone's caller 113
=L TCT

Pt

Ak e, OH

Aksolutely, We hope I s soernes do
[ S0oin

Phone Company Tour

Drear 260H):
I had the opporiur
.._.._.,.... u...._.__nn_ ._....1 AT&T

were prescnn i the =ame

QA1 Mapazine

FPage 2K

r P _,...._._..J..-._ hrerls af

curpEarAalin _...._n..-_" d
curnsminlearlon _":._. woen duslar
(Baks FibDh Avenue can puck up
in Circiresalt and immediaicly nng
i the Mew Tors affior ailkGin
making a long distares caill
1l Was i Py prprnsiee
.u.-..u..w. =y afFal e

This swslem
g mi Tl using 1he ) 1g-ard- soc ke
Lpureds thar were the rage carlicr thas=

sl wwberhes in

27 they weors &% in ke
Thr wheil Ay AT AR
|...n.w_:.._ up ._.” A mwenlfid ol neasstoe wer ool
.".....:_..__.-1...." that wnaid "..:._.:.."...nu_.... koep
el g Bumming smaethly Ter al<ual
..._._. Faars afler a prrace bl
T =l .....mu.. ._ _..._...._hq—. _.__.1.1 bla

e ainee this 5 sech o g a
oy cuskamers, | wns what wnened =1 |
=mall 1k }

B

Iren 1he € 41z ares T
1 wonald esuntats in e T o
moter arkl L was =n
It enrered the b
IS8T er= 15 are el ]
I'he AT&T

krapwledee

weas, bub v Fr

sltans Mk

askine quae stnns

md in

Aciack ot 13
Fier thiw sren,

5ol
Tt & Dased o rhass
[oouras. scaurd

rmhicre

5 will | WMy e

Winger JOHR-5 1

AROUND THE WORLD

walered when | saw the full set of
cperattona] marnals for the $ESS shing out
tn the opon

Aoanader slarm wend ¢ in the syslem
while we wrpe listening [y switching thoomye,
Tl =eerns Chal srrsorss f Irra & largy vl
rather knpertant eable chster somwsahe
fantern Cinedrueatd, therely o
feear central ofZoes off Hae for a while, The
techniclans oo duly koew what had
happenod in alwsat Blicen scooreds afier chie
prirdcrs plaricd duomping dmoabic codes. One
al the @iys oven el oy peer oveer by whenalder
am he asceszsd one of the downed
coqneclians assd il soeme disgnostic chiecks,
Pretty mear, that.

Wrll, erwogh about my lidide dour, Now o
e AR Foer Tualee LIHD pITTHIrATn
tings far an (BM e palibile campatier ke
a blue box. 2 red box. and scme dialing
rama lmidem scarches. extender
prehepsive lislings of
exchanges orher than New York are; AN
Arel THA [wath acecss nomberel for the 5153
area code: ware BES numbesra: baok
rovicws: equipment reviews (soanners. pen
1egislers, phunes, computers, and slher
things that can be waed for hacking and
phreaking]: meore hands-on nfoemation: wd

Erfarenations an ATM machines amdd their £k
Mlceh
Cinecinmatl
Assorted Thoughts
Dvéar ZE0!

1o oy .|..q... Bia M_._q__ T._.r _.”_ _-..._..u.._ e LI

r ruamtaer ar maks n _...:__1_._ cnll
with a human cperatar. Instead the system
will ack for ¥UUT nams amd A

._.n.ﬁ_"...__qn ....,._.u:._.: Gr rer the Ferson 1=
aqualby who =/he clatms 10 be. I sure ok
them a whike to Bgure thatl out

vk, with this peicoiduars ene can

4
alsa ke dive ceal kaeal ealls o puabilic
pay phones. The good parl is :r_u_ it's
complecely legal, Just B the desitnation
when e syslem asks for &3 name, =av
the phane mamber of the pay phanr.
_m.:“m.:._. Ty Tk prrman whie preks upoen b
ather erd has Somme o

back. So mow veu domt have o carmy
arannd sny change and veo sl 2ave

Wirder 18905 F

...._.._-__.“_n_u-h food PRenty coata [ dkes add up
evenmialyd.

Dy the way, Sprinmmet (alsa knawn as=
Trlenel] 1= deioE some sord of deal with
lran=miiling dala 1o princed form da
adlrlrensss via D5 manl, Docs amyone happen
1 Kaew haw 06 aceess (L7 I'm using 1t
thecigth a pel Bul (U= o6 expensive, 'm
precny sars rheves & way o oo b dheerily

Meyboard Jockey

Gl SO-TELENET and ass them o
that sordce, MO Mgl has sencthing shdar
iFonol ddenbcal, oo rer aleens wse an
epprradar for coflod e third pearin codls o yow
i’ huzee o ey v ploese or f g san
o dor'L
DHear S0

1 reslly dea wanl B wnle ancekst ome of
thaxe *free, [ oreally realley li%e veur
mtagarine. . letters, bl unfianesaiely thar
1= exacthy hew [ fecl | am in my mid reentes
arvd vy, way e i the =foon dark ages
[{=N] 314 way, [ can remembes when the
100 U weas Uheaght by some to be o flash 4o
thue par Wl nieves gunsl the apple [ as
the marker kader] 1 discovered rompuiors
ard moderms. § had o second-kand Apple O
bbb 1= T .n._._....._.....n
hardware - # Hayes
Micrommdom [ afed o a Fractcal
FPegdpherais ZE0E exleonal), =eeme “harmpeend®
oltyware wed a kot of nalve o
vever @ “hacker® por se, since | have abous a
third _.U_..n..__n encnpictes Kiesacsy kel and dhe
rxtent of my hardeare knoaledpe 5 knewing
atial card phoges in where, ared [did do some
hivr= im0 thal dask 10 richt aficr the
breakup of the phane company thar soms
wader vreder the comselenes tels s wees nor
Tez ke, beod [ peally didnd emonw oy bedeer
W Hinrle tey B ohiacvaered o whale
new mechod of commuaieattans. with the
immediocy of & lelephcoe oall and the depth
el a leller 1o the £
warkd of everyilay Tevhireabig
the £x :u_—_..,........ _,... Tawen 1Thal _.;.l__....:_ [EaBEL R E
o test dhe Himits of the phone sesr thaz
3.9 prreg n_ _...— people (mysell someiimes
| skt ¢ granied. ] heard abouc
el gasmn T.oyslomes arvl Feorw 4o gl
daba them. Frankly, ve rever really wanied
1o hack rawself, b tvs abwavs bees fun 1o
Ard ot ko 1 ocowld deir, aad srofes from
thasre wha did =uch things weme abwvays fen

2 | heasel &lwi

[raperierien] wharl the Iramers
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FETHRT s Lt FEH TP SEH
Arbcl 1zaslial, Het

Gyl freodum
may Impiage wpcs the Faesdomn of smepae
tlee, Thai is whe we have laws, seeae iz,
ne ol New. Imopot saying Lthat laws
criminals heesosze there I5 o cermain
vere wie wil] aheays do

with: longher Laas, ..:_._ i : u.u:qx_..".
il =% can go na higher and suffackies in
rre ol accial collopee,

Tl _—.._.... Faws b o wpily FESLE
sl

e5l v __....h. she unfarezss i
our - post-industrixl  saciely. o Siner

infarmnaiice kas becooe poraer 4 our socieny
Sl = | merlimsi e snlleenee ches ORI
has over [ AL P, U S prreer,
whether thoy are goversiment or basisess,
Pied G irweamiaenl gpen themerlees de contrsl
what prople fnow, Formunarely, w2 e in a
[Ealaly st by us [ree apcierw mnd e can Bel
AU 1o bz i e iy Ao i Thaere in
_"...__”_._....u._._ seif-lncriminading S loresarion
wpmead sernua =gl the 17 wrermmant’s
eis mrsl peress refeaeses 1o keep

L0 R

sraups” o Drosis T .T...-J“ .nq._.._u. ._u._._. _-._._.r_.
wnkarrna i 1w el |
Fey tooanar s orlled
..._. ._.,.._r._.._u_.. e, _._._._.._. ELls .....__ the _u..__u.._n tr
r, harnd-ie-11se
i e 4zam Win _-._.n
ul Mg _,.._u..- af (Kl = PR e
who ouislde of semi-hardcors comg
bealfs know abeaz the amiga, or even Sheve
Jefa' W TY They van blew the disk drive
Aawerr ol seen = fully-loadsd TRM peryer
vaer= alream eackiinee, el wha's really
heiznd al
5S¢ Lkis iso't the "Infooma
the “Mubilclty Aaee® As adoll Hider =ald, 1F
yuar mazst He, dell the moss oslmogeeus e you
varn 1 saerer a0 behees Thal wew,
The Ddsco Stramrler
Eouth River, NJ
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COCOT Info

Drear 26000:

Ihovekt vou'd be fncepesied fa the
folizwing. | called che COCOT you listed
[212-EES-TA5E) and moted It angaered with o
= tane andd an ASCI bl Upon

...}......L Wt Arkl plhgpsad a thanzgh a
campialer fmi u mi, lke lallowing was
corerarsd.

Trs® G B AT RS NA L L0

B ] 22 LG0T 2 4 000

Attempis to hack Imeo the COCOT

reanlted i Teivg Daeenmcied. 1 oeoakl mol
td ol respuener olher than the
al anaecr, Thin was dans Al

e Aany K

above ot Lo
A0 Baud,

Waterhary, ©T
Trear 2E00:
his & first & & ambetnlag Inrersssisgd
weve discovered. The phose numbers (bach
rm the 212 acta code) are 1hie oncs which
appearsd an g cemprrees L s leller aleal ihe
arbcic oo COUOTs which apprared oo page
A1, Aunamen 0% The e numiem comnmert
ot A bosd ared sernd chie il wlpha-
mme T slrngs,
212205 120
T2 2P GG EE g 1 480N
AEFIOTTIRTT 1A 1000
F1E- 208 alZn.
TIETR I EAEGE ] e 1 JGS AR DGR
SIEGISI T IR T I RS i
213 EEH GlEE
ToEEm 202 ] 2 LA AR T E T ]
A2 LS T )22
2E2ERST :
Toam 2 1A Ay B L RO AT O TSR T
AEEN0] TG LT LS
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The Mute & Exch Wal
Moz phis e wekar see lie po son Moo
A ¥ e thomsslees o 95 fwther wdeh
R TE H A ELE T P T M therrs womiooe
o e ecokarn Lk Sl s

ZONEEAT

HLE e T p o v ]
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OUR CONTEST

inoar Susumer. 9500 2408 wa
publizhed a busch of negativa larlecs that
were wiitien abowd haskers, W inviled ocor
readars fe cama g with replias. The
winagr  woold grt 2 free Hebme
subssription. We pot a pil of reslly gocd
anirips. And whsn the dust clearad, we
reslized [Ral wa had iwe WinRars.
Unforiunately, nedher of ow winnes od 2
vary good iob of identfiing thamsahes. So
W Pave sheoisely no Kas whens do gand
the subecriphans. I you recodriZe your
piocs balow, oorfact vy and Ihink of soma
weay fo veldahe oL idaniiy
m:.z.“__.t_.._..._w_.!. e
by TELEgodziila
I Faurd the Summer- 1590 {5508 vary
inriguing - particulady the secton desling
with thia other peat of view against those
wha atiempt b leem morie aboll syEiems.
As 1 was reading these leters of anoern,
ehame. and disgusl was stnuck by Aaw
glmBar this situmbos = o what Dr, Richad
Eeynmann experianced “during - tha
dievaloomen? o the frst atomic Bomk
In the beok, Supahy You're Soking Mr
Feyrmann, thers is a shapier relating how
Dr. Feyriman was able o crack opan U5,
Army ezfes which keld the plans and
makings of the then being daveloped
atomic bomb in Los Alamas {ehagter
enlited ‘Safecracker Merls Safecrackesr,
pages 112 1o 137, Bantam Books).
Faynmann bad discoeansd, Slier soasking
with a safecracker, how mast sala fectoaes
giva n standard assigned combination
numbss 10 safes, instructng the buver iz
recat the kesks. Most buyars, bowaver,
didri't bother resssignirg . teelr gafes with
nere combinations, failing 1o realiza that the
standerd assigned number was just fat - &
crandard assigaed number et = gales
then baing made. What Feynmard dd was
ga around and open the Army's sales
withia the Los Alarros compound (he was
abla bo open ord: oUt of every five) with litte
souble for nspody had thought of bothering
1o change the combinaions aiter e sales
arrided from thi Facbory!

Page 32 2600 Magazine

How was Feynmann ireatad? With
respect-and undarstanding?. On the
centrary - he was nearly theown ol Did e
Armry changa she zafe combinations? Sure
- AYER n_...___u.... bBut oot until alar savaral
months inge the Sooecs.

S you ask paurssl - what the hel was
Feynrann doing T Couldmt be just lave
wizl enouch aloas?

No; Feynmann had & curicsify - tha very
same sufosiny which ked him to develap
nea and cetter understandings of tha
alees sab-stnpcivre led Rim alse to find
waays in which to open vs Anmy salas, :

Thiz iz tha crux of the argqument snd
Zonireversy surraundirsy hackers: people
are naturally curious. Trying to aiop this
elrieety from enwaloping the wodd sround
U= i3 8%in ba trying 1o glop 8 moundain o
wizter, Evan i we did, it'd only bring about
more bk (besdes developing raw and
wird Farms of renvous necnasis), or maEn s
differartiazed Irom snimals oo many points
- and chiel amoag ihese poinls, cUesty
ruies the pack

It's lasciratng, but rene of thess leters
spoke of harnessing Lhe very same
sty Brd drive boward protecing Seir
syalems. Instaad, we all merrily thraw
things sboul, rant and rave aboul how
terrible it is for paople ta ga “walking
through their houss® witiout stopping &nd
conzicering how to find oul ways of
positaly. uHIZng the skills and powers of
tiges capaishe o deing 5o, -

Hut 24 even moere important peint net
baing raized throughaut any of thaza
discussions |5 e fack that perhiaps. prdasy
iz neary dead - and B en't by those "Hds”,

Whir you $1op and consides e many
files tha 15, government has on each

person - whether you're in the armad

Foroes, receiving oF Nave received a college
lnan, possess a diver's Boanse, bold a
soplal sacurity eard, mEniain a farm of A
Arocecy share. pay 1aMes o0 A regular DasE,
o - ihe tect of she mathed s that there e
biggar ard more nasty pa ppie ‘wha
rurags rosgh your housa an & regular

Winder TR0MLS]

WINNERS

bz - Bnd pow don't evan realiza il

Protestlen of our credit records ia
prebably one of the greatast ron-issues
teday. THW ar Durn and Bredstreat
regularly sall information on your srad
stabis and income sleading 1o sorperatons
which saex only 12 fnd new markols o sal
Hreir products. 85 a paint of g et svary
ma pau racelve junk mall, samabody
gresssed e et reconds,

And wi'ra worried sbout punk kigs
Laking a walk through telaphons companlas
to get infarmation that they could recabe by
thi mail fer $13 - a= tha Meidarf casa
prowvaed ¥

Somehow tha resd erimingds are geting
awey seot-ires.

| rirsprct paopis whs 12 tha Srne and
effart 1o find ways into compular syalecns,
far wa all bsarn miuch from it i keeps Us o0
ouf Jeas. And i this apathatic soclety | alzo
fesl bettar when | know that there &ra
people who oo eare about the workd around
themsehvas ard take the Eme and risks
upon heTsabves o leamn mooe.

That's noil only curlesity, that's
antragrensurship. Equality 1= aewvar
esmathing given; it is only schisved and
mainlainad throvgh ditigence  and
peraiclenca. Having information hiddan
sway is anathama bo damocrats freadoms,
Seaking ovt Inforrmatian makes us grow
and bacoma more cormpetitive on the world
rnarkai; this is whai makes aur country
great

As 8 profaselonal operative, | think
many of theze pecple would be mildly
shockad it they found cul 1o whal axtant
and degres privaile and public insEntions
wmpley pecple such as mysal!, ard how
much infarmation is constantly available on
the averags citizen,

| hawe irfa regard for thosa who brand
“hackers® as threats for no other reason
than far thair impassioned suiosity. Geow
Wp yoursetll This is a bigger workd than wou
redlize and, &5 a professional, | frankdy find
this lk of anger to ba utterly misdiracted
and somwwhat naive, Atack TRW. Exxon,

Wender 1H09(0-01

the Regubiican Party.... Any corporation -
puBlic of private n_n..nnmmu__._.._._ of mult-
tacated irerests is iravitably .m_.u__.__m_ ta have
20 Sovl of compatar system and with that
syslam are fose who ame going 1o maie
sura thai it works - enven if that sysieen is
maart 19 take informaton aboul yeur
¢hecking account, ear nsurance paymen:s,
peychlatre care, of oven if you had recandly
pUnchased any Ehis riecordst

It is red surprising thal e majodity of
Eese hackers are young. We shoukd come
fard prayl 12 sxpact more of these
indfivichisds B BIThE 1% prominenca, fa we
arg & cownirng that is losing fsuch with i
paople, mast parfaulsdy its youth, Hess wa
stand, bitterly complaining how many
youths cannst resd & mep (mMuch less
actualy read) and yet wa have thoza atla
o discover naw means of ascassing
lnlormation which wwen the so-callad
"Eapats” navar realized x|

Wea an purizhirg 2len shat this couniry
dasperately needs, rather than reaching out
o axhort this raw gnd excsllent ensgy Mo
naw and vital maans benelicial to all
partcularly thasa who possess this grear
mrmar srength.

ke, dan't ga far e kids who TUTI e
through your garbage; go for the facelass
prefessicnal basteards who keap and
manizn a defalad protila on you so that
they can el you watches, cars, beer, ard,
ves, poliical issues, Foe it is they - thasa
wha maintaln those giant mainframas
withzu Bvian bathanng 1o think about tha
consegeneas (a5 wall as these wha roia)
that wa should be watshing.

The ¢hild who distevors that the
empanar iz nude should rever ba punished
it's tima thet we s2an naticing these lik
details.

Entry Mumbar Two

Pm a hackar. 1 worship the computer
ard the endass possibiliies it pesss. | ssa
arograrmming as an art, and | was born o
asplare, When | =i down af my comguter fo
di sormathing, | dery dabata in my mind
whethar ar not what I'm n.h_”?.u is __.wm..u._ ar
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unsthical. | just do it The computer 15 a
medium which is g2  immediately
erplorable, with a scope 52 infrite and 2
dectn 5o Imitazs hat it makes “ust doing
it" extrariely fagsola. Thal baing the casa,
there |8 mers to a compuler than
prograring, and thoss with a1 insalizble
nssngt o kearn and Know easily assimilale
themsatves into [he abundanty ditfament
aspesis ol the eomputer world and,
inevitably, into asprols associstad with
uiderground activity, This type of parsen,
the Facker, doss not ink ik Eens of rght
or wrinedg, ag the delinition af these tarms
depeads on bow you look at Be in general,
The means i the ends, and the ends justify
thie means. Solumbis was a haskes. He
axpierad mew worids bacausa they 'were
Tere, He didnt stop 1o wardar what effecs
his discoveding the Naw Workd 'woltd have
an the Mative Americans, He just did it
Leangrdo daVincei was & heoker, Ha
explorad tha human bedy, among qther
things. In his Sma, it was forbiddan by e
ghirck te dissect dasd bodies o fied oul
what mada a haman Tick, bul e cauldn't
cara ks whatl the chunch bad ta say about
it. Mo had & desins b kraw, 80 he justdid it
Humanity has & Batery of warting 12 knew
and this Gasing to know sometimas leads io
questionable means. Quasticnable,
depending on how you look ab it 11t wasn't
o e haskers of dHenent sorts throughou?
nisony, whess weald humanity be aow?
Although we probably woukdn't 55l be
gressed in animal sXirs i people had
atways remained sergracent b thate in
authordy snd shied awey fom thase things
that we "waren't sugposed to dof we
wolldn't e as rearly advancad a
civilization & we are today. i's becalkss of
thasa pecple who dared 12 know and hod
tho desia 1o urderstand $ie wiodd arpund
tham that we are &t the paint i sy we
are today. We owe a lob 1o haskiers.
Altheugh I'm onob & gung-ha systems
nackar, i done enotgh bo understand he
thrid and malish e chalanga, | was once
vader suregillanse by the phora Gormgany
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for "being where | shoulde’s hevs besn,” so
| fzal Frn a1 keast that auch mors qualifed
to cemmant an this eubject than yaur
average Joe campuber user. s called
pxporiencs, and thals sorathing | have a
fair ameunt of due bz that peculiar instinct
v all kave nside of us celed hacking™

Soms people beleve that whan yau
fiack your are poirg somewhena you do nol
mateag end equale tis o breaking ints
sernecetd’s home. This is a @ikl analogy
thar g mdch ovensed Hading 15 a4 Qams
ac rmidzh as lifa s a gamae. W pol chocse 12
pay. you accest the risks assocaled wih
i IF wau win, you win, and iF yod lose, you
losir. What &ra the rales? What are YOUR
rulas? Yau glay the game as you wish and
yau deal with the consRguatces a5 Hay
come, and only yaur censciencs and
persecal mleghty dictats whare $e gamea
Iz,

Epanaria: Wou break 9% 8 houss and
you start lpoking arcund for something
interesting that will tell you abaut thi
awnrr. Wany things ¢an happen al this
paint, gne thing belng the swner of ha
house wakes Ug and finds you mmmaging
through hig file cabinet, whaneupsn he pus
put o 357 magrum and baws & mwo-inch
besde trrpugh your chast and pod die.

Yiou can see how he anafogy betesan
hacking inie A systern and bresking into
somecnes housa Soesn't hoid vp o well
whan you rieally put &ny thought iata it
When somsonie ot Tirough the rowe o
breaking ints a home it s usually lar
malicious inlent (e, 10 burglariza, rape,
a5z and rarely just o dig through personal
files (which is not the definiton of hadking
anvhow). Hacking s something you &2
casualy in the comiart of your own home
With the majorty of hackers, there is itk
likelinoed of any inteal 1o do harm, but
rather an innae curosity. Can the same be
said of a burglar or & repist walkiog ek an
pricckid herme? Somecne breskng o &
residence usually has gremeditated a
crima, A hacker i mersly sploring. 0
$ha process of @xploning, a vy 1Engng bl

Wimiter 1900-94

OF THE HACKERS

of mlarmation is found, the kacker must
maka a decizion: oes he dowrload the fie
or leave it ba? 11 you go 1o buy a
newsgapar fres a maching and knd tha
e last persan o purchase & copy ledt the
doar open, @0 you taks g copy witheu
payng for it Nobody would crobabby ewvar
knew it yab dud or fol, 5o the question
comas down o yaur parsons ethics. Do
wou ke i1 or ks it? Vihat are your roles?

Scemanio; This straage syslem yau'ya
just hacked in%e ems out b belong @ oone
of those mailing lis1 companies that sels
your persznal infcrmation te thoie
anneying sweepstakes and mail order
firms, |5 i1 alright for them to sell your
personal infarmatizn and for you fa ko
lcoking arcund in el fas? (2 i wroag lor
tham 1o ks salling wour persopal
information a5 well 55 for you 1o be koking
around in thair fifes? Naither? Either?
Both? What & your rukesT Thay'ra making
money, which they enjoy, and yours
faEming the sysiem, which you anjoy, Ara
they wrong for wanbing o make maney?
Arg wour wrong for wanting b learn? What
arg your nigs?

Now lat's say youve dong something
partoulely Baincus, such 85 broken into &
Bell South computar system end haizled
game file called somathing like "E911
Lrverdiow” which is purpartad & be worth
arovnd 279,449 {actually, $13 with a
$79.438 lapal fea}, Evantually the all-
powerful and 2l-knowing Secrat Sendce,
that institution of unfathamable inteligence,
tracks yau dawn and docides 1o smite thaa
and Al in your path with its mighty wrath
Well, naw you've been caught. You played
e gama and lended on "Ge To Jail’, and
¥ou ain'd pessing go, baby. You took the
nsks gnd fost__but 1he game iz more
Cornplicated than tiak

Since we all have 2 parsipala in this
Jame whatkor wie lika i1 ar nak, i is
Mcessary to axplare the alfects of this
brogd-seoped action taken By tha vary
Qovernimient instiluten which we enrust o
protact aur m_un_...n._”.__:w_._ _._..a_.;m. The mirag?
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defails canrct be ipnored, as they ana the
scanest 5d speak the loudest in terms of
crmingify ard injusice. Yes, even more s
than thal evil 15-year-old punk with the
200,
This freasura dubbed 1Ae *E%11
dacument®. makes  its- way Shraugh
numarous  systems via & nelwork,
unbeknownsl b the owner of each
particular sysiam. The 38 (Storm
Trooperst, while tracing this document's
trail, come asrass o system 1hat the
SOCUTEnt made ks Wiy through, To tham,
it's abwviaus that this sysiem was inwohed in
this plal e dsable the emargency phona
gyelert and lead o tha downdall of thea
govaramant, the couniry, the wodd, and
then aventaally lifa tesid, Sa they sea no
prablern with confiscaling this systam and
wirything alse that looks suspicicus inside
e abode whara @ dwells: the disks, notas,
DoDES, MAfAazings, rmusic lapss, stangg,
TW, lamp. Ma, not avan tha Jaastar is
immurs frem this rampana. Hiy, its gat a
card on it; it musr e involved in this
davipus scheme somehow! Mayhe tha
person being strippsd of &l his pestessions
and dignity at this momant, who in &7
likethood is being physically restrained by
four mea in dark sunglasses, his poor
mthar 1 handsufs with a doutle-bameded
shayjun pointed a1 her basd _"m_.:w.m_..m._ ._1."“_._.:
iry samathing, you knaw) is some
dndiscovered supar-genius who A&s
davaloped a method of ﬂ_.__.._uﬂm.__..._ st o
masl. They want to chack these braad
cumbs &l tha ballom just in case
Scaparie: Somepne wha hes just
burglerized a homa runs .._.._d_..__m: yoar wEd
as M altémpls his patawsy, The cops Face
his trad through your yard, Ase you now
guilty by assoziaton? Do the cops rampage
into yaur nousa with destructive force,
canfisgate all your passsassiens and
tarmorize you and your lamiy members 50
gather ewidenee thar prowves thal your
naighbor's harsa had baan burglarized?
Mo |2 bvs aralogy mora suitab@e than de
ong S0 ramoaly overased by thosa whao

(ronrtineed on page 44)
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Wenve pablished infucmation i the pat
ey ATET s URA Dhirscz. Ot af SR, WE
should tell wou that Crene aoe ciker simila
waraioes 1hat allira worl Lo vall Bagk oo Lo
Uinined S2ates Gomn odber covnimies withan
having 1o deal with lusal eperadors ha cflen
o't R the Gormeon dECeney o speall oo
Lapaage. Yol Can ek avois Forsigrass o0
the phoe by using Sprinl Express. Nou'ld b
coreced wilh a Sprit oferator in ths Luked
Graftes iy won'L disrespect w0d, Some
catrgries Al the nembers te cal] froo Thesmn:
Amparpine: 001-200-77T 0011 Apsirabiac
o0 14-351-477; Chile 00, wadl bar tone, D3I
Conpmbia: GE0-1 0001 Gy Depemark: BO0-
[T France: 15, wait for tore, 2087 Hong
Korg: 001877, The Beshedands: D0, wal
Top tane, 0220119, fapen: 00391515
Fisgapeoe: BOO-JETT United Ringdam: L&
B3 0277, Al of tese conreclions soe 101l -fro
wdr car bill calls to a FIOM garg, call codlect.
vo sy Jocal cxling card,

L

Thers's al s ew Sprind seevioe thal
alows pu b conferencs calls, [Lonly Wik
gon PO caod calls arel rod on L0333+ or BEO-
1033 calls, When connociad 1o acall, hirtiag a
sz [ar & Fall secoeed Wil pab yow in
combepence rode. Yo can then 2t 12 whickh
puts the A 530 on kol Then v dial the
wrra code anyd pamber of 1he second call. After
e mogornd call mrsswers, wod il sl 1Al
fo 2 full seoond, then dial 13, The second call
3a prow larked 10 the TLra, 1 you wiod B
direaect the socnnd call witheet Lirkirg ir,
Alal 14 insrand of 13, There™s a 78 cent
winchamge or o of the seplar FON Card
garchangs {mes twel on Lop of the chiarge o
[he tan pheone calls, Maybe sormrnday Lhey 1L
fmally gef it right

*E
Allved has g whole b of sercbos thesve
koo intnsdueing. By calling BO-TER 1444,
ol can Place cills b cialing O plus the
nnmiber Fellowed by your Allngs calling cad
ruither. Kyl £20 dial atea-dizit
g poodlink” cods Falowed by 3 =ar wrd then
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the wond

wvour calling card nuonber. This wilf cormect
ot b a vastey of mirlines, holeis, ard ou
nerial eaablishments, 210 of which have 1ol
Free ramhors alpeady, sy d have 1o be
kind of ¢razy 1 spend 20 cenls
this sepvice. If vou Ril & slar after connweadirg

b Allret’ s SO0 pomiber, hen enlag ¥odr
calling card ramber, voa' 1l be abds t @ess
InfeBezch (raonrdsd arrpmce mEsEs on 4
ek markel, hooosgapes, seos,
reerzirmierd, ad irtemaional Gise 2
wiather cosirg berwsen 30 conts are 0 s
a mingteh, C2afl Delivery (Ffar 516 you G
eonrd a boel messape For Immediate of [t e
Aelivery o any phone rambee inthe U L
Vaice Ml {with a V-Gl 10 moaenber ared A
rane of 33 {opids 2 minuls)y, and
Feleconferencing (3200 Fon (e sl minaie,
49 eards 2 minone bor 2zch ealler). Intis licle
wrcctiape, Al urpes its cuslomiers o Tprwer
Aial™ ared s, What docs this moan U's
parheer Frighianing, aclually. I seems thal
Alliet o chaspes c2ils (eom the momdsl
v access L Aline dial o, CHhey swdad
ihey wuen's charge v For uncompleted calls.]
Adlrect savs, "Thon't waia oo bear cvery word of
a promploc b end of 2 %0 befors ya
comine dialing B yow krdw the nexl =Hip.
elart dialing as soon a5 vou boar the beginning
of 2 promp or fone. [ saves tirnie, phs wou
wan't he charped for tane spenl lisiining Lo
e puctiens yo 4ot reed.” This bs the frdt
rame we'pe awane of whers a lony distenoe
pompany Haraily admirs changeg 15
custemars for e tinme they sperd dialing e
call.

meriale eEing

o

Allrst slsa has an inlermational 22l back
samvite like L%a DE oo rt Sorint Express
They call cheirs Oprien USA Fhe counlrics
ared ppniess aces Addicalia: 0014200113
147 Belgiam: D167 Dosnark: D005
Frarce: DE-00-25315; Cpesce: DOE0-12-2100:
Foog Fong: 8008155 Loast 00LTT-150-
I0AT; Baly: DATE-9705R; Japan: U041 13-
235% The Metherlands: A01ZE849]; Spair:
SO 430: Buwendan: 30-TH-3054:

Winder TR0

cn the sitreel

Sndlectad: 046 055812 and Urited
Fingdom: 00892655, Canadians can
socess Allret by Jialing 8009531244,
ENF

viith all e fassing el fighting inhis
coantry over Caller B, i85 nleresling b pote
shat British Telaoem refivses tx provvid e
service, While privacy may sill bald some
appeal over thers, 5o do rip-ofis Sevinal
comparies have sprag up offeing I
{Caller [Line kentihcation) devices Ll
thouph i1°5 bechoically Impossible sinoe
Brtish Telovom doesn’lL pass 2ong 10
prmnber of the calling pasty, Sohow doThes:
companies marage b pnake e riffers?
Thelr devics simply ask the caller 1o enter
hister phons nisnber before the call it
pompltterd La and behotd, the pamher ikl 1he
pemsoa gntersd is dizplayed oo 1 called
PRnLY"s mxginal deviios 58 0o 25 Lk phome
Fings. And the pereon can erbsT 2any oudiher
their fizarl desives. Tnootr wends, Lhis is abot
as fur From Caller I a5 one can gel

LL g

Acconding o 2n irfamal NYRKES mema.
the syslems known as COSMOS
[provisiordng arrd TTRES (irunk assignmsnth
will B repizced by 1he new Belloars desipned
sysbern knorwn as BWTTCEL 7107 tme 1 Take
aifvantage of the sdvarces mriache il oo pating:
fechnolopy’™ over the past B0 wears, £3y L1e
preogls in charge, SWTTCEH. which slands For
abscdulely nothing, is schedulad 1o be e albead
in lake 19991, with impiementation 0 follow a
year bater. The few syshont is actually divided
jrio Lwa pars: SWITCT i ke ~pravisioning”
part of COSMOE vl will redpaine
symwhronos Teeeninal ao0ess, whersas FOMSE,
the Grasvye wark managemseril part of COSMOS
il Teqaine asaTchronoss berminal access. Al
cumer COEMIS users in NYNEX and its
chitdren (Hew Frygland Telephone and Hew
Tork Telephone) will be geriing 2 UEEEROTE
berminl sprvey™ b ovaluale (he reeds of e
futnre. SWITCH was Gis mentoced In 28605
& white hack bt if now seems close 10 relily.
We imapire sicnilar plans aoc BEing made a1l
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argarud jhe colay
T

According ke Amserdam (MY police
depatioent, a forrer resideo "RAT fior
cansing nzayhem wilh Lzl phons and somplter
limes™ s Heen conneting Their prame Imes [
peeqle all aver e weehd cd Billing A back ta
the podics. "We piok up the phone apl et
pod the Log Angeles shenifl s dopaniment oo
{he coher End,” They say., NeWSpaper mpois
cladm U Viblain is abls 1o gain acess bo e
“elephone coomputer syslen and use the
peilices PR merd s acoe sy ok The:
translalion o this is That hefshe i3 able 1 gl
e use 2 callisg card rumber. Accecding taa
Friend el 1his rasty persen whi corizcted
2e0dd, thee police havs “horassicd my Foddy f
wizars. Maw there's a war belwemn [Uds
porson] and the polioe.. [og OveT T FEATS.
Wy et bs a podorious hacken”

FFT

T vou'ce  gang member in Los Anpeles,
vord Ay gel 10 ke parl in a0 exciling new
obriogy eaperimenl. Wherever hees's
himt of rromnle inthe area (pasg wars,
retalialory srikes, oo, knean pang meombers
wha ane alsn on probarion will be placed unda
clevitonic hoose armesL These sujets Wit
have oTealed a Spersonalizsd emplde” By
repoaling the naznes of 21 slanss ihres s in
sccssion to 2 comyeter. The conputer will
e call this gang muembeT 2 a redom ;a7
ardd &5k bim Lo pepeat eight sales. [The
does't pass, @8 will call back oo give him p
oo ohuencs. [F hes Crils again, 1 compalet
calls ke probation ofGoer's boeped Anda
reropding is mads of the Caled Tesponss, LT
qoestion §s this: don’t mast gk fiphts take
place late 3 night? 1T a pang member his 1o
sLay T instead, mayhe hell want 1o g )
seep o normal Bor. Bul how Can he whin
b5 pring Lo get o phone o3l from s
compic? Alsg, wha happens if the phons i
biasy? [s using the phoos poing o b iihegal
furing house aspeer WLl call-wioting Isarene
paardalony® And what if the garz memble is
wsing o meastony? Will call-forwending b
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llegal? And what ragpens when a clever gang
member Envenks 2 volce recanirian svAcem
Lhal is able bo perecais a responas in ks veioe
whin it heass the name of o glaes?

FFE

Hi bech 5 250 coming t The nsoue of
pelicefnformant rlatians, By dialing inle a
computer svam callkad CASSIE §X-4.
informants can beavs messsneg for theiz police
cortacta. CANSIE w21 1hen page the pelice
officar. Rras IarEndine of Uplarc, Ca
claims the svsieny wiil provide mome ssamsicy
fercanse Tondy ihe oSt kgws ks
pasreond”, For 34000 yraa can pos sl wane
1720 can handle upda 7% mailhongs: You'll
ol peed an AT compatizi= compusar. Too
afingsd §15 a month vou can ped 2 single Lins
warivd: mailbox lhoough te Vellow Fapes that
daes baclcally the sz

(1]

Tiee me2ms timne Word pef A7 Fnssraiald 3l a
juiagtrne, 1hink of this: the cos? of 2 lhed call
aba paypdnees in Poland was moemily ralsed i
0 Hotvs {a0l7 less than gne AnsikEn cool)
Ful 20 oty oolrs have heoome a seans:
cameeklily sioce (hey e in sich demand
Ihere ars: fwdr (e siess of 20 eloly ooins tha
i B frabced doine ey, Hog they don't 11
irlo the phores. There's also 2 20 2ledy Bl
Lol that doesn’L fit inle e phore elther. 50
Al i poepde Jot Whir das i ther to doln
Fasreny Fannpes T make o of the black
mareet! Trers yan ll fnd all the 20 ddaly cving
voa meed - i o cost of Babwesn 200 A L0000
rlolys apiece.

whE

Ilzpoiz Dell 13 applying for Caller 102, The
FllowTg exverpls come from the Deornrhe
Ti80 asue of OleEws Bell's Teleboefs
“Olirecs Doelt helbeves that 2 ersnn
Wi eveives a phooe il i sorillod fe e
RATE: DCGOMAT e 42 (e porsom whis mzkes the
vall, craawady 1 Pl numtscr of the persan
a the oo eved af che Livee. Migs Bell is
peeaing ro v Caller 13 wihoul the
blacking fearane that some Zroips havs
privposeid Wozh the Hlocking capahiling,
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abusive calbars wonld be albils 1o pooven Lheir
rumbers from being displayed, fias dililing
Lz berefils of Caf bar 10)..., Whan il Ls
nageary forindvdazls 1o saintain Feir
ALY, operzrar assisanas, callirg cards,
pabiic phenes, el collulas phaos oo be
ased.” What chey don'n st 1 b uking inle
acooant e ke fa tial abosive callers can take
thome very same Tefs 1 dsaTdn 1hic
AN LY, ST i lechnically impesdble o
Flereify sociraloe whis uses he abowve
methionds, very fow abosive calons will
conbime o dial ire, Wik leads ws 1o
beliewe that, despirs rhair zales pitch, Olrais
Bell is really irgerastad in Caller 1DV g all of
the non-abosive calls, D0 oo, i ey
Plwsssnd 31 bl way, people might juss think
e

EFF1

Wew Jersey Bl bas rsally polhal oo oeer
o the public. Bemember when %00 pumbars
ficer starksd heing chialed e masse? Mew
Jerrey Hell, frd ooas] odber bocal phore
TOMpARses, Lakd 05 mor 1 wiary: il wi casy Lo
block wach calls and Iz ddn™ oear sapshine:
M iT v wanl e privilege of nor being
T 0 Ty 200 andfor T8 rumbers voa
have o pay & ovne-lizie Faz of 250 Ther theoe's
anccher one dme fee of 2160 o peocssa the
imer! Businesses have 1o pay even mone. [n
alb kel haood, 1ess e bon Rewvstrokes ars
reqaired rar S wlads ooder. [y bad cnocgh
Lo e w0 mnch cheacing soing on 31 ke phone
busmess, bur mppdng yeu oI 0 prolecd v
[rom being npped off ds eaone P foas]
Jraaple deseree,

Soow Golish slxistos: More than §9
pererad e the B3 milicn calls made every day
et Thuugh o the i by ghool S0 peroent
rd 2lls e “difeicry doaguincs” get through on
the fivar A0y sl simein vl of eight of Lhose are
rsw e within L3 mmds: minety six
percent ot Kb Teledamm™s 65,000 peblic
telephones ang i full working ooler al any one
tirrezs znd, eon e average, A ol an g Jine”
will oo el ones Sery SN s,
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Sitlicn cusiomnears are now oonnected o locz
ikl CaclEaigs, Aokl moae e 70 pencn
of cusioomers wre served by snockan digital or
sxchanges odfenng fasier
coprections, clearer lines, ard S=wer call
fralures .. Unforenaely there ars cases whers
wi [l whiet of e high sandands we sl
gurreves. Ta pud Lings in perspedive, evenif
wi Bolly sarisdy el 8 pe vt ol cur 25 neliion
customers, we will =il Rave 23 000 whe ar=
disappeinted”

Akl

The: Brilizh have also dore away =itk 2n
pnfzircharge tha we kn the-Stanes 51l correms
with Tl ans i Jonger conneclzon charges
for customers eho Lake aver an exisling
tefe hore Hee wilinogd o Break in servior, In
cther words, if wou movs inde 3 bonse wiha
phone Ene almeady instalisd, vou woo'l have ta
pay for the: phorne company bo seilch the
aocounl He WU DEme.

e

A coaple of ether Briish ldhits from
phooe comtpany pabiications: “Posh-btion
Phia i g miliioos of people polting
the mos fror their lelepbores. Almost half of
Eritish Telecom cusiomers have digilally-
cornsctad homes, bt few knea, of 10w 1o firkd
o0, Fere Do Lakes Sdvanfags of ail the phone's
furdions. For exinples, the codl of BT s
pperilor-2iarm zenvice has doohled from 1.3
praands b 247 prands b for jus 13p a el
R R PO AT Y0 _m._ R T Ak poa
¢ pick ap the meceiver and dial “star
raed hy the Lime you wanl, gsing
b Benirants o ERe w0 ’s do0e: prad fog Boiacs
2l mirales Tix chack you've gol it nght
press ‘sar pade 35 gate' 2nd the sxchanpe's
Eniesl s Vo gives the alam L To
cancel Lke alarm call simply press “pale 55
gaxs=” Bet all s nor wed i i LLRG This
letler recentl y appearsd in The Sun: ~Erilish
Telscom services have impooved
imrneasurably since ib casl off the shackles of
Hate ownership. YWe may noc hke the new
lebephooee: bends, b al leasl hey works The
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compeny sl goia complains, bot 2 leasr i
respenids 3 Thaih, 56 we hope ie w111
wxairisider plans Lo charpe 35 p e DirecloTy
Crgaisies. BT is now rinping ug profits af the
Tars o & MUk poummds g dap. Ts has 3 oty o
sharshoders, bat mast mer Cargal that altheagh
it i= a privabe n_.._“.:..r...._w..“_ el suppesed to b
= privale service.
=N

Aboul T oiest wselews thang we've 5507 in
a very long time is the ATET Callem” Cluh, It
CAimss i rhe il u......u_”:_.n._“u. ol _n—..."_.._h._v.r.n_
demandmng allerdion. oo ve already eamed
woar meembershin past hy being a greal
COAET, There s s hinte s vou nead Lo
Cov, ane rer Zrings aflacked ™ There also soems
1 ke vimually mathdrg this “cioh™ has so olTer.
Thatre aps: pricuiess of “previcws and discounts
for e ATET products” 1o Vobsemark,
ATET s mes=aging service that we wrobe
ahai last issne Wee doabt ATET w1l
rn-rasmhers” ahodd s rew serioss anrkd
A3 far e e il Do a0 40y E3edunis thal
b B ol dnead i Che moal woorde) Wene
also oy o annooncements of AT &T
sponsoned events” in our arex YWaw, Unless
inad tncled=s hacker rafds, we're oot
m._.__.n_._._.r.mhp;&. ARG [0 win S rEalong r._._.h.wh“...
ard “walualls savingza”, A, rofkonge we
Faeen't beard belore numercus times. Fmally,
A Lol free rumbert resereed for “members
oy (A RS20, We can wee this
v G ey 1O el GUS aboln GGt
priceds ared clling plars, mecve Enoediaie
credil for mascialed calls, ask aboat wour hill,
pet prices for e oo of a call belween
pcifRg JoeCalionss, oo vir ATRT and,
lzzam how b 2ocess ATET when voo're away
from bome, and nolisy ATET when vou
o, S0 TRAL YR G DONtins 1o neoei e wouT
Callers’ Clob benefiits without mlermuption.™
e are plabberzaated. Tt b3 _._.u..."__.1.m_. Frzi
Cral you can'l already 221 by dialing casramer
sareioe [RO0-T2200000 o voor AT&T
Opcralor. We Jon’t know what ATET 1= cp Lo
wilh this mimmick bol we'll keep evervone
nparmcd, By e way, ey sl oviryone 2

reaniinned on page 440
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To Our New York Telephone Customers
HBeware of Telephone Fraud!
Recently some unscrupulons pedple—posing as
securily officers from New York Telephone or
other elephone companies, or identifying
themselves as federal or police investizalors —
have Inied o decelve and cheat New York
Telephone customers. With the excuse of
helping them in their “investipations” these
“maents” ask vou o accept the charges for phone
calls from people that vou dont know-and in
s0Me Mmitances they even threaten 1aw sUils of
suspension of your phone scrviec if vou “don't
COOpEerate.”
Please, DON'T FALL INTO THIS TRAP. Don't
let stramgers charge calls 10 your phone number:
Mew York ‘lelephone 15 not asking for 115
customers” help an catching crooks.
DONT BE FOOLED by these impostons that
have nothing 10 do with New York Telephone.
I you have gquestions or doubts, call your-New
York Telephone Business Office at the number
that appears on the first page of your telephone
bill. We're here to help.

We're all connected.

@ New York Telephone

A WYNE="Conpany

WE DON'T KNOW WHAT'S GODNG 0N, BLT RECEMNTLY EVERY
CLUATOMER OF NEW YORK TELEPHOMNE GOVT THIS NOTICE,

Fage 40 2600 Mayazine Winfer JU00-0F

2600 Marketplace

2600 MEETINGS. Fizst Fricay of the sron®
al ke Lincorp Cenfer Jnom 5 10 & pm i the
lobiy ncar the payphones, 153 L 35 51,
MY, bobween Lex & Sed Drme by, dzop ol
arlacles, a5k Guestion:, Call 31675120600
._._J_q mooe info. .n..u_.....n_._.w:ﬁ numecss at
iy 212-223-9011, 312 223 8527, 21k
ANR-E04d, 212ANELE102, 212-505-H15.
Mectings also take place in an Francism
al 4 Embarcadero Flaza finside) stariing at
% pm Facific Time oo 52 bicsd Frduy of b=
moath. Masphonr numbers: £215.204%.
S, 4,550

HESEARCHE E...___._.._n ITER m."..._...“.m_..ﬂ. [ e
aefermratien un voedil bareaos for seery on
privecy izsuss, Please call 300702 100G
aller & pmy, ask for
Edward or wrile:
1501 Thallas Dirpves,
Temnple Hills, ML
2=

compaber search svslem. infornalion
teszarch service. Retiliwholesale, surveil-
Lince and countermeasures qaizment. Cal)
L Free conspitafion hodline: (3000 979-
324t

LOCPRTING FivE SOMEONE oo corpe-
sgerad wila Lo gol a Dasic endertandicg of
hacking and phsaking. T a7 in prison.} Ax |
vl ask gquesbons, plzase woile me

direcrly. [F ven %ok 10 Cie a nicknane faEl’s
fine. Just make siie you wills il as yeng
el 2d0nss or il wer't gt oo, Wiclor
Mendnza, 0601 HE 3 5L 4i0ME,
Aargasillo, TX 7OL07V-G5T
QLD TAPES GF pelephone tecordi I, LA,
bexaws, ero wancd Lo radia programs, Alin,
o TR R —airrec] moordings
and fazoy phone

Do you have .m“_...i.m._.!.:m to gail? Afailealls  welsome.
you looking for something to buy? O 4o i

frmanuel, PO

COCOTS ._u._.u..__....m. trade? This is the placel The 2600 (Zas 90 Viddle
SALE:  Ferfect: Marketplace s free to subscribers! [oud, Ny 11953,
working eondtics. " Sand your ad 10: 2600 Matkgiplace, WANTED: Rad
mEmved Moom se PO W.ﬂ_u m-m-u Middie _m_manﬁ Zu_.. 11953, acd  blos  box

vics Liredit ....r._".u_
onby Ly, 5@ cand|

Include your address label.

Tlansfkils  aed
ascembled  kirs,

readoo kailt ires| Only peopla pleage, no businesses, iAlso, cxpansion

unir. OITMF. 1z
number speed dizl B ——
B30 cach plus L5 shipping, Call oo write Jor
info, Bl Ropers, 2030 1. Charlssson Rlvd,,
Las Vezas, NV AG10k, 300-Be5-5501, (7
AT,
FALLCON would lke o fade knowledge
ard cod=s with acher hackers. Alsos interesiad
in rradinp The Jarssl vidoos, imosic, cfc.
Paleon, PO Nax D038, 7550 Ba, Feopeln,
Tre Merfelards
CONTROYERZIAL DTMF DECODER
#3 ghown ia the Spring 19940 issae. Dxclusive
z reacders coplote mevesed plans

&l

wrffar o 2
with layout! 2nd explicit insgrucrinns fnr son-
strictorn [nforalion aod hardware com
mrercially sald for 355, Sending = SASE
fwilh 55 =t rels poi  opapes of dala
for the slamp!?! Docsfir chip and PO boerd
arailable. W.ER.. P Box 217111 Sprirg
Yalley, CA 915745

ANTI-WIRETAPFING bug detection, pri-
Yacy procecrion, icfannEanon services, now
znil usid cguiponeal. Slale of the art equaip
irent Fevond seday s mehoology? Matiesal

Winfer FE00-21

cards far 2 256K

it o 'Compay. Flease

contzcl Charles %illinas, 11819 Fawnview:,
Hozuston, TX 77070
TAF BACK I55UES, vompletes ez
les 1-%1, high guality. 350. SAXE
for indsx, indo on ather holdings.
Fobert 1L 1209 W 7arh, Wanwaloes,
Wl S3Z15.

TAF BACK ISSUES, camplete sar
Val 1:81 of QUALITY wepiss frem
orvziaalsz. Includes schemarics and
indexes. 5100 posipaid. Via UPS ar
First Class Mail. Caopy aof 1971
Eaguire acticle “The Secrets of the
Little Tilue Mox™ 5 & largzs SASE
wid? venly of stamps. Peds G, PIX
Box 46%, M1, Leaurel, N1 08054, We
are the {Iriginal!

WANTER: Alari 8T hackingfreje-
cam progsrams fo lrade. 1 harve
Mickey Dialer and 2 tane genecalion
programs. - Mil, PO TWex 7514,
Marveley, Ca 44707,

Driadlio Tor Sprigg Markelplace: 47191,
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FLUELICATION DERIA MOTIFIGATION

TITLE OF FUBLECATEIM 2800 Wagarins Fall 1593

1he abowve publicslicn e

Ll

5 = restewed and dened in gocoadance with

__.___ ation regardng the manfacture of
= ....ﬁm_u_n_1m _u_1 dugs
lains nataral thal a1eas sarsiie person woul id

urs (hraugh

bz made thal the ﬂE_..":n..n..
tan s detpmental b prisonsss refrabilialon bocause it
wiolld encourage deviale arimingl sexual behavior,
=] _..:_n_...nm_._u_._ conlains ﬂ...w"m..m.u._ ot Ihe seiling wy and cpaeralion

i sehimes o bose 1o avoid delection of crmina’
1 = charged wikh ihe responssmity
sl @clity.

Bl

FEMARKS _Papes 16,19, 80, 21, 28, 42 ard 23 contiin Inlemalios on nlsuiing

Leleshane =gui: pllesably asd ta clibais cxes and i

ﬂlﬂwu-MnM,.h_ L.“._n.# _.nn_w_l Ll Ing.] -
Ii there is & desire 10 ageaal the ssecion of the atoremer fonsd
publication, this mey be acoompl zhed & Gy owriling 10 tho Directors
Fevies Gommilis, _.._ O, Box 89, Hunlsville, Texas 773400 The appeal
T m_ _. _... T x..._... 1.__..:..“.__:.__....__._ ol Lrirrenal

ANLL ATSTEM GROSDIHATIRS PALE]

aanuary 9, 134

e

P ol D
AP HTEN

AN BET THES YWENT RIGHT UP ON THE WALL THE MOMENT Y
LYWED LIKE TO ENOW WHAT OTHER MAGAZINES HAVE
HECEIYED THIS HUMSGR, AND HOW MARNY MAGAZINES CONTADNY
CONTRABAND?
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June 21, 1990

No. 44 FRAUD ALERT

News for the week

Teiscommunicotions eecarity profecsianals, members of low enforcament ..._qwr.__uw._.....a uﬂn n_.! i
prosEloTs niay ol bt fhle Lo cheal dhpwn cdmmputer Jatd Thicees if néw adhocs !
sheir way. Support for Legicn of Doom saspects developed o5 reparmers folloaing n_.-a.n.u.ﬂunn. in zke
nighly saecessful Operaran Ban el erackooen lisleread 16 only ane pde-he
Eackers.

Apparently, the praes pot imterested dn d gaing o wherher satpess” eivil righes had been decisd zfier
£ 133 developer Milch Kapor was appreached by five 2trorneys comp g efaverzealous
reemenl tactios im Oipeeition Son D71 108 Tepesr aperatin of i35 kind ever,

Earger, w75 gresidend of On Technology, Inc., of Cemboidge, Mass., responded by contr
L0000 to a dederse fand foe 2leped tectncporks. Meal, he faneed (5 Insricae for Campuzirg
Freddknsy, a0 Eaparent foandation far _..nrn:. rigis.

The= high® respecled Aneri Ties Lo g0l 0210 the act afrer nees repons of possi
meghls abres s faced in Ui .___...w.“_._u.m..u_._ Fast and Mee York Tomes. The resull was thal 2 Junc 8
Cergressinne] Jodichal Crmeines Begieg, oo Ol 10 meiens wak posinonsd socha kackers' figae car
he addressed.

Rzt maeured rhar hs hackar suspears ol have Liphly soticulars adeacates pche hearing larer chis
FMmTEr.

Ls
e

Asgarted Mrienlers Watle Algese O Them

& (EDOGERS (12 (PR two nine-digi eodes: (NG RA455T, nne five-digit oodde; (AL A3E TR0,
o - eoade: (BOOPEAS-E21E dhoes B0-d ; igi
CREOAETAES, o 13-digis ender (RI00ERE-E054, anesix-dipin onde, (RO04E 001 ], six nine &5t
gl (BOESE6E-4656, une six-0igil cade; Foeatures Weaslme: (20002559679, I, 242 ared

(RNETTAR540, 2 number with Riph nbise by the hocker CR AL (8000745 00
leg; (BOOAE-1333, (3HNG3-BI5E, (EOUIET3-56E0, (A0O1ETT-3dad, [E00HS%-5

TR0, (RO IGI-8 10 and (RHASS 5296,

= “Hackersare goirg alics 8 carer” (EOEGEE-XAH X

= PBX:{3M)223-5517.

w - NSIASLL, three sie-digll ondes; 950-1022.

o IEersier (227770

= (3131950, plus the Tollowing Tratiboces: Black Wizard, 87300 Mysns, 7160 Trark Side, 7556 2nd

a0 Toreak, $077; Macho Mae, 6846 Cecad e Proge, 4586, 5id, TURS dogapral Daa), 5250 anc
FELOCSI s codeline ), Wiclzor, S853,5457 [podeline].

Frawd flas, £ FH00 Commaaientionr Frapd Coetred Aisananan nee |

THIS USEFUL NEWSLETTER IS AVAILAELE THROUGH THE
COMMUNICATIONS FRAUD CONTROL ASS0CIATION, PO BOX 23891,
WASHINGTON, DO 20026 OR 7921 JONES BRANCH DRIVE, SUTTE 30,

MOCLEAN, VA 12102, (705 B18-9768
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franfinLed o pasa 39

shiny rew penny with all of this parbape — b
tac e mosk valpangs: hin i the croeslooe,
Ty
Ry calling 15400-THA-RUSH. you cen
Sl vourse L inds Ginking that yoo've s
a fax o the presicient | Actonding 1o the
Lekamnomurivive: magavine TEEM, whizh
really shoald know berer, this service
Vpone RS CE Y Amerkae Cilizen a personal
“hetline' iothe prestent of s Uiited Sties,
Crzggn: Bust, 1o comment o0 issues or
perding lepislalion.” Fach call onsts $7.95,
Tre plng sice js Ml you acually gel
somnbing i the madl: a cepy of U fax witka
sLarnp of the presidenr's sipranrs, By s
wiry, i soensonme Gao pravids us with e real
While: Foarss Fam rumniber, wo'll prinl il Your
whanoes of actual Iy hevlrg yoar meseage read
by somecne will be moch greser aod oo
Tehvcwes Rl will Tes oy Lo
Ada
M bz bopun cIlering nalionsdde GO0
servicr andd szems determined Lo avoed Lha
pillalls of ils predecessors: Mew W semvices
e pooeide procd fed their prog s o't
violaee 2oy regn llons or delephone Coonpaiy
TR, Acvarising witl i exdcnined 1o
ik Sone 0178 ol doceplive. Ard MCEwill
insisl that calkars b ponified of the price of the
gereive and given enough lime b hang apir
Lhey"pz el dnlesested. Anylhing Ziid-orieenal
carred coed ears than 34 ot e sl adull-
arienled SEnvioss e T b oo e same prafix
st o b sasily Mk,
wh
Brzish Telewom row offers a seevios lo
il trxeps imthe Persian C5alt ro call hoome
e grsiiy, 108 GElad “Deser Darecr™ sl
alliweg soldivrs t coverse the charges Faf less
than the <dineat dial rafe. At Lo of B0
minubes 3s enfooced to allow 28 ouny peaple
a5 pesmibes 2 s i Mearedile, Milicey
Lienmanidal s Corp. of Bden Prairic,
Mirpesla bes opened dhree Phoneconlens in
Sauds Arshin, each of which as 144 phons:,
They will be anle io cany gecs than 20060
crar R SrecE card and colle calis svepy

FPage 44 2t Magazing

the latest develotronents

Gy, Military Commumiculions Corp. also
et Fhoneoenizrs oo maleary hasax
rorcaghiont the Unined Stalcs. And ATET hax
sl wp a Loll-Toee numer for f2milies that ae
having roakks .ﬂ...u_._.z._.u theid pl bill beanss
rf c2lls from Sawdi Aratia (300 323-HELF).
R

in light of the recert ATET fxilares where
massive anedicds of allers ane pnakle o pet
Thooigh La 800 oo 900 rambers hecause of
SO ED prodlentd of Cabde cols, the poninsss
i ErArkatings lave Coane up with & solilian
“Allernate Mumber Translabion”™ would o
the castames's S0 or 900 nomber inca a
TewBnp databoss Tlee when ATET s syslem
Tmils vel againe, ATET would use the backup
alabase Gy complace the c2ila For S50 per
rumber per monrh (pdng & $3060 acup e,
ATRN wIE 1oy ry Bep dls Cloams frvm
alferting vou, We'll be Loving to find oot the
names 204 ram bers of everyons who apresd
to there lermns &0 W Can ory B Bor sonle fes
Moy 10

(Y F 1

EC youz'oe miferesled in o wocthwhale 800
serdng, Table and Wireless seerms bo have the
hest lovwepost systere For £140 a moodh plos
calle, von Caut s Yo n awd S0 e, Foc
X1 a monrh plas calls, vol o0 Bavs a
progeemmahie 300 nemher. Ths is a greal
v Jor those of us who move anoemd.
Simply 2l a special 2060 ramber, eroer yoor
oo, A0 e a0 progran v 300 oumhor
ta pareand A tiene B D counitey! The cosl
ol e calls themselves are hgher Lhan direcly
tialed calls, but not by an ohecens AmaOnE ol
far ks A calling caod cails. W think 1his is
wiry waslul foc thos of us with imagmatione.
Imagine what weu'd kappen if some dch
endreprenear-vis & g lisher 800 number i
rorwrsd fo the White Hoase! Al of a sedd=n,
vy POOT peTson T America waald be shle
{0 ger ihedr opinion heard, (1% While Do
w1 pr Gl sy mor provide any
B sorare) Technotogy in dhe handa of
imagnalive peapls can do wovelsdiol Thifug4.

r ALl

Winder Feiog

Here's a rezson oo stay off e phoos.
Reonemnar Terspoars, one of those
cormpanies Thal oocasionally shows upad
yoar phome kol asking far kage areints ol
mraney for SO0 pambecs  Bemember WTA,
o of thase comzpanics thal ocasbocally
shiotks up on yowr phone B asking for buge
armounls of reoney oo opesiir-asdisied
2lls? Thew ane now e

T

MY NN s oraore lan e Panily of
conmipantes, it 35 a family of poople. We mos
be an elhie] Fardiy, Theonly behavier that
i= appropriale for car bosinesses and far
wach of us, 15 hehavior thal mests our high
ashical standapds, Thers can be o
coumpoormise.” S beping an inhemal reno
Foouty WY SNEY encouraging ils canphbrrcs: 00
raf o cach obher by calling B00-4735-TALK
foom B am £0 7 . After that they can leave
a messrpe o ki hackatie voloe mail
sysbermn 2l The s penbe.

e

Hevin Milnick mads news 2oain #hen
e was harred from attendicg a compula
ayrpsiam in [.as ¥Vegas laxl aulumn. The
Diggiral Liguipurssnt Lempater Lser Sooiety
52y il never kad o Knoeses Backer arfempt oo
replsber For one of iTs symgsinms beione.
Their Eysteria fits right in with b mrdia
ared povernment poerayal of Milnick ax O
Biszpest thrcat knewn 1o sompocers. Tn
resrospect, the crimes Milnick was
convicied of seem grossly oul of propoalio
o ke wenbondas o fECEiver: a4 year in ._.__u.n_“_u.l_.
siere of which was gerved L aeditary
comnfinement ard without access foa
telephors, This srbainess, along =ih
Digital's panic 2l ki apperarancs, will
Nepefully Do seen one day as the absund
reaction of shogl-sighted Dndividnals who let
lear prevall nver common sonse.

L =]

Hangary is the el Bastoon Bunepean
SOy B pi S0 service 4o the Uniled
States.... Ameibad, N YNEX, and
BeliSouth kave ali been pranled ponnizsion

Winder 190007

toadfer elachronic telaphons diraciocies. Tt
could be a grezl s=rnce of rhe cosl s kepl i
A RN S iwesicin Ocll is ofioring
an ek loonis dinafory sorvice called
TErectine Cosinmn [or large bosinesses.
Liack soooen o infonmarioo oosls 9.2 canrs
amdl By change foea vaer 10 & 55800 On
yes, there's 2 nos-tme eslabl=hnoeal foe of
54152 Tre copviee I Insated ia S0 Louis
xnd is acoessible via dial-up, ATET will
e b ndfering the same serviee and i will
b gl "ATRT Find Amerksz™.,. . Despile
2 ot of pebliciiy, Pavill: Bell's Message
Center service can’l weemmn Lo slop crashing.
For fie seamnmd birne i 3 west bn Duessbee,
Lne “allermalive Lo an doswering irschine”
went down rausing thousards of people 1o
loes tielr mestagas. For foor bawrs in the
wickdle af the day, nsers coelén’t aocess Lhe
sysienLal all FPaciiic Bel 5 shll prowd of
Lhe sorvive, sayving s only fadlcd A few
times “nol counling bricd 2 a2 10 3 am
kinds of cutapes”. We don’L kodw white
they'Te Coming ram kol we wan! oo parl o
an “znswering machine™ that goszs down for
A nrsnanes whanevear it feels ke il
TellFouth claima o Bave become the frst of
the regional Bell companics e b
compislely elocimonic, N 1D Ghossbars,
o e sleps.. Acconding o The Maw
Yook Times, Bolpana bas becioms B
brocding ezousd of “the world s most keihal
compuater vinmases™, Mol only do Py
procuce the mas vinasss, sav9 4 viras
capect, they prodice the besl Why 15 1his?
Apperenily, a gencesation of Bolgarkans has
Learned bova o poogzans bk has na way of
wsing their ekiils in sockely.. Mew Yook
Telephone will 500 be Lesling a “debat”
caped ar Mew York Ciny paypoaces. Moy
sacill B naken patb of your bank accoucl 435
woeta Lalk,

Too risky to mail?
Too parancid bo speak its name?
Then EAX
516-751-2608
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DEFENDING HACKING

‘eantinued e paga 35)
rave Ille or na vnderstaading &' what
hackirg i5? YWes. Inslgad of brirg
_..._u.__._..m_..m_ﬁ_ by tall talss of hackars invading
FOUr Privecy and ..m.."?m aver satallite
fransaisglans  ard - ahuil ng down
amargcy phone syslerrs, abl, I'm scared
shiless over the fact the? ®a govermment
can kick my dopr in and taka aeay my
kalzved compaisr because ona dey | calad
a kullstic board system that happensd 1o
oa undar sureaillance fad some FERGOM
reason, of someona Ussaded soma sod of
fifg to my bullatin &oard that | had no
E-_.u._._._m_u__mm al. This can and has _._.Pu_..__.u..._.p.u
W Fnacant UrEd s peCling _...m_nn._.m whioza
only CNmeE Was ._...m_._n_,._m b communsaha
with cihsr sontpubar usess o downicad a
puklic darsn gama,

Soanans Joa Compulenser cells “The
iases of Elteness BAST one cay hoping o
gal ha'p on how foouse his new
spreadsheat pacaage tat be paid & lzge
and lga’ sum of money for. He apolies for
an accounl ad, as & resclt, bis real nama,
age, address, and phone nuomber
tirtermienen Tatk s redglined 1o gain acoass)
arg o shored o0 the SES's dzar Tes, Tha
sysop, Mr Gool Jos Hasker, cid somethieg
vicizushy maligned and hes come undar ®e
scruting of 1he LLS, Gavernment. His
cempuater and &l his files (and TV,
sWrens, lamas, eic.) sre conliscatad,
rctuding the parsonzl infermaticn of Joe
Compatareser and courtiess otfer pecple
wha have acccunls an the svslam. Joa
Camputaresar is row impliceted in tha
investigatica far oo m.._,.u._uqn:._._m in Mr. Soal
doa Hackar's expizits, along with the rast ol
thix users an hiz 2E5 system, and iz pui
urder sunmillance, even though he was
calling fer B most whelasome ard
soimate raeson. You don't hink so, hohv
Wiall, ignorancs = biss.

Tha goverrament recds waiching, not
hacxers. If hackers lad tha warld, thara
wiowldn't ba half & milion Amaricen oops
In Saud Arabla, Hackers dont send ¥l
ecns and daughtars to thair deashs. Tha
LE. governmenl does. Whila | cennot
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tatally say “Sa mat faar tha bacsee, | can
58y “fesr 1t qgoverimeni”

Afler all is said and Sandg, there it a
imit. It 2 system axists thal housas
niarratan, and you were et maand to be
abia o perces that informetizn thes you oo
net have & consttutonal Aght o be irside
that swsbam. But that's not to sy thal pal
won't g0 abead ard try o qel into that
svilam anyway. That's the shaiea yau
maka, tha rulas of wour Jame Thema is
tisch @ thing &5 private propsry. That's ora
o 1k furciamienial foundations our contry
s based upsn. To tse te argument thal
¥ou have ine rght te ba nside tha
computer svsiams of cartain agandies
gattanng enomous amaunis &f Intermiatan
about you wilhout YO Enwing, and o
inchide inn that argumant that you kave the
right to b insids the corrguber eydierns af
20y privatie agsncy, cxmpany, ats. that
horses Intonmaton of any kind is nst ory
anbiredy wrorg. bul stugid, Bus again, it all
cafanss on e way tha rules of your gama
ara Safinad, the extent &f your parscnal
integrity, how screwed sver you've Bvar
barn, and e way you lock al life in
general,

Since fare wil siways be hackers, and
tetir will abways bs those who shink ey
fave the righ? 1o bs insida gry sysham, he
uitian and urwavering responsibdity es
o the @wrar of tha system. If you dont
Take i secuare brough, abhough woura not
Fefiag Par sameors b braalk intz it faho
wilkd baTl, yau'sa gat b2 realize thal not
ayeryons oul thare oives & skit, and by
aully, # they want 52 hegs into wour system
and thizy can, well than thats just what
they'ra going 1o do, And that mears that
yau overlooked zomathing that yau
shouidnt hieve, That's life, Tharfs e gaTa

If you enjoyed this issue; you
may be interested in issues of
the past, Mave vour eyesto
the right for delails,

Winter 19387

HURRY UP

Time 13 starkbing bo run out. 19%1 1s sure Lo
conbain locs of unpleasani things, bub one
of the worst will be a price inorsase for

2600 subacribers. We're nokt raising the
nrice ogut. of malice or because of soms
distanl dictator. This iz not a sneaky
atberplt Lo raise money for war bonds or
terrorish activiby, Simply pub, we'te
increasing our price because our Costs have
gone up: postage, princing, and so on. The
gam® old story. By reaewing vour subscrip-
Lion now, vou Zan shill take advantage of
Ene old prices. Because next 1:sue jusk
won't e the sans.

T R T il e ol S | . B i i e e = e o e i e e 5 e e il o o e

INDIVIDUAL SLIBSCRIPTION
O fTyear$l8 O 2years$33 O 3 years/S48
CORPORATE SUBSCRIFTION
U 1yeard5 O 2years/$85 O 3 years$125
OVERSEAS SUBSCRIPTION
o 1 year, individuali330 0 1 year, corporate/§65
LIFETIME SUBSCRIPTION
O R260 iyou'll naver have o deal with this again)
BACK ISSUES {never out of date)
O 188525 O 1085/%25
o 1988/%25 1 1989/%25
(CVERSEAS: ADD %5 PER YEAR OF BACK ISSUES)
dirdividun’ nazk asues for 1888 1939, 1957 are 55 35 asc)
TOTAL AMOLUNT ENCLOSED:

< 1984/825  19B7/325




