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by Jake “The Snake”

Youye protachy athar beard ol 1, seen
the media, or maybe you even oan ane of Thads
litts *buggers™, Thare's been a kb of Lalk,
fighting, 2rd discussians in court eeer Lhe
Caller™IC ko, Gurersly azisting ordy in New
Jergey, this devics is basically a tracer. And
yirs, i & begally avaiczble bo tha pubdic

In Gace wied &ent avare of such a hackar's
dream, el ma Hl you in on tha datzils: The
dierice isel s & emall stand-along unit, abowr
Ed® wainhibng ahoit 300 cuncEs, with 3 38
charadas (543 gk, #-ine disglay and a few
batieas on the lreat, o size it rsemblas a
sipple deskicn caloutabar fram a cauple of
cecades ago. Hocan run on a 9wt o AG
ackzper ard has 2 RI-11 jacks on ke badk, bath
identizal for atechemam o wal ard phane.

Caller' 1D is effared aleed wilh many cthar
“zisfar’ sardces Thal | wil explai later. Bacauss
of the AT&T divestiura a few years back, e
local companies arant authorized 1o 220l 1he
i sl bl cen only aller e s=vice (91 a
cast ol $21 dor installation £ a whagping £6 50
a month) te 28 cuslomers, Tha box can ba
sedered trom a faw ditfarent distriovtors far
arywhene betwren 550 and £000.

Led's say you pirchassd & Gabier®| (kngwn
as "HCLID® i ke induginy, which i an acronm
Ieg Ireczirdrgy Gall Ling Hanication Devicg) ard
toked & up b2 your phore This is how' it wauld
works Afler your phora rings once, youll see
rame rformaton ek on Se ke LGD dapday.
bockets wary, bt ol cefiritely sas the callars
phore noiser & current Bme and data. Mot
medss 2300 e numbers in memeny for recal
at aryy tims. S, f you'ra not arourd o answar
the =], you 050 be s al 2apwhers from 14
1o 70 nembers will be saved:for  yauor
convenisnce, [IU's greal to be abla to come
heirs ared 520 X number ol mesgages an ysar
arswering maching and 228 Ked c2lers on ol
ICLED. Weh & Bl malching e, you can figus
Ut wha didn kave a e ]

O eourse, thene are drawbasks 1o ol liFe
“mirrgr boa”, What are ihe Emitatiors boits
tracing abifty? Frst of al, it wort work without
ihe focal company peoviding the senvice. Only
aftar tha fimt fing deas the nlormation come

FPage 4 260 Magazine

CALLER ID:

stefming deswn the line to ba decoded by your
life friend, {1 have two Gnes inomy beuss, and
semetmes these's a bit of crosstalk betwasn
ham. Wb the phone drgs, £ 1 Esten cansfuly
eritugh | can aclually kear the coded KGLIG
infarmiation Beirg tear) Ao, orly areas that
eller i secvioe (ard other “CLASS™ Caling
Services) o lheir custamens wil b2 dracashka
areas. But this area is growng.

¥ samcane cals ke ool of Llate o from the
boaries 2 massaga lika "Oul of Area” wil be
dispfayed irslead of 1he number. Thats e raal
bummer. Eot, all ol the latest mode's of
Caller D divices are anka-code campalitls and
shiow yaur arga cods where tiber NPAs wil b
i the near e, Mary stalas nava bean siow
1o pick up the lechnology mainy bacausa of

"With the public being
offered these services,
imagine what business
cusfomers, or even
SprintMCIATET are
being offered?”

podtical and lagal raasens, Many privacy isiies
hawve besn m....mﬁmm.n.u ard debated cer, bt v
won't go inlo thase hene. As | understard 0 Haw
Jemey Bel cortends 1hat ff & person has your
number and calls yod, oo should havs their
number a% well; when & Conrection is mads.
both ands should know whea thera talking 1o
Sy, Bopelully cther states will get thar 3585 In
gear.

Tna option to biocx parficudar cals & beirg
pagled around, oo, Telephons companss as
thirking of cflaring & servica whanaby 1he
cietormas woukd dial 3 coupls of digils befora the
T-digt ruenber ard 1he receiver woukd get an
“Cht of Area®, or simiar, message on their GLIG
dispiay. This would dedinfialy suck, unless you
are tha caller. B4, 1hiz servica is alraady
ayvailabla now tharks to & smali laephcla. Tl

Auwinmn {000

THE FACTS

aapFr laber,

Mew Jersey Ball stared CLASS Galing
Carices arourd Dooember of 1587, They wans
1351 markstad in - Hudsan  County urntil
December, 1953 snd then Began 10 sphead.
Ches servces incjuds Prioriy"Gall, Call"glock
(2 persanal - Adaworilal, - Fegpeat™Gal,
Salact"Farward, Beturn*Call Call*Trace,
Toae Black, ard olhers. Many af 1hese 212
based unon the retant fracing ably of CLASS

Pricrity"Call will gend you a distinctively
cilferert seurdeg rreg when carlain pedple G20
yoli Wi program | quaua” of phane RoTReTs
that when caled fom, wil sound dlersn Than
the standzrd phons firging

Call"Black i lobts of lur Again, you oan
program a gueus af peapis et your phone
Inaaly, the phors cormgary's cxmgadar). Wher
fay call wour Ene, fay gl a raponcen messape
abong tre Eres of, “I'm eorry. Tha party you bave
reachad 5 nat accRating calls feam your
falechone number.” Mics & nide,

Call"Trace is 2 serdce that is awailazla ta
@werye on @ pay-par-trace basis. [ you
recE{ve 3 prank, #o, you hang ud, g w, a0
inmecialely dal "7, A recarding 1215 U know
if 1he 1race was pood of bad, and you gei
charged 51.00 accordingly, Unforurately pou
kawae L3 ckll the phone company 19 g2l the
phore numizer. This service &5 [ar GEMNGI5
comlainirg ard s meas lor peopls whe oot
prarked & b and want 1o ik changss.

Al of the above lealues can be ganaraly
replaced with an ICLIDG. As 8 substinie 1o
CalBlocs, | can sty ol &neywer $ha ohone d
o' wan 1 soeak e somanng, sinoe my JELIG
=ls e know wha # s, O course, Ral pre-
recarded message adds a nmise [CUCh.
Cal*Trace is pretly mach useless win KLIG
unless you wanl B Bong ke gesiapg. But,
than sgain, G2l Trase & e for arpone 1oes
ard mat andored main by (e The GMer B2 icRs

b owaman liam New Jarsay Ba® fold me.
fheugh. soma techrical lapatnies segarding
GallTrace and Ca'lesi It someane pranks
m&, and | repain Preir call {having read thair
rurmbser fom my mine et} &0d prae hem in
redum, they cxa 57 e & sua ma lor prona
harazamenl. Ewen though | have their momber

Autnme 10010

anomy WELID, A | don? 5T Rim bofore §cal him
nack, | gel My ass ¥ickad in, Bo, the maral of Be
ssary i T KiLID cam ba used as evidencs of
a prank.

Salect Fermand 15 weed in connedion wWeh
Cal Farwardrag and simply farweeds only calks
coming Iram pumiers that vou choose

Repeat*Cal deeant hzes mech to do with
idantéying the caler, b wil simaly redeal a
resmiaer ured yol 957 Prpigh, 2rd thea Gl i
bk when the fne B fee, dosing you loouse
the phore for alher reasons, Sounds codl, Bh?
Pdow you can get thrpugh 1o any radia siElon
il Hee, right T Whong. hrealy s as gredt as 4
saunds. First of gl it anly fredizls® Fer 56
miranes, Aen il realy doasnt ohal the romser.
budt orly chegs tha compltes oo T Re lins 15
e (a7 § checks only evesy 43 S2Conas) Sa,
£ is posshin, and happens 30 me oocasonaly,
Thal o pick up Thie phdne when e omouer
rzls you back 1 wlonm wo that B line i Tree,
ard yioiz hind e s busy againl;

RerrnmCall is made for people whs sl
make & oo of the shdaer ard 1 the phone 2
second after he cler hang vp. Boa hoo.dn a
faw keyslookes the call i rehrnac, and the wel,
raked persan s5il has no idea what nusder
{ziha rasumad

And finaby, Tore Bk s off Cal Waiing
for individie calls. Pak up the phore, diad “70
arrd 1hen the rambser, Voila! Mo irceragdicns
Burt ler's say somaond o5 you. You eananck
e o your Caal Waitng in this ¢z, Lniess of
coarss wou ako have 3Way Galing If you co
youl may switch gver ® e ather fre and 70
vourseF and youf | b2t for te ol

With inszart bracing abilty s20n bo swiep the
natiaa, what's the pightman? Will, basically 1
haker's dream is nod onfy for the hadker b lor
amyone wha's got the cash and hagoers 10 bve
in a GLEZE riesed aea. Wih The pubdic being
cllerec these senvices, imaging wha bisress
Easomers., o even SoerbMACLATET are teing
ellersd? When (GLIG capatilities spread o
miwe glates, LD disglays will be shingioe] more
ardd more ared oodas B I, by dstanca
cocanias will integrate themselves, and kr
waery lelephona canredion made, hers wil be
ra nembers invobied and avalabls . each
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end.

When | first ool Caler®iD fike sarvica was
adduzly enabled on my Ire befams | recaived tha
beah | warled o leam a5 mech abou it a5 |
could Sa | playsd arawsd with it zand 1e0k i
apad. The modelihas | kave {which is relatively
old, bl therm ame mora anciant ongs, 1oo) Fes &
main keard insida with some chips and
comporents on £ By Aston cakla i m hooked fo
an LED board with LS chigs. Thers am two
budtons {Review ard Delete) up fanl and 2
Baftary elip in the bacs, Whnen 1ka 30th call
amss braugh, i serollz old anes off 1o make
way for the rewest, (This has happersd only
anca 1o ma when | was gamy for an extended
wrekand ) What | §ea sbmd my modal s thet it
will stare ey cal separahely . On many modsts
thasa days, ¥ a call comes thraugh mare than
ofc® in & raw (Irom the sama namber], 1ha
series of calls wil apoear under just ona etny
with & sl "FPTT i b frepeated cal®.
Fersanaly, | ke to know et 3 sdain pamsoen
cafed wize & minuta for fiva minutes 1o gel
ahald of me, rather than just "Fopeat”. Bt that's
a pernonal greterence, The 1ip elde is thal the
eira calls lake upspas n mamorny.

Tha main distritndar far IGLIDS = Bell
Allartc Cifice Suppies (BOOE2I05E2) Thay
el 2 dow diferent medess, Sears hias alsa Sesn
ahowesd 10 221 ICLIDE thaough ATET deto hes
wed &nochar company making theml Ay Sears
in Mew Jargey will sall you ens for around
£45.85, Raci Zhatk expacts Ioba oflaring one
soan. That's abaut il for being able to order
them. Bt there ane of courses tha mandadurars
that buikd Lthesa things. Sometimes you can
order e diecily

Giurenily, thece are only ko manudacioress
arolnd trek | frca of. In Irdee, GA & Saabar,
Irc. JECO-373-49522 o T14-727-1811). SBanbar
warks intly with anolher seenpany callad
Resdel Communisations, Inc. | was able 1o
acquire gome halpful infesmatan threugh
Barbar ardd thelt fechnical suppan. Colanial
Data Techrofooes & locefad somewhens intha
degre of Sonnedicut and mekes mo of the
FZLIDE thal Bel Afaqlic and SeeieATaT sal
They aren’t 1oo halpful when it comes o
quzstions abood Calleril, b ther romber

Pare & 2800 Mapnziee
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HACKERS' DREAM

BIO-BE2-5543, RO in New Rochalle, MY
racerdly oraated 2 smaler Soengany, CI0500, o
produca KLIDs, 8 the epytomalogy of the
rams migh; sagges!. |1 spoe with 2 debow Therns
named Bon Diamonc, | was preny ernbarssed
ahan, altar & few conversalisre with kim, |
sricusly sad what RO stood lor ard Ssurd
Sl Bomeant "Fabed Divnond, Ins®) The other
marifatiurer i a mapar iekephane aguipmant
sppier. Matham Tekeoan bas a massiva s=1 cf
complexes i tha saulkem Uriled Stxtas. They
mate a stard alons KGLID as wal a5 tha ondy
[iwirg lekphone with a CaleID display it in
t's Koaean 2= tha Masstra and can ba ordansd
thratgh Bell Allamic. 's a simple thing wilk your
besk: leahyes sich &5 ane-tauch dafing, redial,
Fcdd, e, &,

Cina thing | aspined 1o da with my Iracer veas
todry s irdarface it with my crpotan B 1 oouid
just get tha indanration on e LED o ihe ssdal
oe jaysiich pod, | coule wrila lots o fun
SIOEFAME, e re skeping in bed and the phore
nnge. Linlorunalely vou'rs too Srid to pet up,
tuman the Ight ard see ahe's callng faoually,
CIDCO makes an ICLID wilh & backlit LGD
disglay). But wau Il your compiniar sunning and
‘withinn a few millsacands # announces 1ha
parsons name, and a Supes VGA digitized
prohare flashes on the soreen. Kaow vau Enow
wha i B,

A b imagination can run wild with __..1___..._m
to g with b compertar imegratac ICLID: ag-
valklabrg BBS's, dxabase managemant, and
52 on. S, 1 called Sanivar (the marcazoer of
mina and ked woee of he head enginaars, |
azked him if thers was any way 19 lecch
ifamation from e unit. Be s thal pieing &
ot the L0 was the best get, bud | miche be
aaser 1o baid 5 whake LD from ecraich, Ater
spaaking wilh many pacpla from many dfferent
cormpanies, | Ersly workad on oupuding lion
an LGD Santar usad a Shamp LM 16255, From
Eharp jwhe wera vary Trisndly and halpfol} |
recaivad fiterature and spacifications.
Unfeunaialy | didn® get oo far, Apcansntly fhwe
irlormation & sart in nibsies to tha LCD bosard
in parslel lormat, Ore mus! know & by abes
srconics s paralel pon communications o
wira it up,

Autume FOH0

L

AND NIGHTMARE

But, {orunatedy, now there iz a2 leasi oae
b availasle that sands the inlormazion via a
sanal port (ARl Such ease)) GIDGD i saling a
business modal” that sands 1he iformation a1
TG N1 througi & s2dal gon i e back. The
prica? B0, Too much tor me. Giker soganics
sxd they will hava similar feme, which | sxpea
to b3 Lk chesper,

Az far 2= | krow, Hhese anen® mary Ticks o
sacrets abod usng your IGLID &f boene. Waan
somesne s2ls, either you gel teir number o
you dan't; 1 don't think any  elesirical
mediications will ba abie 12 race Uritraceable
aumbss, | bopse | am wrong, ke | s nead
ha instrudion "maruz” Jaatlal B mene e it |
2w 1hal BxF Atartic had pa & piesa o tape
oer & part of tha page. | guess they didnt have
tima 3 adin 1he paragraph out. It was a1k

"All of the latest models
of Caller*ID devices
are area-code
compatible and show
your area code where
other NPAs will be in
the near future.”

geetien of the teel shawing il the diferent
messapas that my box could produes, (R can
gither shaw a) & ghene number, &) 0w o
Rrea®; ar o) a prk nombar with & few ouestisn
marks, indicabng 1kat there was £2lis on tha
line or tha phane was picked up during the
intarmation transmission &er he irgd ring.)
Lecking at #f throogh tha fight | saw that &acther
pgsibhe messrga i could produca (and dossat

Autumn F940

ammors) was “Privale Mo | thosghl that was
creall Aer speaing with Mew Jersay Bel, |
Tound ot that wnlistad runbers are aced along
with avergthing alse! Peslty awesamre; Maw
Jarsey Bal dossnt shdirp

I yow b Gal Wegting, yeu'l bear the 3ons,
b wnfzrianzlaly the 1SLI0 wan? trace tha
rmter. B needts thet et fng 1o “waka i e, o
tha phane sompany doesnt bother 1o sand any
irfa, They kel you dhis in their brochurss, bt
thay don® 22l wau b you can slill rage e
rumbsr ol b parson who calls yoa (mithos
geirg through “A7 the main ofice, ard a law
arfoesamnant 23200, Hae k bow 1o da + Whep
vou haar your Gall 'Watno. t21 wodr friend that
youll sl har back ard hang up i shore. They
will b discorredled and the phane wil begn a
ring lor the parson whio crgirally dicked in. Cal
eating katets 1zl yow this wil happen, bl o
o tels yow what hagoers ned, aler that ko
ring, Vaila® ¥our IGLIC will Eght up ard will
Irarslate tha data el was cank 2her 1he dirst
firg. Youtva raced & o5 wailing!

fg [ merlicned earker, 1he idas of 2 per-cal
block is b2ing thicwn around it couds ans
bahind 1elaphone comgary doams. Suppossdy,
zoon you will b ahle 10 make “Privale Ha.s
ahas Lp on your advesanss LED deglay when
s cadl. Bul, i's quite passicla row. 1ol wanl
10 ca¥ somaoie and not have yaur nmber
fraced, all you need (2 a bit ef plastiz, Hao
“baxas” o aquipment. Sy goira through yoar
SprntWACLATAT Galirg Gard, the resstir will
£22 & "0t of Araa” massage, Thals whal the
phane ceirpeny displays when e ncoming cal
originates threugh a calling card. Waila' &
Hocked call. The only drawbadk is that smal
EUrchargs for usra Fe card

Aaceily, Mew Jorzey Bl comrolad 3 small
compater kg that @ Bunch of Iends 20 | wers
havirg a ki ol un with, When someana called
my housa ceded, the purber of their pay phors
would show e, 50 | el ot the cal and
rafurn i, payry aothing lar 1Ar conrectizn
(assanTe] ihe pay phone was a loecal cal), That
ol fasl i ], & row A colleat cal brings
with it the aneaymily el an "Cut of Area”
me=saga, [Ewes fua atle i esled
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The Network 28000 Saga Continues

Guarding Qur Success:
Profecting Against
UNAUTHORIZED Accounls

B Jim Adams, Evacamve Vics Feerlasal

e e prrakoal e O
irg predrom e Ameiea! WO
= of 1 e

ERERS T B Pk (L] My LR LR LAt
anithoriind pooreei

T rrmd soar T SedraE LT Bred
tolz o clinivaung Tus prdskef. A8
e airddi 018 protnsien of U i
wpske ol oo fegTE, cozd o
moies evrs Fom K nageer thia chad-
Terge T

Wicat Makes en
Ladtharized Aceannd
An yoopens o unasllinized aben
e sasnrsrclales nak b bt Tran’-
¥etirg U5 Speine kg dis
v Claimes resg wraase lein
caanding e dawbe o re-
."......:.uu.q.u..n. o may b
yvaiahenent” becaes e fpsiomen
= doreeg rerrmder LSag na [ME
o Urscghl 0 or b waz pplitf
ChLY G FOSUAR Dy, whn
tha: B4R sigred (28 pumiomer By
ar FeEpih IR, 1
= deint: kzow @[22 ecld he
chueped e i Troen aanther
Lo i
- myp sipread up fue

UE fprime

sevdnn by moapoane, wha Jiing
e Uendnnner o asnend”

Correciing Misfekes

Wrodrasinaa spproclE e

iy wes fied @ pnd wif _..._...m.uu
ygaaars (lipring r oy panr
s oa dailal r ompainy M e asd
propact Gor intawdiaie lermisaioa )
Biza! "rrouthonasd mazenls” OE00F
b auss = IR wasredcdeds harascha
frinile of Dof bhyned When o DVR
ratoas e Fog Wndham Widled of
slgring ewdorins, there o8 na mzh
e egrab=daraloga. (Ferchym and =
epd the Wirard of Riedhw vidrn
e pracees B g, profrsmiorad
wiay o ar eirg el Fof 05 Sprne )

Ta clmews Marpihoiasd ac-

COLIEET R R s, e e
g ered thes Inmranry.
- TmeseanDs cardd on e telk
is dws mamez Tz phese i Cur-
rerafy liard welan, LR
» Baoormon e powcd igfelf 1P
fie the sorvhes urdermlan Bt
¥ They =@ rcimive thei
FOCARD m appria-
makely Iodpv
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Almost nobody heard about this incidant,
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prescres the secrecy and inlegrity ol L_F.._.._...u
seformat=n wisets, and [ can be vonfident cuan its
eperatia will pol be sahodaged

Bur, seme poople saF that secority places a
tatiden onesers. Perhape an analogy with die Tyl
soars is appropruks, A% & reretd of ooe incident, it &
frova 8 T pafeacl juet be ppen @ hatils o v

A cune a2 of compuier crims may be
cempuliz sonveillazce. Becausr of Be widspeead
enéirn ahout break-ire and ity fonms of comgar
crime, coampezier secrsily spoviateds aie developing
ntresinn Selscten syeleres That will maainer sgslems
foor break-izs and oier forms of chuse. I7 sach
wysliang ane nog carefoly fhodih e asd used, they
coul reroh in Joss of privasy and degradalion ol
e i e werkpla,

How har rhe proliferans
chgaged the seadr of s ompuler sooniy

When worksiations wize G inToduced. many
pesple claimead t2ey would solee 13e compoler
sacerity protlems of time sharmg Eysiens, becaw
igerk and dafa weuld B solarad. In peactice, they
have inredocad al lexd as mizg prebless as they
have solved, because nidedy wa0ts az isnlated

Y worksiatians
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an interview with

workslatics, Uog chalkpge 15 o prorecd 1
woskelalion frosd ameck by uncrosted osers and
e b ..._._Un.m._._...n..n.n._._n_._..._. eyl that ars ersnesslst
10 the workslaticn, S92, Cor sxampls, recencly
nnonsanci] 4 .ﬂ,._rh_. Lo & segursy bk T Sun e
that eliewed any rezzole sysliz b rod sihacicd Diks
from o weckslibon nnmiee Sun'ics, Aty
of vners, wodkslaliozs, sz sclisears B bemning &t
inezzasingly imporlagd issue iz pelworked
znvironments in ocder bo maXe sere thet 3 nomols
reqmest For secvice comes [rom Iz porson oo
wrkeleroon chaimed, and po make sare hal prograss
suck as bogin have net been replaced by Tredsa
bersas or cordarminaied wilk vimuscs, A pooblou thar
arzes with & workslaSon phced i 2 poblic plia; =
bow you prevenl semesoe rom rebocfisg 152
warkslaton, prizing moal privikgs, asd then clusing
drcubls om that worksfalion of ofher sypslians o the
ek,

[ompundr feSundy KIsansls Bave savalared
Fend poeuler Sivamiy pracedirer, bur i nocond
Jor riviply progcding tha pracice of e seveliped
protedires 15 feas npreniae, Vonlup, muay odeianer
sanagors s fall fo eaerdise oo roegpuner
securih defenyes. Can Sompaner HEERTH S E T
by fnalied far factiag oo impale gaad sacarily
preconlicnd (nld RORLICT SPESSIoTs, o7 (5 Hhal
peisnag 2Ae feger arcke wroeg pornen? By
.n,._h..mh & jparr in COmpYiT yecrrly, bud whd o8 e
respanabiz: the woer 1o wee faai drmeste ddefe,
SETrEmeT B e il e ddy wwaniatle, the veador fe
Aevelop decare OIS, F RICANSE 13 Make compntary
s REraET

Evershoty sharzs the responsitdny. [ndividual
144 crganirations shoeld beck for waye fa 1aks
greatsr resgensibilicy rataer than for excusee Lo
askign it o pthes,

Sovas pagere v the maonrty Py e gt
Adeiniezrarers T dave Bl e slocsure of fatling o
escanG iy roasider Rackers e Be gomm o e oo
A venr shoer Thoy weaaly pot 0 on'p pida Sirandy
1 W, GTE RS @ARpiRg than dasgeras, bt e
roLsan i ek At bt v e fpmovons s A dei
Jusr ko o prmanal de cauee an uepin e
Whule tkle corndialy 871 a glamorcus aaatagy for
karkyrn, woald Ted roasider i essentially covnder?

h o oo nice analogy, bt i fails bo kll the while:
sy, Soans wganizeteas rapart comsderabiks keaes
frees hasving and phrasking iccidents, To thez,
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Earbess are 3 SEr0US TERKCE

Dig pay iRink BB5'r, iy dkele aomere, hould be
reguiatad 65 CORMER cArFiErs OF pF Priocacy
Fubkoations? Soow Reve mpgesied pepulatiop B3
raglar g Mas radics and Ham operatses, £ pou
Ak ride riggastor das meris?

Compoeer bullenin Boards have Reen nefemed W
oetaphomicaly & elecironic meelmg plaves wh
auserstly of pavple is not censcained by dime or
Lrpwr Public beards ore also 2 fomm of electunic
guhlicaniaz. [ would seem, cherelere, dhal they ane

profaticd by the Corermming in the same way &2
poblic m2eting places and zon-eleciromic
publeatonm such x5 newspapers are protested. This,
of eoairss, dods non deassan’y rzean they should be
rz2 of ¢l cozerols, just as public meeling e ool
ancirein frez of oontrod

Is comparizan o the meverity of slfer crios,
kgchiag still makes relaiively Big dodiner,
Hacking's sovelty ko wika 0, £0 way 39 Toa
Fammne 3 aviil donlioedd M rdpnered che m."qn._ﬂ.h
h........_..._._n

FEecant amiclas have [ooused more on the
constintioral issuss reised by ke Neddorl oo Skeve
Ixck2on Games caseo,

Toxr fafest crea of rereaed ooioares Raskers,
Whay fr ponr personal odigine OF GIRRE 30 Faady
kapkers? Can you give 85 wokr GRIWer e M0
suernet of yaur Qofaber 20 Waskingion [H,
cagfaranrs, “Tlackars: Wha are They?™

Curkostle and 3 concien abaut che m.q_._.....mu.m.
numkber & yoong pecgls cemninizg compurer
crimees Thal aidvoracds wffeof the CoMEnies owning,
the ysbeis they ameck. 'moseill learniozg whe
teackers arz. They're ol differeze, of cowrse, while
Sharing a dinceurse at is revealsd in places like
ind,

The f2ow 1 have talked with satendv]y have bam
telpfol, cendid pessionerely mberesied in tochologs
and leamirg, and ehica'ty conscicus aold cnmzomit
ahonr weechizal bEakavier and 1he e s ol
informatesn in argansraiions and socicly, [ bave
cnpieil wking wik them. Bt [ wculd me wam i
sy all hockess are like the cnzs Tve dalked &k
Blazy lockas sy be wawan: o weooncernod abad,
[k adese conseqoenes of their sctions oo wlbors.

Hackers zae be aciericus for brageiag dad
rhombeg cff armae e, o verbal aad in el From
woee® e, wohdd Tan oy pain I g of the prvales

At [N

dorothy denning

rearcar legdhiag e ielr caphoe avd deedwef §f che
charocienisice af kackers are homopeacens cectgh
wkar 7 the fppival e avele of g
hacker? Divcavery god iafercsr (8 corgpazorr ar
cdalesreare, kooker siaing by Mgk sofocl, i celiv ge
and i el iy 2V, revived &y 223

ackers are cozghl becauss chey peform a1 kit
that semscoe in the company affecizd hy the sor
EFresses 5 serions envaah 10 s esnaan:, sl b
tzere is 2rosgh avidemce 1o wele the acl oo the
hacier. CLAF m.su._ 5 bonk grve o gned saeocam of
oo soch cose. [ haven't wlkad 1 crnuh hackers G
Imaw the typacal life n__.,..F

Your hushaed, Frrer Deaniag, is akio o
campaier sroengy oidenst Tl pour shaced cireis
ever preraal ferorcsting sivuarions ar Baew, Lo
sEmaEieg Aeser leoicr, companer relpien debate,
elabergion of prajacly, o F

Fetrr w3 cumpuiir sciealisl, kot wecorily & e
one af Sty Wrees he's incensted an He 8 by [ my
bigges soopoctsr end higger erdae, [ e the lamer
in 2 posilive way. e gozs aver all of iy papers and
ol ooty anel edderial seepostions. We have
Ioas ol mtizesing disciesioes, whick ol2en lead to
e idees cand projects.

Fer exzmple, the topic of my most recam pajer
@0 the Dasa Encrypiion Soazdard came up in a
centversalion. We pover kave compater religion
detetas, [ showed Feter Y eishimse: 5 thia et
and the follewing diabog ok place:

F: When you've been dogedher for 18 years, veo
don't e many disagreements. You can't avan el
when: the ks orizinale.

3z Tt has acthies T wik LB years, We've
newver diszgraed frch an coanpoier e

B Teorapleely disaarast

Ir far beee proaicand dhar pardve cowadragpeg
wili Broome rhe ._E....,._..__.w cf the W5 This sces
rediBic as prizses {e farveiliaece equipsear Aave
drogped evar ke vears. Mo do yon dkind dacdleg
will chasge dvnag ke acn socaze?

Well, T dor't tave any specizl dzlznws wich a
vrystal ball ko il sazams thal i <he etivaten Behind
Backing is brarzi=g about and eaploring svetems, then
1'=uvuld nor expect oo 22 many hackess angzaed in
passmg vavesdopping. O, is die rea modyenon o
have un wit leckoology moan dllicil was? I erpeen
1ha] fhers wil zlways be some hackers wio oy e
break threuch sverily mezhaaisoe:, hesoae e risks

Aurumn fH

e perahics of pmdg canght.

Mezy systans will be prasticalls impenceable
hecaizse of e Ry a el £ m spcinely, bd By will
bz always he eysscnes dar gpe 2805 10 prdifals A
oI sevonily Dphdeng, T amacks mey por mon:
sophistic sl

[ speciilars that Rere wall be mers siscks <a
e Tor purpdeck & ¢sprandge, salegaps, Or
Traml, These avscks wzll be peolormed by crganized
crame, Wrreris] grosps, spics, and mdivideak oF
man 4 pradl dhepaliy, 1 Bave beard sl crpepnl
vrme g already dreing 8o ezl backers, and some
hacZirs 1y bovoess: coiminals &3 way,

Vo doated procy dvpand Seteed four pivepting the
S1e Froinewy [lraks (aiervien in WIR R M. wor the
L _wq. ndihing kacdery poewibong, Dnfprboval=ly,
e Infarcin A er e Jeke taor dieertioa. Wliar
tear I o wasind o Rl Aakers?

The hope was thal [ migkt say sometiing 52
vhiaanl apd cooviciza Gl it would have the 2(Jagr
of diseurpng Bavkers nom breaking into syskems
T revnind e of a wnsderfal elizry by Raymend
Smullyan i “This Eock Needs Mo Tide.® Called
“nodier Sad Srory.” be describes 3 maz sho being
epmee: with mysteal meighi, wrole velumibewe s,
Whest he fumahal erihing, B rised b manesmph
ater Sath preal pende and oy, This, (e ilay, wovcral

2y lager, be rerzod his mamuscripr asd coold as
wrbrsland 3 wond of il

lrarathy Denning €an bt reacked on Lhe

Imternct 2t ~denrira @ sre doconm ™,
| metisabendtentinterimim i Rttt |

__EE. mnn uunn __=
_E_.. specific __Eﬁnu.

e e e e e e S e
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NEW REVEILATIONS

by Ertrraniel Goldslein

2850 kas obtained interral documants
datailing BellBcuth's futwre plzns for
mondanng kephons lines, Their desire i5 o
davelod a eystem more Besibiie and powerful
than that currantly 2flawad by the Dialed
Muthker Racarder (OMAL s purgase,
apcording fo ora of the decumanls, is Mo
amm el pUr sECUNy persond [si] in identfying
irtusions morcess e belephone retaari.®

What BeilSouth is daveloging hera = by
frighdaring — the ebdity 1o sy on anw kind of
conversalon (voice, dats, fax) DBarally at fie
wuch ol 2 butlen. Add 1o this the fact that
everylhing sbtained will be siored on
comgudess and the pekeatial abuses af this
technalegy shing far brighter than any
berefis.

An ardGew

The systam is te ba mada vp of taa
saparas® compenents: a ool unil and a
remate Ui (used far the sckiad meniliring,
Zath of thess would 2o capabia of alowing
muttiple urits.

According B BalBauth: “The corlred Ut
will b= lozated in & secure area, vndsr he
suzervison 5 contral of BelSauth Securily
perzanaal. Thiz davice is o be used k2
prograrm and contrel the ramals unitis!,
gather date, and produca statistics. Tha
redashan retaans and medem sechnclogy i
to ba the prienady means of communiceiors
batwsest thr rieneda and eonred units.”

The comzany is planring b purdhasa o
cantrel unit and feur remesta un'ls, Each
cental uni, howayver, will be able to kandle at
leasl 50 perote urits, Ther Jorng range plans
e desoribed @5 baing able to cover up to st
matrepolian aress.

Among the featres BelSouth described
a5 mandatory was a wey of indicating ths
presence of fax ar dala commuaications
ecourting &n 1ha ling and presumably

Fape TG 2t Magazine

capiuring them, As for waice communizations,
the remate vnit will be abia 1o “reserd all
analeg signals acourring on the targstad
mambsar® upan reseiving & command from e
LA Lk

Communizations betessn the wa devicas
arg to b encrypbed. The monitaring devios
frerate unity wil e capablke of helding the
data it caphuores unlil tha conkel Lt tels il B
transfer the informaton. Dong this wit not
prevvent it fram capiuring more data g1 the
sarH L.

Brong the information e e exharged
batwaen the twa units is an idantiicatan
code indizating the targel numaer. This coda
would Ba translased within the control unit,
The sampany seemes espacialy concamad al
aed hiaving the achsal phons rumber revealad
N &7y comrunications. Another pisce of data
woikd ba g “rall sequesce rumber” desionad
1o keep track af the number of
comrmunicabicre batween the fvo devices

Cibwr bifermation mclodes stendand DRNA-
iypi data: ime the phons was pickad up,
what numbess were dizled (rotany or pulss),
{rp e phena wasz hung up. Ezch single call
wil be eapatla of haling 300 digits and
dialing #iia a ¢all ks alsa b be time-
slamped,

The imtarration an $e manioing device
wioud ke keld in Rardom Access Memasy
(RAMD. Mzo in FAM wil ba “tharackrization
data” =such as fe tefaphede aurber el e
centrel unit 2nd the alphanumeric wnit
igentfleation code manlicned above
BallSauth esfrmahes fhat B4K of AAM will be
enougt to stera dala on twenty dishien
sessons o 24 houres waith ef calls,

Listening In

A of these monitoring dedices wil be
capable of listening by everything on the
line, which makes tam radically dfferent
from DMR's. “When acfivaied,” a BalSouth

Awtnme 1000

+ g TR
R

i m—ry

EET DL EEREEr )

v

R

Wle i,

documerd reads, "all Sgnals, voice, data,
and fax, detected oo the farged nember lina
are 1o be pazsed to the control Ut sing
the comimurications dzta ink between the
rernate and contrel lcatior. The mode of
Iraemiz=ion iz B be smolex, owards the
conirol unit, The activetion of this capakility
i to b undar control of the contred wnit
and will b downloaded bo tha remaote unit
at time of actvation.” The control Ui will
ba able 13 eomnect 3 call from the remole
unit directy bo & tape recordar, The control
unil will also e able o kil e maonisring
dhevics 1o only §zlen when the phone iz off
hook or to fisten at all Bmes.

The monitoring device iz supposed b
ba ab¥a to call the eenlrel unit when certal
conditions are met. such &3 the memory
Baing full or at a predaiermined fime o

" FANATE
The itfermaron esddinad haras oke s
Nl b Leclarad ey gnanengpiged pernang o
EomRRal ANEly dot e Gy st sag
BeTEnunh Tmatoypaa
day, It can al=o calf whenever a call iz
made from o 1o the targefed fumber-or
whenivsr a carain fpe of call is iniizted,
8., fax or data. Theoretically, this could
alzo mean calls fo 2 certain &res cods or b
A specific rumber wolld enable the remate
tn to call bome.
Security Features
The tea ures wil be communicating cvar
tha raoudar telepbars retwark via madan,
althergh thare will ba tha ability ta
comenicEle ina tprivate line endirarment”.
To prevent unauthodzed access, the unis will
B stent when calad. They wil only Become
eciveiad when tha right paseward s ertared
at B right pratacol by fie calling devies,
Beil3outh alzo cugoosts Faviag “an artifisial
audible ring® emanala ram both of the
dirvices. Communications pratooos under
corskeration appear ta ke X-modam and

Antnen F400

. FROM BELLSOUTH

AXZ5 with a prefarance for the latier,

Data raceived by the contrel unis wit
raquire a mutkiasking computer. Operating
systems such a2 052, Unix, and Xenix ars
being consideced. In additien o shoring.data
on 3 kard disk, tepe baduips are alkss lkely,
Backup eorikol units am alse being plarnsd,
in s ane Fls.

A5 far &3 phyzicel makeup, each of ha
remate uAits, ascarding to one of the
documents, will be sz then eight Inches
high, test inches long, and thres inches dasp.
They will aiso be capable of rmning on 60
Frle with internal betterios that will lzat at
kst bao hours. Bath e ramate’and contred
writs wik Be capailk of hfura expanzion.

The Polerlisks

Everyting soorns o irdicate fat B ssfem
iz gasigned for sticking a remote monioring
oavica i a keeation: anyafens betwoen the
carted ofice ad B brpet Eleohons.

ou ey heve alreccly asked vourself a vy
good question. Why waod BalSouth aane Lp
With sLch & grsen when they could jus! oore
ther whale thing oud of 4 cardral offce T Wy
bechar with al of fils communication bk
too unks, synchionDaion, pesawonds, atothar
phone e, 66,7

Ahaisch | e rever stesed, | appsrs hat
.n._mm systern will b ideal for any agency
inerisked N monmonng ceran dhdiduaks, Wha
s3ys B conrod unies b o b locsred within

te phons company &t al? 1 coukd ba anvahere.
This kg of moniioing Sk can cpemie ouio
Wil without the pher compery even geting
e

Under tha guise of pratecing its sysiem
against intrusion, BellSouth 5 creating a
rarster. And it now azpears that other
phexra companies around the nation are
involed in this as well. The one thing
neaded fof such projects to succesd iz
conbnued consuTer ignorance,
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Tke fallowing reckefcal syaspiis was
prepared by the Frapd Divisize of rke I3,
Lovrer Somvice and obtsinnd By 2800, BAile or i
Frazed rhar this maacoprighiod iaformariag i
mar iatended for M mews medis, i should b
wateed TRAE a7 A frepw Fether wdely fiefrchated
wathid s ....r.._....u..:..._.. m.—...._..__._..._ T e add the
vl nabiie Rave the RipAD a Raow sk foete
i s cade, o af gl R facly goeoording fo
e Necrel Servaive, For thave [haf faven’d ceen
i en thr v rr, T i coeipaey refereed [
here fr GTE

Un Echroary 40 19089, 1LE, Scon Serview
sperns arscsied foar aadivadoals in Las Anpeles
end Goe 0 Laneedn, Mebrasks: For prodadicg
copnteifeiled Anromared Telles Machine
(AT} debat cards and for possession of acoess
device-mazring eqoipmend. When the defendants
in Los Angeles were armesied they were in dhe
proess of enoding 1he counledeit AT canls
willy slolen Bunk accrrand mlzrmalion.

Thz greap was planning oo revel 1o 4
number of citizs throczEoot the Doied Staces to
make cash withdrwals from ATMs bnked 10 2
sprinbc palionwide ATM adwork They mads
plans 10 tiavel m Weams diffanera Longiaphe
arcax of 1the Cannly and 9 e dhepaiags O
dedeal ATM sarveillance tamems, while exing
each card 1o 23 daily maaimen for thoes 3 five
s,

The coisnertal Sncs Wers fowd slidsda:d o
pasterbozrd cat 1o the appropriace sire ond
affired wih common magnelic tpe. The tipe
was encoded with stolen candEoider acoonal
dala oo Track 2 for wse in ATHMs.

Seired concorrenl with the arrests oee 5
vorooater., an onccaling device, and Thozands of
coamiepto A 1T canla;

The deifvamlants iclendsd 16 cavele the
¢ e orver 4 Tive sy periad dunng Febeasary,
15580, "Tear™ cards had been secmsafilly Gant
i a1 Feast three LR GE, which nened rhe
Adeferdans phoet 5 00K

This case consrmiies che firg boewn artack
of s pnagniceis oa & maye naticawee ATM
netweek.

Eenk cfficials interd=sed afar che amests
confirned thar the gocoes nnbes eeed in chiz
case wonld have given the defendants aocess 1o
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more things you

1S n__nnr.nlh HOCOUNES, TAVIDLS Accoundi, sod
pay Imes-cf-credic gvalable ke lepmimene
cardheldere. An apdil of (kese acdsanls
revealad this seheme conld bave nerrad the
deferedans an pvoed &8 five and ooe-half wallion
ltars bad all gone scosrding b plan and bl
e mdarme pome undeleied,

Dy tachisiry 3 Irom culside e hask
speadaivd that il ix plavsible someooe could,
wsing This scheme or ore similar 1o il socess
Aty and @esl as mock azs 3100 million il
carmed 1o the ealpeme aod =xfendad over a A0
day porexl wik redy] execolion.

In s Gity whirs this coorpiracy bsgan,
several nnivmal aod negional ATM nelwocks
shan g A smgle wlesmpmmicarsns oy sk
Frrlas Cars et herween AT and banks,

In addiine, the éleecmmonicdticas
company, theough a sobsidizny, maindaing 2
nzmber of ATM: io a proprizlary network
which thewv make awailable on a confractual
Eecis B ol sk o o as 4017 ke hers
fiar thedr pespectve cards. Thos, the robe of e
subsidiary company is similar to thet of any
back o the {elecommunications celeock

The a0 14l af ke pcheme was a
£ parter praprangnes eenployed by & well-
sxtablished softwirs company specizlizing in
ihe Jesign and imaplementaiion of ATM
nedwork soflware, Eis company was conimcisd
by e bebede Tind dmnpgery Ik apstare
and expand the sxizing propeieiary nerwork.

The primary defeadant’s fonericn s o
programmer was o implement softwars which
Sroee ATHM: and Poml-of -Sale (FOS) 1eminals
on 5e proprielary network in order 1o make
informalion compalible with, and tberelone:
aoeeptalse Lo, the miin sléciron ¢ ewatch
mamtameal Lor all of the padiopalinge meleoghs
vol Wi oonmondcalions syatent Hid poszes
reqoi red hins 1o Bave dooses 10 most of the
sl dafa prrlaiinsg 10 Aeliean: [or bak
s pooprfedacy AT neowark aa well as he
ik v Soreanicalns sysiem oo which a1l of

this nelwaiks wens imasad.

In" Eeeping with established indusiry
stendards, the telephone camier subsidiary in
s case encrvped the Personal [dendification
Moumbers (PINg) wsed in conjanmction with AT

Aufere JHHY

really shouldn't know

cards. They was dore price b soacsonitling dala
from e AT aceoss the propristany syskan Lo
the elecrrcaic seitch where the 1amsacdicn
woutld b rouned wo 1he appropricts bacd

The zv Lazpeted in this case ia rpcal of
ATM serworks Tousd threaghoar the Urited
Slates. Whiz a cardholder acoesaes his socount
threeagh wse of o dehit for credit) esrd al an
ATM machize, the oxzomer i wkod to key in
his or ber Personal 1denifiestion Number
(PINL The PO iy encrypled o universal
Trzta Encrypiion Standesd {DES) methad,
employing an ziyplicn key kacwn only 1o dhe
camars of he propricany svslem o which that
ATM Relentze, The accoant noncher and oher
Track I dara fror e ATM card, encrypied
FIM, and infarmation akoul 1he re
Iransaclion zre de Deansmilted slactnically t
@ wwitch mainigined by a desigiared
Lo w1 CArTier.

AL the elecironic seicch, mesyazas froon
L proprietiy syslems ame received and
i msing the sene DES hey 25 was nied
te cavrypt the data. AL tkat point ke
irfarmar
and encrypizd with the propae 11ES kex
previded by the deslination bank. The
trargsadion 65 then cransmilied across she main
comenil kaliong e tothe gpropriase hank.
(Trecuvtically. upen receipd 1 the bank, the

L
information s soec again dearyped wiing 14
kay vupplied oo he commanications nejwerk
Hirwerver, in pracros this shap ALy ek Sefoadly
take pizve as the recipient bank may elec s
accefd i cnerypted veraan of the PIN and
Froesa if in #s excrypoed foon )

Upenr revipl at the bank, 1ke sccouct i
.ﬁuuh.ﬁ,w and & ddemmizatian iz wade nelative io
aaiborizanion or denizl af 1he requesizd
lransacton, The Mow of infoenmeatian is reversed
upon recara of & message fronn the Bank to the

fgheuring AT
astzats, if Bazk “A™ issws ATM card:
aias Theiz own ATM: 51 varions
Locatians, they o running & progriclasy system.
A CornTaicslivns cartier must by employed oo
Tig the sysrern ragether bt since theoe 2re na
sther partisipaling banks o the pystem, the
aorling process al ke pravisosly described

Aurterenr forig

coztionzg sadtch need mar 1ake plaze — all
tranzactices ane dinecly bevween the ATMs and
the hark, Even on a chwsed svsiem such as this,
the indusiry eocourages the wse of PIN
enoaypeion Funhemoes, DES is the prefarred
satland when FIN sncoypiion is emploved.

100 ke other hand, o Bank “A™ alecned 1
enjoy meciprocily with Banke 07 2nd "0
(Bt ing tramsastians a1 all three hanks”
ATKx, then an elecracic switch weald B
instalksd 0y sud and muns Tansaclions beiwecn
all o the ATMs and Bargs “A4™ ~0™ and gl gt

ransadions destined for Baogs "R o 0
from ATM: owned and ageeatd by Bark A7
witlld a1l b considerad ra by oon e Rank »A
Prapricrary syslam ur they reachad che
alaclnonss awilch, olherne ! b mined
and semed by |he destinanian bank. At that
poin the preprictany ATM netoasks [ram
Harczs “A", "B, and "0 combine oo share a
150 Commilimeslieas carrier, bar the
metwanis ranan indepeadsil aml doo oot shars
sneryplion ks The functian of e cloclmonis
communicanen: switch s surl Lha
aavarlions. dereasing which encoypeon ke be
use il colablish how o sonate the informaran

YW

Ll

The swsrem abused in the caec in which
These arrests woere mmle was s lar IERET |
pevvioushy desenlid, with the commuaiations
carer subsidiery futesioning in ke rale of
Bank "&"

Specifizally, the sabsidiary ownad &
cedwork of ATA: and, tRraoph 5 censracroal
ArAngement, aciepled debifiorsdn canZ jisoed
by varicas banks and honored by ather

swilch wheze it wes deerypled then encrypaed
with the pooper key dor the destination hank,
sl [od into the i cranmunicetiond ling gae
by 2l of the proqersny sysems conperaty in

Furpease wegs 1o CrEard a Mreansaclion _...__w 4 Bl
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whael all ey could Be ressn sirgted
should a sysremn or cther failore cocar, The
FI%: remaimed @ne vpsed an rhiz recirding
PR,

vnenpd PINy on the proprivtany peleork wes
defaull hoy, az gpgrasdd 10 8 propriclacy Kay
wirbiegaid b petaiek of Treals, 1A dedaalr Key in
an ATM machine cnoreplion device s
salisaairs 14 & GBI S palir password

natalled - by a mainframs - cempeier
manuFacfemr. B andesided paigess g Foe Weslong
daring the insmallapon phase wed it s expecisd
thal the dzfpall password wadll be removed once
the system in insialled and accepied by the
BUYEr:

Llpon making this accidental discovers, the
pragrammer . realized Lhe value al this
wdormaries and waz abls 1o rafer oo vanaus
saftware manoals end {2albeok literaiers 1o
cecipher the key.

The preerammer krew dafa was roolinely
sl [ the ot kg @l that be eesald
accees The dird rranseusssnng as they were being
posted ca the mensaction log. and eceby ~see™
all 1an=aclions an ke propoclacy nolwork, [
was there, o the Inmsmdicn Log. that he copied
wia et feanlaeis anid the ﬂ_.n_u_._u__,-..r._ FI rffaess
rara his personal companer.

Mover While it i3 believed the informztion
was copied iz Treal time”, 1kat is. coocorreol
with il being posted T the Uransz:fion lop, ©
czald have iust ax vasily beea dooe using
azpelzer melberl, The pressrammer could have
eleatremically capusd data fromn e crmmpsatcy
Fape conlainize the Traoescrficn 1o and
el The soums naticey. Fither sneghodd
s pald kv ponad the gsmie resai

Al This point The programmes niade &
crrscionns shociskin, adreadhng ra rrEL-arieel
SEIeml, T s acooll gk rs froom oaly
vee major back He sid he il eo Becaoss he
Ia-fiewil thal ooiis the crome was daserseesed,
alineitn ikl uissr on an it nal ._._:.._?_n:_

within thal hank
Afrer seleetieg a genenvas owmber of

19

Fge 20 2600 Muagazine

not intended for

agiayols [nam the @rgetcl bk, the employes
WIHE A ENpT progosn o deiryp the LN
tor rach of those acceunts He was zhble do
aimuenplish thiz nsimp e delsoli DES key. It
wiz later keamod thal avameods Infen ke banks
wene also vsed dusing lhe “lesimg” phase of e
siheme amd tkal Bose acooonis and F1Ns aens
bdaird in the =aoe manner.

He alza realized thal ke neiwork would b
reviawsd for polealisl wraknasses once Lhe
crutie was gamaleied, o he reporiesd 1he

apparenl wegrsighl in vsing the defaull
enCryplzon key on fhe sysiem and made
recornimendations 5 fas supe i alvad Bow v

place, ending his acesa 0 additenal acesis
data. H= also acsomplished his peal of shonag
up the cerward am that there weald bs oo
apparent weakness in the systzm from which
15 Infoammation could bave been olzined.

Ax an aside, i1 war npated by ke
investEaling Lgents that 1% nerwark in 1his
casz had been In operition when parchased by
ihe commonications company subsidiane. Al dhe
lime < this wriling i1 has mA broo cxtabliste)
whether the defaclt key was i wse by he
aornpany Trom whom the soteidiane boaght doe
network or wheiker a propristary key had been
in e,

Peral, s dbefendants constoucted counteeledl
card Userg psterhacd w0t wy AT Gl e,
toowhich megnetic tepe wes mauared, The
pregrammer then wrote & program shich he
used in conpomaciion with @ mzgnetic encoding
ey “keerowed” Trom his oflice, 1o write the
acrsunl mumber and olber dala 1o each of the
vaunlerfeil sardz The dals was properly
endrdal o the: appropniate piemons on Track 2
of The mapneiic 2Trps,

Arsing D data cleanints woally oopdad B
13 _._._._...m.“.r.._.mn sl o 1 m,_n::_.... Aol
Muptaler (PAMN] doxd the: LS oflsc,
ez FIM i cssrened 1o a
castresr, the FIN s dinsd depvaline o ths
segunl numiber and ke DES encryplion
wlpcaitben Al iz celeerad By ds 2 "palural™ PIM.
I syt Shors The apfonmer selecir Biy wren
PIM, b custioner sclesled PIN woold nat
anadeh U Maanical” Pl sovan gllser maedeer -

Tn walimng wl

Antrmn £

the new's media

wesd e p=igbve the ddfenengr, When e oflsel
is added do rhe smaneser aclesed FILN, it will
equal the “maraml” PIN and the werilicatdion is
maade. Thoa, i rhis ¢ase. an offse] was
necesiany 1 the $vslisn way ong in «hich the
curtimner: had selecled Lheir oo FiNg,

AL Tk lime ¢ their armests. the dafendants
wepe i posssszion of mere than 7,400 account
nuirbhers wilth PIN: and FIN offsecs, ell fram che
sams bank. [n [2<t, as previcasly mentoned,
ey wene ia the process of actazlly encoding
1ke cards when arrested. Among the irems
seized during the s=arch znd arrest were the
pragrmmer’s poremmal rompaler, 2o socoding
device, aoed several thousand counradfe cerds
in waricesy slagzes of constroclion from ancud
peesterbaird vk through finished, encoded
canda

Alchoagk & presd deal of fechoology was
nﬂ._._ﬂ..n:.__u_u._r.._nn el ased an U exedsion of thix
scheme, in the aed tus ©
a Irusted ermgplopes exploited his kvawledes and
[reive T maniulate and misose the sysberz.

ez erly Inae lechnical deficiency or error
anceversd was [l lzlaul hey was Ield in
place when the propricrary Actwik was
absoroed. Preswmabdy in had been = plade sino:
the swstem was firs aorivatsd, altheagh thas las
ricd P arelnhlisbacad oy [pgd,

A the i o thizs wnb L= unkoown
ata shoald have been rizdpnsdlde foe neplacing
o Jafzale r_nu_. with an Lolater, quarundary r._._...
Perhzps rhis over ]

1 vl hawy Been
prevented fad 3 mone Cxeaopl cFecklen Been
ustd By Lhe commuoaicatica: conip
wwbsidiary when ey ansorhed the syaenr,
by Lhe previows ownear of 1the cerwark.
Kapardliese, Bl the recognized prococe] for
seaauing the sespeclive data been fallos ed, this
afrnz wanld pot have been possible.

man oabore — groed. oppedunizy, 29d 2
oess oy Lhe defendanrs o contaur
v — combined with koman emoec in red
properly dzstzllizg znd reviewing syazem
saleguards accourt foo 108 forvung of This

caane W izht hefore the scheama wias exeuned
al figurs in
schoal zraduale and wzs gai

% case i5 1 high-

v emplovsd

Anditiree IO

wilh a sobslantial salary. Ble sated tha he was
d. i padl. by his desire Lo parchase an
expensive Bome and did nat want 1o weit os
many yeass as it would daks to save before be
could acquire the property he hzd in mird. His
wife i g coodefendast and she o had been
gairfuly emplioyed with o pood selare. Aot
of the defendanes &5 a gradumae of 1he A Feace
Academyy and has & Masrers degeee from a
e BT T

Mg of the daferdianta has w )
recerd, AL have bedn charged wilh several
aaovants oF swowid of Iele [&, Clpitgd Statcs
Codn, Recziont 17249, Accen Thevicr Frand As
wristen. that law peavrdes Livr subsfantial
penalties. Fach conm of gesdemeg or unag
cocntarfeit cards carriss 3 mavinsam sl
of 15 years impoisorment and a fiee of 500000
The same pecalties apply to e posrosnee
Wrripe-making egiepmenl. The posrcsrion of
TMeen gr more cownlerfEl cordr catries 1
exmam pessliy of 10 vesrs impriscomenl
and & F10E0 {ine.

Timarsly, apen ceaviction af The
defendants. the recenty implemened Federcl
ng Goideliznes will dezermine 1he
senfenery o 1ois vase These guidelines 1ake
I acoumesil e acfual amd poleniial fracd
lcszs in o whipe sallar esiznes such s

At the rime of this srmng, a superading
indiviment is anticipated charging rhe
cefimelaly e mulliple couals of FRALSC 102G,

[SEL

2600 is abways in need of
writers!

If vou've got a field of
expertise or a story to tell,
send 1t in tos

2600 Editorial Dept.

PO Box 949

Maddle Tshand, NY 119533
Ohestions ¥

Zall (5314) 751-2600
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by Lord Thunder

This article should be of inlerest to
those af you who are accustomed 19
fecaiving islephoene  calls by
individuzals who are nol nacessarly
paying for the caliz they make.
CHtentimes, thess pecple are called
phona phreaks, but most of us know
thal a calling card doss net a phona
phreek maxe. Aryway, you recshe an
eqal call from someans:

I5 it wour responshility o help the
telephene campany deal with this
cifendar?

Do you kesp track of every call you
receiva, when, and lrorm wha?

Should you have 1o deal with
jelephone  security parsannel
harassing you'?

4 course the answar fo all Mres
quaslong i WO and that is what this
arliie = al about.

Lst me 191 you & stony.. . From b
to fime | have been known bo recene
calls from telephone company Security
parsonnal asking me ebout who may
haye callsd rme an & paricular limes
and date. Howeyer, il seems [ke | can
never remember and find myself
unekble to answsar thoge questions.
This dees not mmean | oo fel have fun
anlagonizing those individuals footish
gnough 1o ask stupid questons. One
noidert in partivlar went something
e thiz. ..

[The names heve been changed 1o
protect the innecent.)

R-R-R-klN-N-G-G!

LT: Hella.

TA: This iz Me. Tammy Amesy
from Pazilic Rorhwest Belf, and I'm
caling to find out wha called you from
the Postland, Oregon ares at 7143 PM
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DEFEATING

on Juna 17, 19859,

LT: Lady... | have »o kea and f |
did, | would nat tell you amyway]

TA: What! That parson made an
ilegal call and if you do not 1ell me
wha it was Il hawe the charges bifed
ba yout number,

LT: {Hee Hoo... Thiz idiot just
sorewed up badl) Oh, ok, who is thiz
again®

TA: M5, Tammy Amesy of Paciic
Mosthweast Bal.

LT: Why don't you givee Mme your
supenvizce's name and purrbor and |
witl spaak with her.

TA: {Ah-Ha! | have him scared now
[she 1hinxs]) Sure, Liza Algart at 503-
LR S

<CLICK =

R-R-R-l--H-N-G-G

LAz Hela,

LT: Is this Lsa Algan?

LA: Yoz, Wha = 1hisT

LT: Are you  Ms.  Amesy's
supenvzor at Pacific Norhwest Bell?

LA: Yes | am. Who am | speaking
with?

LT: Healle. My name is Lard
Thunder [Mo | didn't really use my
handie]. Did you know thal an
employes of your company just
commited several federzl felonies?

LA: ©h my ged! Flease tall me
what happened.

LT: !l explain the call te her and
told her that Ms, Amesy caommitted
extortion and fraud threals an an
interstzte communication carrer and
alzo, becayse che was acting in the
capacity as an offiial reprezertative
of Paciic Morthwast Bell, sha has left
het company open 10 civil and crimisal
charges {or threataning to revearss

Auinmn 1996

™

TRAP TRACING

charges in order fo illegally exton
imfarmation fram me, ard | was
planning on calling the Federal
Communications Gommissan (FCE),
{he Punlic Utilties Commssicn [(PUC),
and the Federal Bureau cf
Investigation (FBL) 1o press charges.)

LA: Please, Il talk to Ms. Amesy
and make sure nothing [ke this ever
happens again.

LT: O, but | wani samething. |
wani a signed letiar of apology f:om
Mz, Amesy on Pacific Noribwest Ball
stalienery.

Two days later | received the ietier
on Pacific Medhwest Bell stafionery:

“In roference o our canversation
o June 23, 1985 regarding calls
made to your felaphone number, |
apoiogize if you fell inconvenianced or
offended, Feasss fall fras to call i pou
have any Guesions.

Sincerely,

s, Tammy Amesy

Service Represantative”

Wow that was just one example of an
atterrpt by the phore companies 1o peform
trap tracing. | think code abuso i jLvenis o
begin with, bul | do Fave a few thinga to
poir ot on both ends

1. Do not call someane illagally
whe 18 going 1o screw up and mention
your name whan the 1alsphone
company calls to check it out.

2. The telephene campany anly
chocks imto the langthy calls en bills
with excessive costs, Keep your calls
ta a minimum of numbers and length
to avoid being locked e,

9. Do not call relatives Jr parsonal
frerds that are not imoived with phrasing
with Tiegaly obianed codes.

A lew othar things to menation.

Ayifueren 150

Same of the companies, like U.E.
Sornt are more likely 1o call you up
just 1o verity that you do nol oW ths
actuzl card halder. This is their way of
making sure that the calls that the
cardhalder says &ra not his really am
not his. | have been contacied by
sarte of the companias (LLS. Sprirt
among them) a full six menths after
the cals were placed 10 answer 1hess
wypes of quastans.

| had anothes interesting incident
with a lady known a5 Julie of TMC.
Some of you rmight remember her frem
a few years back, Anyway, | had been
talking wilth & friand of mine for 45
minUtes or &9 on a Thursday evening
and on Friday alternoon | received &
call frem TMC Securty demanding o
knew wha | spoie with for 45 minutes
the might previous, | was not 2oout 1o
tell them what they wanted, but it stil
was a little difficult to ral semember
whi | spoke with the night before.

| whipped vp a slory sbout runaing
an anonymaus login in AE line of
samething., [t lacked a littie
imaginatian, bul it worked. Anather
wipa you might want to try is say that
you have one of those long play
answering machines thal dees nol turn
off umtil the caller stops Taking. Then
mention thal you had zoeme long
ohecene call an there that filled up
mest of the tape and you wished you
coould find ool who itwas 1)

So that is alf | have to say about
trap tracing, H you must use coces of
caling cards Tega'ly to call peap's, at
taast know how to protect yourselt
fram security by letiing your friends
wncw whal not to say when these
pagple ca’l b inguine.
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Deear DE00C )
Being a now sulzcriber, | ans woncering
what the 2600 mpoceeni= o the tile of your
agazine!
SOOGPY

RO herte of o i was a horoatng
oy used b phone ploecks, By sending a
2G00 hertz done dawn the lne when
connoctad (e a long distznce number. the
Ausmber would deconaedt and pou would
have tatal coalrd o the [org distance
ik Weed enly tivd bt BEEnG wes bypassed.
Thus was commomnly brown as blue beadng.
These days rwthaod rerelar works, bad _H..
pemirsg Thirs o6 ey oEers.

Deea THEHD:

What srepa 9o you faks 1o proscrve Your
malllng and conlact  Hsr from the
authecttics? 1w the  list encrypled?
Furthermars, how die you snsure against
Infliralicn MNer that I'me the pammakl Dype,
Lot rhis s rezlly somethiog yon showld be
considering, a= ['m suere the paraootd
goecrmmant servicrs weenald be .wu_lhﬂ...m o gl
akwalel al youar :..Du__._....rﬂ. M=t A3 o sepvice 1o
youir clients and conlacs, plose keep thils
Erdonmadoi seoIre,

Theor = & mad vebeark o the works wp
here, il UM W2 CAN MAEAT ArTAAEETsls
for aocess o It A =000 as 2 few minor
security arrangements are worked cut. The
ioterpatizral faver of this acteork, | am
=are, as well as ies com=tant Hexability will
make it coie of the masl elusive aoed aoe of
the ozt diffeult fe o down froom a legal
perspoalioe. T kak lerward to having it &4
one of Lhe ways of proftectiog Canacdian
cights vndee 1he charter, aod Ameriean
rights ueder the Pt Ameodmen. Like a
mialtational company, s netaork would
tazild eapical in apg of the most fandamental
pesources: tAr meiematicaal protection of ree
spcech,

= JB
Datario

Frerdiom af speoch 35 nel praticted by
iy froma the apthonties. 7 pau're ting o
prdect gy, than be o5 apen afead ©oF Yoo
et Tf eaore poople woore tallig fa da chis, woe
wowceildn ¥ hane to b affsoed.

Regarding our moling bsl, don'n worn.
Wo woieh we could sy rore, e iF e did
wa'd B ey cod (e Infovonaston thad o
@Rt 4o remodn ...:...._n._r..?.....____”..u...r W don't see
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write us

Infilranen ox o probler T 15 o Geo-soy
sdreer, gftor all
Dear 2600

[ am new b ghane hacking,: |osonl s@ay
for plans o Lokl o Blae bax (the plare ey
sent mre are fer the lavest wveorzlan
suppasallyl. The bex uses own 8035 intersll
funcbion groeratars aed a V41 O8 OF Amp.
It has 10 25K [rim pds used to bune the polks
watlches fur the Reys D03, KF, 5T, arel Hm._-_._-._..
IThe plana came from  Allceoarive
inphormaticn, FI Box 4, Carthage, TX,
FoEAE

well, navw that | have the thing nearhr
verplezed, ane of my friends 1ls e that
12 bhae bax is not eaft te wee He says he
hias heard thai the phene company has
squipment Cral san irafantly pick up so the
bhae beo aned thar rkesy ot gat someans oul
i wonar hanass 1o mirates, This skl like
feral bnall oo ree, §owas acowderingg iy guys
Lresw whether or not the phares aom iy e
gilek up thege things that fast or nok.

Confused in Ecntacky

I iy rectly woanted o, they eoidd Bt
v dimdt 00 ghes doy and age Hhey Lusield
ety sare, Lnless yeee'ee fron one of those
rare ploces whess blae Boxing 4 afil a
prodlems G tka phuwee eoopangs G casss, o
yena're doing enything contronsrsial oo the
phome. wsirg ymer e g 5 net a ool
M,

Dear 2800:

M few works haock 1 came acrass a
varmber for w =perem in the LS b [ ean'd
work ot horas Lz 1o

Afler calling the number 1200 haue),
yeria gl vearhing oo weer seresn uatll oo
g 1R remara ko, fhen pol are given a
llne saylog ~YALE AECIH TERMIMNAL
COMMURKICATIONS EYSIEM v2.17 aml »
mern wiHh which you seleel wonor ferminal
tyoe, Al thils wan pel nothingg axoept o
e o rext ELvirss wou a mum et Hal 1o che
1.5, for help.

i owour or any 2600 resders know
..._qﬂ...__".m_._.m abond s =a=Lem, o= YTl ._..__..N_.m__..
v o heip anth crmnrnaada, ese?

Axhley
K.

W sgpest calling fhe meaker for help.

Why ne ¥

Information

Dhear 2504
Hegarding the selernzbe for a devics thal

Aptmn JE00

a letter

wiotl display & digital readaur af @ sering of
teuch tanes appled fo irs input: Bl
CONMMUnEaens ar 5455 Commerss Ave,
e Lrego, O SR L2] salls a LFTMF Jdecoder
with an LED seadmac. [t =1 decode all 16
touch tores. It 18 made to plug inte che
speaker owtput of 2 ham ranscetver and 2
resnote speaker can be plugged info 6t so the
usar daes ot bose dhe andie I can ke used
oo the telephone by madifying an old
aooustical modem coupler to do what the
writer waztled. The company is also working
o & sfmilar devies that will have a ten digrt
readout il teo memories, bl ] deo't knos
if that is awodlable yet. | think thoy =21 the
abwere devicr Tor 5130 bt yona will boes T
reibart Theem Lo Reed .

Roy
Drear 2E0O:

I've read same arbicles ebaur scanning for
cally and want to add some informalicn
aboul dedog so n Goomany. Weoactually
kavs Thiree dilferenr car phaone syslema 2oed A
mordless phone sysbem.

Carphooe svetem 0 1: frequency
medulated and weew channocls 1-37, Car
_._.n.:.”_:n:_u.m_qn" 1T45.210- 125130 Mhz.
Exchanger 153.010-152.730 Mhz, Chaanels
are 1 skeps of 20 Bhe,

Carphiene ayalem BY dx [tequency
modulated and uses chasasls BO-A6, Car
frequenciecs: 157.610-154.350  Mha.
Frrhange: 1622100162504 Mhz, Channels
are ln steps of 20 Khe.

Carphene =y=icm L= celhalar and has
221 ¢hannoels, Cor coquencles: 451,32
355,74 Mhx mx_..“_«._r.nm 4615465 74 MEx
Channsls are in shegen o0 20 Kl

Casphopre =y=lam TF B u.__..u..._q.__q_u Ier 1he
frabure, 010 Les i rhee 300 Mhz range.

Cordlss phoaes use channoels [-40 with
bast froquencles of 9140135914908 Mhe
ard handset frequencies of BE0.0] 50501 885
Flhe Chuanmels ae o sleps i 25 Ehe This
Ay abem ia Krerar s Slous

There 6 alsa w0 scroler called ToleRaite, a
Germean eguivalear of the phanes cerd. On
the card L= a microprocsaacr, which has
stored your eredit card samhber aad a
perzonal 1D momber that cas be changed by
the swreer whenever be wants, 1 che sover 15
o om Lop 1o the DSA he mn take part 1o a
sepvice  palled “Dieoischland  [Direct”
|Germauny Direcdl, He ean cxdl the Gepman
aperalir st Frankfurt toll-free under the
T b SOT-207-0049, The eperalar adill

Autumn FHH

then sk hls card nueber, nome, credit card
aumber, ard the namber o call i Germary.
A1l costs of the call will then be charged to
his credit cand.

E-4 1N
TDhear 2500:

An often eveclonaed place for elephome:
experimenters 10 poke arcund £s the 811
prefix [tn Californzal. This prefic. which i=
used by the BCs hokds much mere than
the local billiog ell:ce moober, From my
Pazilic D]l locallon in California | have
found deleo elfice numbem, (eed numbee,
compalory, arel cther Lhings thal 1 baven'r
ﬁ_m_.._ﬂ_.-.u. ot yel. Here'= a3 sampling: 811-
0517 Teoling 12347 racordingn AL1-0435:
Par  Aell rafires sepelces: 811-05G0:
eeanpuner torye: 811- 1000 compater tone:
E11-1212: vaice compurer, answers with
“hello™, reguires mumbers and accooes code
erdveed by DTRF: §11-2060: cianpualar finee;
B11-2%3 domd Ting Fae 10 minofes; 5 = 05k
E11-2091: Fac Bell secu ricy; 81144494 Fao
Hell emploves newsHoe recording 85 1-700x
= Ay 28EE. [T wena have the paticesss, sosm
aAll rumbiery oy The peefic Yo may wand [
sean during nea-buslaess hours becauss
lats of the numbics wv=c answiriog
machines, These machinry afien 1dontsfe
whal the namler by used Soee AT esalls e ol
811 peefin are free. and many macbers ane
dialzhie fram threughout the state. Elappy
huzntng,

Mr. Dpsetter
st abour sreny phons compongy ourside
Californiz seems ta Bock calls o these
rumders, We do erse ITT allees palls (e
thowe rormdwers i e ZIE devn ixvle, 1onidng
athers, The olber cirpuonies prataaddy don
allins i Beevnese e 811 cwchonge doosn'c
laole right. Yoo can reach the numkers by
nixirg the T camer access cocle T 0HEA) ples
ihe pomder o asing the [TT colling ool S5
RSE), Dhd exgpeoct (o e Jfor o0 bing olltanee
et o e revdort, By ffee wovny, TTT 22 _.__.—_._..,..._.._.w.
caryany e brow of thot! H.:..:.:_._._—....“.
natlonadde G0 arcvss adthast a u_E.._,u_._..H._u._u..
wo highly recovusend @@ end Rope He othor
compardes wike ap o e mluahle sendoe.
Drear S0

A1 interestng secvice | fasn board aboul;
1-200-5TOMTER. 52 per minmete Jocal 5 per
mim:le leog distance, ¥oa call i, then tauch
torrs 0 dhe oomber vou cealle want e call
Yelal Yona et b vallr-TToed, As 1he call
mow prigmares Irem 1-900-5T0OFPER.
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drop your letter

Fasclmabmg bo soc how this calor D war 3=
shaping 1.
EH

It's anocther Ap-all el preys on pecpde's
Foars, Buwt of wor? allear you o ol &G0
rumieers, meny of wibch have Epassed this
erndire calier [ debale by Jusl doing 44
angueazs Je's gt & different nene. bt Gr a7
inbenis and purposes. pabtonsdes coller Do
By vewend By o selecd fene!

Drear 2E00;

1 feurd an intre=lng phone numbor at
PLE-EFL-3875, It =eems 1o ko u privale
compern e o werilicatiany and beanare
mieees prilnl I pecs A semthcsizond wodos Q6
repeal back the phane niimbes poas doach
oo dnta T

o

Theat computer weas floatng anceind a5
Newe York Telephore dest rormber o couple af
yavery bock, Appecrently e f2atieny 13 o
sl fhee semane G Feng wded, We're e O
o sraovee than repars back the rumbor pou
e & The guestion s what?®

Information Needed

Drear 2000

L am writmg a book aboul hackens and
their history. A= part of my seecanch, | wonald
ke Lo hear Forn Bhese peaple oF people wha
cAry pual sane dn tedch with them iF they are
Interesied: Al Bell, Jimm FPhelps: and Tom
Edizcn foreer TAF cditory], Fred Sieinbock,
Bill Landreth. Joo Engreasia, Kevin Mitmdck,
Jahn [hake, Frank Drake, Castaalia, sk
Diamn, Midalght  Owl, o John  Steen,
Sparacus, Mok Sade, Crimson Death, Doc
Teleoom, Shedeabawlk, Las=cr, The Prophct,
Tom Anderson (friend of B4l Landrcihl.
Herberd DL fnm Jr., Lex Lakthar, Falght
Lighining, Enk Bloeclaxs, The Bentor, Tine
lord, Elade Buaner, The Lefdst, Adeladde,
Fhilsar Qprik, King Rlorra, Fhrozen Ghost,
Lone Waolf, Litfle Silence, Caprain Grleg,
Unoiewnn Warrbor, Lee Fel=enstcin, Bichard
Greenhlate, Hill Gosper, Stew Nelson, Jack
Kramyak, Jack Cole (the last lwe [ormer
editors of TELL, and amy othor high caliber
hackers and phreaks, cepecially thiss whe
were actve i the 70's and BXs, Thoy ko
whao they arel [ am also inlerzated in
ohiaming hersture from thess orgunizaticons
2nd hearing from prople associated with
ihem: Cheas Cosnpuler Cluly, Pheack, Legina
el Do, anmd any athker nn_n_.nqw_..b._uunn.w
group af hacksrs, Taztly, T owanld like ta
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oblain aoy issues of these short-lived
hacking magazines: Reality llackers,
W BM.. Computel. PCC {People's
Compuicr Companyd, Tochrobogy [ustrated,
Jourpal of Commurndly Communicalion.
All=dr Uner's Newsletor, Micre-5 Mowslctler,
Slcom Gulch Gazmctie, Bell Svatem Troohodkesl
Journal |years 1936, 57, &0, and 61].
Svndleaic Rrports. and Carolina FPlain
Dealer. Any ather ioformaton or Biccalure
which aiudd Be usshal wieald bBe sporeeciated,
[ am willlng 1o trade o purchazc wsciul
literaturs, Write Lo D Williams, PO Baox
G314, FEverett, Wi 55206,

Complaint/Response

Diear 2600
1 am wriling this lclter ta iaferm the
ather readers of 2600 10 boware of an ad
thal hazs Ecep ruoniog in thes Z600
Marketplace for several yearm now, Tl ad [
am referring to 5 the one that advertises
Ta back i=swes for 21000 The ad has vsed
=overal parnes over the years =uch a= WE1 "
arel cureenthy i3 skl “Pers Q.7 The adhdmas
14 PO Box 463, B Laurel, B 08054, PLECL
or Pete . states that "he is the original™
when it comee to TAP back js=ucs, complete
with “schomatles and special repords®. |
ordersd the coompleie 2l frem bim awhals
back far 5100 and 1 feel 1 was ripped afft
What Mr, Fere G, docs BOT bl your 15 that
he tedvces the ton inside pages of most of
the Esibed o an The plstiegpker = Thay
will fit on DME & 172 x 11 sheet of paper |
fze] that [ am justified fn saying thar aboast
§0-75 percent of the matertal Is HOT
READABLED [1 wewld take someanc with
20030 wislen Al an clkockron mibcroescnpe o
ewer Allempl (¢ read some ol the padesl
Iresnte 50 af TAP was & specdal dovble moue
ard he reduced it down oo the copler and
the print t5 not legible oo about S0 pencent
of that 1sswel The so-cafled ~spectal reports”
be refers o dn hds ad are modhing mooe than
a couple of reprints that appeared in the
provious dgsucs, | feel that anyone can
rharge whal thoy want for what they har Lo
sl Taed [ enagre dhink one =hoo® B bolecanad
as I what he s actually buing abs
Raiabow Wareior
Fete O. replice: Aller  extesaive
Invealigallen, we caonet idsnlify the
Fethfaew Warrbsr oo bocalrc wrry recrrd of a
sale o his within the pasi bwo yvears.
Therelfore we will address ks complalnes

Antparg TR0

in the mail

individualty.
. First of &11, Pate . js and alwavs hax
22 me, We Fegan adverlising 14 1h '
Frst 2800 |ssue That took :..__..._.m_..ﬂ_u.m_.”n ..“_.nlﬂ
have been dn every insue slnee, Parchasers
wrre rstracled 1o make checks srd pao Ky
ke s Papalde 1o Pl crily a8 4 cormecnberse
50 Thay wonkd met have rasend cask. FEL 5 &
Corparalc entlry which ean process thelr
rhooks.

Sioce the balance of his complainra
alress the qualioy of the coples, et me st
that T have an coiginal ser which [ roopsed
a8 a subscriber. The fizs) ssue was
mimeagraphed o 197] and che suialiy of the
Trenrcy did 0l tmprove Inr many voscs. Orr
coples are profes=ierally propared. Fach
pHge 15 drafbddually set Jor tone, size,
.“p.....ur__" frem an ORIGINAL. Wr cannor

Mprove upen the exlating copy, !
segrrocdues i s FdthEaTly as m.,..n.w?.._.._.__.._..._. o

Many peraons purchased copics of Eny
TAF sets and in the folloss rg montha pan
b tm D600 eifcring copics .u_..u:.... ropi{es for
other amounts af money. KONE are sii]]
achaortisirg. It 18 @ very Hme com=vmlag and
labor intensive business fo prepars these
SRPes. We are sEll ming strory.

I elosiag 1 mitght mld that Mr, wWarries
recelved as the first page of s acder a
ralkos explaining oar asfisfaction pobioy arsd
olfering fo replace any pages hr was
dissatizlisd with. He NEVER Aldvised = of
sty divsatisfaciim with the produd.

IF aagore has problem with an
wfieriisen ploazs ry e fesole e srablim
first I o rovetonr r ST, Wien s
d 15 Wit wnill woniener 89 run Peve (' ads s
1 R Ao edenoe el unengdiocg

The COCOT Article

Dy ZECC

I juzt recereed ey Fiewi lwsue ol 2500
Magariae and Iowed eVery pags ol L Of
Paibicular interest was the article o
LT by The Flagos. The article was VErY
Infornarnee awl wiry limele, as thas: yie
OGO hove s1a-10d 1o Pogr i dn chis aeea,
I uebelisvable numbers. [ bave 2 few
additicnal ifeas to wdd. Firsr, lsdcad ol
wsing the call feewarding 1o fopward &1 calls
e WUl umber, Whie not ke the COaT
ferward all calls 1o 2 lang distanes
COTAIRErT The QOO b5 ool r you and iz
Eris asked for che calls

Ancther 1dea fa 1o coafuse the averape

Anfun

wrer ol COOOT thar allyws et mode,
Forwanl the eills from coe ongs so arw ko
CIMOT. When the cwner calls the st we dl,
he gres the wecond unit, and 6 done oo
_n..__._:_.m..._ of him COOUT=, it 1s bourd e drove
i puls, My Tinal suggestion regacdin
COUOTs should anly .u.n.._......:_._". frd nq..._....._ M."__“....W
COLOTx thar are really vicious abogl
rEping pavple off. T regquizes 1he help of 2
fziend In ascther part of the colinlry whi
alza Bas boen the vielm of & vickouas OO0,
Forward all calls from local COCOT A i
distant COCOT A, Then have vour friesnd
forward distant COCOT A te foeal REOC
Ehans A Now, gl an unrcstriceed diadbogs
ool decnd COCOT B and cal lecal COCOT A
The cal wil oward ra the daram nidmber,
which will foewssr] 1o the RROGC pheoe local
e eia. Leave OOOOT U off the Book and B
and zisder local REGS A Now jeave tha
o all the kack alec, Beth the loes] and
disrar alfendiag OO0 s are rackirg g a
Largm Bl wrel w21l cortimee fo da we warit
SRS fnerol Ginses By and hangs one ug, OF
Yama wanited, vou could wre the unrestrersd
dialicne oo Joomd COOOT 4 snd Flage the call
' the distsnl COCOT From there, bzt then
Ve Bt serowed up s many phenes as
= L 3

C o beasss e wei e pamiculashy nascy amd
nave @ kot of Friemds wha can ..-,...“m their loaal
LAROT s 1o ger call Terwarding, ve iulid
fun aup Yilla enoa bunck of phones by
makl them all cali cach aeher. Near, huhy

Id lke v reple tooa Sther wricrer b ZEOKD
I the same tseue frem Jeff. There are
several ways to histen inoan eellular
tekphone somersations. The sasiest woeuhd
ke oo By 2 searmer ared meadi Sy 61 1 pick up
the cel frequensies. Hosever, iF vou [LITS Y
Wwanl o Lroesd o @ seanner, o damd ks
”_E..p. tr make ke necessany modificaljens.
fere = & neat Bile drick for Rafendog moan
leaa] cel ey
Il reguires twn felevisicns wirk ACpardte

snitenngs booked vp e sk UHF fermiaal,
EUL Ce 1V an LR ar mest 4 the olfe i bap
HITEE o wark betrer, but sanr alwava
Jramticall arel buse iem bath e the chassel
Targe of ¥3 83 Turnn alf vhe sonziad oo e
'y ditberent chazue] combinalanms 1 i i
tind a rombnation whish prradioces a
diffecent sratic patieen chan 1he ather
crenbinabions, Yene 1l kons wlT W wee B
v e b Sl taring on the ooe with the
waared afl il pow Fear g boead i he sl
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ary the ether o, Yo are mew in the cormeol
area for pieking up ool calk The foe g
wAl] let yesr saitch Berween the varkos cel
Frecpaencics. In sy area L e the t with the
amird oF 1o 75 ard the one with the sound
oot B3, Yoo =t have 1o Tl arcaed with i
Tar @ whils 1o grt iU oo wark, but oneo v
find rhe m_:“_m......m =cfug, Voul are sct facover.
This Hitde trick fa why the FOO fa mepaiiing,
21| mmar 1= I up ta 7.

e Halo Jonca
D 28000

[ am wrlling e thank you Tor your
excellont arihdes fon COCOTE. 1 am glad that
samenne Fraly rald o it readly 15,

Frcenthy | owas a wiethin of a collocl call
placed from a COTOT. Ewas chargrd clase
shirey Jeliars Fer a IO mimate call. The
offrmelirg Com ey W “Oerabor Assislsmer
Mermari™, | guichly called my el plone
compern arkl had the charges delabed. Bl
1"m suce many ather people wha gel
whordmdmed by =uch ripooffs dom't da arvthing
aboeat B

Taking the saxggestion frem the ardcles
auther [The Flaguel, a grnge of frisnds and
mvwell have foomed @ nelghbochood parmd
called C.OLF. [OOCOT Oblicratioa Patroll,
Ly the nane, Tm o=eee yens can figeee ool
whar we o, To date w2 have eliminansd
ahout B OOCOT s, and enly thres of those
hae been Tepainod. We prefer o “bchoad”
e 00T s by rensindng the hardset, thus
inmeeent people ars NOT ripped ofl by
dropping money oo an otherklae dead
phane, Cur riciglbocheed b almapst froe
ol these el phones and COF, ol el et
wigtt] all QOCHTs are ol ol camantesion.

D
Depves, OO

This fen't gnate che Loy d oo chetd AL
LEREIT s e paod nopessrdly bad Tz assume
they are G5 o wvite afl ea ondre branch af
tevtunadogy bovense off @ fowe ke expeelnads,
Ripaffs shodd b olmimalel. Bl OOl T s
ran adualy do seme gl I they dmpreve
Lo B serioe sfrenady avasable. U e o
1% 3 soe Hhar ey e
Detgr 2504 :

rmavr b .n._.Lm_..n._n__ Tenly ariscie Ao yoour
Sizmaner 18930 ssac coritked An Intsxlucrian
o COOO s was lther lal weltten by a
cepreseniative al ane of the Teeal an_...nF._m._n
carriors oo [hl your wober (The Flaguch has
beem  eecelving  mome  awlully - pocr

inlarntaticn cegarding the pay trlephane
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radisioy.

The teal pay Lelephone rip-offs are ool
the trdepernelent pay telephanes ospoodes.
mest ef which are =mall, independooi
tominessneaple such as porsehes, The ol
rigr oifs are the mager leeal exchange carsiers
whao subssdier Their pay belephome operarions
with tegular telephane tevenucs, Fasry ooe
of 1= ey extra b the foom of higher booad
1slaphane bills Lo swppect the LE.C.'5
sneffictent, unresporsive pay Lelephone
bureaacracy. Why shaaid your heme and
bustmess telephone charges sugppoert your
1L.EA s operations?

Thils 15 pot 1o sy 1Rl there havent beom
abuses in eur dadastry, But the vast
majariy af us deserer Berrer than yeu'eo
shown ws, our arhde plays cight inta the
eoppoliste [F.C haods, wha wondkd 10k
pothing hetier than e sliminate ail
catpenion and Triuen o the days of izl
urnsoninodlod merkpocy.

F.5. nacz

Execntive Vies Freshient
American PubEc
Teleghone Corporstien

B only ks fyranil _.Jn-..nlq-._u...m B
ther eftne ndustng o bl s, Wi tienk '
tapartant bo cleerly lobe! those corpianies
that are engpaged I AprEing ol e puibiic. .w..n-._.
stwld do the sere and sy Tl of
thoss companio, There reed da e some
basde standands tninoefueed fequsl cooess,
G qocess, rloar rale struciure, el W
keque Fa Fuvar wre from gl porspoctios and
1w encenrmpe oL rvadens 1o pod ws o dheye
Fad any prolus ceposonoes iz OO s
el ADS soeipeRnieE
Dot 2G0T

[ have been 2 subscriber fer the past
wrerral pears 2md wond like do congraslals
yea1 an a foc pebdicarion. Although T e vt
agoee wih wonar pasikion oo movrral aalieces,
[ amn gl that there i3 = responsible fooom
fior thess ideas Lo he expresscd, [ oalsa
spplad the facd thar you priot dissenting
wiews, Your sumsner 1szue which ki a _bh.m._n
sectzan oo "Magaitve Frodback® illustatos
athad [ am talking okl

[ asn as agasnst (ke abuse of poescr Ly
RO EovVe :r. ment agrnsles and _....._.u
mﬁ..nm,u_..:ﬂ.... M orat {legal, acts by sons ﬂ__-_._u.rn.
companics @A you arc. However, 1 belicvr
tkat these acks do ret ussify legal acts by
tdividuals, Yeor pubhishing sceaunis af
thrsr sbmses B ke best way e beirer the
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department

situatdcn- The madciqag amd Hlegal acts of
same flividuzls andy helps the government
|ustify thet abarses and makes things werst,
The aztsche. An Inlcialiestaae oy CXO800T 5,
desrriboe and rodarsss aclions which 1
deplore, Bl aa | srared above 1 am glad chat
there t£ a place =here such amicles can b
publshed. One coonment thak 1 wcold ke e
make |= that Lhe JustiBzalicn shich ke
iathee clalrna far hie chesis & m,nnbn___.nhﬂ.n_n.n_
iy kis hiding behind a flctitiors pame, I he
thinks that ks pesidon = morally correst, he
ahhl Slkew dhe paath ol ather eardzarians
b 1sing his owin name.
Gayler Magroder
Bl pare

Prison Phones

Dy 8040

IF you want a caller [ AR] system, Nuais
& Badow, P Bax 1111, Psennks, CA S2RTO,
I ancnired FECLAG has oo Bt it only woeka
In areas with Caller [0 Aryors wanbng 2
Figls speed DTMF mandlor Cas, bay oo franm
Coniack Emal an (506] BST-2000 for arcund
SER0 aloeut with seal Laye Tk lingnin lesl
sees, done rest scis, B add inducties amps
ler feaciegd, and & lot mese, Granted, thiz
stafl 15 awed cheap bud remember this 15 che
REEAL 1Aimu.

As far as phreaking from instde prisen. it
emn b clene bnal emly con sen-ATET phanens,
We have andect-coly here, bt T gar arcared
them as faliraw, Cnars has 2 mooording that
AFHA Y s rmins, When the parly i are
calling arnswers, it plavs the recondiag and
4ella venn fo prosy Uoee e accopk 4he call, To
srart wirly, 1 dialsd & oameher 10 a raceedsd
message ke the one ar our helpfal ATET
e [hal. The revending ridiens the phone
o el the call. Yo Son't SEabE yollr swshe
when asacd. butl bypass it by pressing a
number an the Revpad vniil the call 1=
placed. &s rhe call & aceepied, poadl hear
the recording say “Thank you for using
M " A= woom as you hear the ¢lick ther
ki in the cevnnding, o greess the reerbver
lewal dosrs for abeoead 30 o 533 millzeconds ra
kang up the wailching notacck Towll koar
the unoestricted dzad fene under the Boish of
the thank yosr mndssaages. Yeonn spaichly hin 1h
0 oeice Tor Jonal and retce for lang distonee
When ralidng to eirher operator, you skaply
ask do be cormoctod tooa pacticular mumber
Faozaning yaiar SR s swer @bt rhrangh. Heep
it stnple ra avoed suspleloo.

Ao fFN)

2. Rebel
W left cut gouwr locaiion bocouse Lue
WL LA danl i com e cesing Coy,

Frivacy Preservation
Dear ZEME

Reading abaur 1he Sscrel Scrwlec’s
wirchhunt gives urgsncy o the need w desl
with the Increzsing government rags fee ratzl
mantpulation of poeples loes, and the meed
o ke Ereclved narsThirgd conleoerabsl

ta vy e proteel kel privacy. The
grernments passion far prving nta cne's
privacy has roached the paint wheore one
grilirmg “oonimversial” mail shovlkd conetder
debling a mad drope Che's mail 13 el o the
mail drep's address and 1s mailed 1o the
cusigmer’= =dder=s by the mail drep
aprsratir. Firnling @ manl Zreg thal s oweld
min. and reasonably priced can take time.
Taak ke are el theres Moary of Theen mrem
1 fesl theey ars endifheed 1o langs amotinda of
morcy for ereddy mcrdec, Judping om khe
reasly egbly sorawlad eenles Mve received
frem a number of them

Ches o the Brssf mavaumers Tor mnasl elneges
Loompanics” Lirectony of LLE, Madl Lrops for
F132.85, whiczh Ix well warlk The price.
Loceapanies” address & PO Boo 1197, Fosl
Trwmsend, Wa S35, They =rnd books via
U=,

The grvemmenf bess adensded the slaner,
and the pubilic deemu 1o have come 1o
bEeeheee. that the goverceneans has an ke rend
cight re heep track ol ene Trem Bacth 1o
dearh, and than i somesone is atds a “fall
thiriagh dhe cracks®, that = deell 3 wrorg to
“aoctaly”, kod rhar SF anly the govearnsent
can keep betrer tracx of people, 1t can make
thirgs “the wane they sre =oppoecd o be®,

The abilicy fees people o change thelr
pame exkiod Jong before the sodal securicoy
ramber came 1o b vecd a5 & de faclo pamic
fa rrack penpks thaongd thelr bves, &l the
right o change one's mame was expressh
meani to enabk oo io ake a break with a
pecsd phase off e, e cindarmaticos] derrios
stored o oo by vasiones entites,

Elere in Califormda. the courts have culed
that ooc hias a cight 1o change onc's pamic
wilhawl el prosess, ansd thal caurr
process i entinely parallel, simply o make
the vharge a matter of official record. Qe
can g down 10 amy =talc melor vohicles
department avel have ane’s stwms changed
stmply b Filling ot a small plece of paper

2600 Mapgazine Page 29




Ier 2 mame change o coe's state 10 cand or
dsimers [eovree. Howerer, Ive Snane vl 1hat
o= ald msame s slere:d an the state
e palar Sor rrivieval whenever ane 12
atapped by Fuze, The MY also fakes coc's
thumb pomt Brrea licease or state 10 card.
Reverend Doktor
Nerman Appleton

Wiretap Clarification

Theat ZBOO:

Reterence 1s mades b2 Huoillng For
Wirelans., a boioee e 1he editor which appeals
on page 24 af the Summer 10980 issve of
2500,

Altnough | haes oo guarcel with hia
chesemyation than the phone cempany b5 the
wring place to shop Ter w sendoe that can
lpeare wirekaps., a number ol slher
conmenls maks Ty the author of thar lecker
oy el Lo be corrected

1. He asseris thal serics taps are the ol
Selivd ol tag wwed by he phome saengiogs, The
meal fomnmon bepr of Trereitony tap them: s
takrs placr whien @ relephone fmernan books
Ay wondr (i wrsingg his heosdeet, When be
doss that hre has twa cholces: TALE aad
s{OBITOR [ the TALK merls the hamdsol 1=
rannected tn parallel across the Hne and
works preniy couch Hke any ether extensico
You can talk and liatea and yau draw
currenl. 1o the MOKITOR mede yow arc
nming & capacitive Lap wired in paralisl
poross the e, ¥eu can haoar because the
vt af those epoaking act as &5 amed e
grassed by the vapasicer. No currenl is
drawn, We are draling with a high
dm el m,uh......u__..._ Lagr, 1ol & scricy Isp As
e wrineT sugders, Thers arr sowrea] oiher
ways kel nidged (pacallel) raps are used,
Eirme &re hostls amd cihers are the selt of
the phicsue s paay barlding rmivrer Image
MULTIPLES into the syslem stansibly Lo
allnw Ter Fature oxpansioe W oos oF mmalher
dipection, Whal This means = hat 1 you
lzzrem 1o the carcect BT on Uhe Framss o youar
bualding. yew can hear paur neighbeor's
cooversabons and in o like manmer e af
yuar sk may well have = tap af Feeds
h."_....:.. eacanbed oer the frame e his F.._H_E
These paraile] faps wirs bl In by the fclea
to give them anere tlexdbility io as=ining
Howes. Thiis sort of configaration =o'l abvars
1hers, baxt 4l 1 Fairly comamon.

2. The author talks abour 12 valis cor The
plieees liree= The shoubd koo that he weltage
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p.o. box 99,

foazad oo thie phoe Hoes, unless an o bl
phone er tan drows 1o dowm, b Bebeest 34
ard 52 vales thrnagheal Ehe conrdny.

3 The aarker advimes the rexder ta “par
yonar harnd en the cable and follow tooat.”
This “procedure” suggoets thar dhe watkar
chiher Twes cul dmoa tenl o the endddle o2 a
Aeserd, malles fromn arnvme el geHing w_unﬁn.n
werdoe, or that B has oever pecformed the
sepvlce he describes. B he has = .._.._...“._u_.
houss o offlce, pat tan Tar fram Dis
Iricphone i a wall thronagh which phones
wires mun, Hiw, =hore of gomalishing e
orEmscs, ks he progous te por Bls hand
o 1he caxble ad Boldore 41 car? Aol feorar dioics
Bz expect ta wac this proceduare al the
freermeddiare ditrbuabon fame whees maswy
wires casuot Be ston e grabied withoos
dizmannecting hurelmeds of phones Selong i
to pther suleamhers? How doos e Tellow his
e Theough a gas prossurnicad sples 1o a
waithole? Azsumirg he had the opomiss 1
pp=m =ixch A Aplis without derneTishing 15,
law does he oven kacw that ke 12 o ths
oight manliods, or which of the seoveral e
hlack cables enterng this vanlt through
uadergoman:! ceadulis, consaing the cable
i thar go to kis phanc?

The bumineay of olicblog the polo = alaa
wmmeirkalde, Bamy of Che =gilices are fod by
tn ar three ealibis eoatatmteg hondmds of
patre of phemse lines each, D ees b Flan
li Fare ous which ol o held ombe® Mt
salices =rn swewled and woatherpreled, How,
withist demodshing the aplices does b plan
ta get 1 and irapeet them and Dol Bis
gaq prhire (=8 oub Mamy of the aplices are
lcated mhamy Teel frans the telephone pale.
Daes hr plan co 26ing hand owver harel skaig
thr hage black cabic arl ....:...n:.__"__._ﬂm thes
sealed sallee with ane laod 25 ke hedls an
wAth the ciber? Aad what hapgaens when he
coma a4 Black Box mountal eaothe groarnd
o oo pole? Amsuaming ke hos the apoasl
key and = e wrench bo open thess, which
of the hunadseds of hidden prewired
termiinaricas g to his phane as 1 eaters thes
el and which of the kuadreds of sdontical
arangs and whils Jumpers go b his =rmvks
a1 m_..:..._.: Il 1._..._._n._.n._.".

The author says thal “rhe hear sohrbon 1%
ta have the phone d=cmmected and Dol use
vzt ol Afer mirgd throagh all dhal wark 14
wer {F hi= Tine was clean. wha coeald blane
hirn for saibchiog 4o sigrs] minrers 2nd dom-

Ernits?
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middle island, n.y.

Certaialy it 1z posasbls 1o conduct a
competent sweep of the phi: lis [or Lape.
Bl nod by using the procedures outhoed ty
the auther. In facl, the procedires he
outliaes virfuaily a=sure the would-ha
wiretapper that be il ncver get mnght,

Alpn M. Kaplas
Attormeys’ Investliative Consuftancs
Las Vegos

A Modern Proposal

Dhei b 206 0l

Having recenead yoor Spetegg 10 [, L
iemediatehy perused ir. The artido: an the
harassment, arrests, arc. of hackers amxl
phreaka disturled me

Depanrse of this, [evald Tikes 4o puat ferth
= propesal for debate nithin this magedoe.
I Irwin Strapse’s book "1k To S2art Youar
hwo Coaaty”, & amall coainlry kneem as
Seabarel = cited, Sealand 1= locarsd ear the
maekth &F tThe reer Dracll 1 che ﬁ_......m_...u.F
Charnel. Firate broadeascer Faddy Rew
Batea it clabm 1o weme WA vintage man
terarrs, which are veny sl=flay te cffshoes 8
fAatirme 1 bclieer i woold be possible. with
u.un_.n—....la.-m.. o w._..__Eunﬂn either & Bamal, kleally
decommisnioned aofl (anker, or an older
offshare oil 4f, Anchor it noa relatbeely
prainied arca in ioternatioonal watsrs, s,
&1 an weclatned Arell or some =uch, 14 ooudd
then B uswed ax a hacker fdata bhaven, o &
backer freapart.

il theoe 2= enough Interese, 1 ey alicmg
thiz i the Ailurs.

D, Dewvlant

We hmel zeme pirate nadio peaole ooy s
ROoAr LS d e gears ags, They eere 1
rarnzitenal waters, Ul they 2l ol
wizhibieed, The =ad fect (= thet the LS.
oumiaLen dian ke wanll g oo e fo dop
o AF they feol thog have to) Hod there's
nothing cerng 2ot Ll 1 anLILL
Neidorf Defense Fund
Dty 3800

I enjoyed seading vour intervicw wilk
Crecg Wetderrf tn the sunumer edidon of ZE0KL
I was alar dizmayed when | oead thal the
EFF was aial plaoning oo fupding bi=
delemes, For sanss reasarn, F sl theaaght That
detending poople agatnst governmental
abilss was whal dbe ERF was 21 abouat,

1 was also disappainicd that PA00 did ne
pubiiiszh Lhe address of the Crajg Neidarf
Pheferse Fuiald. 1, R ome would hke 4o wrmd

Andynin FH00

the guw a check to help him with his
atlemmey fees, Thers are a fow athers b the
BES cxrmmundty cut hore on the "West Caast
b wanlkd Hkee 1o kielp.
Jeff Hunter and
The Temple aof the
Screaming Eleciron
W hewle o elisogree with our rocders bt
Eil2 n_._._.._.m._w.___ the: audforms on poge 0, fars i@
is again: Neldor Defenss Pund, Hallen,
Muchin and Zamvs, 525 West Maorros S5,
81860, Chicage. L GO80E-2593, Afrn:
Sheddan Zeacer. S e, coninlogions from
s roadaers hove boen pretty diseal I s
made & cortribation end pou dida® ger o
rarsdnial thank wag from S ket us o
I tiow'd racher ke thee dodarion thrmagh us.
'] ke kopmn (e forieard @ 2o Rlea, Bar
e ek ool s car s this bace s bucirg
gl for aill of us,

Which Decoder Chip?

Deenr 26H00:

[ enfeved rhe Spring 19583 jszue
immonacky. The DTMF decoder project was
Just whkat the dectar endorod, Would a peore
comimonly avaflable CORZIME tone daaada
chip ke a gocxl smslztiiuie for the SSp20es
The physical ploout 18 different bl 1 scems
tx b elecimically coqubralsnt. For acatker
excellenl sousce af electroni: parls, gria
calaleyd from Cirouil Spoclabsis, PO Bax
2047, Sonttadale, ST EGIT1-E04G ]

Finalh, here's a COCOT mamber s by
21 6-53 8575, ATrer Tens v Lhree riogs 1
ansaers with a famale computer swicr aaying
“Phartk yona” Tolicrere bre four bowch tones.

Abrem, Ghla

Watre told the SSM202 in aeadcide ol
Fardio Shueks You con't ged more oonumaonly
amalabic than dhat Try e COOOTS =l
F12JCHTRES and 2 [ 2-0e-05 1 20 Hiding a &
wile fuben v i macrashone and allow you oo
hear sirect Rolse @ N Yook ity O mombar
1 admiey deal on 1he neighbaning phore.
Creneral Observations
Drear EO0;

Far mwy fellow readess’ info tL mighs Be
important ra keerw Fial beyls Boxes are =140
wrry avatlable at atrports. The coustesy
phonies: that suimmon kaoal metels. reneal car
COME PR, Sl s mart courioous than eoc
wolin imagine. The hesr prorecticn I'we
Pruzud wo Sur ey small speed dlal box voder
the szt coputected with a Hmple modulur

feontinued on page 4y
et Mapazine FPage 31




CONVERTING A TONE DIALER

by Moah Clayton

A very simple modificetion to
Radio Sheck pocket tone dialer pan
#43-141 %24.95) can make i inlo @
red box, The modification conzists
of changing the crystal frequency
uzead to generate ihe
micropreCessars timing., To make
this modification you will nesd &
Phillips screwdriver, a flai bladed
sorewdeiver, a saldering iron, a pair
of lang nose plizrs, a pair of wire
cutters and a G.5536  MHz
{megaherts) crystal.

Lriznt the disler with the keypad
devwn and the speaker at the top,
Rernowe the battery compartment
cover fand any batieries) to expose
two screws. Remove these twa
gcrevya and the two on the tep of
the dialaer near the speaker. There
ara four plastic clips that are now
holding the two halves of the dialer
together. Push an the twa bolttom
clipz near the battery compartment
and pull up ta separate the bottom
part. Mow slide a flat serewdriver
into the ssam on the left starting
fram the battermn and moving
towards the top, {You may have to
do this an the right side a5 well.)

When the tweo helves zeparate,
slide the speakar helf undermasth
thea othar half while being careful
not to break the wires connesting
the twao. Lasate the cylindrical
metallie can dit's about half an inch
long and an aighth of ap inch in
diameter) and pull it away from the
circuit board fo break the glee that
holdz it in plece. Unsolder this can,
which is 3 3.,579545 MHz crystal,
frem the circuit board.
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The hard part of this medification
iz getling the new crystal to fit
properly, Bend the three disk
capacitors over, &5 indicated on the
diagram, o that there will be room
for the new crystzal, Also remove the

indicated screw. Since the 5.5536

MHz crystal you have is probakly
much bigger than the crystal you
are replacing, you will need to band
the leads on the new crystal 2o thet
they will match up with the pads on
the circuit board. Flage the new
crystal on the sireuil board using
the diagram as a guide. Zolder the
new cryvstal in place, As an addad
touch you might peel the QU sticker
off of the PC board and place it on
top of the crystal, Now carsfully
snap the two halves back together
while checking to. make sure that
none of the wires are getting
pinched ar are in the way of the
serew holes, Put the cese screws
pack in and insert thrae AAA
batteries  inte- the & battery
comparlment,

Your dialer is now ready to test,

o Switzh the unit on. The LED on the

dial ped side should ke lit. Set tha
lowver slide awitch to STORE moda.
Pre=s the MEMORY button on the
dial pad. Press the * key five times.
Fress the MEMORY key again and
then pross the P1key. A beep tone
should be heard when any kay iz
preased and 8 long beep shaould
zound after the P1 key has been
prezzed (o indicate that the
programiming  Sequence  Was
performed correcthy,

Switch the unit inte DAL made.
Presz the P1 key, and five lone

Ayt 9N

INTO A RED BOX

pulses that sound remarkably like
coin tanes should come out of the
speaker, | usually program F1 to be
four quarters (inserl ane or two
FAUSE's between each set of five
tones), PZ to be two quarters, and
P2 as one quarter.

Of course, you can no longer use
the unit to generate touch tones,

History and Theory

& friend of mine and | were
zitting around his houss one day
trying to come up with 2 way to
build a reasonsble red box. | had
built one with analog sine wave
nenarators in the past, but it was
difficult to adjust the frequency of
the outputs and keep themn accurste
over time and with changes in
temperature. The electronic project
bBox | had assermnmblad it in wes bulky,
hard to conceal, and definitely
suspicicus-looking.

My friend was playing with his
caleulator while | was wishing that
we had the money and time to
design a microprocessarcontrolled
devica with its own costom PC
bosrd. After a while, he Bnnounced
that he had an idea, He had been
looking at a data sheet for a DTRF
(Dual Tene MultiFreguency aka
touch tone) generater chip, He
cafoulated the ratio of the coin tone
frequanciaa of 1700 Hz and 2200 Hz
to be 0.7727. He then want through
all of ithe tone pairs used for DTMF,
calzulating each of their ratics, He
discovered that the ratic of the tone
pair used for * was very close to the
ratio for the coin tone lrequencies.
Thiz ratio, 241/1209=0,7783, differed
from the ooin tone retio by less than

Aururmn TEH0

orue percent,

What thiz meant was thal since
the tones generated by such a chip
are digitally synthesiced from a
divider chain off of & reference
crystal, if one cheanged the reference
crystal to the “right” frequency, the
coin tones would be generated
instead of the DTMF *. Mozt DTMMF
chips use a TV color-burst crystal
with a frequancy of 3579545 MHz.
To deterrmine the erystel fregquency
that would generate the coin tenas,
one wiould eompute 3578 545 J 041
* V700 = 6,466 766; 3,579,545 1709
® 2200 = 6,513,647; {6, 466,768 +
GR13.6471 2 = 6,490 208 MHz.

Unfortunately, this is not a
standard crvstal value and getting
custar cry=tals made is & real pain
for the hobbyist. The closest
standard frequency | eould find was
65536 MHz. | tried a crystal of thiz
walue and 11 worked,

(The actual frequencies produced
by a DTMF gencrator chip depend
an the pariicular manufscturer’s
dezign. The calor-burst crystal’s
frequency is divided down to the
OTMF tones by enintegar divider
chain, Because the eolor-burse
crystal’s frequency is net an imeger
multiple of the OTMF iones there
will be & small dilferense in the
freguensies prodused from the
standard.)

When we first tried this, we were
using one of Radio Shack’s earlipst
tene diglers. It consisied of 2 DTMF
geraratar chip only, and a2 such
cauld not produce 8 sequence of
tones automstically. Tones were
ganarated as lang and as fast as
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RED Box CONVERSION

ane could press the buttons, We
were able to simulate nickels using
this device but doing so was fairly
slow and tedious, Because our
manual timing was g0 far off of the
rark, our attempts at producing
dime or guarter signals were a
rmizerable failure. A live operator
would be instantly connected to the
line whenaver we tried it.

The Shack™s next model had &
microprocessor and - a  lone
generator in it, cach with separate
crystals contrelling their rezpective
timing. It wes just 3 matter of
changing the micro's crystal to get
the right en-cff timing for a
quarter's timing for & quartar's tone
saquence as wall as the tone
genarator's erystal to get the proper
goin frequencies.

Later Fadio Shack carme out with
the model used in this praject, |
pramptly bought one besause it
was lower cest and maore sompact
than their older model | pul some
batteries in it and tried it oot I§
generated DTMF sequances with
very long on and ofl tirmes, but
giher than that, ssemed like a nica
wnit. Upon disazszembling it though,
I hocame unhappy. There was only
one wystal. it controlled the timing
for a microprocessor that was
specifically designed to syhtheszsize
ODTMF. There was nooway to
independently adjust the oulpul
frequency of the tones from their
on-off fiming. | was just about 1o
say, "Oh well, yat another tone
dialer for my collection” when it hit
me. Why not try tha higher
frequernty crgetal? The timing might
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come out close enough to simulate
gither a guarter or a dime. | made
the mod and tested it out, It worked!

Thank vou Radic Shack, for
giving us a convenient to use, sasily
concealable and non-suspicious-
looking red hox.

Refercnce

The crystal iz available from Fry's
Electronics in Freemont, CA for
£0.50 plus the charge for UPS Red
ar Blue, Thair number iz 4$15-770-
3763, 1 waould suggest buving five,
gome for future use and some just
in case you cut the leads too short
when trying this project.

Coin frequencies: 1700 Hz and
27200 Hz +- 1.5%,

Timing: & contz, one tong buret
for 68 ma imilliseconds! +- & mz; 10
cents, two tone bursts esch 68 ms,
waith & &6 ms silent pericd beteesn
tanes; 25 conts, five tone bursts
cach 33 s +- 3 ms with 5 33 ms
silent period betwean tones,
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Wa want to thank everyone who teok advantags of our Spring
1990 BallSouth ES11 document offer. Mow we really need you to
help by contributing to the Meidorf Defense Fund. Detailes are on

page 31.
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Hera wa sea what many 200 customers are now ohle to see: YOUR
telephone number. There are still parts of the country that don't

pass alenyg ANI; they are shewn as area codes only.
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building a telephone

by 1000 Spiderwets aof Might
This multiperpese induction coll
slips over the handset receiver of any
payphone of standard desk phgae 2nd
can be usad in conjunction with a
Walkman-ype cassetie unit for a
variely of record and playback
fjunctions wih excellant fidelity — at
least 1o the exlent 1het the telephane
lines can camy frequenty responsa-
wise, Tou'll need a pigse o brown
corrugated cardkoard from the side of
a discarded box, Seme thin cardboand
tlike from a cereal box), a gharp hoblby
knife, slectrcian’s tape, white glue or a
hed glue gua (iEH speed ﬁﬁmzc.nsu._ a
greal desl) and 50 feet of #26 wire.
Bsgin by taping a single layer of
cargal bax type cardboard {about 172
wide) around tha recaiver side of the
handze! and secure it with a single
wrap of lape, Thiz is a spacer layer
and iz eventually dizcarded but
inzures the finiehad induction oll
glides easily over the handsel’s
recelvar. Mow wrap a singla layer of
1/2% wide corfugated cardboard
araund thiz spacer layer end sacura
wilh a wrap of 1ape. Corrugated
cardboard makes 15e best coil form
because of iIs strength and righkdnass.
Pull the eorrugated cardboard ring
aff and diszard he inner spacer fing
jor sawve i if you are constructing more
than ong coill. Glue the corregated
cerdboard ring 1o a 4 square plece of
corrugated. Aftar the glue sels,
carafully cut oul the nsida of the nirg
with a sharp hobby knife to make a
Aica round hale that easily slides over
the handsst's receivar. Now glue
another 45 square plece 1o the other
sike af the coil form sk 2gain cut oot
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the side of the ring.

Messure aul anout 50 feat of #26
wire and wind it argund the compleled
corrugaled coil core. Securs 1ne Two
wirg ends af the coil by teisting them
together & Tew Umes, At this point you
can either salder a short piece of
shislded cable stteched to an inline
ACA phore [ack or a lenger ¢able
tarmingted with a miniature starso
plug of the Knd used in Walkmar-Type
headphonss, Connect the lefl and
right channel inner conduciors
tagether for one connection to the <ail
and use the shislded braid for 1he
oiher connection. If possibie use a ol
cood, They dont tangle as easily plus
ool cords always have a cool hi-tech
kook, ba tham.

Mo carefully irm down the oulside
cardboard sldes of the coil and Wiap a
long cenlinuous cverlapping spirel
layer of glectriclan’s tape around Lha
remaining “dowghndt’ coil. Maks sune
the fnished coil easily slidss over the
randset's recever without being too
losa or wobbly, Acd ancther partial
layer of taps f necassany 10 =NUg vo
the fil. For the ultimale Tnshing touch
1o completed induction coil could be
dipped In "Plasti IFp” instead of using
the insulxled lape. it dries b & $mooth
undorm rebberized coalirg, "Flesti
Dip* is usualy used 1o dip screwdriver,
wranch, or other ioe] hard'es in order
te prevent corrozion and provide &
better grip,

Make a Red Box Tape

Tha easiest way 1o make one by
yoursst s 1o find two payphenes side
by sida {like a1 a shopping mall,
airpart, or hotel lebby), Plug in your
irdustion coil 1o the tape recorder’s

Antnmn 1894

induction coil

external miz input making sure you've
inzialied fresh battares. Pk up phond
#1, s%de on ihe inducticn coil {i1's bast
1o cover the moulhplese with & thick
ioin to block any extranecus sounds),
giart the recording mods and initada &
call to neighbering payphone #2.
Answer it, press the mouthpicce
against your chest to black oul any
maise ard siewly deposit about 25 or
56 worlh ol quaders into payphone 2.
Hang up phone #2 zler the last coln
and all your changs will coms D via
the coin return after a few saconds
delay, Mow you have 2 red box tape of
quarter lones ready to go.

Flug the induction coll inlo the
aarphoene autpul jack of vour tapse
recordar, Flay back the series of tones
— your'll hear them cleatly reproduced
through the earplece. Adjust the
valume conirol for a nice and clesr
reproduction, Lsually the control witl
ba & nwich or two shoet of full voleme.
Feoes make & host kopg distance 2l o
check oul vour fsw 1ape, Just don't le
vour batteries run dewn oo low and
yvou'll elways gst consistently gaood
results. The tape can svan be opied
gwar 1o ancthar Walkman-type
recarder using an eppropriate patch
card. IFs best to recerd and play back
Lhe copked 1ape an the same cassells
recordsr because exac] lape spood =
impartant 1o kasp the pich of baep
tangs identical. If yvou want to play
musis of a prerecarded spoken
message over the phore the induction
coll will preduce suparior fidelity
coarmpared to the carbon mic elamant
in the handsal, While music {idelity
ien't great over the rather limitsd
frequency range of phana lines s =l
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Ok — much belier than you're used to
hearing and at tmes it's fun to be abls
ie o 1 convenizntly. Since the
induction coil couples all signa’s to the
phone ling via a magreic field the
fidality is as good == possible and 5
oaly limited by the charaglernistics of
tre particulsr phone cireuits

(Turn page for picturas.}
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the telephone induction coil THE DEFINITIVE ANAC GUIDE
- b T A T
: o T s This i & rmencal liss of ANAC rurbers fof te Linited States. Dialrg s number gives wo your
- telephore number. |4 yow don't see yoor grea oode Nare, Y searching for oL ANAD numbor and lat ue
kna whien you [ead it 1T you'te feing bouble usng an ANAC lished bolow, Iy pLiag & 1 in fraataf i 4
T CoescEnt T o e, Tl rrmikess iy feree changed or may rot 2pply 10 yoLr area,
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‘i _".1....-“:..5__..1“. LRk I i)
ack [0 W}, Odhers scem o b wide. open Firsl Mhome, Inlcgrolcl. and Melatlantic
ad 1mscscActed An thr anchd r.—.u_-n_.._ hawe = avern Broall B oosieg! e same usd disbence
slandant fome gesweratie or cury s bt - Hnes these  davs: Seowhen you gt
Interrupled by an opsrator. they scom o
I ko PO with o enodesn Bar the ool . have no 1dea whose customer woeu Are.
aystem 1we been able to explore 45 the  Avcess #9501 ME or S00-250- 1042, Have a
random fnteracthon of & Whom cordbesa - med Go Al Thern. They chande e 80 Ceris a
telephone activared whille I'm. oo Hne. The eirnste T eall ey e eall wakllngl
freguicrcy =roifs garbage sl cver my f&onden Eome orker simple fon chat 1 kave had
arkl rhemt the relos guys are woder the streer. - the pleasure of cxplering s saswering
for weeks messing about with the lacal - Cmackine=. An sdicle om this sctiecr wald
satiches. Pomomot sure i they are Jookimg o L sy 20 aenrguese, Al of the jensote access
blem or addmg now mopiars Te ey - codes are priated nsbde the cover o coo s
AL vy sy sdutl, siicker on the boctkom of the machizu: = vz
A cvewideratlon o sacous hackerns may.  locad dopaciment siers, ascnecrngd in
be an cassctiation slmifar s te  AGCE. chechen. Flayback and rocen aponltor soem
| Clandesrine - Fadio  vere harenless, ahile rosco OGM pecard, sl
. They had some sort of poaol el | eodofl ceald e yms anme ocable. Mose
ds v pa the FOC fioes and legal Toes lor ol thens can bie b wirh & general sean af the
rald mmembson whe gol caught. As the - coeess. Ao fonovzihne .ﬂ.mﬂ_n;r_hnﬁ;. was planend
clappadenen gers Tighter we shall kave do grt | by doonsgers cxlling onoomy Basineas 800
nuare erextive e oer defenses. lines aver the weskeand e differe e
Mrate, celluTar is Wrowing Tasr. The  payphooes and leaxing mossagcs for thor
ProSrantmning SOquence SOCms 1 b the by Iemnle by reldeve Tecsn aaey Glher payphone
I ire I haee 00 aecn: Aa dealers Become  in the countey, The cheapost way o =icn
Tassier, Mhey are wlksng the Wiers through © them amz= fo pit ind vory okl machine
Lhe sefun ._.J...._.-_".u__.:....- ot Lhe phuzeed Kopmally WAL TSI e Cons Penaobe.
Lhsy are r_:..r.c._n_.._.....-..._.u__"..._n_.._..h hop. _._ NE
keep pou posted. Rhode Island

2600 BACK ISSUES

Yhat o great gif idea for e holidays! (Beats the beil oui of Spers Wustraread)

2600 has covered a lot of ground since 1984, It you hoven't besn
il Us 1ad the entire journey, we think you'll find this Bit of history

enlightening, educational, and enlertalning (the 3 a's). Our back
[szues are sold by the year (5257530 overseas, Us funds only). Usa
e order form on Poge 47 and rmall i fo:

2600 Back Issues

PO Box 752

Middle Island, NY 11953
Allow 4-6 weeks for delivery.
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2600 Marketplace

260 MEETING:S. First Fouday of the
moath &b the Ciricoep Center- from 5 22 8 p
in e Lobby poar the payphones, 153 E S3nd
Ar, MY, betaeea Lex & 3nd. Come by, dnop
off zriicles, ask questions, Call 216-751-
2R00 for core _.? Pavphone purnbers ;
Crlcorp: 202-235-5011 212-223-5527, 2
S0g-fidd I _.u J08-8162, 212-308-81 _.“.._..
Mectings 2lsn fake place in San Francseo
at 4 Embarcadero Plaza {insid=) starlng 2t
5 pm Peailie Time o ke Srsc Friday of the
maenth.  Fayphone nombors; 415-395-
505,456,

WANTED: Bed ard Blue bos placsdars s
assernblod kite, Alsn, exparsson cards for o
256K Compaq. Please canlacl Chazles
Sillimnan, 11819 m.m....:...r,....... Housten, TX
TIOT

Litle Bive Box™ 55 & larpe SARE wfls
ceols of stamps Pebe G5, B Hox 2635, Mt
Laweel, NI 96534 W ane the Curiginal!
sEW FROM CONSUMERTRONICS:
“Woice Ml Muckere™ (53700, " Ot Cand Siorre
" (529, Credit Cand MNoumber Generztion
Lofiveare feae). More! Mary of car Bvodiics
opdated. Mew Techastopy Caalop 52 (100
....n...d. s feed mlommslen contnhulions on 2
foris of fechnolopicd hacking: X0 Crezeenl,
Absrmeraks, MM SR 308 44023
EARE TEL BACK ISSUE SET, (LL: TAT bt
sty =kephones) Corpleis T seax 104 paos s
315 ppd, TAP back insuer 5o 320 preges L st
copics WOT photo-rodaned $200 ppd ele Mo,
T, B T2, Blor, i 442400
VIRLUSES. Hﬁ_.nm_..m__..f.m. LRI RIS,
WIEYES, ired cny

TAF BACK pg ...;s.__.un have w.u,_.:mﬁ_:n 1o mm__.w Are you  oher nasies ane

15 .._M.H. e m Iooking for something to buy? Or trada?
solrplens 3RS This Is the placal The 2600 Marketplace is

1-41,
gaaliey,  J50,EFE A REREEY

biek o oo vo suBEGHBers! Send your ad to; 2600 7

waimbed oty

educatlianal
pirpeess AT ke
an infecled disk

SASE fior:: Marketplace, P.O. Box 33, Middle Island, 2ndfr 15 soipee
index, info on - MY 11953, Inchude your address 1abel | p 1k o ]

other holdiegs.
Robert H., 15049
N Tk,
Wanwarss, WISA2LE

WANTED: A 5T hackingfralecam
prasgmers fn rade, T Bave Mickew Diialer and
2 tone peneraixon programs, Mil, PO Ros
7315, Berkaley, CA B370T

WANTED: Backing and procadking selwan
far TBM aad Baves compalible modems.
Wardizlars, eateades scannsis, ardd hacking
prorams. Advise cosl. BT, PO Bax 353,
Wiefreld, 1L S0 15,

TAP BACK [S5UES, complete s21 Yol -
Q1 of QUALITY copies from originals
Inclpdes schematics and imdexes. 5100
postaaid. Via LIPS ar First Class Mad, Copy
of 1971 Exquire azicls “The Secrets of the

Only people please, no businesses.

will pey for thetn
Flenze post io: F.
" Grigfith, %
Arsmnth O T .,,,,.,n__ By OOT Bed 2P0 Cimenin

WANTEIE Avslin moocdings of relephons: redaied
rstkerial. Can ree Inoen cocondings of the postand
present o funny g calls B phons phresiing.
[repaime 21 26000 B0 Bow 9% Maddle Tdand, MY
LI%93, 518 35120000

YAS HACKERS: Bor sa0e 2 conmplzle sen of
DEC WARNME mennals in gaod condition.
Moot e for WS sevimion 4.2 some for 4.4
Excellan: for "axplaring ™ incledes Syamm
Banazor's Boference, Guide To WAXNVAS
Sy Socary, and arogs, Wil monests ko Reger
Wallingion, PAL B 428, Leoris, W] GT005-
(i

Dreadiine for Winter Market place: L'T91L
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CREDIT CARDS
AN ALGORITHM FOR -

by Crezed Luddite & Murdaring Thig
KDOlI'A20 Alliarce!

Az soma of you know, the credit card
companies [Visa. MG, and American
Exprass] issle card nunbens which conform
w0 & fps of checksum algodthm. Every card
niembar will conderm e tes chacksum, but
this is nal o sy thil évery card number thal
paz=as this checksum ls valld and can ke
w=ed, itoniy maans that such a gard rumbar
tan b issoed by the aredil card cormpany.

Cftan this chacksum test is wsed by
compaies which Lake credl eands for belling.
It k= often tha frat elep In checking card
p.m:u._._..__. e .._..__..,_._.__u_m_.rm 1 Bl tha eard,
horwaver some companles siep harg. Soms
copmpanigs anly chesk the first dot and $e

expansive o the merchants. Oftan a
CoTRAny will ke the card pumbsr et &
custamer, rn it throuoh the atgaorithm for
verifcation s bl the card at the and of
manth, This can be wEad o yalr advardags,
depending on the stuation.

IFyou trage card rembers wilh your
frlgndsz, this is & quick way ts verlfy the
numbsars withawt F=dng to call up the creds
=g et ared thus Bave a tradl, Alsa, a
few 1-E00 party line type sendices Lea this
algorithm exclusively Becausa they don’l
hzve & direst link b credit card company
compidsrs and resd o vedfy sumiers real
fast Snce they aineady have the aumber
waura celing from through AMIL they don't
feel it necessary 16 de a camplebe credit

& DG Chacksum War Ficathon Proagmm
by Crazed Luddine ksd Murdarng Thisg

o the EOOIAal Alhance! (Mew Yok, Londen, Parbs, Pragui)
Farmisson s gramed Tor rea disirboton
"Choosa the lemsar of beo evils. Yobe for Sxtan in 59

aa

Finchids catdic h=
mainfl
i
ohar cof2:;
Int ehmech, ke, prod, J;
printi“ndeec- MY ma Cheskedm Venfoation Program™);
peimfy“nby Cruced Luddie & Burdering Thug-nT);
Tar 5}
t
Pl nE rbar Card Momier [wo mpecas o dastii. ] (G U
3 g e L I o
A e[ =="0 e fai=="g ) rrasd;  mail infinke loop, i 078

ety Cord Typs =)

Hiee 0] % 3 A e [0 = "d AR el 2= 3

card numiber length, ethers usa this very  check | waendsr i thay aver heard of pay i . e e
cormveniant slqerthm, whie sthers conticue  phones. P A I e LR A G R
an te check tha benk [0 portion of the card Here's baw ta aloodthm warks. Aler the 1 ]

nurmber with & databaze to sea if It |2 a valld
Sank, Thesa tesks 3 desgned ja wied ot
custarners wha elmgly conjurs ug a card
aumbar, 1 o ware Yo by and pless at an
Amax number by vsing the right Farmat
Jeiacs with & and 15 digits keng}, only about 1
in 103 QUASHES wou'd pags he chechsum
algorithen.

Why do companies Use e anantem fof
varfcation hetead of daing an actal credit
chack¥ Firsl, it's much guickes faten done By
complter). Sacond, it doesa't cost arything.

lgrmal is chacked [correct first digit srd
canect numbar o digits), a 21312121, .
weighing schame is used s check $ha whals
cacd nunbef. Hara's Tig engish geeudosnos:
Uk elas .
qa lrem lirs! Sigit to ket digit
rociant ed i wal e of cumenl A
Fdgh posnon lom ond 5 odd
Fwn oy podus by 2
b proecuct = 10 oo greder
I mobtat B imsm procust.
P S Tl =R e
end Ioof.

slaa f len]des S Wbk nIr e ae LR
§ pricet] earie S and mumt ba 18 digita."};
GEmru;
1
stam B lecidles G nirkedee 1 TR e danec =1 B}
§ pringl] e ie numbars moat Ba 13 ef 16 digRa
cerliras;
1
LTI Rk SR e T e Fackiey
{ prslakmancan EXPreas Famsers moss be 15 digee.";
cominge;

1
= Parlerm recbaum - Weghieg o nhtnoynin.. Yy

- : il check & diwisibls By 19, ther iand pagsad chack = 0 = rpaml check 1o0 %
Seme cradil card companles and barKS oo b = mirerlenl:
charge marnantE sach ima they wish o bil Hera i a grogrem writen in G 1o parerm 1of (A Jerben;l4a] g Hrumugh mnlire ce oum athing Y
or yirify 3 card rumber, and Hamerchantls g checkeur o a Viss, AMEX ar MC card, oo = SeF1} s F oomvar cearin bt o

In & biuskess whera & ot of phony nomésrs
&ra given for vesificalion, this cin bepeirse
rater costy. 11 s & known fact that mast i

Thiz program can be easly brplemaniad in
any larguags, including AGPL, BASIG,
CORCE, FORTHAN, FASCAL o FL. Thiz

i (el predopredd; O W odd digl rom end, prod-prod=z v
A pirarabss prod = peod®] "
if [predea1 0] prodagursd-D; S opoaract B percad 18 =10 Y

X o e dE T % = chachachack +prod; o gdd 10 chek Y

ret all, srfine services (e, COMPEEEE.  nooram may ba modfisd, with fie additian of |
Gerig, els) use this method when 5 simale loop, 1o qeserate credit card A (eheck %1 2l ™ capd poed if chesh Sviiibla by 104
processg new sign-upe. Enough sald abolt pumrars that pass the algerithm within PARNGard passad chocknum et
this, you take & from thara, cartain bank prafzas f.e. Cithaak). If you PNt nCond did het pas shacksum foss )

._..q.__m. 1_."m_..|._"_.. _..h. _u_q. nqm._.".wm._un_n_.._.w betwasn kraw 1he lm_.__. _u_.n..—m-._.,...“. yau e Uﬁ._Em..“u_. 1.
eradit card companies and mercarts Bke  generaa valid card rombers (90 pereent of b
Placa an a manthly, weekly, of Bi-weekly  the fime). T —
bess Sech buls rarsactons & much less X - ST

Arndueraer 90} 200 Magaozing Pape 43

Page 42 2500 Magazine

Auturn § 9901




reey thee paed yoar ton: Fad hosy a great ezl
of pebliviy cowveorning the oclions of onenpeorer
kackezs, Szee we bepaa pubdsheg in T8 we've
plined o s of hockers being wofeirly
prossovkal el viezmizal W wish e could sy
_....ll_.‘..n.u..._..n.na. grlianp botter Bl wet cannar. Frends of
recent ot hav r 2 pranful by chear thar g
axharitios, abaeg ul wiad Iy Faened 2
messzze”. Thal messem of vaoura: being g
Fackicg is rol pood. A e s b he e
Tl as oo o T Uy wa1F 0 B riaad e
TREETEE.

And s ws oume B U 0sr chagier e this
gt seodeneing of e fockoes o Aalams
Georpia on Nevemba 149 Tha s, Kabat brgss
The Prephet, ik Drasden, e, {The T efosnn, and
Al Civaed (e Eleeilled wars mesbers of the
Lepion of Lkxnn, sms of 1he _"...E:_._......“ lendrg
Backer "proaps . Mambers of LOD were spoead
ali cover dhe woorld but e was ooreal
ofgzniFenion, jusl a dzsire Lo learn and shars
information. Haodly a pana ol e arsos, as g
Tios ael Cal By ey
i Arlave hackers had pleaded guilly
w varions charges of Backing, partianely
sencersiog SEEON (ke Seachern Bl Tz
Wetwock, vporsial by Bell§onht Sopposcdly
Kispa Tl sevessnd SBRON and s2ni the o
Famzizs 911 docomend o Craip Svidoct e
pebboation in PIIRACE. Earlicor this vz,
Eai1Bcuth vakool T dhwamont o re ety $600, 0,
Wewe merer dining Mesdorf's trial, i was revaalad
that e ksl wes really worth 313 Thae =as
anenph a onevines the povernmen? 1a doop ke
T

Bur Riees, Parden, and Craod bl alreely
pl=aded guiley ro 2ocessing BellSours's siempewr.
Fven though the Tecls in e Maknt cose shawed
the wiorid B wasind Bellfonlh™s srvossdiorn
wera, the " Adlana Thres™ wen; sastawesd asif
=vesy word bl Boam oug. Wihech snpaing iy
rach of them orordvead subslaniia
manchs o Bizss, 19 months B the ofwers We're
ledd ke conlid hes poflim cven mare.

This ki of 2 = g mi s a rvessage ol
rignn. The masssaps: 30 that e lgal sy eem ka5 no
ides has ba beusdls conepater hadosg, ere ne
hzew 3o by s o es _..."..ﬁ_m_n _......u._wuﬁ
irho s phee: Gongany 'S Glenoner systen. Mo

antl

Wi 2L
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FACTS AND

n......_n_“ﬂm.w.E._.Ja.m.m..h__._._:“..ﬂ_ﬂ._._._.pnﬁ_..,....;__:_.:__u,._
Lobo. They shamed mfermalion which w6 oo
ko was practizally worlhless, And lhey sz
profiled imany way, exrep! to gin knewhalps:

el they e being weated as il they wens puiliy of
repe ot anslaagheer, Why zs this?

[z addifon vo going %o prison the thres musd
pay 3235,000 in rescivtion. Agaim, its A voopld
PIVEIETY &5 00 o this slaggeniog figurs wos
arrived or. BaliSvorh claimed that 2pprosimae
figurs in “stelen bogmepasswords” which we hevs:
a preat d2al of rohle undarstandieg,. Sobody o
raii us expclly what thel means. And thene's oo
Falifenth clyires oo hove spect 51.5 mithkm
rrackicng dewn these indwidaals, Thar's right, ame
and & balf orultson dellacs For U phooe coopsay
=otrane three people! Aod 1 ey Deel r e and
szend £3 milioa o additianal saarity, Perbaps if
They hesd speunp [or asviery widwe fest prace, this
et Poever have bappened. But, of courss, then

tey weareld have mever ponten bo send the meseage
‘o a8 the kackers sl pofential Fachas cant e,

W think o'y bow: <anied peeple w2t a
sz O thisg iy Thies polng propee are
S0EE 3 friceo becoreoe @ farge companny Jol dlx
doors wide open and doesn’ e b Lk sy
reasponsibilzse. Thae in iisel iz 9 <ximinal det.

W vy ndways Telweved that if poanis cluze
a szrtee, they sheuld pay e

Luvags o 41

e T Faes, the [LOD belizved (2is too. Sidka
mesthacksrs, And so dogs U lugal vyaten By
bhewing things way ool of _..:.L.._.r._m_,:._ Pz

hat beerr ghde po prasp its meanics, thicgs mzh
hzve beenvery ciffersnl imdiacl, At il
Bellfouts's grovw exzzgecwiioms hal baen taken
inbe pooons 2L e senlesecing, This nusrea:
coa¥in 't have pocamed, Cirsadsr Fasf Rizea’
sarranoe weare as moch ol a0 cxaginrElieg i
JellZoud's sealsd vale thesr $1% dErcwmen, B
worald e ghle Lo secve fuil iy fas aver 1w
hours. Ard the 22100 Fararaoet wovald b
uniar 5470, B how maeh Senize e wereally
lalking sheet? Do Lokt BellEeuth for
A TS

I early 1990, ke 1hees oe 1o begin their

Antiwn J¥90

RUMORS

senieres, Sefors tuat hagpaeng, s iual sk
iy people 25 posschie with this messaps Wa
den't Eno iF f will ek a3 e s mthiz
fraaTular cass of the peneral puide, povernensnt
afficials, and the rediz heer thiz side of the seoy,
Bt we ok knaw iz eecald Feorpmin ped oo I,
Ll

When we needad b gar the weord el an e
Mider] sy, e Beered sonetimg el doe
gy el e Cmuounicalane. By mukiog
e oof the Do e tha slirw st es] Corenshoul the
phales rapifly sod rosponses pocred back, One
eorrpular st an particelar, The 'Well, kxasted
= e M.._.... Arzaad Cabiforea sl affilisecl with
The: Whels Farrly Bevies wes an osbumenial toaol
i opening T comeTUARANGNE, Wi hips 1 s
many ocher Afferdzbls molo-usesr oy dar
cffer bvely discrasions znd nsaful sarvices in the
[wire. We enzourage our readers o get invalvsd
e P peebewsloge oo pecicipalion & il
bz eriiess o sxubatzed ael pesirkcdes] by iDoeer i
don'c appreciale iL You can repser enlae A The
Wl by mllicg 415-323-51045

x Al

Bivangher ks o reds sl rozlly Brwrwcing
what's going on, tea eenge decthas wers
arresl=d i November anvd chorg s with cansing
524 millizn worth of damage 1o 2 voice mail
wprean. 31 wcma Thed Zhe kids were prooresed a
e walh thar selecrmplion e Cmes Pro
Magarine When they ddin't por 1 aber fepesiied
coonplzings, they Figured out bow o got wnno che
coompany’ s voloe mail spspam. They were chie 1o
gt infa 200 dillerect maitbexes, meluding that of
The: smpas prestdin!, The coopermy aocuses e
braibers of wiping ow mesaages, changing
jrass s ide, amd chargimz user pames, & compaoy
....___.“._n_......nH“._:,“nf._._. sy pavis e ey wers wiks he
chaenge nasas, elaimirg thal 1 wps pal A EA
thing 1 4o

IF, oa Fas been mepoeted, e voass meel sysico
wad Kalnes Fhawwr-eul, th: cianpay > abmesl
ol By rienpeon b For whad hagrgeens? e Lhem,
Phoremail 25055 pasaaords 1 b up i 24 digils
i enpth Ehess eleae sppeoverhy kL ther
pasd s g i e, which i vspally 3 mere
three dipits. Henes the exse of cnlry, And The Cacl
theat the sipafiin sakzesystralior ket hister passwood
YA ] expland e iy wine abl; ta

Awtumn I9N

chanpe vaor poares s Snly, A child eouddd do .

o nnany peapde sl eliie ol what thess
Kiids el a8 acipiskde, Bul the way the
eapan iz Fowed e s wad abegrd, an beg, Badls
have always daned esichiseals taeiss and they
slwas will And o snatler how haced the
aulbsritiis: iy, they'e nod geing 1 (el any
saneprivay bene, Thess wime Bxls being nmghly
and lzkicg advanlage of moompetence. & st2m
waming would tndoubindly Bave put an eod Lo it
Insiead, thew're being chargel with 221 Rincls of
federal crimes ard Lold et thew caused 524
rmallicn in damage, And S LS, Seczed Seovice
e dbe Pvew Wik Sk Folear sen el pooud of
1k,

REE

o T et of tha Mew Yok Snan: Pedws,
e din g W0 A rapnd Do thes pews &8rvia
Mewsonnes, Docald Dielaney, New York Swae
Felice Special Imvesiizalor. admits to spving on
250 meelngs al ke Citicorp Cenler in Mew Yook
Liry, Spdes working Foc him leok piciures of
ek af they otiendied the moed @y gaterings, I
exeres premy ahsurd char dhey woutd woaes thesir
time sneaking aocund when we're baving & peklic
mxading righ! amendk ine e mniddle of mideoen
Wao@odan AL e tho Gar [aid Gl we discoreed
i 11| .n_.um_._m. this hick i the SpTE din Sjwiog
L5990 issue] ard one gets the dstiner impressnoe
il these Jodks Boven’t wet fonnd their niche in
s,

arE

In & rrpeca] i ol jermping o he
bandwagen, @ Mew Yok tharapmat is sltmpling 12
£ot some e chiems cut of 2 recent hee kir sty
*Arconding be Jonorhan Renenn,™ ko pn e nekeine
reads, “drector of Berant Associales Secul
Thezapy Cender T Great Kecke, Y, [the sbory of
00, a recenily raided hacker] illastrates classic
svmpeors of social phobia — defmed as dhe
ealreme fear and aveidance of peonle cutsde of
one's immediate Earmily. Mr Berenl explaine thal
“szal phabics oflem farm 1o cooputers inan
sl ta creste a sebstilule Tor the social
interacion with friends that they find fadkang in
Leir daily lives. Additionally, they freguently
eaiied deninl — Dy dery Lhat 2y socizl
proflem exiss. They claim that they bave plemcy
i Trienads — Tt just chocse o spend iDeir free
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FACTS AND RUMORS

overdbopemrboris upod pauent:, JdlruTy s
soctal shills, sl Taely chae Apllue ki
tharameriskic of sovi phobia is anger coupled
with desmuctive bohavivor, Thas may eaplain the
S2E000 werth of [vompieiely wischsianiiahiad as
usag | corapater syslomn damages that 2000 has
been aczuzed of.”

Haceordirg vo Mr. Bzreol social photea ofien
learts o pddizemve bebandiors < - cluding
widsciions to conypulss, islephone pariy lincx,
1:bavioon - even addilbon vo ay mideos (el
Far froon 2 maere pessng, phase, Jonahan Beenl
explains, "Socizl phobia has & sendenay 1 g
worse and worse U lefl adooe. PorTonanedy,
haweves, inRas been pooven thal sevial pladaa s
porizellable and coma3e probdor. bn ol frogram
sl orlvilawd and seeal prodp erapy, we have
woeap daned hesed rososeen iz ficen social —._._-..._...mu.
thenzgn alients lzarmeng £irst bo cootred their
oty aovd then learning the ppealie seaal il
that wederly social suecess Thraaph poal-onenesd
Lkemagrs: aml progesena Thal i fer an _.u.g_h-.g_..n.__u._...... H
il ractcs, we huve been 2ble lohelp facilniat
st phokacs in bredking threogh ther sell-
imposed limaatore w0 femm spaliny relarinsleps
— plven Dor G Tesd Lo o cheeir Ievess — and s
much bappicr brece seoa reeall”

“Br. Boroad has been working with secial
5 fivr over 100 wears.”

Iizagine thal A cure for hacking, Wil
wandars rever ceass?

*rF

T.asl issue we prinies & crimiber fha A teark
whatever phene numba yio wers calfrg from,
naiomeds Che psckas Found thiz usafel Tor
pavooones, div-kres, arpdae pphsnes, of e
sitsalon whess kreswing 1 nelepdos mamber
Ly waTie Ui weas AepeaLEd OF JUsD Eneresting.
Unfortunztely tal munlea Juas sogged sorking.
Tk a nevw number b s faceds G953
3256 W bscensin Bell s the lerest of the phene
coomparies 1o drop G charie T kiods one
cerice. We won' mesl unnl Ry ve 25 hean
elimirslod. Speabing o ran: changes, Mow York

aks wcraice sarder this year, Many people were
ozragsd by this regeesdl 5o, apparenily, wime Ge
PR adnueisiranive law jodges, nhe
reconatended arale increase of pnly 3236 million
(0037 pereenti. In Facl afer repocs sirfaced of
skl WY N T e parties 25 well a5 other unechezal
Fizuness practices, the PAC decided ro exgplore the
pecitahiy of forcing Wew York Teleptoms 1o
Avet Fadf froom 5T M i | pabais sotvanes
Focaz i et e sand, soaveshing chese
eonperes cught 30 k2ep inmind. Wit ragards
amgal Tes ol poa E0ds ol oiels lean 2 sall ar
kA keal 22 line than idoes weocall a kaeal
orie? Tha'arighe, we sea odvermisements for sex
Tz e Mol lands Avelles (111599 2414,
G, and G2ED right rent 1o 21 of these oduer
ads. The iranic thing, i chat most peopls see [he
0171 and Furs the call will cow more. Guess
gzin.Tkach Sprice and ATET ae olfering Iroe
Tax sapvices relaicad 4o the Gl Crisis, By calling
Sprinl a S00-5T0-2 255 wo gan dirssd i T opdar:
o iy P miachans s he ooy, And ATET is
offsring Beser Fax. By going o an AT&T Foeone
Cerger and filling our 2n officiz] fas fomn wou can
Bave fal B sesd to ampromes i ad e ey o ches
il They won™L el g haw exiesly _._._....“.. dev it
S AT T i sccusg WIET of stealing 90,000
custorsers over the lzt six moochs. Nething new
there, but according 1o Beolers, thaas™s s a
mre for this praciice. Changing a cuskmer's
long distamce semeive Lo anereer (apaty wilhedl
mernissien is calked g, Weold we

lie®.  Frully, & Dgbi-lzatsd sooy: in earky
sermher, povice in Moorpoosery Coenoy,

3 laberna wers testing the pew 2911 syelem, The
chsparcher raceived ten consecutive calls rem the
hoone of Linda and Daeny [erst Woen the polics
arrived o the [lessl keuse, Ghe calpeil wies soai
foar an everipe somato. The womale wys
hanging ever the welophone o2 wine bazskas,
dripoing frizce mbo e nouple’s answorme
michine. Apparenty the juice gol idde ke
machine's dialmg sesvem o copsel i D disd e
police. *We're not some o, ™ Chicl Dty
Mileon Giraham said. “Mavbe they had el
dialing znd it shemed ool ™ Limda Llursl sl was
bafFled, * [ didn't koow Lhe answering reade:
coat i even dial oo 10s fust suppassd Lo ke
TessIges.”
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DON'T MAKE THAT MISTAKE

Many peonls do. Thay intend to rensw, but the
drudgeories of daily life get in the wayv. and
then, one day, they realize that there's some-
thing missing. You see, we don't pester yvou
repeakedly like most other magazines when your
subscripbtion runs cut. You woa'l get phone
ralls, postecards, telegrams, faxes, or knocks

ﬂ....:...umcw_.h_ﬂu..n."}_nmﬁnmﬁuﬂmunn...,.:_.u.,.un..mw".,.u”_.w-
The bragedy occurs when subscribers forget to
rangw. G0 look at vour address label now., IE
vout'vae only gob an issue or & laft, renewing
bodey makes a whole lot of sense. and oy
renewing for multiple years, you'll have one
lezz Ehing to worry aboub in a decade chat

.

wromises o ave plenty of worrigs.
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INDIVIDUAL SUBSCRIPTION
I 1year$18 J4 2years$33 O 3 years/348
CORFPORATE SUBSCRIPTION
0 1year’s45 1 2years/385 O 3yearsF125
OVERSEAS SUBSCRIPTION
QO 1 year, individual'$30 O 1 year, corparate/$e5
LIFETIME SUBSCRIPTICN
1 £260 (vou'll never have to deal with this again)
BACK ISSLUES {never out of date)
O 1984/$25 O 1885425 O 1986/323 O 1987/F25
O 1838425 0O 10897&356
{OVERSEAS: ADD %5 PER YEAR OF BACK ISSUES)

sy dual back isswss far 1863,1953, 5600 oqe 36,25 sazh)

TOTAL AMOLNT ENCLOSED:




