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A vear apo, we told the stories of
Kevin Mitnick and Herbert Zing, two
heckers who had beon zen 1o prison. In
wak them, and =01l is today, 2 very distrh-
ng chain of events: mischief makens ard
explonis imprisened for plaving with the
WTONE Loy and fof asking oo smany ques-
tons. We said a1 the time thal i wes
important for all kackers 10 stand UR L
such gross injustices. Afrer all, they
oealdin’t Lok vs all ep.

It mow appedss that such an sndeavor
may indeed be an the aperdas of o

wery powerfil LS. governmentn] agen.
vles. Angd even mare frightening iz (ke
sealizarion thel these spencies don't partic-
Llarly care wha or what gets Swenl up
aloag with the kackers, as lomg ae &l of
the hackors get swepl up. Apparently,
we're considered even more of a throa
than we had proviowsly supposed.

In retrospect, this Socen’t come as a
greal deal of a surprize. In Moo, [ now
s b make all oo grach senze, Yoo no
lerrger have: o e parancid or of g Pariiu-
lar politica] snindset t poirt o the Imany
perallels thal we've all been wimiesses to,
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Consarship, clampdowns, Healuntary”
vzirk tests, Jiz detectors, handwriting nnzl-
¥aig, survaillence cameras, cxapgerared
ceises that invasiabiy lead 10 curtziled froe
Zoms.. ALl of this fgether with (e over
all view thal if you're imocent, vou've gol
aathing to hide. Ard all mada o much
more offclive through (e magic of high
Lech, Who would vow boger b e Ligpest
pateriial rosdhlock if not the poople whi
sndessrand the rechaolagy af work? It
appedrs the higpest threats 1o the s¥EL=r
ace those capable of manipulatisg i1

Whal we're sboul to fell you i fright-
oning. plzin snd stople. Yoo dontL have oo
be & hacker 10 widerstand Giis. The words
and ideas are easily trznslatakle 10 any
tirmus ared mny cullure.

Crackdewn

"We tan now exgect a crpskdown...]
Just hope that [ can pall throigh this ane
ared that my friends can s, This ix the
finse o waich vourse1?, Mo matler what
Vou are it Apparendy dwe povernment
bas seen the last straw in their poinl of
viw... [ think they are poing after all the
“reachers’_and so thar it where theit ener-
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gies will be puls o stop ol hackers, and
stop prople defere they can become
thsea.”

This was coe al the resctions on a
compeaer Mallein board tooo series of ratds
on hacksrs, faids thal had slamed in 1459
and spread rapidly into carly 1990,
Atlania, S Lowis, and Now York were
enepor arpels in what wis thes an umdeser-
s investigation,

This in itsell wouldn't have been aspa-
craliy alurming, sines raids on hackers ¢an
almosl be defined &8 commmorplace, Bur
tiis one was differeat For the veey furst
timsz, 8 hacker newsleller had slso been
shng doowz.

Phrack waos on alectonic newslater
publisked out of Sr Lovis and distritetad
wialdwida, Tt dealt with hacker and phoos
phreak matiers and coald be Tfound on
nearly all hacker balletin kaards, While
dezling with sensitive mazeral, the editors
were vory carcful ool b publish anyihing
illegal {orodil card numbers, pazewerds,
Sprine codes, sic) We daseribed “Flrack
e ¢ ey
“Apparently, we're

considered even more
of a threat than we head

previonsly supposed.”
o LR Hi e v ey T L e, aramray a2 |

World News" (a regulsr column of
Fregek) in our Summer 1989 edition as “a
must-read for many backers™, In meny
wavs Phrack recopibled 2609, with the
aoiplion of being sent via eleceronis mal
instedd af U.S. Mail. That distinetion
wiul peave o he Pleget's undeing.

Tt novw tarms oud thar all ingoming and
culgomg electronic mail used by Phrack
was being monitered by the muhorities,
Every piece of mail peing in and every
piece of mail comimg ook These were not
pirated maitboxes that were bemng wsed by
a couplzs of hackers, These had been
obrained Legally throngh the school the
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two Phrack editors wepe ateading.
Frivacy on such mailboxes, though not
praranteed, cowld always be assonied.
Mever pgain,

It's foirly obviaus that none of this
wonld have happened, none of this could
have happened had Phrack beea a non
clocironde magerine. A prinesd maparine
wirlald ot be intimidsied inm giving up it
maling list as Phrack was. Had 2 printed
fagarine been shist down n this Tashion
alter having sll of their mail opered and
read, even the most thick-headsd sensz-
Uienalist modia pypes would have caught
om; hey, sa't that a viglaton of e First
Ammwendrnent?

Thore mediz people wha undarstood
what wis happoring end saw the impliza-
Loas were very quickly drowned out in the
hysleria that followed. Indiciments ®mere
being harded out. Peblisher/sditor Craig
Neidorf, known in the hagker world as
Enight Lightning, was hit with & seven
ot ditnent sccusing him of partici
paring i & scheme to sheal infarmation
sbout ths enbanced 911 syslem tun by
Bell Socth, Quickly, headlinas sorcanied
thal hzckees had broken into the 911 sve
tem ind wore Interlering with amcegeney
elephone calls L the polize, One newspa.
Par seponl seid thers wore no indications
that anyone had died or bem injured as a
fesull of Mie freoogions. What a relief, Too
bad I0 wasn'L tmae.

[n actuality there kave been vary
grigvous injuciss sulfered a5 a resalt of
these inimueions. The intrusions wa're
referring o arc twose of the poverament
ared £y medis, The injuries have bee saf
fered by the defendants who will have
greal ditficuley resuming normal Lives
even if all of this is forgetren omorow,

And if its oot forgecten, Craig Neidorl
could go b j2il for more dsan 30 vears and
be fined 3122000, And for what? Ler's
look at 1he indizonent

I war o part of the soherme that
defendanr Neldorf, uhilizing & compater at
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the Universing of Misesuri in Columbig,
Micsowri would and &id receive & ooy of
dhe mioden ERST fext file from defendan
(Rabeer X Ripes Nocated T4 Afanie and
e in the hacker world ar Prophet]
Vrough the Lockport [[lineis] compuser
bullevin board sysien throagk the use o
an drteralate cofmgaer dals rerwoek,

"eowar furiber pari af e soheme that
diefredanr Meddorf would and gl edit and
reiype the ERI] Praciies boxt {ile ar the
reguest of the defendand Rlpps in order to
conmnal the sowrce of the B3 ) Practice
el fie and T prepare B fov publication
i\ @ coenurer kacker newsieiter.

I war furiker part of the sokeme tuat
eefendany Neldoel woald and 2 franger
the siplen 2900 T Proceice te file theough
the wre of an interotate compaier Balleiin
Sodrd system ared by defendant Ripps in
Lockpor, Mlingis,

I war further part of the soteme that
P defredaats Bipes and Neldor! would
PUBER informalion (o offer compater
ERCEae s whick could be aved o a3in
wnarthosived scoers bo geomergency 517
compiler systems in fe Urired Srares
and fRevedy divraps or kalt 911 rorvice ja
Portions of the Uindted Srores "

Basically, Neideof is being charged
with receiving & stolen docement, Thcee is
aotking anyvwhaes in the indictaear thas
cven supgests he entered any computer
ilegally. 5o his orinues are raceiving, edit
g, and fransmiitiag,.

How what iz contained in this docu-
ment! Infarmation aboul how 1o gain
unaelerizsd aocsss Lo, disrupt, of halt 911
servica¥ Hardly. The decument (arro-
neonsly ceferoed Lo as “9 1 software™ B
ke medin which caused all kinds ol mis-
understandings) is queted in Phrack
Walume Z, Numbar 24 =rd makes for one
of the dullest artieles wver to gppesr in the
newsletter, According o the mdiciment,
Lhe walae of this 20k docunicnt is 579,445,
[Hee related story, page 37|

Shostly 2fler the indicimenis were

Spring Fabg

handed down, 2 member of the Legion of
Com krown as Bk Bloodase issued a
poblzx statement, “[A groug of thres hack-
ers] ended up pulling files off [2 Sauthern
Bell syst=m] for them to Look al. This is
weually slandasd procedure: you pet on a
system, ook sroued for nieresnag s,
Baffer L and mayhe pring it oot for paster-
iry. Mo member of LOD has ever {0 my
Enowledge) broken inio another sysem
and wzed ny infarmarion gained Irom it

.l
“They are going after

all the teqohers’”
I e P e e e

for persenal pain of zry Xind. . with the
exceplion of mmaybe 2 big boost & kis rep.
wianion aound the urdesgeound. [A kack-
o] wok te documaniation o the svesem
and wrorle a file abwout 10 Thers e acmual
Iy Levix files, one 3 an cverview, the other
v 2 givssiry. The informiziion is hardly
someihing anyere caould possibly gair
anything from except knowledpe ahout
how a gertain aspect of (he selephone com.
pany wacks "

Ha werl oo tnosay (has Metdar? wonld
have had na way of knowing whather of
st e fle contained pooprielny informs-
Fon

Prosecutors refused to say how haokers
could benelit frem the infarmaiion, o
would they clee a molive or reveal any
actual damags. I addition, i widely
epecwtalad thar avuch of this informean is
readily availatiz as relerence material,

in ol of te mdictmenis, the Legion of
Duom is dafined as “a clomely dnii prow
of wonspaiee hackens Dovafied S a) gie
Fugiing felecnovnunioations by exdering
computerized telépkone swilches gng
ehanging A rowring on the circuine of the
compulerized swiiches; B) sivaling pro-
Arivlary ooenpwler sowree code and e
miiice from comperios g individuals
Lt eweeed e code and Infiemarion; o)
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siealing mrd purdifying credl? Inforniion
o idividuals maralsided (A oradit
burege computers; 4} froaduleseiy
obigiaing monry ard propeely from oom-
panies by gitering the compuleriied infor-
mation weed by fha companies; )
Aisraminaiing (nforraniod with raspect o
dhair puethody of sRocking Compners e
other compuler hacters ln an £ffort fo
avoid rhe focus of bow enforceménd cgén-
cicy and felerommunicailon secarify
Eperts

[ronically, since the Legion of Doam
243 B closaly knil groug. ib's umlikely thal
AnVOnE will be #hi= o defend the group’s
namre agarist thess charges — amy defen-
darts will matrally be precccupied with
their own defenses. (Incidencally, Meidorf
was ot & part of the Legion of Do, nor
was Fhrack a poblation of LG, as has
been Teposied. )

The Hunt Intenslifics

Alter learming of the Pleacs elecomoniz
mail susveiliance, e of the syslem opera-
tors of The Phodnix Frojecd, a compursr
pellenn bead o Ausun, Texss, decikded
ine aclion o prolect the provacy of his
msars, Sl will he adding a secuse encryp-
rien Touting into the =-mail in e nesl 2
wiergs - T kaven't decided exactly how Lo

e e e e T R e T
Al incoming and

outgoing electronic mail
used by Phrack was being
monttored by the

authorities.”
|| G e . =~ o, SR 2 L L e L g,

implement ar, bor 'l ler two people
pxchange mall encrypled by 2 password
only knowT W Lhe Lwox af them.... Anyaay,
I & not think 1 am dus to B busted., 0
den't G anvihing Bat run a board, Siill,
there s nal possibility. 1 assume that my
lines zre 21! tapped umlil proven adherwise.
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There is same guesion o the wisdom ol
leaving Che board ap a1 all, bt §have per-
sonally phoned several povernment inves-
Hgators and invited o o join s here on
the bonrd, [F 1 begin Lo leel that the bosrd
i puittng me in eny kind of dangee, T'L
putl it down with no notice - 1 kope every
one urdterstarels. 1 Jooks Tike it"s sweeps.
tima again for the fods. Lea's bape £ of us
ase s1i] arpund in & months 1o talk abeor
i.”

The new securily was wever imple-
manted, The Phoenic Project wis sxized
within days,

And the clampdown intensificd sull
further. O March 1, the olTices af Steve
Jackson Games, 2 publishing compeny in
Austing, were raided by the Secret Sarvice.
According w0 ke Associated Press, Lhe
hame af the managing oditer was also
searched, The police and Scoret Rervice
seized books, manuwels, compusers, echmi-
cal equipment, and other docoments.
Agenls also seized e fznsl drafo of a sci-
zrca fiction garme wrion by te oo pany.
According o the Ausiis American-
Sratecovan, the authorilies wess Wyalp b
determing whethar the game was boing
wsed 25 & hendboak for compuzler crime.

Calieez o the Ilwminat balletin board
(rum by Sreve Jackeon Games), Teceived
the lalkrwing oessage:

“Hefore the stal of week on Masch L
Ateve Jackson Games was visited hy
agents of the United Srates Soeres Sorvice.
They searched the building thorozghly,
tore open sewemal boses in the warzhouss,
ok o few locks, ared damaged 4 coupls
of filing cebinels (which we would gladly
nave 1en tham examnine, had they Lelus o
s Boikding), answared the phone disaour-
eously al best and confiscarsd some com-
pater egeipmeny, includieg the compuater
that the RES was runring oo =1 e s,

5o far we have oot received a clear
caplananen of what the Secrel Sorvics was
looking for, whet they sxpected W find, o
izl of anything else, We 2re f2irly cec
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tgin 1hat Steve Jackzen Games is nod the
terget of whatever investigation is teing
conducred; in any case, we heave done
nothang Blegal and have pothing whaeo-
eviz o hide, However, the cquiprent thar
waz geazedd 15 apparcniy considered o be
evidence in whatewer they'ts investipal
g, =0 we fren't Lkely so et it back any
e goodl In conld be s month, it could be
nEveT,

“To ministize the possibility that this
syslem will be conlisczted as well, we
have se1 il up o display this ballesing and
that’s all. There is mo messpgs base at pre-
sent, We gpologire for the incorvenience,
ard we wish we dered do more than this""

Apparearly, one of the system aperz-
s of The Phosnis Froject was also affil-
dared with Steve lacksom Clames, And thar
was all the authorities nesded.

Baxds contineed trocghout the cowniy
with repartx af mare than 2 dozen bullan:
bioards beirg skel down, In Aflana, the
papers repecled that thres Focal LOD hack-
crg Faced 400 years in prisem and a 32 nil-
tior Fine.

Another statzamant from a Legion of
Do member {The Mentor, also a system
cperatior of The Prsead Project) allenpl.
ed 1o explain the situstion:

ML wrs Bornaed wo bring Logathar the
best minds feom the compuotear undae-
ground - mor w0 & =y damage or fior T
sonal podil, bul W share experiences and
discuss compuing. The group has abegys
maintainsd the laghest ethical sandards, |,
Cm MANY ecasions, we have actsd o -
verd abuse of svstems. ... 1 hova knows the
people invelved in Giis 911 case for nuany
years, and there was ahsefeiely no mcent
Ly inzerfere with or molest the 911 system
in &ry marmer, Whils we have occastomal
Ty entered 3 compuice thar we weren'L sup-
Posed i be dn, 3035 groussds far expelsion
from the group and social asmacism o do
my n_mn._....u.w_.n Lo 3 Swslem of [ aTemsl Kk
carmut fraud for peesans peodic

“The biggest crinte that has heen com-

Spring

mitred s that of curiesiny.... We have been
inetrumenisl in closing many securily
holes in the past, and had hoped 1o contin-
we I oda sooin the fature, The 135t of com-
puler secutily peaplz who count us \s

"W member of LOD
has ever broken into
another system and nsed
any information for per-

sonal gain.”
i mret B Rt gt e i e e e |

allizs is lomg, bt must remain ancaynsus,

If any of them cheoss w idennby then-

sedvess, w would appeeciate the seppoes™
And The Plot Thickens

Meanwkile, in Lockpare, [Hinais, a
atrange 1ale was enfolding. The public
UNIX sys1em known as Ffolret that had
besn used (o ransmit the 911 liles had
alin bien selsed. What's particulzrly odd
bere 13 that, according o the elacironic
ewsletler Telocem Digast, the systam
eperalor, Bich Andrews, had been coopee-
aling with federzl auchoritics for over &
wear, Anidrews foard the files on kis S¥3E-
lemn nearly e years age, fordarded them
o ATET, ard wis subsequently conlached
hy the authennes, He cooperated fully.
Why. then, was fuz svslem seiced as well?
Andrews elaumed o wag 2ll part of the
mvesbizanon, bul addsd, "Une way o get
[heckars] is by sheting Jdown the sites
thegy s 1o distrebure stadl”

The Foiner rait caused oarage in the
bulbenn beard weeld, particularly among
admousiraboss ardd csers of public [INIX
s¥slemms.

LCLIF Fignllo, system sdminisranor for
The Well a public UNIE svsiem in
Czlifornia, veiced his cancern. “The
assumpeeon ther federal agentls can seive a
EElEm owner s eguipment as evidence in
spile of the awner's Inok of proven
irvalvement in che #lleged illegal activi-

{continued on page 34)
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THE SECRETS

by The ~Q"

WMIZAR iz 2 Bell system used by the
ROMAG {Receni Change Mamory
Administration Cenler), also known 2%
the CIC in some asas its purpese @
1o process Recent Changs Massages.
Bafora we go into more detail, wa wil
need 1o familiarize you with socme
terms,

First off, every Gentral Offica [Wre
Cantar, Fnd Céfice, whatever) houszas
oné of morg switches, whather elac
tromechaniczl, elactrenic (analogh, of
digal. Each switch Is responsiola for
controlling various aspects of tala-
phona service for one of more (usualy
more) gxchanges. Switchas in gener-
al can be classified nto two main
typas: machanieal and SPCS, Thusly,
S007s (Switching Control Cantars) are
divided into separate branchas, There

l

MIZAR is a
fortress containing
a wealth of
resources.

o e T S e
ara the E & M S00 (electromeshani-
cal) and the 3PC 500, which randie
Sfared Program Gentral Swilchas,
The laiter are computer contreded by
saftware, whether they arg older var-
slonz zuch a5 the 1 or 14 ESS (which
pza crossbars to complate calls} or
digital switches such as the SESS or
DMS100, Hencelorth in ihis articlo,
wa will refer to SPCS switches as
reloctronic™ switchas, whathar anaiog

Poge & 2600 Magazine

or dig nal. .
Basically speaking, a swilch's
memery can ba thought of in thres
main paris: Call Stora (C5), Program
Stora, and Fecent Ghangs,  In ganer-
al, a Becan! Change Meszage is a
batch of commands which tell the
swilch %o perdeem &n action on & {aab
1y (a TH, an OF, TRKGAP, ets.) Tre
Program Store can be thought of as
*BROM memery, This program coa-
trols things behind the scenes swch as
intarpreling and processing your cxm-
mands, elc. Usually at tha end of the
day, Recent Ghanges which wera pro-
eessed 1hal day are copied into the
Call Stora, which iz a permanant
memory storage area, somawhat
*lipalizing”™ tha Raecent Changes
{although they could always be
changed again). The SESS s simiar
1o this, theugh it has rmany oparalcnal
dillarences in processing Recent
Chenges, and Racenl Changes are
called “SERVOADs” on DM3
machines and go inta 1akles whan pro-
cassed. .
Maw that you are somawhal famil-
iarized with serme basic terminelogy,
wa will proceed in deseribing the opar-
atien af the MIZAR system.  Lie we
said earfer, MIZAR processes Recent
Change Messages (orders), which can
pe computel gensrated (by COSMOSE,
FACS Fow-thru, elc.) or manually
artered by the CIG. GIMAPR (Circuit
Installalion Maintenzrca  Assist
Packaae) is a sub-syatem used by
bath the irame technicians and CIC
“CIMAPS” are primarily genarated for
naw connection {NG) type orders. Al
fri CIC thera ace thrag main fypes ..u__q
crders procosead: changas on a fack-
ty, #nips, and rastorals. Changas
enuld ba, Tof instance, modifications of
ling attributes. Snips are complete

Spring 1#00

Or MIZAR

diszonnects (GO's) which must ks cas
ried aut an a switch in arder 1o com-
plata a GO type ordsr, “Snip” is 2 1erm
rielorring 10 what was done at the
frame, i.e. 2 cable ard pa'r's termina-
tion a1 the O was “snippad” from the
e, hence a digcoanoct. “Restaral”
is just the coposite of A =nip. A cabls
and pair is baing “reslored”, e racon-
nacted ta the frame, and must now b
activated at the switch and will harce
be in-zervice once sgain.

n the average, & sngle MEZAR
systemn _handles Receri Ghange pro-
cessing lor aboul 20 swilches (and il
can handle mare than that).

Ewvery day, MIZAR fogs ine G045
M5 avlemaicaty, ususly at the end
of the day, 1z retrisve Racent Ghanga
Mpssagoes which musi be carried out
in order 1o complete a perading ssneca
arder, GOIMOS takes a somvica
arder, and based cn whal is required,
iz sk'e to gensrais an ACGM from its
fables in fuscrermap on POP-11'5) ar
fcosmosiremap  (on 3B205 cor
Amdahl's] which provides GOSMOE
with infarmation concerning what iype
of switchinrg eguipment is asscoiated
with the wire gentor in offect and vsoes
thes= 1ables 10 create the RCM
#ocondingly. Thers are four maia com-
mends on COSKMOS sseociated with
Recent Changes.  They are: RCOS (o
ehiain & Aecant Change Summary],
RCR (1o obiain & Recent Change
Bepon}, wiich would allow you to dis-
play #a ACM f ore was assoclated
with a specific senvice aorder (al bazsd
e the fiker options you specily for tha
zearch), BED (Recan charge EDEo,
which aliows you to edit & Recant
Change Message pending, and lasthy,
RCF (Recent Change Packager),
which gensrales an RCM for cne or
fméxa servica ordars to be processsd

Spring 15

by BALS A

Aftar MIZAR relriewas RCM's from
COSKMOS, el it connocts o the
desised swilch's recesi charge char-
nei ang the message & processed on
lhe swileh, MIFAR car contect 1a
switches in various ways. depanding

The coupled power of
COSMOS and a small
army of switches to do
your bidding is a trea-
sure warth its weight in
gold.

upcn s configuration.  Swilchss rmay
ho accossed on dalup linas, K25 or
by dedicaied hardwired conneclions.
Swilchas can be ascetsed far tho pus-
pose of manzaly processing service
ordars with the ONS command., Groe
an the desired switch, 0 wauld be
proper 1o wiizé the RCM processing
=ervice provided through the MIZAR
sottwearn, whieh will c2use tha service
arder to be properly logged to
MIZAR's swilch lag (lacaled in
fgimplawEi . oul, where XX iz the
numarical code assigned 1o thal
swich), 50 that &l will be up to date
end aocurale.  Howewver, i the RCM is
entarsd slmaight onte the switch wih-
qut fetting MIZAR's fog know, thea an
“unaccounted far® RC wil ba pro-
cassed withoul avar baing fogged
[excent of courss on the switch's rol-
pack). COSMOS can be manually
accessed wilh the QNG command,
Orders can be gueded and heve their
statusss checxed with  1he
CROBRSNFY s, cormmands.

Whan one first logs into MIZAR A
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WHAT MIZAR CAN DO

should ba notad that 1he legin woueld
bo BOxx or ASxx, where xx repre-
sanis the socounl numbsr belonging
ie 1hat specitic RCMAG (CIG) For
axample, RGO, R3GZ elc.
Passwards, ol coursa, cousd be any-
thing within the standard Unix sight
character [imit.  Aller receiving a login
massagae, you Wil be prompted Wilth
an “5W?" and a “UID?. S5W stands
for what switch you wish 1o be logged
in as (i.e. oneae logged in, any transac-
lleng weuld be rellected upen 1hat
actual switch).  Hitting *?” will provide
you with The list of switch idantifiers
available. They can be two lsttars
ke on COSMOS) o mare (which is
usvally the case, a3 parn of the identifi-
ar indicates the lype of slecironic
switcny,

Tha WD must be a valid threa letsr
soda which would autherize that par-
licular user o perdorm transaciions
wih the desired switch, Typcal UID's
1o be awara of are "afll” and “any”
which vauelly will work in conjunciion
wilh any switch you try o log in under.
SW and UID must bo provided far the
ourposa of setting vp environment
vanables used by the MIZAR sottearg,
Thas is dong in your profile.

The iypleal MIZAR usars cam.
mands are lozated in the path
fmmsimms (and are alil three lelers
cng). it should be noded that GRS an
MIZAH is meant to be accurate 2nd up
to date with COSMOS,

Soms usalul MIZAR commands
arg; MAR, which Fsls a MIZAR Activity
Fepor, telling you whal MIZARs up
te. MAB. Manually Adjust Blackou?
patads, s an wmportant command. n
sarme areas, MIZAR classiiss seich-
ez as being in a ‘Dlackeud pericg” at a
cerlan lend Bale n the n_m..,w. ___.:m_._m. v__. the
eweningl, as probably no cne woulkd be

Fage Fi) o) Magnzine

an Lral late, or possibly work % bring
done on the switch. Esiabiishing a
blackoul perod disablas sormal wsens
frem accessing & particular switch
frem MEZAR. On the olter hand, MAR
can b used to ENABLE a seich, 2nd
remowe i1 fram 1the blackout stale.
However, the GG usually closss at
SPM somatimes slaying open a5 [ale
a5 9PM), and logins =t such a late
fime wou'd be foclish as you may
jeopardize your future access. F0H.
tar Switch Data Hopon, allbws you b
tist out wseiul information about the
swilchas Yyl Lpely — Taf nslanco,
the HPA and exchenges this particutar
switch handles {including thausands of
groups of DiD and 1BN Blocks), its WG
nama on COSMOE, its configuration
as a FACSSOAD machine, MIZAR's
timesz to call COSMOS, any preset
blackout pericds, whether 855 or E911
is available (o the swilch, a8l valig
UID's for login 1o MIZAR, and uzer-
namss and‘or passwords for switches
thai requirg them (sech as the SESS
or OMS5103), as well Bz other useiul
infgrmation, WOH (Wire cantear
CHangs) allows you 1o changs to
ancthar wirg cantar (hande, Turther
trensaclicrs apply 1o thet wire center).

As you may have noticed nem 1his
articte, MIZAR is a very usedul gystem
indesd. [’z a foriress containing a
waallh of resources, The couplsd
power of COSMOS and a small army
of switches fo do your bidding is a
Irdasdrn wieth 15 wiighl 2 goeid,

Thiz arficle was mean! 1o familiarize
178 reader witn the MIZAR manage-
manl systam.  Wa welcoms any quas-
fons you may have, and we will iako
oride in providing further articlzs on
simitar Bell systems ard subjecis, 5o
&5 to better infarm the curiaus mindg,
Sart Bimg=son is ane rad duds.
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Operation WM i, o
Sundevil A9 :

Al vl wsENE 1 Pk S, TR [P T Fbchube Taid i itory $1armed hagpening Thens aren'i
ey detailswes can gies yow in this ipsss saceprt to sy thet Hhis is the firs? o e ke
of that had 8 namse. 150 Secr ot Servicn SOnTs Wit i hied armd 1ova of theusands pd
dizhy bavw baen piired Thia i all in addition fe the rasds apobesn of sls=share in this
Bsue. Look for more details on this @ 1 summer sese. Ard Ted Priss fo seed ug
clipnas AP POUr Ko papETE.
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These are the brain waves of a normal American teenager,
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These are the brain waves of the same teenager after hacking.
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When you hack, you're overusing your brain
and are liable to find out things you shouldn't.

THE PARTNERSHIF FOR A WACKER-F REE AMERICA .
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Here Iz an example of tha fraly
harrible zetivities the Legian of
Doom engaged in, An educalional
aricie such as this i @ mos! dan-
goaraus waapen ingdeed, parlicular-
iy from the standpoint af those
whe want Ihe workings and cz2pa-
Bitilias of technology kepl secral.

by Phantom Phreaker
and Dodtn Siophel
Legion ol Doom!

Thera have been many nimers
and false Information going arsund
about how phone phraaks are
caught for using blue boxes. The
purpese of this anicle is 10 dispel
the rumars and mylhs cirgulatling
abaut this topic.

When a persaon attampts 1o
access tha letephone network with
a bine box, they first must have an
arga thal they can usg g gain
access o an in-band Single
Freguency {SF} trunk. This is done
by dialing direct or through a long
dislance sernvice. At the appropri-
ale time, the person sends a 2800
Hz toneg through the telephone
where it is registered by the {armi-
nating switching equipment as a
disconnest signal. The terminalting
swilching equipment or trunks
keading to this office will be reset i
thay recognize the 2600 Hz tone.
The eifect of doing Ihig % 8 wink,
or an irtermuption in circuit. A wink
is haard alter the person zends
2600 Hz, and it scunds like a quist
‘chirp® or somatimes a ‘Rarchunk™.
From here, the parson can signal
to a trunk with Mulli-Fregueancy
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tones in specific formats, depend-
ing upen what the user wished to
accomplish, Eagh time the uses
zonds 2600 Hz, the lrunk will be
reset and will send a wink back
foward the user. ATET calis these
winks  “Shorl  Supervisory
Transitions" or S5T's.

if a persan’s cantral office
gquipmert is a Marthern Telegom
DMS switch or an AT&GT ESS
gwitch, the 55T caused by the
2600 Hz will ba delecied at that
affice and an outpul report will be
issued from that specific switching
gystem. In No. 1 and MNo. 1A ESS
switches, these repars are called
51G IRR reports, or *5lGnal
Irregularity™ reports. They will be
culpul with the appropriate intor-
mation relating to the subscriber
who inftiated the S5T. A sample
S1GI report from a No. 1A ESS
gwitch is included for an examples.

" 32 EIGIRR B5 g poooo
oo 5851111 BE"3"BEED@EEEE3

We are unfamiliar with the
details of thesa raparts, but in this
case, 555 1111 seems to be tha
Diractary Number thal eriginated
the S5T. Suffice i 1o say that
these reporis do exig! and that
they do help detect people Irying
to use blug boxes. SIG1 s a sfan-
dard leature in all 1A ESE
machines. We're not sure about
Mo. 1 ESS, but nearly all the other
ESS machines migst __x.m_..__q. have
S1G! or something similar 1o il

Irn the case of NTI's DMS-100

Spring 1990

detestion fechniques

switch, the ifgature is calledg
"BLUEBOX". The BLUEBDX iza-
fure in DMS-100 2 nol standard. 1t
can be implemented only by teloo
personnel goivating it via a kapP
iMaimenance and Analysis
Fosition) channel. The DMS-100
repons are mane datailad than ihe
1A £33 repors, possibly due fo
1he fact that tha DMS-100 swilsh is
much newer than the 1A, DMS will
recoqnize the lrunk wink and then
aulput @ report. Tha system furher
checks for the presence of MF
iones, I the MF tones are presend,
ard are 1ollewed by an 5T signal,
another report s then generaled
by the switch. The calling number
and called number [in MF) can
inen be resorded on AMA 1ape for
further investigation by security
personnel. In areas with past
instances of 12l fraud [Dluz box
uzage) and in major cilies, it can
b azsumed the BLUEBDYX serips
of features wauld be implemanied.
Inrural and zmall town areas,
there is less of a change of this
tealura being presenl. The plain
fact Ihat 1his fezture exists should
be ocnough to keep you from trying
anything foclizh.

Since most cleclronic/digital
switching sysiems have provisions
in them 1o calch blue boxers, one
Mmay wonder how to box safely,
The safest meathod of blize boxing
would be to not fet an 557 show
Up an your line. This can be
accomplizshed by boxing through a
lang distance service via dialup

Spring 1990

(Festure Group A or B). The only
calch is 1hat the long dislance ser-
vice 1hal you us2 must ngl sand
back a wink when you atterngi 1o
bax over i1s network. IT an FG-8
accessible runk ranming from a el
offica 1o an allesnate carrar's 1acil-
s recognizes your 26040 Hr one
and dizconnects, then S1GI or
BLUEROX would indicats your
existence and you could be pun-
ishad for your crime. So, if you
musi try such 1hings, they are best
daone fram someacne else's ling or
[rem a coinphane,
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BUILDING A DTMF DECODER

by B/Square
and Mr. Upseller

Iragire this soanario. you ane
lislening to yaur scanner, meoni-
toring & neighbor wsing his cord-
ezt phone. He i accessing his
nank-by-phane ascourt. He enlers
hiz passward, and you hegar the
whole thing. But the only problem
i that he enlerad 1he password
using towch iones. Hows do you
know which numbers he entared?

o thirk of this: you'ra daing an
investigation and recerding 1iephone
calls, The persan Under SUNVES2ncs i
maning calie wilh a touch tone phone
ard you have tapes of averything. But
how de you find out wnal numbars
were diakd?

Oine anawar 1o these problems
would ba 1o by a commercial DTME
itouch tone] decader ar a similar
dovice calsd & pen regisiar. Thase
items could cost you a few hundred
dedlars. Tre other soluticn is 1o buikd
the handy *snatch n [aich’ CTHF
decoder presented here for about $35
to $45

Thiz eircuil uses & singla chip
to decods 12 ar all 16 DTMF
tones, as selocted by the User Up
14 16 tenes afre stored in the i
cuit's static ARAM memary. Gnece
the tonas are in memory, the user
resds them aut one by oné on the
circuit'e LED display. The circuit
czn ba hooked up to & telephone
ling, a scannar, of a taps
recorder. Mow lat’s take a look at
how this little devics works,

Theory ol Operation

OTMF signals are couplad to pn
2 of 164, the DTMF decodar chip,
by 01 uf capaciter &1, The lones
are band split sampled and a coded
output is plaged on D7, 2. &, B, of
Foge 14 20 Magazine

51, Deta valid (pin 14} goes nigh
7 ueae. after data is on bus caus-
ing the RAW input of the RAaM,
ICZ, to go low and the GLET input
{pin 14) o the counief. 155, o ga
high oy way of 1C3, 1he XKOR. AL
this tima, the digit frceived is
dizplayed on LED1 while pracandi-
{ians (1o write the dats te memo-
ry) are ceigblishad. 45 msec.
afier the tone ands, DOV goes oW,
writing the data into RAM and
incrementing the counler one
cawnl. Gode has paen wrillen inlo
address 00 of the BAM with the
next address presented 1o AO. 5.
B, 7 ol the BAM. 4,56 maec. atter
DV goes low, the outpuis 01, 2,
4,8 of the decoder ¢l2ar. This
gaguence will continua wailll
addreszes 00 through 15 conlain
data. At this time, tha caunter
recycles and data will g writtan
pvier whal was previously sterad,

To read oul the coatenis of
menery, 33 i5 cpanied, cauging
pins 1 and 2 of the gauwnter 12 go
high. This rasels {ho countar
addrees bus to 000 The dala in
acdrass 00 of the RAM is pre-
zanted to 156, the BGD o 7-28g
mant driver. 1G6 converls the
Al output data o a digit which
iz read cul on LEDY. Whan SE2 s
clpsed, pin 12 of 1G4, the Schritl
trigger, goes high- This cauvses oin
14 af the counler o Qo from low
te high oy way al the XOR. This
inorermenis the counter and pre-
canls the next address 1o 1ha
BAM, 2nd the next digit & reaa
oul. 52 is repealedly pressed urtil
all the contents of mamery have
bien cisplayed

Cireuit Censtructian
Thare are two differens tech-
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nigues you can wse fo eonsiruct
vour own OTMF deccder. Theze
are wire wrap and seldering. In
lact, before you decide to build a
permanant utit, you may wanl o
put the circud tegether on a plas-
tic bresdbaard, The authors have
built unitz in these ithres ways and
thay ail worked equalily well

Thetro are some imperiand

things 1o consider before you
gtart. 1 is very imporizant that
you lake goma time {o bgure aul
wihere you arg going to placa the
IC"s to facilitate a "clean”™ pra-
iest, This means, Tor sxampis,
that you shauldn't put 1CT en the
opposile side ol the board from
IC2 boczuse they havae o dala bus
tuntaing belwsesn tham. This may
gel complizated, but it is impors
tanl to ligure out & gocd paris
layout bsfore you start saldering
thirgs together. Alse, it is & goad
lgea to by all the parts, including
PG bozrd, enclosure, sockels.
ewilchas, atc. before you get
siariad an a permanent unil so
you can plan how you are going 1
put everything together. In addi-
tion, unless youw are a scidaring
whiz, it is highly recommended
thal you use sockels far all the
IG's. This alse makos frou-
bleshocting the davice and raplac-
ing |IC'=s sazier.

Thiz project uses CMOS [C7s,
which are atatic aensaitlive.
Thaoreticzlly you and your sol-
gering iran should be grounded
whan handling the [Cs. If you
dan't have an anti-static work-
station handy, don't waorey sbout
it teo much, Try nol 1o touch the
pins of the IG5 and slare tham in
conduciive foam or & piaca of lin
Page 16 2600 Magazine

HOW TO CONSTRUCT

Foil whan nat in usa,

Assambly is readily achiswvad
using 30 gauge hand wire wrap on
the back plane of & “univerzal
FC baasd [avaitabls from Jameco,
Fadia Shackl. Once the layoul of
the IS5 is determined, soldar twa
opposing pins of aach sookel o the
board and methodically wire gin 1o
pin keeping in mind ihal the pin-
out is reversed on the wiring =ide
of the boargd, The crysial can be
mounted hosizentally ar wartical-
Iy, but the 7805 reguiator should
be mouated horizontally far low
profile, The 30 geuge wire is sol-
darsd direclly 1o the switches and
jack. Dacklechecking your work al
various stages will assure & lune-
tiona® device at powsr-up, Belore
you insarl the I3z into the sock-
ais, check all eanteciicns with a
cortinuily meter, Should the cis-
cuil not cparata, suspach your
wioak belare questioning the G5,
The adeantage of wire wrap is
that il is easier 1o corract your
mistakss.

Azsemioly by soldering is guile
simitar to wire wrap. A board
with @ paliern such as Radia
Shack p/n 2TE-162 is recom-
mended. Salder 1ha 10 sockets ta
the bosrd once you decide en a
gqood layoul. Solder the other
pads in place. Scldsr small gaugo
wires from pin 1o pin on the com-
ponant side of The board. Use
emall jumpars made fram compao-
rant leads for short conneclions
on the campanent side aad 1he sal
dar side. Gheck all connections
with a continuily metar,

When you put the IZ7s in thoir
sackels, remamber 2o put them in
the correst way, not beckwards.

Spring 1930

YOUR VERY OWN TOUCH TOME DECODER

Az good gircuit design practice
yeu may want to put 1wl cepack
tors between the power supply
pins of sach 10 and ground, The
device will wark without tham,
however,

After you are done with the
FCB, think aboul where you are
going to put the LED display, inpul
jack. and switches an your anclo-
sure, Assambly and dizassembly
will be aasier it all of 1thesa things
arg attached 1o one hall of your
Do, .

Using the Dacoder
- Using the “saatch ‘n latch®
1501 too hard, but thero are a few
details abaut its operatian that we
read to ahsarve. Whan you firse
turn the wnit on, be sure 10 hif the
reset switch. This ansures that
the 1anss [or rathar the data sent
fram the decadar 1o reamary] will
be stored in the first memary
_anw:n:. Than you sit back and
wait far some DTMF tones to
come down the line. When thay da,
the device will snatch ‘am and
slash ‘em in the memary. When
the tones have slopped, hit the
rezel swilch. You will zee a nym-
bar an ihae display, which is the
aumbar storad in the first merio-
ry location. Hil the sequence but-
Tan and fhe numbers in ihe
subsequant memory locations will
be read out. Onca you've road out
ali the numbars and writien them
down somewhare, hil the ress:
switeh again. You are ready to
slart all over again. The numbers
will be in mamory as long as the
power is on and new numbars
haven't besn writlen ovar the old
onas, {Thal's why you may want
o write down the numbars,

Epring 190(

Decavse any new numbars ihat
come in will eraze the ofd ones. ]

Thare zre a law other halpful

hists that can make using tha
decoder easiar, First of all, install
that switch to turn the LED dis-
play an and off. You onfy need (he
display when you're reading out
numbers, and switching it off wil
prolong battery lifa, Also, whils
reading out the numhers, you
might wanl {0 ramcve the device
from the phena line o whatever it
iz hooked up 1a. If the decadar
happans to recsive a tone while
¥ou're reading oot the nembsrs in
mamory, tha 1one will be stared
in whatevar memary lacation yau
happen to be al and ganarally
make things cenfusing.

“Onae feature of the "snateh 'n
lateh™ that makss it less altractive
than commercial medels & that # cen
osly slere 16 tones. I more than 18
tores are read by the decadar, the
cauntar rescts the RAM to lhe first
memary lcealion and the excess tones
are razd Inte memory, arasing the
previous anes. This s a problem sings
infermation is lest, If you articipate
reading in mose than 18 fongs at one
tire, you can record the tenes on tgpe
and play 1rem back a fow at a time inta
e deonder,

Whan using the decoder with a
tape recorder, hook i up ta the
ecarphone jeck and adjust the val-
ure =50 the decodar will resd the
tongs off the taps. The decedar
isn't terribly picky about inpui
lavels, but thzoretically the input
level should be less than the sup-
ply voltage, which is 5 volls DG,
When vsing the decader with a
scanner, it's bast to hoaok i up 1o
A “tape out” jack if it kas ona.
2600 Magazine  FPage 17




BUILDING A DTMF DECODER

CHharwise you can hook it up 1o
the sarphone jack. The decoder
works lixe a ¢harm whan hooked
up direcily 10 & phone line [paral
el connected), as tho capacitor on
tha input of tha DTMF decader IC
blocks the phone lina’s DG voltage.
Howavar, if you &re geing to hook
up the “snatch 'n latch® 1o the
phene line for any extended pariod
of time, circuitry must be added
to the input 1o prolect the device
from the ringlng voliege. 20 volts
AC on the line will surely wreek
havoe an the CMOS 175,
Applications

The DTMF decoder has many
intaresting uses, Basicelly, any-
tima you hear a tone and want 1o
know what it is, hook up the
decader and let il go to wark,
Whan it is hooked up to a phona
fina, the number dialed can be
decodad. You can also decods
DTMF tones (e.g. passwords) used
far sarvices like bank-by-phone,
cradit card verification, voice
mail systems, elc. Calling card
numbers can be eblained in the
game way if they are enterad by
touch tonae. If you maaitar cord-
less ar callular phones with a
scannaf, you can haar a lot of this
type of DTMF tone use. Wilh &
gcanner you ¢an alzo decode such
things. as atcess lones for
repeaters. DTMF slgnaling is so
widespread thera's no doubt that
vou will discover other ueelul
applications.

Tha “anatch "n latch™ DTMF
decoder prasanied hare iz a ¢osl-
affactive circult that is &n invalu-
abla 1ool for the telaphona
gxperimentar, 'We hope this arti-
cla will ‘start you an your way
Page 13 2600 Magazine

towards building your eWwn.

Parts List
ci- .01 ul
C2- .05 uf
R1- 220K, ohm, 1/4 watit
R2- 1M ohm, 1/4 watl
R3- 4.TK ohm, 1/4 wall
RMN1- 470 ahm
Xi- 3.57% MHz celorburst,
HGC-18 case
51, 54~ SP3T switch
S2- memeaentary, normally
apen
53- momentary, noermally
closad
LED1- T segment, cammon
cathode
IC1- 551202, DTMF decodear
IC2- 5101, 256x4 SAAM
1C3- CD4070, quad XOR
IC4- T4C14, hex schmitt
trigger
[C5- 7aC83, ripple counter
IC6- T4C48, BCD to T-meg-
meant
ICT- 7805, 5Y regulater
Mlec. parts: 1/8 Inch Jack,
I sockets, PC board, 8V
battery and ellp, .1 wuf
capacitors, enclosure,
moeunling hardware.

All of the IC's excepl Tor 11
are Bvailable from Jamaco
Electronics, 1355 Shoreway
Foad, Belmont, & 94002 {415]
592.20587, They also have $ock-
ats, 1he crysial, and other parts.
Some parts are also available
fram Mouser Electrenles. Call
EO0-302-9923 {or a free calaleg.
The S55i202 DTMF decoder IC is
available frem W.E.B., PO Box
2771, Spring Valley, CA 92077
for §12.95 plus 32.50 postage
and handlirg.
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SILVER BOX BORN IN U.K.

by Tamlyn (zam

There was an article aboul the coa-
struction of & silver box i the Winter
TSEOM0 issue and it led me 10 wonder
how this would work ia the Unired
Kingdom and Europe,

Much of the UK is sull using puolse
digling and the wee of tone phones s
only just spreading. (Maost sull convert
the ion [ a polse for the sake of the
antiquated phong systam.) As the use
of tone systems spreads, now a1 an
increasing pace, there would seem to
be a rich area for cxporimeont here. I
i5 nol Ccasy 10 COME Gorass & inne
phone over here 30 1 had 1o ook for
arnther source Tor Uie box pans, The
main use here of ones i8 0 contral
remole devices over 2lephone lines,
These services which are commaon in
the US are only just beginning 1o
come inla general use here, bul we zre
now able to wse wone contralled
ansacrphones and wne controlled ser-
vices such as voice banks and bank
services. With the lack of one
exchanges and phones, the suppliers
of such services have boon offering
small 1ong generaiors 1o prospeclive

customers (somatimes feeo). Any
hacker worlh his zalt will have cae or
u._......

i

[ditg cin ore of mine and pulled i
by picces and, ves, 1t was run by a
SOET chip. A guick look &t the cureoit
showssd Lo be 1he zame as Gie phone
describod i the carlier anicle, 2o T M-
tod a changeover switch a3 suppesed
and am now the proud owner of a sil-
vior bax,

I'am nog suee just whet 1 can do
with it but ume will tell. The received
wizdom 15 that the cxira 10mes are oot
ssed in the UK, but I see tat the tole-
phone workers are equipped with rone
gencrators having 16 burlons, An
“innoeenl” guestion as o what all
thse extra bullons wore for has not
yel wiehlad resulis — but i will. Inike
meanime | will poke the cxira mones
aboul 10 sa¢ what they do and report
back. [ do work in an oflice with an
internzl tong phone service with
nelional links oo the public neiwark 2o
[ have 101z of places o experiment, |
will repost back here and in b mpas-
time will see what our US colleasucs
rn up as ey Blarc the vail,

LISTENING IN

by Mr. Upsciter

Every now and then, thoze of us
who take the fims to be obsarvant
slumibla across something remark-
able. Let me relate to you one of
those experiences. It was an all
oo lazy sunny alternoon in
Southern Calitornia. | was baored,
and | decided to listen 1o my
Bealistic PRO-2004 scanner. |

Sprlng JRg

llipped it on and scanned threugh
the usual fedaral government, mili-
tary avealien, znd cordless phone
frequancies, buf there was na
geod action to be found, | hap
pened across come scrambled
DEA transmissions and & droning
cordigss phone conversation by
some Neighbars | could not identi-
fy. 3o lor a change | scanned
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LISTENING TO PHONE CALLS

A roader tells us:

Be advised that cordipss
phones are quile easy to moni-
tor, and yours is fust as acces-:
sibla to ea ._._,mma_ahh__:n as;:

e

anyone's. But there's a hidden
danger with some cordiess
Unils:= they may be lransmit-
fing your personal conversa-
tions aven when not in direct
useg! This _n_nn..:m with our
newish :Elecifric
System 10, model 2- umum
v _n_,_ﬂnnsm___ﬁu. this “feafire™

ong ﬁmt when my wife called
home while my scanner was
whizzing away befween 40-50
MHz. hm:mﬁa_ﬂn, an the wired: i
office phong mq 3 Y. desk, wWith:
the cordless remoto: unit hung
on {he wall on the far side of
the kitchen and Its base unit
cradled in the bedroom,
Suddenly, our voices echoed:

e

...qan___.__m_an.E thet ”.._n___n.___.__u_h The

__wﬂﬁm_ﬂ___ both sides of the con-
versation and was functioning
as 8 wireless speakarphone!

‘I should emphasize that
anything you disseminale on
any phone circull may be moni-
tored by someone — the cord-
less phone fust increases the
Aumber of possible intercepis,
and lowers the level of exper-.
tise Eﬂ:_:.nn fo s__u_ﬂm E:__. pri-
VaCY. =
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through the maring radia channels.

The scanner sticpped on maring
radio channal 26, which is used tor
ship-lo-shara telephone callz. A
man was reading off his calling
card number 10 the operatar, who
giadiy aczepled and connested his
call. Calling card numbers over the
airwaves! | was shocked — azton-
ished that such a lack of security
coukd not only exist, bul ba gccept-
ed practice. | began manitoring
maring {elzphone 10 find oul more,
and it furns out that using a calling
card fer billing is commongdace on
WHF maring radiatelephona,

Feople uze calling cards for
billing all the time. That's what
1hay ara for, But is it thal bigof a
deal? You bet it is. Marine tele-
phong uscs two irequencies, one
tor the ship and cna for the shore
slation. The shore station lrans-
mits bath sides of the conversatian
al considerable powear, enough 1o
olfer reliable communications up
o 50 miles ofizhore. Anyvoneg with
a slandard police Iype scanner
costing as little as 2100 can listen
in. People using marine radiotele-
phane can be breadeasting their
caling card number 1o a patential
audiznca of thousands. And 1hat
just shouldn't be happening

But # is. And there is no doobt
that calling card fraud is ectuming
because of this lack of security,
From the phone company™s {many
Bell and non-Bell companies pro-
vide marine felephone service)
point of view it must be a trade-of
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ON THE RADIO

for cuslemer convenience, You
see, there just aren’l that many
ways to bill a ship-to-shore call.
Most calls are collect, a few are
billed te the ship il they have an
accoun!, and a few go to third
party numbers or othar special
ACCoUNts.

Sometimes the operalars have
trouble verifying bitling information,
I monitored one man, who afler
racking-up %490 worth of ATET
charges was informed thal they
couldn’l accepl his international
account number. The operatar
finally coaxed him into giving an
address for billing. Callz are often
billed 1o third pardy numbers with-
out verificaticn. But calling cards
make billing easy lor both the cus-
tomer and the phone company
imclvad.

It weuld also be tricky for a
company e not aliow caling card
use. Doing so would be an incon-
venience fo customers and woukd
force them to admit a lack of com-
murications security. OF gourse
people using maring radie should
already redlize 1hat $heir converza-
tions aran’t privale, but anncunc.
ing the fact wouldn't help the
phoene company at all, In {act, pee-
ple may place less calls.

The convenience efiered by
calling cards makes them gn easy
target for fravd. They can be used
by anyone from any phane and
with a varncly of different lorng dis-
lance carriers via 10X numbers,
Mo red or biue bex hardware nec-
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essary here, jusl 14 digiis. But of
course, the number won be valid
for long after all those sirang
charges start showing up an
someong's B 1 should be noted
that when a calling card is used,
tha number called, lime and date
of all, and lecatien (and ofien, the
number) from which tha call was
placed are printed on the bil. A
fraudulznt user cauld be caught
vid 1hat information if they were
careless. Also, some long distance
compan:as may contzot the dawner
of the card it they rotice an unusy-
ally high numbar of charges an the
card.

Long distance companies bear
the brunt of the bill: caused by
calling card lraud. However, # you
read the line print, the cards
affered by many companies have
a cartain minimum amount that the
custamer must pay, say $25 os
$50. (Editers note: We hava yet t
hear of a casa where a phone
cormpany got away with chargireg a
cuglomer whon the anly thing
stolen was g number and nod the
card itself.)

S0 what's the moral of 1he
slory? Simple. Be damn careiful
whal you say over any radio, and
that includes cardless and cellular
telephones. If you are using a call-
ing card, enter it with fouch lones.
IT you happen to make VHF
marine radwlelephane callz, il
coliect gr charge 1o your phone
number as you weuld to a third
panty nuimnber — withaut fhe last

fooriinued on puge 33)
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THINK OF WHAT YOU
COULD DO WITH $20.000.

That's the amount of money you'll save if you bay the much heralded
ES11 decumentlalion from us instead of through Gell Sowth, While
hey've priced this six page document at 579,49, we'll give it to you for
only 359,4482* Thal's a savings of over 25%.

Imagine the theill of owaing a phrase Bke: "When an occasions! all zero
condition is reported, the 88CIMAC should dispalch SSIMUTEM 1o
routine eguipment an a ‘chroric’ ropblesweep " (These words &y ifem-
selves would easily sell for several hundred dollnrs,)

You know that offers like this aren't made very often, You also koow
that this kind of information is a treasure well worth dying for which
can't be found in stores anywhere, Tt's 3 commonly known fact that
uoderstanding how the phone company works is a major step lowards
World Congquest.

&0 take that step today. Before your neighbor does...
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WE GET THE MOST INTERESTING FAXES FOR MILES
ARCUNDL.BSEND TOURS TO H16-7B1-2608 ANYTIME.
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Morris Sentenced

Cin May 4, Kobeo Moz, whass cun-
away worm crezted havoc on the Tnisrner
avier e Tall of 1958, was seplenced to Lthres
yvears' probation, a SIOKD Ane, and 400
howrs of cornrmuzily servioc. 1le coald have
received up Lo five wears in prison along with
a 5250060 fine.

Whale it sewons premy swangs 10 senloas
sorbody o whal was, in elfect, a s-iendfic
EAPEMMErT gons Ewry, o etciaindy is a rolicl
that coler hrads seemned 1o prevail in chis
importznt cass, After all, Mooiz could have
waurgd up in poison. We can only hope this
isn't the exceprion oo the rols, or worss, a
case of specizl treatment becaase his father
works for the M54,

Albania Callable

Fuor many years, lhe strange and mysten-
a5 Eusopean coontry of Albenia was coorr
pleiely unrcachables by belephone, a2t least
fram che 1nieed Scares, Bor all of that sod-
dirdy changsd om May 1, when ATET starl
ad praviding operacoe mmeised callz thers, 1875
ol el dinect d2al secvice will start in
ke Il I =0, e coartry oods i 355, The
crll shown Brloe was mxde from Canada,
Moo Lhere are orly three countries thar are
apreckchabls from the Uniled States:
Vietram, Cambnodia, and Nams Korca.
{fcruacly, i1 1S passibis Lo call those places
froer hers - can yon Dgcee oul kow?)

gning chrooph nperaiorns overssas, not when
asing MCI Call USA, the MCI cguivalent of

- MCT CORFIDENETEL -
B0 MGT S CUET0MERS

ATET s LISA Thmece

[r 2 seclion an [rapd, ML slalzs,
Uhacspmae thers will e no anmmeced validz-
Hon of the Inlkkrnadonal Mamber, fraod is 2
petencal iseas, However, i3 shoald be noted
thal AT&T has operabed this sereioe for over
b vera withesar validaton of §55 inssmanon-
al nummber.” Thal shoold painl 2 prelly cloar
pretuns of the effectve and immadiaie solu-
Eons some oompaniss come o owith when
[woed with polential secily probloms.
New York Tel Rate Increase

Mew York Telephore is asking for some
of 1 Rl GOIRAEEiUE fATE dneeasss dn its
histozy, Apart from lowering the nigklbme
disaeant rare m 50 persent (rom G0 percent)
and 5= evening talz o 25 foom 35, the com
pany plang 1o dockls the charges for most
claswss of message- rele servios. For inslance,
b wait pay 38 0 enons for & ctnain gepe of
srvica, o cam look Sorwerd o payving 516
o ranee ie 1he fernre, Haos n:._“..u. thatl ko
charges io local ditectory assislance rom
prvphones doornesty feeel wall be Dnidaned ag
a cost of ) censs per request. Tre tan free

ha PELEY Caled from Cgred %3 _ Trre Ralm "Min. Ancuzk
Codlray murdzar 7552000
1 FER 500 Tk ALBANIAEFR i AM oI5 e REsLEE
TIE PRIAIND FEAEGY
ht L P . .
MO Insec writy TALERDE £VENY COLITER pts &ach moath will

Io aninterrad e leaked o 2500 MO
aimits that cthess 5 very linds seeurily Toc
I5air icfemabonal calling cands. Tre “inoes-
nazicaal ouinbce” i delized as 2 17 10 19
digit oumber composed of the Telsommumn -
cationd Indusay Ldectifer {89), the country
cede (from ons 10 thies digits), an 301
issuer dectfier (322 or 550, the subscebe
fucrber (ke sarme as che fitsc &2n _.._ﬁr.{q of rhe
MO 14 dipir douresis nucnier), and 2 check
digit. The intemagional number 13 vaad when

b i inansd, And an viprecadenied 35 asar
charge will apply bo al! c2lls oo the opetaine
1l ddimn "L wind Cp in & call bring proctsssd !
The Public Service Coommission can deny the
ral: incosass, bul il they don™, thess Gulra-
geoas raies will gorinta effsct rexe Janazry.
Furthermare..

U5 Spriar has rodesigesd their Lt And,
if yon have a WED acosss cods, peall be
delighled 1o krow hal they print your code
O vy pags!
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you've found the official

Clarifying REMOBS

Dear 2600

In refercnee o your EEMOIRS
arlicle by The Infidel in the
Aulumn 1988 issue, the authaor
distoried the frue definition of
lemote Ohservation in the digilal
age.

The REMOBS is a hardware
device manulaclured by TelTone
and nsmerous other electronica
meanufaciurcrs. To say that, it iz a
Eell slandard piece of squipnent
canld ol bhe further fram the
truth. A typleal REMOEBS ranges in
cost from 2500 to $1200 and i=
always allached o The cable and
pale I guestlon at the frame {in
the central office). The fact
remalns thal e REMOEBS is pol
lotally silent, I s a mechanical
devire that uses cross-connect cir-
cuits to mp lnto & line, which obevi-
ously resulls in clicks and nolses,
Unlike The Infidels notion that a

REMUBS can mgnitor any Unc in -

an exchange, il is Hmited 1o a min
irmal nuinbher of subseriber lines
and 13 restricted to guidellnes set
farth by the FCC 3a Bell uses a
series of circuilz Known as “ne Test
trunks” to monilor lines for test-
ing, and Unemen in particular usc
softwrare driven moniloring devices
[TV on LMOS]. Whetbier or not the
abserver will be heard depends
upnn the sofmrare selection.

Tao say you don't aclually “con-
necl” Lo a custamesr's Hne and sim-
v monitor it s otally wrong. If is
imposstble to listen In ot a comver-
sation if lhere is o physical con-
neclion 1o the remole boe you wish
to ohecrve {with the cxception of
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cellular and cordless, ele],

MO
Maslers of Deception
New Tork City

And don't Jorgel solellites o
mbcrowpare links, If's quite a bit
harcder {o zero i 91 0 .—r..:__mn_.__w_u.q.
vonersatice bl there's alzo o o
syt choose from with erually
sy cheenes of betng caught, Inacldd
tor, DMS- 100 swilches seot o be
gatning a repulotion for naduer-
tently allmubyg access bo alfer con-
wwsations. The storny b5 always (e
sAme; yoLre haping o coniksesa-
i ane ol of o sudden yoo're
cartnecicd o another conpersalion,
Youl con heor {hewm Bl Dheag evenT
hear o Theey hang wp and pou
el another conberzation. And 5o
o, Iff there are “clicks® n these
mstances, nobody seems o be
hearing them, Which hrings ws In
an inferesting point. If there are
telltale scunds (muolyed, how
many of ws krow what they
e ¥ I every click on oo lines
saomeons eavesdropping? O
COLrsS Tk, Ane Traniioringg cleuines
becoming more sophisiicatond o
lexsis “reoisy ™ Absolurely. These

Jacts, coepled with the thoreasing

nzamibeT g s o lisler, assunes
us of the fool thal ro prhore oooeer-
salior erry b considered secure,
Who's Listening?
Dear ZEO

I am the wiclim of an
“Informalion Source”™ thal has me
puzzled, My phones [according (o
Ma Bell] were not bugded and I
know for a fact thal no hugs were

planled in my ollice. There was no
illegz] tap on my phone that I
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cowld deteoct.

Someone mentioned a new lap
that is pul inlo effect by Just dial
Ing my number. Thers is oo ring
and the Hstener an hear all that
gaoes on in Lthe room where the
phone is. There is also no recond of
the phone call. This sounds like a
combinatlon bBlack box and some
cther device.

Can you clue me In?

WH
Upstate New York

A harmondea bug, alse known
a an ingintly trooseeiter, iy wsual
iy placed (n the earpicee of fhe
phone. A parlicular frequency sent
ouver the phone iriggers them to
stard fransmifling. [ this was the
caze here, yoar should have been
alle o find €, although some hove
been made o ook like phone
Jacks. Keep in mind that this i rof
a top, but a g, Inother words, ©
waorkcs even when the phone fsnt
i arse, maorilaring the room, i
the phone fine, We're unaware of
any “service” thot allces somecne
for call inand de this uihes firs
frnping phystcal access o (he
phone, There are malnternance
Junctions within the telephone
company that allow [ires to be
o fored without huviceg 1o install
squipment., bul these aren’t supn-
posed o be used oulside the com-
pany, Someheow that deoesn't
o] ey renssuringg, does @7

Blue Box Chip

Dear 2600:

Alhwough we are in the owilight
of the blue box cra, U'm sure many
readlers would be interested in an
excellent blie box IC, The chip is

Spring [90]

the Teltone M-933 Mullilreguenoe
Tone Generaoer, 1 genertes all 12
MF loncs using a standard 3558
Mhz colorburst crvslal

Thiz ¢hip offers several advan-
lages o bluc box deslgners. All
blue box lencs are penerated acei-
rately by one [C [=xcept for 2600
Hel and oo adjustment or luning is
requined. [t dess have one disad-
vanlage. however. The I has o 4
Lit binary tnpui for wne sciection,
meaning it isn'l easily interfaced
with a kevpad,

The [ i alzo expensive, cosling
anywhere fromm S04 fo 525 lor sin-
gle pieces. [ have found twao
scurces: High Technelogy Semk-
conduciors in Califnrnia (714} 2349-
733 and Almo Electronics with
autlels coasl to coast (800) 525
GEEE. Other Tellone disiributars
sell it too, Teltone Corp, can be
reache] sl (200] 270506,

Swane dlistribulors will ghve elee-
irondes companies Iree samples
ared spec sheets.

Mr. Upsetter

Bugs Wanted
Dear 268400;

If, as The Dark Overlord sava,
lhere are many weaknesszes In
UNIX, why dont vou prind a lew? 1
Irequently sce Messages o6
Arpanet saving things lke "Major
sccurity bug found in XWindows,
service represcatative will coplaci
your site with derails, disable
AWindows aniil lthen® (ne. thia =
not a real messagel, and there are
avidenily lote of adminisiraiors
who know [ots of casy-ta-exploit
bugssholes in warious op sysicms.
Why doot yous publish them? To
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my knowledge 2600 has rever
published any specific securlly
hales — not even the rhosls bug
that the Warmnm explalted, which
everybody except me Seems o
know about. For instance, Elll
Landreih sald he broke inlo a VAX
running VM3 using a rapid-fire
cormmand replacement: a program
in @ which submitted a command,
walted untll i was approved, and
then wrote a different command
inlo the VS buffers before it was
executed, Someane must have
detalls: formats, speclfic memory
lacations, and timing — maybe a
simtlar program.

[ know peapls who have o .COM
file o VM5 which allows them to
send mall messages with bogus
“From:® ficlds. They are unwilling
fo suppdy me with it for fear of kos-
ing their jobs. Can somecne pro-
vide a listing? How about ways of
[aking Arpanel mailer headings? (A
practioe very common on April 1)

[ was recenbly on a VAX running
VM5 on which T bad read privs for
AlNTHORIZE. EXE. | ._H.E"__”E._. it intex
my directory, created a fake tem-
plale of users, passwords, and
privileges, and lried (o redeline the
appropriate logicals so that [ ooukd
then SET HOSET and login using
my fake AUTHORIZE.DAT and gel
a bogus account polnted at a real
dircctory with real privs, [ had ne
succcss. Can anyone with acress
io VMS manuals tell iF thls s pos-
sible. and il so0, what loglcals to
redefine?

Charlie Brown

the first letters

Questions and Info

Dear 2600:

I have a lof to gel off of my mind
afler reading your Winter 39-90
fssipe, [ haven't had a compuler for
mropths now =0 Ive been out of the
phreak/hack scens for gquife a
while.

1. What are some of the ways
ihat bBlue and red boxes can be
used and detected on DMS-200
and other new switching syslemns?

2. When scanning (war-dialing],
how many numbers per minute
does il fake (o (rp a warnlng flag
at the CO7

3. Are dest numbers called Irom
a different area code billed?

4. Are there any other
hack/phreak publications pasi or
prCscne?

5. Doss apyone have, or has
there baen printed, a listing of
Telenet Network User Addresses
WA

G, Whal {5 lhe Summercon, as
listed in the winter Issuc's
Marketplace?

7. 1 have recently gotten my
hands on an M-242A HEMOES
unit. 1 have no ldea what it does ar
how to work . Any inle will be
apprecialed,

Laszl of all, here are smne inter-
esting numbers in the 704 area
code: AMIED 311, ringback: 340-
sooo. Here are some rather difler
cnit COOOT numbers: 704-334- 1051,
T04-334-0745, These payphones,

_n..m_m_uc LETTERS, PO BOX 99, MIDDLE ISLAND, NY 11353
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of the nineties

if nel picked up within approxi-
mately & rings, will answer with a
computer connect tone, folowed in
aboul 5 seconds by a very sirange
tone,

GEH

First off, o DMS-200 (s a toll
zuitch, meaning &% used anly for
long distonece switching and nof in
ceniral offices. The §4 E55 s
arncther example af this. Check
elegwhere in this issue for delals
on hown Blue boxers are detectod,

In some places, scanning has
been made illegal, I would be
hard, though, for someone (o file a
complaind agalnst you for seanning
sinee the whole puorpose (s (o ol
everly number ence and only once.
it's not likely 1o be thought of as
harazzment by arygone who gels a
single phone call from a seanning
compuier. Some central offives
hawe Been known lo react strange-
ly when people start scanning.
Fomeilmes poure unable fo gel o
dinlione for hours after yodr stord
scrrutlg. Hed fheere s no undform
policy. The best thing fo do is (o
Jirst find out [f you've gof some
crazy dew saylng yow cant Qo it
If. as is likely, there is no such
low, the orly way to find ewf what
happens s to glue £ a by,

Tes! numbers will almost
alwayzs bill when cailled from oud-
side the area they're meand Jor,
Fomeltmes they even bill Incoliy!

Wer o of ne other publicntion
n this country that does exacty
what we oo, Bul there are soms
that hove some similarities, When
we fird out about them ond ged
ahold af a copy, we generally
sprevd the word,
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Gotting o Hsting of Telenel
addressas (2 like getting a tele-
phone book. I waidd be oofdated
the momemd you set eyes wpon .
Tl Lhere are many partial lsings
Soating arourd, ol §f we ger one
tn the future we'll shore 7 s
e e done e the past.

Rey Summercon, it's an anrruwal
qurtinering of American hockers and
phreaks. The details will he
anrmctirced] et we e e

Finally, the REMOEBS unit you
heve will only work from WITHIN
the central office. Thase wreils are
used for monitaring trurnks, naot
inclizdciual [ines, and they're renlly
raffer oufelated, SO 0 can't kot
to have one lying around [he
heslise

ﬂmﬂ.w:aﬂrm_‘ Threat

Dear 2E00:

[ think you might lind this
interesting. It was extracted from
the RISKS Digest on USENET.

*The Prodigy Services publica-
ton, Prodigy Star [Voluime 110 Mo,
1) recently showcased a ‘major
benefit’. The Prodigy system
accesses remaote subseribers' disks
o check the Prodigy software ver-
sion used, and when necessary,
downloals the lalest programs.
This process s antomalic when
subscribers Unk to the netaorle

‘1 asked Prodigy howr they pro-
tect against the possibility of alter-
ing subscribers’ non-Prodigy
programs, of reading their person-
al data. Prodigy's less-than-reas-
surng response was essenilally (1
we don’t leok al olther programs,
and (2] you can bool from a foppy
disk According to Prodigy, the fea-
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this is your chance

ture cannot be disabled. ™

[ lhink il [s obvious how (o
make vz ol this “lenlore” for oiher
purposes. Let wus hope that fhis
frature” s removed from one of
e newly doemloaded veralons.. ..

fin
Red Box Woes

Deepr ZGO:

Since the foneco sirike in New
York, the outdoor payphones tha
were vandallzed and are oow
repaired do net allew red box
usage. Even aller pulling in lhe
firat codn, using the box resulis in
a recorded reguest to deposit the
balance dize. They must have dones
something with the coin delect
relay setup. Indoer phones in
building lobbles apd storea =illl
seem oo work okay.

Curious

Throwghowt mest of New Yoek, a
nigsiny resliryy sslern kmowm as MARS
has been instolied ceer the last
ver. Yoo may fave aoficed o olif-
Jerence (n the way dhe dial tone
AR S SR q._._.._..._q_.w.ﬂ ey ool
have been suiched over yet,
We're loofcing _for more nformaticn
onn this, as well as ways of
ﬁ_._“_..n__...r.n..n_”__._.“_. thur _u_,.....,.ﬁ_...q_.._n._w_._ﬂ,ﬂ.m.,w..

Dear 2600:

Your latest issue on boikling a
sllver box using a Radio Shack
dizler was quile .m..._.ru_&. I wowld MEe
te knowe if a medification oo be
made with a pocket Radio Shack
dialer Lo build & red ooz

Plesise reply Ly feller sloee I'm
nat sure if my subscription is
cxpired.

Bhode Island

Therer wonledn't b moch point Lo
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making a red box oot ef @ Bedio
Shack dizler since o red box only
mares a single combinalion af
forigess {1700 fue arend 22000 bzl Ovae
S0 omillimecorad polse indicates o
nickel, tuo B2 mblisecond pulses
indicate a dime, and five 35 mil-
lisecond pulses separaled by 33
mdlliveconds indicale o guoarfer,
Therser Tores care q._...;..__._..”__._.?._.h £ 11
tavich tone pod, wherens the siluer
box tones are. Our Summer 1588
erditdosr Fios revd bcwe .__.h_.._.h..._u.. r.__m...._. Thuases
wrhiee are dnteresied. IE shoold be
noted, though, that many red
hoes are nothing more than tepe
recarders with the appropriate
tanes et L

There's no way we can reply
indizddialiy o all af the queslions
al el s ape o o for Reepr fracks
of when yowr subseription (S s
ing an end. That information
shaled he an e madiing lobel

Whiile roe"rer onn the ..r._.?—._.._..m.._.__..
Jolks, @ oouple of words of adeina,
When you asove, et us cnow
REFORE  your  old address
Becroes dowalid. The post office
daegs net forward magazines.
Insteqd, hey send us nolificalion
af your new address, @ service
thaviy efinrge ws for, Ared rer wing
Ly missieg an s for oo good
reqson. Also, those of yow wsing
alioses: make sire yout're able Lo
gt il endder et naese, Thes is
riathibuy moee frustrating than by-
lng o contact someone whese
Issues keep coming back lo us,
empeinliy whent they're comploin-
ing o us oot ned getting wehat
theeyy pald for? IF Yoo hase (o use
Jake name or hordle, fust moke
srerer [ pevel office frows aboud i

SpHng 1990

to be heard

S0l oo all gel on with our Nues,
Suggestions and

Questions
Dear 26040:

Clad 1o sec your you covering
phones again, Very much enfoyed
the forireas phene aricle and had
& fow questions about i1

Green box lonea: when are
these tones to be sent? When yau
are sl talking®? After you hang up
and pick up the phone again?

Hed box or green bax tones: do
they have to be sine wave lones or
will aquare wave tones work?

Juat what are {oll free 950
calls?

Whial is beiye boadng and how is
it w=eful? Tlow aboul an article for
remedials like me?

Redneck 1
San Luis Obispo, CA

Cireen box fones are stmply MF

lones used i a different way. For
fnstance, KD is the slhynal fo spir
oul the change, The MF number 2
= the slgnol to collect the coins.
There are other tones for obse e
Junctions which nebody realiy
uses these days, Keep in mindg
theat [hese tones one oy wsed an
analog switches, The fones mast
be sent from the called pariy. T
person gouw call blasis KP, you
hang up, and wowr change shonld
come back, provided it hasn't
alfeady drapped.

Either sine wave or Sipare
Warkr fones tork fust fine,

250's e toll free muombers that
Provide you with access (o the dial
tones of other long distance com-
Panlez. U's necessary o enler are

Spring 1990

authorization code before or after
emieriyy the number you want o
eil. These dial tanes only ascep!
touch tones, not pulse. 950-1022
belongs fo MOI 850 053 belongs
o Sprtnt, cened Uhess ore Mty ofh-
ery floating oaround fust waliinug fa
be discoverad,

Heige boaxing (s norhing mere
ther using someone else's phone
lime to make a call, This iv done
quile o il m dormilories, where
' fably eosy to get gocess to the
phone closel and do some
renkiring,

Dear 2600:

Eeep up the good work. 1 like a
balance hetween telephony and
computers: soflware apnd hard-
ware. The international info 1
valuable, You ought to combine
this and ane of the ather misga-
zines inio a real. full-blown rag
___r,,- Data Communications, How
atwilt @ feature on the 3
70,85 PRXY i s

Satisfled Customer

W'l bk dnto theet PEY anel sew
if there's anything partteulorly
bnleresting kot i, Al the Mt
e Nezper Hitle droerest in lenobotng o
recding ke Dafn Commiurications,
Dear 2600:

I have asked vou before, byl
has anv new infermatlon come up
om publicationa slmilar (o vours in
the United Hingdom or the
Netherlands? | admire your persis-
tence and philosephy, and hope
that you will continue for as long
as you feel moved o dlo =a.

An Overseas Fan

There hus been talk of @ publi-
cation starting in England o some
ftme. We'll et you koo {f any-
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thimg devetops. In the Netherdands,
Thearee's Hock-Tie af PO Box 220553,
1200 DL Amstereioen.

Depr 2600:

Would you be interesled in an
article aboul compuler viruses? 1
have an Apple, 5o .n....n.q..__..__..._.:.m -
cerming i wold be based on Appls
assembly language. The ardicls
v et eoarer wow to make., deslroy,
and detecl viruses on the Apple,
and in nn._._aﬂ.,__. | __:.m“_:._ :.:____._._..__. a
simple sourcee code for a non-
destructive selfi-replicaling pro-
gram. i you are inleresiel.

Somewhers in the Midsest

Wit seaprised yau had o ask,

We're walting by the modbox,

Hotel Phones

Dhear 2600

[ .n_q,.,..q_.u__._u_.. S GO POSS & VETY
major security problem when
using private phone syslems such
as In hotels.

Mozt ol lThese have a Station
Mezszage Defall Recorder 2MDOE)
which keeps track of all digils
enlered al vonr extansion. At
checkoit fime thes: numbers are
comparaed, cither eleclronically or
by hand, with & rale chiarl and the
Bill gels ealeulted.

Hinee [ generally use altcmalive
cosinen carders for long distance
cails, [ almost always have a local,
(e [A30] access namber

lecenily, ocne lnstilulicn Lrisd
charging mo excessive amounis,
claiming Whal [ b accessed some
of the oiber, abem, special
exchianges [anyvthing above rero s
wrong, buat T grant them lhe 25
cents i they insist] so [ asked 1o
see [he “_._112.."._:__.
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letters for

1 discoversd, ta my very major
dismay, that the paper hal the
853 calling number and o seou-
rily coxle, as well ag the fnal num-
bas p clicaledd.

On checking [urther, 1 discov-
crod this 15 not only @ common
fealure of SMOITs, but = also on
Ty privale ooin phones.

Very curlous, and very worri-
SOTHe.

[ found a way fo isometimes) gel
arcundl this, Moet of the lislings
are limited o 20 or o characlers,
o 1 will punch in some random
characlers, and hit the actolhorpe
for o newe dialtone. That way, the
hote! printout merehy gels the fivst,
defectes, seriss.

This problem cerfainly calses

SO LTS (uestions. ...
oo

New Tork City
Why do you think 20 many
phone plireass sk i hotels?

The Facts on
10698

DNenr 2E00:

On pages 42 and 43 of your
wonderfuel Autumn 1985% issue s a
comprehensive list of carrier
areess codea, and n the third col-
umn o page 43 Is o labnate, the
feurth aned lifth sentenees of which
remel as follenss: = LOGSS, [or exaom
e, is used o nowte local calls via
Mew York Telephone, But since all
loeal calls are rouled Broagh Bewr
York Telephbome anyway, & doosol
really serve much purpese excepl
to occasionally gel around PEX
restrictions.”

The second sentence of the

Epring F400

the spring of 1990

quoted portion above §s simply
wide of the mark, because you are
supposed to use 10633 il vou want
to route cerfain interstate inter-
LATA calls via New York Telephone
inslead of vla ATET or anolher
long distance carrler. All local calla
== in [act, all calls, including local,
tall, and long distance calls, which
both orginate and terminate oiff-
in a LATA ("Local Access and
Transport Area™) — mus! be car-
ried by the local Bell Operating
Compagy¥ [BOC), in accordance
with Judge Greenes decree in the
anlilrust case which resulied iln
the breakup of the Bell System.
Those kinds of calls are often
relerred to as “intra-LATA calls"
Conversely, all calls which orgi-
nate In one LATA and terminate in
another LATA [Minler-LATA calls®)
must, urtless the decree carves out
an exception, be carcks] by AT&T
ar an allernate long distance goarrl-
er. As Judge Greens put it in his
opinion dectding many of the LATA
quesilons: “Most slmply, a LATA
marks the boundaries beyand
which a Bell Operating Company
may not carry telephone calls.”
That's why the geographic delin-
catlon of the LATAs was so Impor.
tant to the BOCs, (Judge Greene's
opinion declding many of the LATA
guestions may b2 found beglnning
at page Q00 of volume 589 af
"Federal Supplement®, which is a
sertea of reports of decisions in the
bower Federal courts.)

There are two exceptions to the
genera] inter-LATA call rule which
Judge Greene recognized aned
lncorporated Into the medified
final judgement (the MFEN. Golh of

Spring 1990

the exceplions are in or close te
cur ewn backvard (speaking as a
resident of Manhattan], Both of
the approved modifications recog-
nkze el conlinue a practos which
1z decades old, and is referred lo
by Judge Greens in his opinion
deciding the guestion as the “lmit-
ed cormidor exception™.

Cne of the lmited corrldar
exceptions 1s belween five north-
ern counties in New Jerasey
(Bergen, Essex, Hudson, Passale,
and Union Counties] and New
York City (the five boroughs of
Manhattan, Bronx. Brooklyn,
RFusens. and Staten lsland). Before
the breakup, ke MNew York State
portion of the corrider consisted of
all the ferritary [n Muwmbering Flan
Areas ["NT*As") 212, 518, and 914,
but in his decislon, Judge Greene
cut the terrlony down to New York
City only [which at thatl Ume was
NPA 212, but now consists of
NPAs 212 and 718}, In Judge
Greenes words, “The exceptlon
would allow Mew York Telephone
and New Jeraey Bell to conlionue
their direct switching of traffic and
private line demand betwoen MNew
York and New Jersey via Class
Five. local trunks, a current “privi-
leged business' armrangement which
wotld be scaled down from 516
and 814 ta New York City only.”
Hudge Creenes oplnlon explaining
why he dectded to make a modill-
cation of the final judgement as to
the nocibern corrldor appears at
page 1018 of volume 569 of
‘Federal Supplement™.)

The olher corvldor exception is
between Philadelphia and its sub-
urbe in Pennsvlvania, and Camden
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and its suburbs in MNew Jersey, In
Pennaylvania, the territory com-
prises flve countics: Bucks,
Cheater. Delaware, Monlgomery,
and Philadelphia. In New Jersey,
there arc  three counlies:
Burlington, Camden, and
Glovcester. udge Gresne’s opin.
ton explaining why he decided lo
make another modificatlon of the
final judgement as to the southern
corridor appears al pages 1019
and 1021-1023 of volume 569 of
“Federal Supplement”™.)

[ suppose (hat in the early days
when calls were handled by live
operators, the high volume of calis
In the two corridors prompted New
Jersey Bell to find ways o spesd
up the calling process by bypass-
ing AT&T Long Lines, and New
York Telephone, in the norlthern
comridar, and Bell of Pennsylvania,
in the soulhern corridor, were will-
ing lo ablige. [One of your readers
wha i & real ald-timer may be able
to give us Lhe correct explansticon.]
Al any tate, this venerable practice
has persisted, and was incorporal-
ed into the MET by Judge Greene.

As @ consequences, now 7 you
want to make a norlhemn corrider
call from an squal access cenlral

ffice 1n New Jersey to New York
City and bypasa ATAT lor whatev-
er long distance company has been
chosenl, you can do so by [irsl
dialing “ten NJB™ (106352] and Lthen
dialing 1-212 plua the Manhattan
or Broox phone number o 1-718
plus Lhe Brooklyn., Queens, or
Siaten lsland nunber.
In Mew York City, if you wanl 1o
bypass the long distance compeny
and use Mew York Telephone, you
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must first dial “ten WYT (10638] to
have the call be listed on the New
York Telephone secilon of your
phone bill. New York Telephone
hints al how to do this in the while
pages, but, surprisingly, doesn't
ghve the 10693 access code.

In Pepnsyivania, you must dial
ten BPAT (10272} to make a
~Jersey Link® call via Bell of
Pepnsyivania, To make a “Pennsy-
Link™ call [rom MNew Jersey, you
would precede the call with “ten
WJBE" (10652).

Zo, the codes 10272, 10BEZ,
and 10893 are legitimate access
eodea, bul only for a limited pur-
poset to make corridor calls via a
BOHZ instead of via a long dislance
carrier.

The County Man

More Network
2000 Ripoffs

Dear 2600:

I, ton, had a similar experionos
wilh Metororl 2000 and the Sprint
gard last summer in a mall In
Mashua, Mew Hampshire (Winter
800, Letters].

The adverlising at the Spriat
booth mentioned only the FON
card, and sald mothing aboul
changing long distance carriers.
When 1 asked the woman about
gelting the FON card, she gave me
an applicalion to fill out, But
before 1 signed it, 1 noliced in the
fine print that | was agrecing o
change my long distance carrier Lo
Sprint.

[ asked the woman if 1 had read
the application righl. She at first
said e, | was applying for the

Spring 1930

and information

FON pard only. When
2 . Pressed,
n_ufmﬂ.nm- she finally admitied i,
uwu.q_:.m. Ju.___.h...:. wouldn'l vou rather
have Sprinte- Only when [ declined
n_u_.ﬂa she lurn the form ver, where
Cre wWas anotber appleati
Lhe FON card only, v o
y Needless (o say. ¥ou know
r.*:___.,.w form was face up oo Lhe
table, and which form ¥Oou were
tld ta Al cut when you asked for
lhe FOK card. s Impossible 1o
__w_‘_ wheo the perpstrators were:
Melwork 2000 or their reqs,
E _"ﬂ; anolher nole, ANI in
ashaa, M land mayte all of 603
wWas 1-ZM3-222-1111 as af __.w.m“.
surmmer ler maybe it was ¢
Just 203
22211110 Oddly enough, it wis
Erven lo me freely over the phone

by a NYNEX tech weenie,

The Iron Warrior
Mo Fized Address

Sensitive Material
Dear 2600;

It look ¢close Lo six weeks Lo
recelve my last order of back
l25ues. Do you think customs wis
pulling same stunts becagss ._....._._.M.q._
[ recetved the parecel il was i a
plastic bag and the top of the
envelope was ripped and scaled
with scotch tape, Ts this hew Vern
seid them out? e

A Dedicated Subscriber

m. ey Lok @ fEu LWeeis o e

back ssues, but thery shixaldn't be
1 a plastic bag or opened in gy
wayy, It coaild hove Boen custons
the post office, wr some n,..._.:...nn..h__
brelividual that atracked | Sarne-
where along the fine.

..__..n.._m_:._..._.,..uq.m.. 0 angthing is T
with gawr ssoes, o) ws, m___.n__..mﬂm
._.._.J... Llank or smwedged pages, it's
enfirely our foult If m..n__:.. m.mu.E.w
“are mangled or ripoed, t's rroba-
by r_:.ﬁ_m_um_ affice. In thet case, (el
L AN file o compliaing ik n__.q.E.

LISTENING IN

fowr calling card digy
Ard digds. Far the most par
radio commonications are Eaiy b m_._n_...ﬂmﬁ_n_

Uges athe

(continued from page 24

VHF Marina Radigielephans

m_i_"ﬂmq.mw_,_ﬂ them SEEUNT 5 Lp fo o Channel m:q_uqqa:_wa.n_.nu

22 __rn._...ﬂu_..ﬂq ....__,"u.,_ Wild scannars who 24 157 “w_n_a il
b e 10 thock cut marine teleshone, 84 157,225 {51,525
Fas ____.n_:nEIn_ _._n,_m_m Locaied by the 25 157250 ]
oo n.q 4 marine E._.m phone is g gse 137275 fpns
e g .m.__._1__._mﬁm look at ielaphana 28 157,300 151.875
ooy gt CPSations. I you live rear the 56 157,325 151 423
e st cosz, e Mississiopi River oe 27 157.354 et
Lo _u,._q.q....n_ .qq will ke marne radc 87 157,375 16 878
e qn..._n_.;_w.uu aylight .._n.Ew yoUu may 2@ 157 A00 1e2.009
Sy o missions frem hurdeds of mies g+ 157,425 o
iy POSPIRNS SUIng progaga- " Thise froguencies are w__n_w.wm.,wn tar

r than marine ragiowleshone in

ofrtain anegs,

Spriag 1944
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Coendinged from page 7i

tews {ard ropasdicss of tu pessibeliny thar

Lhe s¥srom s part af the owmer's liveli

i  ermy e me arkd shaould he 4ooany-

Huixihle o summing a svslem such
g

Heze s 2 sempling of secne of tw ooni-

menls seen around e counny afiee the

Folrel seipyze:

= A adm
skauld | spart T 1
raake s0ze they aren't saying any
naaghiv? Shauld 1 snoop throogh al
Ciles 1o make sore owveryooe is being pood?

stcalor Lor . Ayael,

sesl I0 they basiad a svsmem =ith sl
on a1, the Electronie Communication
Privacy At comes inm play, Evervons
wher bacd cncatl dated less deen BEG days
obd o ke gysrem is eaniled weosue cach of
U people involved i the ssrere for s
Lewst 81,000 plus Legal fees and cournt
Linless, of courss, the [autkaritios]
2% the book, 2rad gal warmanls Lo
inizrfore with the email ol all who had
aCeoiEnns om the svslems, 11 thay odid, 1here
are sticy 21 fow long Ley have o
m_._..:ﬂ._.*r..:..i.-.

=-* L imidazion, threats, dismuption of
wiark and schaal, "hid Yiars™, and seiion
logal charges are ol pare of the 10
iy ured in ihis "wisch-kuac, That ought
midicate that pechaps the use of
prendonyms wWaEA'T sieh 4 bad sdea 2

= “Thare are civil rights zd asil lib
erlies insues hose 1hat have yvel o he
aildresserd. And they probably won'L even
T taised 2o fong as everyome acls on Lhe
assnripnon Lhal al? hackets are criminals

wrked, an principle, a1 the
conduect of & least soms of the fedoral
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INCURSIONS

wvEEligaios now geing oo- [ krow sev-
sral people who've ke their sysmms oo
al public aceess jisl because they can't
rish Lhi seieune of ter oguzg U as el
derce pr linr any ather reasan I yoe're a
Llszret site, voiz maw meceive megahylzs ol
e dara WY ".._u_... ar Wil Have T SOeT-

“The biggest crime
that fuas been

comniitted iy thoat
of criosity”
T e ror—
MG CAErer proretion in e everl that
e el Dy L8
Ber ared Cherwe 100 yodr sysiens.”
Tncreased Restrictions
B deszane the oopournings ol concem

mens ek nsars of kis syvsienn

“Teday, these i no law or precodent
foalfonds e U same Sopsl cphis
Lthal wlher commen cazriers have agazst
predecaticn shoubd s other pamy (you)
cse my propezly (Dke Pomdy for allepal
o5, Thal wuroics ...

"1 ully iclend o exploze the logal
zuesiions raised here. In my opinicn, e
rights to free aszembly and lres spesch
widld B threatened iF the owners ol pobe
lic raeeling places wors charped wilk the
respansibilice of pelicing all conversatiens
bl i e hallways and lavatories of theie
s for references o llepal soavans.

“Under such laws, 211 privately awned
meeling places would be [oreed acl of
caislonee, and the Tighl 1o mzet and spezk

Bprivg 1820

AND INTRUSIONS

lreely would vasish wilh them. The coen-
men seaze of Tiis reasoning has nol yer
e applied 1o slectronic meeling places
oy the legislature, This issce must be
foreed, o electronic bulietin boards will
cEase b enist,

“In the meanume, [ irtend o conlinoe
o aperase The Podar with ae Linde risk o
myself &5 poosible. Therefore, Tasw imple.
manting a fow new policies;

FMeoser will be sllowed o pest any
messzpe, pUblG or poivate, unnl kis name
ard address has been adequarsly verified,
Mopst users in the metropoliten Chicago
212 have already heen validated ..T.r.f_;.w_u
the relephons number dircctory service
provided by [llinois Bell. Those of vou
whe received validation notices stating
Lal your infosforation had nof been
checked due 5o a lack of fime oo my part
will aow have o wail oniil T get Lime
Belfore Deing sllowed i poss,

“Crar of stale addracses ool be va'i-
dnied in the mannar above... The shorn
terny selution For users outside the Chicapo
area is o find a swstem closer Lo home
tham ke Povar.

“Eome ol the planred srfancemanis 30
The Poial are simply not going 1o happen
unil the lagal jssucs are camalved, There
will be no shell access ond po fale
ugroadtdoamlosd facility or now,

:u...._u. _._.ﬁ-n_uﬁ..m......rw o ali who fool meenve-
feneed hy these policies, e onder e
circumstances, I think woar complaints
would Be most effective if made 1 your
#asz and federal legislators, Pleass do sof™

These resiriciions were echoad on
athar large svstems, while a nomber of
smnalber hacker bulletin boands disappeared
albzgether. We've boon 10l by some in the
hacker warld that dus 15 only a phase, that
ths hacker hoazds will be back aad thar
uscrs will onee agsin be able o speak
Witkaut having their words and idemtites
“registered”. Hut thera"s plso a fapRing
suspicion, the lealing that something is
wery different now, A publication kas hoon

Nprirg 1990

soet dowr, Hundreds, iF por teusards, of
narnes have been seized from mafling Lise
and will, me doubl, be investigared, The
Lacls in the 910 stooy have heen 1wisted
and misrepreseaied bayond rocog
thanks r pecrance and sensatcon
Peaple and arganizatione thal kave had
B wilk any af (he suspocis are open
o anvesligalion thamselves, And, zround
the country, compursr operators and e
are beopiming more paransid 2l less will-
ing o allow lree spesch, In the face of ol
of tha, the belief thal denocracy will
1am the end seanis bopelessly padve,
Yel, it’s somathing we dare not stop
belizving in. Mere Tuith in the svetem,
beraresor, 15 nol emangh,

We epe Crat someday we'll be able i
Taugh ar the absurdities of 10day. Bul, for
naw. let's voneantrate ¢n the facis and
mske sure Crey sty in the foselrone.

=¥ Wers there break-ing ine elving the
EDTL systemn’ [F 50, the entize siory st
bez revealed, How did the hackers ot in?
What did they heve asoess 07 Whar could
they kave done? What did they actually
du? Ao soounty holes that were evealed
shauld afrendy bRave been closed. 17 theres

e e I e T T WLy
"The facts in the 911

story have been twisted
aned misrepresented
bevond recoprition,
thanks to Ipnorance and

sensationalism.”
it nr el S S e e e T S

are mons, why do they sill exise? Coukd
the origingl holes have been losed calier
erd, if w0, why weren"t thoy? Any hacker
wi eadsed damagz 1o O svslemn should
B bzld arcountable, Perind. Almost every
hacker around oo o agres with this, So
what is the problen? Tae glaring fror that
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there doesn'l appear 1 bave boen eey

actaal damage. Just the wsosl assorimsnl
of gaping securily Bolos Al el S0 e
get fined. Shoddiness i design is some-
shing thal shouldn't be overlooked in 2

"Puriing the blame on
the hackers for finding
the flaws is arother way
af saying the flaws
shonuld remain
undetected.”

seslez 48 umparmant a5 ER1L. Yel that
aspoet of the case is being sida-slepped.
funmg te biame on 1he hackers for Gmd

g the ffaws i arerher &y of saying the
faws sheul remain umdetected.

= Urder 20 ciscuatssance shoukd the
Plerges aeweletzr o any of jbe adiboss he
feld as criminels for grinting material
leaked to them. Ewery poblszanion of any
value has kad documents ghiven e tham
-hal wera msloriginally noesded for putdic
consumption. Thal's how oews shoclcs Asi
mads, Shutring dosn Merack semds a very
qrincus message L putlishers arsd editors
roroes the nelion.

o Finally, the privocy of computer
uscis mnst be respecied by the govern-
ment 10's wonic that hackers are poorayved

a5 the ones wha break g sysioms, nead
privaze mail, end suzew Up LRAOGENE peE0-
piz. Wet it's the lederal authosities who
seem i have cerbs blanelss i that depart-
ment. Jost what did U Segres Sarvice do
or these compater systecs? What did they
gain necess 07 Whose ral did they read?
Ared what allowed thern b do dus?
Take Exceplion

['s wory casy e thros up wous haods
ard say it's all 190 much. Bul the fzerz
Trclicans o 0s that we've come Tece o face
with a very critizal mament in histery.
What comes oul ol tas eoukd be g frend-
seqrinp precederl ool orly for compuicr
users, bir for the frea press 2nd every GO-
zen of the United Stales. Complacency &
this sLaps wiil be miost dztrirmental,

W glso realive that ome ol Ous guickes
ways of Iosing credibility is o b shiiil
ared conspiraey-mindad. We hope W
ol St gornes in this waw bocaose we
wruly belisve there s a significant threal
heze. I Plrack 15 sueceseRally shil diven
ared its edibors senl Lo prisen Fer writing m
article, 2800 coald casily Be peab And so
vocld soores of vl publicasions whose
cxislamos rullles somne Deatlirs, We ook
o allaw this G happen.

In the past, we™ve calied Lor peogbs 10
sprcad the werd on various issues. Moo
uzizzs than ool the resels bave beer Lell
Mever has i Sotn mefe imporian: thun
now. To b siloan 6t this srage is 1o accepl
awvery prim ad dack furure,

i R

(clip and save)

WHAT MAKES IT ALL WORTITWIITLE
{COMPLETFE AND UNABRIDGED)
"Congress shall make no law respecting an establishment of
religion, or prohibiling the Tree exercise thereof, or abridging the
frecdom of specch, or of the press; or the right of the people
peaceably 1o assemble, and w petition the Govermment for a

redress of gricvances.”
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Sprimgr TR0

the scoop on 911

Documentation on the E911 System
March 1388

573,448, 6 pages

Bell Zoulh Standard Praclica
GE0-225-1045Y

Reviaw by Emmanual Goldateln

It otherwise woukd have been a
quickly forgollen {ext published in
a hacker newslallar. Bui due to all
of 1he commation, the Beil South
E911 document is now very much
in the public eye. Copies are
extremaly easy to come by,
despite Bell Soulh's assedson that
the whole thing is worth 79,449,

¥hile we can't publish the actu-
al document, we can report on its
coments since it's become a news
stery in itselt. But don't get excited.
Therg really isn't all thal much
here.

Certain acronyms are intro-
duced, among them Public Safety
Answering Poind (PSAP), also
known as Emergancy Service
Bureau (ESB). Thiz is what you
get {in telee linge) when you dial
811. The imporance of clozs coor-
dinatiah between {hase agencies
is stressed. Selective routing
alkyws the 911 ¢all 1o be rouled 1o
the proper PSAP. The 1A ESS is
usad as the tandern office for this

‘routing. Certain services made

available with E211 Includa Farced
Disconnest, Alternative Routing,
Seleclive Routing, Selective
Transfer, Degfaull Rouling, Might
Sarvice,  Automatic  Numbar
Identitication, and Automatic
Locatien Identdfication.

We lcam of the existence of the

Spring 1900

E411 Implamentation Team, the
brave men and women from
Metwork Markeling who halp with
condiguration in the difficut culaver
pernad. This team is in charge of
farming an ongeing maintenance
subcommittes. We wouldn't want
that juicy tidbit to get out, now
would wa?

We laarn thatl the Switching
Control Center (SCC) “is respansi-
bz for ES111AESS translations in
tandam central officas™. We're not
exactly shocked by this revelation.

We alzo find out what i consld-
ered a "priority one” trouble repon.
Any link down to the PSAP fils this
definition. We also l=arn that whean
ANI fails, the screans will display
all zerocs.

We could go an but we really
don't want 1o bore you. None of
thig information would allow a
hacker to gain access lo such a
system. All il atfords is 2 chance to
understand the administrativa
functions 3 litile better. We'd Bxe to
azsume that amy oulzide indedfer-
efce 10 a 911 system is impossi-
ble. Does Bell Sguth know
otharwize? In light of 1heir touchi-
ness on the matter, we have to
winder.

We'd be mosl interested in
hearing from peaple with mare
technical knowledge an the sub-
lect. ‘What doas this whole
ezcapade tell us? Please write or
call so the Racts can be braught
forward.
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fun and games

In @ bizarre stery that's still in
the process of unfolding, hackers
at a 2600 maeting in Mew York
City ware manitered by investiga-
live agonts of zome sod and Lhen
harassed by a moh of police.

During the meelings, we get
quite a few phoene calis at the pay-
phanas trom people all over tha
warld. While one of us was on
zuch a call, the sfrange man in the
sud halding a deskphone was first

Cithearp i just illed with
suspicious-looking fypaes,

Cilicorp is filled wilh Suspicious
and unysyal kinds of pecple. (We
fif righd in. Bul then we managed
to overnear what he was saying.
He was descrining whatl the pea-
pla af the meeting looked like!

We stared watching him wary
chkzely. S0 closely that we'rg sure
he soon reglized what a bhad
undercover invastigalor he was.

We videotaped him. We took
his picture. We recorded his voize,
We even tried to be friendly but he

Page 3§ 2600 Mapazine

got embarrassed and disap-
peared.

Ten minutes later, close o a
dozen cops suddenty malarialized

Whao was this slrange man?
Why was he walching us?
And what was the deskphone for?

g e
Thiz man found a nice post la lean
against for fwe hoUrs.

on the scene. Thay demanded to
know who we were alking to an
the phone. Friends, we 19kl 1hem,
Then they told us o hang up.

“Wa know you're pranking 9117
cne of them said 1o one of us.

Spring 1990

at a 2600 meeting

*High! now we're trying to decide
whether or not to lock you up.”

Pranking 811% Thay had to be
kidding! Maybe a group of five
year olds would be daing that, but
nat a graup of hackers thal knew
alt abcut 911 fracing capabilitias,
More importantly, § was somelhing
none of us would ever wantio do.

W fold them this and wea asked
if they had aclually recoived calls
from this locatian. Did AN spit oul
those numbers down al headquar-
lers?

The leader of tha cops seemed
12 gel confuzed a1 this point and

Cloze to 8 doren cops
suddeniy materializred.

slarted conferning with some of the
others. Then, just as quickly as
they had arrived, they left.

WWhat was it ail about? We may
never know for surg, But we do
know that infimidation taclics and
frame-ups will utimately Tail.

Incidentally, 2600 meelings lake
Place in the public lobby of Cilicomp
in New York City (53rd Streat

Spring 19904

The leader of the cops
seamed ta gel confused,

betwzen 3rd and Lexingion) from
4 to @ pmon the first Friday of the
manth. Those payphona numbers
are: 212-223-5011, 812-223-8527,
212-308-B044, 212-308-8162, and
212-305-8184.

Thare will be saverzl 2600
maelings in California this sumimer
invalving Amearican and Oulch
hacxers. For mare infarmation ar
o meet up with us whils we're
coar thera, call 2600 2t 516-751-

Falax, it eould be an innacent
taurist tsking piciures
af il the copa.
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Data Network Identification Codes

Blos1 .25 based public dats relaorks
arpund the world mre inberoonnecied usang
Che COTTT X.75 poatocal. An addressing,
scheme for plobal data nelwoeks (s the
121 stardasd. Under this standard, a
hioet address consists of 14 digis.

JIT0 O 91400013 W
DI NUA PORT

The ahove grarpls address 13 Te same
a5 AE41 73501 on Telenet, The WLIA s the
Wetwork Uszer Address of the host
mackine on that peswork, The DXIC for
Teleratis 31100 The PORT is optioral and
can b excloded becavss mosl host
mackines will “hunt ey pos to mel

A DI (Darp Merarork Idenrificaliom
Code) s a4 digit code thal is used b iden.
tify e neswark which will sonnect you Lo
7 host machineg, A NEC i3 vsed as a pre-
fix hafore the NUA (Nerwork Lse:
Addressy, The Erst digit of the DNIC &
s f 7 desipnansd world oones.

Using DHIC"s is fairly simple, For
exariple, iF 1 was conaected i Telenet "..,:.__._
wanied to reach a host on the Agstrian
DATEX-F netwask [ woakd use:

N 3TN LA NU T P AT ”_uﬂ.H_V.

Thi NUT mral PASEWOELY aze cplion-

Hrasal

Braxil
Canada
[Canada
[Canacda
Carada
Cayman
Telarsis
Chilz
Chile

Chile
Chile
Chira
Colombia
Cosra Rica
Dermark
Dominican
Rzp
Epyp
Finland
Fr Anilles
Fr Ciulana
Frasie
Fran:
Crabon

2421

e [0S

3505 Bemmuedane
T2k Innesdaia

1241 Kemipad

G020 Datupec

25 Glohedar
AR ChCE

4106 Tymnet Canada

ALY 1IAS

S10v Ercel

A Emiel

FA03 Clule-PAL
T YTR

GH FTELCOM
T OARAL

r Bacrsabad

T Dalapak

i "5 el f
o

g =

LA g

ST00 UENER L
BOZ0 AREMIL
3442 Dhnopek
32y Dompac
) Dompec
208 Transpac
WIET NWTE
(2RI Gabonpac

Cieomeany F.R. 2624 1PATEX-F

al 17 the host machinsg is willing b attsps Grosos
collecr calls. Yoo WUT and PASSWORD  Geoonland
is wour ancount Lhal you heve s=tup with Guaam
Telenes. It is very similar o a PO Pursail Gusremala
accaunt, Im fact, il vou have a FCP Honduras
gooounl vou gan wse that o connect to. Hong Korg
[recign Rosls. Horg Korg
The following is alistol DNIC s dong Hungasy
with their connnries and T e orks. loelard
Conntry [MSIC Mebwark Irdaresia
Antigua M43 Aganet [ralarel
Argentine T2 ARPAC Israel
Argenfine 1222 ARPAC Tialy
Aosralis B0GE 0 AUSPATC Tialy
Australia - 5053 Dara Access Ivory Coast
Ausiia 232 DATEX-F Temaica
Ausina 13 RA Tapan
Baharnas 3640 BaTello Tupan
Eahrzin 4251 BAHNET Japan
Page 41 2 Magozine Spring 1990

e Melpak
2001 RaMUPaX
5151 POINET
TS GAUTEL
THED HOXDUTEL
4542 INTELPAK
1545 DATAPAK
2821 DATEXL
2740 [eesak

s SEDP
2724 FEirpac
4751 Lsraner

FAEE Ilagmas

F227  [Lalcakle
5122 EYTHANPACI
3380 Tamintel

4401 NTT 1
Aaps MISaes

4z0i KDD Verus-F

{eanrinied on page 42)

2600 Marketplace

60D WILL BE HAYING WEST COART
MEETINGS _..___1_._..._. ihe sk of __..__..1...
Haczors Imxr [hodlasd wdll alsa ke thera, 2200
S16-T1- 200 4o Fimed oz .u.._.f_wnﬂ»"..._...“.. wall
bz or L make sopzesions as do where we
shioizld go.

¥¥E HACKERS: Tor sale: z coonplerne ser of
DL WA MS meopls in good condition. Most
= o WS revition 47 soea for 4.4, Ewocdlan
for “eaplong”; includes Syst=rm Managzer's
Reference, Goade T VAR YMSE Saban Soooity,
aed rnome, Ml rgpoests i Foger Wallington, PAD,
Bron 4, Lewonis, M O760E-0A40,

WANTEL: Frd box plans, kits, emc, Alss
back izzoes of Fhrack. Syndivale Eeporis,
and amy other back/phreak peblicanons, eles-

bot scriztly relephonas)h. Complate 7V issue
114 page sot. 115 ppd. Have photo copy
rmachine self-serve key connter. Woald hke
Lo bade [or cod boa mines i1s 105, Peis
Haasz, PO Bax 702, Kent, Ohin 44320
WANTELR: Eed box kits, plans, and assem
bisd anits, Also, by vaigos prodocis, For
sdizcadnnal parpeses only, Please serd infoe-
mwalion and prices e T1, 31 Rosemaenl
Aveens, Jobnsson, RE02S1S,

THE CHESHIRE CATALYST, former
ehiner of e TAP newslenear, hes detes avail-
ahle i Ieclume in ureps in lale Augusl and
early Sepiember. For lectore fees and infor-
malion on seminars Lo be given, wrils to:
Ficaad Crashere, PO, B 541, Cape: Canasesal,

lramic  @T  print H, LA 3290
wanted. ”  REnd eesseesssssssssessesssessse—mn R EEF WATCH-
informiation and Do you have somelhing {0 sell? Are  ING s e

poices to Ureg By woyy [ogking for something to buy? Or TAF
trade? This is the place! The 2600
Marketplace is freg 1o subscribers!
Send your ad lo: 2600 Marketplace,

2211 O'Hara Dy,
Charlonie, M
22T,

TAF MAGAXINE

BACK
SSLES, complzlz
st Wol 1-51 of
QUALITY copies
fraon oopinels,

mow has & BES p 0, Box 99, Middle Island, NY 11953, Indads schemates

open far pahlic
ahuse g S2-L00.
933, We alsa
Bavs [red 28068,
Yoo send us 2 25
conl slamp and we send youw oar coreent
isswe, Fancy huh? Mail o TAP, PO, Box
ZE4, Levgsville KY 402500264,
SUBSCRIGE T CYRERTEEK, 2 mapa-
2 gl Lpea lechnology wilh Lopics an
compatet secency, Send $10 for a one year
Fabscripiion W Cyberick Magaszne, PO Hox
B4, Brewsler, WY 1040

NEEDED: Tnfe on specch enerpplion
(Digicom, Cryplol Send 1o Hack Tic, PO
Box 22953 1104 DL, Amstscdam, The
Methorlands,

CYRERPUNKS, HACKERS, PIIREARKS,
Likcrlarians, Discordians, Seldisrs of
Fortune, snd Generally Nauphly Peopla:
Progser yone dats! Sesd mc a buck and 171
e youo an [BM PC Noppy with some nifty
sharewane enceyplioy rodlings and a cooy ol
my paper "Crossbows to Crypiography;
Techne-Thwasting the Statz.” Chuck, The
LikezTech Project, 87254 5, Sepolvada Blva,,
Suire B-253. Lo Angcles, O4 90045

BARE TEL BACK IS50UE SET Qiks TAR

Spring 1998

Include your address label.
Only people please, no businesses.

ard indeas, 5100
posipad. ¥ia TIFS
wr Hirsl Clees M=l
Copy of 1971
Bxapdns wricks Tl
Secenas of b Licle Blue Box” 85 & lops SA%E
wld gt of storps. Feie G, PO Box 483, ML
Tz, MO (B, We ane the izl

FOR SALE: Manval (oo sicpping swilchsos
o) 1964, This is o e collecoor'’s 1em., wich
dilailed explanations, diagrams, theory, and
practical hints. S83 or rads for Appleca:
Tone Fecogriliva program. FOR EALE:
CGenuine 2l phone handseb Orange witone,
polse, orane, lizlen-talk, statas lights. Fully
fanctional. Bax clip and belt 2lip incleded.
00 RO, Fleass post e 5. Foax, FOB
11451, River Staton, Rochester, MY 14627,
2600 MEETINGS, First Fridaw of the moath
ar the Citoorp Cence--from 5 o & i an rthe
lotby mear the payphones, 135 T 550d 54,
WY, beowesn Lex & Srd. Come by, ciop off
articles, ask guestons. C211 S5E6-T31-2600
far mors tnfo Payphons avmbars ar
Citdcorp: 212-223.0011,212- 2218027, 211
0E-0, 21 2-308-3162, Z12-30E-8134
Ceadline for Summer Marketplace:
LR
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Data INetwork Identification Codes

[eortinaed rom pape 40§

Tapan 4410 MI+CT
Korez Ren 4501 BACT-NET
Bouwazl 4263

Lazbeazion 4155 SOMETEL
F.u.__...._..__..__uhm 2704 —..._.a_..ﬂ.m.u
Mualaysia 321 Mavna
Mavnizius G170 MevniDara
M exico 330 TELEPAC
WoAmtillas 2E20

W Marinnze 5131 PClee
Metherlande MM Dhaner-1
wetherlands  2HMS Damnet-]
Mow

Caiedenea 5480 Tompec
Npw fealend 5301 Pacnet
Norway 2472 Diatapak
Faama 14l

Fanama 142 INTELPAL)
Fera W IMPACE
Fhilippines 51531 CATWIRE
Fhilippines 5152 PGC
Philippines 5134 GMCER
Philippines  515% ETEI
Pilvrasin 5470 Tompac
Porkigsl 2880 Telepac
Prriapal HIED SARD
Puaro Rico 3300 UDTS T
Pvano Bzco - 3301 FRTC
hatar 4311 DHPAC
Reeunien 5471 Dcarpac
San Manmo - 2922 X.NET
S=wdi Arshia - SZ65 Bahnet
Hirgapors 5252 Telpac

Houlh Alrica
Sowth Alrica

6350 Sazone
6359 Sazones

Spain 2145 Iherpec
Swedan 202 Dralsgay
Switzeriand 2284 Telepac
Taiwnn 4372 PACNET
Taiwen 4377 UDAS
Thailand 5200 1DAR
Tomcis, BYT - 3483
Tewudad 3045 Testsl
1AE 3745 hatarsis
B0 BRE2S
lurkey ZEGT ﬂ."_...nmﬁ.
Turks BW] AT53
U Kingdam 241 BTIIPES

Fage 42 2600 Magozine

L Kingdom 2342 BT P55
L Kingdom 2350 Mooy
L Kinpdom 2552 Hall

L5 Wupie T 3350 UDLTS.1
VaE 31 IMPACE
UVAE 243 EMIIAN
Uragaay T4E2

Usa AT Tymnes
Usa I Telenet
LEA 3G Aueners
USa 3134 Acouner
LSA 135 Alaseom
EI5A 2153 Alashenern
LISA 1139 Metwnpress
LIS5E 1503 Taset
Fambabwe E482  Firmnet

Here is e game List i DINTC goder, wo
Heip give vor a senss of how the eodes ere

2l zted,

DI Netwark Cipuntry

2022 Flalpak Crroooe

el Iataner-l  MWetherlands

Akl Datanet-l  MNetherlends

262 OS5 Bileien

HED Transpas  Frass

208l MTI Frame

2145 Theapac Lpain

X222 Tnazac Tualy

22X Takabls  lmaly

J2E4 Telepac Awilearland

33 DATEX-F Austria

2319 KA AL

231 BTIIPES U Kingdom

2342 BT ERS U, Kingdom

2350 Mesoury L. Kingdom

2157 Hull L Kmgdom

2382 Dmiagpak Cumrnark

2402 Duaazuk Sweden

2422 Dawpak Moreay

Y Daapak Firiland

2502 Taszer LE5R

I8l DATEXL.  Hunpapy

4 IMATEX-F Geronany F R,

2850 Telepsz  Pormugal

WnEl FARD Partuzal

I Luxpac Lyaeminoucg

2734 Eupac Irelarud
Spring 1990

(DNIC's) 0f The World

240
2pnl
200
20
300
Mris
2R
3104
Ak
S0
i
ENI

3
3010
] e
3134
3135
3135
139
1340
130
3320
3344
SAE
3400
KT ek )
34453
3263
3455
3500
3520
1540
AT00
3740
3745
iTHa
4155
4213
4251
4363
43157
4253
a7
4401
4406
240

lcepak [celand
Turpas Turkey
KAMUPAX CGreanland
XK-NET San Marins
Datapac Cranzda
Globsdar - Canada
CRCP Canada
Enzl Chite
IMPACE  Pore
[MPACE UaE
Tyrnnet A
Tyraner Canada

Clanndp
DAPAD Calambia
Telener LUsA
Aulooe? s
MAccunet [5a
Alascom HEES
Alaskaner  TISA
Bielexprese 1154
Urs-1 Fuerin Bico
PETC Pueris Rico
LIITS-1 LLE. WirginI
TELEFAC Mexico
Tamuniel Jarnaicz
Dorpas - Fr Antilles

Barbados
Aganel Amnzipua
10kAS Caviman lslards

Tortela, BYT
Besmudaner Bermuoda

M. Antilles
HaTelCx  Bahamas
VLTs-1 Dominiczn Rep
Texlel Trinidad
Datanes: Trimidad

Turks BW]
SOOETEL  Lebanon

EMIOAN LJAE

Tsranst lzrazl
Kuwain

BAHMNET Balrain

Bakray Saudi Arzhia

DOHPAT - (Jatar
WNTT DD Japan

MISner Tapan
ELD %enas-P
Tapan

EER]Y]
45n]

4542
4545
4fiH1
1572
4577
A2

A052
5053
2101
5151

5152
5154
SL5G
FUH)
5232
Aa0]

5351

5151

all
SAT0
S0
alll]
6122

G170
fEEl
ST
G482
G250
(a3%
W3
TEG

7122
7141
1142
V250
T2
FEN
Tal
702
503
TI05
7420
TARZ

Spring 1900

MI-C] apan
DACOM-NET

Korca Rep
INTELFAK Hong Kong
DATAPAR Hong Kong

FTELCOM  China
PACKNET  Tajwan
[IDax Taiwan
Maynet Malaysia
AUSPAT  Agsiralia
Dials Access Australia
SR [ndoresia
CAPWIRE
LR Fhil:ppenes
GMCR Foclippoinas
ETIL Fhuipgines
[Doak Thazland
Telepac Singupare
Paimel Miew Fealard
PCINET Cizan
e M. Mariznas
Tompar Mewe Caladoms
Tampaz [Molymesin
ARENTD  Egyme
KEDZS Tinicia
SYTREANPALC]
Pecrw Coast
MauriData Maurinos
Cabonpar - Gabon
Doanpac Reunion
Fitnmet Aunbuboe
Sagomet Souch Alrica
Sapanet Soutk Alrica
CAUTEL  Guaremata
HONDUTEL
Honduras
RACSAPAC Costs Bica
[arama
INTELPAL) Fanzma
ARPAC Argeniing
ARPALC ATganiing
Infczdata  Brazil
Benpac HRrazal
Entzl Chil=
Chile-FPal Chils
VTR Chile
Dhronpec “ré3iana
Clruziay
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the 707 arca code

hy Tasrch
Ttz fnl _.__r. :m =on Lt el oll cachanges Soo asst
rele TOT, B cuns _"_..._ = the 2omh end of Ba=
Frarcisoe _._L__. o the Deegon ooder 200ng coe wild,
wand Meeth Copse of Caltforeiy, This conld ke osel]
o woasre beoking for "Tidden” gecranpes, AN reg
back, PacTel e mursiers, or st mader benes See in
Slvenn Valkey Morls

Pop and org wesless are oo spacai] Ol Samia
Fwn, Fz _..| , Feslizld- S, Eoress, Waznlle,
E i. iod Be2ecis. Coumy ooy ars A
uﬁu._ ME [Mendomnad, L (Takel, 5A (Sonoxai),
_.,.._.._,. (Marnd, G0 QTlermisedde], TR (TR Neanad, TH

{Toisiip), and 300 (Salans])

T A Mupa
] A Mapa
v L Pency
iz MA Hapa
235 hod Mapa
235 P Mapa
257 A MNapa
253 MNA Mg
5 Y Lagopan
e B4 Saniy Krea
. 1a i
e 1a _-_. s Lk
1a Eeseyyidle
LA F-.rll.i.;.__ﬂ.
o]
L |
Lon ]
50 Falefledd Sasgus
53 Falelels-Smen
S0 Fa: |_|n1n LETY |
S0
&0
R L
uh h.._..._...__n.... rz
1E Farirfield-Suicon
L% Furka
243 [ Funds
44 | { gk Funds
45 L Eureiie
G 20 Wacavde
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BOOK REVIEW

The Cuckoo's Egg
By Clilfard Stoll
Fublizhed by Doubleday
£10.85, 386 pagos
ISEH 0-385-24945-2
Review 5__ Dr. Williamzs

Anybody whe's somebody nowa-
days Saems bo write & book, Whathar
it's a  celebrity, - athleie, o
entraprensur, thay all vl 1o tell their
story. Clifferd Sioll is no exceplion to
this latest eraze. In a release by
Davhisday, Sioll sharas all of his
experiencas while emplayed  at
Baruslay Labs,

In gasa you might have missed cne
of Stolls wrillen articles, TV inter-
views, of lecture circuil appearances,
The Cuckoo's Egg is abaut a year-
long effod to zpprafend Mark Hass,
Hess was a West German hackar
breaking inie computers all ovar
Evrops, North America, and Jzpan
thraugh a 1anrgled web of computar
naiwarks. Unlil his caplure, Stoll
watched Hess altempt o break into
ovar 400 computer s2as on Milnet &nd
Pepanel. Hess was sucoessiul in about
40 af his 2tiempls.

Sioll first bacame aware of 1he
hackers presence whon he discov-
ered a 75 conl accounting erros In fhe
Unix syslem he was administering.
Cae thing led fo ancther, end ha real-
ized an unauthorized user was on his
systam, Inslead of getting rld of 1he
accourt and locking out the hacker,
Stall methodically kept notes and
recards on 1he hatker's every mave,
Sicll aladed 2/ the gevernmen: agen-
cleg that he theught could 3l upen the
caze, He slarted performing iraces
with the help of Tyrmnet, a data carrier

on which Hezs was placng his caliz

Az his activities grew, 1he more
intarest gavernmen! agencies showad
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in Hass. It becamo apparent 1he hack-
er was coming fram Europe aad
showed a strong tasts for documents
coneming e Star Wars project, The
siow wheels of bureavocracy started to
maowve. The FBI, 1he only agency with
the authority to act on tha case, afli-
cizlly aszed far help from West
Garmany. 'With their hela, ths FAI was
abla fa quickly clamp dawn on the
iantity of the hacker, He was aresied
naaly one yedrs afler Stall first discov-
ered tho accounting error in his sys-
tam.

The Cuckoo'’s Egg excels in giving
detail into the ianer workings of the
people invalved in capiuring Mark
Hess. 5310l provides all of fhe glodous
detail ef all the agencies invalved in
1he casze, whal thair ro’s was, what
fhel respense was 1o the inlrusions,
and what ther aclions were. He teils
what lhe GlA said and digd, as well as
the M5& and FBI. Everybody's role
ared Lhair relavance 1o 1he cass is dis-
cuzsed,

Tha Cuckeo’s Exg provides eacal-
lent advice for any network hacker.
Stoll explaing what traces ook place,
frow loag ney took to pardorm, and
what the slumbling blocks were in
catching 1he haskar, Sioll tells how
many systam administrators knew
their systems ware actuzlly being
allacked. I the hacker did succead in
penetrating the system, Stoll dezeribas
TW Many System administraiors resl-
ized it and what thay did ance they
found cut. By seeing the strong znd
waak spats of system operalors and
ness, a ridbwong hacker is more abie 1o
actin a mannar which is prudsnt 1o Ris
security, while making hirm aware of
MR eapartunities.

Stoll mentiens the techniques vsed
by the hacker to galn access 10 2 sys
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izm, and the securdy 1aws axpiailed
(B secunty dlaws are not describad in
detail, bul 2nyone familiar with 1he
compuiar systems mantoned sholild
alraady ba awara af tham,

The Cuchioo's Eqg does take Stol's
reactions a kit too far st times. Stall
says tha hackar mansgoed to break
inta a2n ascount whan aifl tha hacksr
did was log inlo a guast aecount.
(Aezount namo GUes! of AncTymous.
Mo pazsword.) He fails 1o considar that
Lhese acoaunis ar &6 Up procsely far
guesis, regardless of whethsr or not
they log in Tor malicious redsens.

Eicel alsn makes 100 big a deal o
cf old sscuriy holes. He s shocked o
laan the Gou-Emacs holes, which go
back o the early B0's {see some of tha
TAP issuas) The X-Preserse hale for
thee wi eciter is ancther discovery to
Sl ewen though 1hal hels is egqualy
wall rawn. Stalls real shook camas
zt lezming 1that anybody can 1ake a
oublic readable ancrvpled password
lile, and uze the same password
encrypticn schame as the host can-
puter o make dicticnary guesses &
passwords. This methoed is parhaps
1he aldest e 1nem all

The Cuckoo's Egg alse sulisrs in
part Tram ils “rovells?” approach at
fimes. Perhaps as a way io stretch oul
the material, the baok is ull of irels
vanl aspests of Stalls life and
ihzughts which heve nothing to do
with tha matter al hand. Ha constantly
parns e reader with persanal inlerac-
fons betwean him and his wits-1o-0a,
dasanbng haw b spent Hallaweos,
Christmas, and every other day. and
cortineally iMtarjecis Bis own ‘culesis”
abzervations of life. 5ol alzc brings
back =0 many immalerial analegiss
and slanes Trom his grad schaol days
ihat the readsr would think he spsnt
Lhz beltar pan af sght years just o gst
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his masiers degres. Most hackars
reading the book could hardiy gave &
rip about Stol's personal lfe.

Fram the securiy standgoint, The
Cuckoo's Egg stands akons. Mo olher
book goes inla 1ke gripping detail of
e aparations used o catch Mark
Hes=. To Stell's credit, he Kepl &
dalailsd lab boak of avery activity,
conversalion, and contact during the
entire affair. His neles made for an
accurata retelling. Ay hacker working
on a net would bensfit from reading
s boox by leaming aboul the weak
spods in the networks 55 well as how
1 avedd being fracked dewn as Mark
Huarss Wz,
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IT'S EASY

In fact, iL's newver been easler to renow yaur
subscriptian to 2600, Just leok at your mail-
ing label to find out when your last issue
will ba. If you have two or fewer issues
remaining, it's probhsbkly a good idea o rencw
now and aveid all the heartache that usually
goes along with waiting until vour subscrip-
tion has lapsed. (We don't pester you with a
lot of reminders like other magszines.) And by
rencewing for multiple years, you can cheesrful-
1y ignore all of the warnings (and cccasional
price lncreases) that appesr on Fage 47.
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