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COMMUNIST PAYPHONES
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Competition... It’s the next
best thing to being there.

We've just aboul had il with this
NYMNEX/MNew York Telephone
sirike. Sinoe carly August we in the
Mew York region have been living
with substandard service, long
delays getting through lo informa-
tion, non-responsive repair service,
a suspension of new orders, 50
minule wails for scrvice rops after
interminable busy signals, and pay-
phoncs that never seem to work.

Here's an exchange one of us
had while trying to reach a scervios
rop. One hour before closing, buasy
signal. Three phones were sel 1o
redial mode, each trying the same
niimmber, After half an hour, suc-
cess! A ring, then a recording,
“Thie to the work stoppage, there
will be a slight delay answering
vour call, Flease hold on, ete” The
announcement repeated every
minute. Finally, at one mioute
before closing, a human being
came on the line. “Hella I can’t
hear vou,” they said, “What ™" we

asked incredulousty. “T said I can't
hear you.” Click. We redialed. Sure
enoupgh, we were connected to
their after-hours recording. PMlease
call back when we're open. Right.
It pets worse. After going
through about a dozen pavphones
in the streets of MNew York without a
single ong working properly, afler
losing 73 cents trying to make a
lacal gall, the Mew York Telephone
oporator suggests we place the call
uzing a calling card. *T can’l access
the billing information because of
the strike,” she said, “But I de know
the surcharge is only 43 cents.”
New York Telephone has this
incrodible habit of fixing their own
faults by charging you extra.
Another example centers on our
fax machine, which, according to
our AT&T bill, was calling people
in Delaware and staying on for 15
minubes. When wie started hoanng
from prople who were trying to
send us faxes bulwere instead
rlinued an pape B
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Ly Tha Piagus
What s UAPCS
LIAPC standds for University Apolications
Processing Contor, Thisis a n_u_q.._n.._r....__u.m.?“_
daby proceseing Racility that deals with aoa-
gdenns record keapiy] and proonssing, Ona
of hedr jobe s b procaszs sbadent appiica-
tene for GUNY (Cliy University of Naw
York) schools. Ancther job, ard this is He
part Tiat inbarasts Us most, is i proooss sy
dent records for the New Yoek City public
high echizale.
hearly all Maw York City publis high
schocls are connected to VAP, Thome am
116 public high schools in BMew Yark City
iwith sgveral hundred thousand sludents).
The reasons bof interconmaction e obv-
ous. If every scheod had s own student

dals storage computer, it own proprietary

software, and B85 cwn staff wained on hat
particular zystem; the cost would be too
greal Mot oaly that, bt data ransher and
statizical anafysiz would ba impessibla for
tha sohonl syEiem a6 a whola, As an exam-
ple, there would be much peparwork,
chaoe, and confision just o ransfer 5 sh-
dant from cne 2chool to anather. Compusing
the dres-oot rate and ofer veURTe Siats-
tics like standardized test sconas would
inwahes avany schood sending in reports gan-
eraled by its own compUier sysiem, and
hence more paparecrk, mora bureaucrats,
and more confusion.

S0 naw you understand why afl NYC
high zehools are linked by modam 1o his
one samputer, All grades, attendance,
tourea resords; and schedulos for every
Maw York City high schasl stedent ara
stoned Bnd processed gt ARG,

Where is UAPCT

UAPG -is located in Broa Klyn a1
Kingsbarough Community Collega [across
from Shecpshead Bay at the far end of
Manhattan Baach). The actual compulers
and personnel ane in Bulding T-1 for simply
Suiding ONE). If you happen 1o go trashing
thete sometime, buiking T-1iz a one siory
F... n_ux__.qm._m m___..q._._m._..__..._._._ shad. 1 lesks sor of
like & gigante kal shed, Abowe the eriry

Pape d
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doar is writhen “0ME™ n karge black plastc
hattoring. By the way, youre slowed to go
__._. Maobody is gaing 1o check 1D or arything
Ik thal B you ook Bko a student, no prob
ke The reason bor Bhis i that T-1 sonnocts
tor T-2, arother shed [bue in oo which
has many clazerooms. The actual UAPG
offica ks directty %o your right as you ender T-
1.

In et Mew Yiork Gity high school, there
is something calied & "program offca”. This
room wsually conlaing terminals and big

“If you go to a New
York City public
high school, the
chances are 95

percent that your
school is on UAPC.”

f i o= a s A e L ma i e, Somra e o] iy
prirfers and irs whara each schod creates
class schedides for eachers and shudonts,
armong other things. Tha stalf that week in
traza olfices are reined at UAPG.
Technical Informetion
about UAPC

Ermugh background; here's fia sooog.
VARG somputors run on IBM meinframes
{IEM 370 and 3000), The virual cperating
systam thatl iz used is MVE [which is much
fike fha farniliar VIMACRES), On fop of MYS
runs Wylbur (pronsunced will buerr, rot
whitg-birrh, which |5 gorl of Bee a comerand
sholl plus a babch Fanguage plus an editor
all roileed inta one, On tog of Wlbur, nun the
actual applicatons (jobs) for processing of
grade fiee.

There afe sewsral applications for vari
ot Eaeks (enlesing grades, entering aten
dance, slass schaduling, genarating
transcripls, and various other reporis).
Thnese applicatons are writkan in a batch
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like languzge and are stored on disk in
Lodree coda foemal The reazon lor tis is
Thal each school has its own way of daing
Tirgs {ie, naming conventons o classas
ard soctions], and the batch programs can
be madified by elther UAPS of gualifiad
peogie who work b eadh high sohools pra-
gram offoe. Thase appicatons are submitk-
tad b fun on the IEM machines with the
JEL esde appended at the top el each
appiEion
. Each school connects 1o UAPG via a ter

minal ard modam and each school s alle
caied Its a'wn diregioy for library a5 the
batch-haads call them) on the systam, This
directary contalns the applications (jobe)
el e school uzes cach day Tor various
activities, Data fes ara alse contaired in
these directories. The data filee are in g
predymuch [BM standard format falthough
skored in EBCDIG instead of ASCIE. lnput
recods ke each appleaton are usualy dod
In WEINnG punch-cards & scan-tron lype
readers &1 e local schaal. IF yourve ever
gone i a Mew York City high school you'l
krow whal | mean: the atiordance punch
cards are brought down eash Say from each
hormarsom to the pregram office. Also, sach
teacher would fil in atendancs loems (esed
b Gelect class-culling) wsing & number
parcd. Those forms losk Bka the el foms
for tha SAT's

Sometimes, however, ingut is enlered
manualy 8l tha terminsl i the Progrem
olfice, usually for query type jobs. For
irestanc, ¥ o audent bast his dass sched-
ube ard warted a replacement, he would
have 1 go o tha program offica and ask for
oy, They woukd run that appication en the
terminal, print up a schodala for that soe
ant, and give it o him,

How do you know if vour school is on
LAPCY

I you 93 b0 & Mow York Gy pubic high
schioal, than the chancss are 95 parcent
that your schosl is on UAPC. I you ara nat
sure, laak for the fefltale signs af your
school. Dieas your homsroom beschar Uga
punch-cards? |a yaur rensoript kaser prirded

Ay JUED

on white pager and divided inte nico
calumns grovped by academic subjoct?
Das your schools program office coatain
termirals and prnbers? |5 your class sched.
ule [aka program sard) prinied on 5.5 % 7-
pragier (rither haawy -bond white of thin-band
Dluel? |5 your grade ropod (ak.a repon
card) printed o0 campulor papsr, shout 5.5
high {regular width} 'with a bhua Board of Ed
loga in the middle, with explanation of
grados fin Bus) on the back? Do you get [
te yelow or white ke pinted cands in e
rial whon you play hockoy of cUb classes?
Any of thase sound famiiar, boys and gifs?
They should, because almost every Hew
fork Gity publis high school Bt 28 fesa
calegonias. IF your school fits any of these
{aspraaly the punched cards and lerminals
in tha program office], than you can b sure
Trat your grades are lrking somewhens in
e bawels of LIAPG.
Lagging on 10 UARG

Ta get an, youre poing to need a dil
Lp. Is not foo much wark gefting the dial.
vp, d you da g lithe ensaping snd frashing
arelad the program olfice at your schoeal,
you should Rnd it witien down somestion,
Hoaaear, | wil soee you soose lmae and
¥ou tat there are at least 12 dial ups for
UAPC in $he TI8-Z32-51XX mumber range
and soveral in the F13-332-55XX ranga
Trera are many maore olsewhens [usually
axcharges local - o - Kingsborough
Communty Cofoga),

Yol shauld only commest 1o UAPDG on
school days during walid sohool hours, You
Gt connest 10 LAPC B aither 300 or 1200
bald. However, in & efiart to thwart peoale
tor firding their deal-ups, AP will net print
anylhing ta the sorecn urlass wou connoct
at tha rAght Sormat and hit a few of the right
_S__.m. Thierelora, you shoukd use e Boelow-
Ire} peocaedure in order 10 cornoct- Gl &l
m_un_ of 1200 bawd, using 7 data bits, even
party and 1 stoo bit (TE1), and loca! acho
{or hall duples), Onecs conrectod, hit the
RUBDUT!DELETE key {ASCH code 137 of
255 [hax $7F ar FF]) tres trees, and then
WL et twice. You will bd grestod with tha
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tallowing:

UAPC MYS230A LINE —10-TEN 11:53.:02
DR F20ES

1153 Wednesday 58-03-22

You mre gigned on 1o WA P.C. Have a
gaod day.

TERMINALY

Wihen you are prompled los te erminal,
just enter a lattar-two-dight combination (A%
wirks just final.

You will then ba prompted for "USERY,
which i yaur echoal's login 10, The tornat
for the usedname s $HS0n, whes =X s a
two-lattar sbbraviaton for your school's
nama, and n is 2 dgit ram 1 Srough 9, ind-
caing the paricilar account used by the
godnad. W ois usualy 1, &, or 3. An examplia
of & uzer 1D is $HSSTT or $HEST2 which
ara tha usar 15 for Stuyvesant High
School In Manhatan,

You can guess at your schools uses 10
(1's sasy enough, lr instonce Sheepshead
Bay High School wauld be $HSSE1 ar
South Shore High Schoal would be
$HS551, i), but a batiar way 2 15 pick up
the trazh frem the program office. Yau
shoukd find slacks of green and white printer
papat that is 132 colurens i width, The
wear |0 will be almost everyahiens through-
cut mest printoute pencrated. Ramember 1o
kol for thie $HS @ formiat.

After entaring & vald usor 1D, what you
will 2ee next depends an sovaral things.
Normally you should see the “PASS-
WORD?" prampt, but on s6me accounis
¥You may &lsa see a "JOBT" or "KEY-
WORD™ prompt This simply depends on
the school, hawaver 90 percent of the
accounts only ask for the PASSWOAD, The
JOB and KEYWOAD are sirgly addiional
passwords. However, every user 1D has a
FAZEWIAD on it Usually anly $HSex1
acoounts have JOB or KEYWORD pags-
wods, Howswer mast schools hawe severs
Booounts (usially 2 or 3), and the $HS00
ard FHEwx3 will usually have enly the

Grade "A"”

"PASSWORDT prornpt Thers is ng differ-
BNCE in accace piivilege bobwoen the van-
s Becounts at each school, They sra
simply there so that mere Han ona seminal
a1 each school can ba legoed in 31 the same

-
ﬂ_ﬂE__.ﬁ._._._n Passward

Materaly, you'm goeing 4o need the pags-
word if you are sericus sbout doing any-
thing with UAPC, Thore are seversl opfons
here. However, sne apion that | would nod
recommend is thal you attemps 1o hack the
password by brute focce. UAPC has a nasty
hatit of sllowing you 4 abempls at tha pass
word belore it disables that secount and
notifies the secudty dudes at UAPC. H you
disstile your school's acoomt, your schools
program offca must sl UAPS by voice in
orcar o reactivale it Ther is a way arcund
this, if you reglly want 1o brulg-hack the
account. Aflar Firea passward atcmpts you
should hang up and redial, and then do
amather thras atiempds, &d = on. This wil
kisep tho counder from vl reaching 4 and
dizablng the pocount. Afthough itf's a painin
thie nesk, theme BNt moch we can do about
it. Howerver, if you have no plans of ever
petting inte UAPG and just want b annoy
your schol, simply log en as them eardy
each rrarming end dizabie their password,
Thiz will ghve them a headacha 1o say the
kzast, having 1o el up UAPG each day 1o
ramAvEd theif passwond,

Qther ways af geHing the passward
nduds our okl averde, social enginesring.
Here there are two aptiens. You can
atiampt 12 englneer DAPC by woics, thus
saying thal you are fwe school and that you
nged the password. Convorsely you can
attempt o enginessr fe scheol by caling the
pronyrarm offica by voica and eaying that you
ame bom UAPC and that you need them b
changs their password 1o a diagnostic pass-
word which you will 50 Kindy provide. I
you'Te going 1o do social engineering, make
5L you 9ot seme vatid people’s rames sl
wither UAFG ar at your school,

Yet snother way to gat Fio pesowerd is
o do what was dono in Wargames, snoop-
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g arstitd the program oifics, Thoy vsualby
da Gt have the password wiilien down
Dot ardd this-is mpeonant, yow v got the
paszwond i p2a can somshow manege bg
hack gt the shaulder of the fenminal opora
tar whon bivshe & logging in. FRemember,
thenyt cinrec! to LIAPG a1 hall duglox, aad
s keys ame echaed bacaly, meanirg hat
you wil 226 %a password o0 the screen as
itis fwped. | raw $is dor g fact,

I youd e hardwarg nglined, you san tap
tha ina that eonrects b Ba modem and ter
minal. These Ines are usually not connect
ad ta the schools swischboard, and can
win ber capasad cutslds e bailding jzel,
Use o tape reconder end & Hadia Shack
aule-piciup davice 10 ape e ransmission
pwhich is vsaally 300 baud anpway) Pley
the lape inta your own modemn (265 i on
arswir) and youd be able 5 seo the onigi-
riele deta {includicg the passward] on your
scren. I yau hawan tapoed imodem fnes
bafora, | do rat suggast using this methad

Mobe that UAPC requires esch sohioal 1o
change their password onsa a moath, so
maka suma yod gel the passeond right gter
they charge it This will give you plenty of
fira b learn haw b2 use LAPC boloro you
ansmpl ary sturds with modifdng datz,

AN Abowt Whetbar

Chay, youra in UAPS what now? Well,
ance in you will b dealing wish Wi, L
[ sod belore, Wiibur & %o of lika a com-
riaad shal plus bawh Bnguage sad edior
all built inle one, You will know youra i
Wyltur whan you are given a “S0M-
MAND? promas )

Thets @ soma missrceplions sbaut
Wlbur that | wauld like 10 clear vp right
naw. Wnen reasl Now York Gite hacsers
1o’k about the “grades computer thay sim-
Sly refer 320t a5 Wybur This is mislasding
Bssause thay Bra reterrieg o LAPS Wylhar
1% rol =yrorymaus with UAPGC: the Wylbur
shell is veed 51 many diferent computing
sites which use WIWS and IBM mainframes
s sort of like egquating VAXARES fo 1he
tamputacs at DEC. WME is an operating
Sysbom gnd has very File to do with ihe

Autumn FR50

mezhines at DEC headjusrars, The sare
ok trua Rar Wylour and ARG,

Wylbur alsa rung on the other 10K
Tachines &1 Kingshorosgh (which haee &)
terent dalups, sepermte from UAPC), tese
maines have ne afffiston with e UARC
machires. Therefore shadents using these
other rrachings =t Kingshorough st know
Whylbr s well Lucky for us, you of any st
dent can purchase {no ID reguired) a
Wylbur marual 21 the Kingshorough book
store {Buildng ) for $4. Just ask the oo
lady for the “Wylbur Users Guide™, wiiltes
oy Garesh Nerkso, ard toll 'em | sent ya 1l
you oo gat info WARS, 1 shongly sugges:
thal you buy $is manual. itis very inlorra-
Do and can kesp yodr ass outof hot waltsr,

Some usehid commands urder Welber
RUM PRINT: run the sxes program in
your aclive ares and prinl the output,
RUN FETCH: sams s+ sbove, but placa
oitpul In felch quews.

FETCH *: Feich the last gutpel and place
info your sclive area,

LIST: list currenl active area to soreen,
LIST OFF: sl current octive ares to
printer,

LOCATE: locate all joba submitied.
LOCATE *: locale last [ob subemiiied.
LOCATE 056: locate job 056,

PURCE 056: purge job 055 which 1% on
the autput gueas.

COLLERT: Inputenter data into your
aclive aras,

CLEAR ACTIVE: elear your aclive file In
memory

USE #nama! oad the fde “name™ from
dlsk into your activa zrea,

SAVE #name: save yoUr stive arca.
SET PSW: change your passward.
SET KEY: ¢hange yaur keyaord,
SHOW DA show current files in your
dircctory.

SHOW USERS: show cureent users on
UAPC,

{Made: powr active B Js a bufler vsod
by dha edior, Yow can Nst i save on clear it
foad inky & run exec jobs fom &, e

Yau an &80 pot help on UAPG by byp-
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g BEELP HELP [pis, bvice, One H =P el
rahcin the trick).

Applizations Thab Fun on ARG,

Once s URPC wold M3y mave vory
lithe cartact wath Wylbar issslf, snd yoo will
soe a1 WHIGH 3289 promps instesd of the
CORMEAND? prompt The reasen for this
is besause most o he e the appications
are al adtzmated and ascessed from
s Tial are ron by baich fkes which cxe
cbe whzn ou g in,

Thus, the svsiem is very fricndly. You
nay sae & meny that asks you d you warl
3 wE @ rsnscripd, e o schodale, adimil
3 squdent dismiss & shodanl, ransher a 2u-
denl add chsses, doelels dasses, e o)
sirply choogso whal you want to 4z, Via
Eamm merins yal will Be &hle 3 G0 anyihang
that the schosl admarleiralors Gam O,
including ehanging grades. Sometimas
AEraeel, TIB0s are mo mends, s you will
have o eresde commarnds yoursel, A
of thesa commands can be golien using
orte gf fhe HELP menus. Hoge ame sore of
the jobs you can execute ABSCOH,
LABSINFO, ABSRAER, ACADROPR, AGAIN-
S0, ACAMETR, ADGSECT, ADDARGE,
ADAFLST BATIMFC, ABEING
CLASSLET, CODELIST, CUTHNFD, GUT
DEL, FIACODES, FEAGFGL, EITRAN
GRAGUFDT. LATCOR, LATING, RAIL,
MGAURDT, DFCLLIST, PUNRGST REES
TER, REDADRP, REQIMNFQ, REQUPDTE,
SoAN, SCHEDULE, SKRED, THAN,
THAKUFPDT.

Wou can diop stralght inio Wylbur by
....m.._u..._m a <SHzAR>. This will cause your
mequ she'| progrem io slop exccuting . OF
woid hagpen b leave thie menu system and
g drop inlo Wlour {aith ils "COMMANDT?
PIOMST; oL LB ﬂh.__ Fack b e erl £y5-
tzr Ty typirg BUM. This will exscuts the
raeal shall progrem tat i curentdy i owour
aclive Eraa.

Fecrzmber that esch Brra you o your
mard prearam sUmils a ob (e, wohaige
a graced, He ob Wil B axeciled and e
ST e | b2 plazed on e 1etch ouaus |}
woi don' want R leave & trad, then yod

Payre 8

Grade "A"

mush pse ot af the abawve Wi com
mands 1o find and FPUARSE tha ouiput £
your campazted jobe. IF gsu do no FJSGE
tho oulplt, @ has a good chance of Being
priobad G at e program ofes whan they
print B outpul of ali fee joks thas ey sub
rmitted.

Changing Grades

Clearly, this thought Fas crossed yaur
mind In e past few minutes, 53 ol me
besgin by ssying thed | do nod recommera
chiarging sry resonds on LARC Yau can
uge UAPS 12 gat 51 kinds of vsoful irterms
wWon S peCpia and newsr oot i troukihs

If your cha hope: o chango grades &l g2t
sway with it there ane moveral figs 2 con-
Eiziar, You must remerbo thal your guid-
RNcE counssior has physcal tackups of g
your grades in histher hite notabook.
youhve gono T your counsek ter advics o0
which classis @ taka, wolil recegaize (oo
back ol which | gpeak. The grades in this
baok ara nol genasrated oy UAPC bat
nsbead enbered ime the: books at B end oF
aach grading poricd &y the csdnselirs
uzing a pen or pendl. This physcal pecond
is oaly weed o5 backup in cese UAPS gais
wiped oul of samething lixe that
Comparigions betwesn UAFG frensor
ard the physical record ang aimesh raw
done, dakess fere js some kind ol ois
agrecment belwean e shucent grs b
sciol regardrgy the trarsanpt Beslf 15 you
i plan ¥ ooake aclan rn, you had bele
aovar ali e angles. This means bibirg
soime shapid kid 1o borrow the boos 3o g (it
te whie =a that you qan mEke some medn
calions, give 1he dudse $23, snd make swe
ez iyl kriel W0 YO0 3P

Guinez Pigs

Baiore madifying either your physical
record or your BAPC grades, | would
shrangly suggest usiag & guirea pig sest
suhject What mears 18 that yow showld
sick some kid oty kid, who to wons
sochiool and tal you have m
raver plan o mesl chango [ G aces
purge e ctgls o ine fobch queoe sil b
tor a tew dsys, and walch whal happans
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Keep a dlose aya on your st subject ¥ you
nobice the bad galing su=pended of foder
agents renning sround yaur schasl or
Someding like thal, you know that you bat.
ter ot mess wish UAPC, at keast not In your
school anyway. If nehing happans, then
you should decide whetwer 1o take e rck
o changing yaur own grades,

If you sansider the usc of inncesnt
human guinea pigs to be distastehl, then
you had betler be prapared o rsk your ass
by wesing poursa! instasd. | e not consider
itto be gistasteful, but then again | am
dovoid of all ethics and morals anyway,

You can still bail sut at this point and
vour e will procesd normally, Howeser if
¥ 0 charge your grades [zoth physlcally
and on UAPG) and noting happens 1o you
for seversd weeks, you can ba almest 100
percant suna Fiat you gt away with it Sinoo
both records (physleal and UAPG) hzve
_U..m_muﬁu:m__ﬁ., there can bo no disorepan-
cies. Onily your prendols teachers will know
what grades they gave yau, and by now
Ty will have forgotien wha you are Cinly
yaur Tanssfipt speaks dor fueen row, 1 you
o gk sy with 1, yows 2an gtart maffing ot
thosa applicataons for Stardoed and MIT.

Enough Already

{eonsinued from page 3)

getting sirange human beings in
ancther location, we realized what
had happened. Again. An incom-
petent repairman had routed our
fax line into someone’s house. They
gol our calls and we got their bili.
Apparently, the problem was fixed
without us ever being notified.
MNew York Telephone says there's
N way for us to get credit for thie
local calls these poople musst have
macle ot for the service interruption
bocause what happencd o us sim-
Ply wasn’t possible. If we wanted
more information, though, we

could oblkiin a local usage list for
only $1.50

In 1984, we made reference to
thee ATET strike of 1983, The strik-
ers wiren't paid, the customers
were charged full price for poor
service, and the company made
Lpts of unearned money. The same
15 true today of NYNEX/New
York Telephone. With all the con-
fusion thal divestiture brought, we
now al least have options to ATET.
With New York Telephone, there is
ndr choice. No competition, And it's
high time there was.

L=y

Kahelzalat
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THE (GALACTIC

The Galactic Hacker Party could
very well have been the strangest
gathering of compuler hackers
ever io have assembled. it wasnl
just a meeting of silicon-heads who
talked hinary for three days. It
wasn't simply a group of rowdy
individuals out to give the authort-
lies a headache and cause general
chaos wherever they ventured. Nor
was it meraly an ensemble of
bizarre, crazy, and ulira-paranoid
types, like the ones who make it to
the 2600 monthly meetings in Mew
York. The Galaclic Hacker Party

was al three of these put fogether,

and a good bil more.

The conference took place al
the Paradise Cullural Center in
Amgterdam on August 2nd, 3rd,
and 4th. Hackers and techno-rals
from all ever the world converged
on the scene, some remaining for
quile some time afterwards.
Informalion about computer sys-
tems, phong syslems, famous
hackers, govemmental regulations,
privacy abuses, and new toys
{lowed freely and openly. Since
fhera are no laws against hacking
in The Nethardands, Ihene weara vir-
wally no restrictions placed on any-
By

Represenatives from the Chaos
Computer Club (West Germany],
Hack-Tie (The Metherlands), and
2600 met for the first time, along
with hackers from many other
counries. We tried to figure out the
best way to pool our resources, 1o
share inrformation, and 1o support
one anothers axistence. It was
most heartening 1o see olher peo-

ple in strange and distant lands
wha also had developed an infatu-
ation with knowledge and a slrong
desire 1o share it. Il was al the
game timea a bit disconcerting to
sae this enthusiashic spirt, and to
wonder why il would seem o
strange back home in America.

Like any good confarenca, the
best things happened behind tha
scenas. That's where the contacts
were made and the melhods
divulged. Press fram all over the
world showed up, as did people
from all walks of life. 1 was a
curiosity shop, a coming together
of inquiring minds.

But enough poetics. What doss
this all mean? Well, for slarters, it's
injecied us with some naw enthusi-
asm and soms brand new knowl-
edae. We tend to forget that there's
a workd of deversity cut there, diller-
enl lifestyles, alternative ways ol
accomplishing things.

The Germans tavghi ws lhe
importance of organization. In
Hamburg alone, there's al least
one meeting of hackers a week.
They play with compulers, com-
pare magazines (in West Germany
there are several magazines thal
deal with hacking), and lgure out
their various strategies. Hacking s
much more polilical in West
Germany than any other CoUMry.

Tha Dutch showed us how,
aboye all etse, having fun is whal
really matters. Learning about the
things thal you're really interested
in ¢an be the mast fun of all. In The
Methedands, what the authorities
do or think is less than secondary.
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HACKER PARTY

The openness of Dulch sociely
hedps 1o fosler thiz healthy attitude.

We, the Amencans, shared Qur
beloved and practical hacking tra-
ditions, like the arl of trashing.
Almast as soon as we raided our
first trash bin, the anli-autharity
Dutch figured thal the dumpsier of
a police station would be the best
place 1o get infol We must now [fea
with the knowledge of what we
have stared,

We alzo helped 1o convey the
imporance of thorough scanning.
'z easzy 1o get discouraged in
countries thal don't have the
wealth of services thal we've
grown accustomed 1o, Bul, regard-
less of how primitive or restriclive a
phone system may appear, scan-
ning almost always accomplishes
something. There are now people
scanming in both East and West
Germany, as well az The
Metherlands, England, Belgium,
and France, discovering slrange
Ienas, dialing shortouts, ringbacks,
and other nice things.

Calling To The U.S.A

Cne thing we'd like to advise
those of you wha travel abroad in
the future. Do nof vse USA direct
fo makecalisl t may be cheaper
than dialing direc! from Europe, bul
i's still a great deal more expen-
sive than mosl people seem 10
realize, While 3 theea-menute Sall 19
Mew York may cost something like
%2, 5o will a 10 second cafl, as the
initial killing is for the Tirst three
ranutes. After that, it's at least 31
per minute, it's extraordinarily easy
to rack up a huge bill. By the way,
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here are 1hae USA Direct numbers
from various countrigs:

Ausltralia: 0014-831-011;
Ausida; 022-903-011; Bahamas:
800-872-2881, Belgium: 11-0010,
Bermuda: 800-872-2B81; Brazil:
000-8010; British Virgin Istands:
B00-g72-2881; Cayman Islands:
1872; Denmark: 0430-0010;
Dominica: B00-572-2881;
Dominican Republic: 800-872-
2881; Finland: 9800-100-10;
France: 19-0011; Gambia: 001-
199-220-0010; Grenada, 8VZ;
Greeca; 00-800-1311; Guatamala:
1849; Hong Kong: 003-1111;
Hungary: 00-36-0111; Htaly: 172-
1011 Jamaica: 0-300-872-2881,
Japan: 0038:-111; New Zealand:
H0-911; Tha Methedands; 06-022-
9111; HMorway: 050-12-0171;
Singapore: B00-0011; 51 Kitls:
a00-872-2881; 5t. Martin: 800-
1011, Sweden: 020-795-611.
Switzerland: 045-05-0011; United
Kingdom: 0800-88-0011; West
Germany: 0130-0010,

Mow you may be curious as o
why we printed those numbars if
fhey're such a rip-off. Because i
doesn't have to be a rip-0il o you're
smart about it. You can use USA
Direct 10 call person-lo-person ool
lect 1o someang who isn't there.
The person who answers will ihen
gel your number and call you back,
Mo matler what servica {hay use,
the cost will be substantizlly [ass.
USa Direct iz also a greal way (o
get free directory assislance for
anywhere in the LLS. That's right,
they charge &0 cents per call over
hera, bul from overseas i's freel

continued on page 43
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British Telecom: Guilty

The fallgwing phaa was sent by Brtish
Telacom fo e Brbiah peaos.

British Tedwcom ks asking cusiomers b
ba patient - ard o fsien jor the changas
which ane taking placa 85 & resull of its
gnnual multi-mikon pound investment pro
QramTH

Mary poaple dislixe charga, (thers may
ezl changes amn of questionable valug, A
fat of mooey 1 belng spant - but onowhat?

That aid familar sight, the red slephane
b, is dizsapgeering fiom view, Somo peo
ple sea iz a8 8 changs for tho worse - yel
the mew tough, easy-clean baaths, with
clesr telephone keypads make He g ooch
agsar for thausands wha woukd nod or couid
niot pravicushy use a public edephons.

& fow people avan dislike having a
push buben, digital “ghome in their home,
instoad of te okl dial' variaty - yat without
the swilch the vast potentisd of elacommu
nicationg technolegy could nol b
uriaathiad

Cuestans are often raised about the
high numnisers of bright yelow wans spotted
arpund the country, ard the ralfc problems.
they somefimas cause, But Bitsh Tedodonm
grgineers oftan kave b pars st inconve-
nigr pairs emporanily, simphy o cemy out
insl=Taton and repsain work,

Britizh Telacam is werking hard to
Irprode sardics 1o iks cusbomars, and 10
olter tha besl passibla wvalua lar manay.
Mot people wil have heard aboul the net-
work 'going digital’, and uldmabsty this wil
realutiarise tha way wWe COMMEncEs

Hawewer, until &b the cables and equip
it abe I placs 1o link up the enm coun
iry, the customer down the road may nat
tely appraciabe the changas which ane k-
ing placo.

Once e actuel telephons sxchange
whaare your line = copnecded goas dighal, it
can open Up a whobs mew range of commu-
nications poseipilities. Undar an optioral
padkage o Star Sendoss, calls can be for-
warded o ancther number amwhers in e
country undar avtemeate cell dersizsn -

iy’ abla, for example, for the ona-man
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busiress which needs 1 s5i2y in oush 24
hours & day_ A big advantage is hal salars
noed sedy Arg one number - whiraver ol
harpesen 1 b, .

All you need is an appreved maulti-fre-
guansy ‘phona which plugs in o e useal
sockEl

Anather oplion is A throoway callag
aealerancs faciity, where business resd-
s can be held down the tdophona ling. i
can aleo ba usad for flam¥Py conferencas.
Thirk of e savings on wophone bk

Cither devefopments will ba uzehd to the
non-business user, Tomized Gillihg is baing
prograssively nireduced, gnd another Ecili
ty will crabla yau ta Ang & number and
chiack immediately what & ¢sll has cost

The all-talking, singing,  dancing
exchangs |8 just around the cormer, with
ewerything gesred towards holping the cus-
lomer get the best possisle use out of the
‘pui,

The averags dgial exchange & capable
of ransmiting areend 250 'messages’, from
helping you to End ot whatl a call has oot
1o sending a polite mossage E.B_.:.:n_ il
to repiace your Fandsel. It polie requests
fadl, it reserts b a Howler - & soeech whith
will et yold enven # your do happon o be at
twe batiom of the garden!

Tha inside of the oxchange has t=an
fransiormad, toa. The old, cenventional
aitching equipment has baen repiaced by
rows of Bloe and grey cebinets housing
priried cincuit boards. :

O Aol af eguipment replaces whal
Lt Bake up b floors, snd the teshinol-
oy 15 peiting more compact all the e
The new eguipment is cleaner, virbually
rainberance free, and much guister.

If & Faul ocours, e sard controlling that
parboular line is replaced wilh angther, and
the problem cand [2 sent awey for repair.

Thez size of fie mainframe computor buas
alza reducnd, and the battery back-up units
s chan and mrirkenancs fres.

It all hemkds ansther workd, b although
the “charachar rdy Teve changed, fha now
hi-tech quipment 2 making svernyone’s like

{oentined on page 30)
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The death of COSMOS?2

Tn the summer edivon of COSMOS
Currents, a newsletter put oul by
Facific BellPacific Telesis, the death
of COSMOS is said to be on the way.
“Tired of those old cotdated dial-up
COSMOS TTY43's7" one of the ani-
cles reads. “Well, get ready (o kiss
them goodbye. To better scowre 0S5
MOS, all dial-up machincs are being
replaced with Privale Line torminals,
Funds heve been approved for their
removal, 10 be replaced with now
CITOH 32675 (or some equivalent
hardware). This project is being done
1o comply with the Pacific Bell
Socarity Information Policies, and 1o
prepare the way for the eventoal
replacement of COSMOS with the
new SWITCH product”

All that we know shout SWITCH iz
that 1 used 1o be called ASCOT and
that there was an article about its
future in the spring edition of C0S-
MOS5 Currents. They go on 1o bril-
liandy deduct that “the main caose of
hackers breaking into the COSMOS
datahase has boen access o the dial-up
COSMOS nerwork. This projoct will
elirminate that threat, What remaining
staff and Systems Techoology person-
nel that must remain on dial-up ¢ir-
cuils will be secared through other
means (i.e., nkens),™ Tokens? As in
coins? Token minontes? What could
they be releming 1o?

“BMaore uscrs [of COSMOS] alzo
translites inlo more people that have
access to the database, and bence the
oppodtanily 10 degrade its intogrity.
The long range answer o0 many of
these types of concems will e forth-
coming with the availability of
SWITCH in the carly tp mid 1990,

Auinma 1950

Limtil then we are the stewards who
must keep COSMOS ruoning offio-
cicadly [sic].” And then 3 fow rousing
choruses of the company soog.

A new tciephone number has also
been announced for the COSMOS
Client Commuonity that cnoompasses
everything [rom simple repair o the
COSMOS Hotline, MIZAR Hodline,
the CCTACs, the DDTAC, placing an
order, etc. That number (311-DATA)
can only be reached from within
California and is anewered by a voice
response unil Ul directs the call.

Has anyone elsc heard znything
about SWITCH or itz equivalent in

other pars of te country? IF 50, for-
ward the imfo here,

=
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Technological Marvels

US Sprint swears that s billing prob-
legns are ending. They're introducing a
pew sysrem meant o replace 1l the old
aystems that never quite agreed to forced
integration, Does this mean thet Sprint will
stop sending us bills for six-moath old
calls? Stay tunead, (By the way, it's perfect-
Iy 4l right w pay those bills six months
Taze. At least with us iis.)

T

Get teady for the new Sprint
Yoicecards, Now in the westing stage, they
may soon become commanplace. This is
how teey say it will works "You begin by
taking the first o steps you woUid ke
using the US Speint FON Cerd You dial
e 800 pumber sl ponch in the number
you're calling. Then, instead of dialing
your PON Card menber, you dial an easy-
to-remembes aumber, such as your birh
date, and give a (wo-Eocomd personal vl
bal password,™ IF the techmology is 8 thou-
sand times better than Sprint's billing
axstenn, it just might work OF course, ten
it will be subjected to anothesd BoTe SOPHIs-
Heated testing stage: 125,

=

Voiceprinie of another sorl aré being
tested in Sulfolk County, New Yook, The
authorities are eaperimenting with an
“alectronic barbed wire™ system, similer o
ones thal seem o be popping up all over
the naton. It works Like this; the “system™
calls & prizoner on probation at bis home at
ary time of the day of night, When the per-
son answers, the computer ells him o
fasee $en states (therehy assuming hefshe
has kad a college-level edocaton). IF the
wipioe doesn'l march the one in memory, o
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prohetion officer’s beepar goes off ad the
prisener ol 4 visit. [L seems casy enaugh
to Fral for mow., A series of Lges wiotld be
good cnough 1o act a8 4 substitule for the
real wokce and they cookd be played om
demand by mn aocomplice whils the pris-
oner is oon hisher way 10 2 new kocation.
And orce hefshe gets there, call forwarding
will take cire of the rest Matorally, the
solution b the shortecmings will eventaal-
Iy be cameras. It's probably better than
prigon, but a giant step closer w Big
Brother, Mot to worry, it"s for our own
good, remeenbor?

=

And speaking of surveillinee, guess
what Niclzen Media Research has come up
with? A brillisnt new way of finding out
what people are watching on L=levision,
that's what]l You puessed it, cameras,
bigger than a breadbox, that would,
scoording 1o the Mew York Times, idennify
members of a household and record, sec-
ond by second, when they are wawhing
television, when they leave the room, amxd
even when they avert their eyes to read a
newspaper. The Mielsen people think it
b & big hit becauss poople won't have 0
do enything. The device will focos on
fecial fentures, first deciding if a face is
recognizable and then whether of Dol the
face is dirscred towerd the sel Twenty-
foor hours = dey.

Hacker Spies

You may have beard of some compulid
hackers betng indicted in Hanover, West
Germany for KGOB spying. While some
media have reported 2 Hnk betwoen these
people and the Chaos Computer Club, we
find no such Ik ot all, What many fail o
realize is that Chaos teponts hacking activi-
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T b the wodld, muoch like 2600, They ane
not themeelves actively  invelved.
Bermesnber this the nesl tme vou Tead sen-
saticmatist reposis o he papeTs.

Nynex Bigotry

Uz we somehow missed 1251 year, it
goems the Mynex Yellow FPages has prob
berys with the Pevertieth centary. Heritage of
Fride Incorporated is a Mankattzn-based
gav and leshiom orgerdration. When Mymes
aked therm what catepory they wased w2
b listed under in the phons bk, they
responded with “Gay and Leshizn
Crgentrations™, That won'Ldo, said Bmex,
Try somathing like “Escort Services®,
“Mightelubs™, ar “Heman Services
Organizations”. Hetitage of Pride filed a
complaing with the New York Ciy Human
Fights Commission, charging Myoex with
vialating the city"s haman rights endinaree
whnch peobibits discomination on d basis
of sexual ocicrmation, A okteprry for hoomo-
sexual groups in Manhanan could easily
carlzn over 1) lissings. We're moa sure
R it lerned oul becapse we can’t gel
ghobd of the new yellow pages (Mynex
striked. Regardless, it will ne dout be
replayad alf ever the countey,

Dial-Tt News

Pacific Bell has a mew 900 service olas-
siltcation, The 5005 exchange will be wsed
for chat secvices, 303 for sox talk, and 544
for eviryihing else. Adsa, a recorded mes-
sape 2t (e beginging of the call must give
the cherges, And il chasges for cither S0
ar 974 cells exesad 575 in ane month,
Pacific Rall will sered wou & Jetter telling
you what & fool wou are.

=

A way tnogel sort of even with all of

Auduein 959

{hase sipalf phons numbess thas charge
abaord prices. Unlike just ohaul every-
whese ehse in the comery, 974 nambers m
parts of Catifornia are reachabie from other
parte of the country. Tlas mesns that yena'ld
emly be charged the rate to Celifornia,
which can b sufbstantially kess than a2 ool
call to 8 976 mumber, cepacially atnighe, Ii

techmobagy oot Enclination 1 block those
calle, Bur it"s possible that your locad oo
pany may have pus 2 Block on g2 end, in
which case you'll be denjed pocess. Alsa,
only tae lonp distance comgpany seems Lo
complele calls wo 976 numbers: ATET, Ajl
the rest will give youd error messages of
same sorl Sorme members thar ane Teach-
akler 213-976-WAKE, a computenized
wake-ip servics which 13 oaly good Tor
waking people up in Califomia, 415-576-
427 sred 213978 90769, 4 coupls af “hol”
conference lEnes, and Z13-%76-1010, 2
compaterized matcheneler service. Even at
“aoemsl™ prices, we think you'li Fzel
rippad ofT.

Payphone Choices
Threequarters of tha owners of propee-
v where Ball payphones are locaiod have
chosen AT&T over asher long distancs
coppanizs for operalor-assisied calls on
those phones. MCT g1 10 percent, Speng &
pereent, and 2lf of due Ligls companies g
e rest (rroand T pereent) Soons of those
little campanics are ACS campanies,
which aften charge exboibizant rotes and
by o peeke customers ink dwed'e vsing
ATET. These percenlages are m line wilh
the chodiors mada by residenis] customers.

i
The Misiouri  Public  Service
Cimrurission has cullewed A0 comparies
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in businesses (howels, malls, eie) and =1
public phones, s2ing thet thise services
arg nol in the public inteeesl. Howaver,
consymers arg sell free 0 be rippod off
wilthin tefr homes if they 5o choose.

Owerseas Access

ATET is reportedly bying to pat por-
miszion @ meke Glls o YViemam, eneef a
few couniries that aze inpossibla o call
froen the Unitsd States. When dialing ovee-
e, thore are bwo possibdites: elther yvou
can dial e eeunlry dirsct, assuming yoia
have disect overseas disling capabality or
you have to go throupgh an mlernational
(U operator who places the call for you,
somielimnes afler a lengthy delay. Bul then
there are countries hike Vietnam, where
ihere 18 o aocess at Al frons the United
States. Usialiy is"s bocanse of an argument
ar & war of senethung of tat natre, Bur
things are keaking optimistic for & ormes
i with Yielnam since the povernment
there appears infercsied in having ATET
Frg it phocs. An sgreement also appears
imrunent for direci-dial service 1o the
Sowitel Union {70, new reachahls only
throgh an operator. Seme other ceantries
thal are correncly unreachable are
Cambodin (B33), Marth Korea (830, and
Albaria (355}, Mumbors in parenithesss are
Uose cownbrics” colnlny oodes. Victaan's
counlry cods i3 84 1 anyone knows of
other uarcachebles or has an 2llernative
way of reacking these couniries, Jot vz
ok

Mews From The UK.

Waits for direcctery acsicracece in
Englard are commeonplace. To help allevi
alz thiz, the vedce of actress Tolie Hery
will soon speak the desied phaoe mobe
o customaers, I’z estimated thar this wil]
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reduce aperiabar time by one third, The
Aantomaine voioe respomss {AVEY wocks
like: his: the operator searches for th num.
ber i the: neaal way by asking for name,
Iocaluy, =nd streel The cporamre keve tis
nformation o the corepuier. The system
then dasplays a list of possible puachers oo
e =ereen, The operaws sowche: 2 battn
an the keyboasd o wentily the sagiired
nomber and switches over j0 AVE. The
AVE equipment assembles the number
mesa g from it swre of exchangs names
(& major difference from te U.5.) and
nomibere fecorded by Fulie Berry and den
Bives IL & the caller, For cxample, “The
number you reguire s bpswich, (473,
227848 | repeat, 1473, 22TE4E. Please
bold il you necd 1o speak W an operslorn,”
Me. Berry had w record 8l of Britsh
Tebooom®s 6000 exchanpe names, plus (e
full set of numbers and ourber combinn.
Lioms, in the different inflections with
which ey ae spoken depending on e
posilion in the complete nermber. For
example, the lasr foor digits in the nombs
01-336 5366 are spoken “Tive duce dochle
gx'; the inllection on the double sis in tha
rosition i@ different rom (at used whon
e omnber “double six fve Cuee” is 5o

ken. Becordings of eschange names of
ORcerlain pronuneialion were senl Lo
British Telocom operalors in (e relevan
Jecalities for checking, and il necessany, -
recording. For same Welsh nanes, a
Welsh operator a1 with Ms. Berry during
the recordg 1o enake sure the name wes
spoken correctly, Earlier thus year, call
baredling fime was also reduced by nooe-
ducing & recorded message &t the bogin-
mng of the call, muoch bike the sysiams in
use i U Uniled States, Esch of Hritish
Telecom's 10,00 direciory 2ssisancs
opialars reconds an apening mossage o
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“lrectory enquiries; what name please?™
that iz heard by the catler as the call is
being comnected, All of these time-saving
measures will bring the averags homan
operator tme down from 39 seconds 1o
abesul 7 secords,

=

Eritish Telecom is expected 1o bay
Tymret from McDomnell Douglas for $355
millian, Tymaet is one of the world"s
largest data netenrks, with Jocsl aocess in
7500 U5, locarions. It ooght o be intenes-
ing having a British phone company nm-
ning America’s second lagest public dats
nefwork: Telemet is, of tourss, number one.

ki

Chatlines have boen banned by British
Telecam. They had been operaring on i
special exchanges: 0895 and (077, BT cur
off service v eipght companies thar Hdn't
abey their order. A spokesperson says,
“Reports from costemers and our own
eipuiries suggest that some Lnes, not -
mally vzed for chatlines, may have been
switched o that pugpose. We are contine-
ing b cnoaitor the many thoasamds of tale
piene Iincs which have the capability to be
used for challine services and will ¢t them
off as we rack them down™ They've alsn
set up & emdtch line (0272) 25280 for cus-
temeds Lo call if theey know of a chatline,
By Eritish Telecom's own definition, the
ban effects any call in which more than
Twi peapie Bkt part moa 13ve conversation,
We all lnow how danperous that can be.

One Less Choice

As of Awugost 1, The Source
Information Network no longer exists.
Compuserve bought its main competitor
arkd promptly shior it down
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Privacy? What's That?

According o Boardwatch Mapazine,
Representative Georpe Cekas  of
Pennaylvania has inoduced a bifl that
woukd require BBS operators and informa-
tien services to provide names anpd
addresses of persons suspecied of wsing
communications networks o commit
ofimses wilhoul equiring o search warranL
The Bl (House Bill 2082) coudd also foroe
phone companies to give this informaton,
again without a search warrant It's bean a
bad summey, folks.

=

The Commissener of Immigration and
MNataralization, Alan C. Nelson, has peo-
posed a nationwide compuder system 1o
verify the identities of &1l job applicants @
order o halt the widespread wse of Fraudy-
lent documents by illegal alicns seeking
Jobs, Sieuler nationwide computer databas.
2 dre bring sogpcsted repeatodly by vari-
ous governmental agencies. So far,
Congriss has been gwcoessful in preventing
this becanse civil likerlizs ¢an =11l be
found in their dictionaries. Haw much
lomger do we have?

=

Scotland Yard ix bosy storing informa-
Gen in electronic databases. Things like
electronically processed fmperprints, sus-
pects” photopraphs, and full eriminal
records, When the sysiem is ready (hy the
ered of 19941, police officers will be able 1a
find et everyihing there is @ know abour
a person within mimstes. The fally digi-
tized fingerprint records eonld allaw n
detsctiag o send mn image of 2 fingerpein
found 28 the sooe of a crime and receive
within minutes the name and crimingl
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record of the suspecl. The system is known
az PNCI. Another systern, called
HOLMES2, will be used ko spol discrepan-
cies in suspests” stories, The example they
use says that if a sumpect gives bwo separats
police forces differing stories, the comrpet-
er will instantly calch the discrzpansy.
Policemen just hate being led o, don't
they?

v

The Christian Science Monitor reponts
thar Amerkcans af¢ g0 coacerned with get-
Lisg weugh on drugs ad orime that they ve
become lax on privacy concerns,
“Arybody with the inselligence of a tamig
haz w be concemed aboutl the potential™
for abuse, says Clifford 5. Fishman, & law
profisans at be Columbug School of Law
of Catholic University, According to James
A, Rosg, president of Ross Enginsesing

Inc, soone few phone syslems have buil- -

in momitcsing capabilifies, allowing a pox-
son o listen in on others' conversalions.
It's become much sasier to “wiretap™ a
line, Often it can be done by compater.
Expens are increasingly concerned ahout
ileps] wirelapping by privaze individuals,
A growing number of private detecives
and police forees appesr 10 ba engaging in
thiz sctivity, with Hule chance of being
detectad, The qument hystens over drogs
ard crime make it all the mare unlikely
thal Americans will be concerned shout
civil liberties,

=

In a relaced siory, Bell of Pepnsylvania
ke ackrowledged widespresd wrongdong
by company employess, weluding ziving
ovuisiders the privale phone moonds of s
customers, A Bell emnployes gave informa-
tien sbout a phone customer's bong dis-

tance calls 10 & pervale movessigaton, accard-
ing ke a report from the company. Bell alsa
toutinely et polics: have informanon abog
long distance records without search wi
rants. The company sa3d f was decplning
13 employees, bat it refosed to idenuify
them o descabe thedr punishmenr

=

The Juence Depariment has 2 neat ides
to keep guns oub of the hands of felons.
Every citizen will be required 10 carry a
“persanal smart card™, This card would
contain yoor life sory, ncloding any crim-
inal activiey. G dealers would never le1 2
criminal buy a gum, right? And if you're
not 3 crimimal, youve gof absolusely moth
ing o hide. So everyone will be safe. And
happry. And beain-desd, gheen time.

Hackers In Trouble

Kevin Mitnick, the computer hacker
feanmwed m our spring B9 issue, will have
served @ year in jail this December. At thar
o, be s 1o be ransferred 10 an addiction
cliric for six months, inorder w0 belp corce
him of his “discase”™, Afvr separaring the
Mitrick myih from Lhe reality, the authori-
Ges backed away from many of their orgi-
nal allepeticns. “A lot of the swories we
originally heard ju=t didn’t pan out, 50 we
had o give him the berefit of te doute,”
said James B Asperger, the asssea 113,
altorney who haredled Mitmick™s cese,

iy

And Robert Morris, the writer of the
Interret Worm, is facing 5 years in prison
amd = $250U000 Fine for that bit of mischizf,
The 3M-year-0ld was indicied on a single
leleny count under the 1986 Compatsr
Fraud gnd Aboze Act. Mobody was bt no
valuable dala was lasl, and we all learmed
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an wnpemand lesson, Why the government
iz wasting everyone's Lime on this is
beyond us. They must prove that Morris
interedad o cripole the: Ineenet by releasing

- the worm that wound wp disabling thou-

sarcds of machines on November 2, 1988,
We've obtanad 2 copy of the source oode
o tha werm, I you want 1 pxdge For your-
£elf, send 510 it 2600 Worm, P Bax 752,
Middle Island, WY 11553,

Hacker Fun

2800 received many calls from the
media in the days before the dreaded
“Friday The 15th Vine™ was supposed io
sirike. e mried o rell them nol o panss
it it didn’t work, Some people achually
were piven the day off because their
employers didn’t want the compuler Lo
power up on ther day. Oneee again, the
media fueled & nonexisteat fire. We'll
repezl hers what we bold them. Vinases cam
cegur 8t any time, The odds of being
infected are relatively smnall. The odds of
._...ﬁm..._.ﬂ adversely effecied are next bo noth.-
ing if you rake some basie precasiions:
know the soarce of your software, kesp
backups religicasly, don't let fools el yoo
whit 10 do, eig, The vinoses sef to go off on
the 1ith ard 13ch are mo differenn from any
ather in that relalively Few people will ever
s e

The cnly difference s thar we know
zbout it beforehand and have plenty of
time 1o Jot our imeginatons run wild, We

Cruggested thar neers who were concarned

could simply chenge the daswe on their com-
puler o the vinus date o ==e if anything
unaznal heppened,

After all, the computer dogsa't really
“knaw™ the date, Tight? The media
didn"t go for that, eaving it was (oo fech-
el
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iy

Beecargly an unkmowm hacker got mlo the
computer that eontrols the epeed limit on e
Burfngron-Brisiol Bridgs near Fhilatelphis
Hez proceedsd to change the spood limit
fram 45 nuph 0 75 mph Dadges refused
1o listen to zppeals of these Gokerod, saving.
“The public should knew heter than thal no
matier what the sign esys,’”

>y

Parroms attempiing 1o call the probation
office in Delray Besch, FL early in June
were connect=d 1 a phone sex hodine oper-
ated by & woman named ‘Tina' instesd.
According o Soothern Bell, semeane
accessed the central offxe with & modom
#nd reprograrmed their computer in such a
way that calls nreaded for the probaton
office were inslead routed w a Mew Yook
based preme sex line, “People are calling
the Departmet of Corecions and gaiing
some kind of sex palace,™ sald Thomas
Slingloff, & spokesmen for the Palm Beach
County Frobation Deparunéent. Southern
Bell officials gxid it was the first Gme ther
switching cquipment had been maliciously
reprogrammed by an ourside compuoiar
intmader, Southam Bell provides the local
phone servies for Flonds, Georgia, Morth
Carpling and Soath Canolina,

Telco Literature

What kind of peaple afe the phone
companizs hiring 25 writersT This blurb
was spoiled in the JulvfAvgust ssue of the
MCI  costomer  newsletter,  MCIT
Cormections: “The s begine 10 561 over
the Golden Gate. The grill’s been b The
cicadas eing. A sizzling steak brings back
memaries of the summer of "82...1hei
reoftop cookoul with Doug. Even though

continuod an page 33
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4TEL is a loop testing system
mainty used by General Telephone
(GTE) that consists of a Voice
Response System and a Crafl
Dispatch Section as well as the
~fagilities and equipment used for
testing functions. The following lext
will atternpt 1o dispel many of tha
4TEL myths that have been creat-
ad in the past years, such as the
idea that it can be used 1o eaves-
drop on lines within its sarving
area. The information provided has
been gained from company publi-
cations and from personal experi-

ence. A 4TEL iz not the same thing .

as a REMOBS, which slands for
Remols Obsenvation,

The portion of the system Lhal
much of the phreak/hack popula-
tion is familiar with is the Voice
Response System, which has nor-
mal POTS dialups. This syslem
greets the user with an announce-
ment message and then asks fora
password, which is enlered in
DTMF lenas. The kegitimate use of
these diglups Is for gutside craft
personnel (inemen) to call in, per-
form tesls, and receive the results
for subscribers’ ines. The VRS Is
pravided so craft personnel can
access the ATEL syslem at times
whan no one is al the testboard (at
nights of weekends). Thiough the
VRS, up to gight craft technicians
can accass ATEL at tha same time,
enabling them to get more done in
a smaller amount of time,

After a password has been
accepted by the system, Ihe elec-
tranic voice will ask for the line
nurmber that the user wishes 1o be
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tested. The number entered will be
read back lo ensurg comect entry.
The system will then ask for the
user to enter the mode, The modes
are:

1: Calling on other 1ine.

2: Calling on test line.

3: Line test resulls.

It is possible on some VRS’ 10
get a listing of the modes by diafing
& when the voice prompls, Line
tests are possibie from both modes
1 and 2 by dialing the oclothorpa
{# key. The results of the tesl will
be announced along with the
length of the cable In miles.
Bridged ringers, if any, will also be
noted. Mada 3, the line test resulls
section, will tell the user thare are
no lest resulls available unless
they have been previously entered.
The 7 key & the monitor command
from both test modes. If there is
speech on the line, it will be detedt-
ed elactronically but will net be
heard by the user. The menilor
command is not 'REMOBS
(Ramaote Observation) but a
methed of determining i the ling is
busy due to normal means (con-
versation) or due 1o somse lrouble
condition al the swilch. When lhe
gystem asks for the 1D code for &
maonitor command, the system will
accept the ina number as well as
the initial password, and even a
secondary password belore dial-
ing, but it has not been determined
by the author if this Is a standard
tor every 4TEL. Mot st anything
will work for the monitor password
howewver, as it will announce if the
ID code enferad s imvalid or not.
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if rmade 1 is enlered, these Gom-
mands are gvaitabla:

1: Fault locatlon.

2: Other Testing.

T: Test OK, monior.

B: Hang up.

9: Enter next ling number.

If gplion 7 is chosen, anather
menu will be available i the lins
lests busy.

2: Monhor test.

3: Overlde and test.

4: Wait for idla.

if suboption one (lault kocation),
made ang, is chosen, thase Com-
mards are availabla:

1: Open locatlon,

3: Shor kocation.

4: Cross locatlon.

&- Ground location.

B: Hang up.

If suboplion two {olher testing),
mode one, s chosen, these com-
mands are avaitable:

2: Loop ground ohms.

3: Dial tone lest.

4: PalriD,

B: Hang up.

Made Two Commands

21 Other testing.

7: Test OK, monitor.

8: Hang up.

8: Emter next ling numbser.

If suboplion two (other testing),
made two, is selected, these com-
mands are available:

2: Loop ground ohms.

B: Hang up.

The 4TEL gystem's main use is
for standard testing, which is done
nightly upon every ling in an
exchange, This locates faults and
problams before they have 1o be
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reported by customears. All lines
that have trouble detected upon
them are prnted out in a report at
the repair center Ihe next moming
where the proper fault location and
dispatching can be done. The maa-
suremant and test unit of the 4TEL
system is called a COLT, Central
Cdiice Line Tester, which performs
all nightly and en-demand tests
upen the exchange through local
test frunks.

There are a few different fypes
af COLTs, The standard version
will sarve any CO for up 1o 10,000
subacrbers, Tha COLT RS is used
in rural step-by-step oflices
{referred to as “sleppers”™ aksa) for
up 1o 1,300 lines. The Digital COLT
iz used for digital central offices.
Thase can have remote Coll
Measuremeant Units (CMUs) for
remote switches which are con-
tralled by the Cott Compuler Unit
(GO at the host switch, The CMU
speed calls the CCU at night to
slart the testing and direct the
operatiens. The CMUs in regular
gnd offices have digital links {over
the normnal telephong network) with
the SAC, which is how the Ene last
resulls are distributed to the repair
center.

The 4TEL syslem can also test
lines upon command by a human
operator &t the 5AC (Senvice Area
Computer). The CRT operator
enters the line numer in he prop-
er field and 4TEL muns a full sensgs
of tasls as well as displaying past
line histary, tault summary, volls
and current information, and the
cable length. The results of the
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testing are displayed in plain
English, as opposed to decimal or
other lormat, on the screen. A dis-
patch decision is also displayed
after evary line test to determine i
a dispatch is needed.
SAC's
Thi SAC is the centralized focal
point for 4ATEL control and repaen-
ing. This computer is located in the
repair ¢enter and distributas
testiwork informalion between
CRT's and COLT's. The SAC for-
mats the results of routing lesting
ira a daily advisory report as men-
tioned earlier.

There are saveral types of 4TEL

reports that are worth noting. The
DISPATCH report lists lroubles
that can have an immediate dis-
patch for them. These also tefl the
location of the fault (cable, CO, sta-
tion, etc.) and are classified into
two types, moderale and severe,
relating lo haw senvice affecling the
problem may be. The CABLE
report lists all new cable faults. A
plant stalus report summarizes the
condition of the outside plant and
tolals them peér individual
exchange. In these repors, trouble
conditions ¢an be Bsted in a variely
of ways. CROSSES and WETS
refer to line Insulalion faulls and
may indicate waler penetration of
lhe c¢able. SHORTS and
GROUNDS arg insulation faults at
{ha station set. OPENS refer to a
broken, of “open” ring of tip kead in
a cable pair. BACKGROUND
refers to electrical noise caused by
power lines being nearby, ABNOR-
MAL VOLTAGE indicates high volt-
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age conditions. There arg olhers,

but the reader will hopefully get the

idea from the ones listed above,
CcDs

Another major par of the 4TEL
system is the Craft Dispalch
System, which is a DTMF and
speech response selup used 1o
exchange report and schedule
information between the repair
center slaff and outsida craftsper-
sons. Linemen call in to get dis-
palch infermation thal has been
previously entered by the dispatch-
ar. CDS plays back the info one
field at a time. When the craft per-
sonnal is ready 1o receive he next
field of information, he simply says
“Go’ and the system continues. A
prinder al the repair ¢enlar informs
the dispatcher when a craftsperson
has received a repoert. When the
Irouble is taken care of, a comple-
tion report is dona on the CDS in
which it asks lor the closeout and
schedule, one field at a time, to be
ertaered in DTMF and in speech.
The clerk al the repair centar then
closes the trouble on Ihe
SAGHMTEL system alter the ling is
tested a final ime o ensure proper
operation,

CDS may atso have audit irails
of every ransaction for a cerain
time perod. S0 to summarizg the
wark flow for involving the CDS:
irale customer calls the clerk al the
repair cemer. The informatien is
forwarded lo the dispatchar who
enters it into CDS. Craft personnel
call in and receive the messages,
do the required work, then lile a
completion report. The clerk then
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closes out the trouble in
SACHTEL.

The Digital Concentrator
Measurement Unit is anddher com-
ponent of the 4TEL testing equip-
ment that is used to test lines in
digital concentrators such as lhe
GTE MXU and the NTI-OFM. They
are located inside Digital Loop
Carrier System remote terminals or
huts and consist of a circuit board
and measuring system. It provides
AC and DG measurements of sub-
scriber loops, a5 weil as all the nor-
mal lestmeasurement funclions
euch as faull description and loeca-
tion, dispalch messages, and spe-
cial tests. The DCMU can lest the
lings of an individual DLC remote
tarminal, or a group of lerminals
that are located togelher. The
capacity of terminals that the
DCMU can test is determined by
analysis of last traffic and econom-
iz lactors as well, Bolh the CRT at
the SAC and the VRS ara compali-
ble with the DCMU. These unils
are self calibrating, unlike the
PMU's of an LMOS supported
Loop Testing System. The 4TEL
CGLU iz linked to the DCMU via
eiher 3 1200 baud dialup or a ded-
icaled link, depending upen the
size of the exchanga.

Some of the tests that ATEL per-
forms are lsop and ground resis-
lance (which detects resistance
faulls and sheath ground prob-
lems), dial tone tesl {in which the
number of timas dial tone can be
drawn during a certain period is
recorded), busy line manitaring
{rot BLV or REMOBS), coin station
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tesis (totalizer, coin ralay, etc.), as
well a5 all the standard tests which
were covered above. A pair identfi-
cation can also be done, inwhich a
tone is placed on the pair 1o help
those at terminal cabinets locale
that specilic one, similar 1o the
LMOSMLT tane applique fundon.
Miscellansous Notes

I a user enters the numbar of
tha 4TEL system they have dialed
in upon, the system will announce
an intercepl. A user cannot mdni-
lor/lest Directory Assistance
through 4TEL. Lines that are out ol
the system's NPA can be tesied
also, bul a 1 has to be dialed
bofore the number just like an ordi-
nary loll call. The 4TEL VRS will
give the user a ‘beep” tona afler a
lew seconds of walting for input. Il
the user doesn't enter anything, the
VRS will disconnect. A version of
the 4TEL system is also used by
Rochester Tel in Mew York, and
there may be other independani
companies that use the system.
Try o find out what system you're
served by, ¥ you're in a Bell area, B
will mast likely nol be 4TEL, but
LMOS,

| hope thal this article has
helped readers lo baller under-
stand the way the 4TEL system
operates. Again, there may be
some dilerences depending upen
the area and {he compary.

Thanks to the small group of
peopla who contributed additional
infarmation to the contents of this
Artieta,
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Mobile Telephone Info

Drear 2000:

The article “Scanning for Calls”
appearing ln the Swonwr 1580 fssue
wistakenty dentifes the phone service
using 451-45% mhz az oclolar phore
sepvice,  [MTSSMTS, old style mobile
telephone service, secvice 1s found
belwieen 454-455 mhr, 152-163 mhz,
and A5 2%-3568 mhe. This servior can
b provided by etther the phome compa-
oy or an ROC [Radio Commeon Carcice).
ROC's can also prowkde paging servioes.
Wwhile these frequencis ame 1ot kocked
ot of mwsl scanners, they are ifllagal o
Intercept due to the passage of the
ECPA just ke octhalar.

Since the IMTSMTS servdee pro-
viders wers not e pejor foree behind
Lhe pazsage of the ECPA, unlike the ccl-
Tular indusley, and scannera capable of
Interoepting their frequencies huons boen
on the market sboe the epoch; the ser-
wlees on these frequencles have been
left unprotected by scanmer manuten
turers. The media's focus on ccliukar
servior may alad have been r fctor.

For informational purposes bere oo
the Mabile Telephone Channel
Ansirnmenls for the above ranges:

#0: 3626 R 0530 3554
FM: 558 RTA-3542 KN 3548
FER: 3550 ZEiOB54  TW: 3562
73568 11:150.180 13 150210
JL: 150510 1: 152030  3: 152060
£ 152080 T-152120  D:152.150
¥L: 152540 JF 182570 YP: 1BRED0
TJ: 152630 TH: 152650  J5: 152690
¥ 152,720 YR: 152750  YE: 152.730
JR: 152810 TE 252500 21 454005
$3: 454050 23 454075 24: 454100
I5: 454,125 26 454150 27: 464075
20: 454225 30: 454250  31: 454275
30 454300 53 454325 34: 454050
GO 454,976 Q- 454400 Ok 454,425
QA 454450 QE- 454475 QI 454.500
QF- 454525 QB 4550 Ol 454 576
0% 454600 O¥: 454625  QF: 454650,
Koo Iyo Do
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words from

A Southern ANI

Drear 200

That nuwnsker tn Atlanta [yes, Lhis is
a weird onej 1s B40-2TZ-2222 (Mothing
happerss untl the 10th digit Is enicred )
You geb a computer volee telling you
your riosher.

Joho

ROLM Horrors

Drer 25000

Columbia Universily has nﬁnﬂn..._u_.._..
inslalled a new digital ROLM sysiem to
replace the old centrex. This changs
haws angered ooy students for the [l
bowing reasons:

The sysiem [ Incompatible with
medems knd answering machines and
the unbersily charges “rental fess" for
data-comm oaquipped telephones as well
as for space on the Phonemail voloe
ESAAEE SYRiEm

They've blocked all access to 576
and 530 pumbers simply because the
billing soltware on their “state of the
art” systemn is not able o track them,

They slap a 8% surcharge on overy
collect call receboed.

You have to dial 9 digite
[9] +Personal Security Cocde) Just to get
an oll-caamgus daltone,

They impose a 100 limit on the
Personal Sceurlty Code [PHC]L IF your
grrnunE rans over 100, Lhey i your
FEC off, even If 1ts 1 the middie of a
billing cycle, and cven if they didn't
bother to let you know that your
account was noaring S100.

The system bills you for a call 45
seconds after you siop dialing regard-
less of whether or not the call gocs
through. If you call long distance and
et the phone ring more than a fewr
timnes, you're billed for it cwen 5 the per-
=on doesmt answer.

The lecal calls are now tmed as
oppesed o the untlmsed fronks we used
o e,

There are only 400 tunks B over

2600 Magazine Autumn 1959

—

our readers

8,00 phones.
(AR TR NIRRT

The phonc-mail answering machine
lype service does nat have cnough
channels. You could find the message-
waiting Hght flashing on your station,
kit you might have to dial the nessagpe
retrieve code 15 or W times becavse
Yo SR gt a clroult,

[s Lhere any FOC puling that the 1nd-
versity 1s vinlating by imposing these
restrictions on us? Thelr atel-
teede 5 mone one of, “Well, that's Jusl
the way it is. I you doo't like IL gy
Mew York Telephone to draw wires bnto
your room.” [ndeed, 1 have put bn & pri-
wale e, Baut there are a lot of people
who just cannot afford Lo do that, anxd
are belig shafted Hght up to thelr tan-
siis. Any advice?

Re-aorders ars not

g

.—..__. pou haven't already, noad our
Snring [958 iswue where e desoribe
bt such a system was nstalled af the
Stafe niversiy of New Yok of Stoay
Brook with a bt of the same preddoms.
Nat much has changed there; i fact
Ay things hape Qatien wWwarsco.
Frequently coery phone on campos
appears ke e sy becase the unier
sity refuses o buy enough fmcoming
trurdes. Chifgolng oalls are often just as
hard. A recent Lest revealed o wail of
25 pelalites st to gel an oursile apora-
tow il o nothdng bo oo wdth the NYNEX
sinfeel. Cherside aperators refuse o bill
to the origleeting rumber because the
axrhangn (sn't rorogniod os an acluz!
tedephone companyy eachange and they
have no way fo verify your dentiiy,
Al EOLM can't handle call supendsion
so prorything bills after 45 =secorads,
eten ternational ealle, whera &f can
pasdy take that lamg just fo ged o busy
gignal For a corporate sertng where
individual preference really deesn’e
maitor, ROIM may be bearable, But for
@ brtfuersiny seiting, no spstem eould bo
warse, that is for the staderuts. We hap
pert bo kerwar that Story Hreok neekes
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maney fram the phones systeny noly
beenuse the Bils they sond to sludenls
ara much higher than the biils that
corme from the phane companles, [n
other wards, New York Telephone
doesn'l chaowges the uniersiy for wnoom-
pleted cnlls. Yoo the wndversity charges
the siudents, Where does the monegy
pett [0 getting o the pofnd where somes
erdversifes are as sleamy oz ACKS ooor
prries

At Least Columbia affers you the
chalce af putting Tr your own [ines,
Stony Brook affers no such freedom
The wdmpy student gopemment thinks
they accomplished something by win
ning the right for o shadent o o haooe
d phone of oll, rather than winndng the
right to choose one systent over the
ather,

A compangy called BOEE has moved
it hoandle Blllng, They develoged o
nelorious reputation for aordag st
dent complaints about kIl Finally.
sormeone broke Tato thelr Phoremeil
account fuzhich they nover charged
Jrom the default passwerd], and
changed the outgaing message Lo
“Hello, This s BMEK arvd we dan’t eane
about pour problems!” You can hear
thelr cwrent message by calling (516
BAZ-F050. They'e alse fust destalled o
“state-of-Lho-or™ aulorreted billing eont-
peder that soecsds 1doe i belongs on Lost
In Space. Call {516 632-5055 fo hear
thiat.

As for s we krou, fhere’s nothing
flnged about what Colurbio ored Stong
Brook are dedng, Hut 182 das immoral
to rip people off and moke already
chootle lives even worse. There are
ways of pelting even, ke soenning ot
the gratire Muremad systam and clog-
ging up the systern with Jurde mail fror
weslryg oo oL eatension, of moursal. Or
calling someone on compos and send-
ing a =ymphony of teuch tenes. The
Kl sooftch el dosfully kocp ther i
open wud the concert {5 ower, rendering
the reciplent's phone uscloss, Bul the
st effoctive way i Lo comgdain wndl
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letters from people

poure Blue i the fooe ool to et oo
responsible kroar what's being sakd
abeact them

o Duele,

| A Nagging Question

Deear 2800
How many subscribers do you haoee

arLyway?
The Appls Worm
Next to *Whatever heppened o
TAPY that's the guestion we gef asked
the mest s harder o answer than
might seem because 2600 xn't lke
most other magardres. Wie haoe anocsrd
1,600 peaple whe get the mogazine
sent directly fo them. But don't be

Least four Hmes that member] gef wusheat
ia krnowm 6% o "sevandoy” copy, that
is, ot that has been coplad by o friend
or even electronizally transcribed.
Naturally, we prefer it when people
subeeribe directly becouss @ helps koep
us godrg. The most imporfant thing,
though, Iz to gel the informatisn ot
Close to 1,000 mere copbes go fo perioies
reiisstnnds ardd bookstores oround the
world. And whateper dse &5 Left goes to
all of the pesple that order bock dssaes
in the future. So, to arcsier pour UES:
tion, we dorn't really krow, The nome
bers fusl don’t tell the whole stony in
ORI R,

A Request
Dear 26000

Thank you for publishing such an
informathee well written magazae.

[ only hawe oo complaing. Please try
to deal more with phone phreaking
than hacking. Ampone can get ancess 1o
a phore, but not all of us heve compaat-
ors and medems to particdpate in oom-
puler hacking, )

Thank yeu.

Grand Raplds, MI

Another Request
Daar 2600

Yo mens I'm peroing 818 & year o
read such stupld, boasiful les such as
thoas of The Disk Jockey that you
prinited In the Letters section in the
Spring "BY [ssue?? Cmon, you didn't
teally beleve that crap of the 150,000
cush orady, did your?? 1 mesan four pages
of your good magazine were wasted
because of this ketber Anyway, the mea-
son | am writing & thiz Up untl a bul:
while agn, I was able io use my comput-
er to blue-boow [ would simply call up
aryy B0 number (1 could omen dial 1-
SO0 ared make up the kst 7 digits), sl
wheneower the 800 number was rnging,
anawered, busy, or even the recording

» ol *Were sorry, lhe number you've

dialed ta rot in serviee,” | could whistle
2500 herte and box on. Anyway, onc
day the 2603 hertz would not work
amymere. There o still an cochange in
my area that 1 assume B3 on step .n_.“__..
gtege. That cxchange doves mol even haas
toach tone, call walting. forwarding,
ete. (Mine does) 1 assume that
exchange can be blue-boxed off of. In
the spring ‘88 [ssue, you answered
letter that satd that bhoe-boxes can sl
work from an ESS line,

Can you please tell me how | can
perhaps Bhae-box foom an ESS arsa? 1=
it all in the 200 number that T call?
[t B00 mamber pever seemed B ol
ler before) T do et wmnt to med-bax 1
want to use 8 Muebow

1 am sune that 4f you will print some
palid information conceming E55 and
beleee- Eraxdry that your readers fand me)
will greatty appreciate 1t if you coukd
devale as mich space {o this ques-
ton a5 you did to The Disk Jockey's let-
ter, Fo sure your readers would galn
mare from it than what they did from
his letler. Thank youw. One more thing:
has aryons had aoy complaints on the
red-box circull thal you printed st
s Docs iE work?

THOR
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just like you

First off, tn a aotntry whene o oom
puter hacker {x lockod up in sol¥any con-
Jinensent wihile sodlsie munderers are,
pou'll forgive us if woe beliee somoons
who deims thelr bail is wnreasonakly
high. Even if @ uvas o Blatant lie, if geor
tainly Is conceivable ond we chose o
trevet i as such [ pon e Trgormeadion
io the ey, please shone i

Now, shout gour Bus-bay problems:
gou need facis, net agswmpiions.
Obolously, something has changed in
your area sinee nod all 8200 numbers
rooild chyenge thiir characterishics on the
o oy, Find ol owofud happemed. THd
you et a e sutehdog spsteny® Dad the
mauting somefen gefl changed? Yoo must
g0 o this office that o belioe o be a
step and =ee if powor old meethoed weorks
there. [F o chowa, then you ke where
Lhe restrictions are belng gppdied, meabndi
iy Lear cnory eachonge, IF & doesn’l ek
in the step exchange, them restricHons
are in affect further up the line sorme-
where, O yome urelersiond what these
rogirictions ane, Lo onn altenpt o frd o
Ly orolrud thern, ke mouting through a
retnole porl of Canada, perfaps through
an SO0 neember thot terrdaates there, I
all depends on what has changed. [
sournds as I you were able to box off
Liatr dalbydryy frodes e the poest which is
wiy & didn't meater what mber you
dliafed If the=a hare changed, @ el mes
ondry woords i the reroote Graesk de stlll basse
alde, Heep in rmind that Rus-boxdng is
dorgeroces, particulordy In o PS5 o

The erdy eormplaing we'ne hod b
the red b elreutt by the Surener 58
Essuwe Ix ol the schemabe b oo small
For a bigger copy, sered uS a9 Siamp of
it SASE.

The Call-Waiting
FPhone Tap

Dear 26002
Can you please tell me if this really
wiorks? :
From Altermative Inphormaton, [0

Box 4, Carthage, TX 75633 “So, you
think your best fdend may be running
arours] with your gidfiiend, el O s
he just a plain back stabber? Whatever
the pase, if you have two phone lEnes
and the call-walting feature on one of
the Itnes, you can tap his phone line
end Hsten to hs conversatons 6F be has
call-waiting alscll 1) Call up your fdend
wiih the phoe you wizsh to Hsten to his
conversalion with. When he answers
callwaiting (he's already on the phore
and you are the second caller), then
you elther st =it there quictly or sy,
*I'm =amy. [ have the wmong number.™ 2]
Meat, you walt wntil he returms to his
orignal call [the one Fou interTu Enn:
and ke puts you on hold. 3] How, pick
uwp your ofher phone e and call yeur
call-walling. 4] Answer peoecr call-walt-
ing. G} Now go back to him, (Answer,
Lthen click back. Click two times,
answer, and po beck] &) Hang up your
sevor Hre. ..._..uw_..._.h.._n_._.._ Are T O ..._...._ﬂu_..:.._h_
&) Listen and remain sflenti!? He can

e youll™

W'll hee hovsest. We asked gulte o
Jew people fo fest @ sul and nobody
wias akda o pwdkee i ok, But robedy
sodd such a thing was Impossible. I i
clows waork, i prohaby ondy wwerkcs with
I the sorme central office, maybe oven
the same exchange. [ o eoan get fun
lines in the same central office that
each have ecdl walting, by all means try
it ok, IF d0 woorkes, Lot ws kneoo peht your
cxchange (5. [f this capabiiity does

s, ('s probably @ flar in @ partdcelor .

fuyper of suotich Well Let goas ki vt
L= fired oot

Interesting Numbers

Dear 2E00

You may have seen the bumper
stickers about that say:

DONT LIKE MY DRIVING?

CALL 1-800-EAT-SHIT

Omre day [ pot inspleed and dialed It
Amadngly encugh, there wns a recomd-
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letters, letters

ing there promising to explain the
bumper stleker 1f T only dialed a 900
mumber someatere. How poach mnney
he would extract from moy wallet dn the
process was unclear. But the des of
advertising a 800 number via an S0
nurmber 15 certainky a mow o, &t st
Tep T,

Yo think s sheamy? Mayghe, but
we ean tap . A boseball plager in
Califorrdn offered to toll the real story
beturw] Fis drug errest, Lot ondy if o
cnll a spoctal 800 raumber, SHI onother
huas youl ol a 900 rumber which fells
ot it oall arother SO0 number.

Dhear 20500:

Could you say something about the
number S00-xxx -0 By changing
the prefix and adding the 0000 to the
ered you get a recording that tdentifies
the 800 cxchange provider. Maybe
somenne man e some instghi to this.
e almost lke the TOD-555-4141 long
distance sendon,

LK

There's red piach _ﬁﬁnﬁ
yed sqid, eomopd o be 14
frgg & SO0 nunber as I ey fum arournd
il Bl e for o spectal oall, (oo look
ironr Speing B0 lasue, pou'l se o oot
plete Ust of prefives and thetr corre-

Alsa, I you want o hear what other
coyryendes”’ messages s like, simply
prefic the 7O0-555-4 141 vertficalion
riunther with the cormer aress prefic
For exarmgle, 10222-700-555-4141 wail
get you MCN's verfllcation message,
10285-F00-555 4 14 1wl get gou ATAT,
el Look i this seue somewhene for a
complete st of comier access prefiues,

UNIX Hacking

Dear 260:
Az o long-time UNIX systems pro-
gram and security officer, | found the
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two-part series (A Hackers Gulde to
LINTH]) quite intercsidng. [ comonessd Haed
Knlght o his or her the triue
spirit of hacking: leaming aboul soroe-
thing through experimentation [ would
like fo make a fow rernarks which e
proeee useful to people who will follow tn
Fied's foolstcps.

Firsl, thers are two malor verslons
of UMIX: AT&T and Berkeley. Minor
varlailons on these major verslons
abound. The AT&T version is used
nsadnly In the “comeeercial” world and
for all practical purpeses, 1t docsa't
supparl computer nelworking. The
Berkeley verston differs In many subike
wanys (st of which make it friendliec
to programmers and users), but a pri-
mrany difference 15 its thorough support

cof TCRSTP networking, (Hacking com-

puler oetworks is a tople worthy of a
separate article] The Berkeley version
is used by many universltfes, and 1t
also forms the basts for the vemslon of
UNIX supported by Sun Mlcresystems.

Second, logln names may Include
any characters and may be any lenglh
up to and including & characters. Ad-
minlsteaters discourage upper casc
login names, due to UNECs atlempt (2
determine whether you ace logging In
from an upper-case only lerminal (@
o ohsolets feature).

Third, different UNTK versions differ
in the password reguirements,
atthough all have a maxlmum of &
characters. The standard way for UNEX
to hardke passwords is Lo use the pass-
word as the key to a modified DES
encryption routine, and encrypt the
vahie zero. The resulting 64 Bit value 15
translated ta a printable form and
stored as the encrypted passaord. The
DES enciypiion accounts for the 64 Bt
[& chamcter] Umit, The THES encryption
atgorithm B8 "broken” I ooe of 4,096
ways to prevent scarching the encryp
tlon space and to keep hardware DES
encryption deviors from being used in
atbacks.

Fourth, there are three diflecent
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and more letters

shells avaiable:

Bourne shell: Minsh - all systens

{2 shell: fbinfesh - Berkeley systems

Borm shell: fhinflsh - recent ATHT
systema

They all differ in detall, but achievs
Ll m..w._.._.__w.mnﬁ._. Lok i the last Beld in
Jetofpasswnard to determine which shell
a wser prefers fpthers can be invoked as
desired]

Fifth, the directory kst fund 5 not
where all removed files go, but rather
wlhere all files g when recoversd after a
Eysiem crash.

Slxth, the syzadm command =
ATET UNDX-speciiic.

I would also ke to mention that
there s a wide range of books avadlable
on UNIX aperation and programming. (1
know, thals cheating) However, thern
i one book that [ highly recommend:
UNIY System Sceurlty by Patclel H.
Worod and Stephen G, Kochan, Hayden
Books UNIX System Library, 19587,
ISON 0-8104 62672

IL only covers AT&T UNIX {and
henee misses out on real networking]
but does an excellent fob.

fin

Intelligent Payphones
Dhear ZE00:

“Ary petson baving the phose num-
ber and passennd of a specific fnteldgent
pFevphone can do such things as pro-
gram the calling rates, check the
ameant of cotn i the beoc or even check
1o pee if the phone has been vandalfeed.
An FOC approssed dath aoooss sITROEE-
mnl must be used o coonoct the sys-
tem to telephone Hnes with an awtematic
ring delect droult answering ncoming
calls, Upon pecetving an inceming call,
the soflwens could be ==t up swch thal
the payvphone Baucs a false ringhack
tone or busy lone lo disrourage unaa-
thorieed wscrs, Personne] with the pass-
word, however, coubd stmply enter ITRF
codes over the Balse oall progress fooes
to galn access. Onee the password has
been cormoctly coteosd (Bom any DTMEF

Autumn F450

pheme) oorrmrereds can then be entered.”

Upon reading this information [from
the Calilornta Miceo Devices Diata
._-_.H,m_._._.ﬁw._“_“n_._._h far the GEEED DTMF
Transcetver], 1 promplly went down bo
the local mall where T knew these would
be same “intelligent payphones™. For
soqme reason, the numbers of the twa
payphones [ found wene printed on the
outside of the phone. Armed with this
fnformation, 1 went home and peceocdod
to dial up the payphones. During the
ringhack, | triad beeping in a fow DTMF
{omes, but o mo avall But after a fewr
rings, & computerized voles came on
which adv the operatar that this was
5 ._u_._.u.._...._.—n _..._?n._._n [and therefore collect
calls shenbd not be dimocted 1o (L), When
the vaolre stopped, 1 tried some DTMF
tones onee again, The phone besped
some tones back and then eventually
by up. After calling kack A fear times,
stumbled into something rermarkable. 1
began o hear the scunds of cars start-
ing and people talking. [ had soawhow
caused the payphone to moenitor the
rrea near the payphone and tansmil
these aminds Back to me at the other
ered of the line. Needless to =ay, 1 was
quile surprised. [ began to porder sever-
ml questions: s this l=gal? What
Sepitimante purpese B there for 8 fanction
like this on a payphone? Should the gen-
erad publie know? I soerrs to me that we
should experiment more with these pri-
vabe payphoncs and see what other hid
den featumss thiy meoy haoas,

Mr. Upsetter

By all means, experiment. We'd like
to kwore whkat formats exdst for the
security phones, Le., how many digits,
e are they enfened, cic. In answer
fo youwr other guestion, iU's probobly
legal, although for what purpese s
trtemded we're hard pressed bo say,

Retarded Payphones

Deear 2600c

1 the Spring £ edidon, | read your
arbcie on How Payphones Really Work
arel cojeyed it immwensely.] thought that
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post-script

it was a very socurate and mlorosatiee
phooe, Comtinue e cooclent work.
How that [ have ghven your @0 &
boost, | will ask for & faoeor. Coubd you
phease inchide in one of the next artickes
a plheor on "oollect only phones™ 85 1 am
incarcerated at the present Hme and all
that S swafleble fo use fman thes erow-

*  har hotel are (hose damnable gadgets.

They are the most exasperaling il

o ewer frovenbed, as yon are unable to call

00 punchers or to bill lo a thied gty
or even be able to wuse & telephone credit
card with ther The parly you an: call-
tng musl pay ihe exherbitant prices
which they chamge %o collect ealls, and
who e hell wants to try lo comvinge
iepdsdduala to nooepl collect calle? There
has to be & way areund these mecha-

rifzed monsters, and argy infe which yon -

could possibly print about thern woulkd
be greatly appreciabed.
Incarcerated

Tt's hard fe esperinent with somme-
thirg welthout kming oocess to . That's
why people uhe find themsetves baoked
up vdth these hell-phones have o iy
everything possible, It 5 endirely posst
bl there are e holes, coresidering et
the ppase of these phones &5, In that
nnnnn there are stil oplivns, For
frastance, fust suppose gou ealled a
votce mall system or an ansuering
rgchie that answers the phone with
the meszager "Hello? [pausel Whi of
course Ml accept charges.® If gou're
tucky emoeagh b god acoess o o Lo
il systom Pt affooes ekt disl o,
wourll b able fo make phone colls fand
rack up twa bils of the same Limel,
Undess your DTMF pad gels ol off qffer
a comneciion Ix made, I which cave
you'll nesd a white bax (porialde DTMF
generator o hold up o the mouthplece,
And that's probably flegal lo possess in
prison. Rosders, any wags our?

British Telecom: Guilty

{contianed from page 12)

Bgi .

Sarme people may mob want the com-
plete naw ranga of Features offered by a
fully digital syshem, bul most will approve
tha changes which ghea them fasi, clear
commurication, with fewes breakdowns and
lass mainlenance peeded. Thal is whera
Briizh Telesnm |s heading.

A tha old saying goas - a chan i only
g girong as ke waskest link Hence, unlil
evaly connection end b ond ol a lebephone
call is fully digital, you may not notice any
diffisrarse in e carty of the lina.

ot it £5 all digital, ealls will be on-
nectod in pit eeconds, and o e will ba
sharp & Gear.

In ke maantms, i you =8 a Brfish
Telocom enginaer up a Wkephone pole o
dovet & manholks - pease rerember ha =
tyig b bring you the bost possible senvice,
whaaresar wou meay Fee.

D you get the fooling Mhal perhaps B
public isn't foo hapgy with okd BT? OF 2l
the phong companies We'va §Ver coms
across, thasa fks seam io Fave the gLt
BT CTEANCES,

|Y your computer

A PR AN TS D ALETTROAM

Pape 30 2600 Magazine Awtumn 19389

THIS IS THE BEST FAX WE'VE GOTTEN SO FAR,
NOT COUNTING ARTICLES. YOURS COULD MAKE IT
TO THE WINTER ISSUE. KEEP THEM COMING IN.
(516} 751-260811
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REMOBS

by The Infidel

Technizally, REMOBS stands for REMata
Serdicy OEserdation Systom, Butin plain,
everpcyy Erglish, it Ma Bel's wary of waich-
i wihat you do en the phans.

This & far rnote dangemus 0 e phreak
than tha DNR [Dialed Number Reoorder),
wihich bogins reconding as 5900 &5 y¥ouU pick
up tua phond in order o caich the numbers

Tha AEMOBS slows mmyons to tsp inte
yaur e, without chicks, boops, noises, vol-
ume o waltaga drop (somy guys, bt fose
woltage rmeters on e Bne won't ol B here),
and most importandy of all, it can e done
withlt the meed of a hard-lina tap. That's
what makas the REMIES o dangarous -
it's dong fFrom remota. In ofher words, from
ary touch ona phong,

Tha HEMOBS was maant for chsarva-
Lzl purpases. When dosigned, it was
dardsed &3 nermen and fedbow ioloo empicy-
ees colldn't indZcriminalely access any-
ona’s ling and make calls off of it, whils
providing the pecson rmantaring tha ne sale-
by from dedection. The signal coming out of
the mouthpiece and keypad of he chserver's
phong will not make i 0 the Brpst nuenbers
ond. So, your vichm cannot baar you when
you kack eeilo his Bna, nor can ha hear when
v i off. This 't a gizma e e divert-
e or e gold Boo; s oty difemnt.

When you call up e BEMOBES unit, you
wik hiear & bors which kasts for about 2 soc-
onds, Yo then heee aboul 5 seconds B key
in e Beness pocks of Tha FEWOBES will hang
up. The pooass code i different, depending
& the unit, ranging from o digids up o B,
bt mast commonty being four, When enles-
g tha cede from the touch fona r"mu_._u_ﬁ_u.
gach digit must ba held down for about &
seoond for the unit o recsive L Whan you
by in the ooemect coda, you'll hear ancthar
leriy ard thi unit wil waid for he T-digie targed
Ledisghare raamibaar.

Bt Fers's. e catchi due to th voluma of
cachangas precent within an NPA, tha unit
itsclf is limited 10 coverlng enly a small
rnagion, uswaly within tha confines of a oen-
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el office. In large cies, many units may be
rieacied o cover an entire NPA, and o, your
REMOBS mey not be gble to reach every
manbar you iy, That means that youll me=t
fikedy read mora that opa REMOES o cowver
ong Bred of city. This slso mesans that & will
niot b el 0 Bcress cut-of-LATA nonbens.
HAher dialing tha targat nurrber, i thal s
i bering vsad, yourll instantly be conmecied
with the comreersaton, ard they, as P s
bafore, will never kuow youre thers, H you
shovkd lock indo the tanged number when it's
naot i use, you won't Bear anyihing - just i
naisa s ey some crosstall rather than
haaring ther actual dial fone, a5 you would if
you had made a direct ling tap, With the
REMOBS, you der actally “cennact” with
the clslomers line; you simply manibos L

- When the custamer picks up the phane,

yourl besar Thedr dal fone, the paron diading
ther rimber aned the cormsersaton, and then
the person hanging up &gain. You could ety
thers all cay, bt that's not oo smart.

Thicagh your keypad may nol be hesd
byt e you're moritonng, the REMOES
il doas recognizg the tones. To disoon-
rect S unit from the cument tap, enter &
digit, mast ohon e last digit of the Bocess
cocia, Aler you disconnod, youll got e soc-
ond lone again, prormptng vou for anothes
sanven Chpil numbser, you dom't e 1o reenier
the pocass coda. When youre done with the
REMOCES altogethar, instead of hifting the
brest chigit o yourr e Codks 1o nerset e Uit
for ancther umber, you mlst arier anodee
cigit, which wanigs from unit o und, bo desoon-
niact otaly 5o the unit can be ussd sgan.

Its importard ned to just harg up from the
REMOBS, or it will sty connocied to tha Bne
yol et it o, and will no! accopt other calis
wnil it's mesed sranially, which will drore aten-
Bon o it your targed, and most Fnporiant of
Al you

Keap in mind that REMOES: vary from
resbwodls 3 reabwork, and perhaps even ghate
i stake, 50 you will have 1o expenment wilh it
to 528 what keye pedonm what function.
Hanva phisn.__
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Gee...GTE Telcos

in this issus wi printed an aricle
about 4TEL, a testing syslem used
oy GTE. What quite a few people
gon regize is that GTE hasn't baen
invelved only with Speint, a long dis-
lance company. For many years,
GTE has been operating local phone
campaniss in areas known as acn-
Bel regionz.

Their equipmien! is made by a
company cafled Aulomatic Electric,
located in liiinois. {We've heard
reports that ATAT has bought tham,
0 make thirgs even more confusing, )
This compary only made slep, elec
troric, and digital switches, compla’e-
ly skipping over crossbar, One of
their early electrenic swilches was
srawn as the EAX #1 and was inlmo-
duced in the early seventies, || had
wery few custom calling features. An
anncying Iral of their call wating fea-
ture was thal it signalled you afler
aach and every ring, making it very
hasd 1o ignora.

Eventually, the EAX #1 was

. scrapped and replaced by the EAX

#2.in the mid seventies. You could
gistinguish this switch by the loud
1100 cyle tone belween rings thal
indicated a rumber wasm i service,
Also, GTE's busy signals woukd Sme
aut aftar about 18 cycles. Anotkar
tharacterislic: if yau came in an
semeana alze’s call wailing, you
could hear a short bit of the conver.
sallon you ware inferrupting right
before the ring, which was about 50
Fercant longer than a normal ring.

The EAX #5 was introduced
araund 1980, It was =oon renamed
the GTD #5 (Genera! Telephone
Crgital #5). It was more sophisteated,
Wilh i clicks at any paint in the con-
Masiion.

Aytumn 430

A we mentioned, Automatic
Efectric skipped the crossbar phase
of evolution. Bul GTE wanlad to
inslall & crossbar Switch 2t one point.
So they confracted a French compa-
riy to make a crossbar switch for a
Texas [ocatlon. Inslead, they
recelied this horrble piece of junk
that gel numbers wiang, connected
perapia logather who didn’l want o be
connecled together, among other
things, Qne day, the maching that
played the non-warking numbar
anncuncement broke down. GTE
coudn’t get parts for #. So an enter-
prising swilchman took & Code-A-
Phene 700 answering machine,
recarded & “number out of senios”
maessage, put the machine in play
made, hooked it through 2 push-ta-
talk handset, and held the buttan
down with a piece of tape. Everyone
who called a non-worsing numbsar in
thal exchange wou'd get connscled
together after the recording cut off.
.m_._.. e day the molar in the answigr-
ing machine burned out; it was run-
ning 24 hours a doy aller adl, For a
whie anyore who called a non-work.
ing number in the 214-423 exchange
would instanty gel connected logeth-
er. Today, thal exchange is served by
a GTD #5. .

Thit GTD #5 has diffarent custam
calling packages, known as sman
call, smaner call, and smartest call.
The smares! package ofers call for-
warding, ¢all wailing, three way,
spesd dizling (B and 30 entres), can-
cal call waiting, one number redal,
save call {liwe a redial but with a spe-
cialcode), and calf camping (calls
you when person you're irying fo
reach isn't busyl, A person who has
ca&ll wailing will hear call waiting
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beaps § a call comes in while the first
call is on hold and theyre laking 1o
the second call. Whether this is a
design fiaw or a feature is unclear. Al
cusiom calling features can be
acenssed on the second line, unlike
Bell companies, who only offer can-
cel call waiting an the second ine.

Many of thoge who live in GTE
land do not sing a hapoy tune, partic-
ularly those who don't have digital
switches. Here are some cheerna-
fions!

*Thae telephone ‘service’, il | may
usa the term fightly, was aborminable.
| persanally axparenced all of the
haorrors {lousy call completion rals,
wildly wrong numbers, noisy-and-not-
just-white-noise lines), and then
some.”

“i kniow & fair number of people for
whom Pacific Telephone vs, GTE
was a factor in choeosing a place 1o
Iwve — and nof the least impartant
factor by far”

*Far year alter year here in
Durbarn, Morth Carolina | put up with
wikd bBuzzes on the Ene; picking up
the phone 1o dial, only to find other
pecple on the line in the middle of 2
convarsation; nol getting impestant
calis bacause my phone wouldn't ring
properly; touch tones that weren'l
pufered well enough and ware Con-
veried io pulse anyvway [if you diaied
too fast, yvou had to start all over);
dropped connections in the micdle of
a comvarsation; frequent wrong num-
bars nol even remaolely similar te my
number. These were not isclatled
lhirgs every couple of menths — it
wag all e fige,”

GTE payphones don't get very
good reviews either;

“| ance spent & mizerable iwo
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days locking for an apartmant in the
west'zouthwast Los Angeles area
{almost all covered by GTE), driving
arcund with a car full of newspapors
ard a pocketful of dimes. I gat so |
wouldn't even bother slopping al &
GTE payphone unless thera were al
[ermst taro of them tegether, as only
then was il lkely that I'd find & single
waorking phone, The defective phones
were in rioe areas and had no signs
of exierior damage — they just didn't
work. Often they'd be sitling there
gmiting strange dicking and thunking
poises, as if they couldn's quite digesl
that Basl ecin, Qthers would appaear 10
ba fing untl you put adima in.”

Then thena was this obesrvation:

“On of the interesling operalions
thiat GTE participates in wien you
have not paid your phone bitl is 1o
nof disconnect your line, but rather to
blodk oulgoing calls... except 800,
When thay did this 1o me, | didn'i care
because | almest never mads 2ny
leeal calls, One call to the Sorint 500
nwrber ard | coukd make all the fong
distancs calls | wanled.”

Maturalty, we'd like to hear of any
expaniences Trom our readers in GTE
lard.

Thiz article was wrillern with the
help of Silent Switchman and Mr,
Ed. Angry comments were exfracted
fram The Telecom Qigesi a
newslatter distibuled on the com
puter nehorks,

ﬁ
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AN INTERMAL BRITISH TELECOM ADVERTISEMENT.

AT LEAST, NOT FROM LS.
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YOUWONT GET A BETTER PICTURE OF A BT PAYPHONE.
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Voice Mail Hacking...

by Atlstotie

Thare are four modsls of the Ganesls
Yoice Mailbax Systams (VMS). Thay all
b B goad WS feahres, Bl waice dala
comprission, ability 1 send massagas o
other wsers, usar definable passwords {1
baliove up to 10 digits), user defnable
apaning mesgage, ability 19 rades mas-
sagi when recording, and A separate phone
rigmbser Bar aach box,

Hew To Hack Tha VRS

The first s1ep is ta find the volos mail
systom. The easiest way o find a system is
to bk in e yellow pages undar tetephons
answerng sondcas andor edquipmant -
panigs, | found a syatem in Lowisville,
Keniuchy that was llsted with the nama
Woicalink |55 rumber i3 S02-4209-5200,

At Ending the WMS, you must find eut”
wha pype of £yslem it is. Theso abe ey
differant typas, each with thelr own unigse
charactersfios, IF you find that te aystem i

a Genasis syshom, look into it. Chanoes ar
you will ba ablo o gelon essly.

A Genasis system has the folowing ds.
tirguishablo charseteristics: 1) If you hit *0°
during the annauncamant, it wil promst you
for the password 3] i yoo hit =7, it will goio
a phonebook system. The phonebadk is
ysad ko kol up wsars’ bomas by spelling out
i names.

When the larget Genasis syslam iz
fourd, do the following: 1) Find a maibox
with an anreUncament that says, T am tas-
ing a message for melbos numbar 208" 2]
During this announcament, press the "0°
key and wait for the password proepl. 3) At
this promd, press 07 again. THz k almost
atways the password for e unused box I
it Is rizt ~ir, then go o the et opsn bo 4
How that you have ceatrol, change your
password and folow the fiendly directions.

It is extromedy user-fiendy 5o you shauld
hare fus

...NYNEX Style

In mid-August the NYNEX Businoss
Ceniers” naborwide wica mail information
syatern was penstraled by unauthorized
wmidiidials. According 10 Randy Harelord,
woica mail adminisrased &t NYREX, numar-
ous "Wids, maybe tvebve or thinsan years
old™, whe “dida’t Krnow what thay wera
doing” ook awer 38 of approsmatedy 1900
woice mailbazes on the gystem.

Drizahigy rncidam numibers wsed to managis
the sy ham ware posied on at least wo bul-
katin boards gnd sand be sthor inberlopers via
the wolce mail system, but mast al the
encreachment was bMamad on the uta o
"sasy pRsswords” chosan by lagitimals
users. The callers idontfied Sheersaived with
aliases swch as Flight Gommandss, Knight
Calier, Blackbaard, Ghris Columbas, Fhote
Bug, Easy E, Ray Gun, Mr. Upright,
Tiverage Warrhor, and Mr. Six.

Accardng o Hereford, a1 beast one mas-
sage paseed babween pukcined malboums
cortalned indormation daetaifing siohen orodit
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ezard pmbers &nd axpiraSon dawe. Tha FEI
was reportedy notficd, but was only inter-
gsind in tha oredit fraud kzswa; not in socuri-
ty peotioms with the systam. Interastingly,
MYMEX has abways mainizingd thal mes-
sagas on the syetem wars not retrsssabig By
anyane ather than the eddresson.

The security bresch allegedly beought
tha sysbam down one avening and tebar
resutiad in & system braadcast i all users
wamning them not o convey sensitive infoe
malion on fhe system, instead suggesting
more secure” moetheds such &s the LLE.
bail, FBM PROFS, ard tha dirsct-dial whe-
pghone neteork, Whita most of the abused
mailroy passwords ware deleted and roos-
signod afi bvo waeks, e sysiom adiin-
istratar recalved gne message aHenng
information about oter compromised mail-
bozes ard the sscurity leopheles used in
exchange for legitmate voice mail privi-
leges. Thie offer was neithar acsapled ror
rpdiend 3.
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Remember in the movic War-
games when David needed to
make a call, and had no money.
He did so by opening the mouth-
piece and touching a picce of
metal from the inside of mouth-
piece to the plate of the pay
phone. Believe it or not this ar-
chaic technique still works in the
most sophisticated areas, includ-
ing all BOC'S (Bell Operating
Companies) DTF (dial tone first)
pay phoncs. This technique
docs not, however, work on pri-
vate pay phones.

Tomake a local call, without
psing coins {(or slugs), first
punch a small hole (sec diagram)
with something sharp (ie. a nail)
through the cxdsting outer plastic
holes into the inner (metal)
mouthpicce, This gives access
to the inner magnetic coil, Next
dial the first six digits of the lo-
cal number and hefore dialing
the last digit, touch the nail to the
face plate, holding it there as you
press the last digit. This whole
process of touching the naal w
the face plate, pressing the scv-
cnth digit, and simultanecously
releasing it from face plate as the
botton is let go, should all be
done within one second. Timing
can be critical. Essentially the
phone is being grounded, and as
a result BOC's are fooled into
thinking that sufficient Tunds
have been deposited for local
calls.
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" PUNCHING PAY PHONES

- By Micro Surgeon/West Coast Threaks

As with any ploy there are
limitations and problems. Long
distance calls cannot be made,
because a different method is
used to verify the deposited
coins. One of the main problems
is that a mild shock (not o deathr
of course) may be expericnced.
A less scrious problem can be
that the mouthpicoe may be dam-
aged, by punching to hard or in
the wrong place, rendering the
phone useless,

Punching pay phones is noth-
ing new, and I certainly didnt
discover this art. Of course a
Red Box will work much better,
but it could have inadvertently
been left at home.  What one
should understand is that this
technique will work and that it's
not just a bit of telephone histo-

.

Punch
right

here.

A Pay Phone _F=_.u_.mn.. Roceiver
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o e from papges 19

i's ooly 7:30 pm, Lyna reaches for the
phene call to call him in New York,
Iotreducing the aew MCI Prime-Tinge
Flet..." Or how aboul dus Eem Spant's
FOM Line Newslenen “0n average, mast
Amecrans will move 11 tmes during their
bives, coping with & process thal can b
exhilarating, cxhausting, and expensive,
Alhough moving can oflen be siszssful,
planning shesd cars gase the fransilion znd
save wiar &nd fear on your ndrves and year
wallet....” Five more parsgraphs elapse
befare the first mention is madz of US
Sprint and kow it woukdn’Lbe 2 bead 1dea 1o
have & Sprint calling card, W suspect this
kind of cagey sales picch won't exnctly ga
over big but ar least {t's giving those writ-
ers from the slush pale a plecs fo po.

Calling Card Tutonals

For those who feet (e wasting 2 bit of
time, give & oall 10 the ATET “calling card
tutorizl™ line, By digling 1-B00.235-3439,
vou oA experience te excitament of usrg
20 ATAT calling card by makimg & simlated
telephome catl! A narrator gaides you trough
this exgiting process. MCT has a “tes drive”™
rrarnibar that takes you throagh e sdvenbre
of using an MCT card, They can be reachod &1
1-S00LGS0-TEST. In both cases, valid callimg
card rimmbers are ot nooescaTy.

Another Telco Ripoff

C&P Telophone is said o be seanming
the public in the Washington 10 area. I
s that local calls in Washinglon 16
ar= 30 cens, while in neighbosing
Marylarsl and Virginia theyre 25 cents. In
Washiogton [, oot of e phones are
marked for price and many people afe
foled inte depositing 25 conts instead of
HL The phores don’t even give any exld
nizves boy callers whd pat in e much.

Page I8

Technology Marches Back

A French computer system focled up
big-time when it misread some data.
41,000 Parisians who were suppossd 10
have been fined for fanrly menor oflenses
fourd themselves peeelving compuledizad
leiters accusing them of all soris of birame
Crimes,

Apparently the coding used in the sys-
tem gol mixed up, meaning that prople
who were supgossd 1o have been fined for
sposding were instead fined for pimgng.
“There weee & Lot of cases of living ol
imrnoral earmings, sacketeoring, and mouf-
der.” zaid a City Hall official, “The
socused persons will be receiving laress of
apology, Instead of receiving summanscs
on crioital charges, they should have
bezn sent remindecs of unpaid motoring
fines." Mojorists tickeled for failing Lo
siop 2t a red Tipht wore fined for “import-
g unsuthorized verinary medic alions”,
while these whose only offense was cross-
ing a zolid white fine on the oad were
charged with “night fishing in a place
resirved for fish breeding™.

=

Mew York Telephane tepairmen are
being sent oo wild gooss chases, This is
thanks b 5 Dew cormguileiized repalt sevie
introdaced in the midst of the Mynex strike.
Mo you o keager beve 10 talk b a servios
regrescniative, unless you don’t have 2
wuch wooe phone. Customers key in their
phone number and hen go trough & memd.
“Are wou having troubls gelting 2 dial
b the compuater ks, “Press 1foryes, 2
for oo Urher categorics melsde trouble
making callz, stafic on the ling, wouble
reoeiving calls, of woutls with custon call-
g fearerss, If you answce yeo 1o any wl

2600 Magazine Autumn 1959

S

- fhesse, you divie into anodher mer whese the
COMpEeT altempds o isolate the problem by
asang more yveso questions, The whols
process Likes aboul three Umes longer tan
telkmg wo & husman being but it saves New
York Telephona the sxpense of human
exnplonyees, And as for the wild goose chas-
ex, 0L s posdable o compleely fool vp the
syslern by making lots and ks of cells, cach
fime entering a different mumber. A& Tepar-
oz will b disparched for each and every
c2ll. Hackers will have fun becanse they
don't have to use their voices and the sys-
tem is accesible from payphomes. T's also
possible o dispatch o repainman by accident
sinoe theve's no way o aborl The svsiem
confirms the dade the repairmen will be oot
bl merver ashs the custnnes B veraly in cass
they've changed their mind. People who
wanl 0 bvpass all of dus garbage can call
#0-5511 woll-free and reach a human st

repalr servics, Mew York Telepfons does
nol give ool Uus number. They ve also
intredoced an awlomated credil operator
which 1 reachable by disling 211, Yoo can
cither hang 1 at the wme for 2 kecal credit
o oach pone the pusnter vou disled, Again,
it takes longer than the squivalent with a
hnaman being,

And if you don't have a tooch tone
phane, you el cormecied with & roconding
that t2lis wou 1o wait until afler the sirike is
DT,

And Finally

Some words from the Beijing vouth
darly: “In recent days, peopls in Beijing
who nommally love o make phone calls
bave suddinby bocome cautous, and many
of them s2y on the phone= “Let’s wrils or
chet face to face instesd, otherwise we
edght gat into meable™

Lair of the INTERNET Worm

by Dark Orverlord

These days worms & vinases seem the in thing 1o do. Most hackers (and crackers)
have a friend who has a friend who is a “super genies” amsd wiols one that did ansaz-
ing things, dicdd wonders, serambled eggs, elc.... Any peogramer worth half ke rzm in
e syslam can wrile @ worm andfor vires without much difficalny. The information
provided in mest magarines and newspapess on the sabgect 15 uimer crap.

The deccenpaled soicce code 1o the *Intermet Worm™ 12 now available from 2600
mapgezing The code is based on an effort of reverse coginesring. This scurce, when
compiled, will generate the same executable that the “Great”™ Inferoed Wonm was
made oot of, 1 can't say where [ got this code because sfhe does not wish to have
their name (handle) echoing around these citcles,

The nﬂ.m__.._.._.w_.._...w..__u_._..ﬂ.__m siralegy of this worm was (o Teach as sy hosls as ._...n_m.mmu
ble rather then altemnpling o access higher privileges on an infeesed host

Please mows that all of the atacks ased by the Intermer Wonn have been fixed on
almost &l sysems thar wee the Intemes IF there i3 sufficient intereat | may do a
defailed write-up on how the artacks wsed by the Intermet Worm worked, There are
sill many more boles in URNIX to be abosed. Thue it is possible that, with 8 week-
end s worth of work, this womm could ride again. (But T would not do that, would [

IF you wand a copy of The source code (with commants], send 300 re 2800 Woeen, PO
Box 752, Middle Island, NY 11953
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Towct-"Tone Frequencies £

1200 1336 1477 1633
67 1 2 3 A
770 4,5 E B
gs2- 7 - & s ©
o4t " 0 £ D

Each touch lone i a combination of two lones. For instance, 3 is 637
harlz and 1477 heriz. This diagram also contains the four exira lonas That
every touch tong phone ks capable of producing. These lones are used in
the U.S. military phone netwark {Aulovon) for establishing the imporance
of the call. We'd I&e to hear specifics of any further uses for them.

Special Information Tones (5.1.T.) .

We've all heard thesae. They're the special tones you get right before
you hear a recording 1eling you tha number you've reached is out of sor-
vice, They'ra also used for a multitude of ether conditions. The purpose ol
theze tones is 1o parmil an automatic Call Disposition Analyzer (COA) 1o
differentiate between a human veice and a recorded announcarmeant, and
to ealeqgonze the type of recorded announcament.

Special Information Tones are a series of three lones at the beginming
of an irtercepted call,

EIT Tone type and usages
Period Frequency - Designatian

S50 LLL [Z o+ Intercept - Vacart # or AlS, el

LLL LLL MG - Mo Cinguit (inter-LATA camier)

LSL HLL VC - Vacant Code

S HLL RO - Beorder Announcement (lmter-LATA Carrier)
LSS LHL #1 - Additional Resanved Code

SLL LHL RO - Reorder Announcement

S35L HHL #2 - Addiional Reserved Code

LLL LLL NG - No Circuit, Emergency, o Trunk Blockage

Perod duration: S=Shor (274 meec), L=Long (380 msag)
Frequency: L=Low (913.5 hz 1370.6 hz 1776.7 hz)
. H=High (385.2 hz 1428.5 hz)

Thiz information was taken from a central office recorderfannapncer
instalation manual circa 1983,
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2600 MARKETPLACE

HACKING AND PHREAKING SOFT-
WARE for i 1BM and Hayes compalite
roderms, The best war dialers, extendsr
soenners, End hatking programs. 5504,
incleding shipping and handling. Maks
peyable 1o Tim 3., P.O. Box 2311,
gellrgham, WA S2227-2511.

FOR SALE: Manual for eloppng & ichas
e} 1864, Thig 5 a true codectar's ilem, wits
selaled explanabons. GisgraTs, hoory, and
practeal hints. $13 or race for Azplecal
Tone Recogrdion program. FOR ZALE:
Genvine Bell phone herdsel. Srange
wWong, pise, mute, izen-zlk, stalus it
Fuky furctional. Box

Dmﬂh.....___...q.__m_m,u..._.h___.qn_..”_..vy..ﬂmmunn.m.
] oo, O reasonably price for ganuine
marEl Does amang know anything about
this mazhine? Bemie 5., 144 'W. Eagls Ad.,
Suite 103, Havarawn, PA 15083,

FOR SALE: DEC VAXNMS manuzls ior
WME 4.2 A% manudis am in mint oondi-
ton, some sLE in ©e shink-wrap, This i3
the bost source for YMS knowledds any-
where! Conlacs me for more infg, Kud P.
P08 11282, Dlackshurg, WA, 24082-1282.
WANTED: Schematic and'or bibch diz-
grarm for GUE. TOM-1145-33 Jala 52l
Joha B, Hilgy, S14

clip and pell &fip
inchdad. $3% OB,
Pieate post o 3.

Do you have semelhing to seli?
Are you locking for something

M, Coardava St
Burbank, (6

Foxe, POG 31451, 10 buy? Or trade? This 15 the place!  51505-2583

Fewer Slztion, Aoch-
sxisr, WY 14827

TAFR BACK ISSUES,
conplele set Vol 1-
g1 of CUALITY

The 2600 Marketplace 13 free to
subscribers! Send your ad Lo:
ZEOOD Markelplace, P.O. Box 93,
Middrle Island, NY 114653,
Include your address labal.

INCARCERATED
COMPUTER
TECHHO-DRGID
wpd like 13 hear
rom anyone inter

copies from onigi-
nzls, Includes schamelics and indexss
SU00 posipaid. Vig UPS or First Clzss Wail.
Copy of 1971 Esaure arficle *The Secrals
of tre Lillle Blue Box® 35 & large SASE
va5 cents of stamps. Peis G, PO Box
3, Wt Laurel, NI G2034, We gre 1ne
riginal
TANTED: inlermation of decumeniaten
o MNaturg Mcrosyslems WATSOH VIS
fian. Will be uzed for upcoming 2600
voice mail beand. Urgent read! Contas
the 2600 office (518 T31-0600.
2600 MEETIRGS. Firs{ Friday qf the
fagnth at the Sficorp Cenler-drom 6 8 B
pit i the Marked, 153 E 53rd 31, NY.
Come by, Srop olf adicles, ask guaslions.
all 516-751-2800 for s6F mare info or
requesl a maeling in your oy,
WANTED: Techniczlopsrations marus! of
any fechrical dafa on Morh-ezs! Ekcronics
Corp's TTS-2TE2A MF & Loop Signabng

=

I
98

(:; L

e |

o'l

Awiwme IVE9 2600 Magazine  Pagedi

eglad in somputad

bechnplogy 2nd 15 unuaeal 2ppicalicns
Woaurd ke 1o receive {om oze wiling 1
dorale) prolocepies of imEresting comput-
er schematics, ercles, and how-1o inglnge-
tigns for exolic projects, el Wrils to:
Robert Joe Jacksen, Jr., Mamphis U
2287019, Memphis Federal Correctional
Insl., PO, Box 34550, Mempris, TH 38154,
WILL TRADE: My knowladge of beating
the game of Badkack for informaiion info
hacking and phreaking. J. Kieis, 2533
Veley View 8111, Las Vegas, NV 82102
FOL, PSTN, AMAC, are vou los! in 2lechana
acronyms? Doend be confused anymoreg!
Send foe ey b2 ol ower 300 phone and oo
ELalions acranyms, only 4. Jay H..
2782 Gomsick P, La Joda, CAS20G7.

Dezdiine for Winter Marketplace:
12159,
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Timely TELEPHONE Tips

WHEN YOU RECEIVE A
TELEFHONE CALL

Always Ramember to

L ARTAER A3 FROMFILY A% POSSTELE
Ty o arsrwer balors weccod riog.

g IENTTY YOURSELF WHER RNSWERDNG.
“pir. Brawz's olfice. Mlhid Aelawi™
‘Packcansl Mamn™

4. SPEAE DISTINCTLY AND MLELANNTLY.
Haold mouthpisss wel op bhiem of Bps

4. AyQm TRITE &R ARRDOPFT FHAASES

“Who's calling?” . . . "Toit L Sl
“He's Tasr-" . . . "Fa's o coclecenoe”
"Ha'm Sad wp"” .. . "Bas al "

5 VOLUNTEER THE “WHEREABDUTS MAND
WHEHABSTTE" OF AH REFENT FERSOMN.

“Ha cxz be roacked [n B, Joas® cfica
Ertwenfca PIL"

"Ha i vt of The ballding ool 3 ocleck™
My [ becrte bim e2d g8k B b cal] poat™

4, VOLUWTEER YOUR OWH ASSISTANCE,
“Te hete somahing | conld dof™
"Cordd | Ralp yood™ o o o "o dbToRe el

1. FEQUEST [MENTOY OF CALER oY
WHEN HECESSARY. AND IN K TACTIUL
BANNIR

"May [ bave your namat”
"Mar [ wik wha i bs. pleais?"
4. EEFLADY OFF.-THE-LINE CELATS
I b the Alei—Can paa wah 3 BoemeamT

§. TREE MisaGog williMGLY.
Erow saxanks] detafls ca o retabls mesesgs
ferms Sulbrpr pempily,

10 TRANSFER ELSE'WHERE ON1Y WHEN YOO
ENGW DEFDMITELTY THE CORRECT FIR-
EOH OR NIHEERL

Gire callar thees lichi bofora Toasfeerisg.

WHEN YOU MAEE A
TELEPHONE CALL

._-..?_-..u.u.u.ﬂl_ﬂi:lri1-n.

I FLAR &N ETECIIVE CORNVERSATION
Ceof your [honghle B crder baloew calfieg
1 FLACE THE CAIL TOORSAF, FICEeT M
Muks pirs yod are 08 e Bew padcdy 4 alk
whag e Colled peencn W reicked
A HAVE THE COEBECT NUMEER WOH EXTEN-
. SO N MIND.

Creoynlt yoor db T, or
Bt

L IETEN FOR DLAL TOME . , . DIAL CARE-
FOLLY.,

Hl.rﬂit_g_uulu}ﬂl?.ﬂaﬁiﬂ.
Ly,

L IINIFT TOUESAF DMMEDIATEEY TO THE
TMEET FERSON ANSWERING THE CALLTD
TTLEFFONE.

"THs b Mr fobmeca . My [ spaak o P
Hodgea, plassa®™

4. [MENTIFY AlEs, 'WHER WEFTUL TOUR
OFFICE AND FURPOST TN CALLDNG.

“Mr. Brown, In Mooounts o o o beboreiy B
Corasa'y Call”

T. RS WNITHER CHLLED PERSON HAS “THME
T TAME ROW' F CALL I3 LEFLY To
BT TENCGTHY.

k. TAT TO COMPLETE TOUR BREINESE O OHRE

4 VOLDONTEER TYOUR KTNSOy AND THE
HET TIME 10 FESCH YOO DM CASE

YOU REQUEST K CALL-BACK”

1 ECEP TOUR OONVIRAATION BEIEF AP
E SRR AT

FROM A DEFENSE DEPARTHMLHT DEQMNE AONE
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THE GQALACTIC HACKER PARTY

continued from page 11

While we're al i1, we might ag
well pass along the tolkfree num-
bers to get the equivalent senvices
im other countries. Calling these will
connect you 1o an operator in the
following countries. They will
expecl you to provide a maang of
bilfing and to know who you're call-
ing:

Australia; sod-682-2878,
France: 800-537-2623; Hong
Kong: 800-992-2323; Naly: 800-
£43-T662: Japan: 800-543-0051;
The Netherands: 800-432-0031;
Panama: 800-872-6106; Singa-
pora: E00-B22-6558; Soulh Korea:
E00-322-8256; United Kingdom:
B800-445-5667; Wasl Germany:
BO0-252-0049,

A Problem

Mol alf wenl smoddhly, as is the
case sometimes. Apparently, some
hene-life memarized a 2000 ATET
Calling Card number, which, foru-
nately, was unused by us. Il was
vary easy 1o isolale the $3,000
worth of fraudulent calls billed fo it
We zhould emphasize that such an
DCoUrance 15 very mush the excep-
lion. In hacker circles, there's an
unwritten rule: don'l screw each
olher (wa're speaking metaphori-
cally for the moment). Whoever did
thiz i= nol a hacker in the true
zense, bul a lowly, dacaitivl Crimi-
nal. Unfortunately, many people
judge hackers by the aclions of
such ¢riminals. It's just nat trus;
hackers have a very high code of
efhics for the most par.

We think 'z also important to
threw some of the blame on ATAT,
for continuing to be incredibly

stupid. Why is it necessary 1o print
these credit cards with all 14 digits
screaming for attention? They
could be much morg inconspicu-
ours. Or batler glill, the phone num-
ber portion (which is usually what
the first ten digils comprise) ¢an be
eliminated enlirely, since most peo-
pla are capable of ramembearing
this. Right now, a simple glance at
The numbars i all if lakes.

Since this was, in fact, our
phone bill, we thought we'd share
some of i with you. Feel free fo
find cut who these people are and
whio they know overseas that may
have placed the calls. ATET may
hava already figured it out since
they've had two months to do i,

415-422-3772 [Lawrence
Livermare Labs)

301-345-5053

617-8628-5T65

T18-TES-7431 (Brooklyn, was
called most fregquenthy)

413-637-2870

Thare ara many mare, bl these
appeared most frequently. We sus-
pect the person who did this didnt
realize thal American phong bills
come with complete itemization,
that is, the day and time of the call,
the number called, and the kbcation
the call came from. In a surprising
amount of countries, this informa-
fean sl ism'l provided. Bazed on
ihe information given o ws, it
appears obyicus that the porscn
lives in England, made a visit to
Amsterdam for the convention, and
then want o West Germany for a
week before returning homa. 1's
alsg obvious that they kept the
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THE QALACTIC HACKER PARTY

cade 1o lhemsalves, as no (wo
calks gverlap.

We'd like to know what the
hackers of the warld think we
zhould do about this. Suppose we
find oul who it is? Do wa tell
ATET? Do we tell the world? Do
we forgel it ever happensd? What
is the proper response in your
eyes?

What's Naxt

We musl emphasize that this
wags the only truly negative thing
thal happened as a result of the
Galactic Hacker Party. We hopa
1hat what came out of this confer-
gnce will strengthen the spint of
hackers evenywhere, In America,
wa need that strength desperatety.

You may have noliced that our
bulletin board network has preily
much collapsed, lar varying rea-
sans, Unfariungtely, it seems to
reflect a growing incrtia, a lack of
spiril. When we slarled opearaling
EBS's, we expected tham o grow
and flourish. Why hasnt this hap-
pened?

In Europe, the hackers ane con-
tinually expanding [heir grasp on
technology, from pirate radio to
voice mail syslems 1o videolex o
well-organized computer nebworks.
Herg, we seem 1o be reverding 1o
ong-upmanship and conformity
whan we should be linding new
loys of technology to play with and
shape 10 our needs. Whal hap-
pened lo the huge conference
callz, the hundreds of hacker bul-
lelin boards, the clever pranks, the
legendary phona phreaks? Are we
alraid? Are we losing our spiEt? Or
are we jusl getting comfortably
dumb?

A look through these pages will
tell you that there are plenty of enli-
ties just aching to gain control of
technology and in dug time, the
individual. Thiz magazine is only
ong volca. We need morne.

If you think you can do some-
thirg, then you can. People all over
the workd know and understand the
spiri] of the hackers, I's up o all of
us o keep it going.

Signale zur Warnung

rin
nt.-._.__.n.m__.__n...-_u.:

M-l :.-rl_
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NOW HEAR THIS

At Aall, we don't eoxactly go out of cur way Lo
nag you akcout whon .u__n.h. subscripbion is going
o oemdd, You wen't [indg vourself gelting Lhngs
glosyy rverminders with free pens and digital
guartr clacks and all Lhet crap. We belipve

gur subsoribara arce intell igent snougi o look
al. Lhealir address label and s=e if their =ub
scriplion is abour to expire. TF it is op §i°

You wanl Do oextend 1t, Just Fill ouc the Form

Balow (your label should ba on the others sids)
:H; rn: b bte our address (also on Che olhar

Ze

s1de] . You don't gell self addreszsed slenped
m:n:h:txm from us. Bul bthe bime and noney we
save will go towards making 2600 as gocod and
inlormative as 1t can ba,

INDIVIDUAL SUBSCRIPTION
0 1year’d18 0 2 years$33 U 3 years/§48
CORPORATE SUBSCRIPTION
1 Tyeard4d 0O 2 vyears/$85 - 1 3 vears/5125
OYERSEAS SUBSCRIPTION
J 1 yoar, individea®$3a0 O 1 year, corparate/$65
LIFETIME SUBSCRIPTICN
4 3260 (you'll never have 1o deal with this again)
HACK ISSUES (never out of datey
i 19847525 0 1985525 10 19867425 [ 198785
2 1988525
TOTAL AMOUNT ENCLOSED:
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