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MINIMIZE

MINIMIZE iz a procedure used during periods of crisis

o other abnormal perieds to veduce the volume of record and
long diatance telephone traffic ordinarily transmitted electrically.

MINIMIZE applies to ALL users of DOD communications
systems, including originaters of card and tape traffie.

Procaduras, When MINIMIZE is imposed, usera of DOD
electrical communications facilities must determine that:

1. The information to be forwarded Iz required ta
avoid a seriously detrimental impact on mission accom-
plishment or safety of life.

2. Electrical transmission is the only way to get the
information to the addresses in sufficient time to zccom-
plish ita purpose,

Altarnate Means of Communications. The US mail, the
US Armed Forces Courier Serviee, or an individual as a courier
or messenger should be used instead of using eleetrical means
when MINIMIZE is imposed,

Authority to Impase and Cancel MINIMIZE, Com-

manders are authorized to' impose MINIMIZE within their
command or area of command responsibility unlezs specifically
denied by appropriste higher authority, The Joint Chiefz of Sta¥
impose it worldwide as well as in any zpecific area. The Juint
Chiefs of Staff or the commander concerned, as appropriate, will
eancel MINIMIZE when no longer reguired,

Autheority, Allicd Communications Publication {ACE
121 175 Supplement-1

JE00 [FSEAN DR 3E5T | i publiched qaarterly by 2000 Erterprisns fac | 7
fane. Serguker, NY 11733, Second ol postape perait paid af Sefaueker, &,

POSTAASTER: Send sddress changes o

Sirong's
e Fork.

), B0 Box 75, Muddle Dstand, MY 11953-0752,

Copyright (o} 1989, 260 Enterprises, Inc.

Yearhy subscription: LS, and Canada -- 318 individual, 345 corporate.

{neerseas - 3 indvadoal, 305 corporare.

Back issaes available for 1984, 1985, 1944, 1957

al 5% por wear, 53 per year oversoas.

ADDRESS ALL SUBSCRIFTLON CORREESPONDENCE T
260 Subsoniptuwon Do, PAOL Box 7520 Middle [sland, N T 11953 G752
FORE LETTERS AND ARTICLE SURBMISSLONS, WRITE T(:
2o Editarial Dept., B0 Box 99, Midells Lslandg, HY 1 1953-0099

Zaa0 O]Tice Lipe: 516-751 -2600

=,

HACKERS IN JAIL

Story Nomber One: By now
we've probably all heard about
Eevin Mitnick, Late last year, Lhis
computer hacker was arrested after
being turned in by his friend, who
explained it all by saying, “YouTre a
mienace ko sociely.”

Mitnick has becn described in the
media as 15, an overweight, bespoc
tacled computer junkic known as a
~dark side” hacker for his willing-
ness o use the romputer as oa
weapon, His high school Cmpader
_._m.__“__w_w Was said ta have tumed intg
A asting ohiossion,

He allegedly used computers al
sehools and businesses to break inte
Defense Department compliber sys-
s, sabotage business COMpLiors,
.ﬂ.:.__u elecironically harass anyone --
including a probation officer and
FBl agents - wha Botin his way.

He also learned how ki _.._m.,.qs_...n
lelephone Company operalions and
disconnectod the phones: - af

Hullywood celebrities such as Kristy
MeMichal, authorities said

UOwer thae past Tew moenths, sover-

al federal court judges have rofosed

t separate hearings 1o set bail for
Mitnick, contending there would be
ne way o protect soccty from him
if e wore froed.

Mitnick's family and attorney
said prosecutors have no cvidence
for the accusations and that they are
_|..__.._._...¢.h._m the caza out of propartion,
cither out of fear or misunderstand-
ing of the technology.

Mimick has an amazing history,
to say the least. He and a friced
lopged into a Morth American Air
Defense Command computer in
Colorado Springs in 1979 The friend
said they did not interfere with any
defense operation. “We jusl gat in,
looked around, and ok vk,

Computer security invesligators
said that as a tecnager Mr. Mimick
celongesd to 2 shadowy Southern

{continted on puge 20
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by Red Knight
PhreakersHackers Underground
Metwork
This is the conclusion of 2 two-part
article. Part One appeared in alr
fast issues.
More UNIX Commands
man [command] or [&5] - owell giee
you helo fer a command,
halp - availabla on sere UM sys-
Hela it
mkdir [dlr name{a}] - maies a direc-
fey.
rendir [dir neme(s}] - remowves a direc-
iony. YWou won't be able to remove the
directory i it conisins files.
rm [file name{s)] - remaves lilas,
will srase all [fes in 100 ogmont diresio-
r¢. Be carefull Some oplions zre: [-f
uncanditional remaoval] [-i prompls
usear for v or n).
write [login nama] - o wrils [ athor
logged incusars, Sorl ol @ cha
miegg [-n] [-y] - doesnt allaw others to
sond youw messages using e writs
command, Wall used by systemn sdm
cvErrides it
¥ [file name] - 10 execule any 1fe,
wie [lite name] - oounts waeds, char-
acfors, Bnes in a filo.
stty [modes] - zef terminal O for the
current cevices.
sorl [lilenama] - sarls and mergos
tilees -- rmany apdicns,
spell [file neme] = [{il2 name] - the
second file is where the miz=psliad
wards are entered.
date [+#midy’] [+HERMRE] -
dipizys date accarding 19 aptans.
al [-r] [-1] [[o%] - does a specified ol
at & gpecified Vime, The -r cemawves 2/l
previously scheduled jobs. The -|
reporis the job number and sizius of
all s sehedwalad -
write [login] [tty] - sende 3 message
o 178 fogin name.

Page 4 2a0) Muogazine

MORE ON

sU [legin name]

The su command sllows ohne to
switch uzers 1o a super wier Gr o
anciher veer. Very imporiant -- could
ne used [0 swilch 16 SUfer user
leealllyet)

S su sysadm
password:

Thiz su command will b2 logged in
duerradmizubog 2nd this file of 21 Tes
iz carefully monitored by the syslsm
administrator. Swppose you hacke:d
in‘e ohn's account and then swilched
to the sysadm - accounl. Yaur
fusrfadmisuiog enlry would look I
this:

EU 041 ES  21:00 4 tty 12 john-
sysadm

Therefore the SA. (system admm
istrater) would know (hal jahn swilched
i the sysadm soeount on ST9EE &

“Do not use login
namey like Hacker,
Cracker, Phreak, ete.”

21:00 hours.
Searching For Valid Legin Names
Type in:
#who {ihs command informs the user
ol oeher wsers oo the system)
cathy ttyl april 19 2:30
john ity2 april 1% 2:19
dipal Hy3 april 19 2:3
Ly im i wsers orminal The date
and tims shown are thosae ol their
logins.
roteipasswd File
Tre etcpassiwd is a vital file 1o nal

Kpring 1980
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HACKING UNIX

It coniaing fagin cames of all ssors
inciuding supsr vser accaunts and
ther passwards In the newsr SWH3E
relEagas securily 15 lightened by may
ing ke encrypled passwards from
felopassed 1o fatefshadaw which
nakes it andy readable by oot This is
cotional, of course.

% cat feto/passwd

root: DA sy s 34010000
sysadm:ksddoParate;0:0adminis-
tratjomusriadminghindsh
checkisys; Locked;;0:0:check flle
aystem:usredminybinTsh
jehnichips11:34:3:john scezerend -
wanjohn:

]

il you have reached this far, cap-
tur this Ble a5 soon as possiblie. This
o bypiecal aulputl o an elofasswd
e, The enfries are separated by a ™"
There may be up to seven fields in
gach line. Let's look =t the "sysadm™
exampis. The first field has the ogn
rarma, in this case sysadm. The sec
cnd feld conbalss the passwoid, The
tmird field containe the user 04707 s
ihe rool). Hext comes the group 1D
snd then the accourt which contains
the wsers lull nama, eic. The sixth
lield has 1he _n_.._._:._ direciory which
defines the full path nameae af fhe pas-
ficufar account and the bast field con-
izin= the program to be executed. The
passwerd entry in the field of the
chedkisys aocount in the abowe exam-
ol s "Locked™ This means that the
sccount - choeckisys  cannol  be
socessed remately, The °" acls as an
vnused encryption character, A spacse
iz amo used lor this purpose. You wil
lad i i omany small UMNEL systems
where tha syslern administrater han-
dles all maitienanca,

Pazsword Aging

Spring 1989

i password aging is active the user
in Torced W change the password at
reguiar Intervats. One may bo able ta
tell just by looking al the felcpasswd
fikz when the passeord & allowed to
be changed and whea i is compulzory
to change i For example, 1he entry:
jehn:chips11,43:34:3:John
Scezerandzusrijohn:

The password contains an exlen-
sion of (22) which mearns thal johns
hias Lo change the passward al keast
vy sioweeks and can keep d for at
keast three weeks, The farmat used is
[password] Mmwewr. The M is the maxi-
mum number of weeks belore the
password has 1o be changed and m iz
the minimem pariod before the pass
word can be changed. The ww -
cates when the poassward was last
g e,

Aging chari:

Character

!
0-49
A-ZF
a-z

# af wiaks
4]

1

1 2-11
11247

| 38-63

EEEEEEERE AR

R gy

From the zbove, amyone can deter-
mine the number of weeks when one
can changs the passwerd. The “ww” iz
auiomatically added telling when the
password wak last changsd,

It Shadowing Is Active

I the shedowing is active the
fatcipasswd will lack like this:
root:(: 10000
sysadm:x:0:0:administrationfuse!
admin:ukin'rsh

The password is subsifuted by "x"
The fetcdshadow ik is only readahle

2600 Magazine  Page 5




K_ﬁ c ﬁsx i GEMERAL INFORMATION
E L Avecd mywiem erualon Mand Lasg Jraned cEl from e
by race and will look similar to this: This cormmand = ako used to swnd ; USE _u“w.wmmﬁﬁ._.qmm__.._.mﬂmﬂ.mmu A B
root:Eesd/ syed4:5288:: mail o remole syslems, Suppose yoy NI A Trosts ﬁ.ﬁrﬂ:dwﬂknazﬁt:tc?ﬂﬂ
- ' . 1.1-.:‘." AR l!.ﬂ._..u_.‘t. H
Cathy:masail 5055:7:120 wanted to zead mail to john on g a._.q__..__m.:.n 414 case of amergmary L pey Ensom fecrisd m ey S Mo Teickemoci i e
. . . HHan i -

The first field contains the users 1D, remote called ATTOY. You would type i i lEEz a..:..ﬂ__..h... rlhﬁ n ared s T R T
The seccnd contains the password.  in: . : et . uuu::m.___ﬂ_.lrﬁ i g o g
The pazsword will ba NONE if remole $ mail ATTO1 john : ALL .z_.._.:nmnj CALLING EXCHANGES Pyl T Tnaranz of long
leging are deactivaled. The thid con- Mail can ba zent to several uzers Eﬁ...:mm ﬁﬁaﬁé-ﬁiﬁiﬁfﬂﬂ“ﬂhﬁ.
tains a code of when the password  just by entaring more legin namee DEPARTMENT OF DRFENSE uﬂlﬁgﬂisﬂ:#q?:it:.
was last changed, The fourth and the  alter isswing the mail command, o B :ri:ﬂthﬁ.tuhsﬂrfu!ﬂrt!ﬁﬂﬁ Lo, e e en ko rmatioe L & BEE-TZ1T)
fifth cocntain the minimum 2nd 1he Usging maile is the same basic 1o 2433414 EDR—tLE 40T -.ﬂrﬁé&.ﬁ! T e s
maximum number of days for pass-  mat. e i :ﬂl&bt!ihu.ﬂﬂﬁ”.uiﬂ:_aqu Eﬁﬂaﬂlhﬂr._wﬁﬂﬂameﬂ_ﬂhulig
word changes. {'s rare that you wifl % mailx john et Ay :n:hhﬁﬁ;ﬁﬂﬂi_.“ﬁa&ﬂi:“n — i
find this in the super user ogins due o subject: (this allows you to enter . Irfmm T an i b Fomineied 151 =8 soums e 10 12 R o U LA s ) i
that : A o dial iora. Fiess condne st T . Conlerpray
thar _._mq._u_ .E..m_ sass passwords.) _._..__w subjaci) q.__..___-t-i_...w_.n._.-._.l... mam Fr . Wa Dol Cosrier can Fli.mﬂﬂﬁanglu

feleiaplions Direclory (line #1) iy TR s, r : uﬂﬂnifa.inﬂi_ﬂ:ﬂdﬂﬁu:ia.q&u?ih:rhﬂﬂ

The _u_"n._uﬂ._..u:.m. _...::.u_n.._.._J__. will =an- __._m:# ﬁmu_ .:EGI_P._._." d.__".__uﬁ IH._..._.__G;: __.-_._._.__.._u.___.n_z.._ _._r_.:m_r_w-._.n#.nh..-uuw_-ﬂi mn..lﬂ!ﬂﬂ..i ﬂq-.iﬂ_wﬁ.._.” bt

- i ¥ . ' o e =, = e 5 e .qt.- : ey b Fvude et
sist of utilities avaitable in the system (Alsr you finish, enter *~". Mars i S [ 8 e cirechry e it s, s H b pire,
For exampla: commands are avallable ke ~p, -1, Pursena’ pwibebond vt tatseh of Pha Detaras Compuncatony ] .mrt...i ) E.__.....H.. cafl, B e er tw Dol
- Sy HITFER G 3 -
_qﬂmﬂﬂmﬂ, :u._ w_u._u_ sys A0 april e___...__:..n..“._. ~h, eﬂ. et 3 ru.ﬁ:ﬂ!tliatiiuhmtﬁ[“r :hhwn..ﬁiﬁi e e ﬂ.mﬂ:tu.ﬂtliluﬁpﬁqriﬁz:ﬂu:hﬁﬂrﬁnﬂhh.ﬁ“ﬂ
k am er you kogon do 1he system, your erasarare Pl Yo cua Fodlridng therir frusiaize S e S i e
accourt may have mail wailing. You n.e«.lﬁ,-;ﬁiuzr_..:.”.;li . nn-r....p._..f- Pﬂaﬁﬂ:ﬁuﬁﬂﬂh L S e e -....__.JH
leteigraup will b natilied "You have mail™. Io e e B T Tiatos ALTTOVON s 5 il ot B el S Tox SRR ee Aot 8 PRREIR i n,
FH Ay H . P e
: The fil= Jmm mmw_._ graup on the sys-  read it ester: | oo ATONDH o et e -...la_m___..-___.ii..::z, : x” n..n!_.tli-., wrarunca £l Chacat ﬁEﬂE B E
tem. Each line will have four entries ¥ mail wda Egilu_ﬁhj%g;h“- o 2 Ty L b dubosla - - LS
separatad by a " An example of con-  (line #1) Bt e e o SETTATINY § it i it sk Sk m.mxﬁ_ X .m!..ﬁ.._....w_ ir.ﬂmw.rﬁ%ﬁ : ,H.H..T
catanated ._.m_“.".."._f_._..”__._?” n_m_._ﬁ ..qm.”_ Pdrataer. W you Bre BSking wrich I ror mesdly sl Fett ....,%..".._u ‘R Wi, D, gl - U7 R
E i sl v ety o el O modh o Call b, ST f TR el e of Pariclpana, e L ki h.._...__. =
Foat:-isaol (line &3) “a - !Ehﬁﬁilﬂﬁﬂhﬂﬂh o rwrrtq_r&;lv;uhtlif E
adm::2 :adm,root 2 Rarpasa iy irw #4a mouch, clechy 1 Bande vy et T lbm:._&!n-ﬂi....:t-tlu:{ﬁnnul )
blusbox::70: % .H.ﬂtﬂ-ﬂ-ﬂﬂit!“ﬁﬁ;ﬂrﬂmﬁftﬂlﬁ.ﬁ o 4 ﬂhi_._.n__.._ ey, the fesde s 5,

._.jm ﬁ..n_qun.m_.._m” aroup _._.u._._._mﬁmmm. _____:.ﬂ,..ﬂn_n_r.w Emmmum.m yau ._._q____._n:.. B ﬁi@!ﬂ.lﬂibﬁ”ﬁ?ﬂ e
o R R v Kol ol oL e |
unlikely 1hatl groups will have pass-  you have a choice of deleting tha mes- =7, e us eeacis & ey il . PR e e v . i ."_m .
wonds assigoed 1o them. The 1D "0° iz sage by entering "d”, =aving it ta wew H.__nhuhiu-“n_ o sl apferand  bury Bag ¥y (T .u_n_u_ .n__...__.__ﬂ.-_r ﬂﬁzﬁ m__ﬂ_-_u": ﬂ-.:u_
azaigned to 7 i later by enlering 5%, or jusl press }uﬁ._w__.ﬂﬂ:..,..ﬂ..ﬂa___. ._IEF.! 2 Mighar preedarn il :.“{_ b b it Al ivd h....__w____h_:.?{ s

Sending and Receiving Messages  enler ta view the nexl messsge i 5%-._.w. alie w2yl auan-n.ﬂ.___w:ﬂn..!p::!i e SRR “..Hh:u.?_._. e ey et

Two programs are used o marags Super User Commands BT I it b o oo raferercn lbumadan, L Foagn o Tl uanln:kﬂttlifiniﬂnlnr.alr
.”_.__m. Thay are mail and maik, Toe did- sysadm adduser - will take yvou L LONG n_ud.._..zﬂn_.m-nv:__ut__..nr....ﬂ ,._. T : a.r..qsni o dhy R, 3
ME_",.,_.._na dm_m_.....m_.m_._ them is that maile iz - throuah a raufine 20 add 2 us=ar, et t-ﬂ....ﬁﬂ!hlmrursl.-i#gtt n.... e i ¥ .. Emnim n_:...w E
anciar and gives you many chaics: ar this: 1 nnantiEet e ? e ¥ : :
, L0 R i ) .w chaices Enter this f:rn!ﬂ!lrnrurittu: iq___..ﬂ__._.__.ﬂ“.:._.ﬂ : ..!.n_..,__._,.h._ﬂ# piet e ..__...H.J._._:
like raplying, using editars, elc, i Mg e e i —— - rwech hock By GHCE. AN

= - . ol Ll B

The hasic format for s2nding mail B e oo erown g iy chiow cha En.inw.._lr.i?_ Jlﬁ:&.:..:l_ -Hil_._.ﬂ:n::r:i-:zﬂ .
i % sysadm adduser B T L Imlaphang pmoant sk . uﬂﬂuﬁlﬂﬂﬂﬁlﬂr._. Feariet b aretrret, . -
% mail _”_ﬁ_mm_._._umu_”— EM“—.—._U_-E.. h = Hw_.uﬂ.-!...ﬁ u‘u—._n_?- q____u_nl.iu-._. I__n__i.n.n!n. T .__E..n._lll_llr-_-.-.u-_r._ﬂ_ l[-xEtr.l#EI.la-.ll :

(Mow one would enter the 1ext. Pl R ) : F L
Affer-findsking, enter ™" {a parrod) on s is what you will see) ; e A
1he next blank line:) Frocess running subcommand
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HACKER'S GUIDE

“addusar
USER MAMAGEMENT

Anytime you want to guit, type "g"™,
If you are nol sure how to answer
eny prompt, lype "7 for halp.

If @ default appears in the question,
press « RETURN= for the defauit.
Enter user's full name [7.q]: (enter
the mams you want)

Entar user's login ID [2,q]: (the ID
you wanl lo use)

Enter uger's ID number {defaull
50000 [7,9) [7.g): {press return}
Enter group ID number or group
name: {any name from /sle/group)
Enter user's login home directory:
tenler flusrinams}

Thiz 1= the information for the new
foagin:

User's name: (mame}

lagin 1D: {ID}

users [D; 50000

group I or name:

home directory 2 usrname

Do vou wanl to install, edit, skip
[l2,5.9]7 (enter “i" to Instatl)

Logln Inslalled

Do you want to give the user a
password? [v.n] {iU's better to enter
ane}

Mew password:

Re-enler password:

Do yvou want Lo add another login?

fhis is the process fa add 2 user.
Since you hacked into a super user
BoCOUND, YO can make another super
vser account by doing the following:
snter O &% A user and a aroup 10 and
enier . the - home  direciary.  as
‘usrizdmin, This will give you as much
ACCASE A5 the sysadm acoounl
Cautign: Do nol use login names like

Fage & 240 Mugazine

Hacker, Cracker, Phreak, ete, This is =
total giveaway. The process of adding
a wzer woni lasl very Iong. The 5.4,
will mnow when he chacks cul 1ke
‘elo/passwd 1fe,

sygadm meduser - this stility allows
arg: 1 rmeadify users. Do nat shuse!

E ntier 1his:
% sysadm moduser
Pasewaord:

{Thiz iz what you will 28]
MODMFYING USER'S LOGIN

1) chygleginid (This is to change 1he
login D)

2) chgpaszsword (Changing pass-
word)

3) chgshell {Changing directory.
DEFAULT = /binfsh)

EHTER A NUMBER, HAME, INITIAL
FART OF HAME, OR 7 OR <HUM-
BER-? FOA HELP, @ TO QUIT

Try every one of them out, Do nat
Cange someons's password. It cra-
ales heves | vou do decide to changs
i1, write 1he ohiginal one down some
where and change it back. Try nol o
kisve 100 many traces aftar yvou have
hizd werur fu
aysadm deluser - this is used 10
dalete 3 usor,

Enter thiz;

5 sysadm deluser
Pazgword:

(This will be 1he screen autpul]
Running subcoammand “deluser
from menu 'usermgmt’

USER MAMNAGEMENT

Thiz function completely removes
the user, their madl fls, home directs
ry, amd alf files befow their heme direc
lory from the maching

Spring 1989

TO UNIX

Enter login ID you wish 1o remove
{q]: (cathy]

‘cathy” belongs o "Cathy Frankiin'
whosa home direclary is fusricathy
Do you want 1o remove the login (D
‘wathy” 2 [y,n. 2,9l (y)

fusricathy and el flles under it have
betn daleted.

Enter login 1D you wish o remoye

[q]:

Other Super Usar Commands
wall [texi] conliol-d - zends an
announcament 1 wsars kgged in (will
OVBINOR Mes] - command). Exacibe
.U:“”__. Irom £
fetenewdrp - used ta bscome 2
memberal 3 group.
sysadm delgroup - deletes groups
sysadm dizkuse s shows free space,
<] 2o
syzadm whoson - se explanstory.
syEadm |sgroup - lisfs: groups.
sysadm mklineset - hunts various
SEQUB RS
sysadm lsusar
i agin nanres,

Baske Networking Utility (BNL}

The BHIF iz a unique Fealire in
UNIZ. Some sysiems may nol have
this installed, BNU allows voo ta com-
municate with ather remote UHIXss
withoul logging off the cne you're
presentiy an. BNLE alza alfows fila
ransfers belwean compuiars. Most
UNIX System s will have fhis feature
st alle.

The w=ar programs ke cu, vux,
eit are-docated in the fusrhis diec)
£y

lists 2l the users and

Baslc Hetworking Files
EEE.__?,_\E%..__:E nams]
m..___ﬂm__:m = U command (o establish
k" 1 containe jnfo on the ramole

NpriRg TEay

computers nama, the time! it can be
reached: lagin D, pazsward; {els
phone numbass, elc
devices - inforooanected with systoms
file. Alzo contains baud rate, por, oo
dialcodes - contains abbreviztions far
phone numbers Thal can be uzed in
the systems filo

Cier files are divvers, sysfies, par-
missions, poll deveonfig.

BHU Administrative Files

There are five administraliee files
present. Thase files are created in the
fuerapool direclory. They are raspon-
siole for varnous BNU procesces,
TM - this file & used to hold temperary
data. Whea franslerring the fles from
A remaote ) local Titie
fusrispoolfiucpdname ol the remole

e

BNU allows you to
communicate with other
retmode UNIXes without

logzing off the one you're
presently on”

T e e e e

corpuler] creates this in tha following
format: T [Procezz ldestilication
Mimber] [ddd]. The ddd s a 2 dig1
number (zequential) starting with 70*
A -typicalb exampla would The
TMAZZ01 2. This file % then moved
inta the path defined by the Csysroo
Tikes,

X - execules files. Created in the
fusrfsoool before you execule the
commands it remote; The formad used
to-marme this ik i X syznoeo i whera
£¥5 stands o tha remote name and n
5 the priority level The xesx G 5

26 Aagazing Fage ¥




sefuence assigned by the uucp.
Thez= filaz always contain the nzme
of e file computer and file name i
raceive, person's login and computor
~ame, and the command string.

LCK - the lack fils created in the
‘usEpoaliocks direcony. This s used
when - oevices arg - beings isad.
Prevents usage of the same-calling
cevice. Formal used: LCK str where
the sir is a davice name. The fodk file
conzains the PID nesded 1o lnck:

C.sysn¥xx - created in the Usrfsoool
directory. - These are the work filss.
Used wihen work i in line for remeds

T T T T T R I e S ST IR

Do not change some-
ane s password. It
creales havoe,”

!IE

executions. The formal ks the same o=
e X svsndice. The wark filez contain
iAol path same of tha fila fo bBa
g8, path name af the destination {Th
Fransfers) remolo legin name o b=
nclified after the file (ransmission is
coitiplale rser's login name. and ke
name al the plograms Used {uuen
o L

B -theidala files, Format uzad iz
D, systriciodyyy. These filas an craat-
ed witen spocilied in 4 command Lo
copy o the Spool dirsctory, The
EYEmRTis the remote nama, 2w are
the faus digits sequentialy assigred by
tha ‘e The ¥y s asul sequenca
number.

Legging Onlo Remala
and Sending, Recaiving Files

Foagre i 260 Magorine

MORE ON

€U - this command alows one ta logon
to-the local as well a5 the remote
UNEX for a non LINIX) without havieg
o hang up. This is vseful for transte:.
ring filas
* cu [-5 baud rate][-o odd parity]]-z
even parityl{-l name of comm lina}
telephons number | syslempame

To view system names that you
CAN: communicate with, usa 1}
unname’ command,
$ cu -8300 30872344 (0873944 i
e telephone number)
colinected
loqin:
pEssWond:

B

Local Sirings
=~ will log you off the remoie lermina
baat fod the kacal
=L will log your off on the local withagd
disconnecting lhe line from tho
remaln
=control-d= - puts you back on fhe
remiode LMD
~Silake [file name] - takas a copy o
the lile name and copias it ta the local
tha directory which you are in).
~Zoput [file name] - reverse of above
~¥[command] - allows the exec
al a command tolihs local
femala)

e

claigws the looal o conmect 1o 10e
remate. kriliates a gedty on a remote
wminal Uselol when USING & Temcie
TiEnal.
% ot [-h prevenl autemalic hang
upl{-s bps rate)i-wi set 2 thme 1o call
back abbreviated | mins] tefephone
number

UL

|h|_|l-. cxacuta COMARANGS On & raim
(LM £a LI X}

$ vux [- use standard culputj[-n pre-

wenl mail notilication][-p also Use

Spring 7050

HACKING UNIX

slandard outpul] command-siring
ucp

= from one's ¢

ciractory aof 2 wserin

This also works

CUCE SOp 5
plier to1he hamn
a remole sy:

WhEN COpY T

hilas - Fram 2 re

ey The

teQoence, 15e 17ans
senal the wser oy nal
Uagmans are pragoams renmng

fhie Busehgrousd, Toe t1hree daemons in
= LIMNIX are vucico, Yusched, ana
Lyt

woEgh - remale egeculicn. Ths das
Men-is edeculsd by wuderren:hour

ler, and

BsEes Wi

2inge] 580 s Lagd oo f
CEEERS Qe 1250 11 Lha
yoare- pErMSEan and i
ENEryining is OF A proon t
backaround prooss
uLCice - this
lant B s respons
connsclian 1o the remote.
Chesks permission, ocdonms
[od=1s 5, transfers, and e
It 2lza raliles the user oy
dasman is called upon by vucp, o
LU Cmmangds,
Uusched - this iz cxocuted by i
el torpt called vudeman heur, This
TELMCN acls 85 o orandanugzer belore
ihe Uecico dazrmon is cziled

Usage of vucp Command

$ uucp [options] [full palh mame] file
[destination paih] file

Exampla:

Npring 1930

% uvucp -m -5 bbss hackers
vnix2liusriadd hackers

Wnat the would go s send 1he Nk
hackers fram your comouter 1a 1
remoie’s Ao taddhaners, tood woulil
el mail st sad that a e had boen
sent 12 Rim. unid? s ke name of the

oF dont stal the comm program Juuc

RN

-foprint jeb number (or oabove

unilegadcd]

-m Lend mail whan file s comalete
How suppeoss you wanled io

recelve a file caled kenya wl i

he vsridaniusa diseciony o vaur Pame

diractzry Auseiohn Assuming 1hat 1he

col syslerm's name s ATTO ang youo

PSS A
ase ‘usrdan'uss

ey waring
¥OU WIUNE Tyna in:

F uwucp  kKenya
l=hikenya

ATTOTrusr:

uuio

The uvts cemmand alaws one 19
send i fie 1o a remale user and can
a'ao b weed 1o send files local .
% uute [llle name] [systemllogin
name] {omit systam name if loeal)

Conelusion

Thera's atways maore 1o say abous
UM Lut (his is enaugh tor sow. |
“ops i LINEY cperating
GYEIET A = lamilizr. The con
tenis of : Icle are all accurste: o
the best ol my knowledge.

Hemember nar o ubuse zny
lems you hack into, A true hacker
doest't ke o wreck but prefers 1o
=arnm.
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the MGE% awaited | 800 translation table!

71— E72ATA 673TDO 674 10D 575 .
1. ZE2ATX 363 TOD 384 FOT 385 CAR ) ST AT g i
286 TBO 387 CAN SE3 - 363 390- E81-- B32 ATH SEAMTD 6B4 .. B85 —
01— 357 ATX SSAEXF 334 .. 305 B
3% — 297 TDD 338 399 ARZ Lol Pl

i S0 7 = C &80 PLG
421 ATX 422 ATX 423 ATX 424 ATX £25 TTH g TP maeiY
A2CATX 427 -  AZBATX 409 — 40—
E3T AT 432 ATH 433 ATX 434 AGN 435 ATX | FAOTGN 721 - T2IATK 725 T24ATC
435IDN 457 ATX 43BATH 439— 440 TXN e o o R
441 ATX 442 ATX 43 ATK 444 MCI 445 ATX e e el L S
46 ATK 447 ATX 442 ATX 849 450 LSy e b i
451 ATX 452 ATX 451ATX 454 ALN 455 " Tl MIC TREATY 743 BDS s
255 MG AT ATH 458 ATX 459 .- AL .. TAS — 745 HFTOD 748 HERS =l 2]
461 CAN 462 ATX 483 CAN 484 - 485 CAN = T
456 ALN 467 IGT 4BEATX 266 — 470 e o ah
AT1ALN 472 ATX 473— 474— 475 70D 0 Te TSeATC e 764 Ak
e e likias s L S T e 10 770 GON 771 ST TRRATX ra ok v7e
GG TOX 457 488~ 488 TOM 490 — 775 . FIEUTG TITMGI 7TBUTC 779 T0
491 AS2ATX 423 o4 ges5- TBITOD 781 — 782 ATX 783 ALN 724 ALSS
96— 497 - qm-. 4 FESSNH 78671 7ET .. 7B -- 73 TMU
B oG T - ..em ATX 73 7

521 ATX 522 AT 523 ATH S24ATK 525 ATX . e
526 ATX 527 ATX 528 ATX 520 MIT 530 .
SasWIK SI2ATX SXIATX 53 - 535ATX 821 ATH 822 ATX 323 THA 824 ATX E25 M
SHG ALN-S37ATX SSATX 52— 540 828 ATX 527 UTC 828 ATX 820 LUTe 230 --
541 AT 642 ATX 543 ATK 544 ATX 545 ATX 331 ATX BS2ATK 833 Al Bad - oo i
Py ATX BS2ATX SS3AIX G4 ATX 555 ATX BA1 ATX £42 ATH B43 ATX 844 LDD 245 AT
FEGATX ES7ALN BB3ATX 550 — 580 BAG--- BT ATX ERATX BdS.. BSOTHD
561 GAN 652 ATX 5693 GAN 584 — 526 GAN BT ATE 52 ATX 5. Bet ATH oom
SOGALN S67TCAN 566 — 566 — 570 I B5E.— asTTLS @SBATX £50.. BED
BTN BIZATX SIS S74AMMSTS b 851 86z ATX 383 ALN 864 TEN 535
S76-—  L77GTS 78— 679 LNS 580 WES W . CesSHT set UTe
e SC2ATX 563 TDD 556 TOD 585 — B 871 B2 ATX ETAMEI 274 ATX 875 ALY
535 ATC 567 LTQ 538 ATC 539 LGT £80 - BT 01 B77 TG 879 ALN 579 0 A
ool SH2ATX 593D 54 TOD 595 — B41 MAS £32 ATX G83... BB gos ATH
s 567~  5Bf-. S BAE ALM 33TETS BAGMCI B39 .. S0 .-

BT goraATH 203 - 894 5 ---
621 ATH G627 ATX 623 — 624 ATX 625 NLD i el il
626 AT 627 MOl B2BATX 626 — 530
B21 AT 632 ATX GABATX 624 ATX 535 ATX 921-. 22 ATH 9ZIALM 024 —  g25.
E36 GO 837 ATX 623 ATX 659 BUF £40 - et e Ce iy
B4T ATH B4 ATX G43 ATH £44 GMA £45 ATX B s AT B oo
Bdg - B4T AN 48 ATH Sa5 — G50 — 536 REW 037 WS Sag S0 .. @40 TES
B51-- G52 ATX 653— 654 ATX 55— BT ago AT 345 o1 oo
855 -— G857 TCD 553 TOD Boa - EEQ - 956 047 4B .  gem ... TEO MG
661 CAN BEZ ATX 653 CAN BS4 UTC 555 CAN T g e i
BES MCI 65T CAN 586 CAN 688 UTG 870 .

Spring Jo80 2000 Magazine - Pape I3
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800 exchange translations

956 — 957 -—  SIE2 4887
951 - 962 ATK 963 500 4654 -
G955 TDX 86T SeE TED 969 TOX
9Ff - GT2ATE 973 - 974 ---
9vE 97y --  A9¥E--  97BR--
1) | GEd ATH 953 WLUIT 934 —
SB2 WUT BEF — 985 WUIT 983 TDX
991 - G2 ATH 933 — 994

OO VA BRI - 908 - 90% MG

MOTES:

BED CHOD
BES

xR

275

2an

235 .-
SO0 .
G065 ---

"1 -- HELEAZED FOR FLUTURE ASSIGNMENT

"2 - Thase NEK codas are genaraly resereed Sor fest appicatons. They may be ressred
for seess t&1dem Eeting 1rorm an end offics.

Mote 650 the following KXX's are dedicated for ACCP (Rada Commaon Carrar Paging;
under tha disoreton of the koeal exchangs carvier: B

Sl 28, FIE, 313, 402, 412 502, S1E,

OCH Refarence Lisi:

ADG - schvantape Mitork, Ins,

ALG - Allne Communication Servces
BAM - ALASCOM

ARL - AmenCall Compoeration (Gatl.)
AT - ATET

SUR - Budington Tel.

CAN - Teleom Canscka

COU - ConCusst Conmm. Carp

CUX - Compu-Tal e,

DCT - Ciract Gommunications, Ins
EDS - Eleironic Data Syswms Corgp
EXF - Exaculines of Florida, Inc

FOMN - Flarida Digital Netacd

FET - First Dizta Resources

GTE - Talenat Goren, Carp

ITT - United Stabes Transmission Sys
LOL - Leng Gistance for Less

LMS - Lirel Ey=ipems

LT} - Long Distance for Less

MCE - MCI Tefocommunicatisns Com
MEG - Mercury, Inc.

MIT - Mices Cemrmunlcations

MNLD - National Cate Comp

NTS - NTS Communications

CONE - Ore Sall Commanicabions, I,
PLG - Pilgrim Tokeshong Go

RRW - B-Corrm

Fage 14 26000 Magazine

BOZ. BEd, T2, 712, 80% BvE 5032, and 932

AGH - AMBGON

AMM - Access Long Distance

ARE - American Express THS

ATS - Acton Talecom Go.

ML - Phane Amenica

CAR - Hedges Sorsmunications

GHO - COMTEL of Mew Orbeans

CEY - GOM Sysiems

CYT - Clay Dasta Communizations
LT - Deha Communicabiors, Ing.

ETS - Eaztem Telephars Systams, g

FOE - Firet Digle’ Mehwock

FOT - Friend Tochralogics

GON - Gencral Communicssizas, 1ne

HHI - Housian Mesaork, Inc.

LED - LODES L, Ine

LGT - LITEL

LGl - Long Distanss Savers

AL - M DARERICAN

MEE - Meads Associales

MG - Microtel, Trs.

MTD - Metroeredia Long Distanos

NTH - Hetwork Telsmaragenent Sees

DNT - OMMNICALL, Inc:

FHE - Phoro Mail, Ino.

PAD  PAOTOLCON

RTC - RCIl Carporation

Spring TV8%

and 900 translations too!

SAM - Satelon

DY - TELVUE Comp.

SLS - Bouthland Syeiems, Inc.

SNT - SauthesnMNel, Ine.

TBO - Telecable Corp.

ThiA - Celble & Wirgless Comm.

TEM - Tedgeystems, Inc

TET - Teltas Savings Gomm. o
THA - Touch America

TEC - TH Commurications, Inc
TMU - Ted America Ing:

ToA - TMC of Monlgomerny

T5F - SOUTH-TEL

TTH - Teda Tech, Iac

THEN - Tax-Mat

UTG - LS, Tedcom, Ioc. (LS Sorint)
WET - STAR-LINE

WWLIT - Wlestinn Uabon Tekegraph Oo.

SO - Schredder Gorpanisnications

518 - Bouthern Eneraschaige Senacas
SWH - Surskine Telephone Co.

S0 - State of California

10D - Talasennect

TED - TekDial Arnenca

TEM - Tekzphara Mabacrk, nG

TN - Teksranagament Corsuit Gomp
TID - TG South Cenbrad Indana

TLS - TELE-SAY

THD - ATG Cagna! Commmunizaiions
T - MG of Orlanda

TEH - Tel-Shara

TTL - -Taal-Tel USA

LESL - ULS, Link Loog Dhstants

WOA - Vau-Ling

WES - Wasial

MOTE: Where local tedoas, such a2 llincs Ball offar 300 sanvice, they punchasa biocks of
rigmhars fom ATAT on prefimes sssigred 1o ATAT. Thay are fres o perchase blecks of
numEers from any carier of thair cholos hodeves

300 Series Prefix to OCH Eranslatlon table

Pleaze nota thar this diffars from e 800 tabla, bacause much fower of the 900 REX are
Az,

200 AT 202 AME 210 ATX 220 ATX 221 TDX
doe DG F23 TON 226 PAC 228 MCI 233 TDX
F34 TEN 240 LISW 2458 AME 250 ATX 258 TEN
Zo4 TTU 255 SNT 280 ATX 284 ADG 266 GSY
T2 BLA FTACAN 2T ITT - 20 AME 282 LGT
PRI PAL F28 GHW ST CAN 300 ATK 301 AME
22 AME 203 PAG 3F1TEN 32 TDX 327 ETE
e ATH 331 TET 532 PLG 232 LIEW 235 ELA
42 ATX 244 ATX 345 ALM 345 LITE 250 ATX
e GHYWSES OMNC 363 TEN 370 ATE 37T GTS
SES UTE 353 SMNT 303 ARE 400 ATH 40T ATH
410 AT 420 ATH A2 ALMN 428 PLS 425 AME
420 LS 444 ONG 445 PHE 448 MCE - 450 AME
451 CAN 45 TEN 462 LITE 47E AfM 470 ARS
A6 AT 4B GANWARS ONC 450 LIEW 500 ATX
505 Pl SO ATA 523 MIT 535 BLR 540 ALN
543 ALN 545 GOA 550 ALN 555 ATA 557 ALM
S50 LISV 590 ATH. 5495 CAN 600 ATE 620 AME
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900 translations &

624 PAL G26 CSY. 622 AME 630 CAN 33 MIT
G2 PLG G435 CAM B45 CAN 650 ATX 554 TEN
B SHNT BEDATX. 651 UTE 662 MDE 665 ALN
BES ONC 670 CAN 877 CAN 672 MCI 680 AT
EEE LTS B00 CAN 698 NYT E5a PLG 701 BLA
TI0 TGN T3 AT 722 PAC 724 OTO 755 SHT
TETGLA FI0ATE 735 GSY 720 ATX 741 TEM
TREITT - FE0CAM 7R3 ALN 765 ALN 773 ATX
TTEFAL TTEAME TED AME 785 ATH 790 CAH
TEE AN 801 ELA BRI AT B2 CAN 843 PAD
S4d PAG B4T LITE ES0 ATH BEQATE BES AAM
S0 CAM BY2 TEN 887 ETS B83 CIS o) Thx
BO1BLA 200 ATH S09ATY S04 AME 432 ATX
248 ARZ 49 MIC: 962 TEN 970 MIG $71 MiC
372 MG 973 MiC 974 ALN 975 ALN 976 AT
SBE MCL. 890 MCL o531 ALG 092 SNT 993 TEH

..._._._,._._ A0 sevicn Yol pay monn o the bilcamation Ban for the anrsesrt of the call. This
vanas pially from 35 cenls 5.2 fow dollars for edher a Smad SEMAGE, OF A 3% kg as
¥l et duralion-geastive service, Thers ans fwo cub spocias of D00 senvice, ATAT and
avaryhody clse, .

md._mqmn.n____ elza it handed exacly a5 800 sarvios above, except the [EG wil probably e
fe ARI u_._mﬂjmn_u:.ﬁ send yol a bl {Either deocly, or teough your BOC, pack sifustion
M__u_m_m..._x.._m_.._ by appcabla tariffs and contracival arrangermants between the |50 and the

ATET 500 is & curicus mossior indesd, 1t was designed as 3 “mass terrinalion” servies
When yod hal 3 900 number by ATAT [such as e “heer space shutfe mszion auda
fibnaary yau pot rovted o one of Bveive nodes” srewn trcaighout U counmy, Those
nedes ane eadh capable of teminating 9 000 calls b socand, There are several oplions
available, where the customer andiar the 1P pay for alipart of the calll The big dfleronce
mf.:....u_w?m__u_u_ ardd ATET 200 05 nod "who pays for the call® {thans are Sen 800 numbors) bt
no# Fany pecpa can il handle st onee® Tha [P = n=sponEibds dor providing program ;
audio. AT T is probitaied from providing AUCEO-pRopram serdces i R, 1508 resonded
MIEEEagEEl A with ary ruk:, Brere aro cxceplions o these a2 well ;

Additional OCHs:

AME - Aoreitach
GLA- GTE Calromia
GNW - GTE Morttwest
PAG - Pac Bsll

UTE - lInfed Tl

BLA- Bell Atlante

GAMW - GTE Mdwes:

NYT - Mew York Taleghona
LESW - LS. West

Glossary:

bz_ = Altomatic Number Ideaification. An MF seqlence that identfics your ine far ol
Giking infarmafion. Ofen confisad with ANAG (ALterate Number Ao ment Girouit]

FPage I8 2600 Magazine  Spring 1989

glossary of terms

which réads your nunber boack ina synthesired voice

BOLC - Bed Operating Company. An often misesed tenm thatin geoeral usages wmons "pour
local sechangs caemier” Since most of the telephons: in the counry are senaed by wha
wesed 40 bex thie Biadl sy shenm, we berd o wge the deden. The proper tomm in this case, howowor
I3 "Exchamgs Gamer [EC]". They pravidio serice within your LATA

FG-A - Featye Grovp A Line Side ierminaton for Long Distancs camiers. The okd 555-
1234 For Widkpet Toelephone Company, then dial an Becess coda, and e nmieser siyle
dialing i calked FG A

F&-B - Foabes Group B Tronk Side termination bor Long Destance carrers. S50 sorvici:.
This is LATA wida senice, and dossn't cosl the customer message units. AMI is only
provicked whaan the funks tenminate i the Erd Offics (as opposed o an acoess tendemi

FO-0 - Feature Group D Trunk Side kemination, Provides Ihoor diafing, 1+ pre-
sUbscApion disling, and Equal Access B00500 service. Cindy svailabla in elecioos olleess
and soma SXE offices (through a beactie called an Adunct Frame.)

GAB - Group Audio Bridging. Where sowond poople call the same mamber, 50 Gk o other
peopla cafling the same nurnbed. "Party” or "Chat” nes

1EC - Intar-Exchanye Camier. Sormoeons who achually camies calls rom place o place.
ATAT, Sprint, MG ana all IECE.

1P = |nformation Frovider, Someoos whao sclls a value-added senvics over the teleghone,
Where you pay for the fdormalion you're recoiving, as well a5 the cost of franspo of the
call.

XK - Motabon comaenfion for what used to be called a “prefie”. Hregresents Bue digits 2
trough 9, and X mpeesents the digits © throogh 8. There are B0D wieid MY combinations,
bl moma: are reserved dor local usa, (411 lor Dwectory, 611 bor Fepair Parean, 810 for
CmErgency, ehc.)

OHl - Operator Hurnber dentification In aress with some styles of party-line senvice, the
GO canned bell who you are, and the operaior will come on and ay, "What number are you
calling froen ™. You can B, thoy hane 1o st you, They may know which prefic you'ro
Cantiingg frown, Teadgh

PIH - Plan Test Number. A regular 10 digit rumber sesigned with wour inwsand WATS Ene
Thiz may NOT be a “dalable” number from the local GO (A fiend has 2 WATS Ene in
Asriherst, MAA [413-549, #5 ES5] and you cannod dial the PTH kcally, but you can if you
comz in o a toll k)

SAC - Special Area Code. Belleone speak lor area codes that arent really places, but
classos of sarvicn.

Fage 13
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leohtinued from page 3)

California group of computer enthu-
siastz, the Roscoe Gang, who met in
a pizza parlor in the Los Angeles
arcd. The group also staved in con-
tact theough a variety of compuater
bulletin board systams, including
one, 8BBS Zanta Clara, California,
run by ermployees of Digilal.

In 1981 Mr. Mitnick and three
other group members were arrestod
on charges of stealing technical
manuals from the Padfic Telephone
Company, Mr. Mitnick was convict-
odd and served six months in a vousth
detention cener.

He was caught again by
University of Southern California
officials in 1983 mying to break into
the school's computers, In anather
incddent, Mr. Mitnick fled to Tsracl 1o
avoid prosecution after being
accused of tampering with a com.
pater sloring credit information at
TR

In December 1987 he was convict-
ad of stealing software [from
Microport Systems in Santa Crugz,
and was sentenced to 38 months of
probatios.

What made Mitnick “the Dest”,
aoonmding Lo a friend, was his ahilicy
to Belk people inta giving him privi-
leged information. He would call an
ctlicial with a company he wantod
to penetrate and say he was in the
maintenande department and need-
ed a eoimputer password, He was su
convincing that they would Bive
hizm the necessary names or num-
bwrs.

Fage 20 2600 Mugazine

HACKERS

M. Mimnick weas suppasedly abln
tor dvodd being apprehemled by tam-
pering with telephone company
swilching equipment to mask his
lecation. An internz] memo of the
Facilic Telephane Company indicat-
ed that Mitnick had compromised
all of that company's switching sys.

-
B

Investigators bolieve that Mitnick
may have becn the instigator of 3
false report released by a news scr-
Vice in April 1988 that Security
Facilic Mational Bank lost 400 mail.
lion in the first quarter of 1988 The
report, which was released to the
MY Stock Exchange and other wire
sesvices, was distributed four days
altor Mimick had been fumed doswes
for a job at Security Pacific.

The false information could have
raustd huge losses for the bank had
it reached investors, but the hoax
Wias uneovered before that cowold
happen.

The prosecutor said Mitnick also
proetrated an MNSA compualer and
ebtained telephone billing data for
the agency and scveral af its
emplavees,

As of this writing, Mitnick has
boon sentencod tooa year in jail. They
won't even let him use the phoze,
out of fear of what ke might do.

* ¥ =

Story Number Two; An 18-vear-
old klephone phreak from Chicago
*he electranically broke into ULS
miditary computers and AT&T com-
paiers anqd copimi 55 programs wWas

Spring 1959

IN JAIL

seafenced Lo sune mondhs in prizon
on Tuesday, Febrary 14 in Fedorn
Frstrict Courl.

Herbart Zinn, Jr. waz faund
m..:m_u. of viclating the Compales
Fraud =nd Ahuse Act of 19551
Jndge Paul [ Muskers In addiion
Lo prison dorm, Zinn rast pay a
SHLIE [ine and sorwve torg 37d o
half years of fodoral probalion whes
reloazod Mmom prison.

Linitsd Stales Astorney Antun K.
Walukas soid, "The Zinn case will
serve-to dermenstrate the direceior
woare foing o ge wilh fhese cases

[+
in- e futuee. Our infosbon is o
Prossciie agoressiveiy, Whit we
citderbock is Lo acdress e problos:

ol irEathorized meuler introsion,
-Tae-Ctnnman prohlem that o

Elawek”, Finn kroke
commpniar in Mamesville, |
ATET compuler in Burl

i malorial was
abmind, bat the EUNCTRmen b viows
sensibive” Ihe programs
T o computer used by
MNATO which is Hed inle the |

missile comrmasd. [noaddit n, Lino
Edincd acerss tooa computer at an

LN facility in R MNew York and

Lt P

Speriag JUER

wogaed into computers of |1
Bell Telephane Company and the
Hochester Telephone Company,
Assistanl Uted Slates Atturnay
William Cook said that Finn
oblaiusd accoss to the ATET /Liinois
Bell compulers frony enmputer bl
n besrd syseemns, which he
i igh-lesi: stroo
P I in
laruary, Zinn spoke :in his own
vefense, saving that he copied Hue
programs o educate himsell, and
nat to sell theo o share them with
wther phreaks. The programs copicd
iedd very complex sofiware
telating e cosmputer design and zei-
_".

oo s

al inlelligenoe. Alap copied was
o ased by the BOCs (Bell
C...n.“._..:._m Companies) Tor _..___L“."m
aicd Accounting on long distanoe
Lelephoena calls
I'hix authorisdes d

cull te identily Finm. Bul ratker than
mave immediately, they decided h
gvee him enough lime b make fheis
waEe slenrgrer. For over tweo mainths,

N Wi

COTDULETS EnToug

sepi S

Sprint made ;o

their natwirk, Fing by, the Ty Jay

srrived, and e Finm residenee 5

cElechives, Al dhe time af che

e Compibers, var
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anid other computer peripheral
devioes ware confiscabed.

As of this writing, Finn is still in
jail.

L

Conclusions: This is withouwt a
doubt ¢ne of the most disturbing
articles we've printed since we
pegan publishing in 1984, When
pecple achaally start winding up in
sl because of playi ing with comput-
7S, it's dime bo start asking some
VETY SETIOUS quostons.

Lets start with the Mimick story.
Here we have what appears %o he a
malicious person who is detormined
o get those who have crossed him.
OK, not very nice. In fact, this could
wiell he a nasty, vindictive human
being. And wo've alveady proven
that ke kas a history of trouble with
the law. But i this escugh to lock
him up without bail?

In regular lifc in almest any
democratic society, the answer
would be a resounding no. But thoee
are spial circuimistances heres oomm-
puters. Dodng nasty things with
cemputers has become infinitely
worse Lhan deing nasty things with-
DUl oM pEters. That's why 2 mur-
derer would gel bail so much casicr
than Kevin Mitnick, Bacaver of com-
ety

50 let's try and pretond that com-
puters don't really exist. Whens does
that leave us? He would have Lo
hawp disconnectod Kristy
Meichal's phone using wire _.Eu..
pers. Vandalism, maybe frezpassing,.
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Lhat's gocd for a fire of maybe S100,

He and a friond walked inte the
Morth Amcrican Air Defense
Command Center ane day. They
didn't break anything and thoy soon
left. Had they been caught, they
would have been Whrown off the
groutuls, maybe arrested for tros.
passing and held overnighe, The
person wha left the ."“__u.."._ﬂ apen
voald B fired

Mitnick managed to manipulaie
central olfice switches by walking
-.-.....Lm.; their doors and adjusting

hem. Nobedy questioned Bim or
:.E_m ta stop him. He called up a
news sarvice and told themn o fake
story about a bank which Lthey
almost printed. Again, nobody gues
tiaeed him.

In cur saciety, such & person
would be classified as & mischicf
maket, at worst a real pain in the
ass. Such people currently cxist all
aver the place. But because Mimics
used computers to pecform his mis-
chief, he's anothes John Hinckley.

Sociely is indecd m:.u..:_._,.?__ by
what's H._m”.._,.un:__.._r here. But dMimick
has nothing at all to de with 3 1 i
simply demonsirabing how volners
ble cur information and cur way of
Life has become If one persnn can
causa such chaos, thes clearly th
swskemn is mu.m_:._m aparl at the seam-.

The Zirn ease is equally
deplorable. A bright kid is languist-
ing in prison because he dido’l
know when to stop exploring. The
authorities admit they did nothirg
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IN JAIL

w0 stap himt so that he would med
nimsclf in deeper. What would have
boen wrang with a simple warning?
It might have been encugh i stop
himn friem legging intp BTy Mote Sys
tesms, There would Rave hoen no
frial and an intelligent 18 vear-old
would not be locked away.

All of the papers acoused Zinn of
stealing suftwara. But nothing was
teken. All he did was copy seme pro-
grams. I these programs wore so

valuabla, why in kell was he able to
dowalogd them over the phone
lites? To even suggest that this is
thi same a5 stegling isa aross distor-
tion. There is not ene shrxd of evi-
dence that this kid meant to soll
ithese programs or benefit in any
Wy excapl his pwn r..u._a.i_?:“_.n.
ks isn't surprising -- maost hackers
are pranarily interested in learning,

But they say a message kad Lo be
stnt to stop this kind of thing from
happening. The message here is that
QUE Batiens ua._L._ est kids are being
imprisvned far being a 1it :_.
mijuizilive. And that's a frightor
thought.

Iwiges should vonsider what
attually toox place and forget about
the fact that computers were
involved. Would it ever be a crime
i computers weren't involved? And
whal about intent? Did the person
willfully do something that co Eu b
detrirmental to an organizaton? Or
was thot simply a side-ef ?_: ol lhe
crganizalion s carelossmessT

Much van be lezreed from what

Sprimp 10EY

the hackers wnoover. While hackers

are Iar from being knighls in L_:._.“q._m
armor, the notien of their being
crammineals is 2o Jar from the trath that
ir's almest funny, These are kids

oing what kids have dore for all
time, The only dilferenoe here is that
they'we lvarncd how Lo use a toul
that the rest of us have ignored. And
unless mere of us know how Lo use
this tool, there will be many merc
abuses. Mot just abuses af the tool
Abuses by the tool. That's where the
rual danger is.

We take i very hard line on this.
Hacking is net wrong. Hacking is
healthy, Hacking is mof the same as
stealing. Hacking uncovers doesign
flows and security deliciencies,
Above all else, hacking proves that
tre ingenuily of a single mind s still
the rmust powesfil tool of all.

We ara hackers, We always will
b, Dur spirits will not be crushed
oy these homrible happenings. Call
us wp-conspirators, follow anarchists,
whatever vou want. We intend
keep learning. To suppress Lhis
desire is contrary b everything that
is huaman.

Like the authers who rose o
cofend Salman Kushdie from the
Long arm of Fasteria, woe must Tise 1o
defend those endangered by the
hicker witchhunts, After all, they
can't tock us gl up. And unless r_._”:.q
da, hacking is hore oy stay.
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THE FIRST LETTERS

Wargames Dialer

Drear 28040:

In your Spring 1988 1ssue
(Volume 3, Number 1), you had
a lisling for the "Wargames
Dialer Program”. What comput -
er was this wrilten for? I own
an Apple J/fc, and i will work
for it, il vou change line 30
froar:

30 PRINT Q"
T
J PRINT "WTDT "NS

I don't know what modemn
I¥pe you wroie it for, but the
change will fix it to operate on
4 Hayes compalible modem.
Thanks alot [or the great mag!

Phloyd Scaari
Somewhere in the

Underground
More ANI's

Dear 2600:

The ANI for 817 (Fort Worlh,
Texas) is 2110 Now, how about
a list of ringback numbers?

RR

" NS

Dear 2600
AN s 511 in ares code 716,
The ANT for 602 is RUI-5010.

Dcar 2600

The AND for che 508 area is
560, then enter 1 until the
commpater comes on. The ring-
back is 571 plus the last four
digits of the phone number,
hang up, pick it up again {you
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should hear a tone] then hang
up again. 580 from a payphone
leaves Lthe phone "off hook™,

Radio Shack sells this oily
little device thal lets vou for-
warnd vour calls to anothee
nurnber, T have found that vy
can call a nuinber, leave |
unpregranmned, and then voo
will gel a dial tone, 1t is ballery
operaled and AC operated. This
is great for beige boxing at
b,

Blue Box

Questions
Dear 2600:

Since taking conlrol of
trunks via blue boxing thru
long distance companics s
itearly common knowledge, !
ask you this question:

Why. even when a trunk is
secured, is it very diffieull o
patch a call through®

Il seems as il cerfain (ronk-
able prefixes are all only local
calls and oulside calls to differ-
ent area codes and prefixes arc
impozsible.

Also, whal do the squares
that contain different symbnols
oat Lhe front cover mean?

Santa Claus
Santas Workshop, N.F.

Things are just nof the sams
25 they were years ggo. 11 s
possible (o seize a trunf and
sfill not be akle to accomplish

EH
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much, depending or whed kg
of restrictions are enabled by
thie o nualped.

The litlle squares on the
Jronl cover arg sxactly wheal
they appear (o be, Shecked?

Dear 2E00:

I' enjoyed blue boxing in my
home town for aboul bwo vears
unlil MNovember 7. 1987,
Suddenly the 26800 herix lone
would aol break the 800 line
anymore, so 1 assume thal we
switched 1o ES5, although
another exchange in my home
town iz 5lill “blue-boxable”. Is
there any way around this?
Ferhaps calling from an ESS to
a crosshar exchange and fthen
boxing?

Iz my Llue box totally wse
less in my cxchange now?
Shaoull 1 throw 10 out the win-
dow amd resort to those dan-
Zerous Hoorss codes?

CConld vou please tell me any
other wayvs of oblaining a free
phonge call under BESS condi-
Lions (besides using scoleone
clze’s access code and red box-
ingr?

I'was used lo calling BES's
[or hours al a tme. Xow 1 can't
cven do that due to the rates of
oot alistance! Could you please
prnt some uses of blue hoxes
under E55 amd other wavs for
phone phroeaks to abtain ser-
Vice

Npring IeA®

You always print wavs to
hack other computers and
print numbers of far-away
BBSs, but for us guys that da
ricd Iwe in large melropolilan
cities, this is usecless to us IF
we have lo pay for the call!
Your magazine has a heavy
ntcresl on comppulers, bl why
can't you print maorc on
phreaking insicad of hacking?
After all, vour magazine is
reatcue] 2000 Mot Undx w3500

Boxed In
TX

Hlue boxes can still work
Jrom an ESS line, althougkh i is
gernarally a bil more danger-
ous. We suspect the change
took place somewhere beliveon
your exchange and the 00
rurrbeT,

While biue boxing (s o greal
waay to explore the phone sys-
fem, you showld knme fhat if's
extremely dangerous, especial-
ty fram your home phone.
Access codes are also dorger
cus L use from gowr home
phione or from any phone for an
extenided period. Red hoxing
fsevtding coin lones from a poy
pluxtel is probably safer since
it's heard for the phone compn
rii) fo ko thet (hose aren’t
real quarters il's hearing. But i
a particular phone has been
abused a lof, you could have
problems if you continue fo red
tiax from il
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LETTERS:

Your roubles gre ol wniguee,
Buf rhere are abpays ways
around fhe spstem. Heep
experimenting and gou'll mast
certaitly find one,

A Scary Tale
Dear 2600:

Let this be a warning 1o
those who engapge in illegal
acthily,

an June 27, 1985, T came
home from being out with
[riends at 1:45 i the moming,
I parked my car in Ironl of my
Apariment and got out. | am
normeally a very securily mind
ed person, always looking owver
my shoolder, never getting
vverconlident with oy sense of
security. Many peaple know me
in - the IBM Apple
modem / hacking world, hut T
never let péople know me too
well.

Or 50 [ thought.

A5 L stepped up my walkway
to my building, I heard somne-
one call iy name. Belore [
fumed around, T Enew some-
Thing was wrong. FBI agenis as
well as state police and local
detectives had been watching
and waiting - Tor e all day.In
no lime there were police” cars
everywhere, and I was shovedd
up againsl a car and scarched
and handewifed, the whole
neighborhood  ablaze wilth
flaghing lights,

Of course I didn't say any-
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thing. Of course they played
games like "Let's just go Inside
and talk this all over.," T hawve
always known betier than to
keop anyihing in oy aparimen]
that could Incriminate me, bt
wiy attempt to make their job
any easier?

Well, that was six monlhs
ago, Tam still in jail,

That night 1 was driven 250
wiles e a small, conservative
farra townt, a place [ had oever
boen to In my e, Al anw
amraignment three days later, ]
found oul thai 1 was being
charged with six counts of
compuler frauvd-related
charges, and my bond is a
hefiy $150,0040, cash only. My
parcnts live in another parl of
Lhe country, and [ have few
conneclions withh them any
more, and unlibke your averapge
juvenile, I cant call mumoy
and daddy up and cxpecl them
Lo come running, cash in haned.

Mew | ocan handle having 1o
serve time for my own mis-
Lakes, bul the way | was
caughl will show you that
cverybody who docs anything
Hlegal belter be cargful,

In February, 1985, 1 mcl
wilh a person who [ bad known
through wvarlous bulletin
boards. | was going 1o school o
the state he was fronn. so we
decided 1o meel each other.

I drowe and el bilm, ale din-
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ner. and falked. He and T gof
along quite well, bul at no
point did he ever koo iy
sreal” name. O course in e
rmodern comnmunity”, relation-
ships like thal are comman
and understood,

That was the last tione T Sawr
Taian.

About a month later. this
(riend was visiled by state
police as well as sccurlty peo-
ple from Sprinl. Apparently
anolher "hacker” [[n using
that term loosely] had an argie-
meent with said [rend, and as a
type ol revenge. called Sprint
Securily and reported thal said
Iriznd was a habitual code
abuser. IE fook wery little time
for socurity people from Sprint
and ' hiz local teleo 1o pul a
DNE-1ype register on his {wo
step-by-step phone lines.

Two months and 30 rolts of
DNE: paper later, a search war-
rant was obdalaed. 1§15 resi-
deénce [he ts a Juvendle) was
searchecd, and all computer
amd tefephone equipnient was
taken and brought to o state
police: post for examination. Al
Lhiz time, satd friend was
SMAar enough to not talk with-
Ut a lawyer present, so the
police left, leaving hit with his
Parenis, no charges pending at
that time.

He was smart fo keep guisl
Toa bad this trend did not con-
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firmae.

Many poople underestimate
police Imvestigators or the FBIL
Don't ever let voursell be part
af that group,

My [riend was questioned
several times afler that. [ now
have all transcripis of all con-
versalions. He told vartous
ngmes of people all over the
country wha had supplied him
with codes,  passworils,
avcounts, e, He also sald that
he had s fdend who was cur-
rently lving in the state, whao
was imvalved wilh various
activitles similar to his own. e
told the police what he knew of
e, which wasn't too much, as
well gs what he thought my
first and last name was.

Some time later, the police
returned and asked him if he
bad any more information, as
they had been able (o find
nething oo this other persan he
had mentoned. He could think
of little elsc, cxcepl that he
thought | had lved 1o a paclic-
ular place prior 1o oy living in
his state.

The palice wrole 1o 1that
place and siate. giing a basic
age and description, and asked
[ar ecopiss of any mug shols
Lhey might have fitting 1hal
tleseripliom.

Manv voars ago, sS0me
friends and T were arresied [or
teving to purchase alcohol
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nnderage.  Although  the
charges were dropped. that pic-
ture stayed on [l

The police came back Lo this
individual and presented sever-
al dozen pholographs of the
peapls whe had fit thal
descriplion.

The police report says that
he "withoutl hesitaiton pointed
aul phatograph #i3 as bDeing
the irulividual he kayew "

The nexd day, warrants were
tsmued. and Loday, here T am in
a counly jad.

Since that Ume, T have said
absclulely nothing. [ did oo
talk to anvone and Uy to lie, o
wller to turn anyone clse n, [
simply refused Lo ialk to anmy
hody for any reason, T had o
[ronl #6000 to a lawyer, and
becanse 1 have not said any-
thing or made any statcment, |
mdy beoable to walk away fmom
this, uncharged.

But, the damage 18 done. ¢
wis in my [inal year of college
and taking suinmer courses, [
had an execllent job wilh 5 well
koo Dol contracior, and my
future looked goad. 1 was no
langer doing anything illegal,
Al was Keepingf quite siraight.

All of that 4z gone now. Even
U1 ceme out of this without
charges, T have losi an entire
setnester of school, and leave
lidle hope ol getting thal job
back ‘aller the FB1 came and
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wenl through my olfice. 1 have
sl s menths of my e that
can naver be replacod.

My arres! madc overy paper
in the stale, so of course my
futurc In this state looks bleak.

The juvenile is [acing possi
e probaticn.

My message in this is that 1f
you engage in illegal activiiies,
you mush rust nobody. There
[ 1oL oo Perssn You carn
trusl. When more than anc
person 15 caughl, courls usoal-
ly olfer "plea barpains” or loss
lime to those willing to {estif
against Lheir friends, [ canawt
hold a grudge against 1he per-
2r1 Lhat guat nwe in here e he
bvinygs i T satd | never digd any-
Lhirgg wreng, but yuu can ool
fhat 99 percent of the time, i
will e somelody clge that gels
allention put 911 vou, red YiIT-
sell. 1 15 terrible thal we neow
live in an age where sur friends
loday are lestilvingd agfainst us
ECTTLGTT o

Mf you ever find yoursell in a
simdlar sitvation, § can never
slress (o youl how importan o
is to not say anylhing, nat
make any ype of siatrmen
The police are rel bhere Lo help
o Do raod Aov do Tic o mislead
them. They have mure
resources available than voo
may think. ! hear people say
how they would know "exactly
whal to say and dao” il ever
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arrested, bul sadly enough,
when leaned on, it is amacing
how many people will “break”.
The police are good at what
they do. They know how to
scare you. They have told e
several times that | am looking
Al 36 vears.

The hest and only thing you
can do for yvourself at that
point is lo bire a lawyer. They
can find out exactly whal the
police have on you, and what
your real position is. Il the
Jwvenile had Ustened to me ear-
lier. neither of us would be in
this siluation. | only hope I can
reach those out there that he
has told on belore they find
themselves In a stmilar situa-
fiom,

Every Uime vou leave your
phone number on a bulletin
board, you expose yourself.
You trust thal the sysop will
nol reveal thal information to
anvone. Frankly, you are risk-
ing your frecdom every lime.

In torday's “hacker waorld”,
people are going (0 have to bet-
ter secure themselves if they
Want to avoid a situation simi-
lar to the one [ am in.

Wizh e huck,

The Disk Jockey

Your lefter provides a great
deal of sobering insight. We
hope this is not wasted on our
readers.

While we don'd know what.
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if anyihing, you did, i sure
doesnt sound as {f you are
being treated foirdy, You imply
thatl yow've been silling in_jail
Jor six months without being
charged with anything, [f this
ts true, gel rid of your lawsyer
and go back to those same
newspapers that reported
whet happened. Go public and
et some people behind you

Naturally, if you feel this
may backfire and encourage
the authorities to file charges,
don't do il. Once you're out,
hawwever, led the truth be
knoere If you think the system
s screwing you, speaking out
abt it may prevend fhe same
thing from happening fo athers,

If this is nothing more than o
case of froaudulent phone calls,
sitting in jafdl for siv months is
prepasterows, Even credit coand
Jravd, which o us is nothing
less than stealing, should be
dealt with by making ihe
affender compensate the pictim
for their losses, Apparenily,
though, not everyone holds this
LE Lk

We have some difficuliy
understanding why youw're not
answering any questions. If
you dor’l know any names or
details, you really carn't pul the
Jinger on angone, If you do
know noutes and you're pro
tecting therm, then you are
indeed being quite noble. But

(roriraed on pags 6]
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HOW PAYPHONES

by The Infidel

Forress phones, ak.a. pay-
phones, are samething that every
phreak should have had experi-
grngce with at least once in their
career, Such devices as the red
box and the green box also make
the fortress & great place o
phreak frgm. In this arlicle, | wil try
lo explain how a payphone works,
and howe ang can (abjuse it.

Basically, payphones are nol
tod difigrent from normal phones,
requiring all the speech and sig-
naling facilities of ordinary tele-
phanes, tad, in addition, requirng
siggnals 10 handle the charge for
the call with the money insared
However, the payphong isell has
undergone some changes through
tha years.

Some Payphone History

In most coin lelephones, the
slations operata on a pre-pay
basis, that is, the coing must be
deposited before the call can bea
complalad, A few of the alder cen-
tral offices using siep-by-step
equipment that had anly a few
public  telephones accepted
deposils after completion of the
call. This form ol eperation, post-
pay ¢oin senvice, was chosen usu-
ally because of the long distance
between the local community dial
office and the senving toll switch-
board, which oflen resulted in
large costs due to the returning of
Coing on uncomplated calis.

The clder versions of pre-pay-
phanes (the ones made famous by
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Cravid in War Games), the A-type
sat, would produce a diallons only
afler g coin was deposited. These
were aklso rlary phongs, As ESS
emerged, with such options as 911
and 411 direclary assislance, the
necd lor a diallone-first phong
emeargad, the C-type station, which
resulted in the dialtone-first rotary
phone,

With the advent of touch tone,
calling cards, and long-distance
carriers, payphones developed
inte the touch tona, diztone-first
public telephone. As you may
have noticed, the intarmediate
telephone, the rotary, diatone-first
phone is very hard to come by
these days, obwiously due to the
increasing demand in the many
servicas now oftered by Ma Gell
and olhar companies which take
advaniage of the louch tong sar-
vice.

Up until 1978, signalling for coin
deposits was accomplished by a
single-Tregquency tone, senl in
pulsaes, as they are today. &5 an
Autemated Coin Toll Sarvice
(ACTS) appeared necessary, fo
aulomate the routine Tunctions ol
TSPS (Traflic Servica Pasition
Syslem) Operators, there devel
oped a need for improvements in
tha station lo prevent simulation of
the ¢oin signals, and theretora, toll
fraud, As a result, before 1he intro-
duclion of TSPSACTS, all coin
sets manutactured after 1977 wera
then equipped with dual-frequency
oscillators. These coin boxes
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gisduced he current form ol coin
signalling, the dual-freguency
tone. This resulied in the D-fype
glation, which, due to is power
recuirernenis and electronic com-
ponents, rather than meachanical,
couki gniy be used in @ dialtone-
first environment, and is, therefors,
whal we see loday
Operation Loglc

As noted above, the payphone
5. essentially, the same as 3 cus-
lomer-cwned telephone, with 1ha
main difference bairg, quite obwyi-
ously, the presenca of the coin
b

In-the design of the coin boa,
2 foliowing must be considarned.
The coin box can be very sophisti-
caled, 1o handle many functians.
hus reguining a very simple
gxLiiange 10 just receive all billing
infermation {rom the phone ilsel.
Or vice versa, the coin box can be
quile simgls, and the exchange
can be much more complex, to
interpret 1he data from the box
Needed {o place lhe call and
charge a ol for i1

Today's  standard Wesloern
Eleciric/ATAT telephone follows
the latter, @ more simple coin box
design. These boxas, signal for-
ward to lha exchange the value of
each <oin inserled, using tone
Bulses. This tachnique requires
Cain and Fae Check (C and FC)
equipment: i - the exchange,
ALTS, (o carry out the call
dCCouUnting necessary betweaan the
¥alig of |he coins inzerted and the
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rate-of charging of the call. This
affangement lels you insen coins
into the phane al any time during
Lhe call, bul s main disadvantage
is that the speech transmission
must be interrupted while the cain
vaule is signalled (o the exchange.

Thus, the propeny of requesting
g cain for a call s ngt in the
pharie. bat in the exchange deelf.
Il you were o take a payphone
home with vou and hook it 0p 1o
vour line, it would not request a

T T T N o e Y N S o e

"Owning a payphone,
especially in high
traffic areas, can be
quite advantageous."

[l o et g i R o e o e s ety
coin deposit. On the other hand, if
¥ou ware 1o lap inlo 3 payphane
ine and tied o place a call, you
would get the familiar coin deposit
request message.
What Happens Te Your Money?
When you lirst pul your coin in
the slot, it s fasied for size, weight
and material” Size it determined
by the size of the slol the coin
paszes through, az well 3z the
coin chuls it slides through in the
phone itseli. A coin thal is too
large is not aliowed info the phans
iiself, whils one loo small just lalis
through without having accam:
plished anything. Material is idendi-
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THE MYSTERY OF

tiad by the use of magnetic fields;
slugs will ba deflected, while colns
will el the coin is right; @t is
allowed {0 bit & zprockel; which
when hit by the coin, Sping a cer-
lain armount of times, determined
by s weight. This spinning of the
sprocket controls a lone generaior
within the telephone, which cre-
ales thie coin deposit tones, which,
in turn, the exchange then inter-
prels to determine the amount 1o
cradit the customer.

As the payphone can accept
anly thige different coins, there ara
Threa coin signals to identify each
ana.-The signal consistz of 1700
Hzr-and 22H) Hz tones generaled
ingether to produce a dual-fre-
gquency tone. The dual fone is
more efficient, becausa i cannot
be confused with (or simulated by)
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rom BN, David Roderman., Lo
sxannon, Mike Yuhas, and the
farciwing oncrsaToUE bunch,
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human speech, since the human
voice can only produce oneg {one
at a time, and is aleo more difficult
to simulate electronically, in an
effort 1o prevent fraud. To identify
the valie of the coin, the tone is
sent 1o the exchange in pulses.
Mickel Tona: One 60 millisecond
putse (1700 Hz + 2200 Hz)

Dime Tone: Two &0 milisacond
pulses separated by 60 millises-
onds (1700 Hz + 2200 Hz}
Guarier Tone: Five 35 milksecond
pulses separaled by 35 millisec-
ords (1700 Hz + 2200 Hz)

As mentioned earler, tha main
problem with this deslan is that the
conversation Is inferrupled by the
insertion of coins, which can be
quite annoying on long-distance
callz placed on peak bours, when
the rates are highest. Yel, since
the tones do interrupt the speech
Transmission, a phreak can send,
along with the speech transmis-
zion, these same tones, generated
anificially by a device known as
the red baox.

After the coins have been
accounted for, they are held in a
hopper, which is controlled by a
single-coil relay, This relay is con
irolled by the application of nega
tive or positive DC voltage,
depending on whether the coinz
are to be returned or collacted.
The line reversal can eGour by one
of two. ways. One way the line
reversal can be accomplishad is al
the phone itsclf, via (he swiich
hook. In the on-hook position, tha
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hopper will not alkow oaing o fal
through, and so, they mus! be
releazed by lifting 1he handsel 1o
cause a lne revarsal and activale
the relay. The second way in
which a ling revearsal gan ooour is
by remocte, Trom ACTS. ACTS can
sHpnal iha slation 1o either collect
of relum the coins, The signals are
alzoin the form of dualdreguency
tone Bursts, Three signals ACTS
can send (o the {orress are 1he
Cain Collect, Coin Return, and
FRingoack. These tonas are also
Enown as green box tanes. The
Trequencies of those ones are as
Tollowes:

Coin Collect: 700 He + 1100 Hr
e0dms)

Coin Return: 1100 Hz + 1700 Hr
a00ms)

Ringback: 700 Hz + 1700 Hr
(A00ms)

The functian af the first two
should be obwvious, but ihe
Ringback may bg unclear. When
You walk away from a phone afer
not having deposiled maney for
gvertime, the phane rings. That's
ACTS. I's nod actually “caklling” the
payphone, bul sending & signal 1o
the statian 1a arder it to ring. When
You pick ug fhe phore and hear
Ihe meszage. "Pleass deposit 40
cents,” 1hat's alzo ACTE plaving
lhe rocording. Aller you hang up
dgarn or don't deposii your
change, ACTS signals a TSRS
Operator, who than breaks in and
azks for the money personally
Eince Teloo knows youre defintaly
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not going 12 put money it a ghone
sl because a machine azks you
to. If vou've been coarced info
handing over your mongy, it's akso
ACTS which than thanks you
Allernale Designs

An alternata telephons design
allows 1ar a drastically less com-
plax exchange, while requiring a
mch more sophisticated coin box.

A payphone equipped with a
way &b any lime" box allows for
meter pulse signals 1o be zent
from the exchange ta the pay-
phone, with the coin box perdonm-
ing the call accounting. The meler
pulzes may be sgynals al 50 Hz, or
tenes of 12 kHz ar 16 kHz,
depending on fhe natwork.
Therefore, the insedion of coins
will nol ineders with the conversa-
tion, Coins inserled prior 19 {ha call
being estabdished, and during the
call, are held suspended until the
contral logic within the payphone
irather than the exchange) deter-
manas thal thay need to be collect-
od. Coins remaining in suspension
are returned (o the gser when the
payphang goes on-hook. When no
more Coing are held in credis and
the nedt meler pulse is received,
the payphang requests coin inser-
tion and then clears the call zfier
e designated grace paripd has
elapsed. If cnly part of the value of
the credit held in suspension
reads to be gollecied whan 1he
phane gaes an-hook, the remain
Jer il be kast, unless the ghone
i5 aquipped with a "follow an call”
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butten to credit the unused portion
te a call made immediately afier-
wards. This design, seen in
England, is somowhat similar te
the privately owned payphones
available hera,

Since the local telephone net-
work will only allow their pay-
phones to be connected o their
special ACTS lines, privately
awned payphones cannol use the
ACTS to parlarm call accounting
lor it. Thus, these phongs must be
installed on a normal subscribers
e, a drastically less complex
exchange, and, as a result, such
phones require a much more
sophisticaled coin bow.

Qwning a payphone, espocialy
in high-tralic areas, can be quite
advanlagaous, since the owner
keeps all coins collected, but anly
in the long run, because he has to
pay for the line fee as well as the
charge for the call placed. Yel, af
25 cens 3 call, and the curren
peak rale being 10.2 cents, 1he
profitz can be worlbwhile. This
grofit is, however, substantially
diménished by the expensive price
tag of these units, costing between
E2000 and $25040 aach,

There are essenfially two lypes
ol payphones out that can be pur-
chased. One type ig basically a
Westemn Elactric/ATAT look-alike.
The othar is the newer and lancier
electronic payphone, complete
with LCD digital display. Such
phenes oifer sophisticated fea-
tures such as LCD display of num-
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ber being dialed, amount of money
on credil, time allowed for cradit
and lime elapsed. Both of (hese
telephanes cost somewhere in the
range of $2500-8350), depending
on the manufaciurar and cdealer

e e e e L renie]

"The main advantage
of the payphone, to
the phreak, is that it
provides anonymity."

e e s e T ey
Thaugh they appear quite differ-

ent, hese phones do no! differ as
much infemally.

Both units require billing equis-
ment within the unif #zelf, since
narmal customer lings cannot aid
the phone in tha! capacity. As a
result, these phongs conlain a
"Rating Module”, which includes a
databaze with all imar-LATA rales
and zite-specific rates, as well az a
clock, to determine when 1o apply
off-peak discount rates. Az rales
change over time, the module can
be upgraded or replaced to
accommadate them, making these
unite guite flexible in that respect.

Thase telephenes must also be
able 1o discriminate between slugs
and the different denaminations of
crins, which they do in a manner
very similar to the standard pay-
phones.

The main difference balween
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the two types of privately owned
payphones s the manner in which
gach places tha call.

On the Telco copies, the billing
equipment within tha unit receives
tha number to be dialed from the
keypad, compares thal number to
the number of tha ling on which i
is installed (pre-programmed by
the ownerfinstaller), requests the
appropriate fee rom the caller and
then ptaces the call iself; the key-
pad does not generate the actual
touch tones which place the call.

The majority of the digital mod-
els, howover, pace calls through a
FBX, often owned by ITT, and the
OWnNer, an jurn, pays the company
lor Ihe calis made and keeps the
remaining dividends. The lact that
these unds dilize POX's is nod a
condition required by the undl, but
rather 1he choice of the manufac-
turer, seeking increased profits by
the use of their own lines o place
the calls for which they can than
charga a fee.

When you make a call wilh {his
telephane, the number you enter
with the keypad is shown on the
LCD display and is then procassed
by the billing eguipmenl. After
requesting the comesponding fee,
the call is placed through the PEX.
This results in 1he rapid sequence
ol louch tones heard when placing
a call with this phane, What the
phane does is dial the PEX and
then enter an access code used
solely by the payphones. That
way, the lecal network will not bill
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the owner of the phone for those
calls, since the calls are being
placed through the PBX, and the
FPEX has a toll-free dialup.
However, there are many disad-
vantagas fo this setup. Mast
nolably, a ocal network aperator
cannel be reached fhrough this
arrgngement. Il you dial '0°, the
operator will ba one selected by
the company that gwns the PEX
used by the felephane. These
operators are much more limited
than the local network TSPS oper-
alars, They cannot perdorm such
tasks as collect gall placement,
third party billing of calls, calling
card calls, customer identification
for pargon-to-person calls, and
busy hine warification. Another
problem is that calling card calls
cannol be made from ihese
phones. This is due 1o the 1act that
ACCS (Aulomated Calling Card
Service) and ACTS, which aula-
mate basic TIPS funclions, are
M available from within the PBX,
and even if they were, the lauch
lones needad to enter the card
number cannot be generated
directly from the keypad. This lack
of touch tone access also prohibits
calls through other long-distance
carriers via the 950 exchange
Dirgclory assistance is also inac-
cessible and 911 calls cannot be
paced. Many bugs in the design
can also make the phane inopera-
ble or make it enler a
"Mainlenance Mode™ just by hitting
it hard enough, singe many of
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.Eﬁiﬁm & Scams

In responze to & massive
amount of cemplaints, the FOC
has set new guidelines for five
ADS companies. These guide-
lines say nothing at all about
rates, but they do ingist that the
pompanies allow the customer ac-
cess to other long distance com-
panies. When AQS operators
handle the customer's calls, the
customer must be told and he
muat he provided with
rate information if
he requests it.
What they are
doing 15 azsnm-
ing that if cug-
tomers are
piven a cheice,
they won't choose
to be ripped off by
the AQS company. It
makes sense on paper, but
one has to wonder what these
con artists are thinking up to gel
around the newest stumbling
blocks.

The five telephone companies
are: Telesphere Network Inc, of
Oakbrook Terrace, IL {the ones
that Tun some of the ripoff 200
services as welll; Nalional Taele-
phone SBervices Inc. of Rockville,
MD {our old friends); Central
Corporalion of Fort Landerdale,
FL; Payline Syvstems Ine. of Port-
land, OR: and International
Telecharge Ine. of Dallas, TX.
While Lhese are five of the
biggest ADS companies (con-
sumer groups had wanted the
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FCC to shut them down entire-
Iv], there are more than 2060 oth-
ers that are unaffecied by the
puidelines.

Az mentioned 1in our Winfer
1988-89 izzue, MCI haz been a
playver in this dishonest game,
routing some of ils zero plus calls
to National Telephone Sarvices
{NTS3). We received calls, letters,
and e-mail from around the coun-
try telling us that this practice

was working all over,
Strangely encugh, as
of early March, we
can no longer get
zero plus calls
to go through
via MCIL While
thiz iz not ex-
actly the public
slatement we
had in mind, it
eould be a positive step
if the whole conntry follows
suit.

Bpeaking of NTS, our bill
came recently, We had experi-
mented with “zero plus™ calls
when we found out that they
were being routed through an
AOSB, We were hilled over four
dollars for a collect call to our-
selves, in which the word "N
was stated emphatically. We alzo
were hilled over three dellars for
calls that we hung up on after
hearing the first ning. Sputtering
with rape, we called NTS's un-
listed 800 number (B00-258-
0606}, (Their listed number
(B00-999-0687), which comes up
as "Mational Telephone Waesl

Coast Regional Serviee”, i3 con-
viniently provided by none other
than MCIL How convenient.d Tt
took & very long time to pet
through, but when we did, the
porson there promised us credit
without any hassle, Apparcntly,
angry people make zuch compa-
nies blink.

Angry peaple alzo zeem Lo
have had an effect on Hyatt Ho-
Lels. They mot tived of listening to
camplaints from guests about the
gubrageous cost of phone calls
muade through the AQS company
thal had been serving the entire
chain, They were dumped in fa
vor of ATET. According to Cor.
don Kerr, vice president for
management infarmation zvs.
temnz al Hyall's corporate offices,
"The reality i= that the zervice
wad only of acceptable to poor
quality, there were oftentimes
delayz in putling calls through,
and the charges were, frankly,
cuirapeots,”

L

In what may be one of the
most brazen ripsffs in these
parks i recent mem OTY, & COMpa-
ny called International Shoppers
Sprec Ine called Wew York tele-
phene numbars with a recorded
announcement hetween Oetober
and February, People who picked
up the phone heard a high pres-
gure sales pitech urging them to
immediately call S40-GOLD =0
that they ¢ould obtain a "pold
card”, Anyone stupid enough to
do this socn found out that their
gold card was not the same as an
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American Express gold card. In
addition, the phone call they
wore urged Loomake wound up
costing 8500200 You sce, there's
no limit on the amount that
these sleasehaps can charge for
phone ealls to their "premiam’
reurihers,

In this casze, the Baltimore-
busad company was ordered to
pay & $2,000 fine. They also have
to stop what they're deing. Re-
funds for the suckers are being
made available through the New
York State Atlorney General.

EE

In Seattle, a TV szlation
showed a half-hour paid ad for u
Mal-z-Santa ssrvice. The calch:
il urged children to call in o a
pay line, hy holding the tele-
phone up to the TV sol while the
ghow played Touch-Tones,

Long Distance
Censorship

Yet another threat to BBS op-
erators -- at leazt one long dis-
tarce company haz taken il upon
themselves to decide whether or
not the contents of eleciranic bul-
letin hoards are acceptable. If
they decide that they are not, the
long distance company will block
aooess Lo that pumber? This chill-
ing bit of news comes from Tele
connect, a long distance company
based in Codar Rapids, lowsa, Ap
parently Teleconmect has hlocked
decess to BES's that they suspect
of having access codes posted an

2600 Magazine  Page 37




them.

While the other major long
distance companies don't block
individual numbers, they all
claim that it would be within
their rights to do this. They pent
to the Eleetronic Communica-
tions Secrecy Act of 1986 which
states that "phone companies ¢an
manitor, intercept, and dizsclose
lines for reasons of non-payment
or illegal hehavior.”

It decsn't take moch of a breain
to figure out thal this legislation
iz aimed at "direct fraud” like
hlue bexing or using codes. If a
long distance company detects
this kind of activity on its lines,
they have the right to monitor
the line, intercept the conversa-
tion, and dizclose the phone
numbers o the proper authori-
ties (FEI, police, America’s Most
Wanied, ete ). That is the extent
of it. To believe that they can ne-
tually prevent the cutside world
from communicating with some-
one they "suspect” of being evil iz
completely wrong, Te practice
this iz not only offensive to
democracy, hut illegal.

Naturally, we have now put
Teleconnect up there with ML
on our official boyeott lick. We
hope that those of you who some-
how signed up with Teleconnect
manage to "hlock” their number

from wour phone because of
THEIR illegal actions. And, by
all means, add fuel to the fire by
reporting all "suspect” numbers
immediately to Teleconnect (B00-
725-7000, ask for Danal. If you
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find that you're no lenger able Lo
reach either the CIA or the NSA
on Teleconnect, you can :._.".:.Fw
us, We had to report them -- Lhe
amount of codes those people
paszs around is staggering.

Foulups &
Blunders

The following blurh appearc
in recent Florida phone bills:

"Wou can suspend, restore of
dizcannect your Florida home
telephone service al your conye
nience with Southern Bell's
RiphtTouch service. You can use
RightTouch serviee 24 hours a
day, seven days a week hy dialing
1-800-826-6280 from a touch-
tone telephone [anywhere in Lhe
country). There is no addilional
charge for using the service, al-
though the nermal charge F.q
restoring your phone service =t 1
applies. .

"To access RightTouch service,
you will need the personal access
code {PAC) shown belew. This
code has been assigned to your
telephone number and should ke
protected as you would & crodit
card. Once you dial the Right-
Touch service number, easy-t0-
follow verbal instructions will
guide you through the ordering
processing to suspend, restore of
dizconnect your phone SeTvite

Need we say any maore?

B

There was a problem with (o2

billing computer at North i

e,

na State Universily. It seems
thal the propram used to gener-
ate the bille would correctly gen-
crate a student’s bill; but then
address it to the wrong student.
The problem was discovered af:
tar GOHY hills were mailed to the
wrong students.
* &k Kk

An engineer's miztake para-
lyzed downtown traffic for six
minutes in Orlando, Florida last
October when signale remained
red during lunch hour and forced
the city to call out police on
horseback to unclog interzec-
tions.

Traffic engineers replacing a
piece of Orlande's sophisticated
traffic lipht synchronizing svs-
Lam Tuesday forgot to plug in‘a
cable, freezing the signals at 34
intersections, mostly along Or

S lando’s busy north-zouth thor-
~ cuphfares just after 12:30 p.m,

‘It wasn't a glitch in the sys
L wos during an inztalla:
tion, Someone forgot to plugin a
couple ol machines,” eaid may-

Coral aide Joe Mittiga

Somehow, (hal comes across

“as a plitch Lo us. A simple human

SRrTOr can cause o snowballing ef-

Pieéct when computers are in-

S Folved. The “glitch™ here is the

% Sdegren to

.
wmf: A Britizh law intended to pre-

which a computer sys-
tam can foul up society when one

= e :
."ﬂan_u thing goes wrong,

-

Abuse. . ..

RSOl compuler misuse is iteelf be-
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ing misused by employers, One of
the provisions of the UK Data
Protection Act gives individuala
the right to obtain copies of infor-
mation held about them in many
computers, Hut it's being report-
ed that employarz are forcing
prospective employees to use
that right to find out and reveal
information - about themselves.
an example cited iz that of [ocal
authorities cheeking up on taxi
drivers before granting trading
licenzas

Not many of these potential
employeas are likely to object,
since they ohviously want the job
they're pursning. And all kinds of
information about a person,
rmuch of which iz not supposed to
e anyone else's husiness, ap-
pears in these computers,

Mischief Makers

Michael Banbrook gave his
college network managers a
stare when he planted a message
saying that a virus waz active on
a college system. Banhrook's
meszape appeared whenever a
nzer mistyped 2 pasaword. The
standard messape would be "You
are nol an authorised user”, I
was replaced by the brief but sin-
ister "A virus is up and running”.

When the message was discov-
ered by the college network man-
ager, Banbrook was immediately
forbidden access to any comput-
ers at the 5i. Francis Xavier Col-
lege @t Clapham in  South
London.
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The 17-vear-old says that he
has uncovered a basic weakness
in the college’s 64 node BRM Nim
bisz network that runs M3-DOS,

"All anvone h=ag to do is
change a five-line DOS batch
file.” he zaid.

Banbrook was suspended from
computer science classes and for-
bidden to uze the college comput-
ers for a week before it was
dizcavered that no virus existed.

£

Alegn in England, a 17-year-old
junior cashier cheated the Na-
Lional Weztminster Bank out of
one million pounds in a compuler
fraud caze, But when the caze
got to court, Judge Helen Palin
criticized the bank for lax securi-
ty and refuosed to make a com-
penzation order for the 15,004}
pounds which the bank has nol
heen able to recover.

After beinp piven access Lo the
bank's computer syslem, the
cachier bepan by paying 10
pounds ints his own account. He
then pard himsecll 12,000 in
imaginary checks, Later, he
transferred a eredit for 984,252
pounds into the account of a
fricnd and celebrated by buying
50 botiles of champagne,

The judge said, "One of the
worrying features of this case is
thai a young man who hasn't
long left school iz able to work
the system in the NatWest bank
on a number of cccazions without
being found out. Indeed, the gen-
eral chat within the bank zeems
to be how easy it i& to defrand
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that bank."”

At last, instead of just punish-
ing the ingenious people who fig-
ure out-ways around the syztem,
we're helding accountable the
clods whe let it happen.

E

Lab Notes: "An unauthonezcd
uzer copied and modified pass-
word files fo insert an extra priv-
ileged  wser  account  and
attempted to alter system pro-
grams. This incident was noticed
at Lawrence Livermore by pro-
grammers who took protective
actionz, and we have potificd
other sites that were affected.”

CALL ONE OF OUR
COMPUTER BULLETIN

BOARDS TODAY!
2600 BBS#2
{CENTRAL OFFICE}
914-234-3260
*

2600 EBS§E3
{YOYODYNE}
402-564-4518
*®
2800 BBS#4
{BEEHIVE)
T03-823-8591
*

2800 EBS#S
(THE SWITCHBQARD)
T1la-358-9209
ALL COPEW 24 HOURS
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_., 2600 Marketplace

LEARN
LISCHRAN BLING, CAELE TV! Kead

The Blank Box Mewsleteer, 100 Gride

w#._ #27, Hot Springs, AR 71901 or call
S -321-1845,
DESPERATELY MNEED COPY of
‘Inside Commodoere DOS® by erald
MWeuleld and Richard Immers. Will
Buy, trade, ctc, for same, Fred A.
Gingher, PO Box 10132, Wilmingten,
LE 19850,
FOR SALE: DEC VAX YRS manuals
for WS 42 This includes ALL manu-
als (systems manuvals and users
guides)
those orange
Binders. Contact
Come for more
Sinfo. Kust ., PO
& Box 11282,
: Hacksburg, VA
240021 282,
WAMNTEDY: Text
A TS R B

- Phrack news clippings on hackers,
Phreaks, ete. from newspapers and
Magazines. Willing to pay or trade.
serd @ list to KH, M. 11107 Roundup,
femd, WA SE0E,

TAF BACK ISSUES, complete sct Vi)
T3 of QUALITY copies from origi-
s hals. Includez schernatics and indexes.
s 5100 pastpaid via UPS or First Class

A R

= Mail, Cashy/ MO sent same dav, checks
= Pise O 1O, Dox 483, M. Laurel, NJ
.",m._._.m___....._. YWe are the _u_:.mm_._m_" all others

: .,M.w.w:. Copias!
- APPLECAT: | need the touch-tone
“fecoder chip and software for an

s ..Fﬁ__".mm Cat 202 IF you have one ta scll,

o

Yeare peEl o 5 Foxx, 430 Dondee

Hﬁ [Me Boll, PA 194220490,
u TED: Any hacking, phreaking
.....m.um.__F.uu_u for an [BM _"._.__._.H.__n._.m..q.. alsn
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ABOUT  SATELLITES,

red and blue bkox plan, vending
machines lock pickgun/tools. [ will
pay good cash fur any of the above,
Bond all info to Me. Grif
Amaranth Crl, Toronto, OWNT Canadp
Mioa 2P,

WANTED: Any hacking programs for
the Ateri ST. Will trade. Also in noed
of good blue box plans, Would love o
Lear from other persons intercsted in
P/H from Lexington, KY. Aristotle,
BOG-258-7710.

COMPUTERIZED LEARMNING
USER'S CROUP, ELECTRONICS is

and e S T 3 TR RE | Fud o
Do you have something to sell? Are
you looking for semething to buy? Or
trade? This Is the place! The 2600
Marketplace Is free 1o subscribers!
Send your ad to: 2600 Marketplace,
P.O. Box 99, Middle Island, NY 11953,
Include your address label.

: Only people please, no businesses, sharifig, and
ECount e mer, o ———— x bre

csled in loarn-
ing electronics
and  related
rechnologios as
well pz those
interested in
&_.":._:T_.n._ﬂ___._m..
cvaluating

selling hard-
ware and soflware to do so. Write
CLUGE, 207 East Schoal Strect, Kent,
O 44240-3337 o7 call 216-678-4611.
WANTED: Eed box and/for Blue box
tone chips  for making  boxes,
Macintosh software for trade vis mail
or modeln and vending machine lock-
pick gun ftoals. Douglas, PO Box 8027,
Fichmond, [N 47374,

2600 MEETINGS. First Friday of the
menth at the .n...__:._“_....:._ Cemter—ieom
to & pm oin the Market (also known as
the lobby with the tables where ail of
the weirdos hang outh, Located ar 133
Emst 530 Strect Mew Vork Oy, Coame
by, drop off articles, ask .nw..__.h_nv._n_ﬂm.
Call B16-F51-2600 for still moee inko or
by Texquest a mocting in vour cily.
Creadline for Summer ?.__.w.qr__...._._u_u_._..,_
15 Frt'
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[oodsiawed from page 35)

these stalions are nol vary secure,
in some Gases made from nohing
mare than plashic. In some units,
the touch [one accaess is gvailabie,
vet the telephanes are nol config-
ured 1o accepl 950 calls as boli-
frea, again inganveniencing the
custormar,

The Telco copies are nol much
beller. Cperator assislanca i lfmi-
ad to thal which can be obtainad
from home nes. Again, calls gan-
ol be complated through long-dis-
tance camiers sinca the siation is
ot configurad 19 accap! lall-ires
350 calls, altheugh ihese (ele-
phanes arg usually configured o
aligw ATET caliing card calls {0+
calls) to ba placed through it

The Cheege Box

fhere are files circulaling about
the modemiphreak workd regard-
ing a davice known as a cheese
Box. According to the files, when
one larwards his number to an
Imercept Qperator within his pre
lix, 2l subseqguent oulgoing calls
made will be prompted for coin
insarlion, supposedly turning 1he
subscrizers telephone into a pay-
phone. It should be guite obvious
Ial fhis is impossible, since not
anly deoes the Intercepl Operalor
have nothing to do with pay-
ohanes, coin accounting, and
ACTS, but it also seams guite
impossible that one's ling cowld
oecGma inlerfaced with ACTS sim-
ply by farwarding it lo an oparator.
Obwviously, these files are bogus.
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PAYPHONES

Fhone Abuse

Im this last section, | will discuss
how you can use the knowledge
obtained from above o use to your
advantage when dealing with
these telephones. | am nal going
to get into such topics as phana
thefl and vandalism -- Uil leave that
up 10 your imagination,

The main advantage of the pay-
phang, o the phreak, is that it pro-
vides anonymily. This makes ihe
payphone a perfect localion For
blue boxing, engineering apears-
tors, and cther Telko employees,
mademing (for the more daring),
and general experimeniation.

Yel, perhaps the masl Tamaous
aspect of phreaking reqgarding the
payphone is the use ol the red
box. As menticned above, the red
box iz uzed 1o simulale the tones
that signal ACTS thal meney has
been deposited in the phona and
ACTS may place the call and
begin biling (i serviceg is limed)
The red box is usad by dialing the
desired numbar first and 1hen,
when ACTS asks for the changs,
using the red box 19 send the coin
gighals. In an atternpd to stop red
boxing, the payphone chagks 10
sag if the first coin is real, by oon-
ducling a ground test. To Ciscum:
vent this, at leas! one coin mus! 02
depasited -- 3 nickel is suthcism-
However, the number must D€
dialed first since ACTS must returl
your coins belore reminding yoU
thal you have insulficient credd 10
place tha call. AMerwards, an¥
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IN DETAIL

subscquent deposits required can
be red boxed successfully, and the
duration of the call can be as long
as you like,

Hed box schematics have
proven to be hard o come by and
are notofiously a pain to buid, not
only in the somewhal more com-
plex circuit deslgn than the simple
lone generators used in blue,
beige and similar boxes, but alzo
in the tact that they are hard to
tune precisely, since not only is a
frequency counter needed, bul
alza an oscilloscope, bolh of which
are hard 1o come by and are very
BXPENSIVE.

Howevar, there arg attemnatives.

- Cne melhod is to locale a pay-
phone that produces the coin
deposit tones quite loudly when

- coins agre inserted. You can then

- record the lones with a Walkman (|
da not recommend a micra-cas-
selle recorder for this, bocause

- they are not stable engugh for the
precision required by ACTS) and
simply play them back into the
mouthpiece when you want o
place 3 call just as you would it

¥ou had an actual red box. When
you recond tha lanes, record mosi-

Iy quarters, since, obyiously, Thay

= are worth the most calling time.

T1y7 L
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- But if you don't have your tusty
Walkman with you, there is still

~ another way. Simply find a set of
~ Iwo payphones (or more) with al

23zl ane that gencrates loud coin
depasit tones. This phone will be
“Phane A, MNow dial the desired
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number in Phone B and when
ACTS asks you for the amount
required, deposit a nickel in Phone
B. Now put the two handsels of
the phones together (the wires are
long encugh 1o reach across the
boaths) with the earpiece of Phane
A held tighl against the mouth-
piece of Phone B. It doesnt matier
where Ihg other two ends are. The
purpose of this is to get the sound
of the deposit tones from Phone
A’s earplece info the mouthpiece
of Phone B. Then simply keep
deposiing coins in Phong A until
ACTS thanks you for using ATAT.
If you wera smar, you anly used
quaners in Phone A, $0 you coukd
gel some credit towards overlime,
Since a number was never dialed
with Phane A, when you hang up,
all the change will be returned to
you,

Red boxes are very useful but
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NICKELS, DIMES,

not convenient for local calls,
though they will, of course, work.
Another method for placing local
calls free of charge is very similar
to what David did in War Games 10
the payphone. The problem with
that methad is that Teleo has now
sealed all mouthpieces on tha pay-
phones. Howeavear, by punciuring
the mouthpiece with a nail, tha
metal inside it will be exposed.
There are two wvariations on s
nail* or "paper clip trick”, depend-
ing on the telephong Inuse.

On the oldar D-lypes, by efhar
placing a nail or & paper clp in the
hola made in the mouthplece and
then fauching the other end to any
metal pant of the phong, a shon
gircuit will occur which will render
the keypad inoperable. If this is the
case, then dial all digits of the
number except for the last as you
woUld normally and then short cir-
cuil the phone, While doing thal,
hold down the last digit of the
number, disconnect the “jumper”
you have made and then release
the key. If this doesm’l work, try
rapidly connecting and disconnect-
ing the jumper white holding down
{ha tast digit, The cali should then
be placed. Whal happens is the
shart circuit causes the coin sig-
naler 1o malfunction and send a
coin signal, white also sharting out
tha slalion, so that it passes the
ground test.

Cn the newer payphones, the
short circuil will not deactivate the
xeypad. In this case, simply shor

Fage 44 2440 Magazine

Spriag 195¢

circuit the phone throughout the
entire dialing procedure and once
completed, immediately and rapid-
ly connect and disconnacl your
“umper”, which, if done properly
will allow the call to be placed.

A mora direct approach 1o pay-
phone abuse Iz actually making
maoney fram it. To accomplish this,
you nesd access to the line feed-
ing the telephone. This is often
edsiest in casaes when the lele-
phone is in a location that is belgw
ground and the main distribution
cable is in the ground above fhe
telephone's lecation, such as the
lewer levelzs of buildings and sub-
ways. If you are able to get to the
wires, Then cut them, or 2asl one,
£o Ihat the dialong has been lost,
Wire colors are irralevant here
since | have sean many different
colors used, ranging from biue 1o
striped multicolor, By culling wires,
you should have the effect of cut-
ling all power fo the phone. When
someone walks up 1o the tele-
phone, he doesnt usually listen for
a dialtone and simply deposits his
quarler. The guarter then Lalls into
the hopper, and since thare 15 0o
power o cause a line reversal, the
relay will nol release the coin. The
coing ¢an then be retrigved by
reconnecting the wires and Hlicking
the swilchhook to initiale a line
reversal, which will result in a coin
return.

A word of waming: Telco moni-
tars their payphanes and knows
when o expect the coin box 1o be
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full. Compuler-bazed operations
syslems aid collection by prepar-
ing lisis of coin boxes that are can-
didates far collectian, taking into
account ocation and projected
activily. The goins collected are
counted and entered inte the oper-
ations system. Discrepancies
between aclual and expacied rev-
ende are reporad to Teloo securi-
ty, which investigates them and
repofls polential securily prob-
lems. Rouling station inspeclions
are akse performed during callec-
teon, and out-of-service or haz-
ardous condilions are reporied
immigchiately for repair,

The privalely owned electronic
payphones are just as susceplible
to atlack, if nat more so. Most
natably, just by hitting the digital
ongs hard enough in the area of
the coin slat somelimes causes
the payphone to enter a
‘Maintanance Mode”, whare the
LG display shows something to
the effect of "Not in Service -
Maintenance Mode™ and then
prompis you for a password,
which, when entered, places you
in a dizggnostic/mainenance pro
Grarm.

Another notable weakness lics
in the touch tones the digital tele-
phones produce when it places a
call through the PBX. If you can
record them and identify them, you
will bave a number and working
- access cofe for the PBX used by
n the telephone. Mentification of the
= clones is rather difficult, though,
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AND QUARIERS

since they are sent at durations of
Elms,

Ferhaps even more iferesling
with these phones is 1that the cper-
ator will not . identily 1the phone
number vou are calling from. She
does, however, appear o have
ANI capabilities, singe one gpera-
for conlided that she knew ihe
number, yet was not allowed o
release if. Thera is a reason lar
this. These telephanas can be ser-
viged from remote, being equipped
with an internal 300 bawd modem.
The phones enter the
"Maintenance Mode® when they
are connected to, and are there-
fore "Out of Service”, as the dis-
play shows. Others will anter a
"Maintenance Mode” cnly al a gpo-
cific ime of day, when activily iz
lewest, and only then can they be
reached. From remote, diagnostic
functions can be performed, as
well as the ability to poll the unit 12
determine the amount of money in
1he coin box, plus an accounting of
local and long-distance callg,
though these funclticns will, of
course, differ from phone to
phone.

The "Teko copies” also conlam
a 300 baud maderm. Since AN s
locked oul from the keypad,-the
number can only oained through
the operator; she is nol aware 1hat
yvou are calling from a payphone,
gince the station has been
installed on a standard cuslomer
line. Singe O+ cals ara available
through  this wnil,” Directory
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LETTERS
feoesiaied frowt pape 29§
arg goul sure this s what gou
want o do? In other wards, i
you owe these people any
thing? And are you expecting
something in refum? Odds are
pow weon't gel il

Hegardless of how you
chooge o hardle this, gour Nfe
5 ot owvar, You're having a
very unpleasant experience,
gronled, Bl you will recover
frovne @8 ered ppone well _w.m.:m.u_q:
from it if you iry. Be honest
ard opent and reach owlt to oll-
ers as you have it this lelter,
Dot coppcentrate on how nis-
croble things are ared on whad
oppociunities fuve been losi. §f
you acknawledge your mis-
takes and refuse o let them
defeaf-youw. anything s sull
possible,

Flease keep ws upcaled as
o yowr sitiation.

TDO SEND A LETTER
TO 2600, DO THE
FOLLOWING:

1) Write it.

2} Mail it to us
through the U.S. mail.
Our address is:

2600

PO Box 99
Middle Island, NY
11953-0099

SCRAMBLE FACT
A three minute program
devoted to news and
views, technical tips, and
new product information.
The contents are specific
to the TVRO {television
receive only) industry
{satellite TV for the
home owner). _
(718) 343-0130 |

fcosts only a phone cal}

PAYPHONES

Assistance can be obtained for
free by dialing 0-NPA-S55-1212.
Since the lelephone is configurod
not te charge for calls placed wilh
0's beiore themn (1o allow for calling
card calks) the call is ree.
Conchusign .
I have iried to make this article

as infcrmative and agcurata as |

pessible, ablaining informalicn
from various manuals as wall as
personal experience. Since pay-
phenes are public, the best way 1@
learn aboul them is simply 10

experiment with them on youwl
awn, Good uck
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NOW HEAR THIS

At 2600, we don't exactiy co oui of our way to
~aq voeu akoul when vour subscrinticn is going
Lo eng. You won'l find yourself getting Lnose
glossy remindars with free pens and digitszl

quartz clocxs ang all thal crap. We believe
puyr subsoribers are intelligent encough o lock
at their address labz! and see 1f their subk-
soriprioen is about to expire. If it is or 1if
vou want to extend it, just fill out the form
Eelow (your labal! should be on the other sicle)
znd send it to our address {alsc cn the other
zide). ¥You don't get zell addressed stamped

envelones from ws,. Bub the time and money we
save Wwill go towards naking 2600 as good and

informative as 1h ofn Da.

INDIVIDUAL SUBSCRIPTION
3 1year$18 0O 2yearsp3d3 I 3 years/s48
CORPORATE SUBSCRIPTION
O 1year§45 U 2years/$85 O 3years/3123
OVERSEAS SUBSCRIPTION
a1 year, individual/$30 1 year, corporate/$65
LIFETIME SUBSCRIPTION
3 3260 (you'll never have to deal with this again)
BACK ISSUES (never out of date) :
1 19E4/$25 0 1085/S25 O 19880525 [ 1987/%23
1 1988525
TOTAL AMOUNT ENCLOSED:




