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We think you'if find this (ssne o anather 2600 computer bulletin

be most informative end edycalion. board, this one in the Washinglon

al. Af fast we've devoted some space D area. This ane is PC-

to the subject of compuler viruses. Pursuiteble and you can reach i of
Bur we've done it in g way no (FO3) 2365010, MHopafully, wa'll

ather mugazine has yet dane. Far expand B e west coasi by mext

the firsd time, you can read what T5sife.

goes throngh the mind of someous Hemember thal 2600 meetings

who deliberarely planis viruses fa now lake place on the first Friday of

computer syitertd, And you camalso the month only. See page 47 for

Fe¢ whal measeres are being taken detalls, Turnoit kas beem quite good

fa thwart this person's effaris, i Fecenl monihs.
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A Form

by Ross M. Greenberg

¥hat Iz a Trojan?

Back in the good old days (be'ore
there were computarz), there was lais
bunch of saldiers who had mo chance of
ceating a superi force or of even making
i1 irto their forlress. They had ihis nifey
idea: present the othar side with 2 g3t
Cnce the gift had been accepted, so'dicrs
niding within the ¢i¥ wourd sneax cot and
avertzke he ensmy from within,

Wiz can anly think af 1he irelleetual
gants ¢f the day whe would acsest 3 Gift
lzrge encugh to housa enemy soldiers
wilhaws checking its contents. Chviously,
they had litte oppartunity to walch old
Worid War I movies 1o see the same
tvice used over 5od aver again,

Cangider the types of peogie who
wauld be Ihrfled 21 the cencept of ewning
their own rough hewn, large wooden
horsad Perhaps thay wanted to be the fra
.ﬂ_mm on [eir bigck, of sormathing sity Fke
Inat.

Anyway, you're all zwzre of the slory of
The: Trodan Horse,

Bringing curselves a bil ciassr to the
realty weva all grown 1o know and ke,
there's a modiern day aquivalent: gating a
gift from yaur BBS or user grous which
Conlaing a Blle gem which will adack your
W._._“_ disk, deslroying whatever deia it cen-

s

In erder to understard how a potantiz-
iy uselUl program can csuss sueh damage
when corupled by soma misguiced saul,
it’s useful 1o understand how your disy
Works, and how sheurdly easy it is to
cause damage to the data eentained
thereen. Sa, 2 brief lechical dscussion ol

Paged 2600 Mapazing
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the eperaton of your disk is in otder, For
thase wha aren’t concemed, turn the pese
ar gamsthing.

Data Is praserved on 2 dsk in a varkly
of diflzrent physical ways having fo oo
wilh hesw e data i enceding in the achal
recorzing ol Ihal data, The gchual stroc-
fure of thal dala, however, iz the sate
between M5-D3S machines. Olher cper
&ling syslams have a diferent struchure,
bt that doesm? carcam us riow.

Each disk has a number of "Iracks®.
These arg sometimes called cylinders
fam the o'd kype 1BMere. These are the
same people who cal hard dsks DASDS
{Diracl Access Storaps Devices), o we
can zafely ignare the tochno-spesk, and
jus? call {ham tracks. Tracks ¢an be
tholght & as the indwiduz! lita graoves
ot an gadic record, sor of.

Ay, each Irec is subdivided irco
a rumber of ssckes. Each frack has the
Eame numicer of sectors. Tracks are num-
bered, &5 are seclors. Any g'vert area on
I
"Typical Trojan programs
calse damage to your
data, and were designed
fo do so by the worms
who writhe in delight at

causing this damage.”

f.
1ha digk can be accessed if 5 recuast s
made 1o read er writz data e or oul of
Track-X, Seclor Y, Tha read or wiite com-
mand ks given o he disk contmalier, which
i5 @ intetace bebwesn the compuler jtza)l
and the hard digk. Tha cordroller figuires

Summer 1933

For You and Your Computer

oot what commands o send ¥ the hard
sk, he hard disk responds and the data
i5 read or wrikien as driecled.

The first rack on e Bard disk bepically
wil confzin 3 small program which is read
from the hard disk and exacuted when ypou
first power Up Yo maching. The power
up sequence is called “booling” yaur
machine, and therefore the frst rack is
ko a3 1he "bocd frack”,

In ooder B read ivermmaton fom your
dizk i & kegical sequence, them has b be
some st of index. An unusual index
malhod was selected for ME-DOS.
Imagine going 18 Fe card indsx in a
lErary, ooking up the lite you desire, gnd
gatfng a place in another indax which talls
you where on the racks the book is shared.
haw, when you r2ad the book, you discow-
er that only the first chapter of the Bock is
thare, In order ta find the next chapter of
the ook, you have i 0o back 1o Fat mig-
die inc2x, which 1275 you whare fe nest
chapier Is stored. This process continues
i you gat bo the end of the baok.

Scurds prety convelutad, right¥ Yoo
bet! However, this is prefty much bow M3-
DS does its "cataloguing™ of fles.

The directory structure of ME.DOS
&fows Tor you Lo faok up an item cgfed tha
Hlirst clustar®. & clusler represents a set of
cantiguaus (“towvching or in conlact”
acconding be Random Housa) tracks and
zecions, Hie e evglest amaurnd of infor-
mation which the e ghruchire of MS-D05
ks o 1 read of writa.

Baszed on the firg! cluster number as
giored in the directory, fe first partion of 2
file can be read. When the informaton
contained thersin is exhausied. M5-DOS

goes 1 Mal sedendary index for a poinisr

Sumser 1958

1o $2 rexd chuster, That indey i called tha
Fiia Alocation Tabie, commoniy abbrevizt-
ed 1o "FAT". Tra FAT condgns an entry for
each ciusler on tha disk. An FAT éniry can
have a fow values: ones which indicate
$1at the cluster & unused, anather which
indicates that the associated dugler has
been damaged somehow and fhat it
ghould be meked as a "bad clusler, and
& poinber 12 the nexd clusier for & given fle.
This aliows Tor what & cgled a Frksd list
oyl slEd koking up cluslers associ-
£kd with g given fie, each FAT enlry fels
you whal the next cluster is. Al the end of
the krked Bt & a special indieator which
indicates hat thess a0 ng moce dustars
assooaed win the file.

There are acluzlly bws copies of the
FAT stered on your digk, but na one really
knowve what the second copy was intend-
ed for. Often, il the Frsl copy of the FAT is
corrupted for soma reagen, & dever pro-
grammer coufd recover infarralion from
the zecond copy 1o resione 1o 1he primary
FAT. Thase cCaver programmers can be
celed "hackers®, and shauld not be con-
fused with the thieves who break intg com-
puter systeme and slzal Birgs, or the
"wotns” oanng Dow gels ored! ko fthal
phrasa!] who would get joy out of causing
¥ou hearache!

But 1hat heartache & exacty what can
heppen if the dirsciory (which cantaing fhe
poinier 1o the first chsler z file uses), the
FAT iwhich containg that linked list 1o
other arzas on the disk which the file
uses), o other areas of the disk gat cor-
ruphed.

And that's what the Fife warms who
create Trojan programs do- they cause
what al first appears o be a weld pro-

fcontinued on rext page)
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Protecting Yourself

gram ko eveniuslly comupt B2 important
pariz of your dizk. This can be as simple
&5 changing a few byles of data, or can
inchade wiping enfire tracks desn,

ol &l programs which write o your
hard disk are bad ones, cbviously. Your
word processy, spreadsheest, databaze,
and wlility programs hawve to wiite ko the
hard disk, Jome of the DOS programs
[2uch as FORMAT], if used impropery,
can also eraze podions of your hard disk
CAUSING You massive amounls of griel.
You'd be surprised what damage the sim-
ple "DEL* command can do with just a
simple typo.

But what defines a Trojan program is
itz gelivery mechanism; the fact that you're
rumning semeliing you Cidn't expect.
Typical Trajan programs cause damage fo
your data, and wera designed ta do so by
tre worms wha wiithe in delight af causing
tis damags. May they rot in hell -- a mind
iz & ferrible thing to waste!

Considering the personaity required to
cause such damage, you can rest essured
that ey have fow Iriends, and even ther
mother doesn't ike 1o be in e 521 room
wilh fhem. They sit back and chodle ghout
the demage they do with 2 low ather lawly
womns. This is their endre social eniverse.
You shotid pity them. 1 know that [ do.

¥Whatis a Virus?

Trojan programs are but a dalivery
mechanism, &3 stated above, They can be
implamented in a clever manner, so that
they enly tigger the mabcious pat on &
certain datg, when your disk centaing cer-
tzin information or whalever. Howaver
they're coded, though, they typically affect
the disk only in a desiructive mannes once
tiggered,

FPage & 2600 Magazine

A ngw breed of programs has the
capehifity of not only rsendng maadious
damage lor 3 given vent's ¢CCurrenca,
b of also repiicaling dsetf as wel.

Thiz is whal peopla refier to whan they
miencion the lerm *Virus Program”.

Typically, a virus will gpread Zself by
replicating a porion of 2self onto another
program. Later, when that normaly saks
program i run £ will, in part, executs 2 zet
of sslructions which wil infect other pre-
grams and then potentially, triggar the
Trojan portion of the program conlzined
within e virus.

The danger of the vinus program is
twaledd. First, it contains a Trojan which
wil cause damage fo your hard disk, The
second danger is the reason why every-
one is busy buikdng tomb sheZers. This
danger is that the vires program will Enfect
ofer progrems and ey in urm wil e
ofer programs and so forthe Since it can
alsa infect programs on your fioppy disks,
you cauld unknowingly infect other
machines! Pretty dangemus shulf, ail fght!

Kenneth van Wyck, ona of the comput-
er folks ower at Lehigh Universily, firsd
brooght & particilar Wrus 1o he attention
o the compeder community. This vires
infecls a program, which every M3-DO3
computer - must - have, . called
COMMANDCOM, This is the Command
Lina Intarpreter and is the interface
between your keyboard and $e MS-DOS
operating yslem itsed. Whataver you type
at tha Cx promzd will be inferpreied by it.

Well, the vins subverds this intended
function, causing the infection of neighbor-
ing COMMAND.COMs before continuing
wilhh nomal functionaity of the command
yau byped. Afier @ certain number of

Spmmer 988

From

infeckions’, the Trojan aspedt ol the pro-
gram pees of, causing you 1o ose dzlz.

The programmer wats clever, But siif a
worm. And still daserving of confemnpl
instezd of respact. Think ol what good
puposes the programmar could have put
his or her Elents ta nstead of creadng His
damage. And consder what this prograT-
mar rust do, in covering up whal heyve
gorg. Thay cenznly cavt el anyone what
they've accampished. Justifable homicde
com=s fo mind, but ginoe the woms they
missl hang arcund are protably as disreg-
ulanie az they are, they must bold el fil-
Pe creaiion a sacral

A pily. Hopelully, the worm iz lasing
sleep. Or geiting @ sore nack looking
behind them wondarsing which & their
Mriends” are genna brn them in,

The Challenge 1o the Worm

When | first relezsed & pragram 1o by
1o thwarl thair gamenled litle allons, |
publishad shig Bber, Wrat | say in i s
halds:

*As dgr the desigrer of e virus pro-
gram: mogt Ekely an impatent adolescent,
incapable of normal izl relatonships,
&nd atemptng @ prave their gwn worts (o
themsstvas thoough thada hypes ol ferrons
altacks.

*Rawer succaeding in that sk [or in
any other], since they have no worlh, ey
will ong gay lake 3 ook at [hemeehes and
what thayve done in their pgst, a=d kil
themseives in disgust. This is a Geod

Tring, singe it saves the fzxpayers’ mondy

which rorrally would be wasled on thora
oy and Ireatment of tis mescreant

"If they realy wand a chaligngs, eyl
ry 10 gestroy my hard disx on my 8BS,
irstzad of the dsk o some innadent per-

Numrer 1958

Infection

gon. | chafienga Hem 1o upload & vins or
other Trajan horse o my B3S that | cam
disarn. 2 15 doubtfiyl the challerge wil ba
feken: the profile of such & persan poo-
hibits them from attacking thesa wh C2n
fight back. Alas, having & go with this
izwdife woud be amuzing for the five mi-
ples if tzkes 1o disgrm whatever they
irmenk

"Go ahead, you good-for-rathing litke
limebucket: make @y day!®

Alas, semebody cut there opled 1o do
the cowardly thing and use the FLUSHOT
programs &5 a vehicle for wracking bl
more gesireciion on people e you. The
FLUSHOTE program was redistribuied
along wilh & companan program by aid
you an rgading the documentaion. Ib was
renamad FLUSHOTE, And tha reades pro-
gram was tumad inlo & Trean itzalf.

{continked o page 25)

R
Front the Guiness Book of World
Thee largest collecon of velid crediz
cards, as of May d, 1989, ix ane of
1003 all differeas, by Walter
Cananagh of Santa Clara, CA
knocn as "Mr Pleslic Fartasie L
The coat of the aequisition was mal,
Coanad Emﬁ? them ia the werld's
Hargest wallst, 250 feef lnng, weigh-
ing 31 pounds, and wordk more than:
31,250,000 in credir. S

S Y

Largest Incorrect Telephone Bill
o“,_w%.emn_wh 18 1975, the landlord of
idhe Blue Bl Tnn, Lickiteld,
Stafferdshire; England recelved o
telephone Bilf for 34, 386,800,000, It

wvrs bater admeifod fhat fhis &l cons
trined "or aritheetical'crmar”

i S
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TtThhe dark side

by The Plague

I'm sure you've heard about compuder
wiruzes. But whal vou were probabiy fed
was misinfermation, This article witl
atiempt to de-mystly your percaption of
the computar vins, give you the facts, as
wel ag teach you haw io create your vavy
cwn wirus, This 1s nolt 3 second-hand o
bystander explaralon of viruses; | have
had first-hand experience in the writing,
disiribution, and Vacking of my very own
wirus, 50 'm guite knewledgeable on tha
subjesd. Most viruses do dastay data.
They alsa spread somewhat expanentizly
when unnoticed a2nd not controlled. The
baauty of the computer wirus is that it per-
fecly mimics & real virss or small organ-
ism, thus having tha patendal of being 2
greal 1o in arificlal inleligenca. | will not
write about how 1o protect yoursei! fram 3
wrus, because that would detear the pur-
pase of Fis article, 2nd ampane with com-
man senga drgsdy knows how 1o prevent
being irfacied.

Hecerdy, vinsas haw been 3 very hat
istue in e meda, bt | assure you fat
I'm not jumping an the bandwagon
because My virys has been around lomg
Belarg the erm *computer ving® was ever
menticnad in the madia. The media Fag a
wary shaliow understanding of what & virus
i£. Examples of he media's reporting of
O puber vinusas includa the artick in {he
February 1, 1988 issue of Newsweek writ-
en by Wikam 0. Merbach and Richard
Sandza called "5 vour computer infecled?
Systems fall to sitent and contagious
killers.* Another repanl appezred on ABC
Wortd News Tonight in lale February, ang
F'must gay thal the computer znimation
was quite goed. I showed e virus (2 pink
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spiny binxing sphera) 25 i entered the
resslors on the motherboard (come on,
are these guys for real?). This was ol
lowad by a guy who claimed s b the
irmventor of the wirus, wisch is absclutaly
bogus, because the computer virus was
not invented by any one parson. | don
even know why ha dacided to daim the
cradil -- if's nothing b be prowd of,

My experience with virusas comes
from writing CyberAIDS, a virus ke the
Apgie |! family of compiters, This is the
frst and onfy virus ke the Apple which
operatas wider PFrolid3 thal | krgw of,
Due % ezze o wse of the Pralds ML
[Machine Language Interface), it was
credtly easy fo wiite the virus. This is
Bacause | gdnt need to deal wih the
hardware drectly, only make g f2w simpie
system calls [ie., read biock, wiike Block,
open fie, coga file, ehz). The fas! thal
PraDOS runs on the entive spactrum of
the Appie [ 3mily alzso allows my sirs o
rzach the broadest audience availatha.
The PralQ5 ML is very similar to the
operaling systems of most persana? com-
pulers, minicompuzrs, g0d mEnframes.
Thus e viug can be adsstad o nun on
&Ny compuler, 52 don't make e same
mistake Fiat he Apale communty mads,
[hal i3 in thirking thal & vires wil nover
appear for their computer. Operating srs-
ms wilh gimilar calls and chargcleristics
as ProDOS ML are MS-GOS, Unix,
AmigaD03, Atars TOS, and Maginoshe
03,

1 wes asxed whether | had any meral
faglngs aboul virgsas, gr whether |
theughi taat they wene wigng, o evil, o
whalevar. My fealings are e foilowing: |
don'l care ooe way or the ofher. ¥ pecpla's

Nummqpr 058

of virTuses

gata is destrayed, hien 90 b il If peogle
zre shuoid ensugh 2 accepl prated solf-
ware, hen hey dezene [0 b pumished.
The feetis that most busiress PG users
wil newar b nlacied with 3 virss un'sss
they cowrlgad pudlic goman or prrated
softweme, Also, busitessss may be aflac
ad it someang in the grganizaton deridss
{o irdect Ine gystam, in which case ths
desluclion is mol prevenlable, Becauss
ihe person doing the iHacting would have
arjoyed deslroyng data ewan if viruses
diant cadst. A2 for peaple wha use ther
compaars for fomeccrictanmenthcbby,
fhey ana T ones mos! susceptible [ the
wirus revolution. Trey shou'd be wary of
sofrware 1hat was nod prevousy fesled by
olhers. Nowadzys, i's becoming guila
dangeraus to accesl softwarg 'off the
shreel’ | fate o us2 this esprassen, but
Maresas don't Kl dasa, people kil data. &
Vrus i parleclly =armless un'sss it is
b2ing spread by poopke wiling'yruswiling-
I¥. Thareigre, pesple musl lake [he
FEsponsbily B oratect themseles and
cihers by taking pracaulizng. This will nzs
Do discussed in this arlice.

Craatng a vinus is by no means a sim
e proect. Anyons wha bas ever llempl-
Cd la wrile a vireg, or any cybernetic
Sroanism tar that matise, will =l vou aboot
Ihe Cificlitas and Iritulzlises imesived. IF
anythirg, I'm quig upeet hat most peaple
comt redize whal &n acsomplishment 1ris
. ONS peErson even o4 me, Hey, aoy-
cady could write 2 vires, The reazon |
Mever wizls one is Decauss ifs wiong &
do g0 Well, he was wrang gl e bma
becauze itis ouile dificult fo wrils 4 vius
completaly from soralch. Sul perhaps His
arlizkz will allw anyona Lo wiile a viris by
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giving 1har at leas! & good stark

Ky main concem ghoul Ty proect was
how 1o track The spread of the wirgs, in
ordar 1o gather dala. This dats could e
used i1 the fulune & make belter, slroages,
end mare gecaptive viruses, Tre tachnglo-
gy befund e wirus has coms a long way
since the 1500's, 1's 2 feld vel bo be fuly
seplorsd and aporeciated by e campules
community, |, for one, hops that paople
became morg gware of the computar virus
and 1hat ey Bake measures by - profect
R L R e e PN S e ey

"The beauty of
the computer virus
s thal if perfectly
mumics a real virus
or small organism.”

L e ot aa e s T TR R et
irar data. The ideal scenzrio wold be
COMPLEET COMPATNES rewniling e oper-
aling syslems o be vinisTesistant, In he
[arg run, e gempules vings may slrength-
en our delenses against data loss,
whether it ba due o vinuses, trojan horses,
powar dulages, or wnguinonzad vsars. My
main hope ig hat he $rest of the vius
will haip curly safware piracy and allow
enlbware Companies iz prosper, i 3 per-
son knows that he stands a chence of
being infesied by accepting oitaled or
mdem dislributed sofaare, Feowll realza
that hes much betler off buying the soit-
wee and raceiving the documentation as
wel
How The Yirus Warks

Belosa 1 go oy hurher, k21 me just say thet

foowfinled ow el mIge s
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strajight froxmm

& virus should be written in assembly lan-
guage, "C", orany olher language that
alimds bow-beved functions (byle maniputa.
tion, sysiem calls, memory movas). |
doubt you can write & virus in BASIC or
PASCAL [z Frajan harss mavba, bed cer-
tainly not a wius). Viruses in he hture
may be writtlen in Frolog or LISP and
incorporate arfificial inteligence.

A5 an erample, Il discuss tha
CyberADS vings, which was writen purely
in G302 Assembly, CyberAlDS is an
"appicaben resident” vires (s2e Vifus
Types). Most viruzes must make theem-
zalves permanent in the skrage device in
order fo conlinue reproduciion. S22 the
Wirus Types section for g delailed
deschplion of the vanous metads hal
vireses uge for reproducton and wheng
they may hide themseies.

Ater allaching itseil b a ile or &k
that wes previously uninfected, the actions
af ary parbcuar vines may vary, bt the
virs will checs the disk caunter befade
procesding to any miended action other
then reproduciion. The disk countsr, an
indsidual byle somestere on fha infedied
dizk, keeps rack of how many mes he
Wirus has atcessed thal pardicular digk,
and thug assuses that the virus will oot
delonzle prematusely. Some viruses an
tlally harmiess and print & simple text
massage [futh a5 e Macinbosh virus),
wiila others are created 1o czuse ham
andor & desiroy data (Fke CyberdlDa).
Thara 2 &lill alher viruses which were
nat ongnady meant fo be destructive, but
dug bo the facd hal hey come bobaeen an
operating syslem and it's applications,
cguze harm ronetheless. This ham is
wzaally i the form of syslem crashes o
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e destruction of profected softwane (ie.,
the Amiga wvirus, which would nol affect
slardand dizks bof would destroy probsci-
ed disks due fo ther non-slandard fiehass
format).

How The Yirus Spreads

Al viruses spread. This is whal mekes
them dstingt from troian horses. Whereas
a frojan horse program Simply wioes out
your hard drive when wou rn it orcs o
twic, a virus will atlach sl fo rorme
appications or disks and make Fem cami
ers. Care must Be 5%an hat the wirus wit
arly infegl ane file #ach fme the infecled
appication runs, hus making suse hat the
time before e piginal application exe-
cifgs is kepl fo @ minimum., Ths will allow
e virug b 03 uinoliced duning the user's
daily aclivibes. You can run a virus-nfect
ed program a hundred fimes and it wil
betave nomaky wilh the exception that it
wil make copies of the virus poction and
alizch itzell 12 other diskazophcations, bot
wien you il the final ime, & will per-
o il intended activity. Snoe only that
copy of the vires has delonated, you are
shill lelt with perhaps dorens of infeched
hies which will nafd datenale unbl thay are
run several hundred tmas (and thus wi
spread the wivus evenmare)

The Benchts ol an appication segident
wirus such gs CyberAlDS are severzl
Sincg no rew files ar ever ceated on the
digk by e virus, 1ha user will prodably nat
noboe anything & wiong. Inslead, noms
appheztions are modified by e vires
exgciss vral code, When individug! fes
not-text execulabie code fies] 2re nfect
od, the vinug can be spread in throe ways:

(1) The manual copying of the £ Trom
dizk b Gk by the user. Uzergroup disk

Xummer I95R

+the source

distrinution can achieve the best resulls
when this mathod of repraduction is used,
{2) The ausamasic copying of wia cods
Eiiuiﬁgﬁﬂﬁasmﬁ
oter drives of the hard disk, Usially
caryet 10 give e vinus a belter foohold
within 2 parkcular users software forary,
(3} The fransher of mlected fles over
the modem. The infection has a good
chance {whather by a€cident of on pur-
posa) of reaching public domain or prala
bufletin boards. The distribution of that fi
will ke incredble, necled Fes may &so

* ba spread 1orgugh LAN'S (Local Arsa

Matwars)
Appication Resident Yirus Outline
A MITIALIZE,
1, Find current kaceton of vinus in

FIEmary.
¥, Aelocat isall 1o predefined mem-

ary losatian,

& Wake sure DOE s active and
ready 1o aocepl syslem calz.

4. Mava arigingl apclicelion hagder

“The virus may
even call its creator
and allow the
transfer of data
from the infected
systent.”

e R S T s e s
(6 biytes) back ¥ crigral memory.
E. SEARCHL

1. Ghoose random yalume {disk
device|

Lummer 053

3. Make zurg wolume is nob writa
profactad

b. Make sure walume i on ling
(ra O emor)

2. Increment digk counter (Gse
MOTE1) and o to desToy {See NOTEZ)
if PetEzEary.

3. Chesk for ensugh space on wal-
urme,
4. Choose candidate ffe.

&, File mizf be a syelem or apps-
Lation: fike.

b. Fie must not be alrsady nlect:
ed (choose gppropriaba method for
ideniiying infecled Hes),

¢. Fi must be smzt enaugh 10
allow viral attachmeni {so thal the
applicaton and virus coda bath fit in
memary).

d. ¥ tha file 15 locked then unlock
it
C. INFECT.

1. Doen candigata it

2. Load first block of canddate file
inta & rain.buffer.

3, Take frst [& bytes) and 2ave [
Al bisder {also krwn as S

4. Caloglate viral location inonew £,
aNrglAddre  Bpplication. Start Agdr

+ Lengthel Aopicaton + 6

5. Stare a JUMP Wral Addr a1 begin-
ning af file.,

6. Rawrite mainbualier.

7. Sel fie pointer to end af file Jfor
append).

8. Write the £t buH (6 byles).
Wl the viral code Slteracrds.
10. Clesa candidate fle.

D, DESTROY (Cetaral).

1. Lok oot Heyboand and Resel Key
il passitie.

[comiinued on nexd pagel
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how to do it

2, Deslroy dzlz,
d. Recognize gl disk deviges
{Fard digks, flopples, 3.5°, ram).
b. Wipe out the drectory (FAT)
blocks of each device.
€. Wipa out key block for ezch file
in 2ach direciony biock.
2. Do graphics and musis (opdonal).
4. Talally up b3 virus writer,
£. Fresend lext message Joplionall,
a. Totaly up o virus wiiter,
E.LEAVE.
1. Jump back bs Applicaton. Stert Addr
a. Thus centinue as if rathing
had happened.

NOTET: The disk ecunter is 2 partice
lar byte on 1ha disk that the vinus wses o
hokd the value of how many imes that
¥irus has fun with that particuiar disk
Inseried [actva).

MOTEZ2; DESTROY or LEAVE 5 exg-
cuted depending on the siaius of the disk
CorTes,

¥irus Ty

Applicatian mmm_n___mh___wm

Hidas in agplications (see Virus
Oulline}. Patches an applicalion for Sys-
fem _‘_..m, EXE, COM, _5Y5 file) 50 that the
WL 12 appendad at the end of the filk and
a tall 1o e vins is provided at the begin-
ning of the Me. The origing begincing of
o 1 is saved to the end of to e 2o
well, 53 il will be moved back (5H is
maved Back bo where S is, s2e Figqure E}
into _u__m_um at the beginning of the file when
e wirus exacutes, thus aligwing the apodi-
calion to execube nomally afier the vir
_“:“_._R are compiziad, Due o the diffesent
posticn of the viral code in ezch infoctad
e (because of different fle lengths) and
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uriess T viral code can fun anywhesa in
memaery, it mus! be abie to relocsle sl
inho d proe-sat memory lecation whare it wil
U

(&) harmal {rot infectsd fiia)

L s |

| 5H | rest ef apglication | EQF

l—.-lll—. IIIIII e e +.....|

(B} Intested file

s TR e B S

| JC | rest of apsication | $H | Ve
EOF |

A i m———— Rl el SETLY SSEERI 1

M = Standard Haagar (first few byes
ofshe original fiks's exesuizbie codz).

JC =« Jump Code (jumos to e address
of tha vings)

WG = Viral Code (se2 Virgs Qutiing),

ECQF = End of Fia,

Bool Black Resldent:

Activaled upen teal. Ususlly loads
aadiional program cade fom ather Hocks
on disk. Thi is quits invisible as fies sre
paver gltered, and blocks used by the
Wrg ot disy are desigrated as busy dov
preiection. The Amiga virs is a perfsct
Eaamps

Memecry Ragident:

Residzs in mzmary. Uzually a
krmind® and skzy Wity that can be ach-
valed by any event {zlock, keybosed, DOS
calll. ©n muti-lagking systems fsuch 25
Uiri, Xenix, 05:2) # can be a bagkground
..Er. It will vsuaty atocale merpry for
itzelFd=om the memory masager.

feontinned ¢a page 74)

Suwmmer J9RE

BUILDING A RED BOX

by [.LR. "Bob" Dobbs

Essentially, the red box is a
dovice used to fool the phane com-
pany into thinking vou arc
deposiling ooing into & payphone.
Every time you drop a cain inko a
pavphone, the phone signals the
tvpe of coin inserled with one or
more bursts of a combinatinn of
1700 hz and 2200 hz, The fone
bursts are coded as follows:

Nickel: One 60 millisccond
pulsc

Dime: Two 60 millisccond puls-
cs separated by S millizeconds

Quarter: Five 35 millisccond
pulscs separated by 35 millisec-
onds

How to Use Tt

Operation is simple, Simply dial
a long distance number (spme
areas require you to stick in a gen-
wing nickel first), waitl far the
ACTS computer to demand wvour
cash, and press the "depasit” but-
ton on the rod box for cach coin
wou want to simmulate. The coin
signals are coupled from the red
box intn the phone with a small
spaaker held to the mouthpiece.
For local calls, either vou st
tirst deposit o genuine nickel
before "simulating” mare coins or
place your call through the opera-
tor with {1 + 7d. Use same care
whin the operater is on the line --
somelimes they catch on to your

bocper ploy.

Summer TRRR

Circuit Operation

Each time the pushbulton iz
prressed, it trggers half of 1C1, con-
figured as a monostable multivi-
brator to energize the rest af the
circuit for a length of time deter-
enined by the selting of the cain
selectur switch. This in tum starts
the clher half af TCH, n_.ﬁ_mm;n_..._._” %
an astable mullivibrator, pulsing
an and off at regular intervals at a
rate determincd by the 50k pot
betwieen pins 12 and 13. The out-
put of the astable thus alternately
powers of 1C2, configured as a
square wave oscillator, providing
the roquincd 1700 hz and 2200 hz
to ke op amp which acts as a
bufter to drive the speaker.

Construction

Assemble the circuit as you
wish. Companent placeroent is oot
critical, | found the easicst mothod
was b usl peint-te-point wiring
on a "universal” PO grid board
with selder ringod holes, Use sock-
ot of you arcn’t a whiz with a sal-
dering iron, Be sure to leave casy
access to the potenticmeters for
aligiiment.

Alignment and Testing

Far alignment, o frequency
counter amd triggered swoep oscil
loscope are extremely handy (but
net ebeofutely necessary).

Install & termperary jumper from
+%v supply te pin 14 of IC2 and
temporarily disconnect {he Q.010F

[roriinwed on page 22)
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{coriinwed from page 12)

OS5 Resldent:

A vines hals patched infe DOS and
infects amy disk, fia, or D03 on dsk thals
accessed during the fime that the infected
003 is active. Since DOS is the program
which runs on the compuier 98% of ha
teme, it would ba advanlageous to add
virgl code 10 a frequently executed porfion
of DOS {such a3 Read Black code). The
infected DOS wil usually atiempt b paich
any [0S on disk and 10 make % infecled
Cara must be taken to prevent crashes,
thus making surg the vinus wil only patch
DOS versiang that ¢an be successfully
allered by the virus. Any unrecagnized
D05 on & disk should be lett alone.

Applicaton Orlented:

A vings that's infegrabed inlo an appi-
cation and werks closely with it
Application odented trojan harses are
quite cormmon, but vinises that are inta-
grated into an application are hardly ever
saen, For example, a packing (file com-
presson) program such g5 ARG or 2 tor-
minal program thal intects files before
packing or transmiting theem.

Types of Viral Action
Complete Disk Data Destruction:
Altects Foppy, 3.5, hard disks, ram

dizks, Usualy the mog common aobion
fzken by 3 wirus. 17 iz quick and is not
noticed untl i is foo late. Care must ba
faken b prevent he uses friom prematurely
sieppng the destnuction by lacking oot the
keybeard ar by giving a text messang thal
will make them feal cembortable (ie.,
T_EH. ng Dala Segment”, “Checking for
£5°),
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how it's done

Slow Disk Data Degradation:

Simiar o above, excepl data is slowly
destnoyed on & disk with each activation of
e wirug. Usuzly 3 disk block at a time,
but may b2 done a byte o evena b2 ata
Fere. This is perbaps e most sinisler viral
aclan as it will 1ake quile a long tima
before anyana natices anyting is wrong.
Also known ag the “disk bt spray”.

Slow Memory Data Degradation:

Ciata inmemaory is madified & byte or &
bt at a time, Usually done by a memary
ragidend o bacground task virus. Thiz wil
shoaly desroy program code and data as
the person is working at tha compuler.
Wilaird thirgs may kappen &nd ususlly data
inteqrity is campremised or program
crashes will ocour at randsm limes. This is
alen kncwn as the “memory bit spray”.

Hardware Destruction:

A vt will gHempt fo destroy hard-
ware if possibia. It uswally attempls fings
liker awerizading the address or dala bus
by attamzting te actvate all pariphara’
cards &t e same tma. “Head Slamming®
may also be done, A pocess which glaws
oider hard disks 1o have their read'write
Fepds slammed 2l Migh welafies irsg the
parxirg positon or info the sda of e disk
enciosura. IF eny machanical parte are
prasent in the compolers [relays), the
Wil will atiempt bo wear olf or jam thesa
devices by burning them an and off at very
high speeds. This may &'so desiroy vari-
ous vicen and uart chips. Alss, the virus
will attempl 1o alter the fmea &nd date in
any clock card of chip, or even dasty the
pre-s2t configuration in batiery-backsd
ram.

KNummer 1933
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and why

Modern manipulation:

& viug that usually attacks BBS sys-
lems and & 3 memory resident virss. 1wl
gclivale iself diring tha fime the BES is
ral in use and pay with the mogem and
the phone line. It does things ke ozl
Euraps cirecy or cak the poloe aver 2nd
guer. This vifsss may actually cause the
infzcled parsan b go lo &l or increzse
ther phone Bill or balth, The wirus may
even ol is creatar and aliow e tansher
of data from $a infecied syetam.

That concludes this arlicle. | hape you
erioyed i, [ would ke fo sae some mare
wirszs oul there, To weitg and dsiribute 2
WirLs you must ks every shred of margd
fibzr, and if | krnow the readors of thiz
magazing, fere wil be g computer vins
plague &1t vary near fubure. 3o Rave
fum, kids, I you wiibe 2 successiul virus,
gem'l hesitale 1o releasa it, and oy el
means send [he source code fo 2800,
Wa'd like to hear from you.

CALL ONE OF OUR

oo

- COMPUTER BULLETIN
BOARDS TODAY!
2600 BESHI .
{CsONY) .
S14-T25-4080
&
© 2600 PBSEZ
{CENTRAL OFFICE)
914-234-3260
- . L]
. 7600 BRSE3
(XOYODYNE)
nnmjmmnmﬂmum
or
2600 BB5#4
 (BEEHIVE)
703-823-6501
ALL OPEN 24 HOURS
SRR

e
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A READER'S REPLY

by The Rancid Grapefruit

Query: "What hapoens 1o mept com-
puter criminars who get caugha®

Answer: “Thay open up 'ssourily” eom-
panies and start preaching to an extremaly
quifible public -- usually casting them-
weives as some kind of ‘hacker expert
whenzas the only thing they are ‘axpeds
&l is getfing caught.”

The opening comments have ghsehute-
by nothing o da wih Captain Zap, whoss
reputadion is impaccable, and we most
ceriainty would not want paaple {o miscon
slrue e commens 23 a vickus ziack on
hig person. Lard, no....

Ooviously, we disagree with Caplain
Zap's Brifiant oheanvations ¢n the skabe of
"Hacking and Phrecking®. If we did agree
will him, wi'd hardy be writing this swel
resoanss, eh?

*The ongoing wave of compuler crime
lnat i being reported in the media arnund
e wond ghows' the shallowness of the
mediz's never ending quast for anything
that will tilifai a technolegy-ignosant put-
lic, and push up the ratings of whatever
publicaticn o fesd happens to be calering
o the public’s fear of fechnology on that
particular aceasion,

"An Interpratztion of Computer
Hacking® is just that: Captain Zap's per-
sonzl opinion on the subject. In fa fird
gaveral paragraphs, Fap essanlialy sum-
mafizes the opening chapler of aimost any
givan “Beginnar's Inlrodyction to
Computers® and somehow manages to
pazs off observaliong that have siready
been made 3 few hundred times as his
o "ideas”. The only ral Mystery to us is
wity he decides on "16 Megabyles of
RAMT a5 an arbirary amound of BTy
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that "today's persenal computers” are sup-
pazadly equipped wilh.

Thig leads into the “information is
power spiel, and he inevilsble arrival of
[50N wherzin phanes and computars wil
beceere one ghoious erdity and live hapoi-
Iy evar afer.

Al e thig eds up wih Zap giving you
his gpirion on “Tra Dawn of Pheaking',
the usual mendon of Draper 5d bue bax
ing, foliowed by @ summary of the bares
that mazchas slang fo funcion, and lesns
nating with a simplified account of toll
iraud wiere fap babbes ghout the van
ous QS0 far gwhia,

Alroughn we wera very impressed by
e programming fgsnu'ty of the suppied
“Wargames dizler [stng, and find our-
sedves constantly ipoking to the Frsl sag-
tiort of Zap's articke when we Sel lost o at
a need for gudance, we will regretizbly
Pave ba fet it sland. Snce aside from e
il-thazen “highlights of yastsrpeart thare
is rothing these that - hasny been dis-
I P e T Ny ey

"Rarely is the purpose of
@ conference to ‘pass
information over to other
hackers that can work
on a problem and plan
for more tactical atlacks
to the target system.”"

R e
cuszad af alhsreise summarized {oo

many imes in $e past. As such B would
beawasi of tor fma i do 50 yel again.
Hacker Communications! Shikhh!

Summer I985

TO CAPTAIN ZAP

Zecrels being gxchenged!

Vot owe doat dispute e fgst lhat
pecple do call each alher, samalimes in
large groups hooked ogethar on a conler
erca [wihout paying forit, gaspl), ranaivis
[ purpose of 3 conlarsnda o "pass infpe-
rraticn aver By othar hackers Sl can wrk
on & problem and compare resulls and
plan for more tackical akacks o e Engel
gyslem.” The usuzl reazon a confersnoe
slarls = becauss one kid o5 bored and
wares i talx i & bunch of his pears althe
samg rme. What takss places on almos
iy qien conlgrance i a bunch ol
sereaming ids harassing T3PS coora
lars, calling pirzz parlors in Evropa, andin
peneral pratking ar &anoyicg anyong ey
can ik of &l the mement.

*AMtacks” placad on Boll Syslem com-
puters are wsuzly e resut of ong Kid --
N 15 Aok Same geriug, raller he's duile
clign the Triend or reialive of somebody
whs underilands the congenrs inpivesd,
ret ey the commands -- wha Ihinks i
would Da g Hlast &2 e off CAMA 07 &
Iy Swilchas, o disupl COSMOS opsra-
lizrz. Al of this polenbiz! damage is made
peesibla by the RBOC's thewsolves,
which provide exlrermely minimal saciniby
hat & more ol 2 sludy @ Faully securiky
lechrigues &nd shoddy organizalion fhan
any kind of phslacls 10 1he pelendal hack:
£r.

While *corouting cowese™ [5 row within
ragch ¢f & vast numbsr of paope, almost
all af [zl vasth rumbse™ 20 ignorant &5 5o
their gyslam's potential. In Fash, maost
fevar get teyend running their spresd-
ks or doing faxes on thal wondziful PC

and actually by samelhing awid like mas-
irg & b1 copy of someons &lsa's program
enid xeroedne it mEnuE, i our persong!
bzligd Il the warld will in 3l probabilib
mot come 10 2t end. Of caurse, wa oauld
be wrong

Ampst all prlentizl hackers are s
=25 with A lol of fmea po fheir hangds, and
gl ol lhesd kess will neesr gel anyahers
becausa they are not briliand, or i oany
way giled - regardess of what the puiiic
rmghd thirk al them. The wast meorily of
people hzl the pobic views as computer
geNUses Ere GUIte averags leenagors
witose anly "2k00° is calling up bogds --
Wit "boitor soowdty than most [anga sam-
puUr systems® - and blindly applying
fings ey 5 posted on them, withoo!
unZerslanding whal they are doing
Granled g ig a "Treal”, bul ifs he only
threat 1hat boards pose. And e only rea
200 it's a probien 12 bEgin with is bEcause
the "trreclenod” organizalions of comps-
nigs have Adclousy bad saourity.

i it ig rug thal moce paopls now
own parsonal computors than at any alhes
Emg in histary, e overzl effedt of his
infiug of new hackers is negiigitie, Instead
of one k=3 atnoying Feg local GO Iram
irfzmiation fe fund on some beard, ters
ere 10 kids usng e same information
rom e 2are beard o haqass the same
GO Inghort, Ihers i3 a detuge ol idisl
gavanls® wha arg cipable of doing no
e damage Ihar frained chimps.

The Bulletin Board Systems

Builelin boznd syslems (B35 poss a
Dazsbk Wrzal for (e simpls r2ason Mzl
the mase Bighly skilled psers will post

wih "8 M3 BAM®. And if they ever oo soterdizly  Sangerous - idermzlion ina
504 inlo e erdid dzplhs of degravly CCeR R NSE O KeXT pagel
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A READER'S VIEW

place whene the idiot savants™ can read it.
The bebler versed vser's regson for posl
ing il is Bgo gratfication. Regardiazs of
what ta caims, the orly ncsnfiva he has
b post this information & an egd baosl
He alrsady knows thal e idiot savants’
are going ¥ da samething stupid with the
information, al worst simphy making @ val-
uelese, at best flexing their muscles and
showing thair target how vulnerable they
gre by an oulside altack.

Granted, if BBS's didny ewist, much of
the froubis vanious people and companies
naw experanca would vanizh along with
the Tdie] savants”. But the oniy thing the
beards really 6o is provide a forum for the
more inteligent users 10 bask in the adora-
fign of lools. They are nol some great
organized crime wave of he Fulure; lhey
zre simply used by several thouszzand
bared kats, the great majory of Hen try-
ing to live out some kind of power Irip
while the ramaining minodly congregate
together bacausa they like baing sur-
reurded by hess they view as feir peers,

In summeary, beards are a social madi-
-« nat the forefeont of some well
orchesirated, natorwide aikack on kap-
holes in “the syetem™ Just about any
izsue of Soldier of Forfune conlaing 21 e
infzrmation you cowd passibly wanl 2zoul
wherg {0 obiain books an plastc explo-
Svas, menve gas, spocal wespons, glec-
tromic devices, &nd amythiog elss thal hag
besn dreamed up, You hardly need 3 BBS
in prder o hawve accass bo thal kind of
wrawdedge. I fact most of the infomation
posted on the "death and desiruchion®
1z of boards is a word-fer-ward copy of
gome article thal oignaky gppeased in
pre of these baoks. The oriy crime fikdng
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placa ks copyright infrgamenl
Specific Responses (o
Sorme of Zap’s Statements

Let's cover Zep's stalemenis one by
O

w “Such information ke dal-up pon
rumbers, kgons, and passwords are com-
mon infprmation available fo e main
hackar populadon.” Mo shit. it's a's0 com-

A irdermation availzble i anyons wha
calls up any of the carriers and reguesls it
The logons and passwords are Lsualty the
end resull of credt card fraud, and have
nathing o do with the ingeriity of Facking
iy a system,

s Faps entre spiel on board sedurily,
the *seect few®, 2nd the securty of hacker
boards takes place Yor the most part in hig
head and nowhere oise. The only rezson
M0E! peppa paver move inte these hal-
lowzd ranxs is because hey have some-
how convinoed themaaivas that this it
passibie. The only (hing separaling you
from anything yow ward 10 200258 15 K00
rance of how the 2ysops’ minds funclion
andd tha really of how seourity wocks, 25
opoozad lo the idicufous fantases pre-
seried by Lap.

Assuming a 5ysop had no Be ouisice
of hig board, nd he gol paid by e hour
b sift Sheaugh all of those records of his
potential usess, a¥ he'd accompish woiid
ke o weed oul people wha didn'l know
how the syilam warked. Anyone who
wented access and wnderstood The basics
o hew 1o Fatsily nformation would s1i gain
grlry, and the erd result is a segurily
bregch, Thera is no such fhing a5 peract
securiy. When anyong "builds a betler
mrzssairap”, & lew days lzler an imentive
perzon will "puild 2 beltar mousa’.

Summer T958
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OF THE ZAP ARTICLE

i any case, he securily examples pre-
sented by Zap do nof exist on any private
or "elite” phreak or hacksr BES ndw in
exisherca. I the syzop olaims that = what
they da, its simply meant o stare poten-
fial w=2rs inbo submiting wald infxmmation
which the sysop doeent bother b werify
beyord tha telephone number.

w Cisciaimers and Cauges: Whether
Zap's commants orginate from aciual
ighorance of Simply 2 Gesire ta knawingly
ruginfzm, is unknzas 1o us.

A disciaimer, any disdaimer, will have
wary lifle valua in any Kind of gal sita-
fiore. While the sysop maght feel H...._.u. |
its mot my Bzult™ and “tar informeation por-
pases enlyl” arg splatiered over every parl
el Mg beard, it isn't going 1o make any dif
ference 1o any judge in any courl!
Deschammers ara nof legally tinding. Al
shay 40 15 lave up soace and Il Eyso0s
nit a false senze of securily.

Thinking you're £afs bacause you have
4 good disclaimer translzles out 1o tigno-
rance is biss®, I you havent had any -
bz with law enfarcement agencies to dzls,
it orly means thal thay don't know aboul
yaur exislences (bured as you are 2mongst
1,007 giher quasi-degal BBEs), or that
fhey know and doml care bedausie you
aren't deing anything that hey'e woried
abt,

w Teke-Trial | cant bedeve this! Zap,
whese ya bazan far the tasl throe years?
Tele-Trial was a ridiculous “electrons ¥-
bunal® slarled by King Blobio as 3 joke.
For whalever reason, he starled laking
himself seriocsy &nd dor a few months in
1985 "Tele-Trials™ were being held, in
which "electronic execuiion” baek plac
&nd stupid kids criad abeot being thrown

Summer I958

o Blollaland and being daglarad “un-
conl P [Tha hamrar!)

it iz impossibls for aryone 1o enforce
gny “ruling® avar anyone els2 in the
modiem community. The boards are nod ail
imercannzcled and what one parson, of
group of people, daclanss as faw® on one
system, or set of systems, ig wiletly mean-
ingiess 1o the rackers the nexd anea codd
gver. And even 1o e pecple imaived with
thosa spacific syslems, i1 anly paraing (2
them if shey ward 10 play the gaTe. There
i mathing preventing an "exiied” person
frofn picking up 2 new handle and slartng
Ve,

Asde frem tha complete imposshilily
af enfascing such “rofings” aver anyone
it the mast rain-damaged kids, &l o
this is rothing Foca han a hislory fessan.

{eoriinned on mexd page)

WILL PAY |
*1,000 -

FOR EARLIEST INFORMATION
LEADING TO ARREST 1
_ AND PROSECUTION
Il WITHIN NEW YORK AREA OF

- CALLMG RODMOPERMTDRS |- -
- BLUE BCX CPERATIRS o
| « COMPUTER EACKING IIVABING =
EONG DISTARGE TELECOMMUNIEATIONS |

-Call {212) 227-4519

| [T ey T B, e 1 1703 B
CORFIBENTILLITY FTRICTLY 3

|
B

v e e AR

THIS AT} APPEARED IN A MEW
YORK NEWEPAPER THIS
SPRING, THE HUNT IS5 ON!
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RESPONDING TO THE

Telo-Trals have been over since Bie sum-
mer of 1535,

As for Richard Sandza, Tele Trial st
existed at the tima of the pubishing of his
arlicks for Newsazek The "Tele-Triz™ he
was put on was simply @ conlerencs of
abusive kids whae fell that he had given
hackers unfair tregbment. in retaliztion
they threalaned Fim: a Caplain Quieg
posted his eredt repor and numenaus kids
fan u bis on his credit cards, sendng
as=oried ik fo his housze.

Hackers canngd “perform the desingg-
tan® of anyone. Al they can do is scare
e ghit out of "normal® people who are
sheckad thad a bunch of kids can get ther
wnlisted number, cred? cards, and varicus
other reoords, and sbuza trem,

in any caze, Sandra i somathing of
an exceplion gincs he managad 1 piss of
a lerge percentage of people who wos in
a pogition b mgke lile hard for Rim in
retum, Most pecple who dsagres with im
c2n write 3 CcoTpaird lo Newswesk, bul if
you have the ability w0 bring your displea-
sure fo his personal slisntion, in a way
nal will ensure he gives nobice 10 il,
woukin'l you do the same thing? Aker a4
il ign't Newsweak you're mad at, il's
Fichard Sandzz. Seme af you probatly
wolfdnl, bul that's one of the ¥inge bane-
filz of being a hacker, Instead of being
bound by "the systert's” ndes and requia-
lices, you can gef sround it and ke your
consdence be your guide (if you happen
1o have 3 conscienoa).

w “And ramember, tha hacker cen be
the Best preverdion for computer security
sickness and that a reformed hacker g2n
mzke for the best data processing securiy
parson.” Another token stab at selt-proma-
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son by Zap,

s “Tha boards in genaral have been 2
mper probiem in the contol of Infesmation
tug b7 the usa of the boands by what sore
may ¢all 'information jurkies'® What's

wrong with peeple wha want o collect

rfarmation? Are wou suggesting that arti-
Irary censarship would be &n improve.
ment?

W "0ne of ha major contrbuting lac-
tor involvieg compuser abuga is the non-
education of e users in elhics.” Whils it
nakes ko & nice Swesping ganeralization,
s atement has litke ba do with realty.

Moslt “narmal users® think ra more of
copying a pece of saftwere fan they tink
of fzping & copy o an album, of xeiexng &
page out of & copyrighled publication.
While all of thase acts are illegal, there
2ren't many peope thal actually care.
"Educaling” psople I8 ned going to erad-

zle these problems,

As Tar as e phreaks and hackers are
concernad, fhe statemenl iz even more
ludicrous. YWhile a8 mingrity undoubledy
Justity their zeliens 1o Eemselves as
"cunasiyy” and thus s2i trair consgiencos
o regl, ihe grezler percentage know hat
in e course of Soing whatever if is hal
thay hacpen to be doing al the moment,
they are committig crimes. And they dant
Gare.

Mereality and ethics are subjects that
cannot be “Bught” B9 anyone. Each ingi-
vidugl has o make his or her parsenal
choitas based upon whalever tenels ar
bedials thay happen to espouse. Vory
0ilEn peagla who function fram a predomi-
randy kogical perepeslive come b the con-
tiugion that 'nght and wiong® &e relatve
i A grvan Eme and sibuation. As applisd in

Nummer [933

CAPTAIN ZAP ARTICLE

olr socisly thay typicelly densle values
that mest o our present population su-
sofines . Why should anyvors o some-
__M..nm_ just becausa everyane else is doing
{4
Eics will always ba up io e ingvidy-
al, who will in many cazes some fo the
sgcal eonclugion that ho deesnt care
_.,_._m. the res! af sociely condones of
accepis, and insleed of blindy follywing
ihgr dictems he Wil chooga b think i
himsed grd perfaps gTive at condusions
That cont eoinide with what sozisty Fap-
pers B fnd acceptakle at shat partioular
sma.
= ALCRESNG givemnment and mlilary
compotars: Wy it & hal pesple core ha
e danchasion that QeI u_.n_n_“_._,n...ﬁa
ehould ba baslions of seowily we oouldnt
begin o guess. When you sposk of e
svarnrent znd military, we presume you
meen swr givernment and military; you
kngw, the cne run by incompeients,

bureauerats, and other paper pushers that |

exzil 2l rothing exseot wasting fme and
Mgy,
Far somaone who caulizng others

aqaal making "razh statemenis”, Cagfain
£en hag apparcntiy wrilken &n erdre arlicle |

lilked it statemenis that neally lgnore his
ol dizhur,

Lasily, we'd [ke By bring up oo rele-
vant fact that maost “secunly analysis”
manad: B ignote: hackers 25d phoaaks
{for the most parl) are nal eriming’s. At
'3zl that izn't the way they view thet-
seivas, Whils nobody lays awaxe cighls
worying absod the fzos (hal zday Fe's
costoa faw chone companizs some
money, and perhage wazled syslem
resources on un-authonzed applications, a

Surteer O8R5

hacker or phreak’s primgry molivation is
either a regl hunger for knowlesge, or e50
grafification, In nether Cage Cogg Mone-
tary qain ender the picture, The people you
really have i3 wory 2hout &n caneer crim-
inzlz. They aren'l kg and Twey dont call
boards, H 4 hacker is present in your £y5-
berm, then 3 gimingl could easly gain entry
B yaur syzlem as wel. IF anphing, you
ehould wow it 25 2 Bezsing that the hack-
& Ras brough your lack of sacurity 10 your
atenian.

The prenicus paragraph shauldn’ ba
misconstrucd a8 a moral judgmenl as
nm..__"q_m.m Persoaaliy we couldnt care less
fow you maxe your fving as long as
you're gacd atwhat yo do.

2] 2T
. _gﬂ?_ﬂ_ T ,,,,.
.,h,._ﬁmu: # 15 g po s '
ol £
AT o i) i

Ariwork by LR, "Rob™ Dohhs
Bed Box article on page 13
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[ronrinied from page 13)
capacitors from pins 5 and 9 of
IC2. Power up  the circuit.
Meaguring the output from pin 5
of 1C2 with the frequency counter,
adjust the 20k pot betwoen pins 1
and & for an cutpul of 1700 hz
Now adjust the 20k pot between
pins & and 13 for an gubpat of 2200
he from pin 9 of IC2, Remove the
tempoerary jumper and re-attach
the capacilers 1o pins 5 and 9.
{MNote: if no froquency counter i3
available, the oulpuls can be
adjusted by ear one at a time by
roro-beating the output tone with
a compuler generated tone of
known procision.)

Mext, temporarily disconnect
the wire betwoeen pins 5 ared 10 of
IC1. Set ¢oin selector switch in the
"NT {nickel} position, With the
oxcilloscope measuring the output
fromy pin 9 of IC1, adjust the 30k
pot between pins 12 and 13 of [C1
for putpiit pulses of 80 millisecond
duration. Reconnect the wire
betwoen pins 3 and 10, (Note: T no
soope iz available, adjust the pulse
rate by car using computer gener-
ated tones for comparison.)

The remaining adjustments are
made by ear.

Leave the selector switch in the
"N position. Adjust the 50k pot
labelled “Dime” for a quick double
beep each time the pushbutton is
pressed.

Finally, set the selector to
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HOW TO BUILD

"Quarter”. Adjust the 50k pot
labelted "Cruarter” until exactly 5
very quick beeps are heard for
cach button proess. Don't worry if
the quarier beeps sound shorter
and faster than the nickel and
dirme ones, They should be.
Conclusion

If all went well to this paint,
vour red box should be completely
aligned and functional, A final tost
should now be conductad from a
pavphone using the DATL {dial
access test line) coin best. Tial
0eRe 1230 and follow the computer
instructions using the red box at
the proper prompls. The computer
should cormectly identify all coins
"simulabed” and fap any anoma-
lies. With a little discretion, vour
red box should bring you many
years of nse, Kemember, there's no
such thing as space change!
Farts List for Red Box
Serimondpcions
(21 556 Dmal Timer
(1741 Crp Amp
(1) TN 14 Switching [Mode
Resistors
@ ik {147k
(2} 100k
(41 5k FO2 Mount Polentiometer
(2} 50% Multi-Turn Fotentiomicter

Capacilars

(B 001 uF (P 10wF
{23 100 uF Elecirolyiic
Mizcellanpous

{2} 14 I'in D¥ip Socket

Svmmer 1958

A RED BOX

£11 8 Pin Dlip Socked

{1} 3-position Rntary Switch

(17 Momentary  Push-Button
Fwilch {normally opon)

{1} 5I'5T Toggle Switch

(1) Speaker or Telephaone Earpiece
Circuit Board

Box

Mounling Hardware

9 Battery Clip
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THESE ARE

Reactions to Zap

Dear 26040:

After reading Captain Zap's
article in your last issue I'm Icft
with the feeling that it was not
meant to inform. Rather it
seerns to me that Zap wants to
scare legitimate users and peo-
ple in charge of security at var-
ipus companles inte believing
in the existence of an incredi-
bly organized and complex
organization that decides upon
who attacks what and makes
up laws and regulations. In
shorl, it looks to me ke Zap
desperately wants people to
beliewe that the big bad hack-
cTs are out there waiting to get
them [especially i they happen
o be Fortune 300 companies,
in which case the hackers
really have it in for them), and
only Caplain Zap and his secu-
rity company can protect you
from us, so by God va better
hand him some cash and a
long lenin coniract, or well eat
you alive!

Either that or Zap is just
hopelessly out of it. In cither
case [ wouldn't pul my seourity
inle his hands,

Murdering Thug
and The BOYI
Clrcle of Dench/
Digital Gang
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Dear 26040:

[s Captain Fap for real? Is
this the same Caplain Zap who
used to go by the name of Ian
Murphy and is consulting on
computer securlty? It's a pretty
far-fetched picture af an evil
underground conspiracy. All of
the “elite” underground BES's |
was on [and I was on several of
the exaect same ones Captain
Zap was on) had no real check
ups o identity. Most cven
skipped the callback to verify
and a famous name could get
¥ o1l

The FBI has some of the best
hacking info available and I'm
sure they would trade a few
irapped MCI codes and (raced
computer passwords 1o get on
any system,

The biggest bull of the whole
article is: "Granted they did net
move the bird |satcliite], but
they did gain access to the
rotation control for 1he satel-
lite.” Pure bull, Please see the
article I wrote for you on page
2-52 [August 'B5) about moving
satellites. Tells exactly what
was misundersiood. T know,
bocause T posted the "satellite
rouhing codes",

The Shadow

Diear 26040:

In the Spring 1988 {ssue,
2600 presented an article
called “The Hacker Threat"

Summer [958
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THE LETTERS

wrillen by Captain Zap. Whils [
dornt’l agree with the article, I'm
glad you published it because |
like Lo see different opinions
which provoke discussion,
Aflter reading the article |
declded (o do a lillle rescarch
on him,

Captain Zap, whose trug
name I3 fan Murphy, is now a
Compuier securily consultant.
This was nof always true. Until
the time of his arrest, he was a
hack (Taxd Dobver] by irade and
a hacker by hobby. In 1534 he
was convicted of credit card
fraud, Now, as a reformed
hacker, he attempts Lo help
companics free their systems
from hackers. Recently, he has
been active on many BES's,
including those sponsored by
2600, On Central Olfice BES
be claimed that a rival eomnpuat-
er security consultant [roimn
Dretroit had boon charged with
criminal sexual conduct and
haraszsment. He then threat-
cned to sue thal same consul-
tant for alleged slander. He
also vigorously attacked The
Telecom  Security  Group
(ITTSG), a respected Newhurgh
(NY] based consulting firm, for
having adverlised in 2600 and
for being closely invoboed with
computer hackers. TTSG is
considering legal action against
Murphy,

Murphy has bean profiled by

Summier 1988

such pericdicals as The Wall
Street Journal and U154 Today.
In these interviews he has
admilted to such acts as; man-
itoring his ex-wife's telephone
with an illegal wirctap, break-
ing and entering a clent corpo-
ratlon’s facilities. and refusing
to turn in information about
alleged criminads.
I'hope this {s of interest.
Yevgeny Zamyatin

For o reply fo last {ssue’s
Captain Zap article, lurn o

pige 16,

Gripes and
Feedback

Dear 26040

HL I am one of your numer-
ous subscribers and interested
readers who has a few gripes
with the Spring 1988 issuc of
2600,

Although 1 don't mind the
new format and appreclate its
larger size [ think It could
stand sornewhat better editing,

"“The Threat of Computer
Hackers." One or Llwo nice
anccdotes but the rest should
have gone into Byle or
Compute! I mean vou can
assume that you have more
enlightened rcaders on that
subject that don'f need a
"THCHK-100 BBS & Syslems
Intro”,

{oonsinged on Rext pagel
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"ROLM Phone System." Youn
could have cut this o one or
two pages. About 50 percent of
the article is fuff, like the com-
plaints that people can't use
the new phonc with those
welrd buttons. Times change
fasler than humans and some
of the complaints are hardly
worthy of the reader's Uine. So
what f the info number
changes from 246-3636 to 632-
Ga30r

Given a larger magazine this
wouldin't be so bad, but 2600 is
relatively small and so I'd pre-
fer more and shorter articles (if
Lhew extsi).

OK.  What I LIKEI:
"Mondloring TVR0O." Although 1
am no phreak 1 love to read
siuff like that just to keep
informed.

WM/CMS." Although | hope
T will never be on a system e
that it might come in handy
sorruebinme.

“Weathertrak.” Not my real
interest, bul interesting néver-
theless.

"From the 2600 Files" Fun
and Informative,

"Happenings™ and “Letters™
These are my favorites,

1 hope you don't mind = liltle
feedback lfom a reader.

Best of luck to you and your

mag.

We never mind getting come
rreerels v orificism. It shows
that owr subscribers are read-
ing the magazine, What more
coutld we ask for? .

We presented Captain Zap s
article {"Threat of Computer
Hackers”) net as a reeelation
but as aint example of what 15
being said by some, We did
this with the interution qf oper:
ing up a dinlogue whick, fudg-
ing from the response in this
issue and on the boards, is
precvisely what happered.

The ROLM arficle was meand
to illustrate more than the sime
ple inconuenience gf havleg (0
adjust to something new. We
were atiempling to point out
R (s becoming fcreasingly
common for the installers af
such systemns to blatantly dis-
regard the needs of the users
arnd just assume eperyone THil
Jigure if out in the erl. Being
denied the freedom (o select an
easy-lo-remember phone mum-
ber scemed particularly trornic,
considering user flexibilify was
one af the “advantages” of this
rwewe phone syslent,

By the way, anolher page
that we got lofs of comment o
was the reprint of our si-cerit
RCI phone bill that's heen
showing up faithfully here
gevery manth for nearly lwo

Natuerlich! years, Well guess whal? RCT
must be reading these pdges
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because we suddendy stopped
getiing them. {(Mayhe e
showld reprind our $200 MOT
Bl ard hope Ul goes auayt

A Useful Trick

Dear 2800:

Just a nole from a sub-
scriber. [ love 2600. It fgives a
lot of food for Uioughd.

A contribulion: On the AT&T
Horizon PBX (lately disconlin-
ued] there is a "toll-restrictlon”
feature. Ports can be connected
to a speclal card that enforces
Loll-restriction: 1., vou cant
dial I+ for long dislance. The
soffware knows aboul this loo.
If you try 1o dial 1+, vou'll gel a
fast busy tone to let vou know
il's farbidden. However, the
hardware is expensive {o modi-
v and it's Lthe sollware that
gives the busy tone, so many
compares just let the soltware
da the toll-restriction and don't
bother biryving the special hard.-
WEe.

Mistake. If vou are on such a
syslem and get the fast busy,

Just hang on the loe for about
A0-45% seconds.  Presto!
Unrestricted dial tone, Most
people ghve up when they hear
the fast busy,

Alsa, here in Atlanta the dig-
ital exchanges ([(Northern
Telecom DMS-1040's) are pro-
Eramuned sa that 940-xoooooo
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(where x is amy digil] will tell
you the number voure calling
frormn,

Have fun and kcep up the
good work,

Your litlle trick for geiting an
urrestricted dial tone is proba
bly the single mosl common
technigue (hat exisls. Ancd
what's so remarkable aboad i
iz that so many companies
seem completely unable or
St uheiling o pul a stop o
if We wrge our readers (o try
this on any spstem thaf affers
any kind gf dinling restrictions.
Flease lef us know whal you
i,

We appreciate Lhe ANI
fAutomatic Number Tdentif-
caflon) informaticn. I readers
Jrom other parts of the country
kreow what rthair ART numbers
are, please lef us know. [In the
New York metro area, i0s 9384.)

"Deluxe” Call
Waliting
Dear 2600:

Encloscd (s another example
of how Ma Bell loves screwing
the telecommunicating public.
Thizs was clipped [rom "On Line
Today”, the Compusena: maga-
zine. On one page is a leller in
which the writer thanks anoth-
er cotrespondent for advice on
temporarily suspending call

reoniinied or page 39)
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Protection From

[cortined from poage 7

| guass the programmer imohved wag
too cowardly to taka me up oa my ofies
and prefers 1o hur poopie not capable of
fighting back_ | shoufd have knewn shat, |
sippose, bt | dan't noemally think of peo-
pie whe alfack inpecents. Nomally, | hink
of pacpla o respect, not people b pily,
certaindy not peopie who must cause such
gamage in ooder ta "get off™

They & below conlempt, ooviously,
and can da litde o help themsalves qut of
the mice thay Bee i,

S, 3 worm iz 3 wori.

Abaut FLUSHOT
A Brief History

The orgingl ncamation of FLUSHOT
was & quick hack dene inmy spate fime, I
had a couple of buas in it which caused @
b Frigger when it shouldm, and & faw Co-
gficns which | had o R A srangenessin
how COMMAKD.COM processad cerign
canditions whan | "filed” an oparalon
caussd pescle 10 lose more dals then they
had nlended - cedainly not my iskanf!

"No matter what
software protection
you use, somebody
will find a way
around it one day.”

FLUSHOT was madibed and became
FLUSHOTZ. |t inciuded some addtions
prolections, profecting some other impor-
fant syslem files, and protecting against
dires] dizk wriles which Gan be wsed o cir-
cumvent FLUZHOT's profection mecha-
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fiEmE.

Additionzlly, FLUSHOTZ foreed an exi
ol the prograr curently runaing sead of
& Fail eoadition when you indicated hal &
pperation should nol be camied cul

FLUSHOT2 was alsy now cistribinsd
in the papular archive formst thave you
ramembered b 2and your sharaware
check in to Ph Katz foc his efforte? You
reaily should. & &' fhat frwch mongy!).

MNexl came FLUSHOTI, A bug was
fied which could have caused carlain
weird fings whea you denied drect disk
1D b gertain portiors of D05 3 .5

The exhancements to FLUSHOTI
included ihe akilify b enler 4 "G whan
FLUSHOT was Irggersd. -Thiz gllowad
FLUSHOT to become indctive untd an exil
was celled by the foreground lask. 5o,
when you ysad 2ame esiearny pIoGram
whizh did direct disk 10, you wouidn'l be
pestersd with consiant riggarng 2% yau
enter e "G Primariy his was a quick
rack b alow programs such 55 the FOR-
MAT program f2 run withaul FLUZHOT
being friggered each tme i ted to do any
widk il was sueposed o,

Additorally, a CMOE RAM check was
inskaled. If & freground program atismz-
ed 1o change CWOS memory, you'd be
advized

Whal she heck is CWMI3 memory, you
izt be aswing. Good question. In AT
class gnd befler mashings, cerain Impor-
ferit paramalars (5uch as the bype of hard
Gigk youte usng, of how much memory
Ihere ig in your machine) ars stored upin
gpecial nen-velalile mamary, calted
CMOS,

K Ihis gets changed, you might have a
problem when you rebogt. FLUSHOTI
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gands a1 leas| gne fitta simebucke! back
to the drawing baard, because it will
reskore the CMOS and pravent this hassle
ot SosuTing,

FLUSHOT + Featwres

and Enhancaments

This releaze of FLUSHOT has 2 new
mame: FLUSHOT4. Becavse FLUSHOTY
was a Tro@an, | epted to change the nama.
Besides, FLUZHOT+ iz the result of same
real elfforl an my par, inslead ¢ being a
parl-tme quick hack, | hope the elfar
shows,

FLUSHDT iz now tablz driven. Thal
teble Is in a Ffile which | cal
FLUSHOT AT It exists in the rogt droe-
Lary o your G dive. Howewer, 19 advize
Yo l2les on how b change s lasaten so
that a werm cant cezle a Trojan ko medi-
Ty that fiss.

Thig fle now 2ows you te wrile andior
regd prolect entre dasses of pragrams.
This means thal ysu can write protect fom
damange all of your *.COM, " EXE, " BAT,
and *.3Y3 Fes. You can read protecl all of
your “BAT files so that a nasty program
c@annol even determing whal nzme you
used for FLUSHOT when you invokesd it

Additiorally, you can naw automatical’y
theck programs when you first invge
FLUSHOT+ ta determing if thaywe
changed since you Lst looked a1 them.
Called checksumming, it alkows you to
migw immeadiatsly if ong of the pratected
programs hag baen changad when you'n
not logking. Addtionaly, this gchacksum-
ming can even take place each time wou
Ioad the program loe exseution,

Alss, FLUSHOT + wil adviss you when
ay progrem "goes TSA™. TSR stands for
Terminate znd Stay Resident”, allowing
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Pop-ups and other wsahd programs 1o be
created. A worm oould cregle a progran
which leaves a bt of sime behindg.
Programs fike Borand's Sidekick pro-
Qram, 4 wonderul pregram and certainly
net & Trajan g wirus, & probably the besl
known TSR, FLUSHOT will advise you 2
any program altempds lo g TSR which
you haven't a'ready registered in your
FLUSHOT,DAT fie,

Finally, FLUSHOT» will 2150 now pop-
up & lile window in the midde of your
Sorean when it gels riggeced. If also wil
mara huly xplain why it was Figgered.
The pap-up window maans that your
gcreen won't get screwsd up beyend
recagnition — unless you're in graphics
mogde whan it paps up. Somy, ‘deme Lhe
brazis!

Registering FLUSHOT+

FLUSHOT+ is not & free program.
YauTe encouragad b ysa i, to distibue it
o your friends 2nd co-warkers. ¥ you end
ug nel vsing i for some reason, lel me
mngw why and Il see if | can do some
ing ebaud it in the nest releasa.

But. the right o use FLUSHOT + i2 ean-
H...m@_._ﬁ upon you paying for the nght 1o
uze b 12k for fen doliars as a registration
fae. Thiz entitles you to get the next
updalz shigped whan gvzilable, Ang
o you o gay me, in par, far my fabor
in crealitg the enfire FLUSHOT serigs, |
gon't expect 1o get my norma! consuiting
rate ar 20 get a retum equsd fo that of ofher
programs which [ve develaped and sell
through mace fradiional chennels. That's
nal my intent, or | would have magde
FLUSHOT+ a commercial program and
you'd be paying lats mone maney for it

Bome peodia arg uncomfriatle with

{cortinked on Rext page)
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the shareware concept, or beligve thal
there &n't no such thing 25 Trojan or virus
programs, and that & person who profits
from tha distritution of 3 program guch as
FLUSHOT must ba in it for the money.

Pee crested zn alternative for thesa
falks. Il cafl it “charifyware® [first calfad
that, to my knowladgs, by Roedy Gresn).
You can also regleler FLUSHOT+ by
sending g & check kb $10 made out to
your Lavorite chasty, Be sure 1o indude 2
stamped and addassad ervalope. 14 foe-
ward the monles anty them and register
youl fulhy.

Of course, if you wish, you can send
Ma a check for mor than 510, 19 cash 2
qladhy (Fm g fogdlh,

Slte Licensing of FLUSHOT:

53, you run the compuder deparirant
of & big cerparation, you gal & gopy of
FLUSHOT +, decided § was wondertd and
Ihat it did everything you wanted and send
n your ken bucks. Then yeu distriboted it
o vour 1000 users,

ot what is Infendad by the shareware
scheme. Each site using FLUSHOT+
shold be registersd, That's ten Bucks a
gitl, ma bucko! Agan, make the check aul
to charity if you're vncomionable with the
wed of @ programmer achually deriving an
incors from their wark.

Hewever, if you'se really got 1000
campoters, you sholfd give me a call, As
much 25 Td Fka s get $10 for ezch sile,
that woukdnt be 25 to you. Se, quandly
disscunis are availztie,

The FLUSHOT.DAT file

FLUSHOT+ is table-civen by the con-
tents of the FLUSHOQT.DAT fle. Thiz file
ricernally exists in e root dieciary of your
G: drivey [CAFLUSHOT.DAT),
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A Flu Shot For

A iRl la%er in this arlicke you'll see how
bo disguize the dals file name, making Be
laugher for the woms aut fere. But far
the purpese of this article, we'l gssume
that the fite is called CAFLUSHOT.DAT,

The FLUSHOT+ program will read this
data Rle exactly onca. It reads the dala
from the data fle into memary and over-
writas the nzme of the dala fifz in sp
daing. A Etle axtra prodection in hidng the
rame of e i,

This data file confaing a number of
fines of texl. Each line of taxl is of the
farm;

{Cammand)={Fename)foplions)

Command ¢an be any one of e fo!-
lewing characters:

P - Write Protect the file ramed,

fi - Aead Profect fe fie named.

E - Exlude the fie ramed fom malch-
ing P ar R lnes,

T - The ramed fil s & legitmale TSR,

L - Perform checksum operationg on
the file named.

The filerame can be an ambizguoys e
il you wish for &1 commands except tha T
and 'C" cemmands. This means that;

Clevel VOO

will spacify all COM filzs gn your C:
driva in the levell direclory (or ils sub
drectorizs). Specifying:

Cllwel 10 EXE

would spacly all EXE fies in subdies-
®rigs undar the Cllavelf diseclory, but
wolid not includa that directony itsell_

You can a's0 uga the 'F operatr 1o
Epocily ambiguous charackers g5 in:

Tusnbin? COM

which wolld ba used to spacfy fog oa
any drive in the 'werbin dirsciory on thal
drive. The Fes wou'd have b be single let-
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ter hlerames with the sxlensien of 'COM',

Amiiguous fle naTes 2w not allswsd
1o the T and "3 oplions,

Profecting files from Write Access

Usiz the 'P=" epton to pratact files fom
Wi 300855, To dsallow writes 10 any of
your CUM. EXE, Y5, and BAT filzs
specity Ines of the form:

P="C0M

P="EXE

F="5Y3

D=t BAT

which pratzcis these fles on any diss,
in any circslony.

Frotecting flles from Read Access

Similary, you can vss the 'R eammand
ty trotect Fles from baing rezd by a pro-
grer (incloding the zhilily lg TYFE" 2
filzl}. T prevent read aocpes ta sl of your
HAT fles, use a fne guch as:

H="3AT

Combinations of R gnd P lines arg

f
T challenge them to

upload o virus or
other Trojan horse to
my BBS that I can't
disarm."”

I
aligwed, 50 the combiration of tha znave
Enes woldd pravent read o wiile Bilpns o
all batch filz.
Excluding fifes

Pragrammers in particular shou'd Ind
Usage lor the 'E' command. This allows
YoU to extiuds malching filsnares fom
other matzh cpsrations. Assume Foura
Coing devaloperent work i e Codevs ap
Srecioey.

Suramer JUES

Computers

You cou'd exclude FLUSHOT+ from
oot tiggered by including a fine such as:

E=C-develop* "

OF course, you might have develop-
rent wirk on many Saxs wndsr g direcls-
ry of that name. If you do, you mighl
inclade & line which logks live:

E=Fidevalopls

0

E-"dzvalp”

Chechksumming files

Thiz Fne is a Wtk more compicaied
thas athers and involves some selup
work. I's werth i, though!

A Lihzcksum s 2 meihod used to
reduce a lile's validly irto a single num-
Lor. AN up the values of the byles
Wiizh mzes up the Rlz would b 2 simpia
ehecksur mathed. Going more Lompliza
mathemalics allows for mere and more
checking informzlion o be inciuded in a
sl

Fyos uga alis o ihe fom:

C=CHCOMAND ﬁ_uq.._:wmnm._

then when FLLISHOT- first loads if wil
checy the validly of the e aganst e
number in the square bracksts. | the
chechun caiculaled does nat match the
rumbsr praserded, youll ke advised wih
4 Inggeng of FLUSHDT, which progents
e ooredl checksum.

When you first sat up your
FLUSROT.DAT lile, use a cummy nombes
BUCT AE 12345 for each of the files you
wsh o checksum. Then, when you run
FLUZHDT, you should copy down fhe
ereeeols” checksum orosentad. Then,
0t the FLUSHOT.DAT file and replace
fa dummy nurer with tha 2oiug! check-
gum valua you had copied diwn. Vaila! *
Evefl one byle in the fle is changed, you'l

{raniisyed od mexd page)
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Controlling the

bg advised the next fime you run
FLUSHOT.

But wait! Thene's mars!

When a “checksummed™ file is keaded
by M3-DOE, it will, by defzul, be coeck:
summed again, 3o, 1 you had 4 ling such
a5

C= hsnbinWS.COM[1 2549)

{he wenerable ofd Word3ar program
12 iy edibor of choice!) would be chegk-
summed each fme you went 1o odit 2 i,

O course, you might not wanl the
overhead of that checksumming 1o Lake
prace each fime you logd & program.
Therefare, a fow swilches have been
agoed, The saiiches are placed immed
alaly aftar #a T in $e checksum ling;

GC=CAUsnbin WS COM1 2345] switih)

These swiches are:

Jwill enly checksum e fie paly 'nf
tmes. Only ong dait allowsd.

EERELS T
by b Dreaks

Baetub Beneior 3HY 35479 23 (33

Arcdx 2ILE4IH
Fae=rmry [E R gt B |
Al BATEEA
Eirdsan ATl
larkon TLERSL S
Srand Erkit T
Ainlrn FRITERTT
Kurpra REMME
Trrmegee 2318545
Hrey E2EI M
Abraln HEIAE R
Bk kg %158
= TTELER T
O T TR ISEAN
Apidem xR NER
L= Huag ik
Hops ) i

A L AT
Fariailain =N
Tiarale IEFIIIA
L ] Er i R ]
TP pp TGN A T
(LN T ot BT ]
HIK g bl rle]
SR g IaaiEnsy
IR T ms 705 ) R

FHA 10D 0T
i gg THEITLTS
Pt pp 152 T
W58 Dbk s Foaep MR
e Cmand 4184 3 a3
Faw-kda AR 1 RE
Falrfann b L EEELY
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= ghly chacksum this fi'e when
FLUSHOT+ first loads. *1" and ' are
equivalent.

+2 only checksum this fle whan i1 iz
fpaded and exeéculsd, ngl whsn
FLUSHOT first lozds.

Thergfone, B you wished to an’y checy
your WE.COM Fle when you first lozded
fz FLUSHOT+ program, you'd specty &
linz 8=

CeClusnbinkws com12345]1

[

=Ciusrbintws.com|18345)-

If you wished & checksum your pro-
gram called "WYPROG EXE” only when it
was uged by

C=00patl MYPROG EXES

Reglstering a TSR program

Any uhregistéred TSR program which
i5 non afer FLUSHITs wil cause 3 tngger
whes they “go TSR, You can regizler 2
pragram =0 ng trgger goss of by soecify-
ing il in aline such as:

T=iusrbiniier sk com

which wil kgap FLUSHOT+ o com-
praining aboul skeam. Make sure ta take
& ook &l the ~T' oplion, specifed in e
next saction,

Praotecting the FLUSHOT.DAT file

Dbviously, the weak itk in B chain ol
the protzctica which FLUSHOT+ offers
yirld i e FLUSHOT.DAT fle,

Yol wolid think Bral vou'd wand 13 pra-
tect £ FLUSHOT.DAT fi'e from reads
end writes 25 specifed above. However
Ihis, 100, kaves a gapping ssowity hols:
memery could B searahed lor 3, and it
could be koatsd fat way. A belior alter-
rativg exists, In the distibution patkage
for FLUSHOT: exists 3 progrem called
FLUPCKE.GOM. This program glgws you
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by specily the new name you wizgh b cal
the FLUSHOT.DAT file, Simply type:

FLUPOKE [flusha; name)

where [fushe! name) resreseris the
full path flename &l yaur capy of
FLUSHOT.

You'l be prompled for the rame of tha
FLUSHOT.DAT lile. Entar the namea
you've salected dremember b spedily tha

cHsk gnd direclory &5 part of he mame).

Voilal Nothirg oould be casier,
Protection Recommeandations

Here's & sempa FLUSIHOT.CAT file,
basicaly Fe zzme ong included in the
Erchive. Your zclual chesksumes will difer,
et you mzy want 2 modfy what fikes 2nd
dreclorgs arg protected. Obvisusly, your
exacl negds gre difierend than ming, so
ConsEder s a gerans FLUSHOT.DAT;

P=" bzt

P=" gy

P="exe

P=".com

R="ALTCEXEC.RAT

F="CONFIG.2YS

E=Tded*

C=CACOMMAND, COM[12345]-

C=CABMBI0.COM|12345)-

C=CUBMOOE COM 12245

Running FLUSHOT+

Fer exira probection, afer youva run
FLUPOKE, yau should renameg the
FLUSHOT+ program o somelhing urigue
and rreaninghul L wau, but not 3 woem,

AZZUming you Sidnt rename i, howsy-
er, you could mvoke e program simply
by typing:

Fsp

when at the prompt Thats 2f there iz
b3 it When you're satished, you can add i
B your AUTOEXEC BAT fia, aler all of
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your Fusied programs have run,

But tere arg zome aplions you should

wrow aboel
Checking CMOS - How often?

The CNOS, as desribed earlisr in fis
arbcie, & a2 spa? wherkin 2 warn can just
makes Fings & bl miserable ke yau when
you next boob your gystem. However,
FLUSHOT+ allows you to protect the gon-
1ents of your CMOS against such g wom,

CMCS onty exists on AT class and el
#rmachines!l!

You must specfy the ¢ option when
you itvoks the FLUSHQTE program in
ordgr i3 nave your CMOS saleguanded.
Thera & a check done whenever DOS is
atcastad b determing if tha CMOS hzs
changed. This causes a siight perkor-
mance penalty. However, this oy hap-
pens ance avary 128 DOS accsssss, You
can moddy thes ralio, ¥ mocg o ks, by
specifying a rumbear afler the - G2

FSP-C1d

will check CMOS every fen aotesses,

Intercepting Direct Disk Writes
Through INT13

The defaut eperation of FLUSHDT iz
to intercapt and examing every c21 2 fhe
dract disk routnes. You can cisable tis
by includng the “F sefich an wour com-
mand l:na:

FSP ¥

This is mot recommended, but exisls
primasly b dovelopers wha can use ihe
consland tigganing one of helr programe
Ay sause.

What abaut INT267

Smilzdy, the same exists b the direc
wriles which normally ame only made by
D& through intemupt 26, Again, | do not
recornirend you disstle the'chacking, bt

feontinged on next pagel
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Dirus and Trojan

if wour desira 10 do 50, use the -0 Sadlch.

Tuming off the header message

if you've no dasine lo see the rather
lengthy welcama message which i dis-
played when you first use FLUSHOT,
use e Wb eaiich.

Alowing Trusted TER's to Work

Heernally, you'd lozd all of yeur frusled
58 before FLEISHOT is loadad from
within - your  AUTOEXEC. BAT fite
Hermeraer, youl might want 1o use Sidellck
once in & whie, remowing it dram fremory
g5 you desing. This covld cause some
problame, since Sldekick, and programs
ke it, 1aka over cerlain inberrgis, and
FLUSHOT+ could get conlused about
whether this is 2 v2iid call or 2 cal that
shouldn't bBe - allowed. Hormally,
FLUSHOT+ will trigger ¢ thess calls,
which is sater, bul can bz annaying. IF you
=2 the special “T' swilch upon program
imvocation, then cals which tused TR
ithaze specifed with the T=" commend in
yaur FLUSHOT DAT file) make will be
sllowed. Understand, please, that this
basically mezng thal calls made by a
Trajan whiks a tnusted TSR is kaded may
not be caught. Fleasa, use Bis sailch wil
caution!

Dizabling FLUSHOT+

There may be imes when you're about
1o do some wark which you knew will tig:
ger FLUSHOT+. And you might not wan
o ba bothered with all of the friggering,
the pop-up windows, and your need to
respend 1o each Hgoer. If you kaok in the
upper right hand comer of your screen,
vou'll 28 a *+ ggn. This indcales that
FLUSHOT+ is monitoring and atlempling
1o protect your sysiem. Depress the ALT
key three Gmes, Motice thal the 'y sigr

FPage 34 - 26N Mapazine

wirned ino a -7 Well, FLUSEOT+ s now
disgbied, and will nol inoger o &y evert.
If yau depeass the ALT key three mong
tmes, youll se2 the ' fum beckinlg 27+ -
- gach §me vou depress he ALT key threa
fimes, FLUSHOT+ wilf 1oggla batwaen
being enabled and disaied
Disabling FLUSHOT+ Toggle Display

Alzs, thare gre grephics appiicabons

s N Rl o L T SRR S St

"All of the protection I
had would have been
for naught if I didn’t
uge the first line of
defense from these
worms: full and ade-
quate backup.”

R T T e e P A
wiich will De scrawed up by the ™ or '+ in
the upper right hand cornar of your gis-
play. Theselore, if you degress the CTRL
kay three imes, youll b2 able o foggle
te display capabilty of FLUSHOT+. The
defat configuration of FLUSHOTS i5 12
"wamna up” Wi dsplay umed on. You can
reverse thes capabisy if you inciude the ™
G' {for graphics) wilch on your command
fing whert yau run FLUSHOT <,
Interpreting @ FLUSHOT ¢+ Trigger
So, vou've run FLUSHOT +, and you're
at your C» prompt. Great! Now stick 2
blank dsx which you don't carg abaul inka
your A; dive and try ko famat it
Surgrise! FLUSHDT+ caughl 1he
atternpl! You have three choices now: Bp-
ing " 2iows the aperalion {0 continue,
it the next ore will be caughl 25 well,

Sumrer 933

Prevention

Typing & "G (for Gof} alows the operalion
b3 contires, diszbing FLUSHOTY unfil &1
guil dram the program is mada. Waen
FLUSHOT+ & in the "G’ slate, 2 'G" will
gppedr in the wpper fght hand comer of
your sCren,

Ary ther key will cauza 3 faiure of tha
operafion b oo,

When youtve got FLUSHOT+ running
gnd you gel signaled that thera iz a
problem, you should ihins abaul whal
might have caused theé protien. Some
pragrams, fke FORAMAT, or the Norton
LUilites, PC-Tools, or DREP have very
gaod rezsons for doing direct raads &nd
wrigs ba your hard disk, Howsver, g puilic
Gomain chethbodk atcounting program
goasnl Yourll have to be the judge ol
what ars legiimate operatons and which
e quasticnable.

There is o reasan o wite % IEMBO
o IEMDOS, right?

Wrong!

When you format a disk with the 78
ooton, thosa filks &g crzated on the far
oet dskette. The acl of orealing, opening
up, angd writing those filas will Tigger
FLUSHOT+ as part of its expected opera-
ton. There are many olher legitimale
pperations which may cause FLUSHOT.
0 bigger.

o will copying a COM or EXE Rle d
you have thoss profected with a P=' com-
mad, FLUZHOTY i nol particulary indel-
ligerd about what is allowed and what isn.
That's where you, the pikd, get 1o dacide,

Herg's a Ruller Fsling of the messzges
which you maght see when you're using
FLUSHOT 52

Checking ===){filenzma)

This messzge is displayed as

Sumprer JURE

FLUSHOT + chesks the checksum on all of
the "C=" files whan you first invoke
FLUSHOTY, The Flkes myst b2 r2ad in
ham disk, Heair chacksum caiodated and
then compared aganst the value you
claim the checksum shouid equal,

If fhe checksum doas A eguil what
Yol claim i ghoold fwhich means that the
file may have Deen witlen 12 and might
therefore be suspect), a window wi pop
ufrin e midda of your scraen:

Bad Checksum on (filenams)

Actual Checksum Is: {checksum)

Press ™" 1o allow, "G" 1o go till exil,
any olher key to exit

Thizs message simulianessy advises
¥ou Ferg is g problem with the checksums
not matching, shows you what the check
sum should be, and then awaits your
respanss,

Except for the intial run of FLUSHOT ¢,
if you fype 2 Y or 3 'G', then fe program
will load and execute. Typing any otfer
key wil cauge the program 1o abod and
you will be returned to the C» prompt.
When FLUSHOTy is in the 'G" sa%s, 2 'G'
wil apoear 1 Be upoer fghl hand cormar
of your scraen,

If this is the ireal o of FLUSHOT,
however, youll be advised of the pro.
gram’s achual checksom, but FLUSHOT.
will Sonlinue o run, Shecking g remaining
"G="1ies in the FLUSHOT.DAT Ha.

IF youre ruaning & program 2nd you
S20 A soreen Tk

T WARHING! TSR Request from an
unregistered programl

Kumber of paragraphs of memary
requested (in decimal) are: {ent)

{Press any key to continua)

you'r2 being advised that a program is

fcontinted on rexf pagel
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Controlling the

about 1 &3 TSAL If this is a pregram you
trust (such az SideKick, or KBHIT, or 3
host ef ether TSR programs you've oo
lo know and lave), hen you sheud con-
gidering inslalling a *T=" ling in the
FLUSHOT.DAT He so fat future ng of
this pregram will net rgger FLUSHOT,,

Howewer, if you get ihis messase when
FUMFiNG & ProGram you don gink has any
need ta go TSA (such &s the proverbial
theckboek bazlancing program), ]
should be a lithe suspicious. Having a
TSA program is ned, in and of iself, some-
thing to ke suspicious of. But having oo
¥ou don? expact - well, thai's a diflarent
stary.

Mozl TSR's “hook into” an interrupt
wacter before $ey po TSR, These hooks
might irtercepl and process key sirokes
[*hotkys™), or fey might hook and inter-
cept direct disx writes temsalves. 1y zny
evend, FLUSHOT+ {in this wersion!) does-
N1 hawve the smarsts t do mare Bzn adviee
you of the TSA%Ng of the program. If
you're truly suspicious, rebool your
maching immediaiely!

If & program abempts 1o write disechy
i the intamupis which are reserved for
dgk wriles, FLUSHOT = wal also b kig-
gered and youll see something lke;

Clrect Disk Write attempt by pro-
gram other than DOS:

{Frem Interrupt (o)

Fress "Y" to allow, "G" 13 o fill exit
anty other key to fall.

where tha {xx) represents either 3 13
(indicating a direct BIOS wit to the digk)
o a 26 (indicating 2 drect DOS write).
AQEn, pressing & Y or a ‘G allows the
operalion to condinue, pressing any other
key will causz the opsration to retum a
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led status do DOS, and the cperation wil
not 1ake place. When FLUSHOT, is in he
'G' slate, a 'G" Wil appear in B upper
fight hand corner of your soreen.

If an aitampt is made to format yaur
disk. which may be a lagitimate operation
made by the DOS FORMAT pragram,
you'll 558 @ message such as:

Disk belng formatied! Are You
Sura?

Press "Y" {0 allow, “G" o go 11l exit,
any other key to fzil,

which dgdlows simTarly b the direct dak
write operabions. You should question
whather the fo'mat operation is appeopei-
a2 al the me and take whalaver acton
¥ Fink i best,

I ang of your profectes files is shad 1o
b weitlest o, youll 22 & message like:

Write access belng aHempted on:

(filename)

Prags "™ o allaw, "G" 1o go £l exit,
any other key 1o fail.

where [filerame) represents the file
youme Irying to pradect from fhese wrile
operations. Yaur red flzg shoud Ny, and
you ghould question why the program cur-
r2ntly runrng shaud causs such an QpaE-
asan.

You mzy also gee the same typs of
meszage whan one of your *Rezd-
Frobected” files is being azcessed:

Read Access being allempled on:

{filename]

Press ™™ 13 gllow, "G" 1o go Uil exif,
any other key Ia fzil,

. Agai, the same red flag should Ay, b
it doesnt meaan thal youTe infacled with
BoMme nasly virus program! I could be
something Rarmizss or intended. You'l
bave o be the judge.

Sumnrer J98%

Infection

Finally, you may sez 5 MEssasa lika:

CMOS has been changedr

Hit "¥" o continue, any othar key o
restore CMOS,

which indicatas thal your CMOS hag
been ehanged while you wereny waking
Or maybe you were: if youra NG &
gelup program whick changes ta dals or
the Ermie, or the disk tvpe altached i yaur
AT clazs machina, this mEstzge shoyld
Pap up. Losing your CMOS is nol f2z! b
Can e an annzyance. If you kit 3 T, then
the new stting of the CAOS will ba slarsg
and youll be abie 1o corfirce, wih alzrtg
W any other change to the CMOS Any
other Ry will result in the arignal seting
of the CMOS being restorea.

How Good s FLUSHOT, Razlly?

FLUSHOT, &5 & prety handy pigca of
Ccoda, Bub it can't absalutely protect you
FOM 3 WO No saftwara cETdn figl

Thers 2% ways aroure FLUSHOT+.
I'™m of ko minds abeot discussing them,
SN tha woms ou e are reading this,
lea. Sa Ml enly discuss them i [assing,
Ard Tl el you what | use hese i protac
Tyself from woms, Fire, thegh, & fitle
Sl0fy ha bed you what i's like hers, grd

xum =+ o
New York,
his BBS at (212
{2 ﬁmﬂq N
B e

Surimer JORE

o %m 5 o
mawhmww% EH% |

hew | protee! myssl o patling wormigd
The RamMet Suliafin Board Syslem
&% laun is open aceess. Mo nced ho reg-
igter, o ta legye Your phone numher or
address, although a note o fiat effect s
ahways arprecated. As merticned abevz,
| dzre the warm 1o try to affect the disk of
sorebody wha can fight back. A caupls of
WOrnS hzve tried 2nd | have 2 nice collse-
tion af Trojans and virgses: Ciougty, |

T FLUSHOT- 0% my bearg alory with

chatxing inceming fizs with CHK430ME,
My procadure for testing o Measy Loioad-
ed eodz invalves me doing a hackup,
wslaling &% sorts of software 1o riter
whal is gong on, 2nd dong 3 checksum
o7 all ‘s on the disk. | then fry owt &1 of
*a codi | e, primzriy ta determing of the
codz is ol high enaugh quality ¥ be pass-
&d, Alter tegling ou a7l of ha wiek's
Upicads. ! run the chesxsom progras
25ain 1 determiing if a0y of my files might
have been meddisd By 2 worm's vins p-
gram
Rezerdy, what losksd like 3 dacent it
L& giroclory lisler wag postad % the boarg
For some razsen fve ¥e! Iz datham, diac-
lory 2id programs seem 1n ha the oney
(contimied on nex page)

e

o -

[

. @%&%%
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about 0 po TEA. H this is a program you
frust (guch as SideMick, of KBHIT, or a
host of other TSA programs you've grown
1o know and fove), hen you shouid con-
sidering instalfing a "T=" ling in the
FLUSHOT.DAT file 20 that kture rung of
this program Wil rot frigger FLUSHOT -,

Howewer, if you get this message when
MURNngG & program you Gan' think Fas sy
need ko go TER {such as e praverbial
checkbook balancing programy, you
should be a lithe suspicipus, Having a
TSR peagram is nol, in and of isalf, some-
thing B3 be suspicious of. But having one
you don't expect -— well, Fal's a different
slory.

Most TER's "hook inte™ an mderrupt
veclor before they go TER, Thess hooks
mighl intercept and procass key strokas
[“rotkeys™], of hey might hook and inber-
cepd drect disk writes themsshves. In any
gvenih, FLUSHDT din this version®) dogs-
Mt Fave fhe Smards 5 da mare than advise
your of the T3RNg of the program. If
you're bruly suspicious, réboal your
machine immedately!

i a program attempls o wiite direcdy
o e intefupts which are resenved for
disk writes, FLLESHOTs will aizo ba Fig-
gered and youll see somathing like:

Dlrect Disk Write attempt by pro-
gram other than DO3!

{From Inferrupt (xxj)

Press ™™ Lo allow, "G™ o g0 bl exit,
any ciher key to fail.

wharg the [xx) represenis either a 13
(indicating a dirzc] BI2S write {0 the disk)
or & &6 (indicating a direct D33 write).
Agein, pressing & ™ or 2 'G' allows the
aparation ta confnue, pressing any other
key will cauge the operabion 10 refum 3
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faled status to 003, and he operation wil
rot bake place. When FLUSHOT+ is in the
V3 ostate, a ‘G will appaar in B wpper
right hend corner of your screen.

H an sitempd & made to format wour
disk, which may ba a legitrmate operation
made by the DOS FORMAT program,
you'l see A message such as;

Disk being formaftted! Are You
Sure?

Press ™" 1o allow, "G" 1o go Ul exit,
any other key 10 fail,

which folows similarly 10 the direct disk
wrile operations. Yau should guestion
whether e format operafion is appropri-
iz al he bima and fake whalgeer ackon
you think is best,

i ore of your protecied fies is about to
b writlen 42, you'll e 2 messaga like:

Write access being attempbed on:

ifilename)

Press 7Y™ 10 allow, "G" 10 go till exif,
any other key o fail.

whera (filename) represents the lile
yau'rg brying i prolect from these writz
operations. Your red Fag sheuld Ty, and
you should question why ihe program oue-
ety runing should cause such an cpe-
ation.

You may 350 &€ the same 1ype of
meszage whan ong of your "Razd-
Protecied” fles is Deing acozssed:

Resd Access belng attempted on:

{filenarna)

Press ™" to allaw, "G 1o go Bl exit,
any other key 1o fall,

Again, 1he szme red fiag shoud By, Dut
it doesrt mazn Ehat you're infecied with
some nasty vrus program! 1 could be
somathing harmless or intendad, You'd
have o be fhe judge,

Sumimer 1988
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Infection

Finally, you rmay sec 2 messags e
CMOS has been changed!
HIE™¥" to continue, any other key to
restore CMOS,
which indicates that your CMOS has
pen 1:_“.1.%_”_ while yau weran' igoking.
Or maybe you were: if you'ra rurring a
520.p program which changas the date or
the time, of te dsx type atached 1o vour
AT cless maching, this 3 message shauld
PP U Lesing your CMOS is nst 123z,
£4n e an anngyance. If you Rt a 'f), then
e new selting of the CAWAOS will be stered
&l youll be able bo conbnue, with alers
to any ather change 1o the CMOS. Ary
aher key wil result in he origing’ seting
of the CM2S being restored.
I_u____ Good is FLUSHOT, Rezlly?
FLUSHOT, is a prefry _.515_ pizce o
_H.m. But i1 can® ahsolutely protact ¥ou
from a werm, Mo eolsware can da that,
There are ways arownd FLUSKOT.,
e of o mitds about discissing them,
gince he worms ot these are readi ing this,
toz. 30 N enly discuzs fem in passing
And T el you what | use Fers 2 protect
mysalf trom worms. First, theugh, 3 litte
gy 10 tell you whal its ke T . and

hw | peolect mysed fram getting wormed.
Thz RamNsi Buletn Board System
site Frun is open zocess. Mo reed 1o reg
isher, ar to leave your phone aumber o
adcress, although 3 note o mal elegt s
alwiys appreciated. As merdioned above,
Fdama the werm o by 1o afes) the disk of
samehody who tan fight back. A couple of
Weims have tred and [ have a ez solec-
ton of Trojans and wrusas. Coviausly, |
rut FLUZHOT+ o1 my beard, along wilh
Chatiing incoming files with CHIK4B0MA.
My pracedure for Bsting out newly upoad
ed code involves me daing a _E_UF,H_
ingtalfing all sorls of software by manilor
whal is gong on, and dong a chacksum
o 2l ffizs on the disk | then by oud &1 of
the code | get, pimariy to determine 2 the
tads 5 ¢! Mgh encugh quality to be post-
ed. Allar lestng eut zll of the wezk's
c_”___“_.w_“_,.. fun the chacksum program
agz= o deterrming if a0y of my fles might
hiave been moddied by 2 wom's virus pro-
_....:_m_..._

Azcently, what laoked ke 2 decent it
He diractony stes was posted 1o te board.
For some reason 've yet 1 fathom, dras-
tery A programs stam fo he e ones

reondinied or next pagel

é%mmmﬁ more r_qu ation on F m?
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Your Computer Could Be Neut

which have the kighest percentage of
Frajars attached to them.

This diraclory sid program Fsted my
direciones in & wonderdul ree siruchure,
using diflgrent colors for diflererd fypes of
Hes. Nica program, When il exited, how-
Bver, it werl ot and booked for a dreclary
with the word “FLU i &, Once # fowrd 3
direclory with & malch in it, it proceadad 1o
iry [0 grase all of the tées in that diectory.
Antassall! Mo big dea!, That's what back-
vpg are ko

But it brings up 20 inlaresing point: |
was Hacked by a chever worm, and i
erzsed @ bunch af fikes which were pratly
valuabie. Al of the protection | had would
have boen for naught if | didn't ues Fa fest
lire of dafense Tem these worms: Ll asd
adedsate backup.

Ive gpend theee years of my lile daval-
oping one particular sofware package.
Irnaging whet woukd have happensd i/ Fat
had bean ersssd by 2 worn! Farlunately, |
make backups 2t least once 3 day, and
usuzlly more frequently than thai. You
Fhoud, oo,

Wow, | quaranling thal machire as
well. | spant & couple of dellars and
bought & bunch af bright rad Roppy disks.
Tha basic rule around hese is thal Red
Disks are the only disks tha? go intg the
BBS machine, and the Red Disxs oo e
e piher maching. You s2e, | know that
fhare is game worm cut these wha is
gorna find gome way to infact my system.
K3 maber what solbware protection | use,
ihere iga way around ik

You neadn't ba concemed thaugh --
youTe making backups on a regulzs basis,
right? And you aren azking for frouble, |
&m, | expect 1o Fnd i1, and it is sort of
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BMUSNg 1 56 what the woms out here
&8 wasing their effxis on

Al this paint, Trojans and viruses ae
becoming a hobby with me; walching wha
e worms Iy 10 0o, fouring o & way
defend asanst i, and then updating the
FLUSHOT serias.

However, e is a possibiity that the
FLUSHOT zemas (a8 well 25 other projec.
tion programs which are ust as valuasls)
&e Calsing an escalation of the terms of
this war., The worme out there are sck
ndividuals. They muas! enjoy causing the
damage fey do. But they haven [he guis
¥ stand up and achuafy do something in
person. They prefer to hice behing a misy
of anonyrity.

Bu wou kave tha ubmate deferss! Ko,
Nt he FLUSHOT « program.

Full and aooguste backuos!

There &re & varlely of very pood back-
UD programs whicll can gave you mareg
work than you can imagine. 1 uea tha
FASTBACK: program. which is 2 graat It-
ta program. | backup 30 megs once in a
whiil2, and do an incremental backup on a
wary frequent basis. Thera are a varety of
very good commerciz!, public domain, and
gharewars backup programs out there,
Uze hem! Beczusa, ro mater what soft-
WEE prolection wou use, somabody will
find & way areund it one day, But they
cam't find 4 way around yaur backups,
And, if you (&nd everyone £452) do reguiar
Gackups, youll remave fha only joy in Ife
Fese worms have, They'd kil themssives,
hopefuly, and gn endre subspecios will be
wipsd gut -- and yeull be paially resgon-
bkt

My advanc2 thenks for helging 1o
exlemiinats hesa Biis slimabuckes.

Swmmer 1953
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wailing (by dialing *70 or
11700 On the very next papfe is
a news release from Bellcore
about” deluxe call walling,
which -les about the newest
"mullitiered™ fealure Lo sus-
pend call waiting, As usual; the
liars wani 1o charge for a "new"
feature which already exisls.
This 15 iypical of the genius
mind of Ma Bell. T hope that
yvou will Hasirate thils abuse m
YOLUT SUTHINICT iSSUE.

Also, T have mixed leelings
regarding the quaricriy format.
Bil, as usual, il's worth the
Walf,

GH

We aclually did poind (il
Imjustice oul In a provions
Lesie, While @ tanl complelely
i lie {if secins somehaody did
fnuerit sometfiing a Wte bit di-
Jerent het 1_.#...”. Basicnlly the
same thing as the old =707, i
cerlammly qualifies as rislead
g Lhe pulilic,

New Falwell

Numbers

Dear 2600
h.d:w; got ahold of the new
Loll-fres numbers for Jerry
Falaell's All Time Ciozpel Hour!
They are 800-345 m.c.n.wm. arut
,_w.ﬂ_..”_-..u,,._w..w.u.xu.__u.
A True Bellever

Sumrer JUSR

SUMMERTIME LETTERS

IVs amaxing how poapular
(hese rupnbers are i fhe hock-
er weorld, We did a Hille check-
g (e ealled 800 infol and gof
SM-335-3388, Tlree loll-Jree
nurmbers! Soory. (sl @Y

What is Sprint

Up To?
Dcar 26040

The very day thal I recelved
your 3pring issue. [ also gol my
Sprint il 1 read your issue
first. of course, and [ didnt
touch my Ll untdl T read vour
littte blurk about Sprinl's
billing  system  in vour
"Happonings® column. And was
Iin for a surprise.

My bill was a lolal mcss!
Sprinl had donme twg things to
iy Lill us far as | could fathen
Irom the mess ponted on those
pages. 1) They had charged me
fur busy signal calls. 2) They
had chopped up large calls inin
4 E 5 smaller calls,

I called Sprint _.mr_: WAy
and had il out with the billing
persen, He gave me credil Tor
all af the: ane minute busy calls
[about 40 allogelber). As far
why they did this in the first
place 1 don know, 1s Lheir
billing computer really lhat
messed up that they can't keep
track of the status of a call?
They musl have alet of this
happening, becausec he EANE

fooRiinped O meii e
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te credit without too rmouch of
a problem,

As for the chapped up calls,
that's a differcnl mailter allo-
gether. He reflused 1o change
my bllling to make the series of
smaller calls inlo one big calls
I'll have to write the company
aboul thal one.

Here is whatl [ would like vou
puys Lo lhink about: We all
know about those thicves who
reprogram a hank's compuler
to shave off D] percenl of
all the accounds in Lhe bank
and drop il inle another
account for themselves, The
small amount taken frem the
individual accounts will be
insignificant for anvane 1o
ngtice, hut the toftal amound
can be quiic large. Well, here
we have a long distance com-
pany that is culling up callers'
long calls into amaller calls and
then charging the callers more
for the first minmetie on all of the
small calls, This amount is
s1all and T don't really care
abrout i, Bul if they're doing
this 1o ALL callers--how muach
are Lthey aclually making per
month?

Cray-Z Phroaker
Skunk Works

Whal you're implying here s

ble {someliting a ol of phone
phreaks wowld no doubt rel-
ishl)., Let's find out for sure,
Lel's all put them io the tast
citd keep logs. In fact, why nod
do @ for all of the companies?

If you have a letter for us,
semd it tor

2600 Letters

| F-0. Box 93

Middle Island, NY 11953

or send it electronically
wsing ouwr bulletin boards or
netivork addresses listed in
our staffbox.
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Tiog Wk i
LR R UL ]
Tk RES ZLEEEDT
TR EELELES)
Thidakrakman JEERI5]
Fwe'yy Tl a4 EEEY ERS)
Hadirn Debraid 1347742
Herpremd REZZ 47 4348
L= TR T 335451
Thot, Bz BES PR
kot L33 1k EETIIIE
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. X 3 o T WA G M B2 2051
i in_fact doiyg this, they could B £33 7207
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2600 Marketplace

WANTED copicd {dead) or alive!
TAS "7 & "D edoe. coursos, Casseito
tepe (TAT exclusivel, & fact shoots A1
4. Have any or all? Contast mo—will-
ing to pay good money for orig's. B
Barton, 84 Daphne Cres., Barric,
ntaricr Lad 2Y9 (F05-F -0 170
WANTED: All rewer hardware von

fird a rnuast bo quickly get rid of..

Froduct evaluations are welcomed.
Alzo looking for Techaics 511200 ard
any information related to pirale radio
tincluding slories writlen By ex-
pirales, grovps, cquipmens infurma-
thon, FOC) for @ write-up. David Jon
Hyams, E 9[1&... ,
mw.:._.w..:ﬂ A,
Apt 111,
Spokane, WA .w___mn_mm
QR Marketpl
SELLING S&F "]
COPIES  oipOif

A h b i g
Holftman =
"Steal Thig s e
Bk, §7.85 + a2 shipping & handling.
Marco, PO, Box 1211, Westerly, El
(289

FOR SALE: Ullimate blue box, Derry
Electronics Model 3124 trunk best s,
has rotary diai/MF kevpad, morilos
speaker, Uses LT oscillators. VERY
stabde. Can be used 2z S phone when
head fhandect added. 8250, Wrile:
Testset, 6715 Eberlein Awve, Klamath
Falls, DR 97803,

WANTED: Any hacker and phreaker
software for 1BM compatible and
Haves compatible modem, I yau dane
selling or konow anvene who is, send
teplics o AL Moon, 25 Amaranth
Crt, Toronto, ONT, Canada MEA 207,
WOULD YOU LIKE TO MAKE
m__u_ﬁ..__”_"l.. MOXEY? Big rmurey? Sond a
Blsiness sived 5.4 5K o], Cruféy, 408

Numimier TUAR

? This iz the placel The

Michell 58, Hidley Tark, I'A 19074,
This plan is completely LEGAL.
QUALITY TAP KEPRIMTS.
Complete set (#1-91) punched and
bound. High quality copies with all
special  supplementals. 375750,
shipped U5 or USPS or 59056t
ehipped Fredoral Express. Money
ordars anly, pavable to Joff, TG, PO
Licer 1515, Cidumbus, ME 652011515,
WAMNTET) G-file "Botter Homes ard
Bluchoxing Part 2° by Mark Tabas. ¢
anyone can provide & hardcopy,
please serd it to JRE, 1447 Graber D
Cloveland, OH 44107,
on o AP BAUK
Ane yo ISSUES, com-
¥ 7O plote sot Vol 1-
0 &0 of
QUALITY
ccopies frum
criginals
Tnecludes
sehemalics ard
“indexes. 510K
"5 o1 First Class Mail
Cash /MO senl sarre day, checks Lo
Pute G, P.O. Box 463, Mt Laurel, &)
(54, We are the orginal; all others
A0E Cpies!
FOR SALE: Cidatp Microline G2 pur
senal printer. Includes manual for
instructinns, Hardly wad, Make an
offer ard iF it's reasonable, [ will Pty
postage. Mate Kelly, 310 I=hell,
Howell, M 45343,
2600 MEETINGS. First Friday of Lhe
month at {he Citicorp Cenler—from £
to & p ot ehe Marked {alen knoswn ps
the fobby with (he tales whese all of
the weirdos hang outl. Located at 153
Bast 53rd Strewt, Mow Vork City. Crpme
by, drop off articles, wsk questions
Call 314-731-2800 for =till rrore info.
Deadline for Autumn [sswe: B/31/ES.

=
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