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monitoring phone calls

This podilic donnam arficla, written a Coupie of
ears haoe, was oblaiad o ARPANET. )
g0 inf fectvicgl delad on receving musroweve
Iinked teilephone convarsafians osing
comaiiondl a0 widely aveilable ham sarsiine
equipment andior plain saleffite TV mogiving
equsmand, Qi Hatks 1o the subsonber win
sant i i Regeetholly, we dond know who
anginaily wrole the arigig,

Wow thal Congress has chosen 1o atierpt 1o
pateh a massive hole in 1ka secunty of
communicationsinthe U5, with a badly dratted
baw That dees net seuire or even encourage
caTiers b1 implemenl solutions ihat actus hy
increze 12l security, | shought | would repost an
ariice |'wigte a year 500 abowt 3 TERN ot of
Ewe real probfem. | hope by 50 dong 10 remind
everyone that even with a draconan law in place
it & stil very easy to intercepl many regular
Tefepnone calls and data cinuits,

Katking m ihe Electrnic Communications
Frivacy Actof 1988 requines or éven part cllarly
BNCOUMAQCS CATiErs 1o ncrease the sacurity of
radic of satallite lirks. Lsleners who get canght
can be purizhed, but nothing has boeer done 1
make listening harder

The knds of intercention | descrbe are now
kighly illagal under the new law, bit the
E:E.ﬂ: required is very widely avaiiable (and
has imporkans legitimale Lees that make a ban o
=al2 of possassion very unlikely) and the act of
._.__,EE_”_"......._._ can be carried out in tolal secrecy
a¥l g nearly impoesibie fo celect from g
dislarica. The juetice department has stated thel
they do not mtend to seriously enforge the radio
portions ¢f the lzw which have been gererally
reCugaized 10 be unentorceabla even Dy tha bills
Spansors, 50 the law. while dracoréan, really
won't have much of @ deterrent effect evan as
respects casual listenes, And cesual listenars
are nak the read problar,

Yes, it is possibla, a0 nat even viery dhificull

SOME VBArS ago it was poinled aut thal B2
percent of kng distanca telaphione tnke went
Ly ground based microwave. Asd waile s fong
distance calFiers have been working (Under some
peessure from the N5SA ard Whita Hoizg) to
Convert these circlits 1o optica! fhess or 21 kst
vocxel cable thane are s1ill marny routes that e
micrewave of satellite hope. 1 dont know o
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ExEC] Tigare ot Lk of would Do reasorable o
Quess that el beast 40-50 percent of oy
diSIAnCE Lrunks incude a mcrowave of sald it
hap. And some 75 percent (approxmately) of
lovg Pl microweave relzys Lee fha 3.7-4.2 G
band which is readily recefvabla by a TVRD.

Most long hawd micriave systems use FM
risdulation and frsquency division muftiplexing
(FOM) o single sdeband suporessed carisr
WOnoe channels. Same satellite systems also L
tis modufaton Unforlunately, FM-FOM-55R
middlaleon is quite sasy to receive with simple
ad widely available equipment. Becoverng the
conbints of a specitic channel i very pasy, which
0Pens up the posgibdity of men'tarng random
phone calls ta & spacific graup of destinalions or
monitoring specfic private live data ar voine
cifcuits which are assigned to a multiple sl
for bong periods of time)

The guistion of whether a TVRO could be
it phone conversations fas bes rzised
o thenet. The arswer is thatwith te additan ol
a stzblz general coverzge sinnle sidedan:
recedvar {auch az an ICOM R-71 o 2 Ketwiood
F-2000 or the receiver saction ol a moder
‘ransceiver) commectad 1o the unfiltared gnd
Lrciamped it outpLt (proided far connecting
steren actagters and descramiblers). a TVAD car
08 Used fa listen 10 FM-FOM mulliplexec
ltoprione signals from both celestal and ground
besed soures,

Fudinegr, with a stalle down Bk down
carserter thal carverts o the UHF TV band ar
ong of U stanrer type raceivers desgoed 1
cover 1is band, ona can alss receive some of the
single charnel per caTier |SCRC) signals tha:
carry telepiong Circwils Lo more serate places
(2003 with nebaars radio fssds, Marge and
variols broadsast dasg services such gz the AP
il UPl news services). (Some signats ave
Cillered &nd reduire some fom of closed loog
AFD o receve tham.)

Thi= wuberabilily fras been well krown 1
ety circles far many years, bl as the
nurrber of Ty RO sysberns has icraases toows 2
milfian, the prebleT assumes & somewhz:
Cilfarent perspective. In 1978 Mite estiTated
that it would cost 550,000+ 0 intescent
rickwae tefeprione calls, and wad reouice 2
10 foaf def. In that era 2 10 oot gish would

TPy

with a TVRO

allract much attenton. Today cne can buy a
TWRD svstem with a 7ok LMA and an 3-12 fop
dishi for F1000-31530, and a'mast robody will
gwe The syion a second ghatce 35 TYAOS are
porrnonalzce. A 75 LNA beals L 10412 do
naise ligure recerver that Milre based i
calcusations on by a very subslantial amount.
And the carrent generahion of camautes
contrallable gererd! coverage 388 racsivers ge
much chesped disrultiplesing devices fhan [
synithizsiog 30 selective walimetar that sesmd
neveEssany 1976

“One should not preswme
that a long distance
telepiome call is privare,

The exiztzace ol all these milbars 0 receivers
il can pick ug both celestiz! z0d grovung-based
eepbone coouits means thal ane should sol
aresuTe (2L A g cetange felenbone czll s
prvate A riors rportart [ecase they e
riach gagier 10 find in FOM complexes | rodody
shjald assre has a privete leased Lne 15 eeeore
(Rless dhe bang distance camier NEg speally
rauled b via lighiwave [TiEn moe secune) or
cidwial cable {somewhal Mo Seoare for ids
ertre path. {Oheicusly comenbional wiselaos
alzo have 1o be congidered 1 Liers iz some rezson
t3 beligse thel sore individual ar crganization
M4E @ Sl encugn ragson o bR rlorested in
YO CORVTLNICET NS B Lake Lhe risks ivolved
F1 actuzily physcally tapping wour fnes. )

Bickpround

Commimicetions satelhles carry - telephare
Iraffic-in saverg! fommats, The prircole Fammats
FE
Malti Channgl sysiams

1. FOMA-PEK-TDM-PCM,

Used o anumber o Lansoonderson 4 and 12
Ghe =atellites  Hegely vsed by privata business
for tie lines @ other leased 2 services,
ATElETes mixed with dzta. Quita secume
enttrypled. Hob egsily irlercepted by private
individigls.

Z. TOMA-FEK-TOM-FCM.

Used on SBS (12 Ghz) saledlites as e
arinciale access lechnique. Therefore SES
Skyhne servica and some M senvice (they ars
rw edh cwred Dy [BM) 5 protecled This way.
Uzed alsy on some 4 Ghe trarepanders. Very
arfficud L fon peivate nedividuzls to intersent evan
Ael encrypted. Some circuits are encrypled,
sama nol TEMA = felt do b2 the heavy wee
zatallte access Jechiigue of B iuviue as it
afters vary elficien 4 use of srarsponder power znd
dyramic zllpeztion of svslem capacily 1o hase

ks which &g curently active. When combined
il enesryption it is quile seourne.

3. FOMA-FM-FOM-E58.

Slentad modufation psse oo almast all
terrestrizl lang haul 12 ephore microwaye
vrreuits. Used a0 sevesal 4 Gh2 domsat
fransaondess and mast clder mutts channel
Intelsal hnks, Widehand FM-FOM signals canbe
ity received by stzndan TWRD receivess, and
an sceizial chare can be easily pcked oot of
The mutplexsgealwiln a garden vaiely genegl
rverage B50 corrurcatiors receiver. Vary
esasy 100 arvile irdrviduals to intercepd

4, COMA-TOM-PCM. rtherwisa knownm 13 spread
Spacium,

COMA o spread spactram Jechnigues ane
vedely used an military sgicom bk bocause ol
their secunly 299 résislance to jamming.
Iiereeplng and detoding well desigred secure
saread spectium Sgraks ks ooyt even for lange
wiel! 2quipped inieligence agences, Daoodng
zame of the commencal spoesd specinem cila
signals can 32 accomabshed by a privale
ndividiz with the righl egquiprens, but s
ricderataly diffoul;

Single chanel syslems

B. FOMA-FM otherwisa mpwn 25 SCPC-FM.

Sing= Channel Per Carcer s used 1 2rarsmit
e sirgle abFM Eelephons chamil aetween swo
prntz, A Faissonder caries mary sk FM
CaTiers al one trme. Fraquencies usel arz olier
COORdinates by a conirak slation whan the call 5

se1 g, are Ay aney beusad dor she deration of
thiogall, This technique s usad tor
corrrunicatons with serigse pades It rrehy
reed Toce 1an a few Crowls 2l ance. fan ba
elativaly ety irlercepted By 2 wide nand
sarndr conrecied 1o a vary stanle Bock down
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monitoring phone calls

converter. Easy for privale individuals (o
iniencani

= 6. FEMA-PCM, ptherwisa lowpwm ka SCPU-PCM or
= SPADE.

This techrique is the injemational standard
= Intelzat method of establizhing telephons
= conneciions betwemn places thal don't heve
mﬁ...u.ﬁ_._ traffic to witrrant permanently assigred
% FOM trunks. Each direction of sach telphone
£ call is gssigned a channel by the central controd
= slation, Satons transmil 2 PSK keyed carmies on
EHH_ charnel for the duration of the call. Each
carrier containg ane & Khz sampled PCM
bitstream along with some e cormection and
evnchronzng bils. As far as | know encryption is
not used. The signal can be inlercepled by a
sophizticated individual dut inlercepting it
requies @ rather kange dish 2= the effective
raciabed power per carme & very much fess than
pomsal SCPC camiers wse. A fzw donkestic
gateom SCPG users wse PCM, probably with
sorme fomn of encryption. Hard for & privale
indevidual to intencent.

T. FM-FOM-FM [Subcarriars on Vided Seds].

Az miast TYRD owness discover, many of the
widen Feeds conlan addtiong! suboamisn thal
camy unrglated or tangentially relabed maderial,
Inciuded among these are cue and coordingtan
channels that may occasionally carry talaphona-
like: conversations. There are no regelar
Lelepnong Cirsgils on vided subcarmiers however
These subcamiens are Livially easy ta intencept
2z mosl TYEOQ's have tunzhle zudio
cervcutation.

0On FM-FOM-538

Al it takes b rectwir FM-FOM-55B sagnals is
a suitabla wideband FM receiver connecied 1o a
slable general coverage SSE recafver that funes
b frequency range uwsed for the baschand.
TWRIO recaivers have tha comect handwidlh for
many such signals and often incorparate
praovisions for IF fiters that can be wsed o better
adapt the reteiver o the rerrow band signals
fned on some transpondars. And modem penesal
covarage 5B receivers and fransceiver racehver
sections with synihesized tuning, digizal
Irequency displiy, and nzmow IF fillers ara well
suited 10 recovering the audo on a particular
charnal,

Listaning 1o FM-FOM-3SB sonals can e
aozomalished by tuning the TYRD receiver fo

Page & - 2600 Maoparine
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eiter a satzllile transponder camynd an FM-
FOM-350 signal {ihis may imvalve rastricting
the IF bandwidlh with a2 filter as some
frarsponders cany mone than one FOM-FM
sqrzl). of ponting the antenna &l a reary
teTestrial ricrowave fransmitter and boning the
MeCeiver for masimum sqnal,

Orioa the FOM-FM sigral has been wned in
the single sideband receiver can be used to
32300 the bassband ({typically .3 Mg to 6 or B
Mhz} for telephene conversations. dala
trangmissions, ad other private line cinuits
Individual charmels will zppesr a5 5B o LSR
sgnals al precas 4 Kbz intervals, In fact, the
while baseband & arganired e 12 chamnel
groups, BOD channel supergroups, and 600
channel maslemgroups accorfing 10 & standasd
frequency plan (the ATAT plan as usual is
different from the CCITT ane usec
insermationaliy].

“Nothing in the Elecironic
Communications Privacy
Act of 1986 requires carriers

1o increase the security of

ra

radio or satellive links.

Mgt charmels have completely supprossed
cartiers, al:hough certain chermes will ssam 1o
have e carrier &1 Bem (bt saghtly ol frequercy)
which iz something catied a pilot fone, used o
mantor Circlt contineily and cordrol overali
gain. Depending on bow archeic the fefephore
rurk equiprEnt 15 on 3 particular ek, i3 may
have & 2E00 he 5F signalling jong in i when itis
1 which is dropped when e channe is s
for a czll. Tanks which wse SF sigralling also
aften Lse MPKP [ruiti-requency key-pulsing—
te famous blue bax version of e Ealing) 10
pass lEepbong numbers o0 B the destnasion
swelin. More macern tunks wse CCIS (pommao
contial ineredfice sigralling) which is a packel
retwork replacement for the eadier g less
sacurz in band signalling [hat uses separste
sigralling chanreks to carmy all the signalling o
all the burss na trunk rote,

Dervinusly, 2 single signal Lsually camies only
feal! 3 teleabons conversation Soi1 s necessany
10 wse two receivers and TWRO'S to pick up bolh

ﬂr ". = i

with a TVRO

m__..._ﬂ o the call tlesry. Reveiving bash sides of
{grresirial Cirtuil 18qUeEs 3 suitahle locaton
where: bath dirsctions af transnession G o
ﬁ___uﬁ___%_ wehich LEsally mears a site in bng with
the micrmwEve path. Sometimes both directions
of franErnssion from a single rpealer sle can b
moritorad by & very nearhy {less then z couple of
il | recenver. Many talaphona trunks have low
enauy echi retum Joss 50 that beth partiss can
ba heard even when moniioring only one dirgction
of rrarsmission, 500l ouite pessibie 1o slen o
bath sdes of st cararsalions wilh anly tre
receiver. Boihsidesaf 2 sztedlita FOM oyt can
caually B¢ dound on e sare bed bul an
cpmetimes mob, &nd sometires rot evenon FOM
satcon &t 2l

In geareral, perficulary on remestrial signats,
2 1he chanreis in a 12 charnel group orignats
e bemirats at the same face. The groups and
supesgroups 1hat make up a masilargsoup
Peresrvet Often onginate fror several diffesont
pacas, Derpodulalon b besebard audo s
pererally oong as few Tmes as passiale on g
itk o privele ke orout thal conects fwo
praces, the 12 charnels of s group are shilted 10
various freguencies wilhim the Seseband of 1the
ciiferent satedale, microwave, o coaxizl cable
FOM sgnai thal cary if b its destirztion, bt at
least with cider muliplexng eouipment 1he
granularity ol routing resobition & wmaally 2
group foccasionally kalf & goougd, and &l 12 ol
the: channels in a group usuzlly end up
derdulaied oo audia atb the same place

Chanres withn & group &% assygred o
VAMOUS PUPOses. S0Te may caTy Lelephone
FURS, sope may camy prvale Ine dasa, some
may camy privale Lunks thal belang 19 large
COTPRANies, 20 & cerLam percentane are reserved
Tor pse as spares. [ has lrg been telephone
OOy praciice te rouie 018 felephone ks
Debasen Den swilching cenlers over several
different paths fo supply redundancy i the evens
oe path {2k (and 20 to maka it harder to
ntereent & paricular call betwesn e tan
ewitches), This mears that any given FOM groop
ey centair trirks from several giffanent trune
orougs rathes than amtaining ai the drarks frons,
For escarngle, Chicaos 1o West Bend.

On PSK TOM

The most secure fechnique in commencial

sarvice, and probably the lechrague that witl
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predaminace on sarzllite lirks in the fuloe, @
1Ok PCM (1ima division muliiplead palss oo
rdukation) eilher paase s keying (Lsually
QPSR a clirudus Canieron 3 lansponder that
may have several such carmers onil (FDMA
frequency civision meltple access) or keyng &
single carrier 1that occupies the whale
Transponer in bursis uan_wm_q._ riead S0 g L el
cwaslap other camiens from osher s1atans that it
shares a Lrarsponder with (TOMA=1ime
divison mutipk acoess].

Te‘epnone tralfic an TOM-PCM links is
samplad BN tires 2 second and converzed inta
& 0i1 birany values din a 5o of fiagting point
et calied A-lew or U-law compandng that
greatly expards the dymarne range Iroan soliest
ta buidest that the channed will handlz) . [Thers
are ciher digleng standande used on saleliite
phorg links bat the standard T carmes—D
channgl bank is widely L=ed.} Some numiber of
thesa channeis Jaften 24) are combined inta &
high speed serial kit stream (pften 1 554 mofs)
by sending ore sampie fom eaxch chared in
gerizl form as a sling of & bitg foflowed by &
sampde draen dhe nest chareed and 20 larh.
Hometimes this compasita Dit stream or Be i
giream ir individual is encrypled with a DES
chg, Lror corricbion and Iraming nts ang
sormeiies =petial cantrol channal bits are
added. This digitaf bit stream is fhen scramolac
s it bz mare predictable tansition stetstios
att itk or ma DG componerd) by 2 loesr
feachace shify regisser saquence, The resuitan
bit stream s usad o PSK modulate & carmie
@l &= upliked fo the satellise

Rereiving inese FOMA-FSE-TOM-FCM
Cigeral Iransmissians requires compiex BF
miedems, & large enowgh dish to gl an
acceplaile signzl {o noisa ratio qand BER), and
af ben requines kncledge ol DES encryation keys
asad (unless you are 2 major intelligence agency
and can breas DES). While some =such
ranamissions that arent encrvpied could be
migrcepled by a saphisticated individual,
partizelaty ore who had aocess o the RF
rde & mullipksiag hardwate used by the
subainibers, e peduired exportsd S ordes o
_,E;.._.E el Lhan U roguired b ndecepl

FR-FMO-558 gignals and 1he egquipnent
ez i ospecahzed and rol widely avadabie.

shecoders lor TOM-POM bitStrears coukl e

2ielht Nlapaziee FPape 7
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monitoring with TVRO

buill by a sxifled persen from avarlablz chips
relatively easly. but the PSK high speed A
rodem techrieiogy used wiuld ot be easy for
even - d - skilled - person - [0 duplicate withait
stbstantial respurces. | Prosumahbly few if any
tasual listeners intercept TOM-:PCM radio
CingiiEs; the ondy lisleners bo such branamissions
- are the intelligence agencies ard pariaps
industrial spies who can afard o buy the
retessary Eﬂ}EﬁEﬁ?E Feir competifors'

i  LI5ETS Ol 200
Inks are encrypting than with 0ES (whigh s
relatively easy as the information is zleady i 2
digital format).

TOMA-PSE-TOM-PCM signals are much
marz comples than most FOMA-PSK-TOM-PCM
signals. This s natwal snce all raffic i
ransmlled . by having cach sfation on fhe
neiwirk transmit a burst of very high speed [{ere
g:_._.“_.ﬁ__ﬁs nan assioned e Sot roynd rebin
tashian, Inciuded in the burs is all of e traffic
that station has with every other station on 1he
retwock. Every other station montors gl the
aLrsts From statans it &= b convrunicafion wit
And picks ou1 the chanreds that comespond Lo iss
moanng teffic. In maty such systems, urst
lengths and time slots 2 dynarnically FRned
by & master ground slation computer g: cals zre

z
3
:
o
o

(Cerineed Fromi pase 1)

We'lre happy to aanource our affifintion
Willt argdher compuier bulletin bogrd
wstent, our third fo dote. ft% locafed b
Columbus, Nebraska and can be reached
24 howirs a day af S02-554-4518. We
expect fo have miove 2600 fuellctin
Boards on lie by the sonmer,

We've also been getting g lor of
POSTTVE Presy respovise in dthe past couple
_.”d_.__qx_.__uhhr? incleding o spod on @ mose
incredible television program, Netwark 7
ot Englands Charnel 4. This program
aughl fo be seen by every reporter i this
COLRiry Wi Warls fo do o slory on
conrpreter hacking. fnstead of tooking ot
the “problem"” of hackers and whot they
coneld be doing fo you in the same way
weve seent hundreds of fimes already,
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setupand lesminzted. Each station is capable o
rCEvIng ant cecding the bursts transy | Lad fry
every other slation it talks fo, 5o the channelz
n;”.ﬂfm.ﬂfﬂ_ﬁ___‘ could manitoe much af or alj
G T paing Ehrplon the Tansponder,

The Eﬂ. fomiats are corplex and contzn
ETOT COMmectinn, slalus and contral chammeds, ol
s2hup chanrels, and =o forth. Ard the bursts are
scrariled just &= 0 the covdinuous cares TOR
Cap. Infercepiing and demodulabing such 3
sigral waud be a rajor 1azk and s probaily
stmetning that has only been dane by
intelligence agencies) by using perverzd
VEMSEINS O the gound starion Fardware anr
__._up.,d_.,_w. Lesed by the system 19 addition to the
compeenly of the task of soming aur the digizl
infoation ad fisdnig the righl sime ol fram
¥E right burst b retrieve the chiarnal of mteres)
e very figh spesd fast iocken R modems usad
o demodubace the bursts arz fhamsehves o
trivial devices | suspect that even pervertiog -he
firmware i@ legititate graund tenninal s
COMplex enoUgh so Al N0 private ndvice
Couh easily anoormplish it without access 1o a o)
of debailed nor-published information such =

F0urea of the frmwarz and precize details of te
protocol 29 burst formats).

the producers of this program lpoked ot
e posiifve aspecti—ihe gelveriinre,
tervirgination, and biteligence imolved. It
wasr 1 just that they gave fackers a
POSEhve Enage—they weed their brains
ard created a diffecent way of viewlng o
fapic, That's sormething we can all wie a
Bt rcwe of. Cher thanks o Foke £ rake
Jor migking this possihle.

{t’s possible the press iv finaffy
growing up and realizing thar facking
itvalves 5o mrach more thian slocironic
bandirs. Ft's o sywebol of our fimes and
one of the hapes of the futire. If thar
soundt crazy fo you, wander through
oier g gy £ By St fo make
SERAE,

by WM Bury

a5 2600 has publizhed indonnation about
various 2spects of UNIX ard its cousns, my
Sttituce has been more of ks ho-hum as | had
fittle inderest in these systams. When | saw 00
the back cover of the Nowvarber 1957 and
Decerber 1987 ==ues that there was some
material o0 YMICMS, my irteres! perkid up.
That's a system hat | know and iave, as | have
bean wivking a5 2 WM syste programmern for
many years. The atick rakes it obviols ke
that “Lex Luthor” et &l has only & superficeal
knowiedge o VRICME, Fwould ke Lo fake iz
copariunity 20 fill in some of the gaps and give
ZEOTS remdans A Mong complete piciure of WM

Comeets o Parl 1

A few general points 1o start:

» There are w0 ovpes o VM systars. The
first iz usually) fashy smadl, Typically onan BM
4331, 4341, 4361, or 4381 They are gereczlly
pnmodified and tend o use Lhe BM detali
names for systan wseds and olten passwonds,
Unbess wou work: here, crackng thess syslers
will be difficult because they usuily hava no
data eornections ko the auisice word.

o The other general class of WM system &
{zirly langa, unning an a CPU such &5 a 3061 o
0. These systems ana often madidicd, bath o
pravide furctom and security. Some ol {hese
miks & deseribed balow. Mary of these mods
ara passad aroung a1 conferences, wockshaps, or
by-a conlerercang (BBS) system which will
TEmain rameess)

w - The VR sysbor ko (lse 1o modification
betauss most of the =ourca code is detribulid
withiit, Fora kong time, [1BM treated WM &= an
orphan stepchild and tried o bury it The wsers
WOk et e, and 1BM finally recognized it
35 3 going system. WM has ndw passed hrough
eleven releases, and the twellth has been
arrncad.

& WM [or CP, tha two temms ere olien usad
irterthangeably] is ot an "operating systam”™ in
1he usual sanse ol e tern. Yoo can nn s’
processes) under it Bather, you ron agerating
SYSIRMS LNGer i1 and 2ach user nuns &n operating
system. Each logged on user gets 2 “virual
machng” 1o ren his operating system in. Each
wirligal mackne has a CPU, mamony (starage],
dizks, 1apes, and unit recond {card or prinier)

'VM/CMS CORRECTIONS

oewices. Bome of these comespond tooreal
gevices. and others arewrlual | A virual diss can
bz represented by @ small partion of a real gisk.
Lrit recard 15 usaally “spocled” todfrom dsk
Mpst systeme these days hawe no real cand
eplipmen and the virtual cand equiprment allows
data Lo be passed betwsen users &= “cad
images” (B0 Oyle reconds). Adl functions thatl
wodld be bulloes, dighs, o ligiis on & rezl
mzching are represenled by query or set
commenies B GR i 3 wirtuat machine.

# CMS 5 2 sirgke user inkeractive cperating
system that i tzilored to e very weli Lnder WM

o (ther operzting systams 1hat &e allen run
wider ¥M e baton systams such e MVE,
DOSAVEE, or V51, These can run both batch or
nberaciive syslems sicn as T30, CICE, ICCF, ar
obhers, {See the csosson of DAL below.) A
second cogy of VM ca mn under YW and this is
oiten used to test modilications and rew
redesases, Basacaly. amyshing that can be run on
the real hardweare can be nm under VM ina viriz
maching.

# WM natively supparts three fypes of
teeminal Thesa are 3270 dieplay (CRT, widi)
tesminals {in many flavars), 274103767
{ Eyperariterlike tamnirals). and ASCAL tamminals
suc? a5 the |BM 31, TTY's, and ASCI CRT's
[ach as the VT-103) in e mode. & PG that
arulates are of these cen ako be wed. To
sapport ASCH CRT'S in full screen, a pratocal
corverter is neeced. Baty hardwars ang saftware
versions of protoced converters arg evaitale.
Thege make the ASCIH CRT ook o the WM
sysber ag of 1L were 3 3200 teminal, Various
ESCADS SEGLENCES & used [0 gimulate 3200
Furciions that the ASC1E CRT may not have,

Ta cover Lex Lidhar's arcle pont Oy pairl:
('whien | refer 10 commands. | will use the |BM

standard names. Some installations have _

mexiied these names.)

e Whik it was l3ie in coming. WM has Fead
ceiling hielp dor some time. 11's show, its chorsy,
bt iv's thee. Bater "HELP HELP 10 pet staricd.

e While the sysiem is somawhal
curnbersome, That's manby becaure of the wealth
of fumclins available. 11 you foung i1 hard o
learn, than ecther you didiml basie the manuzs
that & neader, or you hat a poor teacher (o

Mpriveg [958 2k}t Magazine Page 9
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VM/CMS CORRECTIONS

bith). VMICMS i just Lo big b pick up on your
e withou s0me puideancs,

o | won't cormmedl on the acranym list except

T say that it oaly scratches the surface.
o The “." prompt & only 5260 loging on via
ASCH termiral, and s a “po ahead™ signal
b ether tarminals suoported by WM can have
feir keybaands locked by WM. 11 can be furmed
. @A comrmon medification & ta replace it,
sometmes wish a "bell” cheracter.

# The “VMI370 DNLINE” prompt (fallowed

the list of accepdzhle commands in newer
versions of YM) iz the only 1BM-supglied
connection prarmpt. It is often repiacad by the
system of corpany name. The olber conrection
responses Lex mentions are from front end
procassns OF netwarks, and preceds the achual
comnection 10 tha VM system,

& Whila zome other [BM gyslans da require
i, it s nodoomect that wserids (or passwonds or
EVEN COMTENGS ] in VM CMS have to s2ar with a
lettar, An all numens wsenid or password s vald
(but not commonly used), and the "national”
chzractans 37, S@T, and “F can akeo be weed,
Certain characters are used as editing
characters. A pound S99 (*#7) is 2 logica! line
end. It can be used 1o separate multiple
commands o data lines entened at ane time on
one tenrrirel line. Anat sign {*ge”) @ a character-
dedete character. One or more a1 sigrs will delata
the zama number of previously enterad
charaCliers, perhaps saving the relyping af akong
lire. For exampie, if “asa@hc” = entered, it
w0 be interpreted a5 “abe”. Far total foul-ups,
the cant sign will telf VM 1o ignone evarything ta
the keft of it 5o you can start agan. For ASGH
termingls that don't have a cent sign, tha WM
SYELem uses the feft souare bracket inssead, And
whit do you do i you want 1o enter ane of these
Characlers &5 data? That's whers the fourth ona
corres nte play. | any of them is preceded by &
double quote, te character pair will be freated as
& simle data character; i e "% will b tregted 2e o
pourd sign without beng usad a5 an editing
character. All of e can be changed to
whalever chargcter (el A-Z o 0-9) you wish or
they can ba tumed off. The characte-dekta is
oiflien set to 2 backapacs character if th berminal
Fas that key (most 1BM typewriler tarminals
cor't). The OUERY TERMINAL® command will
display the curent settings af these characlers

Page 510 250 Mogazring
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as well as show ather mlomation,

» Some VM security packages use a
pazsword up o 24 charachrs bng. (Move on
ther tater.)

® Lex is comect that the only comently used
I8 Jagon qualifier is “NOIPL", bt others s
as termanal Lype or 2teing the virtial slorage
28 A common mocs. An obeolete quakfer of
"MASK" psed to be usad 1o tell VM to type 2
mas (overprintad lines of =™, *H™, and "S7) 50
that when you typed your password over the
mask, i1 coudd not be read. MASK i now the
default, and will be ignored if enferad Mot
larger m=tallztions e (e password supprEssmn
agdion.

® Acommon mod i that i an invatid usend is
ertered, prampl for tha passwont ampway, and
then rejest the zttermpt no matierwhat passworg
i% entbared.

# Messanes waming of exceeding the nvaid
pazsword thieshold &e sent fo the system
dperator andser the system securily
administrator. It is a'sa recordad in the systir's
jouma! (accaunting) file

» Thereason that *BONEHEAD" (fousa Lex's
exampie) is “rob valid belore logon™ i that
beczuse of the exlenszibility of VMICMS,
BONEHEAD could very possibly be & walid
cormand, either koea! to one user, & group of
Loars, ar systamwide,

o [nalarge system, ilwill ba veryunliely fo
find arry passwords that & the same a5 the
userid, or arg g1l &t the [BM-supplied defaulis
Many sacinity packages force 2 wser 10 change
Fis pessword al ragufar interve’s

& Just becarse wou see g osenid, don't make
any assumplions about what it does. For
example, & lanpe Arnerican Lnfversity s a usend
up and numing which is the name of the security
package they u=e. 1t's a dummy, and the seewrity
package aclually uns under a very irrocent
LEETH

& The DIAL commard is wsed when the
cperating system anting maviriuzl maching is a
mutti-user system sweh as TS0, CIGS, IGCF,
anotner copy of WM, ate. DAL establehes 2
oonnecLion betwaen a real temingl, and 3 virbual
port defined for the multi-user system. Security
in this casa is tha respansibility of the multi-user
Syslem, except that zn available maod requires a
pazwird o do 2 MAL, Oiher available mods

feanrined on pae 1°)
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fonce specific real Lemiras to cornect only o
specil porls (or port groups).

* A message 1o the operator as Lex suggests
il Brring the secunty adiminstrator down o wou
i Fary systams. In most WM systems, the
cparator could net give vou D passward, as he
has N aoress o the deecloey. In many lamer
systams, the OPERATOR i {which dossn' have
1 be called OPERATOR) is disconrected ard is
anaing a progrem called FROF (FRogramimed
OPerator). PROP will respond 1o roating
messages, &nd rdleoihers 10 “agical operatars”
sLrh a2 disk operaton, 1Epe OpRmENON, OF SECLrity
adrrin.

* 0On the monitarng and recerding of invalid
and privileged oommands, ths is avElable a5
pal of standand WM, Bacawse {he VM monifor
function hzs high overbead, i = [asuzlly] i
oone on 3 reqular bass, but i fumed andoe
sangle periods or when 3 problem is suspected.
Thide are mads and packepes availabie wiuch
will recortd g valid and irvahd command usage
and the resounces thal the command corsimes
with miniral aveiead.

e« (b UUERY NAMEE commane could {3
large sysbon} show several hundred bagoed on
users, AN avaifable mod limits i1 o wsas o the
AT Ol a2 yours, gither by 15ing the acooon]
cade ar 2 portion of the userid, The onder shoven
has mo comiection Wit e o fal wsers
bgoad en. 1L & sivply following an insemal
chanid el of ali usars, and it stops when il gels
back ta you. This Es1 has three parts. Aboes the
“WEM—_.7 line, users are logoed o with
Iozally attached {or in some cases, TYMMNET or
iz i) terminals. The three~digil {faur in some
lager systams ) hax romber follewng the userd
i the hex hardware address of the teminal. I
Wour Lsenid is shavm i this saction, vour userid
will e L |2t ona i the lisy. The “yam—. .7
lire icentifias the “WTAM SEAVICE MACHINE".
This is the Fak e &1 IBM EMA {Sysiem
Wetwork Architacture) networs. Usars lisfed
melow there ae coniected o WM through 3
WTAM netwark which ceuld span many
processors and many meies. The name following
the usensd iz the LU [Logical Uait) ngme of the
ferminal, which s used a5 a networy acdress
Theze two portiors o te st will be absent if ta
WM syeatem is nad connesled toan SHA nebaork
The 351 portion will be mezsing # the system is
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corriected to an SMA retwars bub no users arg
Carrenthy kpgoed 00 Trom it

¢ [naQUERY UZERS respaasa, the nurier
af UZERS ard KET wifl be tha number od users in
the first and las! parts resgeciively of the QUERY
MAMES l=t. The DIALED nomier i3 the munbe
of users connectad 10 mulli-usr systems.

# Ore type of multi-user system you could
CIAL o is called & "session manager”. This
2Hows vioul bo creale several "Logical Terminals”
and by each ore onbe a dilterent userid (o (AL
to a different syeten). These logica! teminzls
will show noa DUERY NAMES list a5 L™
WA e k= 3 three-digid e numder which can
raige [romn D00 40 FRF. For bogical tamirals, the
program aneepis the data thatis 1o be depiaves
ol the teming!, and sanufales enferirg data an
the keyboard, In many systems, craation of 3
logical device = mede 2 privibegad functizn k)
reduc S ke lihiad of 3 hac<er making a “froan
horse”, The session menager zllows you 12
gwiich between your varous sessions, wish the
acdive ane showing on e raal fermanal. Session
rianapers 3 LsElly usad with videa lemiraks
[CAT=).

““HWhile the system (s
somewhat cumbersome,
that s mainly because of the
wealth of funcrions
avaifafle "

» A disconnecied user (shiee on 2 QUERY
HAMES a5 "DEC"| car remzin ingged on
indefiniigly. I wil ooty be ogoed off Dy the
sistem aler 15 minutes gmodifable) €1l riss 1o
read Fron e el al doesn't bave. D50 Lsers
are wally sevice rachines 2uch & security,
accounling, ulifity, datzbaze, and othes
farcdions. Sarre large systams hawe 50 10 100 ol
W namreng.

# “Liserid KETLOG &5 focatad on your ingon,
ard conteas infommation on fiies thal wou SEND
Lo othess, and that you AECEIVE from others. |
15 logged when poo recerva the file. mob when
ey zend it fo you. The "USERID™ in the rams
will 5e yourusesid, rof the usard ywou sent the filz
.
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Comménts oa Farl 2

The second part of the erticie on YMOCMS s
juet as full of ermors and mesconceptinas as the
first. As i parl ong, §will aodress Lex's articl
ponit By poird with expansions and asdes a5
appronrate,

o Local comrands: This is one of the sirong
poinis of WMICMS, that 5, 11 can be extended
with bpcelcommands. These can b inany o7 e
tpe lavors of emec laguages {ncerprabsd
COEnREd PIOCESSrs) or 2y cirgied Enmuage.
To execute ol, just have it on gy disk that is
avaitable 1o you (povale, puohcy &l call it by
rane. Gatting back b WHOIS". Fam sarprised
shaat WMUTIL i5 shown 35 & statisticz] machine.
Thzt nare is (ussally] wsid for an |BM program
ol tha sama rame that s Liver and even diven
ioravanizhy of purposes. Tha WHUOS sulpul ray
ke & rad heming.

s A5 an gsice, CME has a complex scheme to
wcate a corrrEng  Whenyou enier 2 line at the
ferininal, CM3 lakes the first blank delimitec
word, uppercases it, and tnecales 8 1D ekl
characters d iof's longer. Then it goes through 1he
ollowing szarch. 1F ary step of the seatch finds
the corrrand, il $100s there 1T they all f2il, wou
ORE &1 ETOF MK

1. Saarch lor an EXEC wiiha fitebvpe of EXEC
that is resident i slerage. Fo1es seasth
appneeds 18 proper BEXEC irterpraten | g ang
e eeps bnquages availzbk) s called o
irierprat 1he hilg

2 Bearch for 3 tike with Dletype al EXLE o0
ary cumantly accessed disk. CME uses the
“slardaid sesch grder” (Elemodes A7) The
Labie ol actye (opend files is searched fist An
opee Filernay e vsed ahead of a 1ike that resdes
o & dek carlier 1 [he search order

3. Zemrch for A vahd syroaym (sysien and
=6 spplied symoaym lists) lor & slovads
resdent EXEC

4. Search for 2 valid syroaym for a dise
residen: EXEC.

&, Sezrch for 3 nucheus exdension conmimand.
Trese s storzge ressdent corrmands thal o
reptace of front end standerd ar wser coTimands,
o ;an be yrrelated o standand comimands and
just ket resadents b reduce overhead of laadng
therm rullipie Drnes, Some commands maxe
therrselves indo nuclos extergons e Tegl lme
ey are called &0 et subsequert calis will Faw:

irwer oerthead
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B, Segrch Far 3 cormmand previocsly loased
nta e trarsient arez, (A Bk bufler n the
muchess. )

T. Search fo7 @ nuckus resident commaned

E. Saarch lor a filewish elype MODULE or
any cuTently aocessed diss. o found, dhe
MODOULE {executabie coce) s logead anc
brenched

9. Beargh 1o a valid aareviztaon or irancation
ol 3 ruckas eerson, Most CMS (sysiam
cappliec} conmards can be abbrevialed [0 the
minimm kengik that is not anbiguoos.

1, Search {oo a walid abavialion or
runcalion of & cormad i1 e trarsent aea.

11. Search 1or a vald abbraviatian or
srurcation of 2 command residenl inhe rocios.

12. &earch for 2 walid ghbreviation or
snication of arry oy CME comrad

13, Zegrh far & CF cormand.

14. Search for a walid abarevialion ar
snncation of 2 CF commard.

= FPaswiocd charging a1 many irstaliations is
under conirol of a directony mantenEnce o
secunly Sysbam. In rany cases, B osystem
larces w=ers to chiarge their passadnds al el
intervalz, and some are smart enauagh o
rermemier the gt n pesswonds and will present
y FHOnT g the Sare pOSSons Over agan
fon a wel ke,

+ P privileged coovrans. Th Syspned Gin

cedermiie the priv classes of & logooed o user

(ihere ara 32 passtile classes (A2 and §-3),
only sewen of whick are 1sed in standard 1BM
code] by exarining regl omage in the CPIE I
tebkrs cass Coor B o i rigl Slorade W N
concert with various securily o monidoring
paciages can rzoard command 1Eage, both 1zikd
and socesstd In WM praper. ches monico
function & kagh ovehaad and i (Lsually) used
only dor sangle mbervals or when 5 problem is
segpaclad, Mher packages are availadle thas
would menilur cormands wilk minemal
oreerhead

e Inthe 0 SEARGH ousput, the 19E (Y] disa
1= wsaalhy asdd 1 S1o08 ary Cornandes thal are
ozal 1o this sysien. The 190 (5 disk & sy
she |BEM supalied coda. Trie Y55 reans thalif 2
reguest tn gas something fram e 5 diskoas
izsped, and it s orol there, the Y dskowill Be
segrched as @n o extension of the 5 dise The
Wlume name (Eln sroen &5 e walid ar voisen)
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VM/CMSCORRECTIONS |

i5 nol processed by CMS

o The filemode letter is the same as the dik
the file resicdes on is accessed as. 1 you refeasa
(ogica] delach) 2 diss Ao access i1 as & diiament
letter, LISTFILE will then show e same files
with the new lefter. Il you add the oplhon
"LABEL" to the LISTFILE, a kot inane irformg Lon
lor each file will be shown. This inchudes the file
size, record fomnal {fmed or vardaoke). mcond
length, kst updated date-time, eic.

# In the It of filepes, there ae some
emors, Syslem help Dles nave a fiklype of
"HELPoo” whare "o is a sibper of the
g¥slem such as "CM3°, “OF7, "REXX”, e
These hefp Tiles ane {usually) found on the 190
dk, Under the LANGIABES itam, PROgranes
writtest i o would noerally have 2 filtype of
EXES. LISTING files can contain arything. Their
distinguishing characleristic & that they ussally
CONTEN priver carmiage control characters as the
firsl byl of each lire. MODULE files can be ary
executabie program, systam or bcal, TEXT &
eseally wead For compoer autput, XEDIT is the
filetype used for XEDIT (the systeen editor)
mecros, which are ussally willen in e or
eme? . The editor can craate a fite of ey filetype
Lex's desorption of the fiemode rumbers is
essentialhy comecr. These are many WEYS I
break the filkemode zer0 secunity 5001 should not
be relisd upon.

» R Fasswords: The “PARS=" keywor is
optional. I used, ba e 1o pul a space aflerit, il
am nok sure iF that was a Lypo or 2 Lex ermor. )
Trere is na YM rastraction @0 wsing the same
pacewiand lov login end siske. and all thees dizk
Pestwinds can be the same. Some security
sysberns forbid thig, and it is nas @ good idaa in
any L5

e R e O DASD commard shown, [T you
have gotben orta a privieged id, this will siow
the real dasd that the enlre syshem has. In this
cast. 3 " Virual DASD” request will shiw your
awndisks, bn the fisplay &2 shown, "SYERES is
e viiser of the real gisk that thesa piidsks are
A parlof. A partial Gty of the resl dsks might
ek like fhis:

OASD 130 CP DWNED WMIPOE (044

0ASD 154 CP SYSTEM SYSWK1 DODI

DA30 243 ATTACH TO VSEIRD 246

Wl this listing shows is that VMIPOE on
red’ adress 130, 5 “0WNED” by CP (e, it

Fage 14 2600 Magazine

GO NE 02 OF mdra gysiem data araas) . @d the
curently kogged o users have 49 raicesks on
Itz pack, Thes can be 44 users alTwilh the same
minidisk, 44 diflerent punidisks, or 20
combriation. SY3WKT 15 on 154, has na systan
data aregs. and al the mament & n use by ong
usar with ore minidiss Bzl address 220 5
alached (dedicated) to wier VSEIFD a5 his
virtddl address 246,

o [here isnothingn b DIRMAINT package
that requives i15 usend fo ba DIRMAINT. [£aftan
i¢ because hal & the defaudt name wikss the
SYSrDG changes it during irstailation. The DIRy
LINK corrmand can only be dane if you kacs the
gagswond for 1he lick moda you are asang far
The dzk's gwener i natidied when you el 2 ind i
this way. Mary JIRMAIKT corrmands can oe
localiy gizabled as an option during irstallation
Enter DIAM 7 lor a list of coramands, or DIRM 7
pominand dor defaiis on a Given command,

& [Fie =ystem deeciony can have any rame

ut wsually kas 3 Telype of DIRECT. Anatker
cormmn nEme 15 VMU SERS . Where Lax shaws a
“typical” entry in USER DIREGT, ignore the Fres
starlng with WMUOT... Thesa arz sequence
NS i Cobimng 73-80 of the file which have
Doen broken ino 2 s far some reason. Mos:
liidy wou or the syslam has defated Ui tne
argth o the femmal 1o 72 The twi storage
gizas (1M and M) are the dafasl] siae aid he
TEUMUM you cEn asd fr (will the DFFire
STCRage. command) The IPL stztemert gaps
Lo awtomatically IPL {Intial Pragram Load) b
systeminamed WS at looor The CONSOLE ne
defings 1hat e wser's logan ferrmal is to kok
2 3 5215 { |EM typewriter temmiral) at address
W0 005 or 01F ae move cormnorly 1SE0
corsoa adoresses, The thrae SPUL slatemerts
defing the virtuz! card regder, card punch, end
fing prirder availzhle to this user. The three LINK
£ialements 961 3coess to the CME svstem disks.

In zerclusion, | aopa that | nges beon zbla oo
cormecl mast of <he emars and reisconcaptions
Eaal L Fras given you, A% e did, | Fave amillad
el tings a1 would e datgernis for 3
MAcker Lo <row about WM mlerals. There wers 3
0L of hdles ina YMACME system, byt mast of
these have been piugged by 1BM o isers. | hope
thal batk Lews aricles and ming have boe ol
irEmes] 1 e resdership of 2860
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THESE ARE WEATHERTRAK CODES, WHEN DIALING THE
WEATHERTRAK SERVICE, SIMPLY ENTER UMNE OF THESE T RECEIVE
THE FORECAST FUR THAT PART OF THE WORLIY. WE UNDERSTAND
THERE ARE SOME HIDDEN CODES A% WELL. THE NEW YORK ACCESS
NUMBER I8 (212) 3551212, TO FIND OUT THE NUMBER NEAREST YOU,
CALL BiM)-247-3382 (R (214) 5356-1122,
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An Interpretation

Tiae foliowaing articls i ane view of camputer
hackers. We'd live fo sy nght up fronf that it 5
o o and i fact we fake exceplion 1o 3 gocd
maty of the facis presentad. e would be mogt
interasted in heaning whal fhe hackers of the
wivld fave 1o say reganding this percepiion af
hem. Piesse sand 15 pour faoohaoe

by Captin Zup

The angaing wave o compuler crime that i
being reporied i the media aoond the world
shows the case of computer system briak-ing
that are becoming mare and mara Wwidespread
Both the techaolagy and be society have
changed snée the birth of the fist cormputer ang
the growth o the computer has come 1o the
averade househald in the 1.5

Tre spesd Ras increased whvila the sipe has
snirk. O simply has 10 compare the Apale or
IBM personal compuler ta ENIAG, the firzt
computer. ENIAG was very farge and needed 2
small electrica! subrstation to operate while the
persoral compuber taday g on battesies ar
housshoad electric. The memary in ENIAG wes
just sbaut 2k comparad 10 todey's pessonal
LOTRULERS which commonly have 16 Megabytes
of FAR.

Al of this computing power i now i the
lands of evirpday persons end the equipment
can o2 cared 10 syahienz in the wodd. In
addition these people can gain aceess to the
Computer cenber of any maior and a larpe number
Of mirdr computer sles. How? Fhraugn the
phoneg lines around the world and the ahifity of
sLeh 3 wast glohad network 10 in%erface almest
anywhiere on the faoa of the pianet, Simply pu
U phare and tha compuler are now eve and the
usa af fial-up ports 10 e comoter is becomineg
standard aperating pracedure. Tha reasans ae
tue 1o the desira for distridyled databeses and
te need for 2l of the infomation fo flow ver the
pAong networks around the wand. We will now
lock 31 the issue of mfomnation flow over the
ahone retwark and how easy it is for sorneone 1o
0ain access 10 aty part of the fransmizsion,

Telscommunications snd Frae

The begirming of the  fonmal unckrpround
phone netwark slarted in 1971 with the
formation aof the newsletier antitlad “yIpL” or
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Youth Imtemational Party Ling. This nawsled:e
Wi SIUCTUTe with informalion on how 1he
prhini compary equipment would wirk andways
1o defeat i1, This was also seen 35 3 ares:
agains! the Vietram war and the federal wax that
#ag placed o phone service Lo help pay far the
WAl

The i wass b be abke 1o place calis to athers
without paying any fom of il cheroa, This ore
fomn of tall fraud wes dore with the Lse ol
homemada electronic gezar kaown 1o this day as
the “Blua bax”, The “box’" was ae 1o simulate
U sigralz of the phone company switches and | |
could place ¢alls a3 if ore had the same contres
&5 3 neguler ATET operator,

Calis were placed pver [of-Iree trunks tuch s
BO0D numbers. The phore company, seming th
proflem, placed a hne detectar on trunks fnaking
lor the digtiret fone frequency of 2600 Herl:,
(This tene is the signating fresency for the
Iong-distance trunks 1o disconrect but the hie
bax coud =Hll maritain 2 hok on the trunk and
place: salls froe remabe kacations. )

One other interesting aspec! should be
Tentioned—the use of 2 whistle et was fouw
in the booes of “Captain Cnmek™ careal. The
name "Captain Grunch” was used by the earliest
Pne phresk known 1o he phone System
secunity force, M real ngme is John Draper and
e was the first parson wha usad tis whistl
I the cereal beotes 2nd discavered that the toy
woulld prodace the exact same g {2600 Harlz |
that the phane systen producsd Tor the saizune ol
e trank lires nesded 10 rrade long-dstancs
phione calis.

Qther “bomes” 350 caist. Here & a brief [ig)

Blug: produces all {5F) single freguency tanes
and (DTMF) dual done malti-frequency. Able 1
dial without incurming tall charges.

fad: able o produca coin iderdificabion fares
Ul comespond to coits placed in a payphone
{7icked, dire, or quartes).

Ereen: cain returi. This allows the caiier to
Mt coing nslead of the cons dropging miba tha
conbox ol e payphone,

dihrer: a0le Lo simifate e DTMF ard have he
availability of penerating 1633 Hz Totes are
used on the Autovon wice netwark | e miltary
piare systom)

Blagk: dves rat al low the conrecton of hillng
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b pirpaits o call. Must be used ar called party's

fire, Thiis = onlyusabie on older sxilches suches
step by S16p of ¥E or ¥5 Crossbar,

Glear: allows 1o Ccalls o be placsd drom tha
ngw privale payphoies that block the prones
miicrophane Ut a con is inserted. B by vsing
an ripedenca Lap type of device the specch ol
ihe caller can be elecironazaliy placed n the
eapece and D8 Conversation Can process
iy

Cheese- allows for a call o be praced 1o ore
focation and then transfered fo arother bcaton
ot dilfersat fine Dan the original number calles
Used fo hide aclual focation of the catler from
fraces oy sepsaling and isalztiog she call from
ihe ather e

There are coembinztions B ese baxes. They
ran be red-tlue o red-green or sihver-rad-bius

Bt one of the simplest ways o defeat the

phone sysler waud be b ouse a porlable lage
secorder. This would aliow Toe e tones to oe
played mte the Touthpesos of io Lse aninduciion
coupler b enter 1he fones. This way there i no
Hiegal equipmen: 10 be fourd and the phone
prvezk can oo fig war
“Computing power is How in
the hands of evervday
persons and the equipmernt
can be carried 1o anywhere
i the world ™

Oaher methods ot phone fraod ane now taking
Diace e 1o 1 use of other Doy dstance carier
netwrks. Carriars such &= MCI ard Sprnt Fave
had tall fraud problers for years a0 new are
sharting o compars notes abou! 1ol fraud and
clher perlinert infomation. The caTiers nave
resently lommad a grovp thal pools informetion
abest suspected code abuse. Such infprration
ncludes phone numioeis dizked callag party
Mame ard acdwess, sussectad or wnodn ol
aiers, and e sew problam o rrulti-carrien
s,

Most of the kaown abuse is being dirscted
froe the Facker buletin boarcs that post part
nurbers and aooess codes. Other incidents
ntlude employes yse after bours or just plais
fravd by wsing arcther porsan's code.

Spring J9EE

of Computer Hacking

We will first diszuss e problam of multi
carrigr zhass o “weaving” througn the differant
weiwiks, This fonn of toil abuse gats 112 name
due 1 the way that calls are placed to the target
e,

I the 1.5, thera ana five rajoe long-distance
telecormmunicatiors camess: ATAT, US Sprint,
WACIL, Athar and RGE

iF g callsr wanted to hide i the diffesont
natworks. he could start Ay daling & local PEX
L Private Brancn Exchangs) ard ise the PEX z=
ihe first pont of comant to place the call. Most
maje PEXs foday hawe the abifity 1o atiow
oLtsidens 10 gan acoess 1o 2 local tekphone
ling thravgh a switch 1 the PSX,.

Ths swilch gives the local dizl fone ard
llews & call o be praces to the finst local acness
part of ore of thie common caTiers. The beal port
areEwens ad places a caTier or syeten dial fone
across Lhe line and ke caller npuls the access
cocke, area codz, &nd numbes te the next tangat
sabch,

The number mput is tha number of 2 target
o B0 in anather city d alkaes lor che caller i
Fadit in: the retwor of Bell ard the first camer,.
e sacord 1ageled switch fen arswers and
Jives & svilem dial done and e process s
Tpeatad

This progressaon will continue undi the finz
Target preme e is reached. Such dacics can
contuse even the Dest telephene campary
ATlempts 1o irace 3 ¢ali. So the Final product of
the o2l i3 that the caller cogld ba corming from
any MEDr ot on any o the catiers. Plis the
adied proalem of being on ali carriess at the same
timwg welit the diffarent inlercomnections allows
For sorme very interesting corrplications 10 coo

Such ascess 10 1he switsh is wery easy as
ITE Ty ETS0Ng LEE [Hesa COnymon CATIES 1 rmake
brg-d=tance calls, With the wasl amount of
persmns Wity use such sarvices, the ability to fing
WK secouUrting coces 15 still very easy! U
codes can be found by the uss of a modilied
“Wargamas dialer pragram Thisparticulzr
aragram will 2all B local part of B common
camier and pusl Hie its cousia e pert scemner,
wi Il 5can the corrmon carrar povt ith the ahiling
w0 gengrate Louch-tanes and “hack” ou: a
wiorking Codie that can be ueed Tor shat switch

Anexanple of 3 simgle “WargaTes” program
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n Apple | ard & Hepes Micrormoda.

The ooeratnn of e program is very show bul
other faster versions ol this are available 1o the
gyatem hacker. Other programs have been
writien for use by the Hayes Smartrodar and
the Prormethews PraModem 12004

See WARGAMES fisting on page 2y
it should ba noted that sone of Be common
camiers have chanded the programming of ther
switches 10 only aceep! valid codes Sor the local

&
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" aea—ikat is, nol 10 accept any ather coe that

might woek in other paris of the caoniny.
Traveding callers must 03l a special number and
irsert an addtional 4-digit coda afier the regutar
autharzation code

Hacker Commonications i Bullefin Basrdy

Zome of the wayz thalt the hackers
cxnmuricale is through the use of corference
calls and the undenground bullketin beards Such
methods of messane {mffo po without chame
& are abde 1o be dona by the vast majority of
thez hackiers. The haiers have the ability o placa
up fo 3 calls to &y piace in the workd and join at
ol ese calls fooethar.

Mest of the calls are placed Lo pass
irformation cver te oifler hackers that can werk
0 @ preboem s compse resalis and plan for
more tactical attacks to the Langet system

The logi behing the thought is that tha abitity
of are parson 10 allacs & systam is multiphed
tenfold by the sthers working on e zane
syshan

Such attacks have boen placed o varies
SOTPULE and comimunications syslens by the
hackars - One such incident took place in Los
Angeles, wilk phone phreaks and hackers
zttacking the Bell System magler cantral
compubess and trying tatum off 2ll te phones in
ite oty with tha excepiion of tha emengency
Chiguits. This gttack was for the most parl
sucoassfyl rsulting in the inss of phone service
for ousands, but not compdele i iis poal

Bul this writer's opicn about the aHack is
That ik was veey sucoessildl shewing the ablity of
Cerlain persons whi wire able ta shut cown some
ol e phone senvice in the city. If such acticns
can tw parformed by persore wha da notl have
¥l information or accrss to the facilities, By
it is & wery real situation. Such atlacks can be
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The Threat of

alaced to & serias of phone lings or just one. Othe:
attacks have ivoived the reprograriring o Bl
Syatem switches, chagng the destination o
B00 Lali-Tree £als 10 other locations, ar tnging a
vied numoer of phivies at the same time.

The phanefcemguter undergrouad is skl
growing with Lhe vast zmount of parsonal
computers coming i the hasds of many
cferent persons who now have a lange amoun:
of computing power a1 their fingerips.

Buletin Board Systans

Bulletin baards are, 45 they sound. a plare
__,.._5__” PRIEONS G (ace infomation o requesis
Fer infomaton. Bat in the world of the hackess
the bulletin boards ere away {0 pass inlormatiz
via comper b obher hackers. These boerds a7
setup by inckvicuals in their fiones znd the gaars
of the baard call a phone nuerber that iz attached
10 a maoem gnd 1he host compiter, A bulietin
board & acthing o than a place o sway
irfermelion

Such informeation ke dal-up pord pumber,
bopins, and passwords are comean infarration
avaiialle to the main hacker papulation. Other
me sacret information is passad inconlidensiz
MesEaEges 10 each other and throwoh the uss of
b2 1ins of the boand where ony aselect few
are able 1o enber

The bulieln boasds contain a wealth o
irformeation if one can gain access to e 04
reas that the boamds are difficult o enter i
beczuse of their security. & good rule o
resmerber 5 1t e hackes bullstin boards have
fr better sequnly than most famge computer
Sysherns, and that tha kadkers cneck ool easn
user for 1hés real identisy. A serics of checks is
done that include 1he place of emplyymant fhe
prere rerhe and e aerer ©F thal nube,
orivers lipense, hesith recorcs. and the e
(rther secunity checks megquine that 3 prospactive
user be racommended by ancther usar {0 gain

A0ezz, and Ben the new user i granted a kwer
Flalus Ian moss wsers unbl be proves his worl
i e hacker wodd, The chance of 2 law
ErfiroaTent pers RINing actess s thersoy
greacly rethucad. Oher a=pents of the socurity o
the boands 15 1 some of them bave 3 ciauss at
e signon that slales dhat te board i nol
responsisle far B nfornation pested ane thal
arty information placed an the board & for
informational purpses only ad that the poso
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Computer Hackers

= whi = booging anla the syslait s el 2 member

of ary s enlorcenen? agency N1 oany way,
S, o lomn.

Ore ol the methods usad by the hackers 10
keep control 2nd ondar i e Fackes comimunity
i ko as Tele-Traal Tede-Trial is acourt that is
porreanit by ihe hackers 10 hsten o complainis,
st Barws, a0 hand doen Cetrees upon Saspecis.
Spch decrees can mclude not grantng aocess o
the bozrds or having someans exeguted

public's zitention with the Tele-Frial of
Newswesk raoorel Rohand Sandes, The stary
with ki Saniiea is that he wroba an article abou;
the hacker comminisy and 0w Rackers did not
apopave af the sk, 50 Mr. Sardsa had his cradit
cartd intormalian posled on a nember of bulstn

© boards and norerous adcles delivered 1o his

home,
Qther interesting parts of thiz story inchude (ha

_ - distribution of his private man-poblisned phene

romber and & norber of ceslh Feeats, Mr

£ Sandza thenwrotean arlcke entitied “Revenge of
e Hackers® and was bomharded with anothes

wave of alge from the hacwers, This welers
DR i5 that ibis Derter 1o nase an ally withthe
hackar rather han 10 ankagomas Fim, as be can
perform your desbuclon A matier of seconds
and sach destraction can Fagpen 21 any time.

And remerber. dhe Racker can be e best

preveation lor compuier secunty sickoess and
that a refomec hacker can make for The bess
it processing SECuny (s

[0 geperal, nost of she compuber billetin
baards &e naching more than a place whers
pecsgns of generzl intzrest zre alipwes (o
COniPLnicaie their idezs and comees abool
bobbiee, art, science. cars, ham radd ard
eletiignics. ang of cours the majer feson this
ariicie has been pragored—he computer/phare
urdergrand. The baards in generzl have been 2
TeRar probbkarn in B coningl of inforration cue to
e use of the boarcs by whal some iy call
rdnmnation ks

But tha probler of e infoation junkies”is
e that is spanning the computer arera with zll
types od pereons using this fom of high speed
cammunicalian. And one of the majar
CoAlnouting lactars invelving the computer
ause 15 the ron-education of the usens i eliics.

BLt the prablern i tenlold: the wser must be

el accoun feble or his aclare and e owniers
must seore their madires with-z raasonalle
aront of sacurity

Fars of g prodlem with the owers and of
codrss the frarsmasion facilizies i that tw
CETIERS 00 Nt Lase rosponsibilily 1or e sty
ol the Lanamissian, only 1hat the frarsmission
witl get to the intended destingtion. Add £ that
e past of poird- W-poimntencryplion and you get
witry high costs bath i the equipment and in the
maintenance 3 the syshem

“The boards are considered
a mafor nuisance o the
Phone companies,”

The ulieln baards contain 2 vast amoent o
infannaler at the Tingertips of thousands of
persrs At ay e, Some ol the boands have the
abulty o have multiple wsers on them a1 one
trre. And the boards that we will concam
ourselves with, the undergroond or Clandestine
Doands, arg (e foughest to crack, [afamaton on
trieser Systams can mnge anywhane Fom N oo
rraka reg telephone calls 1o the loamalzlion o
crida plastic enplosives 10 perso's credit znd
personal intorvalon, Maslly twe boads e a
place wiare the shdy of lelotorrmunications znd
compilers & placed abova all ather fings The
Fackers call il roshay more thar “glecironic
pengrapiy”. They have rothing mane than a gaod
ransaof curizsity and they wan? 1o kean. Sothey
30 explenng and Ind things that most wiould
Gkt be trvial. Indormation found fias D
wall dacumented a1e proven 10 28 embanassng
o the cwners. The gowemrent fas Ferdoe
given bath the Secrat Sanvioe a0 the FBI he job
af investigating all corgualer crimes. This

nchades B¢ investigalon of the undargroord =

biilletin boands.

It ards are corsidered & major nuasance 10
the phane compaties, bt &re orly conesdenad a
small thrsat 10 1he compuier dener. But they s
procuce good ooy far (e moming paper ard

evening neews. The gernal public shinis that the =

A

LR b LR

i

hackers are wonder Xick abk 1o launch a nuclear
missle inoary deislon whe can ivade any
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The Hacker Threat

cormputer system out there. They hear fhat 2
computar that belongs 10 the U5, govamment in
a nuclzar resaarch [azility has been “Lapped” by
tha brackers, o that there is a passiility of the
hackers contralling saleffibes and moving them
oul of their ssignad orbits, Granbad, they did el
o e bind, but they cid gain access bo e
rolation contro for the saiellite.

Bnd iLwas elated that te indormation neaded
ba dr s Lhings was found on an undenground
bulletin board. That might be tree, bot
information that is far more valuzbk 1o paaple on
earth is being postad o the boards. And this
infprration comes from he frash can or from
© irsiders wha have become disgnmitled or fust
from plain old research—looking Tor publicly
availanle sounces, Some of these pubic sources
constitule ugers’ manuals and system
docurmerialion.

Anasher interesting fact aboul the boards is

[remiizauced [POR Drevioms page

that they contan a group of sub-sections Oa;
include subjects on lefecomman:caliong,
software paracy, and cracking of software
pratection sysiems, compuler sy¥sigms
crverviews @ how ditizrent siystemes word. &
ways arpund the svstem secunity features. Some
bulletn boards alse conlain pape after page of
dial-ugs fomajor computers around e countsy.
These inchude all ol the Forfuna 500 compersds
and & lzroa amaunt of rrilitany sy=ters. Sodothe
persons who s1ate that the bulletin boards ae not
a problem, | believe that they have nat been an
any of ihe major widerground Soards and
trerafone should rot make soch e slateninls,
A5 Lo the owverall damage that a bulletin baard
can cause, ke final cost has yet to be
determined. The baards allew for [he
traremission of inforration foa large goug) ol
persans, What the person wha gels ths
infrnation does with it is another slocy.

1
& IMPLT "HUHSER T START™E
1% Far I=§ TO 35933

2%  PRINT D5 Y"erg!

0. PRINT o ™ " RE

3% 1P PEEX [LoGg} 1rd 1320
40 PRIKT D% ™ Pasd

45  PRINT D%
S0 PRINT D%
3%  PRINT N3
G0 PRINT DZ
£S5  PRINT Q% ® CHRS (7£]
T3 PRIMT nig " PRPEOD ¥
at  PRINT D3 " FR#2
ES% FOR
HEXT

J=1 To L&0D0:A= -1:MEXT

T T T S M ————

REM "WARGAMES DIALER PEOUSEAM® PILE MUST RE OPEN FIRET
10 DE=CHRS (4} @ QF=CERS (17):

20 HE= "DOOQT + ESTRE (I:HE= "SETY ¢+ RIGUTE (HE4)

THEH 19390

" ARPPEND DIALER LB O
" WRITE DIALER LHed "

" CLOSE DIALER 567 ¢
TE REH HANC UI' AMD BEE JURE THART
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THESE OSCILLOSCOPE REAIMSGS CAME FROM THE NEW JERSEY BELL
INVESTIGATION OF THE PRIVATE SECTOR 2600 BULLETIN BOARD
SYETEM BACK TN 14985 THEY ARE MEAMTTO PROVE THATOUR SYSTEM
OPFERATOR INTENMDED TO DEFRAULY THE PHONE COMPEASY BY LsING
HIS COMPLTER TO IMITATE FHE SOLUMND OF COIMS DROPPISG INTO A
PAYPRIONE, THEY DMONT EXFLAIN FIOW HE WOU LD HAVE DRAGGELD
HIS S0MN-PORTABLE COMPLUTER OUTSIDE TU A PAYPHONE TO
ACCOMPLISH THIS, BLT THEY D SAY LUOTS OF OTHER INTRIGUING
THINGS ANDWEYE REPRODUCED ONE OF THE, LETTERS FROM THESFE
TECHYNOILOGICAL GENTIUSES FOR YOUR ENJOYMENT ON THE
FOLLOWING TWIO PAGES, .
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More Secrets

Dhaar 2HM0:;

Spmethingthat may interest readars
and raise & few questions about the US
government 15 the Matiomal Coordi-
nating Centar located in Arlingion,
Virginia. This is part of the Defense
Communications Agency and s
aoperated by the Penlagon. s stated
purpose isto meke available all civilian
communication facilities in the time of
a national emeargency o 1hae
Department of Defense. s staff
includes representatives of 12 of the
United States’ largest communications
companies, imcluding MO, Comsan,
ITT, GTE, and of course, ATET, a5 well
as members of various federal
agencies

The Pregidentcan, in imes of what's
termoed @ U806 Emergency”’, take
caontral of any commumications
facilities if ha thinks it 1% necessary 1o
the “mational defense”. This power
FeEs given by the Communications Act
of 1934, and the NCC, which was
creadtedn 1984, s the place that would
Aliay this 1o happsn.

If readers want mgre information on
the NCC and some of the actions that
make il more threatening than itz
intended purpose, there was an article
weritten im a mid-1987 issue of Omr
ertitled “Mational Guand”. | can't leave
thie exact date becayse | don'y Bawve il
But this is @ tapic 1hat & well worth
informing voursalf of.

Hopefully, awareness will grow
about the potential for abuse 1hat
comes from the capability of
contralling much of the public's
sources of information, as our political
system becomes increasingily
intertwined with new technalbogies and
their applications. 2600 should be
praised for its efforts in educating
people in this field of thought

Drooim

Fage W 2600 Magazine

ERS

Encouraging Words

Drear 2&600:

I figurad vouw might get soma cynics
wiriting in gaying they dont like the
news quiarierty format. So i thought |'d
write and say that this new format
looks justgreat to me. Keep up the good
k!

A Friend in Texas

Otvviously vou had o have witten
this lelter before Ifus issue was sver
pubiished S0 how vou veere able o telf
dwaudtd Iook so nvce Ts beyand Ls We
have to zay, however, thal wa're proliy
pleaged with the way i/ came ool foo,

Stilf More Secrets

Drear 26600

I am not a subscribes, but | was
wondering if you could give me some
info on the fallowing things:

First, hawve yvou beard of 2 syvstam
called “"Terac "7 lt's based in
Sacramento, Califorrna ard is massivel
The memaory as calculated n
megabytes is as follows:
TOE+100-10E+100+ 10E 450, As far a5
know it is wsed by military for a
temporary Storage. An example of a
logon would be: Password. madress,
ID: 25813, security fevel code: mad
237, security level code 2: ness 5332,
(Mote: these numbers change after
each login randomly.} Security fevel
codes are Lhree alpha and thres
nimbars or three alpha, o number,
farwd one mars glpha,

The second system logs an saying it
is "Marbles BB3" and operates live a
reqular (but waird) BBS. The foliowing
commands are availahle: A-answer
call, B=¥?, C=2, O=17, E~e mval. S=send
lztter, R=receive leiter, Momaks call,
D=quit. However, if vou mess argund
with it engugh, vou'li get asked for a
password, After getting through 15
passwords, 20 ideniificalion numbers,
and 62 levels of apoess the system

Spring 1988

tells vou it i the “Military Operations
Unit System’” and then the Artificial
Itethgonce kicks in. Thea frem thene o
youwerae totall it to “launch miss e, i
will ask you what type of missile,
targel, from where, etc. Then i wall
start a countdown, | siopped it before
zerg but | was wondering, could
somecns réally launch the missiles?
lan't there a human factor involved?

I you know about these sysiems, or
koo anyone oo does, please waite
me so0ms noles an them Terac traces
all calls coming in, and both sysiems
nave artificial intelligence 1o sama
extent. Terac accepis ROM dumps but
MOUS doesn'y, MOUS doesn’t frace ar
anything and the two systems are
finked (You will not find oLt by wsing
inem—E dicdn'L | Bui it you ged busied ()
didy, thy waill usually just rell vou e
slop calling.

Alsa. have you guys ligured out how
MNASA ciphers all their shit? lcan get in
bt | Car't resad anyihing

Ferst of 2l we sporeciate your
stopoing the cooridown. Second,
since pour farfer dant beoar 2 Yale
FOEIMArk, we assume 5 58ricus
Someliow you mangged to 9ot thrpudgf
82 levels of occess to the aussile
fauncinng program and you're asihing
us i VWE koo anovtfing obout these
systems® Eitfier (05 I3 an inorediblp
cage of exagmeraiion o it s arother Lo st
of our patriatism jwill 26800 heln
overiirew e governrnont ar wil we
run and 1ell the good guys about the
bad guys wilfiool ever suspecting thar
theyre really ore and the same, Bro
Oy the off chance that whar you're
EQping 05 true, youre hotlor aff
shawing us what these systems can Jo
rather g waiting wrtd 778 foo lare or
tefling the wrong persan. Arooerniy
Siiararioe.

Spring 1958

A Very Special Mumber

Chear 2800

Mow that Jerry Falwell has
dizconnasted lus 800 numbar, callers
iy wish to dial the Mational Rifle
Aszociation at BO0-368-57 14, They
only answer belween 3:30 and &
Eastern Time, Monday through Friday,
But the firm thot does their
telemarketing can ba reached 24 hours
a day a1 800-535-3200,

Wihat & wigetdaefo! prebiic service .

Tales of Hackers

Dear 2600

Enclosed is analher newspaper
article aboul somcone hacking  MCI
codes and getuing caught after the calls
weirlé lracid back to his apartment. To
iop it oft, ha also got busted foe 1he pot
plants on hiz Balcony. Some peopls
never legarn from ather people’s
mistakes and seem 1o have w0 Nind out
first-hand.

i found a goody in An fniroduetion toe

I - \ L N
Police suspect U1 hacker
ciotles

P

chiargge] pn fraudd,
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LETTERS OF THE SPRING

Operating Systems published by
Addison-Wesley, a short PLAT program
{0 lock up @ coMputer running undesr
D5/360.
REVEWGE; PROCEDURE OQPTIONS
{MAIN, TASEL
WAITIEVENTY,
EMD HEVENGE:
Supposedly this makes the comaputer
wait for something that won't happen
andtie up the system. | have nothadan

opportunity to t2st it mysalf.
The Hoodad Claw

Advice Wanted

Dsar 2600

| have recently subscrhed to your
magazineg because | am starting an .__u_._
call” persennel business, soresning
potential employvess.

Franklv, | am guite ngw to
computers, bul am determined (e get a
sel-upwhichwill enable me to corduct
busirsess from my boome,

| am wondering if theoe are any
peaple aroursd who could help me n
this regard by telling me what software
o purchasa and how o gain access 10
public records in all states, for
background chack purpassas,

Some of the types of things Twant to
access are county records, federal
court records, worker's comgp records,
and driver records.

It process through the mail jwhich
mosl governmental agencies maks
available) is very slow.

| arm also interested in ohiaining any
other personal backgroundmformation
{credit histary, military recards,
assals).

If there is a pulbhication with access
codes, ete., pleass let me know about i,
because | really want to get this
business going.

ft sounds as i pou want (o bypass the
systerm and da things efficiently. Offen,
thiz means banding or even broghang
the laws You wan't get anpwure of

Poge 26 2600 Mugazing
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vo depeid on publicatrons thal priret
access codes. You want exclusive
apcess 1o your sources. I you have o
share s access waith anyone wihio can
get thedr hands o @ publicalion, 1} just
won't be effective. We disiribule
infarmation but there /s & limat to how
far we can go M we were fa pring
passwards or codes (despide the faor
that st's ilegall, 20 many people wowid
Was tham that they would saon get shut
olf o monitored very closely. For that
kind of Jodormation and the kind woe
suspect vou're alter, you nesd 1o make
personal conlacts - thraugh the man
ait the phone, on bulletin boards, or on
the streel. You'll have o Lse your
makinets insafar as who you trust and
whal (nfarmation appears valid f
wa'va misread your questian and you
actually want fo do thes by the book,
we're slre s possiblo. Benply go
through the agencies involved, Bul, &3
you've dlredady noted, thal tendy (o &e
slowe, @rnd Quite often expensrve,

OFf Phones and Politics

Dear 2G00:

The importance of the ielephone in
micdern hife became apparent in the
recent New Hampshice Primany Cebate
af the Democratic party. The firs:
question asked by the moderator was
directed at Senater Paul Simaon in
reference to the Senalor’s proposal to
put free telephones m the homes of
those wha could not afferd them He
would place @ two percent tax on long
distance charges 1o pay for this
program, Bruce Babbit attempled to
diseredil the proposal by challeriging
Simon 10 address the broader issue of
thedeheil, Gary Hart tried to igrare the
subject alipgether but Representative
Albert Gore sheweed himsal to be the
mostknowledgeable "telecom
enthusiast’ seeking the romination by
atlackuey the Reagan admimsiralion’s

e

policy of lacal access fees (o

subsigize long dislznce service for by
businesses. Gore also siressed the
nesd of making tetephones alfordable
to the widest base of poople possible.
Telecom may heon the agenda, but
we e waiting fora candidate whowill
sUpport Z600°s campaign against
touch tone fess
Skinhead Steve and The Boy
You'lf be wailing & long fene wiless
vou siard telling them about il
Foliticiang &nov frightfully little shout
high teciiggihey need beople ke L fo
gl R thern A well wordad fetter
1@ oL -._.Tﬂ Tod officeal sxplainiing why
the toulEtbna fee is a ripolf may yield
Furprisivg el What have vou gaor
to fose? By the way, of any readers reed
the facls o Mhe touch fone fee we
suges! thumbing theoogh por 1987
IESUEE,

More on the 8038

Drear 2600:

Mot to drag the B033 issoe ing 1w
QUL o ﬁ.._._.._;.___._.mu. bsut. ..

T ICLE0EE s still inproduction and
faurly easy 1o get if vou just lock around
A bt

For compless data, call (4081 996-
RO and ask to be sent the 1937
Companent Data Caralog.

Adthougn wou-all have oo contral
over wial poeopic dvertlise in owour
2800 Markeiplace, 57 .50for one 3038
1% ridicu st

REMOEB Hunting

Dear 2800,

The anached s Trom William
Poundsione s Sger Secrels. 'm
interested in the reference (o
“REMOE” on page 84 and on olher
surveillancs 1echnmigues

“Thix witnates i phors speing if
REMOB, remotle observatian., The
Phone compary s soid 10 bave cerlsin
SECred nurrebirs—are 65y o - thiat
Can b used for listening inooan other

Mprivrg FA¥A

rmumb=rs. Yo call the REMOZ number
il touclh tore phoad, e pungihm
two access codes and the phone
nummiber o vwean i lap—whicn can he
arvpecheres in the country. The tapping
is done by a sophisticated technique
that does not crears a-telitale clok,
num, or besp It's all done auto-
mratically, wihoul an operator, and
anvyone knowing the number and
acocess codes can spy on anyons
anywherg ™
| o't recall ever secing “HEMOB™
addressad in the nawsletter. Can
anyone acd o it
MH
Unigndale. MY
W Fraver yod To sew spoeciic evidennce
of a wark g BEMOE, Dot vee oo bulieve
thewr eistence Js passible, ceriainly
friom g technicalview. Jr's doubiful thar
are sysfecn could spy or oenbers
deross Mhe country because af the

Crmany diifferent systemes s8N in wse. IF

and when all of the pfane Nefwarks
become integrated, such & concept will

e very passible For nowe, we il affer

F reward of 3100 for the first person
il coerngs foowand wallhe & wearkey
regedfeniial REMOE. Fhat owghid to
sedtle maliars, one way or the ather.

The Global Village

Dear ZFEOED:

In Uee Cotobser TSET msue of 2800
wiad weralee 3noal by peopls frivn al
Gl thic weorbd wosh 1o ron electronic
Eulfetin board systems under the name
of 2600 tMagarine.

Here are my ideas: enhst ihe ad of
backers and phreakes frorm ol over the
wizrld foowrite a combined version of
Diversi-OlAL ard Fide for 2l majar
brands of personal compuaiers. Second,
since iniz iz supposediobe like a globsal
village settiing of telscommunications
habbyizis for e Communicaions
Ravolieiin, wihy nol sulitgle i1
Foundation after Or. Isaac Asirmoe's

.._._....._..._.._._.m."... LR T T = o
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AT&TALLIANCE

2 Telecordprmang Seraces o =
Feomtinced froor previcns pagel T rsEt R CALL VOURSOLF - 2 =
: : ! Dl [+ 700 -+ £56-1000° n vy usch g L =
Foundation novel? B, i Feabecineg ] i yras meam st i x
Because what you are trying 1o do is .-..m.!ﬂﬁﬂﬂﬂﬂi&!iiﬂk ] m
gather people and data together fo 2. « o P et vt i S 2 =
create a digital sanctuary for ensuring Wt 01111 1] + counay code + T m
. - ity i R PR N e A [y
freedom of speech, especially now 23, Pl pwpd i = T =
since advancing technokyy alliws us e o oo m.u!ui.ﬂ. Z .M_H.._I_ = m
o use that basic freedom to reach mare F!*!!I..:;Eﬁumlq. : x e M =
: SENERAL o A {
people than ever before. That is sort of P R A — z et = o
whal the Foundation novel was about. i < - e 5 M e il 2
| hops thix hackers and phreaks of the » Gurvy, oy iy ° Faconcad korhom 3 ] m = =
: H s 5 rraaakn 2L el T Al = 3
world are willing to write this much s arnacien - Ol K b el T H?:u. _m__ < &
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ROLM Phon

The naxt time you find yoursed
curzing and swearing at the 12'e-
phone because it's gotlien foo
complicated and bureaucrats laie-
ly, kaep in mind that it could be
wares, You coukd be at the Stata
University of Mew York al Stony
Brook.

Eeing relatively close 1o our
affices, wa've been abie o follow
this stery rather closaly. We dont
doybl that similar escapades are
pecusring all ovar the country and
will continue to &0 5o in the fulure.
Wed cerainly fove to hear about
tham.

In The Baginning

Up untl 1887, using the fele-
phones was very simple. The
phane system al Stony Brook was
a Centrex oparated by Mew York
Telzphane. Everyone on tha cam-
pus used the 246 axchanga. Ta
reach the main switchbeard, you
would dial (516) 248-5000 from

lhe oulside warld. To reach tha
old, antiqualed UM AC compules
syslem, you'd dal (516} 246-2000
from of campus of 68000 from cn
CAMDLUE.

Most of the phanes wers rotary
cal, Callers simply dizled 9 to gl
sulslde access un'ess their lines
ware resticted o on-campus only.

it wasn't 1he best of systermns Dy
far. It was slow and old 1ashicned.

But it did work. And mosl people

had Fttle trouble undarstanding i1

Eventually though, everyoneg knew

that there would have 1o be a

charnga.

~In 1986, the university began

installing & brand new phone Sys-
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e System

tarn- the ROLM CBX 11 9000, This
would e the gystem 1o bring he
gampus iro the intormation ags,
with usetul features and high
speed data capabilitiss.

There would B2 & transiliznal
pericd. Tha 248 exchange wanld
be phased out over & period ol twe
years and the g2 prehangs
woukd be crasled. The neighboning
Univarsity Hospiial (using 1he 444
gxchange) would switch from ils
Waorhasn Telacom SL-1 gwiteh 10
tha BOLM system in 1887, The
antira campus, sludent dermitonies
the tas! 1o go, wou'd be cut over 1o
the ADLM system by Fa'l 1588,

But it didnt work oul in guite
that way.

o4 course, no ohe in their ighl
mind would expact such a projct
ta be 100 percent on schecult.
But nol even he pessimisic wers
atle 1o predict tha incredible range
of problems and foulups thal the
ROLM telephone system would
bring o Stony Broak.

To start with, a certain amourt
of "culture shosk” has to oe
expecied whenever someihing
new is introduced. This is why il i
pssential for something likg 3
phone system to be easy o grasp
as well as logical Unforunately,
the ROLM system has boen nel
ther, al keast not for Mozl averags
people.

The first sign of trouble cama in
the ferm of a mema {rom the
Communigations Department &t
the umiversity. All answearing

machings, moaodems, Speaker-
phanes, and anylhing else that

Sprimg 1958

Creates a Nightmare

:n.m.ﬂm.u into a 1zlephone wauld not
wark an 1he new system--al least
rolwithout am expensive digital-1o-
analeg conversion davice. Sa
everybody had to conferm to tho
£AME SyEtem.

Modem users had to cblain a
speclal device that hooked thair
computer into the “madem poal®
All u.mmm talls had to be placed
?.ﬁ:u; ine madem poal and no
“azun.q from individual lines.
INCOMING Calis were more comgl-
cated, Callers could na longer just
dial the phane numaer of the com-
puter thay w . Th {1TH
il _u___m_. wﬂ_.m_w_m,u Thay would  subscriber would dial 632 6500
b ik 0 o conmecl  enter his extensian far name) .m_;x,.._
il peol and then enter  password. Mot cuite the s me as

EMpealan f i i g sam
?_JJSLTE_UTQ_%.. nurnber batare  pushing a butten cn zn a_:m_.ﬂ.m.mm
I. .l.q : _w .I." i [t -.-er_u__u__,..._

Instea e = mE raching. Tha advantage of course
.J._mn:_.,_,..mam._ﬂ r._am_u.u_ .m:u____. gring s that messages ngﬂ_ﬂ_ Eﬂw%m
5 ___m_-:.ﬁ._......hj__w....._..._,r was forced 12 from any location. The _u__,..n_.n_..,m.d

LM Phanemall System,  tage is thal they could be __rm .m.”_ o
n.!.. any pErsan ksl
Its regched i T
Sredchee the pofat where Mare Problems
I dread hearing the phone ¢ most ke phofies (offlce
' A ) nones with sovaral i w ]
z h ; . . . F 10 Sevarad hna
__m_____ﬂr- h_,.._...,_.ﬂ._. ) h__ﬁ._q.:hr____:_.__.?.ﬁ ¥oU would angwer the n:w_..__ﬂ._w._.
e FIINe SOeTh __..:_,m goes .m__.,w._:,..u_ up the receiver andg u._..ﬂ.n_._m
i . , ing in 1he g if an. Th
WrORE Scrmewhlere along the g el g Ml ek
lire. ™ 3 Rnown as a legical, not to men-
i non traditional, way ¢! deing
._u__.._mm. Why the ROLM paoplz
Chose o abandzn this simple way
i ﬂ.“ aiswenng he phane is com-
i ;.”._u petzly beyond us. As office wark-
Hes Wn - ers and prefessoss threugha 2
Messages do camous hawn __|.:“.r. ) LI _.._.._“ lha
et full mach st LAt S o L]
i get W mach  the phene e "ald” way wi
Mw_w_mﬂ Sl il u_.,:m__w n.mnﬁ_.m:uﬂ..,__u.ng_:,u.:”._:__J_E-
. I Yy e = 4 T g oy e
AP B OSWEICIT 15 edsy o k It is frue that t7 n..,...ﬂ
_.n_ N mainly dug 1o three-gigi e S oLLEl
Sl pl . -4
=AETHI _H.Nmuu.._.._....l_ﬂ....“_m ang the fact .”.h.,.ﬁ:._._"..u__”..m_n_. :rl .1._W.H..q._n_m.mh_..“

that Phanemail provides a fain
comglels listing of mailbox mu..n:...._
sions aller hearing a low stars
frem a touch tene ghons. Plus {he
..._mﬂ m_ Y - H - Hr—

fo leave a massage for some-
cna, the caller had to either dial
the numbsr that was Rooked into
Phanemail or a numker that far-
warded 10 Phonemail. Or they
could dral 632-8501 and choose
the five-tigit extension they wan:-
ed to leave @ message for ﬁ,n_
relfeve messages, the Phenamail
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ROLM System Horrors

cllzred training classes on haw to
uze the new phanes where this
change in phont logic was
amphaticalty pointed cut And it is
trae 1hat the 83 page phora manu-
2l made note of the fact on pags 4.
But a great deal of people still
{hought they cauld answer phanes
wilhout reading manuals or going
te classes. The reglity of 1he mai-
ter was that thousands of potential
phang-answerers would have 10
ba trained and retrained. And even
then, mislakes would be COmMMon.

e reached the point where |
dread hearing 1he phone ring,” an

grninistraiive office warker says,
"I'd say at least a third of the time
somealhing goas Wreng some:
where akeng the line. And a ot of
the callers get angry. Who can
blarme them's

Mew telephone numbers were
assigned on the ROLM system
wilh little or mo input from lhe
phane users. Instead of assigring
easy-la-remembar numbers lor
sammanly dialed offices and ser
vices, il was, with few exceplions,
dane sequentially--either alphabet-
ically or by location. For instance,
campus information used 10 be
reachable at 246.-3636, MNow,
gveryone mus! remember §32-
B30,

Under the ald 2ystem, the cam
pus ragio slation was abia 1o pro-
vide & schogl closing hotline.
Callers would dial a numier and
hear a ligting of schools that were
closed because of adverse wealh-
ar, Only one caller at a time could
accezs this information.

previcus page)

{eoniiraed fron

Page 12 2600 Mogazine

Undier the new system, 1his ser-
vice had 1a be swilched lo lhe
Phongrnail system. Bul because
ROLM nad never inslalled any
kird ol a Smiter on Phanemail, [ha
antire system waould get tied up
whaeneva: mare than ten calers
dialed in. Mo ons could get into
their voice mailbaxes of leave
meszages, Sa lhe school closing
hotline, an undeniakly valuable
sendce, was shul down by the uni-
vErsily.

Even the aniversity’s main
switchboard was affected by this.
Thay could no fonger put a recard-
ing on when the swilchboard was
closed because the same proklam
of overcrowding would accur. Al
presstima, alter-hours callers 10
gither the old 245-5000 main
swilchboard numbar or the naw
G53-5000 main switchbosard num-
ber get & nonsensical Pranemail
recaording 1hat even gves away a
“wocrel” infernal exlension number
af the main switchboard, as well
as the hidden 10 of their
Phonemail account! Technalogy
marches an.

Another changs avoryone was
farced to live wilh was the denal
of aocoess o oulside eporatars.
Because the new syslem uses Liz-
knes to make outsde calls, opera-
lors have no way of verfying the
actual telephone rumber the calier
i= dialing from. Accass to New
York Telephone and ATE&T opera-
tors was therefare out off

This meant na third party, cal-
lect, gr olhemwise anma._a_,-mmm_mm.
ed calls were possibla. I also

Foortinued o page 4
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THESE INCREDIELE INSTRUCTIONS APPEARED IN THE STATE

NIy

ERSITY OF NEW YORK AT STONY BROOK'S TELEFPILONE

E:_Hq.uf. AS THE NEW ROLM PHONE SYSTEM WaAS BEING
INSTALLED. WE CHALLENGE ANY OF OUR READFRS T SEHOW LS AN

EASIER waY TO 512

MON AN AMBULANCE THAN DIALING [22-2-8858
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The ROLM College Campus

feomimyed from page 32}

meant thal non-direci-dialable
owersgas calls were impossibla.
Technically, the campus operator
can hook callers up to a real oper-
ator, but is refuctant to do this
mast of the fime. Besides, campus
operators are gone at 4:30 pm and
all of the weekend. Since Stony
Broak consisis of a very large
number of fergign students who
nesd fa call strange countries at
weird hours, we can only hope that
when the dormitories are hooked
in |ater this vear, operators will be
aocassible. W something isn’
changed by then, an incredible
hardship will 1ace such studenls.
The only possible way 1o make
such calis will ba by dropping
moeney in a payphone (calis cannol
ha charged to the 632 exchangs)
ar by finding another number to
charge the call to from a pay-
phane.

But operatars are only one o
lhe basic services thal have been
denied 1o users of Sleny Brook's
ACLM sysiem. The 976 dial-it
gxchange ig unreachable from any
phena. This is DECcoming common
inn inetitutions, but the fact remaing
that thera are many legitimate
uses lor dial-it services. A simple
lask lika zetling a clock is now
very fime consuming and fruslirat-
ing. Ard when the dormitories ane
cut owver, will all shudents bl pro-
hibited from dialing Sporisphang
or their horescopas from their oWn
phonesT

Equal access rights have besn
gl bul denied to the phong usare.
The system will not allow vou 1o

Page H

place a call through a carnier of
choice unless the 330 exchange is
used, in which case ihe call cant
be hilled 10 the originating numbsr,
Ared 1he 950 exchange (5 unreach-
able excepl on knes with long dis
lance access. This is stupid, since
asn is totl-dree and allows callers
in charge calls o their own
accounts. Toll-free 00 numibers,
gn the other hand, are accessible
cn all cuisida lines. it seams obwvi-
ous that the programmers dont
understand the concapt of 950
numbers, As a resull, the end
Users are incomsaenienced.

Soma ocal exchargss ane ako
unraachable becauze the people
who program ihe switch havent
gotten around to entering them,
despite numerous freminders and
requests from users. The 474,
478, and 656 exchanges have all
been arcund far many months
now, Without a leng distance kne,
you cannot access these local
gxchanges,

Highlmares

Bul far and away he worst
aspect of the ROLM CBX at Stony
Brock is the autages, Despite the
fact that they're not supposed to
happen, they do. Cuite frequently.
Sometimas only for a couple of
geconds, somelimes for a couple
of hours.

Under the old Centrex, you
could ahways gel a dial tong. Even
if the power wenl oui, the phong
lines were there, Now, whenever
something goes wreng, evendhing
is frozen. Mo Incoming callz. No
pulgaing calls. Ma on-campus

2600 Magazine  Spring 1953

Incomprehensible Bureaucratic Mess

calis. Mo dala communications
iremembear, averything has to go
through the modem pogl), Mo
intercoms (1he phaone sysiern now
incorporates thesa, oot Mo
answearing machines [thanks to
Phonamaily. Camplets and total
integraticn. Complete and tofal
paralysis.

Recently, University Hospetal
had a sericus oulage. Nabody was
abla 1o dial anything. Cventually, if
not already, this system will claim
some Eves,

Cocasionally, in the words of a
RCLM swilchroom employee, pre-
ventalive mainienance requires
Ihe phone syslem o come down.
And thal is where the engineanng
and human perspeclives of 1ele-
ohones come into canfict. Phoane
systems cannal be {reated as if
thay were large, mulli-user com-
puler sysiems that occasionally
crash, Phones are different-they
2ra vital and personal.

Uselessness

To this day, the vast majenty of
phore users do nol use most of
the feztures of the phane syslem,
cither because they have no idea
of how 1o use them or because
thay have no dosre be. A A resull,
mas! of the phones have at loas!
four campletely useless Buttons on
tharn, If the user wanis a different
configuration of bullens incerparat
ing thaze leatures, 1hat they can
use, they're lold that it's "ng possi-
Cie”. That's nat whal ROLM or the
university said befgre the system
wat inslalled. ROLKM iis=H has
inhibited the potential of ils own

Spring 98§

syslem by discouraging user pro-
_..M?..n..:_..._.___.._m.

Fhe mast useful tealure on the
gystem is the Repertory Dialing
Cutkan. 115 lixe a speed dial bulion
except il can be pregrammed 1o
incorporate all kinds of afther fag
lures. In clher words, one "repdial®
bullon can duplicate any other fea-
fure butlen or combine several
tealuras, or do something antiraly
different. A lew af thesa bultons
wiould allow tor great flexibility for
users. Bul gelling more than one
of them is completely impossible,
A potentizlly positive applicalion is
thereforg turngd inlg yet mone nas-
traton.

Call picking 15 another feature
that could be useful for some. H a
phone i3 ninging and you can get
1o i, you simply hit 1the "pick” but-
lan armd enter the exiznsicon that's
ringing. M owill than magically
appedar on your fing, The only
prablem with this is that there's no
slopping i1l As long as someons
knows the number of a ringing
extension, thay can diverd il to their
line. Call picking can also be wsed
to snatch catls that are on hold,
although that "Tealure™ i=n't docu-
meniad. This kind of & {eatdre

works fine in offices where evaery-
oneg - is . presumably  working
trwards The same goal But on a
college campus of more than
20,000 people, this "kidnap™ ability
15 iH-considered and dangerous

Although of has Eis of unused
potential, the ROCKM COX 1 G000
iz, by and large, poorly designed
tor offices. A simpfe leature like

TLRRN S IR R Paae )
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ROLM System Horrors

dislinctive ringing is camman in
today's phone systems, you'll even
find il in cheap tao-ling phones at
Radio Shack. Bul not here. You
can charge the way the ring
zopnds, but all tines will sound
gxactly the sama on the sams
multi-ling phena. You cant aven
bern one ling ofl and leave anclher
ont The anly way 10 have actess

il frenny pesvios fragel

Foaanini

HOTE

Croe you have Lfted 1he receivar o

answar a call, go nol press thae line ol
on. Doing 20 will cigconnes] the call

i,

to all of 1he knes in your affice and
have dislinctive ringing for each ig
{a have a different instrumant for
gach lins. Traly brilliant.

For thase thal have realized
inat ROLM docsnt provida ai the
answars and causes a good deal
of the problems, the university
adminisiration bureapcratically lor-
bids usars from instaling their own
gystems ar even Individual phone
lines. This creales an inconva-
nicnce--and a danger.

As we said esrfer, what's hap-
pened at Stony Brook is happen-
ing in othar places. It represents
zomething scary about our emerng-
ing technology. While great things
are possibla, so are big problems.
And nothing will lead to disasier
quicker than an unwillingness 10
preparg for those worsl-case soe-
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panics. Itis wilal not (o be depen

dent on any form of technology
henausa when it fzilg, you will De
grippled. Thiz is a very basic rule
thal iz being fallowed less and
less, How many of us have lost
hours of work Into thin air bocause
of a cemputer gitch? Semething
as crude as a prnted copy of our
work could have zaved us SC
much trouble. Crude backups
must alza exist on our new phones
gyslems 5o that when they do
unpredictatnie things, well be atle
to gat access io the basics, Hke an
oulside dialtanea.

What's parficularly unforunats
in tha Stony Brook/ROLM scenaria
is the pairing of a hugs corparal:on
wilth & huge bursaucracy. A simple
human being is o match for This
ugly combination, He is thus
pushied around and ferced 1o alter
hiz way of doing 1hings because
that is the way it has been
decreed. In reality, ke shoud be
tha ane running The shos,

Claarly, mare user paricipatan
is essential, both in the choosing
ol an insliutional phone System
and in ile operations. Those 5ys-
terms must be designed based an
commenis and suggastions from
tha ordinary users. not jusl those
who  understand  all the
compuderphene jasgan. The cor-
poralicns and tha inslitutlions hawe
got to siart listening and acting
swiftly 1o correct mistakes and
inadecuate faciftiss. ]

Oiheryise, an increasing num-
ber af us will bacome disconneci-
ed aftogelher.
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The big story in the phone industoy
Latcly soemis b0 be 1he ookt recent
consumer crare call bincking, This s
brasically & service that shuts ofl secess
gy certain dial it nembers, laegely o
pesponse Lo b pornographic seovioss
heing offered on many of thoss
numbers.

In Idaho, the plan has heon approvad
for cusdoumiers cnzmectad (o exct INES:
equipped with digital switches. They will
e able to block calls oo ehe 9706, 4350,
and 497 cuchanges, as well as calls Lo the
QO paninawids mosnbers, For the (st 20
davs, there won be g charge.

In ™ew York, the plan s o take effect

S April Customers will be able to block

aocess 1o Lhe 550 and - or 970 exchanges
without paying a fzc for che Tk 96
days Afer that, thevil have to pay
bedocen 33 and 3100 The 350 cxchanes
carcent]y handles group—calling services,
also known as anonymous conference
Limes. T he 970 exchangs will S aliened
o house pnmarily adolt-erened
messapes. [he 90 cxchange would nog
be blocked hut wonkd not contain
poroographie varerial, as 0 does now.

New Yors lelephone s also planning
i expand s Sial-in norwork
tremendously. Last sear, They uperaied
b MICsRA s lires Fey e ﬁ_.n__.__.___._m
o expanding than o oower 30

Meaawhile, the House of
Eepreseniatives hus voled mEiime] wn
fatright ban on so-clled “dial-a-porn”
Telephione messagess. By a vore of 200 10
179, 1he House decided it wonkd be
Depier for such ealls 1 be Blocked
technicallv masker thin banned
altopether. Sech a banning could be
LEterpected as o violatton of frecdem of
Speech.

LS. West has established a separare
Ml excharge lor adult messapes rather
thitn bave thes on the 976 cxchange.
They also wont prirvide Biliog and
Callection for the 960 wenice. heugh
thev 1l supply vendors with the
Eformanion recesseny to do their oun

7 Npring [958

Biiling.

Cuslomers in 1hat region will also be
ab's Lo Block ciher exchange.

Leil Adlantic is crealing a sepanale
exchange for conference servioss and
wdill imessapes . But theyve decid=d ta
blow s sl calls oo shat eachange unless
the custamer rogquests elheradse, This
“unhlockme"” service will be Free, 11wl
b imtersting: 0 see how many people
will "register” their pornographic calls
with the phong vempiny.

AT&T 35 eliminating financil
icentives to vendors b lesse s dial-it
service lines i the S e code, This is
0T iy @l stiempr o eliminare the
pamographic services that ez fuand
thare.

[Eroughout &l of thiz, everyone
seems agrooed upon ong poinl. Phon:
COMPEes Garnd relnese 10 ransmii
messages egandless of their conteat, The
constiiutionil guarantes of froe specch
Uiy ot allow lar this, When aall we
start 1o apply thi wo compters,

specifically computer bulistin boards?
aau

Eecently, the Supreme Court rukad
thiat studen] newspapers could be
ceasgred by scheal sdoumistrators
withil imlerlering with anyone's
lresdom of speech. We'ne darned if we
citn lygure ooz Do 1his s possible, W
aleo think comparer hackers and
veehbeally lierate people can lerd a
vizluahly hand m challenging chis
dangerous precedent.

Hirw many of us have access o
vompulers and printers ihese dayvs? o
enough, Bt undoubiedly & growing
avmizer. Every Kid going to schiol today
that has a computer and @ prieler in kis
hom ot £ven cn hes schoel is a porental
newspaper adiver. Evea something az
crude as a one page dol malrix prinous
can b considered a newsletier, Laecanse
o this, iU% suddenly ieeredibly easy o
pat ou & rewsieine amd deirthoie 5
schioal, Avad whit i be done ghous 11!
oy ke, short of mairal Lo,

feesstionged oo next pae)
2 Vlapazine Page 37
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I this way, we can use technology o
express ourseives operly and keep from
being manipulated and sitenood. I you
think vou're capable of publishing such
a newsletter, do it Encourape others to
join you of compete with you. Ciler 1o
use vour compuier Lo help give a YORE
o others that may nod have computer
aecess. You dont peed school money
anyrmare. You don't nesd scheal
permission. All you nied s imagination
and a willingness to grab your fights.

There are plenty of cther people who
wint then.

[dreg dealers 1hat vse boepers have
Been baving some embarassing
mroments, A New Jersey dealer had bren
arrested on eocine charges when his
beeper went off. displaying the number
of 1he perscn calling. Polce called the
pzenber and talked o a gentlenan who
wished to purchase drugs. And guess
what those clever enps did?

The beeper is currenily sitting on the
Canwlen County Prosecutor’s desk, 1S
still gerring calls and the police are =il
returning them. “We live in & high-tech
wockety, ™ a police officer mused,
“Crizminals are just a5 aware of that s
we are, These guys are sophisticated.

[hey work very hard at their trade,
illeiral 2% 11 Ty b
LEL ]

We've all heard something ahowt
computer vineses by now, most of it
undoubtedly maccurate. srazl

Pakistan, the Unied Sates—they'ne in
existence in all kinds of places. And they
can screw [hings up pretty good. Were
working on getting an in-depth aticke
an vinses, complete with esamples,
togeiher for a future =sue. 1nthe
mzantime, there is no reason 10 panis,
The only people who will have their lives
nined by compreter vinases are those
that don't take basic safeeands such as
packing up amd prnting wal, Chee you
bocome completely dependent an a
COMPUter, any compiler, i only it
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Feraninged from previous e

rraiter of time before a valuable Jesson
CORTCE WORIT Wikl
R R

6,000 ATED customers In New Jersey
are being sem 10 extra copies of the
ATET credit cands they ordernsd, Last
maonth, & renaway computer a0 A L& TS
credit card center in Plscativaay seol
ouit, in separats envelopes, the extra
(zardds,

This is apparenily what happenéal:
Soare customers cosnplained that they
haaet ordered cards and not received
them. 1o fingd out i there were more
sech poople, A T&T wochnicians seirchid
the cand divisions cornpater Tiles and
came up with a list of aboat 7000 names
and addresses, Tl st was “ren” oa 2n
ATET compuier one day o ke
Mecember 1o produce eledronic ondzr
firr the cards. The list should 1hen have
heen zken out of 1he computer. Tnstead.
it was beft inand continued to ran for 10
more days, generating onders for about
[0 unneeded cands a day.

People who ordered cards got theis
crder, times 11, S0 people who asked fo
one pol ¢leven, thoss whao asked lor two
got 22, ete. Allogether, noarly 10000
wrwinied cands ars criow Eng through the
postal service, cach in their own
gnvelpe.

LA

Ot hearticst congratulations te Tihe
Wall Steeet Joweresd, Tor adopting the
Zaf) approach to welephones, A recent
article about hotzl phones notad that
minst hotels use Gmers 1o charge fo
calls, The tirmers, according to the paper.
dun chek onwntil abour 45 secomls
after the caller picks up the phone. “If
you eall home and say T'm here,” 2nd
hitng up irernediately, vou probably
won'l be charged,”™ the Jorernal quotes o
major hote] senior vice pressdent. 71
wouldn wint that o get rmuwch
publicity. but it's true.™ The aricke also
poces that botels remove tel=phons

Frowcrinued on page #UJ
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feoneirmeed frome page 14)
charges whenever a geest disputes them,
Few guests do this, howeer,
Fid
Bl Canada Enterprosss Ine, has gone
and chanped their name to BCE 1ne. &3
of January 1. They ane the parent of Bell
Canada, the nation’s kargest telephone
utilite, Lers hope it's a change for the
hetten
L]
1.5, Sprint still can seem to get its
hilling system in order. Customers s1ild

report not getting bills or gett ting bills
with manths” worth of calls on therm.
Urher customers gel warning leiters
saying they haven paid their bills when
it’s actuably Sprint thal hasa’t gotten
around to processing them. According
to some sources, Sprint has been careful
pot 1o send warning letters 10 big
custormers. regandbos of what their
records say. S0 only the small people are
falling victim to that blunder.
L]

And finally. in what is perhaps one ol
the most unfair moves Kew York
Tekphone has e ina while, callers
whir sk a Mew York Telephone
operatar for the tocation of an exchange
are niow switched to an mfonmation
opetitor, for which thene 15 a charge.
For the tune being, they will wam vou
that they're doing this. In the near
future, theyl just do b, aconsding to a

supendsor, [0 seemns a clear and
successiul attempt at robbing the
consumer, whe as usual s kept towally o
the dark. For thase that wish te avoid
falling into this trap. we sugeest calling
an AT& T operator {dial 0] who will
provide the information for the proper
cost: nathing.

OSUNY

2600 BBS #1

Available 24 hours o day with @ wide
raage of Infornhmion Gm COmyRLers,
telephornes, and hacking.

CALL TODAY!
914-725-4060

THE CENTRAL OFFICE

A full range of telephoze,
radio, computer, and satellits
info plus & whele lot more!

2600 BBS #2
914-234-3260
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