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A bizarre story is wndolding in Mew York Oy, one which
iy pitics hotl Tacker ingenuity and corporate indifterence to the
WVETI CLISLOTTRT,

Teall started when Hocker A met Hacker B oon a loop
sommewhere. Al liest they got along quite well, exchangimge all
kinds ol information. Over time, however, Blacker B got more
ansd more obsessed, while Flacker A wanted o pet on with o
noral hie, B would nea stap calling AL which led A ool B
thiet 17 B il step bothering ham, e would getthe aotbonives
on los case, Well, B didin't aad A el Aaad that™ wherse the
trouble really searied,

For the Eass couple of years, slmost every few minuies, A%
e b been nnging. A1 the ether end is cicher B or somean:
or something that B has programmed. Somstirmes nothing 15
sd; somctimes a threal s uilered; sometimes the caller jus
L, A his family hivve been trving, liteeally for veis, Lo
put an end to this. At it they simply changed the number to
arunhisted o, Witkon an hewur, B had found 1he news ome. 5o
thew tricd o change i€ again. Mow Yaork Telephone refused.
Eicher they woneld ivve 1o pay an exerbitunt fee this time, or the
ntuher wionld nod be changed. They said it was impossible for
sormchedy 1o Tind out their number sofast - ke most have been
tuhd by somebady o the Family.

This soene was repeated @ number of tmes, with A% family

DIAL BACK SECURITY

A computer secority deviee that i often referred o as heing
foolprood s the dial back svstem. [n the case of o dial hack
system, & compater bas o dial wp access number where users
miayt enter their user 1% and then their passwonds. Then they
hams wp or are disconnceted from the computer and the very
svaterm they jest called will call back ana prearcanged number
afler i short perind of time, The hicker cannot penetrate 1his
hecause alter he discovers 1the working 1T pivsswerd
aurthination. he cunnet do anvihing but hange up and wait for
the compuier @0 call ot e the prearmranged. nurmber. 1 is
extremely difienlt Toe oo hicker 1o receive s ocall o this
preaviimped number. unless he 1ps into the cable-pair a2 the
Borrre v nfTice aof the person whe owns the gecount and then
wses 1 portable compuater and modem: while squatting in
sehher, i i telephione poie, o perhaps in boshe,

he memiber deell s oor specified when the eall s initisned
Faal @l oo previous time, usuall when the sccount was st
st up. Many companies pelvoon dial-hack svarems Tor
prostecticr and will walk areond smilimg. Tost o s over
how secure their svstems are-how Tnalprool’ they are, But
et swstomms gre pedentially vielnesable, These velnerabilitics
are e o e phene sestem o the medemns vsed. aed make n
wll fow possifle oo Biwcker oo conneet oothe callbasck call wnd
lovl Ve rodem into thinking it b dhnled the epitimate e

Hiwa

Somy elder telephone switches wee caller control where 1he
cill s oaly disconeected i vhe caller wha ovismngtes the el
Rangs up This mesns that a modem eould nol ing up on a
caller usually o local caller whie duled imlo the compirer,
The modem would go e book ™ and the comsater sontd
thenk that b buiog g bot the waller would soill ke shere the
secoml i picked up agnin o make an autgoing call.

e medem might vot notice thae they wers <ol there and
wonld atternps dodud and chesowaiUan il $he call wenst thronph
wnd Tor s modaem o pick up, Adter & shoer period of time an
awvsswer e could be send, ol they would B connected oo the
wsbinm simply By nat hanging up,

It Could Happen To Youl!

changing their number practically o dogen lmes und having ro
pary thie Fee for ot of them, 1 reached the point where Bwould
call theen before they received their new muomber 1o 1l thers
i The oew numiber would he,

Uhis wasnt all. B had alen manigeed o charge outrageoss
smounts 1o the Gamily’s phone Dl He would call sher
amswering machine collect an e lene distnes trunk and make it
sonsd 1o the nperator el someone had said "ves™ Thes be'd
fesve Thee commection open for hours, e gl managed oo place
shord paares calbs, vsingr theeir pumber as che Billing nemiber,
Their bl was outrigeous and the phone compry insided thar
they wene responsithle For . Thor serviee was disconnecod
wlwen Cheey dad e pas wnd Touday Chew e slowly paving back the
huge deht.

Mearwlile B has tried to et the awthorines o look at A
(whense add ress and phoeae number be s, wick only lukeswarm
inteeest. The FEI savs ot has wn ey nn lim, Bt waon'l help B
deatl with the phone company

To this day it continues. The ealls keep cominge and B i
powerless 10 do anything. A knows the phone system like the
buck of his hand and he can make it do almost anvthing. The
phone company docs nol wint 1o edmit thas and, on many
lewels, iz ancapahie of understanding it themealves, The result:
an immocent vietim gers i Trem loth ends,

CH course, some modems incorporte dial tone detection
before liling wod ringhack dereerees. These will ot dul usiil
they “hear”a dial tone and thia o rine. but these conld e fealed
with o recording of s diwl tone ora ring,

Some moders will even ey 1o pick upoa ringing line arsd
atternpt toe make an eastpotng call om it This could be wsed by
svRteme penetralor L break dial back security even on join
contrel or cadled povty control switches. A peetrazar wounld
merely have toodual inon the dul-nar lve, Just s Lthe modein
wins abent L dial out. The same rechnigoe ol waiting for dialing
L cormplete and then sugpbvingean soswerbaek could B osed s
well ws 1he reconded diallens echaigoe.

Calling e dial-owt line woubd wirk sl in cases where the
mudem has disabled auto-anaeer beciuse 1Ewas aboul 1o pick
wp fanswer) the phone inoonder 1o start dialing

Erven carelally written software can be fooled by the rine
window prohivrm. Many COsactually will conmect an incoming
witll v Dime o e line goes eoff hook just as the call eomes in
weithout irst Ravimg ot Uhe 30 M, ringi nge voltage on 1he Yine o
makes i ring, The rine voltage inomeoy elephane central offioes
i satpehivd asvnchronously cvere Boweonds 2o cvere line on
witich there is an inenmming call that has rot heen arnsswered . so
0 Enoaing civn b answered insome cases before onine can be
tetected.

This means that o modem that picks wp the tine to dial oo
Just s owr penetiatns disb in mas not seeany sing voltage and
rry therefore hve noway of knowing that Lis conneeted tnoan
incoaning ol And even OF the awitch alwavs rings before
SONRECHNE AR insoming call mosl modems hiave w windose jost
as they are going off heali W originge o el when they will
IR tnsien s ek as ronging snltoge on the assumprion
thaat they arignace Trom the goine-off-honk process

[E 3 i pusibele Loy with any coridinty that when a modem
goes 0] hook and rics 1odin] oul on a line which can accept
nenming calls ireally is eonnected 10 the switch and acteally
eakinge an outgoing call, And because i is relatively easy for o
swstem penctrator e fool the tone detecting cinowitry in a

S-1n feavrsinnesd on poper 3-18]
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Al mqm: Obscene Caller

.-". Mcm‘.\. dle Uy Mg sehwsod st wacher ©
chargerd as tie marowio made oo ed s pecbigpe the
of vhsoene welephoee gl e women whils impersoeating
o podice officer during the post tweo vears, Morris Township
plice hivve anpoursed.,

Accordimg Ao polie, 1w v onecesed of manking
rancom calls 1o an wndetermmned nmber ol women posing as

i O e Bl who claimed be s imvestigating hilsassing
and kel ealls.

ELe ol sk L wan e s O LI sk T R L R
wlong with anvone wha plced g obscene call 3o them.”™ g
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b ot b evem contact The sormdin g, asking her e repssil
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oty wind Mew Jersey Bell wis able wowace o b, A
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ehree cills o roonas wnbl e encounrened oo s vaige 1hal
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Cnlike telephone taps arsd room bugs, which recond actusl
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Drear JHh:

My high school has o PTH with 8% T termminsls, They
iwre very teluctant (probably lost ipnorans) oo give ot any 5o
of information. They fool that the svsrems’s wee s onlv for
learming Rasic amd Pascal noo cxpermvesipiom,  Bod o ths
shioneled T ex pected,

1 have ingpuired mamy tamses abeel controlling the cursor and
e praphics on T UL ferminuds, avd Srey Tove thicaresed and
wirned me tot e play wiskibings Tdoet keow Tam reguesting
informatien anowhere [ opn seguire infommetoen on the %11
tereminal Chooks, compantes, ete ). 1F vou eould pobbish i
imfermanion [am positive smany teaders woul) nd iouselol,

Acrtful Mrodpger

Crewr Diodpers

Fernaps arre af o sruedife feaaers witd sepd wn sich a Sive

S @Ry e, Uokerd L e gerodulene— o thar Brepdly the
R hoer bnaiiney.

Dhenr 26600

Herewrs some noces on the schematics vou published inyour
Cherodser, 1965t [or o “blue box™

Ab The power supply thar repulates she [EV nput oo 10V
autpaet s ol necessary, While the dual batery arrangcimeni
will provice longer operiting time between battery chamnges, il is
possibhe to eperate this device with a 1,9 hattery, | owould,
howerver, recommend the use of "high powen alkaline batleres,

B The waviablz resistor that comtrels the twning of the 500
B tene is orminted Trom the sehematioo Toshaold be ow thewine
Prtwerzeeny bl 10N md 200K) resistoer lossaticne,

1 The 035 chip, made by Intersil, s ne lenper carsied by
ey i Shacks, T oenderstand thar siores will net be
sestoeking this chp alier their current stock 15 depleted. Twould
secornmendl thal people acouite this chip from  Advanol
Comnpuder Produes Ine, TREESAE2E0 41 0 cont ol $31.785 each,

U3 The 208, 15 curn resistar is sobd v Badio Shack a1 51,49
ipece THN 2755000 T suppest thar these patts be boughe
through maal noder Bovses dsuch as [hige-Kev (S0DICIE FY
tlan approsimaty coat o B L2 apicee, e 15 Goe S10

B e bl S baliow U bardwane orienicd pessns 1o
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aces and add jumpers so that each kev hecomes o toilly
sepinrate switch, Texas Dnstomiens caleultors havie o keyvpid
thaar wn’t toe bived g mod iy this was, 10 vou ise 1his vpe ol
swilching, you'THimed thar the single kegest conmponent will b
the speaker. and the bastery runoimge s close seeond,
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A8 PECICS f Pone JEVrTRe SATenclies cr cosnpntor SUses, or
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statron). The restare peivate bines, sueoe 1o dial phorses, Dawoeld
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wir e pol received g single Comevered e, Y ou conumented
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assuranee thinl Lhis isswes were lortheoming. W weren'T1he umly
cnes stung by Coenpaadels A least a dosen of our readers
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wdvertismg and came e the conclusion 1hat Comeie spent
close to B IHLGT ooy ad vertis o wlone?! Formcst el s pericd,
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S uzing this entine time, Comemeted never prodoced asingle
Pt Thiet e ko afl A1 east Tive of aur readers stated oo me
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Tulfsllenent corrplints s the magine,

Thesiee of Comipere™s nperatiom o the o pparent flaunting
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Johin J, Willlams, Conssrmerironies Co.
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SYSTEMATICALLY SPEAKING

sprint Unites with US Telecom
LR ELLR Ul 2 - i

[rvihe lurgesr consolidaciom vet ot the turhulent lang-distsnee
tekephone industry, the nation’s third and fourth lnrpmest
e compeling with ATET - GUE-Sprintand UY Telecom
sgreed te merge and Tonm a new company

Phas elosely follows the propaosed merger of MO and SRS
Skvline which was aneouneed last Gl

Iz ereation of the LS Speint Commu e lons Company,
which [aees Federmd approval, will alus merge their daa
commlications subsidisnes, GTE Telenet and 13% Telerom
Drata Communications Company, which unol a few mont s
ago was know as Uniset,

sprint and U8 Telecom will be uhle o comifvine Ltheir
advertising and network-building effors in the new GOy
which will have i subscriber base of 2.2 million,

The new company would ke the third lwegest onge distnee
company, behind AT T and M1, and would b jovint |y owrsed
by GTE and United Telecemmunications.

Write Protect Tabs Wrong
L TE T

1T vowrare having daty loss Tram i bateh nf floppy disks e
by 3ML e i possable you kave the red wrtle-predect Lihy it
shupped with seme of is disks Tast June and Tuly,

The problemwith the red bs. used 1o cover The writc-cnble
noteh i fleppy dishs, is that they anc Tramsmiirent 1 the ind el
light used by a few disk drives 1o check for the presence of the
Lib. While 36 said it his known about the problem since Juby
the company claims that the disks themacboes e nod defeative,
AWl replace the red tabs i1 vou contset the COIMpKITY

Ome custenmer, wha darmaged his Microsofl Werd amed S
Works prowram disks i Januwary, called 3M s 100l-Eree Boline
[hick oo not listed wizh mfermmation] avd had his disks
repliced. He bad Mitsubishi disk drives Ahanit | percent of all
adiak drives will not deteer the red tahs, seconding tooa 3
spikesnum

Bell Atlantic & MCI Collaborate

Drmdirad et o=

Asaresell of the recent antitst judament apsingt AT&T
sl the seven Bell opericing compantes, Bell Adluniic i SETRT
up fer MO long distwonee serviee. The switel winn'| offear
SUSTOmeTs sinee 1% only imtended Tor interpp] use of Bell
ALhimeee. Adse, as paen of g aprerenl, MOT is busoing billing
seivices from 1he local Bell Ackanic phon cuznpinies, This
meang i s of Jamwey 11980, Bell Atantic compnics
st serading MOT bills oo MOT customers,

Cellular Phones in England
Mol t

Crellular telephone waers wha teavel oveises will 5o 1 ahie
to wse the service in the United Kingdoan,

Belb Atluntic Mabile Sysigms s senling up o reciprecal
proprar with Cellnet of Lordon, called Serviee Link . whech
will allow customers 1o pes g poerable cellvlyg telephancs an
their arvival at airports. Fees for the service huve nol wi been
lxed.

Infrared Beeper Will Find You

Bk FELET]

There™s ne ewarping the infrared oves of o new Ll phoie
seeper svstem: Lelocall, Gromm Felor T, finds von virmls
aovwhere inahuilding and tripgers beeper st iy worn like 5
oir I vow want o sake the call, 1he svstem vings the neirest
e 1 vou den't. vou poeas g hudtan o 1he b

Wohen aeall comes in i sensngs sty scach s resan
rouele Dk an invisible lash both moing of | and beep the
presos Being dalled . The sestem isdesianed o bncte as marm -
AN imdividuals e 250 soparmane locations withen o SOh K
suparne-foot pdficg

Electronic Tax Returns Are Here
LE XL

The Intereal Revenue Service has snnounced 1hat it will
begin accopting S s returns in electronie Torn thransh
approved ax preparillon services,

Ihe Flectrenie Filing Project, if suecessiul, could eventuplly
allowe personal computer owners to file resorms clectronicully,
ilthaugh not in the near future, according 1o & spakesman for
the [R5,

The project conld hive a doulle advantape  for faspavers,
cloet ronie iling may speed wp the refund processs Tor e 185 it
may also eedece the enst of handling the millions of relyms Felced
each yesr. Three areas have been selected for the initial st
Phaoenix, Cincinnats, and the Baleigh-Thurham al Faveteevitle
arcas of Morth Carolin,

&R Block Ine., of Kanme City, Missouri, i e Brsd s
Prepaniiion service 1o announes participation i the 1RS
progel Cusmomers of desigrated sflioes can use H&R Block™
Raped Refund serve,

Mher wmx presaration seovices aie by comsiduered by the
IBS 10 partacapane i the project, bul those Fere g rers mrisl firs
FEEss IRLOSIMES i 15y 00 order 1o be certild,

HE&ER Block prepares mare <lan @ mallion tes weluens i ML,
or about 10 percem of the Sndividial retums fikal in 1he
COLITILEY,

Acoustic Trauma
Ha s Hoarenich Hiere i

€ Farther's Day this vear. an 18 weir-uld Sootch Pliins
Mew Jersey man was talking on telephonsr and expenende)
whit he bebeved was aw electrieal shaoek

A investigation by ATET and New Jersey Bl B
revedled thal the voung min was an “seoustic taama ™ victia,

Poone company ofTxenls desevibe aeoustic 16 am is ™ froq
o ek that can sownd as leud as the backfiee of an
izornahibe,

Fthe miny vietims of acoustic taema. the man suffered ne
vt uries but bad a riengin e semsation i s cars o akan
alduy

ANew Jersey Bellspekesimen siid acoustic irisma s no? 2l
sinrr Lhing s an elecrsical shock,

UThe telephane converts ¢lectrival currents inlo sound
winves. ™ he sid . Acoislic lraama comes s a resule of sound
waves, i nor cketrical currenis,

Py ices known as “acoustic e dre busilt iy telephone
reverve s i e designed o mainimiee the chcking nonaes thi
sometimes result Mnn muliemctions within a Ll phiome
Mok,

L o twi cises af acoustic rama are reportad o ATET
cach year.,
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DIAL BACK

feampingied from pare 3- 7105
modem into believing Uit it s seeine dind one. ringhack and sn
forth wisil he sopplics ganswerback wone and conmeets amd
et ranes the systen, security showld war e pened on this snrt of
thinl-lsck

The bewt thing te da to snlve this problem s o use a dilleren
lizve Farchial-cut, Use of andoen time delevs motwecndial in and
sl back combuncd withallinwing the mnodem 1o answer during
the wai period (wirh provisions made for reeoeni sing the G
thut this waan't the originated call-—peehaps by chocking Le see
it the mcdem i in ongmate or answer sode) will substantially
rediae this window of valnerability bas nothing cim completely
cliiretie it

Obvaously, one s an older OO0switch, i is oot sood alall
v use the s line Tor dand onoand dial o,

Lo is Tsesr ver eranhow sure Lthae che planne oumber Gor che duil out
is diffezeen from that of the dial-in, perhaps even ina differcat
crcianpe, which sn’tall that impossible,

MATL

foeniinniesd frows e 32770
Dhewr 264041

I v i grent iden, which soeme o simple, boc 1 have wever
feeare o mention it [feoncerms pProfecting the aserloe ol
BB= Trom the prvieg eves of the Gestapo poelice. or FBIL or
whisever.

Your wew, when they raid your hoose 1o take vour BRS, Y
biave enly a few reasons. 11 is either 1o punish you Tor asking
fprstions or 6o get a jicy T ol prople to imvestigare along with
thir favorite passwords, Sometimes they will eall up other
hoards vsing the wser names and passwords They just
cunhscated and v 1o rendd personal mail. This s2ikes me as
beang Bath imemeral and dlepal, Bul ansseas, the trick 15 10 aat
Pave the wserlog available,

Fhivee sodvied this problemn by putting the waeelial in memene
en i rimdisk, 1o bove g osimple progeam which makes mw
cormpiter think that part o the meeneey s renlly wdisk that vor
can wrile 1o or rend from. When the cops come raeing in and
puil the plog inoan attempt 10 confiscate my comparer, the
nfarmatune s pone. 1just disappems, The only problem is
wou sl cemputer thar has more than 64K, like & PC or
serwcboms esause most procrams need 2R of aviluble
||I|"||I"-|?'\-I T4 ke,

[z utibely Bt thay will tee to probe vour compuies belore
thwew enplug e and ke o from voue home “as evidence,”
v even their tochnical peaple are et IO preLeiaL.
Arat they doa’t waamalby serad e wechinis renzle gl
arneway, D oame ety sone ol thar, hecse they The o ke
citlentutos and normal telephones along with the computer,
and thit shows o exieeme Jack of knowledaoe

sinee the BN walmest abwass cn the useriog cun be baecked
e g disk outside ol the computer, bt enerypted in some
e, Ml UL v Lin tlgy |'k. weramhble '_|_1 1then rerarme 1w BN il
i e it ol vour Basie progoams or wherever, Mo one bl
the NSA would find i Al they have berter thines e do,
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