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"Television taught people o watch "Friendy

rather than have friends. Today, relatively little
of our leisure time is spent interacting with .
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Oreer and over, wie'ne takl thad abave all else
we misl respoct ihe lawe Whethor or p we
divsgros wWith it whether or pog we feal ils
fair, even whon just obout everybisdy Lidas i0s
2 had law, the oae tlong that's sleavs heen
wiade chear i ws 15 that the T bs the bea So0r's
cspeciully wlling when we soe just bow Litle
e laor poepally means 1w lawmakers and thoee
in power.

[hirz s a provess by which injessicss can
b comected. s raccly quisk aml essy aret el
wswally invelves 7 zood arcoont of seenifze on
the par of thase ying 10 changs the way
thinas are. The abelition of z_.w._r_.... WOmE's
saffrage, the civil nEhls movemncnt, even somis
chanpes i Ui foccizn policy of the LLE. goe-
crmear came ahout s o resull of interse lob-
bving, massive domonsrations, end peaphs
willing 10 give up everyihing m onder g0 stand
up for somelhing tey believed in

Wi sze this today on 3 numnber of (ot dhar
affect us quite directly, nat the brast of which is
the Dhgital - Millcnnium . Copyright Act
(DT, s o prosecute 2600 back o 2000
While we lost thar fizht. the batibs agatned the
DMCA continoex (o ihie day amd wo ane oom-
mallsd 10 avermning an omjusl law thas buas
robbod many of basic freedoms in the woukd of
disizl echnelogy. What laws ke the Pabriog
Act kave dons to 0uT counlry 35 =0 Mghtening
st he alepest wnbehesablz, Bar there are mil-
tioors of people determined o fight back wod at-
terngd 1o keep civil mghis o cremblng ok
duez.

Iisibeying =n anjust Low s arechor [acns b
forcs the band of the lawmakers, one which ol
feR carmies d heiey price. Dlespile hes, 108 rans
thar the earisc stroctore of the legal svsrom is
alsi fisobeyed - hose engaging in civil dusobe-
dieoee tend net 0wy 2nd escage poosocation;
ralher, they ae the strociore of rhe SYEET Lo
vae their objecions wothe lww o poloy
thew'Te pralesting apains

Bar pow we ane a & poant wlene Lwose al-
ready in povaer havvs gronen m_._.,h_u_“mﬂ._.._ with suech
things =8 due poocess, civil rghis, and pabiic

the Law

¥ mesans do them

Semztor Urmn Hawch (B-Thah) bas beeo in-
virlvod in discusslons with o company called
bediaDefender which las Goveloped & produst
W clesrupt masic deanleads (ves, that’s what
they dod. 1o apecent gxchange, Haloh espressad
kis inlerest in “destoaying” the competars ol
These suspocted of copyrighl vio In kis
wonds, sch am el Tmay be the saly way you
can teach somchody oboat copyTights,” This is-
mt sonne donkand dn s har offenag & ooa-
pletely insane solation o a problem, This is o
United Stares Scnator, ;

And iFs mot the first thing weve beand chis
kind i tafk. Tl Beoeeding Indusicy Aesiocia
o od Anserica (RIAAL oo the past inied 1o
got Jegishition pessed that would allow copy-
raght holders vo kack into the compaters of poo-
ple susprcied of haviog owsee tat they didn’
e dar In :_: chew arteraphed to tack thix onks
3 nar tiabil Biopeng thar __._.
hvweri of e mament wonld keep their B
rant atterpl to bypass doe poocess .L...__K.nm..._“._u.
Peminrately, it didet work - ihat timme,

Then ir 2002, dght helone U Augast re-
cees, Bepe Howerd Berman {D-Colifemind poo-
poscd gnother Bl woodo basically the same
thing, ""Muo legiskation can cradicare the prob-
lezn of posr-to-poor pirocy, Hewever, enabling
E.E. _._.r.._n crestnrs 1o fke achion o provent an
infregg Bl ooy boiag shared viz P2F (peer-
10-pee o is an __._._.ﬁ__n.....__._...__ lirsl sleps,” e sacd.

There wis omly eae problem, To de whal

oy wanted was illegal under all kinds of laws.
So part of what this bl was poshing for was
ity from prosecation, That reeas the
BMPAA and BIAA could compleely disable,
block. and oven dansage o publicly secessible
retwork if they Beligved something they dide’t
like was going on thore, And anyene whoss
competer was damaged as oa resclk of chis
gl have o gek permineisn from the TS at-
teeney gonoral 1o sue the perpetratess and 5er
only iF the darrages were abave 32300

Miw Lfe oy b breathed inta this legisla-
tion by Hatch's ravent ¢ w5, He said thae
the sysfeny he cnyvisionsd would warn i oon-
putes user iwios iF they were dong someibing

lew acs

L —— e an e s,

percepion. In’ some distarbing  and  #lmost
cormcal cxampbes, we see exsctly i ik U
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adjectiomahile sl “ther dostmy their cxmpanss”

M oAha's the only w n P atl Tor
destooving theis machines,” Be wenr o ooy

In g civilived sociely, laws exisl for a rea-
son, At lessn Lnotheary, thew e designed Do pro
vid @ dewal playing field and & chanee of squal
.m._n_.r._w. tor one and atl, Indivi % break Jaws
For a vanely of reaams, wspally cither fo g0in
an u_w......._._.“_m.._“_ ar by rariver o & disadven-
tzpe. Bot wheo governments booak these Lo,
I~ Bcainse they Fear laving controd, Thoy Begin
10 zot with despeeation and sfar o lose fowech
weith rozlay, We've seen this all before in many
patls of the workd _“_._..unz.._ﬂ.:_..:.__ hislory.

Oiver e past coupde of years, we've been
veiliezss £ this son of thing an & mach larser
scale, Civil Liberics have become dirly woeds.
Tage Freedian ol Inframation Act is poact ﬁu“_
athing of the past. Poople whi queestion ek
are accused of boiag o, And foar alway
the mowd escentizl ingredient in ~uch & _.._n___....._.
ward spiral, hes become an omeniprasent gt uf
crar ety

Brx alveays the Freling of crisis wh
s

-
ahar would otherwise be vnacoeplable
Iy b weelogmned by the pulb-
iz, Amd, since thess changes are anlikely ever
to b reversed. socicty s forewer changed inon

[t would have been completely unbeand of
anly e woars gpo for people bers o be
remrelexl il pu carrrs and held withoo
cherpe or without even confimation of their
detentivn:, L happons 1oday and ic's e beago
ey in The newe Mot Of the thine thede peple
arent cirnnsens of the Lnited Sates, which ia it-
sl s ernough to make most of vs nor cene, The
fact that <oimecne  cochd B beld wertbasut
cligzges. baill ar cven the right (o communicace
wilh rhesi Ganuly bocavse of & miner visa viola-
ticn is overlonke:l becawse s all pan of the
fight agaziar rereerism and comain laws and ba-
sic righis need o be ovedosked because they
JusL ool o the way.

[hel there ane now increasing examples of
UL, citirens bzing alfecred by this as well,
suwch i Lthe case of famrer Inlel software engi-
rezer Mike Huwsazh, held withoor chacoes for
five woecks ot noew achsdalod weoga un imad
rexsl Junuary for "Comspitacy 1o Lewy War an
the Ulnited Sate” Chaly extremely skerzhy m-
fonmatzon has hesn piven by the povemment
ra kel any meoee will be neleased be-
._|_ 1l hdore cformanan czn be Toasl

fwoey fneemi kehawashons, )

Sterrier 203

e AL

delimef as =n
the mules on S progoss ©
oly thar Bor corfare is inorsasingly seen e a
valid way of abraining information from a s
pect, Beanlaadly, people wall cmns 1o csinbrace
sech things in 1he mistcken behiel ter e
wofld is being mads mors secure.

The arogance and disrespect towands Lows
arkd walees Lhal hawe taken contarizs to shape
docen't confine ilseir oy wichin our Borders, T
recent mildary aggecssions of our mation hava
ifocecd the impression thar the Ameni-
averrmienl mersly olorapcs laws and
trearics unlil they hecome inconvesient. i e
coed, it doss whatever it wants 1o o

This e wecludes essassination of foocizo
lesiders, preecmpdive areasion ol G0y SOWnmy
which ewvy someday pose a risk o ours,
whing" any allics whe refuse o go alang, ad,
prenhipe reast tebleg, steadfastly refosing 1o be
arwerable L the Internatnz] Croceal Coor
{pithopsh the Linited States aml T35 othe
countnes bad slresdy sigred ond Comgress
v wenl s far as to pass a Jaw authorizing
the invasian af The Moethorlaads e frec any
[1.5 zervicerman soowasl of o owar coinee? 1
[ ie lacated in The e Such g vio
reaction b cven the mers possizility that oer
sobdiers coald be held zocountable for wer
crimes has aherawd U Unped Smanes oven
T

A gavernoent that Sl b tespect ils Jows
will eventaally loss the confdence
st And 3 covniey that fails 2 cespoct niorma-
sz ] Ty w1 b B dowenoopaon By the rese
of the workE amd, e wisy or anolher, polelnd
The teo comivined is @ Iripghlening privpecl
cepeciglly piven our "supecpower” statis

Tzse whio fool thar existing laws are 20 in-
comrvenienoe e their agenda Jdo onor Bave the
mighl i exesmpd themnselves oo
Likz the indi als whin challenge the wor ki
acss of a law, there ane but twvo choices - ither
clhellenge tar effocuvoness through courts,
mublic dersonstrelons, <o, or E.J__.__F..._. thwei
and pay the price, using that process as o o] 1
promces change, I we permif theee wilk peracer
to contiows this pattern of choosing which Lases
gpply 1 them and which apply 10 overvooe

..n:.,:_.... combatant.

"pun-

1 cili-

else, we will soon have wery ke worth
fighting far. ]
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ROLL YOUR OWN

by The Bey, D, Jackal-Hleaded God

IT wiape Ln the wek doveiopment 1...__. ki
ard zot 2 many Loe professdonel suls OGNS
1o, wioap wil] medice Chat ar beast oo por poarn,
cach magueing will mm 2 gpecial Gditian o0 huck
ing, Uegeslly thene's 2ome sarl el calsly aoeer ion-
age showang oo okhady  chacaceer engitgeed  in
syrabalic refarious behavior Dnssde, woell
read sRoat the lasssl worms, virses, asd "hacks”
rhat wous mission-critical wo s migke be s
nﬁ...__..w_.w 5. cewdd revicws of e kst
wels e secnsity sollaars, gnspoar the oo, 2ol
then gither Ly convines your bass o open ber
wallzl o jusl weaec o0 I's faz slandad nezzeing
el of Eprine wow ol busnns vour bindeel.

B ils a given that there ars plonty of popeshelf
web szoudily solutions o6t theee 10
it pone of themn is porfcer. And, of ooumsz,
all ol dhacen couoes: with 2 hefly poive Lag.

This article wall shass wor w2 roll yisr awn
ialrsion fersction svsben: fog Micoosndt's Tntermet
Tnformation Server (1851 - are hels asalizly
Fres, 200 limes ul codc, and shottt 90 percenl clice-
Linis. __“ gezpmes that wiw wee ronm .__... [[5 3. im
G 2000, with AckveRiz
(free From wwweaclivesgie.comy zrel _....._._m,,.__,..,._
e g OG0 seriprs. See AcliveSrane's docpmenl
G o oy w0 =0n this e, {Tinl Got Teges
napcegd Lo the Porl inteoareten; oy defool only 2l
15 mapped. Sloppe.

Attack of the Soripl Kiddies

Smowhat hapgeens whon somesns dacides w La-
pot your web site for an atsck? Typically the
woald-T antrudics will uss rha sorip! Riddy b o
_._..._1 ...._._m_.._.. will med _w?, sﬁ_u_., st H_._. = Tur

lowdly heockeng on gl the doves and windowes,
laewing for eree thets vnloched,

wilh wvemclor patchics, b oaled, ezl b
bt 1 fakes advandage ol vour sorvirs v lner-
Bifites, W'l Lieezn for thet karck and arswer iL
Huw 1ES Handles Server Evinrs

What kappers o 2ll ol the exaluil ez oar
faild Llsoally, they penerate server errars (903 A
cess Porbadion, <00 Bad Boguost, oo S0 Server
Frree] Thzee memver emors are duly poled ot w31
wirls soevers eror lop and ars never, ever nelicod.
Why? Bociose ol (0
ootrrsr, A i ey G, dl's avoally Goo lalks,

iis intrusion detection systen

leaks an ooe ags ol

I axcliditieon L wuiting an enrne oo b erree loe,
s =il mlae diaplay o page 10 e wser alEmms
sheen il an orese has oocumsl These cenred e
1ar respenses [Lhops aoe abour S0 of ther] con be
lruzed By defonlt in CAN IR THel g sH L con-
mocine Takes 3 locds voin U Aind one o fite B cech
kit af ermor chat 105 wadecstands

Crvgrriding Tefoull Ercor Haodling

Tire up Intensd Sorvicas Moraget on yom wach
segver Jusually ender Adicivestrarse Tools in he
S et Bighi-click anoyeur wh st chek on
Proqecties, amd seleoribe “Cusiom Trror” b, Yo
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Wing an o2 e cack HTTR emmur ix meppcd @
ar krm Ele. the saree Oles thar yoa fioand in Ui
psHelp directary, These papes do 2 ore job of in
fugneng the ond yser shar Somcilking Bad His
Happeeread, Tl they doatt dooa thing to alerd the
sysiem inkminiziraner, et L e,

Intredducing Yalvher

Woescher i vory sunple, 200 line Perl sonpr
rhar warches for suspivioos sorver emons and Il
v knor abour thern. The stuaroe sncold b
."__._.__-__...n L AL ET._.-.__}T.__._“;,.... fnlder a1 Y _,..._._.__
sorver insice the wih row, Lor's sa0 what il dous,

The  pooprur opeEns owills da srasdand
flussbin'porl header - mab necessay oaz 1he
Wirkdras wickl, hut UNEX Batis die hank,

Coptmaration linzs go Ersl. Wis s1am st e
wildress Jor 03 nsain fecipient for ool abrm
ponte fhed the B s cscaped wath o hockelash,
guf Cnig, ard you'll bl e s gl op Maut is
il mhibilsess] addesesas for oo nelilicals,

SRTP iRigple Madl Teansfer Pooteool ) soreer
infeernarion is el The snzpScracrames varizhble

e e e e

2000 Mupgrazine

Ry

e

rahart

=

B I t.ﬁ-wﬁn.... ‘

e wed b i TP adcdr=ss af an available SMTEF seeeer
on welr aerwory, This server needs ia ke zhle o
sl arizil o e _E_..."mm,.. ...._..._u Tl s ...__...__..._n_,.,._nr
PFarh variah
Deen that U B2 ._:_.h =1 _..___..n. S AN DO M DR
g il Thy abelacll, ivs ofvisclpubicnadicons
pickmapsy, ?_u_.... rhe chpiale Foc ke lisbies

Finzlly, we :...._... u__,."_ n,“_._..__.__u_.;._.: }_._....n_

merioE fin _q__.... ook 1he _,“__.__?4 qT,..._...n_w. __..__d Thts
wail | b or cieh ] fue s sorver ooy ol TIS

ETns ame lous SulreyToess e
We'rz giing o make S pass o e speninne
._._._.,._._..._“._._.n_..,ux,,..._u shoouzh the pethy, so e sl sel-

o ._..1 TI=I.
eotlhabe onss Jecs just that - srchs the cemend
dxiv dnd diwve arcl Garnaks il Tor Sassss

i L] siliaat sia Lowrs (210 £o000ds? fooon the
rime U cesven e Ceniral dimnes Yoo cin do the
raars ra ity tis Lne for yoor 'k HFIL [

_q_.._._u.. TS, ._?._.. an ciEremine the FITHIL
sabrubina W deplay whabover yiou want,
Firallyv, writeMuil grbers inlioe

e scresr, e orrar, and e bomvser shar caused

This |
prhup o
al sl
To configurs 118 G wser e Walchor seripl o
Farid b servcy comors, @0 back irdn Tntermes Services
Mumrger. seloel Propeiiss for yoar web sz, and

is then dropped into yoar SMTE servers
ractoey a0l yan ger 20 e-mail waming
[P RS T i

L]
Ferrars civls

ske Cusorn Errors lab, Dol ol
_.u.__ cnuy tar somesponds e e

il v s Warchar scoipt Chacgs o
u_..._. :... ra ._.1|_ e UTRL. [n il LEL ___._n.q (I
2+ tha ‘wcher . ecripl

Swatchercgil, Hi O, fit Appiy., and seap and
srar wor weh sile fusd Qo oo e,

T psn wor conf punarion, start off by jusap-
plying the chenge o arsar cods 404, Modify thw
i nelnde A0 &5 & - degering
L I7en Frs ap o fraser, peanr o vor
weh site, ard moguesl & pags hat Joosnl enssl
(e B hrm.

R yuour 1057 was srcessiul, yon shoel see the
arrer pass from e WAL ST e ughic v
trerw e, and v shoubd have =nemail in yoarin
Fove, (Aake suie el yon remove S04 From e
e pzer isn] TP wow don'n e el et page, viu
i didn't g the carrsct URL 2n the errar map
pimg dlizling bas v dan' e ?.,:._.,_.E__.__._.m. EEL D
oy cEl direelury., pou Jorgel [ i
Jrenzn o you ahareise
res, 17 wou T RIS A0 2= I

Ak

© Suerener 2003

s 1T et it vn the coerecr el scklress, hal
yroar SMTP werves i sl up pr oply, 0 thar von
__r._.._.._.u.._ 0o U covect SMTE pickep direclory. B
LTI fave bo Jedec 11 LD ..,,,.,,.. T3 CELars:
) ,..__,.._ WIS,
Epring Firvard

Aaang the onformanion shar woe receiwe by
mail is the sallazre wesl W @ooess poon 05 (030-
2lly e Lpawsrr, bul snmennss an auramaled
¥ od dw:
cror, ared ther I addicss ob U would-Ee intmedar
Hera's a zampis, wirh TP acdkdresszs ol oul e e

A server error cooureed oo 32 5L 12T am
CHTL Dhelails Lo,

This erver messpze was relurned o he g
Access Porbidden (3030
Accrss o this URL i mol albowsd, Mlease g e

"Bk Bt oo ymer Bromwsen

REFLEST INFD

Refirrer:

Reguesiz

hrrpaine a5 T vl endl 3350 R 2550 R
2550, % F550 R 185 T 255 wind sy ek Y

eivrlene Micadirie
{Juery SLring:
ik herpramnance OO i _onfEL S B350 255
SRR R 258, T 255, e AR e
semadeseXedireen
Alethed: HEAD
iz Sk

Protucul: ITTTRLIE

LSER INEFLY

R sdodecs: v T U951 14
Remite hasl: a1 3HL92 214
s Aggal:

Remuite [denl:

Rl Lsers:

Authorization Type:

EESIAIMNSE IS FL

SO i ..n-J__.n...__un_.._._..._.n....__..._&

Caontent Length: 26701

Coplent Dypsts bl

Fath Info: Sereorsbtiperrur.cei

Tramslated Paih: .u......_..._.:_“:!..n_.w_._.__.raq._..._ﬁm...___..n._nw.qﬂhﬁ
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SERVER 1M FO
Keover Mame: xeaws 300 widdies: make sure your box is secune helone yoy
Comparer Mame: SOMESERYER it baursing for 2xplairs. )
fentewny Imberface: Clrli1.1 Roon for Immpreoyement
Server Sollware; Microsofi-TTR50 Wtcher is 5 passive ﬂw..r very siople b imple-
Spstem Drfve: £ . miznl, Phat will give you e canly warsing with fos:
e R abwut svery clumsy arieogs o fied ard exploit a
._w"_u_...__“__:w .mzﬂ_q.q._..__..__._ [ _._....____?.._.__.._. j : vuleezehility e ponr ES-based web sine. _...._m..:.;....
Wﬂ.ﬂmﬂuﬁyﬂﬁﬁﬂﬂﬂﬂﬂ_ﬁuﬁﬂifa satiel Cral chere is o lon of socon (o Bmproseisdil.
AT AN et ey e g, 3o i docs o et
b ek, yiuTe wuing o pera lor of c-zail, Any Perd

N W EEM U INNT k
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Traversing the Forporate

by snperheast

Brmembzr the _.._mw. N £ran = pour aiw job
al that major compeestivn? Fioally, jo socurity!
CH poree, ....._._E._.n_..... was aquickly cuntarked wheen
your realizsd your oely acooss o he Inbernel
woe w1 HTTE or HTTES. Mo hu__-._.,m._u__.-ﬁ_ mal. oo
NS SRS, TG, Y, S, S, el

What fonis o oorparas job T vou can't e
it 8L For persenal tse?

1 resbed my oewsproup Bxoamd Gieocgle
Ciroaps was nok geing wosatisly o

[riscover

1 did sorre researching and Sovnd 2wy oo
Lravierss e frewall using S5H. Mow, 55H by
igsell is hasdcally just a seoure Telnel, However,
many S5H clients sllow you 1o porform Pon
Forwardiag, Por Foreenling allows woa 0
specify furwarding from 3 porl on your local
machine tooa porl on any rmols mechioe vin
the 55H cliznt. This means iT you have @ soeeo
ar hame with ligl speed [pieoner access, you
can connest ta flovia A%H and foowand ports
thaough (b Thon vou can poind your mazl chon
or nzwes client or any other client do the hocal
boseport and eornect o the wassie machine,
Foople ane corcearly using HTTE taneclsg. bt
rhis is a0 oway b el any TORTE comnecticn,
and to work through sour cwn o a fricnd's
SCIVEL

linplement
what won're thinking - S%H funs on
thal hlocked, Big

[ knawa
povt 23 and the firewsll has
cleal! Yisn have bwo opEiens
I, Vg SOCKS

This method requires you st upa SOCKS
prOsy B0 yocr seovan Yo can confpune the
BCES praxy o listen on pert 443 rathes thae
the spacedard LOS0, You can then conliguns yous
EREL clicnt o s vour SOCKS proxy screr on
the given porl. This way you can seed vour 35H
raffe chrouah ihe 3OCES prosy and ke port 22
ot The lozad seveer [Uczn be polforeosed by intes
nal maree o7 interral 1P mklress, Heos is bow |
~ N g

1nme server

Marre: gonEn

Invecal [ 192 1081

Pmlermel 117 123, 1231241

Confizure SCTKS priosy o

fisbow 20

FARIZL125. 0443, Conligare 535H o use
ks 123 125122 E:445 as proxy. Uonligore
S5H rerale bost as o ar 192 108,11,
Frie

Yo are obsouring the Vet tral yoo 262 tun-
ming 30 B8 server by blocking port 22 00 us-
ing SOCES oo conaect 1o il P yoz are seznned,
sl h.n,h.n_a will wswumre B5L and beave yoo
alome, Yiou alad lave a BOCKS werver o use &5
w prany for other proarmme iy Lk,
Cons

Ir wi doave wour SCOKS prosy agen. ath
oz meay find i and wee il The best thiag o do
wonlid ke sonligocs it 2 only allow comnee.
peas b the Joznl bo
2, Vig pary 443

This method b very similas jiet sel the S5H
server o dicten on 445 and sel your S5H cliear
v s 343 srarcad of 22,
Fros

[ PHES TR I
Caons

1 seareime scans vou. they sy realive you
are cumtiog S5H and 1ry to connzel or exploit 2

Urc s

Clrcs woid 2or This up ared runeing, v wil
gop rhe ponver o using ot forwacrding, o
enly can owon wsz i for POP3, SMTE NKTE
b, bt yom can alse use it Lo wernmnal ser-
vices. [Imagine cpemag an BDP client on yow
machin: at work and connecting be vouwrs dosk-
top at himiz? Aaad e wap et all radfic ninning
theowsph che tonnel is encrypiast. I vour cipa-
ranz secutily groug is smllng or gathering ool
fic staps o yoa. oone of this will <hees up, 12
will Iogk sirnply Tike zn enerypied sossion wilh
Wil BETVLL

Goed Tuck!
Niyftwarre Leed
rikeese are @l for Wikdows, baf there are
aefinitely Ldnur equiveterisk
MEH Cirenis
SecoreURT - vt coam
NEN e Slel] - vevanssfocan
S50 Fevverr [ Windaas;
YRR L wwesovend rheoonng
SENCES S Frave TTnarl
Winzan . woaduvaiogale.oum
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- Here it is on an Internet payphone in London!

Pholo by Glen Barnes

The 2600 RC Network Is Backl

hangouts,

Soronever 2003

Tust sel your :._r a_uﬂf_? L __..E__.: to irc. 2600 nat and start _mxﬁ_a::

Join in the fun on the Interpet Relay Chal network specifically designed
with hackers in Eﬁr“_.kmnmﬂ u___”.:..:_ oW LE::W? ar join existing 2600

12600 chamnels in the Lt :E._ m_.E...m use the *.n_h.nmﬁ mu.nxui.ﬁ where XX is
.Em twi-letler state codel 2600 channels in other nn:_:En_.., use the formar
HIGOY Y where YY 15 the 1w _n__.Hi:... coumtny code as used on the Internet.
So the California 2606 channel can be found at #CA2Z600 while _m_.ﬁ
Canadian 2600 rwmuh& _m #uiﬁﬁ b.

ks the record. we m..E E.:En__u.__.w thiad TR i% a substitute fir real life nor da we a._._q_“_ﬂﬂ..nq Any oo T
. |blindly accept anything uﬁ.i.n nwn m&.» ....E_m E__._m.;: J :
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by Lucky223

Tdeptivy thell i a geowing crime. Many
peuple di ot realize just bow e
i informnarion aod wse 11 Personal informa-
tien sveh s vor pame. phone rumber, and
indilress can be ehaained a: casily as i
phone call to o wiiliny company such as your
bosral elecing or phese company. [n tkis ani-
ele Twill cun by a e social enginoers [have
vred im dhe past thal have proven w be
relialle time 2 time azain, [adll sl poo
comie selulions In beip protcdn wour
infornaEl .

Scenarie I: Have rome and
address bt weed phore Rumber,

Aosumple call e the clecidc compeny 14
vsually all that is sweded. The following
prefest will showe bow ey it is o obliin an
iicd phone number

Flecarie Compeey Represedranive, Thaak
you for calling Edizen Elecime Compriny.
Hawwe ey [ hely you!

Vs Yeah, T4 Tike o check my a
belance.

Flecric Compagy Represeniarive: Uy
whar's wour scrvice address!

Yoy A0 Hene  Ave
R [

Eleciric Compoey Kepre cemdaiive ! Ok,
shopw acurdent halaree of 392 .68,

Four Thark woau, and could you venfy 10
H._“_:..._:. Pezr ot v acccunt. T oned criering
mine at the automated prompt and it said i
weits v lud,

Fleviree Comspaey Begienennoiive: The
one we have on Lhe svoound iz 353-121 2

Yo Thatks.

Seemaria Xy Resident has recently
cluanged thedr phone nomber,

A len of people whe fike 1o kesp
phors nurcher privite bebeve thaoif soneone
they donl want having their phoac numiber
somchoes obdring i1, thal they wall b safe by

widh

Boverly - Hills

THE INFORMATION AGE |

simply _uu“_ __._,,_.u the phone company and hav
irz gheir narher chapged. A simple o gasw
A CASIRTET Proves _._:..,,.J.L.mu.

Tetco Bep: Thank wou for colling Bel
Hepee cizn 1 helpoyoa?

Foa: Hi, T recentty vheesed oy phoe
b, arcd the _4_:.__; o ds [ lest e paper
i Twrnte the new mumber dowen o, 1Tzl
a0 stapid,

Teloo Kep: Oh, that's okay, whal was the
old phonc number!

Yo 3531212,

Tirden fepr Ok, and von ore!

242 John Soith,

Taleo fep: Okay, vour new mnber o.
555-1315.

e Phisnk v soomach.

Seenarie 3: Have ghose mumher
ol reed oddress.

Raveriing phope rumber o addness o
probably the sasiest gut of ail the soenari
Aneasy way W do i is o call a nember 1:_

as BEB-7535-2E72. This astorealed numbr s
seppomed i sead you fre anformation sboul
Flowida In case wou ace planning a np therc.
H_”_:... sk :.._1 wiir phone number and when
reed back & nams amd it
ber arad ask il

1= _.._‘.\ﬁ_ %_ inocoreet. How con they o
this? They gt ticir ieforoalion frem mags-
dine subseripions arnl companics that =l

such information. Another zood way of ne-
versing phone nuinbers o oaddiesses b5 e ol
perra delivery oompanics like Pizea |
lot of the ime Dese compames s sour
phone pwnker moopoll op vour address
quaekly All wou kave o do is call Pioa H
arad el then yon werd a delivery, They'll
ihen ask for your phore aamber amd aller pod
2ive it te them, they I sy, " At oo sl
al 2R Herte Avc

And heres wor apother soe
invalving # poga 1Ly COMPany:
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BrOE A T

Yol Repr Thank yoa for o
Hoow can 1 help you?
Yewanr Tl Bk o check m

ke Hell,

¥ halanec

Teleo Rep: Okay, whars your phors
maleer?

Yo 355-1213.

Televr Reger | showw 3 cemren] balance of

BRI TE

Fowe: Okay, my Wil kase't shown up in he
Pyst, Can | verily s going o tha right
adhdres

Tirdeon Mo | shuvas 2600 Hegle Ave,

v Thanks,

Abnn o the thine preaple uze PO baxes Tor
thear hilliog addrcss, but vou'd b swrprisad
how FIEEY rCprEacn IWEs W give vou lhe
el adidress i you simply ask them te verify
the service address oo the account - the ser
viee addrew being the address whese 1he
phome service s

Keewario d: iiaining Sociol Secrpeiny

Murncher fnfermarion.

Thiz iz probatly ane of 1he hanler s
cngincers Wrsdunily pell ol due b the soasi-
tivitw ol the information. However, T bawe
boon atle e de i using the Tollpwing social
enginieer. Yoo will probably nead name. ad-
dre=z. phore number date of Boeh, and poss -
bly mone infanuanes un the socount, Tve
by oblzined 55N information with-
ol much verificator, The good 1hing abo

e

thes w5 wims van iry 1L ga almest gy ulility
COTIPanY.

Conmgprny: Thank you Tor calling,
| _.__.__.._ v

iy Hio T'm Arying to slon up for anlice
¢ s Tean check niy aceount throgh the

Lrine Comepany: Okoy, how can | beip!

Yenr WL 1 went o wour website and
Sery time | ey to sign up it keeps _H_ 18 me
“invelid social sccoricy 1 was

wondering i you could help me oo,
Cowepary, Sure, what's your gser
wine number Gdepending on
e vt vl lesd s

Criitive Ceangmanye: Chuy, e social secu-
rily number [ hive oo file is GO0-CO-C000 Ty
that wowrs?

our Yez, 1 omiess the wceheitz s .m:n.__.
mescd up of sornetking, TH oy laer, thanks,

_”.”_”...,:..._.. e il | v ,_.__x.....,.j.m_._..,._“ R CHIEY it
1% 1o cboin information over the wlephone.
I'm coing {0 2ive some nips I kelp protect

wvour information. Firso of ali, in the stare of
California, a wility company cannod deny
vl service simply for relusing to give vour
sowcial merunity oumber, Howewver, anether
Forre ol 1Y such a5 a driver's lcense may be
ceyuzstad, Cellulis cormpaniaes are ceempl be-
vauss here has been oo legishnion nesricting
Lheern, But the Calilornia FLC bas his o sav:

fiwre iy e regebeerieny,, 2 Feguires
dowe Rieoor her social secite
SR R 01 Cesgian precedent e olraining
Wi s peckeine
e wiry S reanested B8 0 fere oF ides-
__ iy, e O o0 PegedsekIend e & oon-
daeeEay N el onegeesi,. dn
Jeivaapevs, B0 opposest thad K Celiglar
veieild veriied compla
cardiivariioinesy By ooder medhends, sued o
oy apicireas, dave s, aed ploves of cmploemeny,
o o enwl ol aifer

see ey ofier

1n.__n.._.._......._._n.n. serviee, W

Loaer

Fiive  eoify

KIoERed S enidden eome.
Sggoets feds irvasive o peives
e fune, BB Cellaloe tv wdvived o e
BYEAT PONES R teadin i eigeniy sl stenl s
aveld 7 pepen iy af TRae Dope el sneielend,

6 wowr are more conceened with poople
havirg wour phore number moce than vow
achdress, el vourszlf o pager o a voicomail
Logawe thal cur 1o anyeas who von
SO Drusl wilf yoar H,_..,.,..ﬂn namber 1f VoL
are coadernid afwml yoor addeess infonma-
Tionn, v shenild lave all ir blEs going oo
PO bax o pravare - The galy Lking
lalt is wour seovioo u...__.._:..} whirh inz
vour real adderess, Yoo shaacld puen a passsaoond
on all of yoeur wtiligy accouniz, Meever give
picza places vour rezl phone aumbere or nans:
il delivering, or simply doa't have things de-
liversd du vour bovee, Don't subsonbs mooany-
thingg ancd have it come dirccily o vour hoosse.
Lise oo PO RO or PMB ax 37 50 wone your
address. 11 you are concernad that giving owt
yowr ploee nurnber may pesull in (e phone
CORnPEny 2iving ol your servive addness in-
SEOMALTn. WO A e o e _..__.__.._3. amd hawa
thz bill coneg we & TUY bk, o sireply B
prepaid collphone sorvace, Bl pow have hrogs:d
band [nbermict, v cain 23on ap b volee uver
[F phome service a0 W vonase.con.

A AR, i

I :

~ Spring 2iK3
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Hardware Key

by Xlopick
drkbyproos3 14 hotmaileom

A key lozger is g devios ar ploce of soll-
ware of hanlware thas intencepts and sheses
stinkes of & keyboand. Tl be focusing un the
hardwire key loggers, Hanbeare key loggers
do have taeir disadvantages, though, 1 feel
the benzfits definilely oupweish the weak-
acsses, There are a covple of hanbwere key
lpgers oct in the market. TIL discuss one of
{he snore pogaiar ones, alsn g over ihe
thoory of how they work and how oo
ber bzile GiF wouTe alrand of being "socunsd”
by the "homeland”).

THsadvantages of Hardware Koy Logging

Limired Srovage: The Sl0rage Space is one
of the ficl nolahbe fimis, With soltware key
togging, the linnl is usually the siee of the
froe disk apacc on the hand drive, The Llimit of
the commercial Ingoes 111 mo over 15 6
a4 K. I may sound bind m comparisen w i
the huge hard deivies out there, bat if you
think ebout hoe el text is ragquired 1o 1ake
up AR iU plenty encagh W got accounts
and prsswoeds, Alse, IF you ke vour own
Imaaer, the fiomil is howeves muach EEPRORM
(Electncally Erasatle Programmetle Besd
Doy Meswry ) yod Wish io puncise and arc
al:le to address,

Visilde Dietecrions I the hack of the com
puter is visthle, the bogger is prelly simple to
se, [ looks Tike ananch long PR/ adapter.
Thwugh it docsa't look suspicieas, i@ is =il
vigible, e thing T owonld do do overzooans
ihis dizadvonioge is geta P2 extonder cable
arel cormect the logger belew the compuater
spmewhare ot of s,

Mo Congrsl Chorecters: The commesencial
kv lopeer cen ealy recond alphanuamic
kows, spaces, and backspace. [0 undersfioed-
abrle by the way iLoperates, which T 2o over
Later. Ding way oo overoome 1his probden is
st brild yous owen lopgen.

Keguives Physiced Acoess: Yos, vou do
need 1o physicelly accoss the compater. This
1% poobably (ke bigpest dizadvertage, The
vl thing that [ can think of w kelp arcund
this cane 15 W pick up the bobby of ek

g, Though, it is surprising how many im-
portan] vompurers can be lell unatiended nd
physically accessible.

Benefits of Hardware key Logging

BHIE Popooword: The hardware logses
siam s aperaling gz leng ws e keyboard o
porwear, 50 the BIOS passwond cin be logacd.

(5 Fadeperdent: Susce the logger uper-
ares insdependerdly from soltware, it decsn'
reed to dnterfaos with a1 08 t log kevs. A
cossing the log is shighiiy different, bot nes
teerible,

Lederecrable witle Q58ofneare: The Ing
ser is hardware. it dovsn'l suck fesounces,
decan't appear i sk list or on hard drave. 1t
alsey docsnt cavse any ucticcable lays from
kewbatncd 1 acenpuler :

Login Access Mot Reguired! These 8 o
reed [0 10g in or star the compuier t ios
the fogeer. There's also o need 1 send any
sofpware ms an alachment, Al that's peces-
v 0 gel the lozger vp and running i L
plug it icte the back of the cormm

KevRatcher
5 14 the comimercial hanlbwere key log
o that 1'm most familiar with, | purclased it
a1 wrorw keykatchercom for gbour 380 That
price i& prarly stocp. but depending on whal
you do with i, it can be a valuasle ool for
yords privasys b bave ming connected ooy
cunrpler Just o sre iF my mammates ane
snooping aruund on it This device loeoks like
a srtall PS/Z adapler. 05 connected in be-
pween e compazer ard keybasred chord, The
sottwire reconmendod to access the legacr
can use anylhing
5 oa raar field) Yoo Spenoun
Notepad and type the default password
Ckevkarch), and o display Uike this shows ug.

beyliieher 4R 27
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Vi reemerys _..:.:l_mJe. _“.._..E-..._.._“_.__._._m o the
logoer inbe the toxt Scbd of Nogeped. Itos
slons toould 1aks an boer iF foll), bl can e
weoth 1wz

Lrare Memiciy: Docs exactly thar, takes
abwoal FA-200 secouds consistently noo malier
b full the Bngoer i,

Chpge Porswans: Adlows vou o chanae
reasswnrd, can't b mwne than eipht chasaciers
{=kamez}, ond has 1o stacd with an alpha, Axp
1% B aritke e “_..:{,....,.."...__.u m_.._:“..a__..m..._m 1h.l Yl
woulda't normally tvpe, cipecially one of
your norra! passwords. The reazen forthiz is
thai u.m._“_."_.. wefiern vz Ly e tr WL Ptz ol Tar
yvour email. the kevkarcher procpt sall come
upt i the posswonf wear field, pot oo fun

Disalde Revodimg: Eifectively makes b
key loppger noching mone than an cxtended
wire chosd,

NETPareol theprar: Firds all waoa, oo,
aelaamd displiys whal serreands fhem.

Seqrck for Siefngs Adlowes woa 0 enter
virur cen siring and have it scasched.

Fadte Coets out o prorepl. Amy other inpul
othor than L-6 will exic 1on. Exiting can be
oz srpoTlanl Than vl think, IF yan ..m_.._...._
cloee Motepad and cointo somethieg else and
arciderntally ivpe the number 1o the other
fovs muimnbersl il vesen oo e

Lo T8 Works

3% basweally o by beller with some
firmwane, Yoo iype a chasacicr over wour
keybasenl, a0 gows 1o dhe logger, stores il and
passes the rame infe threazh o she eomputer.
It can’t store all keysrokes becanse some of
theim are reated as cxccuralle commands. [
dizplays the backspace 28 "4, The reason for
thig s thataf i el o display the backspece,
it would excoure it instead and you woaldn't
e L Aty with enter, conbmdfallilelele, and
meny ocher commands thar aren't evon an
wour kevhoart, That's what HVEE Yo the
zhiliny po use wr-editing softecarc, since the
logier tleell can send lowe-leve] commiands to
the eompuier, S50 it iEmn'n gust ekl o
Mevepad or Wond, Ive used it on emacs asd
AbaVeord o well.

Some Thoory for Boilding a Logger

This iy definitely rmore work than it's
winth o mest poople, but thacs what backers
are o, rght! 1 would stard with seme small
and ey Loowse micioccaireller, These ane
many o choose frem (6SHT ], Basic S=mp.
GO 1 owoabd clavee the P (08 e

__n__.mn__..nﬁ Froprammahle Tewegrated Cocuil).
The DHIPiGC i3 relatively small, cin sloe S4B
of EEPROM, and can be prosrammicd in Ba-
s, U=, e Java. 1ose O34 qust on of Tar
iarily, [ puschased this from a distcbuotor 1
fovnd from wawoopic.com. The develog-
ment kit sel me back 5700 The heneln 1 hke
with the conroller is afl of the chiscts thal are
included with it The maest relevant ohgact for
this apphiceion woeld be oSzmal Tor ohvicas
reitsans, Tou can =l the baud race and overy-
thing. From that point an, connoct the wires
froan 1R kevhnard's P52 connestor o some
delired inpul pins on the QP fhen wioe
some output pins up ooa PRS2 extender, and
conneel e extember e the comipieter, This
will probably reguine some soldering. unless
youve thoughs of somcthing crcative. For the
PIOSTAMIINE, WIile 3 pragian [ slone the
i seral kevsirokes oz a lisd, araf then
zersd those sirokes oun to the compunes. The
fum part is Aganing out what daca means whi
sirtse, Thels voe of 1he [un pirls ."..._._.._.._."..w.mn,F
vou poke poand at something. ook o the
data, v and figure il oo, and leara mgee
s Lhe Techrinfogy wirks
Ethivs

[f vou vz the commerzial logoer as vowi
siiler pend Toa gelling o sy=fems, you'ne sl
the Lewvel ol seripd kidie, Beilding vour own
i= rocommended, since i0omay foros voa oo
beamn & Dickes T have gsinad access o odhers
penpla’s coammpulers this winy, bul | lell them
that Edid it afteraasds. Tell them how Tdid i
o, and [oaodl cven feel a hiele die. Then
agan, They are rnone serune with the knowl-
cire of what's e there, and probably won't
let it happon again teaese they ook arcamd
The hack ol e LOTIfLE T b roeriine monwl.

Sfrs; Medicine Roup and Senes,
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Peeling Gre

Iy Brran Elliott

There 400 MARY TEEs0ns B WANT Y P |
archives of & website Mosl ol then involve in
sfanl ¢ oaccess o ool sl wih re

adveamisemer!

Toe i _._._.ru.l._:. 1h
yiwa winl 10 prel the
sien ke iz sinple - pee
Ioewe rcher groophs 1000w anmd whuaily doi
op raaking their IEF have g caren
welaiie amd youtve oasl _._Hr mkers ool slall pou

' _”_q_._.__“._._.__.raq here is Lhal
v ool ip it The disting

e wechizins and you al-

Lo

vigwd when yon're o
bt Beaar al Weiss, vt may ke cthecs cul
a peocEdtion, ramerber b Rop 10
fola oL woedr sefTwarne. | isan, van
Trward yows favorile pablic dearain M5 s
1z dowm when pou soddendy gull ten s i
Lo el poner in bamebaidih e wsth of soode
inz kb ever a diy, Behil ¥
Wateh Your Lunguage

v boen Lecad T levdine BT Poopio el
o s ol a pead fancusas, is for puzssies, and
sech A1 T R By sy Lo e =, pies ol T PN is
wiell desianed for wihatl it is: a brcliansly wongped
up data processing language. U5 gor smpls inler
s or s acess, Wiz
AP functionalite, the wardericl FUEE Liks, nnd
it mukes quick nd disty d velrgrnenl a Joy. [f
wop thime Trona g Jog ther 1 oar onby sy
* Mag-parw haby.”

What VWould W Pecl?
for expraple, yon'ne @oooe conans
an exoeliznr webomnic, has
ALy pgnabered, Trom eetor W harss
is currenlly lszed onhe home page. Fhars

= Lo it Code T, The preudecdc

greand S ead TOHTS
= ey
sorh hepwger s
Firrse oud (a5 es Do Ll e
Epune ol R gy e el 07 i e asedne
daae e et o wiemn s
foe Tasr saved ) o coemen
i SRS
rengd B Reodar
cheok respreae o e
I oregponse = 20 oive tha Dy
Se? un.h._._.u...

Page IS

Why's This Girape Shapod Like A Stapber?

WL A0S ral slways casy,

Aee, Megaisdin s oa it of a0 exceplivn ir
s bockkeeping. Ffen
works on a e ared 3
eE v are wer i ouse o ge ".._.?.."_._1_ :
Oyt liseralle = ,._._._.,. fenn mizthed incleed. We
Leount past all thae possible dotes, bal Desteind
of psing GET. we wse e HEATY B2z methed. For
gampie, ugend Tidicy ight” for s wehservar is
el oo em S ared Cyge i CHEATH TR
15 yoen 2e 200 you're OB

S, e ez grracudode is

Srave Mevewber P8, D8 sorcwchere, Sinee )
e Prney Amoale, voud 67 woald e oon
R I A T

Foae fond _clale
rened ._"._..__.L.u_._.k_. ..w..:..___._...m. IS _.._..._.._ .-.n......_..n.r._:...q. H

I

e g e
Bizhr, Tust sofs v koow, 105 2200 o b 1

e diffzrant sack e wou go a0 F'mj

reachk yeu e pecessary shelis for weedle
Mew Tashs, Closing Argnments
Prerw, sinratinesd yoid L kave b have yoar pre-

WCTEA.

aram seleclively puok imazes fom
chrasing cordenl. bar voidiag s
mlverls  ard - Buteens This s
il Coes L, .
Fuor cxample. the Pagedoom, seltowe porn
i, 35 & Fus page v ory ripping. Tacaly seme zith,
it G of &l snme pics ol cech 2l Aond, e
o 1he miznly hickerlype pow asc, you e bave
r...._... jonage. Al af e,
. wona zar sk wss of FORTE
r Enprissiors. In PHE
=, Lliege ane libe amel I3LL:
well, thew'ne culisd
le lor & peased, ya”™ Tlkse whatower

by post up the code T this

frankly, Trm al vk, 2ml
pualting up sulleore poon, while S uedo gl bhioee,
is nel the searcsr thicg morsk aog ¥
As osuch, T lel voo 49
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s ovoaschves, U leaes you

Ko o L pelovand docamgsanon

Ferpimasi - PHEF: a mes bandy
AEACTIY PLOSLAALTE.

TR U R

bavely ARSE L Compihr (o wides s prograncng,

IMRE: the Js and
& y0 el 10 by

Rl e pe e g’ -
e nlalio, ws
ahocl PUCRE. Yoo

L wlores the beadachs,

[Laptops, anc

by Peark Specirum

B mmerephones are everywhers, They're in
the beere, Lhe weonkgilaes, g i schools, You of -
fem see amod <lire mal mics like Lhe Labilec
vierse 303 or AM-222 mwarded Righouponn o
Puber o s, Poeuts careiul whar v sne nosr
therm since you kreew hoow good Lhen oo
.?..,,..r_.._n_ ic nrd hos easy s s o caplors zhe il
strzae Trear a PO mic. Afrer rending this sricle,
sl walch whal you say pear eay nuc,

The PC might have a herign or even Liwst
W _:. cnar, bar how o you b conzin s hos
'L sed  byoa rthicd- paTy
EAVES _J". ?....“. IF wiva think abol 3, Lhe idea of
hijackod mic is frighrening. 1o's much more elfec
Live Lhart @ wirtsp - 11 can b sot op from cthou-
sarels ol miles away  aed  wses cRiELng
innocuais-Hoking suipment b cneale 3 24607
AL Or i eatiee oo or office cube, Call ita

When wiva see 3 Dxb, ollos, o st
fall of FC s with omml mics. if's time i dkink
Back W Heinlenss ¢laasic The Moon o Hoeed
Mixtrees, The onle dilloremss 2 hat the I mess
are locssly conneosl vig o nelwork af sysbanes
rachar thas dopecily o oposingle comaiter, Wehal
cohd iy possibly G owilh Sech ac over-
whelming shezm
m_.._ aho ol VIR (vodos rperarsd rraremission) or
Lhe n_,....._..r WAL Cealoe aotiviny deseetion} woch-
ricqees cam redoce e Bamdwidl a oL Spaciic
mhﬁ.m..ﬁ...ﬂ ar tapics can he pickel via speaker
e meca and spesch reccenition fechnalagics,
Stmiple cecrclations-Tassd methods can uack a
specific irelividual thooceh o neld of
m_bnnﬁ.

1T~

Tust s quick noes on PHP: BF o weznl o Ly __.
airt, per the S3EB pockaze. Yoo can’t play with
ther ool TumcPoas withour il Additionalle
crEw Wy ra Andd sraft s o sinply pal yous starch
orns sHer the infial slash. Ten jons feece,
hnpfaew phoonelipreg melch will 2ol vou s
docs for the preg_marchi} Tarclion,

Tast reremiar o Reepoil doarn G oree &
T ot a e, plesse

O so mech fos oo mics Barwkat sk
e others” CAnd there ane fops af them ) THrec-
tivnal meniior et aues hixe e Labtec Yesse
FIAAN 240 oo the dircenional doskiop boom

o st lking nzies vsed oobess PO head-
sl wora e Iy oo ks o hanging from cube
parbiticas? o't fonget thar alauost ewvery Lapeop
bz s g BailL-in i which i coposed shen the
L= B open. Bul what §F 2w laprog s closed
arad baricd in o docking ssanon. oF i Ciseoo-
Pecled woid Lleless oo a coaferenes roce 1ablc?

The chilling wuth 15 thar any of e above
craligunalions nsakes 3 perfocily cood bug for
Uhe P rmmmediste vaeinily, aed some of thom
arg ellective cotugh 10 forn the basis of o soper-
1 I deesin Lahe any cockel soeces, cither, All
Prals necissary is o wss 10-ba avdse and adjos
al | recurdizig aois Lo b naziman valags,

Ther by Bil2ck cnagie 15 o the d¥ GEmic Engs
pewrvidad B 10-br aodio, Most PCoaedie sys-
L s Proes o Feor Bitg e poise, bor thar stil]
lewyves yow with at least 13 wsable bk Yoo can
recned an almost-iasdable <35 dbB sicead (04
percent ul Tull scaleh, Bosst il by m.n_m Lo nafnal-
i L, e aLill baes fows Bnts or 39 €8 of signal
T e Bighs gaen wilbcreale hughly arpli-
Bl poia, and e Tour-bal speech won't sound
woel. Bub it will ooy b2 inelhizinl.

T3’ Bclievi e’ Tlaon vl vesd usl Iy 15 70
see what you pick up, IUs casy. Use the Beoond-
ing Cantmol penel (ardvold el e onaks suns
thi i is eclected, amd Do 5oL 105 gacn b max, IF
you kv o lapiop then it mish Bavc a doal-guer-
e Fpeirinic jack ard in thar cass woa should
clok ven ke "Advanzed” Bavion 10 vendy that the
micrupitone buosl s cabiod. Use woor favosins
atdive eaditor Cor record i g, LF wosd daoen't haes ones,

Sweromer 203

Foge 1V




thea wen ooabd ose the hasic Windows reconder
rsndrec 32 exe] Bet wo much beller chaices are
Conl Felil Qevanwesynirilliornooernt amd Guld
Wive Pewagnldwayveomm)l Whatsver edinos
recomiber you're using, cocfigurs 16 18- oo
aliis in Tiar PCA foroar. Yous syseem migh:
b able o 2ot good recordicgs at 8 kHz &t for
Ve ..E; plax i1 sale amd st Fae
apde vans o LE023 KMz or 16 kHz.

You nosd pood audio ouipat e kear the ra-
sufiz. Headphooes are bast, but exrernal speakers
are aleo m_u,u.u. Woan wilt prohably bave G hoos
the cudpur level, Thae can be Gone vin your Send
phaonapeaker welnme coabrls and syslem play
hack  gainoconirols Gredvoli2eae againd bt
o3l gl T distor wledd wina sl Ul
Fulit cor €inld Wan 1o toanizlzes the aedis bedors
plawing it I=ck.

Tlzte arg two rcrephons ?ﬂmn.,_ﬁ_ﬂm thar
are  pariulady  challenging: high-gualice BC
hiszadsote aced docked lapiops.

_n.._..mm_ hesdsets are i prablem . They pick up
any souard, from oany arplz, o i
High-qualizy headses
dar't. For sxasegd

rocieds _.__...._:E.__.... ”..,_...,u,..y.._._ fve _...,,n. Ly 55 |m cB
and as abready calvulapsd than's 2l iz rakes, The
backproond notse is sready (wide-senss slation-
APy 300U nsF _,.._m.,n._m..”. which means irs easy tn
develap acustom speech detectine foril Chalk up
any PO headwet superby-capakle. For o=
long-term et woull need Gy recond Lo dish and
use o speech detestor, Thiae fealunm ae Dound 1o
utilities devebopod by scanascham cadio hobbo-
s, cxamales being Seanccs (R daves.cont
scanrecticden by, Wox Becosder {niropo

freewehsuperes: A,
and Reo Al (waw sapehinich comerecall bimg,

Drocfpd laptogs SonT woek &5 well Thae 2,
o renenns for thar, Firsr of 210, high Treoencies,
Ard allenuabad by e narmis pasiaecs e sowng
has o pass throagh o reack the mic, That mabees,
copisorsinls hasder o undesstand, masss some o
the cues peoples e o TEcheTiIce apeakErs, ang
reduces fargway specch o meaninaless momn
blas, The secomd poablern s hal e mie migsg
have hos of noisy neighbocs e theoe: fans ol
dick drives. Fare prvluce contineous noise due
o aer Tl Disks emit transiont clisks thar e
fard e Alter oul since they zren’l a slesly noiss;
il wou e caprianening witha bailein laoep ne
rhen aont Lo The amdior Dnliskh, [oc a wieal-case
agersario copsider the (zaing Dell 1650 s dock-
ing <talea 15 fully enclussd o teoee sides ard
tha: pnie s eectensd ahave the kevbaand L2z awny
Trorn 2y cpeen air, bal iLcan w5213 pick ap spooch
{zon the cmmadiane vicinity, Mewer Tl Lapiops
use poen rame discking sletions wilf ths imes on
the right side of the kevboan® seic's much cliver
i and e lome gredonds bk roserdengs,

[l clese of f by explaining the " nreeelel
arid lileless laprop.” Moden lapiops Lave o e
management featnras which allow yow o con
ure b they behave whea the case s shur, T
socnelimes possible o ounligore e L
koep oo rooning wheo clessd up That shill 32
thuse blicking LELFs, Lol any dootus with a
sorewdriver and wire cintesrs can disakle ke
Whar's 3l 3% a ligh-cagaciy. highly config-
urable fada kepger. TLisnt Fikely 1o be hijacked by
a thard party, bor acs sull wonb perizoiag a5 o
i e B wary ol

150 1T

orTiMuM BnRline

arnnad v oo uua

by Brireamer Chantix
sereainer® hackermibnd.net

Fior wears the welephone companics of the
world have pulled the won] over their cus-
tomeers cves. foocing ridiculows changes upon
them zrd blinding them from dhe tnath, Hack
ey o msainsl 1his, ﬂ__ _.__._n_,u ] Thess i
T and shivwing everyime exactly whal .....m...,
happoning with the rechacloses they keow
noching about, Mow, a new threal is prosont.

Ol this time it's ne e wloos, its the cahbls
COmpaniss

This ariicle will focos o Ophrmem On-
lime, @ well kesvwn cable modem H.:...n_."._r._ in
the CronnechicutTong Ldand area, hot Tm
ceram thase tzenes are i place all over the
coaniry, Optionem Ol ke other cable
providers, zolls vou a cable modem and WO
through The Wiz refail cuoler, along walh

thoir  scrvice. _r_u__c: Ew_,.___.:_._._ ol 1l

Page 24)
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hardware. you regizler with them online,
whers o e lheni n__.ﬂ,ﬁ._.___n._.._ wwealh Lheir ferms
uf service (ool vou, you've aheady pur-
chased the oquipment). Onee 2ot up, wowre
ready 1o go and, like most peoplz. vou'll be
amizeed bew the kigh spesds,

I Tevweever, 18 ire Dk roe, yonn bl @ fesw
yueshions be e o made yoar paschase,
The fArst, anomy case, was a sieple one: Vs
this cquipiment compatible with Licux? The
rean ai The Wiz assured me it was, 2lbaugzh
Cn_:_l__._._.._ i<k ned SUppL Lhitt m:._.:.. uler nper
i swstern, [ loekend stk BEC! ol egatived
itweas an B A, which dida't siowellbwith me T
asked for a PCL baz he said char's the enly
ope thew had. Fair encogi. | kad his az=ur-
anee it would work with Liaux, so whal was
Prere o fepr?

(Bt was v dirst probdem, b ceramly
wasn't the Jast. The MNIC did ned work with
Linax, and the only way it would was it you
.....Ex. youT own driver meoe o legs, Unfosiu.
S ety vl Brrwer 3Rt kimel ol dre,
wowlhsen Bwas wold wowoelhd work ot
of the box. Monctheless, time went o and 1
cwpniually mod o card thar did work, Problem
solved. 1 oweis o online zmd ...._._.m_._u..:._w“ 1he 1n1
credible speail of iy cable nepdem, Here was
sehore the new problzms began w cocep in, a5
pointed oot by chis crail 1T received from
Crpdirmum Themzelves:

Theqer Chpdivowm £in Kockeriber:

Voo mviciy e ragmeing @ sdiver froms yoar
cowripacter and Hor eveR e i

fEvoR wse anv af ihe peer-fo-poer file ser-
vicer fited Befovar vt oicedling e il
shrring opiion, fe siirg fis el con aeeess
_._...n. s e e Fand dnive, Tn addivien, aese

o these sendoes can foad 10 Reiwvark prod-
__..un_: rhend gy resndl O oo wpeTrenar el
heing fempocaeily redieced oo coetrod this
wbnere wf werive.

Asner, Kadad, iMesh, Avdisgafay,
£ Denke v TINNY e W oniue, e,
Createli fanacieny, (iR Crnwiediin,

Fime Wine, Mt Morphews, FPhex, Qe
Shaereazo, SNwgeivon, XolaX

Dot comproesise vour privecy ar e
pedormasce of yoor Righ speed corseckion

Firal they Czlat” me o the dangess of
theae Ale sharing services and then, one sen-
ienoe lator, say chey'ne an sbuse of service.
Wonderlul, mow by messly _._m._._.w. Ko |
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s v k Lheir Lerms ol servicz, Hiw o

ask™ Bunmng any bind of scrvers oo Opri-

rvam's ceiwon ¥ a2nd, 25 1 said. other cahla nel-
works most likely, Is sirictly profn
running Kafad i= o violation uf oy e of
seervive, and] showlad Dot domng i, MEY
ke pumished. A pait of me wonders it dhe
BTAA or MPAA are standing [nche shadows.
bui T won't goinfo a conspiracy theory

There's a probizm beoe, The fermes of wer
wice basivally give the cable ooangseny the
right e devlore anyvihing a seever! Mexo week
[0k mnght be Tahedden, wing TCC conld be
catlawed, and forger abour moning einst,
ash. or fip on your compuler. They claim
SETVers post a secuTily threal, vel | don’t un-
elersliangd ......F._. Lhey o'l led e Laked iy own
Chances, There are people in this world wdho
use the Tetcrmer for miooe than just emadl and
wich browsing alier all.

“Which b TE T Ly ned n__._mn_ - etk
siles, By movw 10 shoalid Be o swrponse than
maaney cshle svenpanics ogpose runniag wch-

aevers o their networks, Our of curicsiny. [
tound mwsclF plaving around with Apacke
on dlavy, just ocses whal wonld kappenat |sat
up A sate. [angsde wposome hoad [les, threw
theny an fearfaaadhom], and went o my 1P
via my 192,168 address. There was my site.
clear a5 dav. Mesl, T opened pord B0 on my
Lawes Laes st tch arnd msked & Teemd oobhead o
my [P asing & wel browser, He did. et conld
riot soc anvthing, All ighe. they were fltering
port B0, [ changed around bupd conl so that
Fend® el il Ul asten:” were sl [0 R ard
asked bome 1o connzet agan, This ome, o
wirked.

This bowever, did modf Last long. Today it
oy ] ke which Tl [ oase, AL inceam
im b vequests are Olesed ar the gareway.
What docs this meanT It means [ can run a
wibseover on any port [ like and then telnet 10
i serveripon Booses Lhat i1’ there, bul mak
ing any sorl ol kiep {or BEps) regquest leads w
@ e e [hinesal Gocal, o noac of my
fricids can soe my site.

My sclution was really quits ,._:Jr, al-
_“_.__..__.._.w._._ far I'rarn pr
W Wi eal Metwork Compuningh oo one of
ay Focal mackines and gave the TR/port to my
fricnds. This allows them o connect W omy
inlemal  machine __..._._.__._.w.._._ WML up
birraier, s See ary 2ale as Thoagh they wers
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s

on my EAN. OF coursc, it's sad [ have 1o Lake
snch reasases, Al L want o do is wse the [n-

crecr the way it's meant o boe used. Why
mrngsl e b oso many resrriciions? Yoo pay
fur yoar alloiied baadeadih and. 22 Tongz as
UTREN o1 LM T e,y 1 s
alloaed o do whalewver ¥ wwish.

I'm cortain there ore people who disagooe
with what ['we said. Many bave told me the
terens of =orvice ane what they are, and if [
1t hke it [ shoobd eo clzewhaoe, T orat re-
ostre where Dean go., TRSE T eazoose, b

why should T have 1o 2o through the hassle?
There arc a number of cther things T could
rant aboir, bor [ rkink whar Tve sand s su
crenil. We ik
conlinue, IF we do, one day weil dod cm-
sclves paving for every downloed, or
bowted bocawie we had the aoree toran ssh
Linless wee slamd g g BB e
never have oz, undilicrad Intermct acoess,

Sy oo Doy Divecrngan, Fowsoleed, Ledoindd
13 Pevg, Srarks, and fock Bauee

T lel these bvpes ol [fangs

oy

CYBER

ofrware Se

by minioen

Cyber cafes are popping vp ol over the
wirld. The purposs of cvber cale sollwan: is
L reslr the user depembing on purchises
aml secnnly parposes, nonoremal cyber cales
thezre s wawally ong server manning the seover
safvaare responsible for managing aad sere-
i customers, and Che rest mn the Clienl soll-
WElTE Wl clinlscls e HET VR _.n ]
informanion ke oeerfpasswocd info, iem
perchasina. tims paschasing, cie. You would
think thal securily would e a hoge priccily
when wiorking directly wath the perchass of
time and dircer ey use. Tromweally thaugh,
cvber cafe softecare can asnzlly be bypasscd
wilh euse,

The pivce ol s pl Tezare being civeenesd boene
iz Tingaodt BasyCalte, clansung 1o he “The
bost Intermor Cafe Mansgoinonr Sofvware in
the World” Bold statcment, ch? Easvllate
veorrks liker Lhis O ihe server is the LaseCalke
aorvee softeare. 1 handles all RasaypCals con-
noctions, wscr derals, socker indo, secounts.
prices, time disnbotion. balonces, lag files,

trassachicons, even oo ordecs! The admin on
the sorver can glso gel conilnuous screcn-
shods of any client, send popup messages, and
wonmie olkr Teal nres.

Mowe gzt ke Tun sielT, e chient =l
ware, Careful when tosting cafe softwan:, [t
is cabramaly easy o lock vourself oul ol vour
LTI ,.,.:.,._._n__._nﬂ_ There ate bree hiles which
pliy & vole i BasyviCanes secuns

Client.exe - clicrt m_u_u___n,un_a:. Handlcs
sCrver meguests, time, ordas ling info, cle.

UrmarabilL s - rinilors ercape kavs (ol
viry owelly, sk manager, amd  oiher
poteatially dangorons things.

Easy.cf - copfzuration file for Clieancxs

Clrentexe doe=n't bive moech Gun =0t e
i bt Cioasdinese amd FHasyeoly sue
Cruarditexe keeps wvou from simply being
able o alisfd the main legin screcn, Well,
happens when it can’ be starled? The
proarant Treaks cun ard e loses nsell s ells
wou o contace the sysem adomin?

5o howr exactly do vow cen this o happer!

A enke arnl then kill the Coardil oo
Killing the process ooeld be parin iF e
treing to vz Task Manages, considening tha
ninping Guardit closes Task hManagor avery
I vou apen il 5o leg's just use amd.cse,
{75 remanie "N reeram FilesTina¥aitlan

Ceafee Ctemilrvandit ene ™ Caondin bos
L ksl Cranndi

Wit & couple of seoonds wler v Depe
thiz and you sheuld e prompisl with
el b ALy T THERROE
GUARDIT.EXE CAN NOT HRE STARTED.:
FLEASE CONTACT YOUR SY5TEM
ADMIMNISTEATOR" Afver hinng OK vouo
will b retumesd 0 2 computer foce of the
restrgtiong placed By he server and eficnt
s,

It gets casier thongh, Creanditexs is bosed
et dnteevals, 10y kil gl =zl and
Task Menager pops wp, i1 takes a couple of
secoris for Guoardic oo clase . Canyoo see
ke e ver® Cuacdin is alio whar 13 resgans-
hlz e mzking sure the client isat closcd.

Crickly Eilling  Cliert and then Guardin
immediatzly after ..E: also poerrm yed fooan
unrestricled COmpILeT

N [ SR 1T __

{5 ._..L._

Beliove itaon e 1
Lration ____nr has conie _,_u k2 hzam _.u.b,,_..wa., _._.
Thez configusation filz iz _.._.nnn the sxrver's 1P
addrezs i= storcd. Simply  chasging e
servers 1P 1o arother thar's pre sel up with
limited Lime s chviovely bypass whal
the sullwearye kand intended. The file should
linik ..,__q__w__._mn.r..” like:

e T G TR i
P e 2o U T i [ es R
A4 er RS [T#e Aurlher Arar-
CROHE6E * P&-iirai® 87 A 38 TA0YA

L

The lirst perameier, 1270401, s dhe
aorver T aldzess, Ao guick cha in thie
cionfiguranon and vou're done.

A Counop Trigk)

by Charles
A manufactarer's ooapan for 30 cents oIl
Crreem Cheese wig Tound inside
the lid of a prior porchase, The U oo
WES VO shiont and these were repelalive num-
bers i the seconst hall el the code, Knowing
that he first portien is the manufacioess 113
wamber and e second ball being "23050,7 1
wirmlered iF the "33 was the face velac of
the ooy repeancd. {The origial conpon
LI e ler wesass 5 2 ETERDZ500LH )
Eormoewing the fast digic (2) is the check

sum, 1 popped over o BipeiSeesosbar-
codlesine coandgeneratonbarcods’ and  ovped
in: 52 10HE2 Firhe question mark canses

the 0L g an ceates POk fo derer-
min the pew checksum on its own).

Novw, popping over oo 1he Forall web site -
[ ol sorre graphios end gquick]y pasced theon
legether with some text in Fheoshop (jus
o prevent any peaential pooblenc i5 someone
siew The conipan - a0 bfick and white UPC on

L l1laoooEa+TsTy

plain papir = el sarng allentionl,

Mo 1o pual i 1 the test - conld backing
this 30 cont coupan up oo & 73 cont eoupim he
that casy? | wen Lol slome with 5 sslf-
checkeot and purchased cne container of
Philadelphia Cream Choese {which  was
S amd el 0 renls olf D islore sal= Mo
the e, Scan the coupen. The worst thar
coald happor s that the TFC woodd be "
o file,” rght?

fitnzo! T3 comns off, plus 73 conts of T Gy
stoee deubles manulaciaser cuuponst}, plus
HWheenls ol (slore saley, Todal sale: 19 conts
Koo I'm wondering abeat other covpons that
wac this shore Toene ol the LIPCY used with

i s,

- _.._.'
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Hackin o

by Rov, Karn - ZenLagicFrechonter

This s roioan arbiche abwnd hacking the
miEnltame or sorme melw ik Sonreplacs, but an
arbicle alwet sonthicg moch clascr o home.
Your cvenvdsy Windoas box, These wvisoal
hacks will work on muet Havers of 'Wirchiws
e Tiem znc mesl P cacbn D low,

Coiion: Fust off, doing these hacks ¢
s up ol svsiem, Remember e back op all
impariant Obzs, ardd that includes the regisone
Sake o copy ol all the Tiles that voa ces-Back,
copry e dileache o ancthor dirsciore jusd L
cazsz, and rename. Then empdy oud the old dil-
cache, Make a new up-roche BRI disk amol e
car=il. [el me say Lhis again: e eoeefizf, The
prorai |oascd e oeeal was Bos-Hackes {Re-
souros Hacker 3,40 by Angues Tehnson), o goesd
tiile fife for kaockingr sy=tem Eles ard reirieving
resonrees, (UEmeghe i Lse th grogram a fntbe-
Jowglsand. Yoo walt find than s self explanazony

Diackaround

I have been obsesail with commuolers: T a

lomg time movwe, B J2ol oy DSl compuion wias a

the POOL

T Sinclair 10EEE Aer that cicre The T_._ﬁ_“....
L varionsy Clorrmwsdones, an old Clshamié. an
ATET 63H), then over the yoars o bunch of
Fafs, 4B0c, and Penfivms, Now my svsican
consis of mperly dsizhl) home brew compucers,
iowariedy ol CPUTS Treen Lhe e el of o 3
3 everclicked Fentiom 2 o the hagh ced of
vy brand spaniung new Sony laptop - 1 5 MHz
rachile Pentiom 4. The rest are mastly AMD
T and BA0 Mz saysteme All runming a Math
wars sLew ol S T Windows 31 o Linws
(Feoe BSLD ard Mendrake - T bave coe old 284
lapop ruoning Mirox), snd ore Apple Por-
Forrna ronringe 85 70 A T Dink 120500 4 proa L roualar
arel un EMO B poct hab conecors an 2l togesh,
O bosal 15 a Bl scover for the storngs of over-
How files, [ have cighe kids. Thy you knosw haw
many Pokemon jpeps =re oul there? Yes, By
Iizviz savid thaim 20).

My firsr hack wos sefting the 8300 up with
R0 bannd mndem, a puckel driver, amd an eariy
trurnpel ke poosgrany, then social caguncsn:ag
I Wiy 1903 8 VRwersny s modeon coom phore

_l-.-...-..q [l = ..I_.E._,.-_. ._...mu,...... =

S

..l L

6 I G S

ripmber asd J_..”._”“_m_._.__w an _:n......_..ﬂ._..“..m._ﬂ back in 1983
when it changad ower fooo nep o lopdia, so 1
could vec wseast,

This ariizle iz aboul ey baplop ardd the OF
hacks | had v g to reake it imly oy own, Lel
e expliain. The lagezp, nanwd indlics imahila-
Alice., at least one of my comprioss ane always
ramed Alsce, dont knas wltis the work com-
puser. The oo Fdrze along b2 the job e with
me. 1 oam retived and adizunisler severl smsli
busiaess netwarks in e airrsording towns Tor
eir incams, Anyhow, malioe beeds inta Ll
Fromn thae wiea can chooss Win2k o Man
drake, Defzuln iz WinZk, Alay on the Windows
side 1 emulzte Mae 005 7 using Basiliak (for
compatibilite with the kids schosl files, | boor
I &ac, converd the diles, 1:..._.ﬂ_ theit ont Che
MTTS partiticn, thers you go, The Rids can now
Wik o Lhi Dles a1 home. .

The Hack

As wou ko, Win2k looks Bomidde, s
when Pd pull out e Japtep and kot 10 Wia-
dows, 1L ke Hke 2l the orher coazputers v
Urere, Real embarrazzing. 1 the greas Zenlopis
with @ plain Fure moc m__nn.. {way too fouch lirne
an iy hands oow hal Do oetived”) so T iied o
do sometking ahont it Ot came Bes-Hacker 1
slarled lookiog 2t the svatcae (25 in fhe O5 and
Fobang for the sran bicfron and coleer resouraes.
Fovanted iono book Lk a Linus bax, 5o [ staming
haching =way 21 thinges, ..___”.._...rm.._” koo Fizre are

N

Sternmrer 20003

programs out there todo s but | didn't i i
would be Grat Band, Flow wrong Twas and, ves,
Thave rricd Black Box and KDE, ondopoof Crz-
win, Hivwawer [ wanted to koo that partod Win
s e mam2 bogaose Linstll and uninstal]
prograns all the tiree and neither Black Bos o
E_u._“_.. Tor Windows eelly works fehr in that
rennd.)

Firsd, e pood 0 tone off Windows Al poo-
recnon {an =l impossikle _”EF_.... Lo dod, i
cresndl's way of procecting us Irom ourselves
an their answer oo d1 bell T kncw thal there
was i e hack to disahle it

CEKEY _LOCAL_MACHINISOFTWARE,
AlicrraftWindows AT ureent Veesiont
Wi _.."._.uu..n....._
Walae: WO T st
Time: REG_DWORE [ DIWORT Viatug)
Lidiees 5 = przabdos flefoelh 00T = dinabkind
Pesnk wear whoover you we wl the "mi-
cresoft publicwisduwsapgenenl” powszroup.
Hivwerver Toguickly fovnd out that this oaly
works o0 WinZh pre P2 Mo, what do Tda? |
winl buck o the newsprocps. 1 found an ch-
scure arficky oo e overclockerscinhocom web-
siber “Hiew o Mrsable the Sysrcm File COhecker
in Windoss K dated March £, 2002 1 wied it
ant WinZ and by and bebodd i worked Flers are
rhez ez painis, )
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Wendows XF Na Service Pack

ackup oo asalld isleadl in Windosws 2HN
an the Wwdndovesteystem 22 favinnfsyersm 32 in
Windhws 20K dicoclory. Make anothsr copy
af sfo_as.dll dor sfe d), call f1 sl osl 20 Gor
sl Ladllp, and open wich 2 hex oditor, Go o of-
sor (KEHIETRE (HT20ERL You should see e
vatpes “BRand CO"

Wiadwwys X Service Mok |

At offser DOO0OESER (OEFRRAY woun skould
find Lhes walues "RET and UG,

Cron dio himez iF i cart fid these vil-
was {When b locked i the sfedl] Ble in Win2k
the B0 0% walizes woera there. )

Change "88 €0° 10 read "50 907 nnd save

Mo oo mny compuier | just rebooted iolo
Linux and copied Gfzs, which sofvesd the proh
Fern of ropfacing Siles in wxe, Bl the amicle on
cverslockens com said this;

“Wien P povemands i gdoie e svireas files;
Capy cleeindmestwyriema el oel N 5

reinduershariiem i i Q5 g A
Cloary e bt foyprem2 el oedlal

ik s TR e o RET A

I rabee thas tooncan beot woh a best disk aor
F& i 2 commend poempl and mun the com
casds foom thee, OFEL L all goes well, we jea
have a vouple of things lelL ICvou are wckad for
o 0 ipnore i, Bemmember o reboot el G chee
repiiry Dke ©odsd with the SFCDusable Beg

hack,

predecnon, Beboot, woo're pood o go Cheok i
it worked By paing inle the cvenl vicwer and
leoking for an eniry likea this,

Evenr Tipes Tefoemiiion

brend Sone: Pindows Eale Profecion
Fvenr Oadegary:  None

Lvenr [k b2

e SSRGS

Tiege: TR AM

Liner: MAA

Creter: AT ICF

Windpws Fole Protesrion i

e serive e G0 welevn,
O, now we can really sran chunging
things, Bomembor this 1 Windows, 2o thinzs
arent where you wiakl dhink thew woold B
Lea's szar with che boor screen bacxground
Rehmrep, use Hes Plscker oo open Saskonlcae.
ook for Bitmap #1. Replaos the Bimap wilh
orie bl your oren clioising. 12 musl e & inap
filz that ie 6dwd=0 wirth (6 colors, Or e onc
vt thee ot scarch Tog Dot logas, o moedify the
ons aready thers, Sove, tebool, arel selnuce
your o boot loge, Wext [ wanesd e change
rhes Sizrl Batoen. el where 8id Recrosall oo
the srring fable for U7 Yeop, exploeraxe. Ho l
aperesl I upowith Hes-Elacken and thozs o was.
Hring Tabls 37 - 1032, Onfhe rght, yviu skl

Lesen

Fage 26

26N Magazine

sop the word Sl You can change this o
anylhing youywant, as loag as voo don'l g aver
five characeers, Mo hetthe Campile Serips but-
il 3o wo Bireng Tahle 38 <1033, Apaie, on e
right yon should soe "S1an”. Change this 10 the
samc as e gwevicus aaee Hin the Compils
Suripl bulton again, Mow thess s the Hole prob-
lem of tha Mucrosoll ioon on the S4am hokon
Thar can bz changed oo, Bes-Hack back 1o ex-
rirrerexs and look for bitrep <143 S1057, Yon
Caik UEC @ pre-mnade image or make yoar can, I
rrast be o bitmsp Gl 252250 by 16 miltion ool
orz. 3ave and relswt. Bur o problen cooppod up
after Fhacked evarvthing, | st coulde save 31
I lefi it in fruscranos dor awhits, wached seoms
dbe witk U kicds, 2nd then i it e, Duk, ezl
aave beapse 00 was Lowse, o0 ased Task Man-
00T o close beplorer and thea al-tabbod oar cf
i b Bes-Hacker, Soved, oo relonted, Col, i
worked! Now we are peiing someplace. Hew
Dot borgpo ared 2 Stert befon ohat has fest 211
traces of Micresoft Good 1 ga.

Hear was the Microsoft bitcaags and Jogos
appezring oo the "saming” ared Clogin® box
while logzing i, also when hiring “cti-alt-
del”. Wihere were these rezovrees? 1 looked amd
Inoked ard couldn find aeything. Then [ ora-
mrabered 1 hed @ preblem beating oot tox long
ago ared the lag file freoo the event mentioned
mvginadil So [ oposed i up and there they
worc, [ palled thewe rescorees o find ool what
sire hilmape they necded o be, They had i be a
widiiy and beight of 413572 und 16 Bt Biumap. 1
Costverbel the hitmaps T kad picked ot 1o e
sies reeded and cepfaced the obd birreps, Saved
and rebocted. Conl, bul things wers sfill Bi-
crusiall Blize, back 10 Res-Hack Saved oul the
birrnaps and sach, changod cobors and replaced
theas, saved arel reboilel: Goad o oo, Mow
etice Tecked good, Except for o Lhine, the
logza agple. Sull e Mamrosele bloe and oo
griphics or such. Twas stumped? How the hell
do D ehange thar? Tecold chamge the color of the
ELET Sohein with a Mew hack. Black of coarae.

THEEY _DSERS DELALT P enirmd Panel,
CelpeniSiac kg reand change io FFFFEF]

Fur the logen stayed the wme, Well bell,
Took & Mew days o think aboor i sscanwhile
searching on Google, Wot meck helfp, hot ran
Ackeas A lreewane poasianm czlled "Crash Coarse

Bagon Teferfzce” b werascrashooursasafi-

ware eony, Tornod ool W bz jusr the fhing [
mocdod, Cheek it out. That 1aken case of, theoe

were all kimds of Jcons and bitraps o the van-
oud dl o eses diles in Windows and to change
thean a: would ke (orever. S0 here is where T
chanted azain and wisd 2 program. Ore day on
Cuwgle 1ran soross o Japancss soflwans st |
Toursl what lovked ke 2 progeam for changeg
cha woens in Wirkkrars, Tdoesnloeded i and sure
enouzh ot was, Here is inlt on this very nice
proEram:

Aanamd Thraa

Moddenite vert 0T for Windorz

Fitenores WHANING]L EXE

Sinpaw o sahione e - vrdnn A loha i
dowriogd Romt

Avnice prosmam for sare, e assdc my quost &
lot caster. Try it 1 chanaed almesr 211 e joens
iy syaeem The caes Madenote didet do 1

fike afont Windows, The plain meng bars, @1e.
UVang Bes-Macker T apered explorerexs and
olber sucls fkes and dils, did zore changing
here and thece. lad 2l kinds of Tun, messed cpoa
P tirnes, put it all bech, arsd staned over. "5t
Loes” Mow 1 have Win2k looking just mghe e
e A fiend drappesd by one dav, sa%w the desk-
tope ared thoughl |owas in Linux with a news
theme, Tt was preal

I wewircls ensy mow wribing Lhis, ol ot the
vz it really sucked, Toven sorewed the negiaire
ug & few timees ard lost Windows, Thank God
for backups. All e zll, 40wk e severs] davs
ol work, thinking, and scarching the newsgrogp
arclives i rexda the ook of malvee, Finally, af
tor ach trusration and @ fow cpisodas of dhe
(frzon far bu i kid bud, dnoike end it all wockad,
arid malics looks gocet That i= why [dscided 1o
write this, 12 put this infonmaien in one place
Morw whon the rubes look i my box wop, they
arz always aking whe 08 T wuse and the
wornen, well thars asether siery, Bow if T can
Jizsr mrake Bhe Jilo Boct-splast: ook differenr..

Thariks i 210 the poopls wha have posted
replics W the newszrups in the pass dnews-
Croaps are a greel resonres for any kind of io-
Formation). [ ined o fiod the ald pasts, guobs
thern, arc give cocdic Howevar, most are gine
now o D eoald Aot remember wlwere they wens
of Ered them agsin, Sy iF 1 missed sonncbody,
You know who vou are, Thanks.

fiv the wagy, Soadv dow [loeecnue

Stervineer 2003

.

Page 27




FOSTIG AN

FIP SERVER

on Cable/DSL Routers

by asiris 188
Updates3 1 @ hoomail.con
[ 1923 Kheder Bia Hakkin wrole a gren;
arhicle oo axm free wekr wervers, Tn 201
1 recl this aricle. Dike
alsn decided wesenwpomy coen Nposercer. | T d
it allenmipletely Trew anmnld with ng hassle, My
FUF server wits sel up on Windoms 2 Pro-
lessoiral, 1 aognrng o Eive g possible
vihe dlynarric [XNS H.ﬂ..._...__n_._
e Mardvare: LN Bobaolivs broadi
:rarnd an Alcalel e lewnck boaree P51,

up

”u. nts

cial 35 o can see’ ﬁ__. el e __.._ woan |ran
Wan P serves o 1 i i meeblen.

TREN
hlipzfaoees wabillack.

Il wrwa g
Gas and cor
i oL &k ol covrse, R freef
Solving e Dy ramic 109
I W RV ET T, Ihese, 1 osaiad 11!
Tz sige g Free o course then Joeenoond (e
IS A S an . .ﬁ_.__.._:.. Ay Thitt.
Bocaase yeur TF on cabled D380 is ofen v

Al Fies gresl RO b

% Fralslern

WITANS AT N
o SR AEL e Speesd

Fooapr inomiond this s
can o gune myierverone o b aowed bos,

e

Poage 2N

and for Nip, VMO, peoanvwbers, mail, lelnet
and [RC. You can alao odd the MX recond,
Myserverorg also gives wou the opdon 1o
cpen aliemale pons in ocaze of ISP post
Dlockase
Haouler Conlignraliion

Depending oo wour B3F vour FUP pos 21
ity b bivcked, MMy porl 21 3 not Blocked,
I'eri .._“_n.w. i LIS mokodies 4 i Fcvadbarud
roaler. They g Tor shout 585 Carag
wing neesd 15 Dwl

I «line Risl
Lelresy ol War

wilh we
g like V1P

server.”

il TIA host!
of the ol wou'ie an
cnahle,"”

Mokt areg vou go e the Sarmuel sereer”
tab, This is where o sen e roaten roooedi
ract waffic the ...u_._.pw.._._ yoar desisad )
lip seover. Tt _."...:T.. samcthing ke 1l

ThiNN

arnd v check oll

i 1
Povatz Fod (1P Lyze [ Fuboc Pon
_

[EER b Rk LR | 3 |21

All wour kave o &0 i save wowr scilings
: Beocp in mind WAT is cnakled by
Lor his fvpe of roanzs, After this voe s
all zel de o’ Setting vpoan fp seover was
debinilely  worthwhile, Al myw 5W and

roc My paresior ﬂ._:_.....::..mn_, Dt G,
L Sceiie O s oodanan,

iclesdahl0.com

. welve B0

_.m.__u_:m sts and L_..:r:.._"__., We
hirts! Instant respect on the sireets _._.E.u, :_m YOLrS
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by Epiphany and oy Lighioiog
JUbnytizbining & hetmalleom
epiphany & portTallance.com

Through weord of raorth ace heand that select
MecDranald's Incalinre aze offering free Inlernet
access o theit cuslarners wia SN2 TR oo drizl
perisnd Lesting Lhiresagle e Ta0 ol Jelv This anli-
cle s a compufation of our findings whiks play-
g ar sovess]l of rhese Wi-Fiospors. Car
caploration was coaducied from a laptap run-
ring Windows ME ond o faplop nunning
[ree VSIS 4.5 with Prisin 1 cands,

The Basies

T conmpracys thar brouzbt Wi-Fi 1o MeDen-
dald’s s colled Comesa Nerworks, Ar the time of
1Ais writing, this service is aviclablz 210 orly den
lowidiaers seallenasl Thooughoel Manballan, A
g can e fowsd Al wewwonioda s lossocar,
The polor poriod will lasc wned Tuly and then
poople will be forced do pay thaes dellars for &0
minutes on the relwork, (Or <o ey sey ) Dor
img the palol period o cand resemblice a Gilling
ward v given ol wilh evecy nwsal parchased ata
perzeiparng Maodonald s, Each card bas a vs
namez, passwornd, and serial number in the cor-
ner, The psermarme is fve Characters aml che
msswend 1% live dipils, We behiewve that the: two
e pencraled usng an algocathng, bul wi &0 not
have crough cards 10 find & peicrn. oot
Megworks plans e roke this project palionwide
toy humdreds of lecations by e end aof this yean

The ERI0 of dhe Molxmnald's netwiork s

v’ Both ol the laptops we wasd con-
nectid o the netwomk zatomancadly, Winipetp
and dhclient were vsed cn the Windows and
Tra=BAl machines respectively a0 get 1P
ichdresaes,

Foding Around
When a web browses was oponcd oo ciiher
mechine, a DNS eogor popped wp and the

b poveried 2o L
Thas sz 15 cuggenily socessible on the WOWW,
bar trying b2 login causes o ogi ormor. Befoos we
__uw.m,_.u_u“_ in with dhe accourds emoourr cands wee
wanred b sess kol was possables W Fourel thal
I35 namies cosld sl T rescdvod al all:
e e R T L
g vaonged resaloe ol g sle o

Lo Bori
Hiraawer, n_m._._..m:._m Circgle’s TP wees snecesslicl:
% ping ZIO23w SIS
FPINGD ZF0 283 0 [ 200 230 51 i

S gdova Brres

O beies fogen QPG ZRGS1 00 demp_seg -

i AF rine= JOK3 310 poy

LIS R OF ks oo,

Unfontunately, Loyoeg 1 eonsaset 10 0 wob-
a1 by ponicng the 1P of Goesle in the browser
was a bosr, 5ooweas trving 10 eelnes booany por of
any machines TP zbiress. The nesl thing we did
wits chamige the 1P ol Ui M5 servers L Lhat of
oner Dewval BS12 O Sen thos can be done by adit-
g sorcfresolvcont. O Windows yor can
change this seiring in corfral panel - network:,
Mo aur howes were abla o resolve ey, Fing
ing Ciowle was = sovcess, however Uving L
vicw & wih page was not The boowsor was still
dirccred o the brgin page. Chor boxes were not
ahle o make any TCP or UTFP comnections 1
any Boxes nn che weeboar 2l Telreling or 5511
ing L o shel] coctant was 3l a bos We de-
duced that TCPALLE was firowalled, bog TCME
wasn't, It was oo e log in end work Fror
these,

Afrer puelring in 2 Ingindpssswond 4 QueesLion
razice pegs up. The HIML oo this page had
s inkcresnng lavasonps that was in chares
of opening the legin rimer Unfonunaesly,
...,._u_"._ﬁ_...._ﬁ_.. this coade did moching escopl case an
armor. Az Faler trizl we found Uzl clanging the
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the Windlives 2o loy e whal in
formation  we could  encovir
wirkour looping in. After somes

ered soare inneresticge HTRI i
code The suspiciioas cocks was
ithie parircelar Anng:

I ELT npe=tiddenvalivy =12
AGE DT e = UIF»
With a quick poclscan uzing

novap For FESED aend SaperScze Dor Windows wi

came up will severel unusoal ot oo, 1L
weas oo o izas that browglit ws 10 @ dscovery,

It wened ous than conncoding e port 1L

throagh o browszer, (Rops 12 00697 400110,

Brimgs uge ol iy cEerenl login page. We have

cebbed ths “The Back Do We duisk tbis

paze was st up foc techocian: who e wo
busy 1o be limieed oo 60 minules, This TP ad-
dress alse has pon ®30 open, with a sirrilar

"hackdonr® opmn page. caeegil thers ans S

subtle differenccs othe HTML, A cardous

eraceroute an 12 10397040 showed that thiz was
the first and wndv bop. meaning that logging in

Lk theis was loel to e ctwork ol e prateu-

Ller MeDonald's we wore o, We belicve thar

ciher locations have similar backdoors which in

theary «in ke Tearel with triceroule arel @ por
canner. (lust seanch = the bogs for 1117 and
you may gof lechy)

Logzing in throngh 1he backdoor allowed
our cormpilers o cormecd fo the nedwerk bal

-
sance, To st the acal validisy of our back-
gonr, wae wriired foo one of our accoands o
axpire arel ife=l o foeie wilh the sone scooenl
legetirmeiely, Thas caussd 2o crrdn The backdoor
wiorked withear a hiich, Thes coly verifed oor
belicf thar it is possible that the caernamepass-
wrnd n_.._:mc__._ the cands are algorizkmicallv gen
ardlext arel the local backdoor i= nol cpdaled
vealh e espinod socmunts. With the beckdoar
o accolnt is encugh tocome back forever and
sty .__.._.uTn._..._ ir as lore as via want, Belore we
left onr MoWireless sxplvitalion marathan, we
slapged & stcker on e wall that said ' Heckors
alwayws con in the keokdoor”
Wrapping Up
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