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SEIZED!

2600 Bulletin Board is Implicated in Raid on Jersey Hackers

On o July 12, Logs, low enforcement
of Ticials seised the Private Sector BBES, the
official computer  bulletin  board of S5R00

magazine, Tor  "complicity  in ter
theft,” “under  the  newly possed, and EEt p
untested,  New  Jersoy  Statute 20 20-25.
Police had uncovered inm April &  credit

carding ring oporated  around  a  Middlezex
County electronic bulletin board, and from
thers  investignted other  North JEI‘EE{
bulletin boards,  Not undl:ratu.ndiﬂg aub jec
matter of the Private Sector BBS, police
agsumed that the ays was involved in
illegal Activities. ix other computers
were  alae seized  in this | iovestigation,
lnﬂiudlﬂﬁ_ those of Btore Monoger who  ran &

af his own, Boowolf, Hed Barchetta, the

=

Vampire, NJ Hack Shack, 3ysop of the NJ Hack
Shack BHS, and  that of  the sysop of the

Treasure Chest BBS. :
.', Immediately after this action, membora of
contacted  the  media,  who  were

completely  unaware of any  of  the raids.
They hegan to  bombard  the Middlesex County
Fropecutor's Office with questions and &
pross  conference wasz announced Ter July 16,
o EI-{S‘E-BII] aperator  of  the Private Sector
BES a&&:}?ted to attend mlong with reporters
from 5 . They were affectively thrown off
the premises. hreats were made to EMTEE
thom with trespassing and other crimes. {1
officor who hed at  firat received them
c¢ivilly was threatened with the loss of his
Job if he didn't got them removed  promptly.
Then  the  car was chased out of the parking
lat.  Porhops prosecuter Alan Rochoff was
alraid that the presence of some technicall
literate reporters would ruin the effect o
is press rolease on o the lic. Az it
happens, “he dids’t nopd our help,

e next day the details of the press
confTerence wersa I‘eﬁﬂrtmi ta  the public
the ' press. Az Hockoff intended, pacanoia
about hackers ran rampant. Headlines gol as
ridiculous asz hackers ordering btank parts by
telephone  from THW  and  moving satellites
with their home computera in oeder  to o make
frew  phone  calls. These and even more
ceobic atoriea  were  rveported by otherwlae
respoctoble media sources. nEWs SOt
Ference  understandably  meade the front page
of most of the mejor newspapers in the US,
and was 4 major news item as far away as
Australin and  in the United Eingdom due to
the aetsaticoalism of the cloims.  We will
Iry to explain why these claims  say  have
.EEI‘I made in this issue.

On  July 18 the operator of The Private
tector was  formally charged with "cemputer
conapiracy”  under’ the  asbove . law, and
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released in the custody of his parents. The
next  doy the Amorican Civil Libestiesz Union
took over his  dofonse.  The ACLU comsented
that it would be vory hard for Rockeff to
rove A cotepiracy  Jjust "because the same
information, coostrued by the prosecutor to
Beee i.llﬁ:fal. 8 on two bulletin boards,”
eapecially as koff ndmitted that "he did
not  believe any of the defandentes knew each
other.”  The LU believeas that the syaten
cperator's rights were viclated, as he was
aggumed  to  be  invelved in am _illegal
t{.:rl,w;i;ty uat E:gcnuaa of nthert mgle o
nwvestigation who o
it:saugﬂ%aan hin hmhaprdq::ened ek
In  anocther statement  which  seems  to
confirm Rockoff'a belief in guilt by assoc—
iation, he announced the next dey that "630
people  were being 1.t1‘-'EatigutadB{n determine

1t any used their computer equipment fraudo-
lently.”  We believe thiﬂc?u only the wser
liet of the MJ Hack Shack, so  the  actual

liet of those to be investigated may turn
out to be almost timea that. The sheer
overwhelming difficulty of this task may
kill this Investigation, especially as they
Tind that many heckers simply leave folse
information. Computer hobbyiats all .scross
the country bave already been called by the
Bound Brook, New Jﬂraa}r_ﬂ office of the FBI.
Thg{_rep-l_:rtﬂd that the FBI agenta used scare
toctica in order to force confessions or to
provoke  them dinte turping in others., We
would like to remind those who get called

that there is nothing inherontly wrong or
illc%ul in calling any BES, nor in ta?]-r.‘-.n
about  asp  activity. The - FAI  would no

comment on Lthe case ez it is  an "ongoim
lnvE!t‘lfﬂtiﬂn" ond in the handa of thgnfm:a
progecutor. They will scon find thnt many
on the Private Sector BBES'e  user list are

securit ]3] an others  who  are
1nt-3ma{edp?.n the ,w.hécut- matter of the BBS,
hardly the underground community of computer
criminnls depicted at the news conference.
The Privote Sector BRS wes a completely open
BB, ond  police and security people were
even invited on  in order to porticipate.
The BBS was far from the "elite” type of

underground telecom  boards  thot  Rockoff
attgmﬁgﬁd Lo rtraﬁa

Within two 5 choff took bhack almost
nll of the statemonts he made At the pews

conference, aa ATET and  the DOD discounted
the claims he made.  He wns  understandably

le to  find real proof of Private
fector'as alleged illegal " activity, and wes
faced with having to return the  computer

reoniinued o page 2510




COMMENTARY: THE THREAT TO US ALL

We'ro wery used to reporting on this kind
of a story. We've dope it ao times in
qur pages that we're tempted to gloss  over
"rai atories because they've e g
commonplace. But we realize that we cannet
sver lgnore such events, because we all nesed
Lo knew what is happening out there. it's
really oot a pretty aight. ]

Mention the word computer to someone arl
you'll see a variety of reactionas. In our
cage 1t would be overwhelming enthus iasm,
much like an explorer confronting & pow
sdventure, But Lo many pRople, o itore
are evil and scary. This tokes two arma’
fear of  the computers themsolves, and
complete ignorance ns te whot they and btheoir
uﬁeratqrs Are :agﬂble of  doing, e gpw
plenty of the latter laat month,

We don't care if pegple refuse Lo under—
astand  computeras unduﬁﬂw they fit inm. What
we do object to, however, im when these same
peoplo inaist on being the ones to pass lows
an fin nbuses concerning computers. In
e¥ery 1nv stigation we have seen, iﬁhﬂraﬂtﬂ
abounds.  True, such ignorance can he amis.
tRE - We uil got n good le.gh when we heard
the New J.rsey asuthorities insieting that

the blewe heavens"
Sector isn’t ot al funny, and whether vou
wore & caller to thae bulletin board or not,
ite loas is & very Lroubling sign,
L wazs The Private Sector?
sounding board of ideas, theories, and ax—
Furlenﬁﬂs and you'll howve & good ides The
rivate Soctor was & place to aak quoations,
talk to cxperts, and Tcurn a hell of a lat
ahout high te-r.imula%:.r. It was mever o place
to trade illegal in ormation, such as Sprint
codes,  eredit  card numbers,  or  compuber
pasaworda, The  aystem operator took
elaborate mossures to ensure . thiz, such as
going through each and every message, public
and private, on.a daily basis to make aure
nothing sha wWiig trunapirlnﬁ. We don't
believe he should have had to o even thia,
We can't condene censorship of any - kind
our foelings were that iE reople wanted to
do illogal things, then fhoey would face the
conaequonces, not  the people  who aimply
talked to them. But the sysop had. his own
policy and he stuck by it snd kept the boord
clean, He wanted  two things: & good,
interesting bulletin  board = and no trouble
with authorities. At least  he managed to
tein one of those goals,

and - 8 disregard

in we seo 1¥nuranc&
towards the rightas of all of ua. They come

and tock our board, whose only "crime" wam
being mentioned on another board  that had
een  raided the month before.  The Frivate
sector was completely innocent of ANy wWrong-
doing. Yet it ie being held at this mement.,
Without bail.  See the connection to free
sﬁgech yot? Mnn{ people have trouble seeing
thia becnuse of that word computer. Yot  n
computer  bulletin  board i probably  the
Eurrﬂt form of free speech  that exists
odny. Anyone can call, anyono can spoak,
Tru ideptity is  pot roquired,  Why uld
this be considered a threat in a democracy?
. Wa've beon told there is legislation pend-
ing . in  the . House  of Representatives  to
"regulate” bulletin boards. What this would

the hacker. wore uﬂrinﬁ gatellites ¢ ruugh
ut lﬂainﬁ The Private

Picture a

jhulletin boards a form of

mean i o re—definition of BBS's into & sort i

tor
ty for
This meona if

of public utility, The  avatem o
wnugg have te toke full responsibi
overything that was posted. I
went awny for a woek and didn't Congor
mOSEBAZES , he ecould find himself facing
rges when  he come back!} The system
operator would also be reguired to confirm
tﬁu identities of all users and we wouldn't
at all be surprised if part of this involves
the paying of some =ort of fee for a
icense,  These sound very much like the
kind of tactics used by repressive rre - mes
Lo curb public assemblies and newapape Is
this in fact what is h ning? Acen’t
ublic nesembly, a

kind of elcctrontc publica ion?
thﬁerﬂrﬁ &%lhﬂf' Lh:h ¢ngpuﬁer hobbyists out

ere start hatin e "hackers" for ruini
tha future of huifeti b 3 d like foe
them to view this whole affair as an import-
ant and inevitable teat, True, some boards
today are being used for slenzy things and
criminals are invalved. Cme could say the
game: thing abeut telephones or oven  carsg.
(Think of how much i legnl informetion mueat
be iusaed wirhin  the confines of scme
peoplo’a cars,) The fact iz we cannot
gacrifice a freedom simply because oo bed
peoplo are uging it.

We gee this sort of test frequent 1y,
police pull you over snd ask all
quentions when  you haven't  done
wrong, you probably wind up fairly anno ed.
Bt wﬁen_thny gay it's = way of catching
drunk drivers — well, new that'a different.
A little bit of freedom ien't all that  im-

ortant when the public welfare ia at atake,
t o rubbieh® And what a perfect way to
start eroding our rights as individuals,

We're glad that we wore able to convince
the Amcrican Civil Liberties Union to  take

cose, which 1% moat likely their
introeduction to the issues that aurround the
uge of uters, We've  found pood media
like e Now Yord Times that actually carcs
noout what iz said im their atories Aand
attempts Lo find out what all the sides are.
We've also seen sensationalizm at its worat,
such aa WABC-TV, which took our comments aut
of - context and us soem like  an
anti-hacker establishment! Or The Mew  Fork
Daily  Neww reporter who asked us alftor we
said the ayatem operator was "surpriscd" to
i utor taken, “Was ghe  shockodt™

all, though, we're amazed at the

response of hackers  nnd non-hackers alika,
who camo the defense of The Private
dector, offering BEervices, equipment, md-
vice. Qur phones  have been jammed == wn'ye
DEVEer Se6m an thinf like this, Everyonc who
called The Frivu e Sector  lknows it was
devoid of all the thin it’s boing  saccused
of  having, moat important thing anyone
can do at  this Tﬁ:int iz  to make sure
SrarFane knows, » concept of a bulletin
board must be understood. + yvolue of  The
Private BSector must be known.  The connoc—
tion to publications and freedom of speech
has to be eatablished so that reaple  under-
stand the threat Lo fhew whensver a bulletin
board  is shut down. When we da thim, we'll
be that much  closer to getting The Private

Sector back on line and ing o positive
precedent,

When
kinds of
anything

=50




Hll& system operator had a new char
B,
Apparenlly this wos referrin
Eon Ap ¢

A
wel ]
hoxing. "
awtter of an J'!.Trrli:lc:n.t ar
can gencrate

alao
by merely inst
iga 80 ridiculous
never bother to
wordin
Rock:
the computer longer in his futile seacch for
tllegal moctivity.

Snctﬂr
can't
Miller will

SETESSEET ==

i .
l JFER rﬂPEH

{D

MHEI

HF

2600 A Hacklng ‘chtun
o] R

W hen we pecsived our June SBS Skyline ball, we were a b
surprised, Over six hundred dollars of it come from alls we
never made, Bt whint s really iitensting s the way that the
Skylime penple handied it Incarly June, we gooa call telling us
that their sophisticated equipment detecied hackers troimge 1o
guess 4 code by scunning nuemencally, They sad our code
il sodn be discoverat, 5o Uy wWoere goung 1o give US4 mew
areg, with o exiea digies added. They did this and that very
day our old codewas inaetivated. The dlegal colls bad vocured
Before that duy, and s igene SEyline st bave known s,
Maybe they thought that 2600, in our corporate clumsiness,
would poy a huge bill without imvestigation. Many big
companies would, Gotta gove them eredit for irying,

W henwe caliod wp abouric, they didn't wont 10 hondle it over
the phone! "Send the bl theough the mail,™ they sad, “Mark
the calls you made und deduct the rest.™ Why ane phone
compnie: soafrud o de things over the phone?

s long as Skylie decided to give the "perpetrators" some
extra time before the investigntion starts, we lgurs we might as
widl lenel kst tog, O okd code was BE009% We loved that
code and are very upset of Lasing i, Chr new gight digat one s
very AUl 1o rememmber and nowhere near as fun,

And one last note aboor those new eight digit noumbers.
Plone phreaks have alveady figured out 2 wiy wrounsd theoy, I
v dial the first six digits of on eight digit code, then the tan
digit phone oumber ard hita # key, vou’ll get your e back!
That means there are only & handred possible codes sinee there
are only two more digits to figuee out and one of them defimfely
wrrks? I won eoker sizclignis that are noc part of an eight digit
code, and then o ten dimic phone namber, wouall get an error

rsessipe maneiacely or Giar fake carvier oae Skyline loves (o
send out. That tone, incidentally, is tor you hackers with Apples
ard Commodones that scan all night Jong Lok far the onde
thar will ger you through oa pumber that responds with a
carner lone, Inthe moming, you see how many caroer detects
o o ard which condes god them Tor wow, Skylime™s wbe s thit
i every invald code gives a acker a carner tome, there s no
way fora computer to separate the good codes Trom the bad
ones, Come on! How about seiting your computer to dial a
somecarrier and telling it pont out only Thoss codes thit
lich v et a carmier tone? And there are probably @ hasdoed
more wivs, Big corpomations can be so much fun.

New Phone System For Courthouse
P Meprersch e hived

The Mubdbmes County Courthouse and - Admimistotion
Buldume will have a new plinoe system installed 1o me e the
apcurity of the complex, according to Middbesex Couney
Frosecutor Alan 1. Rockolt, | Yes, the sume Alon J. Rockadt
that was convinozd computer hackers were meang satelhies
through the bloe beavens™,

The phone s, due by Septamber, aill be able 1o detect
and cut off unauthorized calls made inan erserpency situation.

“Once s phone is activibsd o will show up on this massive
chizmgrmm that will be o compater sereen and will show whene
thil prhomue i heng wsec in the coarthouse or the ademimistration
Tuilding,"” Fockef said.

The system would monitor which phones were wotive and
woutld B able o cul conneclwons ooan nstant Rockodl
promused that the system would not be designed to tap phones,
[0 couese, f lis knowledge of tapping s anvihog Like his
knowledge of sarellites....]

Seizure of Private Sector

'!u:L]'.rant. with nothing to shosw  for his
fart Rockof'f panichked, a:nd on July 31,
e ugﬁunst
ter az &

to h’m Revway—
lecat  modem  which iz capable  of
enerating any hertz tonme over the phone|w
ine, By this stretch of imagination an
lecal could Eprnu:luce a 2600 hertr Lone  os
s thl:r MF which iz necessary for "blue
each  and  every olher
an:.' other modem that
tonos - therefore  hasz
LLE' his computer as 8 blue box"
ling the modem. - This charge
t ot Hm:lt-::ff Erﬂbahlr Wi 1

gL OWEVET,
of . wiring  up L.l':r:' computar ,g'].!.re-a
an excuse  to o conlinuc to hold onto

'Wiring up his com

Howover,

i red

"We have requestod  that
ive g more Egﬂlflc J.nf-:rrma iom, " eaid
thur Miller, loawyer  for The 15'r11.rBtE

"The charges are so vogue  that  we
really present a case at this peint.”
ear in  court on August 16 to
ormation.  He iz also issuing

the mae-f‘utn-rﬂ

tain this in

demand for the ‘return of  the eguipment
251

d
will
th
canperativu.

taklnﬁ

he was doing when ho seized the HBBS,
arrest werrant listed only '
apiracy”
much more
multitude of cha
aother defendante, w
Er%ud tul% frauu:l
nto o ors
Foth  Rockos? "oo
hee| Supreme Court in
he will assuredly toake one of  his
CRTeR
r:nme law. -
?‘%Pﬂﬂ- activitiecs  discussed
Em:im

foirtirineicd frow e 2-400

it the prosecutors den't cooperate
COMmmance ::m:l.t't procesdings u,g'ul]:ls{.
haven’t  been particulacly
he said.
probably  will soon  reconsider
F'ri'.ruttr Goctor's case to court, na he
ave to admit just didnt know what
4 The
"computer oon-
inst Pr:.wata Sector, which is
ifficult 1'.u- progecute  thanm  the
ugoinst  some of the
f:h ineclude credit card
the unauthorized entey
numerons ok bers,
and  the ACLU mentioned the
their press relesses, but
stronger
new New Jersey computor
aoizing the BBS just hecause
on it
quesationg.

£ .

too test
By

raises  constitutional

Darrell Paster, o lowyer who centers much of
his work on
Jersey  cage
local lew Ent'-:_:mme:nt
wigon - of  crime that has come into wo
prosecute, and they have procesded wit

mﬁutcr crime, saya the New
Jusl anather gxa.pl? of
tting on  the band-
e to
T
feontimsed on page 2254




moving satellites right up in the blue
the ﬂﬂU'!llF

wia often hrnughﬁ

e the dotails of the Middleses fa
Frosecutor s OFF; o Fress conferanco bt
Dewipnpers  the  pext  day,
clargos Wade many peopde
technology  and

simpde sod
frad been twistod info “evidopes
activitios. With the aid of The

e puf together 8 guide tao
misinterpretations  fn  the &?pus_
eroryone can sec  bow this investiention
gollen complotely out of control.

One of the eensationnlist  of
crimed  of - the hockers was

Ing the positions
blue  heavens”  and
aatellites Lo "change
meke free phone calls Eﬂﬂﬂlhly
intercontinental communicotions
legitisnte phone  calls
alory was twiateod by the
of dire predictions cof hera
gatellites  to  cragh into the Soviet
rovoking a  nuclear wWAr, as
ednoaday morning radio news
the  “discuption of telex
transmission betwson two ceontinents.
soon nfterwards ATET and Cemsnt denied

any attempls to re-route pate] |ites had
made, E.?n fact.,

MacNeil-Lehrer
computers which

of  satellitog
cousing

in
L1

imposzible, "
T

Uni
henrd an
Progrom,

Hoepart stated

that
controlled  the

sitelld

weren't  even connected with the phone lines
constant Ly
and  none hed evor

amnd  that the
mons tored far
been detectod.
S0 how did this fallacy arize?
noon Ehe
that t may :
moking illegal international calls,
the police the idea that thore WIE
national phreukinf. Many lon
poanies use satellites  to
calla. Private Sectar
formation on satellites,
Purpcse nga & telecommuni
source.  One recurring t
Asaignment Speech Intorpo Htiﬂn%
trunan:tting satellite conversa
15 only  the
conversations,  where  the converssation
converted into small
Gatellite and munf long
effectively simultancous]y along with
other conversations.
conversal ions
cirouwit,  thus
without sending
camparable to tal
gion met < As Tar
way to use TASI and.
fraudulently, and certain

satellites  were
movemsnt.,

BBE had muech
Tibting in with

ians,

more  satellites,

Ly

gatellites ua1n¥ this.  Evidently Middlesex

County  law  en arocment, sew posbed measages
on the routing of calls through o aatellite
and jumped, due to parenoim, to  the oon-

f;?ﬁlnn it was for the mowving of the zatol-
ites,

waa  that the  youths had Department
Defense "secret telephone codes”

enable  them Lo penetrate the Pentagon.

to the subject mntter of the Priva @ Bectar |gh
-5

the  ridiculouws
nowledgeab e about
CompUEers  pery dizgustod,
myocent bits of information
of I1legal
Fhadow, e
thesp
Ehat
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Thige
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Ccausing

and - tolephone
Ucr{
tha
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Mot having
other boards we can only  aoaume
have contained information on
iving
nter-
distance com—
ransmit  their
iﬂ_iﬁﬁrﬁﬂ.t for the
compulor
various hac
data processin
in security me

cations information

ic wos TARI, (Time
A mevthod of
THSI
packet awitching of telephone

rackets and sont over
distance  circuits

Ta%l permits aevﬁrui
te be sont over one satellite
permitliing soro c&nuuraatéﬂya

is
ing nbout modem  tronamis—
ar a8 we Koow there iz pe
similor information
onie cannot move

that could

B
“tha

v
the

the
img

O,
one
and

Lhe

tea

ita

iz

of
Duge

B3 {telecommunications)
rivate telephone netwurﬁ,
up bocause it _ :
eEling network architecture quite different
than civilian phomne s{gt&lﬁ,

p?ﬂnu numbers were on 2]

O
These numbers are  easy
appesrad on other boards.

gified Do
GQovernment Printing Office for a amnll fee,

reported by media :
hackers "ordering tank parts using
credit cards by
into  TRW
ation on
It turns out that
cootracting, but i
wltt
pArts
vehi
service  accessable by computer, but t
in & completeiy acparate diviajon.
E%E authoritios and the pross

&
fraud and  the ;
contractor's computer system which happenad
;E have  defense  de
it,
dcfenTc Q??truct%ng
Jump in illegic to
inta_ THW
credit card,

Lhe Private
in JE08 (Jul
credit informntion

BEE's that
peaple 13

oge  may :
peoplo sometimes o,
TNk

friends 4 :
ktwocked n  satellite out of orbit,
BamO W

hia father's new afnrts CRI .
gultal

he kid

88 it waR irreaponzible of

to the presa the
without
DoCuE,

what crimes, if any,

to be mere f)
Another of the moro sensolionalist charges |kn

uncoverad  on
We foeel  that
alon

AUTCVON

offers an’ extremely inter-
Some ATTOVON
board e & les
ue mumbering plan,
o obtain and have

These - AUTOVON
¢ numbers can be obtained from n declas-
book available from the

the format of the uni

One of the more muddled of the ch

SoUEcCes  vari

28 WS

as
é{E}cn
THEW", breaking
computers - for top secret inform-
tank L, and other variations.,
THW does do  some  defense
t_has nothing at all to do
tank parts, instend makin automobile
for various - pon—tan military
cles. THW does have a  credit rating
his ie
Somehos
mwang led
allegod crimes of credit coed
breaking  into  of o defense

computer from

differen"

riment informotion in
oth crodit ratings sang
it  would be an obvious
ve  the hackers broak
computers and order tank parts by

since THRW iz in

And - Just  why wos o the Privato  Seok. O
ng THW in the first place? THW":
rating  coputers  wore discuesed on
soctor much as TRW was digcusaed
¥ 18984},  Since peaple's Privote
is stored under shoddy
1t oaturally came up in  the dig-

cusgion  af numgutcr gecurity as o particu-

ingtance. such  discussiong
purgnue of hruuking into
tems ut:  wore conducted by
ore | oot computer Criminals) and
minagers who wers interosted
hods and computer nbuses, _
posgible  asource of confusion is
at many of the messages on the
were confiscated were written by
ears old or {ﬁunger. People thia
rog and tell storios ag WO
We're  sure that ﬁqu
Young  person - telling i
an ATLT uter  ar

might hrag shout the apeed of
i It would  be
trresponsible of authorities to issue
"& fother a ticket based on thiz just
them to annennce
¢ﬂuTutﬁrl Crimes
actual  crimes did
are  gtill uneure
actunlly took place.
ic charges are revesled
ights of Tancy, a great lack af
computers and telgphony Lg
the part of law enforc ; 1
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- card  number

; . This aection was not  intended to be g
‘wida in to  commit

...what was really going on?

inE in thoir public library, or oven betbter
o local  college

Firat one obloine a complete credit  card
tumber  including  expiralion date. If a
driver's license mmber, social Security
nusber, or  other information is alse ob-

tained, then it is cagier to wse the credit
te  charge goods and services,
Credit ond other ipformation  is usually
found in the form of carbons [actunl carbon

te be involved; no illegal phone calls are

library {under 621 Dewey |involved; and it is not necessary Lo break
Decimal).  Several mogazines nlso  provide inte TRW or other credit buresus to commit
infarmation, such as felocom 0F s, |this crime.

oamlh fontfons  Age, a3 well g and Computers may. be Jused  as  notepads iy

other telecom industry publications. message boards where individuals might weite

Credit Card Fraud Explained down the informotion that they found in the

With regords to the credit  cacd part  of [trash.  With regords to crodit card  fraud,

thia whole thing nere is a brief guide to computers are only used as n medium for com-

%ﬂw credit  cord aumbers  are  usod frawdu— |municatien. Credit  card carbons  are ao
antly.

easily found and the process of performing
the actual illegal charge has been made a6
ensy  that it is not even necessary to dis-
cuss the topic with others to be sble to
commit the crime,

Because of the use of US mail or &t
office boxes, the post office is involved in
1nvnstlgating this t o e,

The

Hrale ey
Secrat authorised last Qctobep

Service  was

aper that fits between the credit slip amnd|to investigate credit card froud. he FBI
fhc receipt) that are often diacarded after|hss a variety of ressons to inveatigate.
Lhedir  use, Carbons  contain  all of the|Th

information from a i legitimate
purchase. If scmeons is required to include
their address or secial xecuritﬁ_nunbcr with
their credit cord number then this will also
gpgcur on  the carbon which is found in the
aily trach of many retall stores. (One can

then call up & company  that  takes
phone  and nrdcrchggg:

previous

requests  over - the g
using the credit card  informstion thaf was
Tound with the trash. el _
But the renl hurdle ta cuunltt1nﬁ¥ cradit
curd - fraud is to have the package delivered
and for this one needs & Iaillﬂﬁmﬂddreaﬂ.
This can be abtained a few waya. e im ta
get o poat of fice box under on azaumed name,
and snpther iz to have it delivered to &
place where it can  be plcked up before the
gnﬂhunc is Aoticed. By wusing stolen or
alse  identification or by baigg :qnvincing
to a postal  clerk, one  can tain a pos
of fice box. One con  alsc ask  for general
poEt  office delivery, where the post office
will put wour gack o on the roacks behind

the counter waiting for vou tn_€1¢k ug. By
finding & wvocant or temporarily emp ¥ home
uﬂc can  alse  have the objects delivered
thero,

And thiz is how it ie done from start  to
finish. There may be more offective woya to
leto the various stages, but all in all
it 1a thet simplo. This is mainly bocouse
Eﬁmguniﬂﬂ make il ensy to mnke &  purchese
while only eupplying a asmsall nmount of per—
gonal information, Hten i o company hos
been guaranteed that it will be covered for
the valus of framdulently chorged goods,
then the company will meke 1t easier for a
perach to chorge them,
The problem of credit cord fraud has a- few
simple cures: make it harder te order oh-
Jocta h¥ phone {companics can tssue o code
that must be verbally communicated in order
Lo complete the purchase--ono  that oocsn
eppear on the carbon) or discoptinue the wse
of carbona  in credit card eeceipta.  Thero
ore many othor  safepusrds  that con be used
te decrease this type of fraud.

_ a8 ¢rime, but an
edification of how this crime
comrltted. Credit card  fraud

tech  orime.

ia  nat
ig ‘mot  high
No computer is iovelved or has

ere are  already  laws everywhere against
credit card fraud, and there are alre

AR~
sociated penalties. It i=m nothing new to
low enforcement:, In addition, much of wmll
credit  card fraud iz committed by those who
ateal, manufacture, or find wﬁﬁlﬂ credit
cords .

Me hope  that  this  thorou axplanation
will “help  to get rid of those inaccurate
stories we've seen  abounding, Again we'd

like to clarify that law enforcemen peaple
should learn "o bit about computers and
telecommunications and above all try to con-
trol their enthusipsm.

cnly fied to

Me are,  of COUrge, ?unli
comment  on the specific case of The Private
Soctor.  We feel that Rockoff mnd his
cohortz will have to search a long time for
that provi illegal

oCoeRR

the "special  codes
x Lo the information at issue™ on
|Private Sector, as they just aren’t there,
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1} N CODES/PAGEWORDG/CC #'s arc to be
posked or exchanged wia E—mail.
Wiolation of this rule «@ill cast wou
YOUr accaes. RResnbiEe we ses overy—
thing wou type.

FOST IKFORHATION relating to tel&cos
DRLY !

These rulos are to probtect both you the
umer and We the syvsacgs.

If you have any interesting articles
please send tham to 2800 wia Cmail to
EL0G MAGATZINE®  We appreciaste all good
and infarmative articles.




WHY COMPUTERS GET SNATCHED

When a computer syatom is confiscated from
a  young pereon  because  th break into
someons” 8 poinframe, because thoy have a BRES
with lets of codes or passwords immd on
it, or. becowse  they are cought making
illegal phone calls, no one complaine. 1t
iz often  said  that the young person
ahvmu::.—.l{ comited a crime  and degerves to
loge their computer. The kid's parents  are
not Eaing’ to complain, becouse they know
encugn to think twice sbowt orguing with the

FEI, The Zecrot Service, or whomever. Plus
the ?ﬂrﬁmts do not want to make hoadlines in
the local papers. S0 what the asuthorities

in effect are doing is convicting people nnd
punishing them by teking oway their computer
n?:il,m Thie i%, in part, due to the fact
that charges are often not preased agninst
¥oung people who bresk into computers.
en one nsks aome biﬁ compar:y 8
relations department ether or not
bresk into their computers they are
to sey: "Oh ne,

public
?ﬂ?uple
ikely
of course not, we have the
most  gecure  aystems."  Thias is becouse it
loocks bad to mdmit to security bresches in
one’s syatem; one's livelihood,  In the case
of GTE-Telemnil, the T&ﬂglﬁ there saw  some—
thing going wrong, told the FBI and then the
case  wns  out of their hands. A Tull four
months or more after the raids in October,
1983 t]:u:l. default possword wes =till the
latter A", And it woa not until weoka
after  this waﬂzspﬂ%hlicimd that  this was
corrocted (gee April 1984}, Ob—
vicualy Telemail did not wont to admit thet
thrgg were reluctant  to o deal  with the real
P lem,  THW was upset last susmer when the
preas {see JG00, July 1984} had to tell the
world aboul brosches inta the company’s
credit gathering system.

These componies  make money becouse their
aystems are reliable and &ecure  and not
because they will prosecute f&ﬂpl& who break
in. They know that it is not worth it to
try to  prosecute kide, and it is better to
progecute thoso who try to use a computer to
embezzle.  In nddition kids are often exempt
from  prosecution or, because of youthful
offender lows, will have little or oo penal-
tiee placed sgoinst them. .

It iz Tor o reagong that il iz more
advantageous for companies te have author-
ities confiscnte  equipment amd punish the
backer that way rather than dragging them
through court, They keep the ecquipment by
calling it evidence in an ongoing invostiga-
tion, and they often return it if the E?d
tells them everything  they In
addition, the kid's cenfession about the
E-:mr socurity of whatever syatem he mny have
roken into is rarely related to the proper
gecurity personnel ot the -mm]_;any that owns
the system.) This is alse & Torm of harass-
ment or acare tactics, Aren’f young people
citizonz and don't  they have " rights just
like the rest of us? They have the right to
due process and have to "be  proven Fuilty
bemﬂ a reasonable doubt ,

. enforcement types have said that they
occasionally bave to  make hacking headlines
in order to reduce Lho mmount of ?ﬂtc niﬁt
compuler wactivity., They have admitted that
Ahey need to get  a  good bust in before the
gummor starts, becavse they  konow that all
young people with computors may spend their
summer trying to atart World  War III from
their home. And this is a no-no.

knew,

Some Important Questions To Ask

£ went rai afi :
thﬂ'lils }:!'E&mnfb e Tor a EEBSFM?'FQ{JE i3 cﬁc
svaop how about remote aEups? How much can
one do to regulate a BEST On the Private
Sector  messages wero repularly scanned Tor
potential illegal materinl apod then deleted
when found. n the user who posted  the
message was denied any further access.  What
more  can o one  do thon Ehis? Eﬁpﬁ:tlﬂll%urf
the BBS im  aimply o hobby and not a full
time joeb. On the Private Sector 1t was
extremely unlikely to ses a ErEl_il‘tchl:_‘-i
nuwher or an  Allnot  code, Plua ien't it

really illegal to wse these codes?  This s
becausse a corime been  comnr o =d only
after a code has been used. But  .n again
in some atates, namely California, it is
illegal to  tell people code formats.  This
makes all credit card commercials, sample
credit cards, and this  publication illegal
there.

Does this sound ri%ht? i
It also raises a varioty of questions on
the admissibility of electronic evidence.
The Middlesex prosecutors  consider  resding
messages  on a BES the somo os overhearing a
copversation. Iz this the proper way to
lock at BES messagesT  And what about  elec-
tronic mail? Ie tho svsop responsible Tor
the contenta of electronic Mil:_jusl, brezzanise
he provides the serviceT Isn"t 2t just as
spcred as U5 mail? Now, Lhere are  cur—
rently no o laws that Eoquire Court approval
in order to tap data lines. 5o, how dees
atte congider evidepoo that is received b{ :1
legal, wet wunppproved tap?  IT authorities
can  confiscate o  suspect  computer system

don®t theoy cenfiseate Compuserve when it i

because it has an illcgul message on it, wl_lt.

uged by criminals to exchange illegal infor-
mation? Or - is  the government just upsel
about the fuct that people are communicoting
in an unropuloted  manner? These quostion:s
g0 on oo.  What are the anawers?

Some of the answers are only starting  to
appear as legislotors address the E Loms
that are coonected with the computer age.
But often they orce only responses  to hooad-
lines. For instomnce, we were told that Sen—
atar Paul Trible {ﬁh?irglnla; has recently
propesed legislation (3-1305) that would
regulate obscepe material on a BES. Colled
the "Computor Pornography and Child Exploi-
tation Prevention Act of 1885," the legisla-
tion would prohibit the pesting of nomes or
addresses of children and prevent discussion
that could be oconstroed as  poctoining Lo
child exploitation. A couple of explicit
mossnges  might give suffTicieml osuse to get
a warrant to seize  your BBS.  MWe have not
geen the legislation itself vet, but it was
related to us by Jerry Berman of the Amer-
ican Civil Liberties Union’s Privacy Froject
in Woshington, +aaid  that this ahowod
"Oenpross Lrving  to o repulate  an o industcy
thot no one underatands and that hes po con-
gtituency.” Thi=z is all too truec,

On the other aide, Borman told us about
legislation that is being droafted h¥ Patrick

e

Leahy (D-Vermont) that would extend laws
whir.:i!: limit wiretsps ibh  order to  protect
data = trensmission,  electropic mail, and
BBS's.  This is something that would be
harder  to o get  through Ceongross, os

roduces the power of law enforcoment,
We will triutu kewep svou informed when

thing new LS . S0 ask the gquestions

now, befors they are answered for wou.
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- ® HOW CAN SYSOPS PROTECT THEMSELVES?

a
- running a hugletin board,

. wWave Anxie i i
nﬂ%1un as Bﬂg nﬂ%raigréswggﬁﬂﬁlgg fﬁﬁﬂqutﬁg
next, and BBS users " worry about whughar or
not their nemes will up  in  raided
uwser loga, A we've now seen, it makes no
difference whether or not you're actually
engaﬁed in itllegr  activity. An
board e ywhere could he next and ¥h¢rn'a ok
al? - that much that cean be done to prevent
-t Kot until  weo get gome laws passed to
protect s,
In the meantime, however, there are o Fo
auggeations we coan pass along  to either
iﬁﬁaﬁn thﬁ gdds ?ﬁ A raid ar to t?wart the
Yaders befora monage Lo get into con-
Tidential :u:ntn?.w-j_a::J.I?]'r e o
Obvicusly, if vou have a bulletin beard
that  frequently’ posts codes aod pasawords,
you can almost  expect  to get viaited, even
il it’s only being done  in private mail,
What's wvery important nt this atage is the
role the 5{“?*”. operator ie  playi with
regords to this information.  If  hess is
ar - octive participant, there will most cor
tainly be an attempt fo make an example of
the, t's similar to «draft registration
evaders who publicize their opposition--they
are  the oneca thot get progecutod, not the
ones who Kee low profile about it, By
you aro calling
attention to  yourself, sa it stands to
reason that you should keep your act clean,
oHad  this article been written before July
12, we  would have adviged svzops  to ep—
courage peopls  not o to Post o eredit eard
numbaers rasswords, eto. in order not to get
hasaled. "But thias is no longer the case,
With The Private Sector, suthorities moved
in even Lhough . the. boord was kopt apanking
clean of the above. 56 now, the only way we
e arontes  that  your board won’t  be
snntched from vou iz iF You unplug: it and
put it in a closet.  Using a bullatin Teerardd
for communication between two or mare peoplao
can now be congidered risky. !
Assuming that you sti] want yvour board
up, there are other precautions WeAsUres
For one  thing, the boards that sask the
ctiller whether or not they work for law en-
orcement roally are working  against  theo—
se ] veg. Firat off, do they honeatly expect
all low enforcement types - to duti 1y say
yes and never call back when thﬁi‘re denied
aceoas T D theg rcall¥ Lhink that those
people can’t get their foot in the door even
if it is an "elite" board? Even if there is
nothing illegnl on  such & beard, attentiaon
it drown to it by  swch statements and it
will = become imgnasible to  porsuade  the
avthorities thot there simply isn’t & higher
access level, On  the ssme token, sysops
that run a disclaimer with words te the
effect of "the sysop takes no responsibility
for what is said on this board" are kiddimg
elveg if the think this iz going to
sove them  from  huressment, Thoge  words

showdd  apply, naturally, but at the moment
Othu don’t soem ta,

Whether or not you want to  censor tho

bulletin|p

mESSnEes on_ your system ig to you.  Some-
times it helps to weed out undesirables and
Bomelimes  it's an intrusion into someone’s
privacy, We  pever  liked the practice,
although it wes  done rogularly aﬁ The
Private Sector, It's your board and you
ave the right to run it your WY . ) )
What  really neods to be addressed at Lhis
poinl is the ¢¢nucﬁt of  protection.  Yes,
you have the right to protect yourself
against thugs thot come into your 2, . I0
matter  who  aent  them. Une way is by
scrambled  date.  There are .nany scrambling
progroma aroutd and some  of them are quite
f 1oeven the NSA would have o time orock—
ng the  code, We feel that all uacrlnga
should be scrombled, at the mr{ least.  (In
some cESes, a wvalid form of protection would
be to keep no userlog at all.) System oper—
atora showld tri_ to figure out n way to

scromble  everyt 1n§ s that nothing i=
ovailabhle to  wneutho

roids become  totally E
they will atop. Of course, now there is the
rﬂglun of being forced, wunder penalty of
akW,  to  unseromble Ever¥thing. A wiwid
imagination can probobly ¥Find o way around
thia as well. ; 3
The best method of protection is  complete
destruction of datn. = Some people hook up
their computers so that if the wrong door is

rized partiea. = When
fruitless, mavbe then

opened or o button isn't pressed, & et
activates and wipes the disk clean. Bookies
like to do thiz with their npglga. Similar
syetems  can be rigﬁcd go that if & computer
ia unplugged, the first thing it dos

[ JRE e
revival 1% a purge (not a  directory purge
which comes with sinply dulet:nﬁ file names
a  complete  reformatting  of the disk whlﬁﬁ
erases &1t data).  This means, though, that
eyory  poWer  failure will hawve  the soame
rffect. It will teke aoma time Lo make =&
ﬁuud eystem of protection, but thie is pro-
ebly the most cnnﬂtfhctivelgrnJuut that BR3
eperators can enﬁage tn. . doesn’t matter
if you have "nothing te hide™. The fact is

you have ecverything to protest from im-
truding  eves. Because when they aeize
cquipment & read - everything ~without

concern that the aysop may be the caretaler
ufﬁpenp]ﬂ‘a perscnal messages and writings.
e’d like to hear other methods of out-
anartinf these goons. It's not wery hard,
For inslance, you could have n  bulletin
board dial-in at onc location, which will
then call-forward to the real location, or
etill another locntion. Ench of these
requires another phone line, but you'll get
plent¥ of  warning, capac1allg if o dummy
[ ] o

COmpLe aet up at one of t ccntions,
And this is only the heginning.
Wo don't enjoy having to suggest theae

courses  of action. We'd like very much to
be nble to get on with what we're supposed
to be duin%: discusaing  telocommmications
and computers in  our own woy.  Ingtead we
have to pause agnin to  defend our right to
aay theae thinﬁa. It's a  necossary  course
of action  and, if we hold our heads up, it

will be o successful one.
Rt
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- running & bu

WA Hr
nn%iﬂn T BE§ nﬂﬁ%ﬁ
next, and BRES

nol their names  will - show up  in  raided
userloge. we've now seen, it makes no
difforence whether ar  pot you're actually
mwﬁ?diniuam
board poywhere could be next and re's pot
al} . thet much  that cen be done to prevent
-t Fot uatil  we get . some lawes passed to
protect ws,

In the meantime, however, there are o fouy
auggeations we can  pass along to either
lessen the odds of & reid ar- to thwart the
ifivaders before they manage Lo get into con—
Tidential materinl.

Obviously, if vou have o bulletin  board
that  frequently posts codes and pasawords,
you can almoat  expect  to get visited, ewven
il it's only being done in private mail,
What's  wvery importeant at thias atage iz the
role the E{Etﬂll operator ig  playi with
regurda to this igformation. If he/s is
an - active participant, there will most cor
tainly be an attempt o make anoexempleo of
them,  It's aimilar to draft registration
evaders who publicize their opposition--they
are the ones thut get prosecuted, not the
ones who keug a low profile about it. By

letin board, you are calling
attention  to  vourself, so it stands ta
reason that you should keep your act clean,
LHad  this article been written before July
2y, we . would heve pdvdiged B¥Eaps - to ep—
courage  peopls  not o to st eredit  oeard
numbers, passwords, ete. in order not to el
hassled. “But thia is no longer - the case,
With The Private Sector, au horities moved
in evan Chough | the. booard was kept apanking
clean of the above. 3¢ now, the only way we
T arontes  that ;uur board won't  be
anatoched from you is i you unplug it and
put it in a closet. Using a bullotin board

for communication between two o mare peopla
can oo be conaidered risky.

Assuming that  you atil

want vour board
3p, there are Gther precautiona WASUres
ar - - one

thing, the boards that ask the
caller whether or not  they work for law en-
orcement roally are working  against  them

selveg, Firat off, do they hooeatl expact
all law enforcement types  to duti 1ly say
yea and never call back when they're  denied
acoong? Do they  really think that theose
Pevple can't get their foot in the door even
if it is an "evlite” board? Even if there is
nothing illegnl on  such & beard, attention
iz drown te it by such statements and it
will  becomeo imﬁﬂnaible ta  porsusde  the
authorities that there simply isn’t a higher
geeess levael, On  the aame token, aysops
that run &  disclaimer with words = to ;Eu
effect of "the sysep takes no responsibility
for  whot iz ﬂaiﬁann this board” are kidding
elveg if the think " this

ie going to
save them  from arassment .,

Those  words

should apply, mnaturally, but at the moment
b Oum don’t soem to.

Whether or not you want to  censor bthe

activity. Aniﬁ bulletin|n
e

. @ HOW CAN SYSOPS PROTECT THEMSELVES?

ri® IRGEping gerogs the

users  worry about whether or

DessSages on your syslem is up to you., Some-
timea ik he!gs to weed out undesirables  and
sometimes  it's en intrusion into someone’s
Privacy,. . We pever liked the proctice,
altheugh it wos done  regularly The
Private Sector, It's _¥our  board agﬂ you
ave the right to run it your WOy, _
What really needs to be addressed at Lhis
point is the ¢¢ncnﬁt af - protection.  Yes,
you have the right to protect yoursel?
against thuge thot come into your home:,  no
matler  wha  aent  them. One  way  is by
scrambled  dats, There are .iony scrambling
programs around and  =some  af them are quite
ioeven the NSA would have m time  crock—
ng the ecode, We feel that all uaurlu?a
should be scrambled, at the very least, (In
some cESes, A valid form of protection would
* to keep no userlog at all.} E{utcn oper—
ators should trﬁ- to  Tigure out o way to
soramble - everyt Jnf ap . that nothing = iz
available to unaunthorized parties. = When
roids become totelly fruitlese, mavbe then
they will atop. Of course, now there is the
rnElen of heing forced, under penalty of
alW, to  unseromble ew¢r¥yhing. A wiwvid
imagivnation can probobly find o way around
thia a5 well. : )
The best method of protection is completa
deatruction of @ data. aome people hook up
their computers o that if the wrong door is
opened or a  button isn't preassed, B magmet

activates and wipes the disk clean. Booki

like to do this with their Apples.  Similar
gyetems can be rigﬁud o that if a computer
is unplugged, the Tirst thing it do

88 -
revival 12 o rge (not  a  directory purge
which comes w?%h simply duletinﬁefila DAmGE
a complete reformatting  of the disk which
erases &iJ data). This meana, though, that
oyory  poWer  failure will have  the game
rffect. It will teke somo time to  make a
ﬁuud e¥stem of protection, but this ia: pro-
ably the most EDH&thEtiFEIgrﬂJﬂct that BBS
operators can enﬁage in. . doesn't matter
if you have "pot ing to hide". The fact  is
you have everything to protest  from ip-
truding  eyes, Because when they  zelze
e i pmen L theg read  everything ~without
concern that the sysop may be the caretaker
ufﬁpenplﬂ'a pereonal mesaages and writings.
e'd o li to  hear other methods of owt—
smarting these goons. It'= not wery hard,
For instance, you could have n bulletin
board dial-in at  onc location, which will
then call-forward to  the real location, or
gtill another dum:ghlu:atlnn. Ench of these
requires another phone line, but you'll get
plent¥ of | warning, cspac1allﬁ if s demey
e in a loc

COmpLe aet up al one of t ationa.
dnd this is only the heginning.
We don’t enjov  having to - suggest these

couraes  of nction. We'd like very much to
be nble to get on  with what we're s oped
T b dnin%: discussing  telecommuniceticns
and computers in our own woy. Inatead we
have to pause agnin te  defend our right to
gay theae thiu%s, It's a necessary course
of Caction and, if we hold our heads up, it

will be m successful one.
2=55




PRIVATE SECTOR SEIZED
reeantimeod froe pape 2251 )
little technical understanding, ond in the
proceds - they  have  obused many  people’s
constitutional rights. What we have 1-
oping i% o mini witch hunt which is onale—
gous to some of the arrests at  day  care
centers, where they sweep in and arrest
everybody, ruin reputations, and then find
that there is  on o or o two o puailt
parties." We feel that low enforcement, not
understanding the information on the BBEE,
%hgided to strike Tfirat and ssk questions
ator.

00 magazine and the sysops of  the
Private Sector PBBS  atand ﬁ:l]tﬁcbehn_td Lhe
s¥slem operator, A =zoon as gl Pt
ig returned, the BRS will be bock ug. e
ask all our readers to do their utmost to
support us in our efforte, and to educate aps
many of the public na poeaible that o hacker
is not a computer criminal, We are all
convinced of our sysop’s innocence, and
await Hockoff'a dn:rppm§ of the choargea.

[NOTE: Readers will notice that our
reporting of the events are quite different
th thoso genited in the media and by the
Middlesc: County Prosocutor. Wo can only
remind you that we nre much closer to the
events at hond tham the media iz, wand that
we o are much  more technolo ir:ﬂily literate
than the Middlesex County Prosecuter's”
O fice. The Middlesex  Prosecutor  has
ulreadi:_ taken  back many of his statements
after hiz contentions were disproven by ATET
and the DOD. One problem is that the media
and the police tend to treat the seven cnses
6% ono case, thus the charges ageinst and
activitios of some of the hackers has heen
extended to all of the charged., We at 2600

can cnly speak sbout the case of Private
__R-P:-c:tnr.!f'
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MY COMPLIMENTS TO
THE PRIVATE SECTOR !

EFERYONEKNML WS A QUATITY BULLETIN BOARD SYSTEM
WHEN THEY SEE ONE, THAT'S WHAT THE PRIVATE
SECTOR WAS—AND WILL BE AGAIN, WITH ¥OUR HELDP,
TELL THE WORLD WHAT THE FRIVATE SECTOR WAS ALL
ABQUT AN INOW TT WAS UNJUSTLY SNATCHED IN ITS
FRIME, WRITE OR CALL YOUR ELECTED OFFICIALS AND
OFFER TO EXPLAIN THIS KTNDOF THING TO THEM, THEY
MALL LISTEM RECALSE NGO ONE ELSE IS GOING T TELIL -
THEMI! DONATE YOUR TIME, RESDIRCES, ﬁHI}I,"ﬂR@
ABILITIES AND STAY IN TOUCH WITIH 2600 AT {516 7S1-2600.
TOUR IDEAS ARE WELCOME.

Attention Readers!

Demand for back iBsurs has grown 5o much that we're in
the process of reprinting aur entire inventory, A a result,
wi're going to be raising the price on back issues 1o 57
each. This is mecessary o cover the time and ERparGe
invidved in doing this. However, aur present subscribars
{you) can still get back issues at the obd price {$1] if your
order is postmarked September 15 or earlior,
BACH EESUET ARE AVALARLE FOR EVERY MOV TH SEHCE LA Ly, 1954
Sord all regquests to;
2600 Back Issues Dept,
B a2
Mickdle Island, MY 119530762
(B16} 751-2600
ALLOW 4 WEEKS FOR DELIVERY




