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TIME TO FIGHT

MPAA lawsuit by sporting our newly designed MPAA t-shirt.
The front looks quite a bit like the cover of this issue of 2600
while the back has this scary caricature of MPAA chief Jack

Valenti.

The shirts are $25 each, which iz more than they would be if
we werenl being sued. But if we werent being sued, we
wouldn't have made the shirts! The extra money will go into
our defense fund and hopefully prevent this kind of crap from
happening again.

You can order these shirts {or anything else) through our online store
at www.2600.com or by writing o us at:

2600
PO Box 752
Middle Island, NY 118532
5.8,
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"If we have to fife a thousand lawsuits a day, we'lll
do it." - Jack Valenti, head of the MPAA, referring to

the steps they will take to silence those spreading
the DeCSS source code.
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- | The Next Chapter |

It's over. And wet, it's fust beginring.

We ve always known that the Kevin Mitnick saga was about 50 mach moee than eae
man’s Aghi apdin injustios or even the furtre of the Backer warkl With increasing inten-
sity, cvents of the past five years have given us reflections of where car suciety is going -
and what we are kaing zlong the way.

Fivie years i a very Jong time, Consider where vou were and what Yol were abing oo
Febraary 15, 1995, the day & k's ordesl behind bars bepan, So mach has changed, s
pecially in the workl of technology. But five voars deesn’n even begin fo tell the stery,
Yo would fave to go back w0 1957 if you wirted o inclade the years Mitnick spent oo
the run Crying e avedd capture and as far as [958 1o e the case which supposedly
cast him in such a fearful light as to warrant eight months of selitary cenfiscarent - obvi-
oualy & mlivating factoe in Jarer flocing the authoritics even when the alleged vielation
was trivial, When you add up the confinement and the supervised relazse, Miotick has oo
had a traly froe day since 1988 and won 't ag I 2005, That's J 5 vears of a Tifs, And
&ll for surmenne who rever stale, cawsed damage, or mads @ Foodn twough his crimes.

What & tremendous waste of time this oréeal kss been, And what 3 waste of Lalen
when you consider what Mitnick could have contributed 1o our world over ol these years,
And still, there is @ very definite case 1o be made for the significance of it all, Never be
fiare ave we scen such awarsnes and education oo fhe past of the hacker counmunity,
Werd of Muick’s case spread o schools 21 aronnd the workd, prople protesed ortside
foderal buildings and ernhassics, and a ol Moo pichure sxploiming the Mitnick slary
wits exposed and prevented from spreading most of its blatant lies. While this dadn't alis-
viaie e sullering znd may rod have shortened Mitnick's time behind bars, it ag Jaasr fo-
cused zlcention on the unfnimess rather than the whicdd headlines, And it made us alf the
mre wary of what the authorities wepe platning s the fitare.

Io our case, wie didn"t have to wait leng.

I Fact, it was wilh the precision of a snap opera that cae crisis was im mediately suc-
ceeded by the rext On the very day before Kevin Mimick's seleace, wa a1 2600 became
the Tasest werpeds of & world gone mad witk of and frcarcesstion.

It was ocly days carfier that @ niassive lawsuin had besn Glad againsl s by the Maodion
Picture Association of Amesice. That's right, thoss people who give mings 10 maovies
Apparcrtly, that’s not all they do. Bepresenting some of the mast Fowciul entities in the
wod I (ColembiaTristar, Universal City, Paramouwnt, Disney, Tertieth Centary Fos.
MOM, and Tome Warner), the MPAA targered 2800 angd a hasdinl of ochers, cla 2 thar
W R sumelow responsible for threatning the oniire DVE indizstry asud the frhape of
MO0 pictnes.

What wecre they smoking? Ciod question. We stll doa™t ke, But fais i3 the tnadh of
the matter: In November, some enterprising hackers weee able to figae oul bow 1o play
the [ s they had zlresdy purchased on fbeir Lises machings. By duing this, they wers
able to by pass the access contrel that the DVD irdusiry put oo the techrolopy, a dracon-
ian coatre]l which had never been implernented in ecber consumer devices ke CD play-
el WORS, or Walkmans, And it was this conirol which had made i@ impossitbe for
CUMEACSs 1oL running an “appeoved” oporating system fsuch as Windows or Mo C¥EE 10
play IIs By defezting this coatrol, the hackers ol aroend fhis ghsusd redricton. T
the inckustry however, they had ereated doubt as 1 wha was it control and, b5 Wi saw
wilth b Mitrick case and s many oher ople with power whio fear [osing contra] of
it behave immationally and will spare ro effor o CRpENSE [ neptralize the percejved
thoeal.

Whien the DV} encryprion was defeated, hackess, as is their insting, told the world
ard made the soarce code available, This resalfted in threals heing made against rthem for
daring b figuee it aut. As 2 show ol pport, W posted the source code o our weh sie,

&5 oid many olhers, Wi acually theughs reason weald prevail - waril ope day in late -
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cornber webmasrer & ML con was sorved
{via cmiail) witl: Legsl papess from Lhe
D1 Copy Condral Association, We
thought it was prechy Funny Giat a lawsiz
conld be emsiled aad even funrder il that
they actually believed they could prevail in
gach a manner. We don't even kdve a
woeking TWVED player and bere dhey were
aecusing 1 of pinecy. Mol o meotion the
Facr rhat we werea’ [ oven involved e 0g-
uring it oubin the lrse place. ] Y

Thew somt ot lepral threans agarnsi al
kindz of peoole all apound the world using
whatever bzarre alizs the wob ite might
hiave haen regiszened under, Bal there secs
alzo lots of peopls whoss renl names were
wed W saw it as a0 ircreditic washe of
money ard effor on the past of the 1D
CiCA which nobedy wook vory ssioasly.
Far aoe thing, the court they fled e Jaw-
syit with had e jaisdiction cuiside of
Czlifarmia

But the hunor was seon o wiar off,
O January 14, the MPAA steppet into the
fray with gons blaving. Lawsuits wers filed
swpatrst four ndhvidnels including dee odi-
ror nf 266060 and tee owner of an Intemel
Sapvice Provider who wasn't even awars
il the exastenee of the e which was on
cne of his oudomar's web pages. We saw
this 85 o cl=ar inlirmidalion [eetc - after all,
i Ball Gazes summonsed o coart evecy
time Microaolt is soed?

Burt intimidation was oely the Grsc pad.
Wi were abonr i learn a les-on about Gor-
ronate manipulaten of faderal coutls,

Thez firet chiemsy SCENLEL [D BEAE 1
with papers was made after & pin o a Fri-
day alteroo, (They oover aciually swe-
ceeded in serving Fig papcs Tt apps ranily
gropping them on the jround i goosd
cooach these days.) A second atlempl was
il o serve owr post offce box for rea-
sons w1 never know. Perhaps Ciey
thoughn our offices were within the st
office somewheare.

espite this nor-serving of logal doce-
mencs and despite the faer thas che folluw-
img Monday was a holiday. all of the

cfemdants were omcler=d 1 Bave thelr co-
Lire delense submitted to the contl by T000
am Wednesday, beaving exactly one dav oo
preparc. Even with the Blectronic Froaticr
“_.u.ri..__...n.m._..—.nﬁ stepping in o ._.n._m_ us, Ehis was
aumiply an j zsible and exrreoncly unrea-
sunzhle font for all of the defendants.

O the follewing Thoamaday, January 20,

g preliminzry injunciian was surmmarily
cranted against us which pretly ovach
furced us to teke the offerding material off
of cuar weh sile o Face urunediats impriz-
orteot for “ceotempt of courl” Hard 25
this was for g o aocepl, we complied, be-
lieving that we coubd lightthe bartle a b=
ssese effectively without being locked
away. Since then many hondreds of sites
have mirrered the offending matcrizl io a
desponstsation of electroniz civil disobadi-
ence, We bave in um pet ks on oor site
to these other locations

Methiscically, thee MPAA has thrsul=ned
cach and every ons of the owners of these
aites whiol bras 1ad to even more new ates
poing up, While the cout order #gains8 us
does oot prohibit cur publishing lieks, we
[zar that, given the moed of the court, 1t
will be sxpanded b inclede this in b fu-
tare. IF thar happens, we will conyves? sor
limks b oa disk, LF 2 gers banned, we il
mention the cther siles ina paragraph of
English toxr, In ocher words, we will stand
againsl Bits kaed of restriction anil efther
they back dessm o we ase strpped of car
right oo speak a7 all, That is how spodianr
[RECRER

Thee BIPAA I8 contg 3T Us ..um_...._w 3 VETY
ALY n___Hﬁ af Inwr that civil hboranans
ke bocn wanticg o chalienpe since it
inception. s called e Digital Millea-
i Copyright Act and it basicaliy makes
iLillegal to ceverse enainesr techrology.
This meszns you're not allowed 1o take
thigs apart znd figure sut bow ey work
il Lher o poeate entifies invalved dun't
wint youa Lo With wdaw's echeolopry, via
are o aotonlly boring things ke DV -
wivd &re merely baving a Uoenee L wes
tham urcler their conditions. 5o, undes the
DAICA, it i illegal o play your D%DFeo
wirur Computer i your computer i Chi-
cemsaid far il 10s dlegsl for wo o figurs
out a way o play 2 Eusopean DVD on
yoous T sel, And iF vou reat a IR Tran
vour local wideo stovs, Gguring ouf a wiy
to bypass the commercials in Ge boginning
coldd land w0 o court of even prisun,

It sparets ahawrd becanse it e gbsund
And that §s precisely why we're nof goiog
un back dowa oi this and why others
shoald take wp the Tight _..nm_u_.n..._n_._u_mm.ﬁw
any worss, The world the MPAA and the
megaconporElEons want vs ta five in ik a
living k211, They ace motivaeed by oo fhz-
o mmu__.h and thai is greed. [ Lhey can
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oskos ol by the same thing maliple
Oireess, they will, IF chey can cantrol the
Fardware a5 well as te softwars, they will,
IE thixy can prevent agual secess 1o echingl-
gy by entities pot undor iz wmbeslla,
they will. And vou can bet that if they bave
o bie, cheat, amd deceive inorder oo ac-
vamplish this, they most definitely will,
Les's take a lark a2 what the MPAA bas
bren saying pablicly, Wheo the injurclion
wak granied dgaiist us, they called in a vie-
1oy [or arbists amid o sorike a28inst piracy.
The newspapers and media catlets - pins
of ibem cwoed by the zame companios tat
ans suang us - durifully repoed juer that
But anyooe who docs even the smallest
oot of rescarch can quickly sunmise
al this ciese has pot podhiog at all wda
veith piracy. It has efwayy heen possible o
copy DV Dy and there arz massive wane
Boues in other parts of ts world that g2
Jwsr that Bur thar apparently fsn’t a5 nuch
of & thwcal zs peaple prdersronding haw
Lhe technolagy works, Soand familiar? It
the samee logle that Gie leis have ysed 1o
imprigon thive hackers who eaplafa things
W other people while aoleven procecuring
the irdividuals wha do sctal damape, Thee
eal thesat in their ayes are poople ke us,
whar belizve in spocading infurmation and
endesstanding wohnelogy, By paiotiog s
8z evil vallais cut to rip off DWEDS arel
nin things for svervoae, Ly =t deceiv-
ing the pablic in & way thar we™ve boseass
#ll o Tarnzliur with
Thesz of 05 whe have boen walching

the omninsas wends in this country mighs
bBave been =ble tn predict this basle. 10 was
Ease dhan o year apo that Seeliv Wch
feew was pat oul of business by General
Motess™ Diree TV Beczuse hey didn't like
e specific iafonmation they printed aboor
T workings of satellite fechnologzy, We
knew it was oaly 8 matier of tirne belirs
org of ibese fantastically powsrful corpo-
rations turned their eve oo oz, And now we
have oo less than cight of therm lined un
agalnst vs ia & courl where we ane by do-
faull the bad guys, .

W leared a ol over the last few

viesrs, ovach of it from the hacker cases
wiz've bezen close 10, From Phiker Optk to
Nerrie 5. o Kevin Mitnick, we've soen
b justice is menipalaced and the keavy
vusd that is bome by indvvidusls, Ard
wi v alzo learmed how o respond

112 dernonstration apaine Mirzmax
helped stop a foaly ojust fiis from being
made, 3t ez i i origieal form, The Free
Eevin movement focussd anpostion an
semsong whe might ttherwise have beon
Losr in the svstean, And we shpdder to eink
whal might bave hapoened bad people nat
rallied ngairzr the barbanc treatment of
Bernic 5. in the prisen syerem. What we
learnied is that we Ao make & difference
when we helieve incor cewe.

Fro cnoce tan WP cities on February A,
poople alliliaed with the mosthly 2000
meetings and people in countlews ocher
s and s worldwids took par ina
massive lealleting compaipn 10 spread the




wind sbout the MPAA Tudzing by the
many Acseants we Teceived, UL was ox-
remely elfleciive amd successiul. Cncs
azain we are in the positon of getting the
waod out o e people whio the mass me
Ha igmone.

That is where we have o2 fooas owr of-
loarls arit ol only beczuse of the MPAA
threar, Some of the things being planned
are tecredibly frightcning amd witl kave a
mfnumd impacl om e commenity, oot fo
mpzniion what it will do o secizry, [twould
he = big nusEke b asseme that e badlle
fas endexd with Mimick's relaase, Compla-
cency will destoow us and Hectliokers
everywhens,

O Merch 7, verers in Califeraia over-
whelauegly appreved Propaosatioe 21
laws prosecuiers toodeside which
vouthiul cffondess are ro be oned a5 adalia.
Iz avthier wonrds, judges will mow be ent
bvpassed, While the mzasire was called
the Gaas Yeoleooe and Jovenzle Crine
Prevertson Acl Iniliztive, ks MPeers will
sxrendd well bevend thet A kid hacking 2
weh site wiald be triad aad septenced o
am adalt if the prosecetion decides b2
that reate, That means we cae leok for-
ward o o cascs of hackers bacing put

it prisons wilh dangemns affendsrs
Omnly nowe ame won’t mater. Combine thes
wirth Calitfornza’s “Thoes Suikes” law a2nd
1175 enlirely possable (Fat ithe pexi Kevin
Mitnick will be puz aveay for life. That's
e kind of sick society wens luming intn.

Wiz s similar scenusios unfolding 21
aver the countre, In New York, Seoaror
Charles Schumor has proposed a bill that
srozld allow teenage hackers fo be ried ns
adulls and woald elintinace the peed
prove ery damage was cawsed befiore the
FBI stops in.

Muck of this byvsteria bas boen caussd
by the recent Domial of Service alkucks
A2AIMEL S0k rnjor comorats weh sines,
While this kind of thing bas existed o the
ezl since Thay One, when il stasted ol Tect-
ing the bigoost ireaeymakess op the wob it
soddenly bacame 8 majes erisis. And, not
sarprisingly, hackess were ingeled a5 the
caase eV when it bevams quickly appas-
entibar there was vimwally s way W rack
dowen Ure culprizz, I also was preliy clear
Whal this kind of thirg is relarively casy o
<, Bt ihe edin dida’t focus oo that rer
o0 the obvicus facs tal il kackers wers 20
beal on destroving the net then this sor of

thizg woalkd constantly be happening on a
rrsisive scale, That simaly wasa't the
story thoy wanicd to reponl, Wisar way re-
pearLead? Abrssl wimd Do womd: “This was
it very ensy thing to do, Anvbedy could
bave deae i, W may never lind ouat who
wias behinad it Bl Rackers ore verpangi-
B, "

Lo & response thal was suspiciouasly
quick ard well-prepaced, the Clicton ad-
Minisirarion came ap with all kinds ol rew
legi-Zativm arsi budgst reqlEEis e Crck
down on Dackess, 2600 and ollees began
fernng hate wail i people incens=id that
we wadld do such n borrible thing b the
Tnremet. Once apain, hackess had booore
L enerny wilhoud 1iting a finger,

In n somewhat bizarne vwist, the gov-
connzar that helped leck Kevin Minick
wdty Lhen sozeht ong his advice on the

whale mater of hackers by jovnag kin w
teanily basfors the Senate, While no dooti
strugaing with the bemptation fo el these
lawrnekiers whess they conid go aller te
hone:ble way he waw treatescd, Milnick chnse
i take rhe kigh mond angd arhempd {0 edii-
cabe the Seoabees, His subsoguent visit
Capited Hill seesresd o have = real positive
i the serabors saw someone whe

s cark and vl cybamermoniag bul
rethier & warm and open irdividnz] with
nixthing fechide, T called inte question net
only his imprisonmenr bar te absasd con-
ditienrs of his sepervissd relaass which for-
kid him foom ::T.m up n cellular _uun_mn or
havicg any kind of coniacs with & com-
paLer.

Yaybe it had an effect on them acd
mavbe if didn’t. Whar's imponant s that
Mitrnch dafn’n give wp hope that things
codld be chanpged for the betrer if comnz-
nizarion was allowed, And if anyons has
warned e righl W give up on the sy=tem,
fie has,

W bave whar appoars o be a long znd
dillieell road ahend. Judging frvm the
sheer sive and determination of cor adves-
sancs combined with the indispeahis sig-
rilicance ol the upcoming irizl, this may
bz the opportaniiy o par us 0ar of Coepo-
TALE ANKIWAS IOy Soie and Lo all.

The Milnick case may have donghs ns
what we necd to koo to fight this baile.
Thar kpowledge, combined with the apli-
mii<n Pat Mirnick Rimself ﬁ.aq_wn_._m._n..um.. is
the Best shob wie bave a2 gettiog toough
s,
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A TASTE OF

by Kevin Mitnick
What a differcnee 44 days make. Just
aboul seven weeks ago, | was
*_.__.Emmmn in prisen-issued khakis, a
prizones at the U5, federal covioc-
Ticral institution in Lompos, Califorala,
Last Thursday, March 2nd, | presented
ry writtsn and verbal testimany to the
United St2los Senale Governmmenlzal
Affairs Committes thal described how
(o increase infarmation serLrity within
govermment agencies, Wow,
Evizn more impartant than my fest-
meny in front of the LS. Senate has
fbeen my father's recent heart attack,
his riple Svpass surgery, and the
stapn infection he sulfersd during his
rospital stay. Although his surgeny
WHE & sUCeess, fighting the stagh in
faction has proven extremely difficult.
My primary occugaton e Iy re-
leass has bean taking cane of my fa-
[ther's noods. He's Fercaby
indezpendent, and hiz sudden reliancs
an others has been very streasful for
all covesrned.

Wihen | haven't been taking care of my
father, I've been parlicipating in many
different inferviews, and thal's whers
iy supporiers deseres 5o much
credit You have done a greal job of
gelting the word out about my case,
and ' trying 1o keep up the mamen-
lum you all estabiished. Just as you
used pralests, fiers, and websitas (o
publicize the f2cis about my casa. I'm
doing radio, television, and print ap-
PEAFANCSS 1D o the same thing,
Mary thousands of you sent letters o
me whil2 | was in prison. Scme of you
rnay think because | didn't rephy that |
didn’t care about the letters, but quite
the opposite was tue, My defense
teiarn was concernad that anylhing
=aid by me would be rianipulated by
the prosecutors, and usad by the court
to punish me evien more severehy, | re-
ceived letlers from peopls in this
country and from countries amurd the
winrld, the was! majority of wiich were
tremendausly supportie. A handfl of
those keters were hateful, but | simply
igrored them, Mo master how much |
wanted o answer many of the letiors,
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| simply couldn't. The postage wss an-
other burden, and for those of vou
hwho sent stamps, | hops you realize
ncw that the prison staff treals stamps
as “contraband,” and will gither seize
them of relurn them to zendar when
they find them in a leller ._fw_.___ b & fed-
eral inmate. E

On The Insida

*Dioirg timeis a strange thing. Wien
yau're on the inside, you can't look out
- you have Ia prefend 2= though the
putside doesn'l even exist: Letlers are
a welcome break fo the routine, bul a5
soon as | fead them, 'd have to focus
ard oet back into'my rhythim of pre-
tending there were o cars outsida my
window: that there were no peopie liv-
ing thesr lives: During my five years in-
side Hooked 2l the sky only to gee the
weather, and | rarely looxed at fhe
cars. of the peapla.

| spant most of my waking hours wWork-
i G TGS, O B ponding with
sUpporters s alomeys who were
rrelplmg me with legal research. LGok
the energy | uged 1o spend on hacking
and | basically frained myself in lzw.
Thés took a great deal of ime and en-
ey, Since I've never had any formal
raining in law. Many of the allofmeys
[wha donated their ime and expertisa
wea espacially helpful in guiding my
legal research; and to them | mﬂ._ par=
ficularhy grateful.

Conditicnal Freedom

| =pend rmuch of the tima available o
e e e vt caarineg for iy father
figuring out how Lo eam a living in light
bof the overly broad, unreasonable re-
strictians inposed by Judge Flasizer.
il | was at the Workd Trade Center
in Mews York with a filend recenthy, |
sEnw an IMacused Io'select gifts from
e shop - technicslly, if | used that
iMac | would vickate the terms of my
ﬂ.ﬁm_....,_mmn releass. I | even used a
cormpoter fo purchasa a Metrocard to
_.ﬁa __.__w_.....m..,._..__f.__n subrwary system |
350 violate the _Hn&m__ﬁ.ﬁ.w :

ponb o spenveadierse

o ehocking. | was sinp searched afler
- ing thesa visits, :._mﬁguﬂ..ﬁq.:____nﬂ..

Those conditicns also restrict my First
Amendmen: rights to s axtent it pro-
hifhits e from actng &s an advisor to
amyons wha B engaged in compuien-
retated activity. My recant Sanate falk
couhd b vickalve, a5 could a talk fo B
car mechanic. The conditiosss ars 50
vague and overly broad that L don
knows what | nead to do of 1ol oo io
stay o of [2l s up 1o a government
official to dacide whether oe not [ go
baci to [, and it's ot basad onomy
intent - it's complebely arbitrany.

The Senate ;
Several weeks ago | was invited o
spesk to the LS. Sanate. | was laken
ahack, as well as honored, by the sud-
dennasa of their reguest and that they
wioakd beinterested in ny opinion: 1
fall good aboul educating bureaucrats
i foolk Bt the big pictune - especialty in
how sy il is 1o compromize person-
nel without touching & computer, The
hiearag seemed extremely successhil,
and | felt respeded, Thes s a very dif-
ferent feeling when compared Lo il |
et & sense of pride when Senator
Liebarman complhimrnted ms by sug-
gesting | would make 3 very good
Tawnver (Al least, | hope it was a com-
plirnent?) I falf effectiie ol communkcat-
ing vy wiews to the Senate. | fall thatl
they learned something and that it
meade thern think aboat sarmething that
it often ignored: the weakest links i
info=ac are the poople.

Compare those fealings to the way |
was treated fike shit and like [was the
goum of the sarth while in federal
prisoi. Guards patted me down at any
timva. bwas bound and shacklad to
riree 25 feet (to sn MR deide oaa
trisck parked af the curb cotzside tha
prizon) jiest 48 hours befong iy re-
leaze. The disrespect by the majoely
of faderal prison slafl members iz

sach visl from fiends and famiby. Doe-
aues 1o Use the bathroom on the

_._ﬂ._ﬁcﬂ nawﬁ_,&.._.m_.j___ request re-
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used o a guards whimn 1 'was fraated

¢ . ke a bank robbar, drug desler, or

rurderer. And six wesks latar | was in
a bilue pinstrips suit in front of the LS.
Senats.

New York

The {elevision network Court TV called

& lafier my Senale testimony fo request

imny appaaranca, for the sacond time,

B |oncthe Crier Today show, which is

hexsled by former pedge Catherins
Crier. 'z anvinteresting show and I've
ergoyd both my appearances. Ironi-
cally. thed request broughd e o Mew
Yook, City on the first Friday of March,
the day that 2600 meatings were held
worldwide,

Emmanued was at the Crar Today
filmireg, and wespent some tirme sight-
sering before we went to the lobby of
the Citicorp building. It wag my first

& |ime In New York, my first 2600 meet-
= lineg, and it was the best fime Fve had

zince | was released fram j@i1, | gaeathy

e meehing mamy of my support=
ars in person, but | felt zurprise wien.

gragh. Despite my surprise, several
others wanted autographs sol saent

b e end of The meeting 2%5ng with
8 peopte and signing the things they

QEVS M2,

- The warm suppod and friendship | fait
= daning and after the meeting Waz Wwan-
B pderfud, and in distinet contrast to how

e e felf most of miy life; somewhat of

an outslder with fahem] “Undsiual inter-
ests Al ht mesting:] nodiced 8

~  |young boy, parhaps 10 years old, with
i & Harris"butl end” clipped 1o his balt,
= and 1 was reminded of myselfas a

did, when my fascination with lele-
e syslermes began, What fun it
b o be =0 yoabng, and fo knows

© [that there are pecpie all around the
B wirkd wha share your passion.
u .+._._m_ 2600 meeting was just the begin-

of three days and bao nights in

...n MNew York, and | had & great fime it

a bit ovarwhelming to sitina. -

. Eﬂﬁn m?ﬂﬁkﬂum&mn@x:ﬂ: =

the first person asked rme for my auko-

Spring Strest after spending five viers
inn prigan, Bt their great Sicilian made
evenything sesem just fight.
Withoit the suppar of 2600 and yvou
all, my caze wolld ikely have endad
up defferently, The supporl of each and
awvery ona of you positively influenced
roedia treatment of my cagse, which
Qave e the energy fo fight the
charges against me, which in furm in-
fenced the government’s freaiment
of me - 522 tha freekevin com websits
for more details about this. 1 greathy
appraciate the support of each person
inn Y- fight agalnst infjusbae Last, and
definitedy not least) Emmanusi hasn't
given up = he has dedicated time and
resolices and has onganized exirsor-
dirsary evarnits o focis the 2pothaht on
injustices in my case imaoling the fad-
eral government and the media - his
sipport has been crucal, and withowl
it thiregs waouldn't have ended up-as
positvely az they have. Emmandiiel
Eook Up oy cae ot than five years
23, and has usad his radio ghow'and
spaca in 2600 ko publicize the govern-
ment's dramatic manipotaton of my
case for the seifanterest of & palr of
misguided, egotistical prosecutons. )

| o Birm = 220 2l of you - 5 _wqmmn
daal. | am very,
wery lucky o

........

-||Ir|.l




HOW TO STAY A
SYSADMIN

by Shade
Sell-lavgkt or spoon-fed krowledpe a1 1ol
soivoal, vou've cresssd e poctal amd 1i%e has
bt refl, YouTve Enally gpone l=pic s
wor' o geling thet kig famy payehods, Bondn
izt znd up in hfe, yoo Bl 2L in every hone,
F0" v arrdvial. This s wour dsr naricn
Yet, something seems armiss al work, You can
el 1 rachines, bul the job.., shes no
wial yeu expecied. Poople ore s, the’re
getting in e way, They doo'L anderstand whar
i peing o Thes"re hesicane to i woor ward
Eor zmything. You're fecling bonalin.. geting
hard 1 Breoths,,,
The prittalls of bechnical ganss ore vt onigue.
v ween the pareTa repweatcd voer and over,
ver even the sichor Bas a kanl ome avending (he
sarns mishdes, We think elice, 10 peiting so
bad 12 showing up oo 551 Techies seem oo be
whle b ke cohir fockies up ro dats oo e Ll
kerned level, version release, oo soovice pack but
IRVeT Communssane Al U mare mundane as-
pects, 1ok Facks on keeping dhe idend jon,
Crerling hirod for the job is begood ke seope of
thig article. TRis is shaur karping i Gachar
‘round vomng and obl, foc 1 pell nogranches
hers
I Acrargie Imaginarian Binslein s=id. "Imagi-
matice s mare inporaed tan knewledpe” bl
lefe o accuraey. Cooking up highly unlitely
saCurily problems oo jusniy galra “esezrch
Lirces™ i Just 24 Tuad s making svarvans fuea-
rodd sheitt apening their e-mail Fisd (ke g se.
cariry Bales, wizee theny in as simple and
Boturmie lerms 4 puossible - witwoar exagpera-
lioms. Nedify ieanagemen thar w00 nead time 42
plug chen Tmagine 21 i possThle risks zod be
Awanc where yoir wulnerakdlities ore 104°0 pro-
neoad wouw can plug all of them, Tike lme bo 5=
up seftwan: b meniens wour devices, They're
e Likely po discvver o pricses paper jan than
& hackier, bur the biss can™t Fedp Tl Be im
pressed when you shew up belone frey have a
chance fo call wou,
2 Bocumenrisiin, 1lacker's best (ricod. Find all
the: dovices vou are responsible for and g1 doo-
umemtatice for chen Chances e s Bale in Lhe
A YO me prang 1o be walking inlo someons
2lze"s e and you hove oo tlent shan deis,
Lian™t oo if ey didi’t ase the dicucmzis-

Tean, oo nead it Toke the tims o point thase
00 pzge polf manuals on Ge roceess, e alls,
CELTEL, and any ather cdcball dEgital device
thaal woa can find. L'sz e sl ot ofF the weh,
mat caxtdalsd Cocs <hipoed wids the producL Ee-
searidy whar boaght oar abar ceenpanies foo ypror
vritcal corapeniulz, Yow 1 need e bosowe iz
tech gipapar] Lnes soon snaupl. Rensemher, not
all cermpamies sufier fovo & luck of dacomenra-
thom like wonel oeckines, Trv locding at the
1M ARA0 docamenrarico available at puk
libuboul deribim: oonpubeimVasdiient inghi
ez ] oo Lo see whare Trasan, Dot b glfmaid
1 gl Gor d=chmized eypar. Chemices are the
lesoming mnsancs o @ machine fhar oot over
FUIE haas o sweest suppan Hig with high paid
teckmice] gurus fusr dyisg o get 2 phone £
fooon eeencnng whi ven 24k o halfesy dooent
pwilicn, Call them. They' e wooh their weighe
i, end make Foo sk even hetter,

F i e v shug, 17 the phane is nof fzging,
ugrrE ane hapoy. and datahess js stable, what da
yui da? Wl Ly gui the plans for the dencsng
city of Nighes poa Beve dn poor fead Have e
esinck dome hefora dee CECE acks ho ot all of
Fimarnce's paper raoeds into = digtal data vanl;
e shewkd ko where pechnolepy s beadiod
baFing ampans elie, o vou ane In e wiong
busdness (and wokdn’t b ceading chis moge-
TRk ACT o1 your instincts Arst Bring the Tours
e Dhezn iz small pracrical facs Scon Lhey will
capect their dailyboeakly duse, and 2llew yoa 1
CAFTY G O s

+ Rememiber whai i war fide da dngeo neching ?
Try hardes, The mel fiagaeal and dirzging er-
rar of &l Doe'n deudi poursedf inm thizkins
yoab ary smarler than anyoess Yoo e Emow zll
lhe lechnehabbée in pour sloem but just hacanse
volt e ddiftioent Bobby dresd: checssice)
b el meas vou cen't lenrn things from che
e Say biwche o e may ow mose
abvur the condition ard locations of o si-
with vable than thzr mollean Sollar comsul<ent
yuar're inching w gt vid wf. In fac, say belks o
everyoes, cepecially i pou don 't ko who
they wre, Aot ke everyres: 53 s bess friend
ar thay will b, which hrings os b numier 5
5 Bwlong, Ore of the hocker's bigaes ckills is
Uz abdlity o assame e poesenes of somenee
who bebangs - and others will s scceedisgly,
Thiz s as muvh alive secizly as i is Tecmicelly.
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Bilonizing s the way yoa carmy vl che
WY 0 2Rl gaestions b a cocfidenr ard -
NOFSENES manner. 1've soc mon-technical peo
ple hiold desam hiph paving recheical jobs ith 5
Aew ef eansgllanls SUppecting every isms, Why
Cil e ment 2 e his Fgh prsd practics !
Thicy Zidnt ke bedler, Trds persos's P
Froe wis comood, narspemect believed CriTy
company ol s sl oot rainsrall Windess
witheet e2/lisg = coosnliant - or lan, Yo e
fong Cwav, You're che Bzl Cev've soen, Yoo're
ez cxpert. o ool ask permisszn 1o da yoar
job act on yeur krowladps, Den't fopst oo Jet
them koo when oo are done.

2suenber 5 s porbaps the kizge secner of a7,
bz Tfeel rost commbaraaly it wil? ner fall inwo
the wivng fards being printed in 26000,

Mo teehies work ender people wha ns gafs-
itz with the hawsls ol lechrolepy, These
terhnodogy mecglivies are veraans with s
spEmEnk % bl iy good b vou Gon'n wast
hal gl wnyway. Iviver every reed L them an-
cumalely and a4 vimmly as possinle. Bliminane ge-
tails. Teiling & manzgar soa'=e kaving a hind
rime deciding hetw i decknizal praduct A and

LJUGOGEIEY (9

by Subcidal

v rccent d5sees | bave basn esing o lod of
beliems dealing with militery ooenpucers. 5ol fo-
ured P Bzder 224 o wond oot abear (he Dnized
Stalcs Borine Liicpes 2oed Dniread SLages .?......_..u..

COmitens, W mainly Les Dwa prograns an e
aviatiom side of the servives 1 fag anl eoond
wverything we Jo, Our deskio platfoos i
WINNT, That speaks. for icself. Far the goiua
Uphoep of Laps and revords for the Sets, we use 3
progront called XNA10 0818, [ was alsa wrilten
by Miczesafl bach ic che stoce ape, 1 Eas na
Edphios whalsoever 20 digen’Leven SNl g
rrese, Yeay
somaching they Like, they srich 1L AlLoer
SOl wvsbemes o rug and kepr np by e shop
L squedion ealled Maicrenano: Admin,
Ty Pasdnaily s2Lim she g oondicianing all daw
fful play snlizzing while the comomm sywems

wWhen e govemment fnds

rom ke shit They poorna Do week scheed apd
Searn b 2 use 8 e before bevns Assigned
tor squadran, S Uhds basioally waeans... unise-

BLJEWNHGEE BEERED

zchoical product T will usg=ally resuls in i
raznazer lelling vou 1o licd 2 O whach ks noe
enis IF you ars toon o6 a rechoival decisian, Aip
& oodn and fuees hefone o ask ther for Bedip.
Hovwgvar, domat st o ask fior assdstance
Tior pom sechaical jasoes - miks them fesl
resdal

s like spew’t Take poar can uesheniz,
Fle's cping b0 dis vour brekes, [l='s torn he-
BnML Onrandc and sy olkeiic hreak shoes, Or
AN ar= moce Shvirenmestal and wgueak bass,
and sxnthetis Tust looze . Do vou want Bim fo
ek pou what shoes vau want o your cer? Shir
s Wow dan'l v, end neitir doss vour bogs
cand if yvou use the $¥10- 15 percest Ioss slble
widpe! thar's fester than fre TG CRDeT e
WiCger. (it splHlEng haics, gt off che foee,
arad pivk o widger.

This mzw serm 6 the bezmen path for 2600 Bot
i wou’ne o profesions), just teink boo nany

T2 s el v mevn Dicss misnsbes Iiopen, end
huw cesrly o7 was Gor ven g eam them

Aure am lad Twias bars o Hke e hicdagy. et
wosdardng. Dwill never focger bow emamng it
i that we can wel paid 50wl t de chis

]
J

cuisd sysiems,

2o sveryioe 35 saying, whi the Fack carge,
el with MaAlo0nE Fou cun o sy dng
frem arder a pan o makizg the povemment be-
Tizve that 2 jol bax moching in L Everyrhing i5
It iad [ooem part sevial nurmbers oo dlizhy koars,
fou eoutd shamgs the Aiphr Poors snd fen e
Ferwauld be downed foan 'L Ty anymoe) be-
eest L35 ahowe e restricoed vz, O o
would novier 3 ek grip and Crrow thar Baby in
W0 e and croiae in shede with an Fia- 18 stck
wrip a2 pen shilien, Thay love i leavs the
sysaciinin hendle in rhe aystor with ke s
weard of, £ar's i1, svsadming Alsa, most of the
marsns wle have soceonts favaryone nig
wicks dn the squadion] have peswonts like
FEPEARL oo voceed. T h anly ol weckesanion
calling that is dene in XATCOMIS i when cor
CLETPURETE A dnlking to mapple over che bass
LAM Bubil = way is fegnd onbe the kass LAM
then the “gaea™ Sl et inen any of he
squadrens MALCOATS AN,

Sprianz O
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Securing \Wee Sites \With

A S P

_________ by guinsu
Many readars of this magazine ang
prob=bly people like mysslf web de-
vedapers and programmens who write
vesh spplications and are concermded
about the secunity of thass applica-
fices at the code level. Winat [ will de-
goribe in this article ars some
{echnigues | have used recenthy that
can help make silés more: secure and
keep information from being saen by
the wrong people. This primanly fo-
cuses on dalabase driven sles hal
are popular i e-commerces or coapo-
rafle locations. Most of my expenencs
has been with M5 115 using ASFAE-
Zerpd and 53L. Howewer this is rels-
want boany sesves esvisanment thad
uses S0L snd supporis session ob-
jects (rmore on that leted).
Make Zure QOnly Valid Users Can
GatIn
1) Liza 550 This s prababiy the
ke it i nob onby making a site so-
cure but kesping vour bosslclienis
hapgy. When you 12 somecass that
thezir site hags Z3L, thoy immediately
assume it is s=cwre and evergthng iz
greal. Ohvioushy 320 s not encough. IF
ol slap S3L down ooa sile Lhat 2iny-
ang can get to - who cares - they can
still look 2t whatewsr they want. How-
e 1 i pdd @ simple kagin form s
{hiz defaui document insn S50 s=-
cured directory and abo make sue sl
irformation fransfers are soourcd by
5L, you have eliminated mest, if not
all, of the dangers of gomeans eaves-
droppirg oo the: bransfers inoany way,
Z) L% tha sessicn ohject fo sfara
authentication infomation. The ses-
r.m__“__._ object 5 a global object that ex-
15t In ASP iz also used in other
Ervironmants, such as Java
Sereta 38 and I'm sure FERL and
FHF have an equivalent. The session
153 global informatian abject ghven o
each user on the site. Every user of
wour 2iie gels their own unicue ses-
saon abjoct that stays wilh them Tos
their entira vislt to your sita.
How Iz [his implemented ? With

cookies, When a user first con- .._/_
neschs b v site, The sereer sends &
cookie with @ leng alphanurmseric string
that is supposedly quarantzed to be
urigue for each user of your site. IF
tha user does nat have cockies 2n-
abled, sessiong will nol work, Ses-
shons are not passed around from
page ta page - all session information
A L _..ﬁ_”__u__._m of sesicn 0% Lo the
session data is done on the senver
Any senslthe data you pol in e ses-
sicn s5tays on the ssrvar I is not sent
in the cookie to the broweser. Ons
prablest besides coakies Being dis-
abled is that sessions are nod shared
across senver clusters, Sof you have
@ high wolume gite thal can dynami-
cally switch users arcund amongst
BV OF MG SEMVErs, yow cannat use
Lhi gassion ciiecl The information
could nn._m.ma.m? ke lost if the routsr
sends & wser to ancther server. Alsa,
e session will irms el if the user is
idle for & cectain amount of tme {usu-
ally 20 munubes), w0 informston inlhe
sesice will nod be relained for any
long length of tme. H al=o goss awsy
vehzn the web server |5 stopped.

The wary you pul infarrmalion in o
session chject is simple:
Bezzon*User 10797 13345

o can grcale terns in the sos-
sion on the fly without declaning them
and pull therm aut just &= easily:
Termp_slr=Sassion("First_Nams")

n= thing | have seen mentionad
citen s rot to cverdoad the session
Mm.nn_ wilhy foe ruch infarmataon in

P. Apparenthy this is very insfficisnt
far the server and drags down perfor-
rance. & documentation | have seen
far Java Sendsts, howswver, actively
ercTaranes e gse o the session ab-
ject. Sothis could just be an ineffi-
cienoy of [15.

Mg 1l F R coeeresd thee
roundwork of the s==sicn, hers s
cw it can be put io use. Auser sub-

mmiils & Torm on @ logio pege wilh a

uzer nama and password. Then a ver-
ification page compares those val- ..._.____
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/7 ues o Ihe values slored in the
database. If 2 user is detarmined to
m.._n a valid user wa have a line like

=
Session(" Authenticated )= "TRUE"
Maxt we make gn 23p file called
check_logged_in.asp (o someathing
lixe: that) with conlents like thas:
“u..,:_u chesk_logged_ing)
f
SessionAuthenticated o> TRIJE"
then
Hessponse. rediresiMlogin.htm”
End if g '
Enal sub
fnclude this file (with <!— Zinclude
file="check_logged in.asp™™—:=} on
every pags. Then al the top of the
[ragpe, _umﬁm @y ciher contend or
hasders;, cail check_logged_in. This
WEY even if someco knows the UL
ol o page insid: vour site, they cannat
j5oe it. Thay will be bounced right qut
ba the login page. Some issuss with
i includs the: fact that every page
misal now B an asp pags. For a
database intenshe site his iz no
[rroblem - nearly all of your content
will be dynamic. Howsver i wou are
zendang up mastly slabic pages bal sl
need people ko log in, this could Rurt
your performance. Also, if yvou use \ij.
sual Interdey & with ils Design Time
Caontrols you rmust be careful Lhat your
chieck_ledged in call cornes bafare
blocks of code that VI puis in, specifi-
__3_“__“,. ta Wl sorinling nr__.“___.mﬂ muodal
code. Whial happens athereise is that
the VI code stans wriling headers o
T Browser @nd when you try fo radi-
reCt yoddll get an e
Making Sure Valid Users Can
Sea Only Their Informatian
Cncs poople are leend in, they
are agsumad 1o be safe and every-
thing is O, right? Well, obwinushy you
Fdn't read lha title of this section, &0
__m__u back and do that now.
Ok, now that wa ere all caught
up... ance people are in your site
thers 7 N reascn o assume they will
__.5_ poe arcend and ty to getindo
m_._u__ﬁ_.__:.”._; they can. After all, you mighl
run & £ie (such as Hotmail or similas)
thal anycne can sign up for; you realy
ﬁ._...m_u.__.m e idea wha B using your sits,

Or cofparate users might fry to

ged inla ther compelitors’ dzta. Thoere

..ﬂ.m a fewe things we can do ta stop

this:

1) Vaiidafe al forms on Hie sanern
Mow Javascript is & greal way ba val-
date forms and is much less of a has.
sl than trying 1o desl with this e the
sarver. The user gets instant feedback
aned vour error checking code was
cake to write, However, nathing stops
a user from finding the URL of vour
CG or your ASP page that accepds
the farm m_._n_m___._m." pazsing all the dats
in the LIRL (if it was a GET farm). You
could switch &l af your forms to post,
wihich winukd cefaat a lof of peopla.
But what if users use the back bution
# oY They would get hassled by sl
sonts of expired page messages. Or
whal if you need to actually laad the
results of the form in anather frame,
LEing Javascript to et the href of thal
frame like this:

- parentframe ctherwindow loca-
ton.hred="vigw_dataTid=5" {or similar,
| o't remenber e exact synkax)

_ 3o in the inlerests of making the
Eite easy Lo use and Aexible, vou'll
_“.__.n_u,mrw_ nead b use GET samea-
lirnes. Plus somecns coukd wiile their
own aotware 1o send whatever they
wartled through POST.

i .n_m_.ﬁ.wm mmﬂ.ﬁ. wou'll nesd i Tewr
checks to make sure everglhing iz
.Dx.”_h._my_”_m mmm = few; o
@ eck the refeming page - if the
information didn't come ?&_._._L“_._m. right
page, rject it and give an enrar, In
ASE the code 1o gel the referrer is:

Requas] ServerVanahles("HTTR R
EFERER™). :

If someane i really determingd, &
program could easily fake this. How-
ever as far as | know, browsers never
Iz about referrers. This also will not
wori if your pages are linkaed by many
other pages - the list Ol poesiblie reler
rers bo check cou'd get out af hand,

B} Make sure evary varable that
wioul expecd bs there. I anyihing
Missing it could ke a _“__.n_w_m_:. At tha
lesst it will probably cause an ASP ar-
rof, which looks ugly, Look out for
trete and give wour cwn ercar page
wihen this hapaens. ...\_

..m.hﬂ.__...ﬂ (W]
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_\1 <t Lheck the bypes and data in
all variables. Like | mentoned before,
don'irely on JavaZonpt. JavaZonipl is
lresra mele @5 3 convenbEnos o the
user 20 thay ¢o not have to reload the
paga @nd wait in onder 1o find an erroe
Yl still need to have a second check
jusst Encase.

2| Make your SQL stalemanis se-
cee, 1 you e accessing o databass,
o8 percent of the lime you will wse
&L to do this. Ons thing 2 user can
do i pess dala ihrough the parame-
tars b @ page thal was the cormect
type and hence would pass the tesis
in the last section, Bul it could be in-
comect data, For inslands, you run a
web based mail site. Bob goos [ovsw
mis mail and goes 1 & pege wilh Lhis
URL:

hetp i bogusmaiiserver comdview_m
ailFuser =647

S b deckles to try other 1D num-
bess in the URL and presto, he gels io
rezd someona else's mall. This is boe-
causa te SO0 statement oSt 1o the
parameter and graobed all the mail
fromm e datsbase 1t belonged Lo
that 10 numbas In this cass the
uger_id might have been bettor stored
in 1 sesston, and since iE i just oo
int for each user, it woulkd rat hurl par-
formance thal much. But hers is an-
cihes mxm_jw_m. Say you have &
catabase of salesmen and thelr
clizrts and the URL kooks like (b
hitpablab.comiiow_customer_dal
alsales_id=123&cusl_jd=2324

And say all your S0L did was
Ik that customer i and return he
data, [ixe Lhis:

SELECT * FROM CUST_DATA
WHERE custormar_id=gcust_id
Therefore vou are vulnerable to
somecne bypireg in 2oy other cusiomes
id in the :m,_m betler wiay would be
I correlate the salesman i and the
cusiomer id:

SELECT * FROM CUST_DATA
@_mxm custorrar_id=@cust_id ARD

salesman_jid = @sales_id

I th information that relaled
salpsmen 1o cuslormess |s in gnolthor
table, then you shoukd use a JOIN to
carrbine the bag. Mow you may say
that @ user could ezsily just play wilh
salesman id's and coslomer Id’s until
b found one (Fat worked, soowhy rat
put the salesmean & in the session?
Wigll, what if you aren't logged nas
{he salesman bud a5 hiz manager, anc
you've gat 100 salesmen under you.
Putting them ali in the sessicn 15 & Dig
headache on many kewels. Inthat
case you wolld need a way ta match
ug managers wilh their selesmen, .a_..."..._
thars witn their customrs, This would
sake the form af another fzble and
then your SOL statement would need
1o include the manager infarmation
jalmed with the: other awvo iems.

The basic poini of this explanation
iz don't rely on peramelers passed
aolely by GET and FOST to do S0L
queries, you should aways comelale
them with data held in the session ob-
ik, (therwise wou leava yourself
open b peaple looking at others’ dala,
.._..mmﬁ_..mq {'s e-mail, sales infa, o your
private medical records,

e other note about SOL querias
- there wg an article in _u_u.:.w.m._n i
Lhiat exposed sieme potaniialby Senols
issuns with SOL sorver 6.5 and wsers
being able to pass their pwn SOL
cuenes in paramelers. Find the aricie
and make sure your 3R s not vulner-
able ta this. o

In cosing | hope this has Been an
infarmathee and helpiul article for Lhe
prograrmimarns out there. | knaw | blaw
cver sorme of [he S0OL s, bulit =
too big of & topic 1o go inta hers. Far
mora information, check cul this page
dor the 10,007 mirrors of it on [he
= o

http:tied.one. net—jhofiman'sgitut.h
I ks, | am sure | mizsed o o
holes that | am just not aware of. S0
do nod fake this 23 the end all and be

all of securing siles in cods. L\__

www.2600.com
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by Phrostbyie
Duriog the winler nf 97798, the Abra-
hare Lingela Batls Groug dedoved o
__._u..u.. cepwonk for Sipmel acosss on bosrd
L4 Mavy skips The ALBG buill the hases
of this peteark o BT A0 a=rd HP Unix
LL20, =l it was derided this woeld be
the nerwork to bring the Mavy intp the
218t century, sa they duibed this row et
work “Informatien Technology 21510 Cen-
ﬂ_“_._.? of, pul simply, IT21IT21 primeany
prrposs s for relaviag
rilitary tactical in
furmation from ship skolleie

to ship nsing luter- (]

A probceals. In a__. L A
refzrence a rc- &5 ]

et asticle enli ﬂ
el =BT an
Stprncz,” the
author stuted T
that ke belicved -
Sipiet was weng through the KG-
A4 crypla, [oan vegify this as the aryplo
syerem boing wed anbansd TS Wavy
rm__m?r Inachdition, the susker was correct
when he mentionsd iar he heard that the
FAG-84 o2 loaded with n paper taps with
parch bzles, similas to the punch cands
ased WA 8075 and 7%, The orypoo tape
is a parl of COMEEC (Commiuiceio
Securing) which s for vther military com-
r_su_.:..rnc.._ syslemms ocher than Sipmcs,
The tape is sbovt half an inch wiabe and,
deponding on % use, determings the
lezigth o the erypre. Tn additien o e
KOG-54 covpla, TT21 s alan busilt iz=ing
CISCC S0 roubers, 3 YLAMN Oond
switches, and Digital Equipanent dual
Peatiarm Pro servers nmning NT 2.0, Ba-
gides the BT 40 netaorks, 1131 Ges min
._.__/J..—?__n_m. [ Foinl Barlims Cammend In-

“STILL MORE ON SIPRNET

formarion Syslan) aond NAVMACS
Bl Muedular Auncomaric O oz
tions Systenn), both of which run off HEP
Urns 100210, The purpass of ICTS 15 1
dizplay rzal tioee tnfoccratom arad lacasion
of Gviry U5 Mavy, Marine, pod other Us
arad allied forces Qo the wacld, WAY-
MACE i5 used fivr the ransmittiog asd re-
weiving of military mcssages ard
COTLMILLCacns pver a data neswork On
Brand My vessels, Siprnet s aveesed
via EHF and SHEF ciccuits. Under fesr
nans, the lanaer claws
ships with SHF
5 and POTS

\ if1shes are
able te oven
Dt up
vnics char
and vedioo con-
ferencing. Dhering
the Abraham Lin-
cain Bartle Gooup deploy-
mert. IT2] proved beyond successfal for
colaying secrelinformasion over secarcd
circuits fasrer than proviowsly wsed net-
wirka,

Adsa previpasly staned iotbe “More on
Sipmet” article, the authar makes refar-
Sl U Lhe location of the bimker thar
huonzeess the primary Siproct sofvers. Inad-
diticn to tee one in Marvland, there are al-
termiale backup zervers 2t the MORALD
installarion and the bunkers al Shivan
bfoundacn along with thres remode moai-
Larina sLalions, one on e casd coust, ane
20 the west coas, and the thind in Burope.
Ihe purpose af thess stations is womain-
L sezuTiny on the Sipmet retwark, 2ad
eotor all keging, ensuring that the all
syslems stay oparatienal,
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by Bslromanés

ELgs e ar inkerent part of ary sofwane sys-
fem, tasge o araall (7 5 estivahed Hrab thee arz 55
augs per 100 res of rode in larger spsiers, 5wl
whils tomadriss vy el handest 2o doomezse this
srzpartion. @ will never get be zerz. b ks arbcie |
will by 2rd mizke tves major ports. 1] $atno
rmatierwhat e oo is working o, There arges
Eegs in it 20 hove ta fird bugs o “nh......,”m.ﬁ syshdEns;
and 3] howe bo mapioit Peie bagt -

The nature of developing 2 u_u._u_,...:.n..._.“un»uphu..__.
Tl rasn g lirge base al codhs 1l ey o y
Lp 1 mikisns nm__._l.u.nj...._.n Tt may S=x n. 1}
Firdrad thaisawd, n._n_.._..‘ﬂ. ta ek eathes sotth n_u_..

“rmaane) 5 basically .m_w 7 grvorE
ek, B tesbers fest T.....ﬁ.n w.ﬂ_au@-ﬂhw.

factx frund back bt e
o mzy as they ca'F _. _.._.m_nﬁ_mn._.._u..qﬁ
taslary, wohe bast __“.m__._.q_.n..?_...__..m_. 1_.;3_.. 3
. _._..n__.n.H.““.w.uHWAL._n_Em. _wu...f-.&m.n..
__._H...E;a_.ﬂﬂ_....in }H
-.ﬂn _._.n.___..r.m.n_,._ln =)
#_H#.n_..m.n_pﬁ._.:... P _‘W“.wnwm. Fing 1
safoeaa Brmavare is gl Wﬂ_ia?ﬂ n.u:._i
lreralty imposs ble ._“.Hmﬂﬁin.&n.nluﬂﬂ.

Heims biaps or endeelay o of tha arodact
Everyday ._.‘.“.n Theis n_nm._z._ Em.ﬁﬂu_t._ﬂ_.
dnding bugs Wi 1 nhu."_n% _“_..m._

.ac....:#uﬂ.ﬂﬂ?w.
wﬂaﬁmﬂwﬁw

sreraubnely taken ara b
fechzn. But Diovdzpment s

raLck aban o o the sasely 1 _w.._.n&_np]....pr.ﬂ.t..& .._Em..w

theefers trere s some degree
those soctions af wode Wien b

waltwee soslars, e are the aqqqhofgﬁmﬁwm..ﬂ b

[hese parss of code 25 n....._.ndu.n_n_.mmm..n aﬂ..

How o Flvd BLgs

Ll aubine trres getaral metrods fzr finding
Sups M actwere syshamis Tha el sbaiods ol
tz shart kxgking for bugs ere 2t maxime avd minimz
azils in the vanabies This is farmaly calked
Joundary Testing Felrars values farvatdis=es are
Abwiays A probbem dor oftacars I the vzzoes 2t
chesiped 4o man U abe sl aunbers, by e

t
1o
Hope) ...._.L&wut-.n__.,.p... L
......ﬂ..u_...._.B.w #

ﬂ:... }_...-_.._

kazirg b oF Lsig vy large vaes, 2nd v
versa if 2= verjables are clesipel b pse fyope
numracrs What happors when the sements 172
periode arey ere mdoed sl ¥ idal A hed are 3l
omatyT
ity ars lhees g al e asinea el finirua

paits? Wanables are parerally used to foid 4 par.

s rarge af valugs - they serse 2wesy dishiovl

rposs, 27 thenefore are mapeciad 12 haadle vey

m._mim......ﬁ_...m That & 19T garera Lse. |f pod 2t
F3ETr pasn the bruncares of frass varisbles, you
.M__m _.__._“..._.m...ﬂ..__..u.m._“.n ol the system that rarey gets
ﬂoh.wu“-h_ ..__._._H..w...“d._ af the sysham = racely veed,
m_.__._m..nn.u... .....__..w..,._p... U TURN 207065 ST
B ..w._.u..m__iv. nﬂg:_ ed ke krasl [eael
i it e “H_.n pocke-path. By ta
Tﬂﬂiﬂ._ .....:_.v._,.-._u..... Ta il cosbs, v sl
A bug. Because mos, f actal,
h.u_r_c.__“._u.ﬂram:.m Blzck-boy aralsis

car ot E%.._H n...._..._n__uuin_ ikear
u___umnn sanc whens n ...:J.m_un_n.._...u.._

_ i e rugl Bk s -..ﬁ..._.vq.ﬁ_
h E__._lﬂn code Liss n.._l“ of the
e ged o, and combing ther

“._u._n.ﬁ..._“. ke iry porg 1o

.um_...n.u rareh. if you shumizle

v AT rare] e il i

Ecmmad ar fachizn
ernber, what dose't ner-

-L._.,.._j._.n-.. feshed sclunsiaetys whils

. Thene 2re Dags m there, you just

_._..pﬂ__.mn._L

plaoz bugs 3 common sat e
.m..._lw r A faltsace fvslam Aber 20 at
ciing soils something Hes aresdy grre
arong and new the Spstem must reasoorzoe fom
Hrak armr, This s ned slacays & cear procsss, There
e a numiser of Tings that could kappen ke
procesy Fails, Troie fockivug The spiben fa doparg
wau cut of e arogram bo the shell Try geaereding
s, hal S an odd papechive Say A certen
pesmweard program firss up when yor sompuls i
undishraod foe Rea morates That 2 hitde ano.

FPage 1%
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SR

B mLst ook U3 wodr pasesor:] makes i it
=Zirg enzLgh, ki what Fappens fsoma eoror

] oour while b s daing

bination of cherecles gresn o* Whal shaut ryshem
(or resarved) charache ra-hinaors? Wizt abels
mzeing zu the arrays™ (Vs wort a by

Frrodrg bugs from soraloh is = o FRcult sask
Whats kol owhen you have Bugs, tised oe ot
e meek wion

Exploting Bugs

Expoet rg _n_.m“ 15 the prccess Ly abie one
uszs 31 sxishng candilian (that resembles el
tuneive of ke progam o same war] bo capme a
oo b oocar that s banetoial boo T Lo Foe
ot nipde, [ erusing the altcomjuter seouiby
nevesgroap e sirer day, el found Hhat somezne
hzd satized Hal Bicrosodt bad ket 2 pard gpee o
e ] ther wosh semyers Whils ee peoson desor b
R bns 53 Feoosckin's gad
atvthing b bappen
whi'e bgged on fx e
Pt e it Axking
e was shl some
HTspact of ekl
ng s “bag " He
fau 2 malfurchan
17 the acgrarming of
FAur sy wem sarees and, 3
based =n w2t o awisr, wardsd 12 cause the Sorver
Tz furlic da his acvarizge Tasis eapivilabion.

Df moave e tabicn recures that 2 parhicula
b s ke Forlunately, knzen Bugs coe weryg

vy 1 vome by IF poa ara warking off an apgrads
werROr o Salteice [hel  amething bosides ver
100 keek o was feasunes were wpprads? [ach
arie of thoge durs wee 57ane {ime a problem-
speot b the sgPveere Mot orly wers there Dugs in
e mmctiors of code, Dt Hrere wra profebly hugs
il Evore This gives you 3 clear incicabzn of whick
Fait of e softears 2o “ hest”

w27 the compl e seousiby newsgroups - thene
arz Lorstaety reporks of ougs and ko -
Pained in those posts TR <e ges you a dinec
farget sawiork gn, Semurity wek pages absunc o0
e el - Lo trem o vour advealage Lesrr as

7 b ki program, o
part of a largor sy, desigred o Aand'e 2l axai-

reuch e300k e sortwara you ae besling, Often
bBTes o wad kraes whad .w.-.._.n.uu.nﬁﬂ_n 20 NEEeEn, wa
will Al when some 2ramety Fakes placs: wad
migt net Azee raticed 2 alkeryise
o vaae foond & g that vau ear] By targsd
- a7 ket sz it an Alrsacde sean fusd %o muc
for ceploating that parboular BUg. Bub 5% cRaraeley-
welic af softecars syshems Hral bogs aspear i
Froues, in saclion: of mode, not somach indiidu-
Aly hoormaly, with code thar Fuy besn deyeioped
by nuTenous pragramess working weder il sk
e eandilizrg, thenew il be patiry sectiors of code
that kold more augs 1han slhers 5o the particatar
bug vau hiee frend A5 beor e - egere Bar
ikely there are ol buge fidrg in surourding
code Fioey g poas S qutd Use the bug-trucking
fmbriguies Suinsd i S preyiaas sechon of B
aride JaFA pour ablenton o ared Zrsped e
Bug gregcly koo
s methed ot #:lvene beshing & often cated
"Exaiegkire Tes g Ibis othen, Filzengdly, re
“erred booas 2 hocwsteg Sepheratoy weskng b
W2 praces Dy webich e baskes il svtaralicaly
“Mtizve fmough vanods cendifian inorder 17 mpose
bugs i the 2rea of an wresdy mashng bug Infae-
raally thiE could ke cxlled “tacasing™ b program,
4 e bt 2t 2 tme Chaags ings Jere and shore,
Ty bus, A sei-anc-mch, ebe IF pob) car just ey
artard vtk 9 g pob aready kaser shaoat,
thatoes ars you ool fur L arodies ore
Soma Foirt by Keep in Mind
There are cags mothe sotheire, you uss have 12
+rd them
Sugd bygrically showe up N grouxs Find vre bug.
sl thene 2 probably clhers ks by
Ubsz Ecbrdlary Tesbrg S0 sush varables % |he
Eneil
Try Evordising rareti code-paths,
Lanse wrars, but fomodd aagies Treand
rduse 4 messy of ior handing <incibon,
sz Espinratary Tashing bo find Bugs i lhe arsa
«f alreary knzwn bugs.
Frachze the echniques oatlined abows, el pey
chosa altenlion 2 what Sappons b ceume softaars
famatancen You wil ke Fading Sugs © e liene

Happy buritiog!
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by magus

securdaterrorsts. net

Righl o e bat, I'd ke b onale - Dards
ihis grocie frem memosy, Loy conkain faz-
tual ingosumacies, Feel froe o pint them
oot sorstruchvely, Thanks

Wil e besn wasrting b2 wribg aboat
Sacurils ard such for o whils, and this
spare hour or ko on Greyhaurd s 22 good
abree &3 any, | =supposs. . [Halard gesk
pleg)

For fhose of wou who moa soratching
weur hgads aod wondering "WTF isa Se-
cerl D7 Do you jusl make tup sa yaud
nave sOmetning o wrile &1 arhde abaul? -
{he answsr i el Ain't na sach iR, it= =il
& MEEsE hoee,

Hih, well ro, hey oo axist, bt §lice the
o ided [goin]. (Akong thase Ines, dan'
vy abioul geEmingly rensenEcEl oom-
rranss in this aricle, Most of them 2ne [oLes
Gy seven gooks voddwida will gel IFcne
of thess 5 wo, mmail msh Winen mosl
people speak of SeouniD's, tay prosably
Tean lhe Secunl okers rsda by Secnty
Cryramics jwasw. SRcar fyy ramicg. oo
er1d Lsed by rrary Gorporssons insluding
Acrarics Dnlne (poe could writs an o
jusl about how ADL uses SecurllVE, sinos
they hive @ fsity cogtam mplerantation.
Don't they, Tafana?), Pecific Brl, Dl
Carads [ Eird, several universities, and
oolrtess coporatans il nozody bat
iheir stockhoidars and their Sacuriy Cy-

namies Aot exacutive haven weer heard
of . Thess fokens are e mona than @ bue
piece of plzstic with an LCD ecresn and
“Securlld in irmgresshee red lelters, i wou
don't have one, obian one Thay rraks
great convessaton pacas aven dyau dan't
uze ther Tor anything. The scrsen caslnys
up o eight numbars, bul Pve cnly s2an six
of thosa aver b used, These numbars ro-
taie pwany 30, 45, of B seconcss dopending
on the teken and the server, The ki head
comer of he soreen shies a seras of bars
which disappear ars oy ome o el pou
kries baw dase you are b2 the nexd rolation
(rumber charge!. The purpase, of course,
i lo authentoabe yoursel 10 Somecnes
SorEL SOEEre =

ALL ABOUT SEGURID

I

Whan you are chiEtanged & ngin, o
reed @ enter the curenl nUTEer o0 the
SeouriD deslay (or the most resent one;
here's wograce period of & fow seconds)
angd gometimes a PN, Sora setups will re-
saire & PN, gome woe'L 11 doesn really
add all that much secudty, IMHC, since
yoL'Te aireedy being challenged Fora login,
pazzeod, and SoourlD oxds - 7 sameone
his ol s, you'te Aready oretty bady
off, If soimeares has a qumin your iesd, youl
can ingramert yous FIR by ore, whidh is
called 3 "dunass PR and wol 1l 230 oo
togged in. Howevar, youll gerersie 51 Er-
o Typo GBS Eun Frodmity Feall or s2me
such 1 the seourily o0, Woshes. Coi-
vizrsaly, ibyod gwer peinla gun ah somcans
ad ask o ihair PN, and they'na nod e
gilty serretacy type whz wil Toinl desd away
irlantty (i.e., hay S82m @ have some
presence of mind), slag (hem a coumle
brras and decrease hait PIN by one. A5
saming you're somewhens s legal o poird
quns g1 praphe and leg fhem Araured, ol
oadrse [1Le, wou'ne 3 Feng PO offoes hav-
g bad dsw)

i someons enbars a code end somenms
abs knocked off he syEtem. =_”.4. 3_.m_ wealt
fof trecr npst ratabion - they can't kagin
again Leng that same oods Unisss 1's get-
erated baics in @ roee which shoudn hag-
pen | have seen bokans ol aesr B
SeRakS AAE3G5, el | sand ready with a
carpera o phntegraph @ wkan readieg
ERFEGE ...

Each tokan hias anomight digit genal
rurber stemged on Ene back, right nsx b
“Flassa refurn 1o Sacariny Cwnamics...
yiadda yadda.” This is uzed 1o rack the to-
kenin i ACE (Arcess Sonliet Elesimorn-
icg) sorven enablerdissale L unbind it from
sorecne's aoooant, &b, 855, Each loken
also Fas a sef-desirusl date, Cordrary fo
sk populer belefs of Mizsion impossie

ankies, itwil nol detomate &3 sveall theermita
shargs on this dale - it Terey ceases o
wark ang sostinalely displays T5g Ins” o
its display, or mersly flashes a single dot. or
bzt Dead Securl's haver beea Krven b
start doing soenething with strang eledtn-
stalc gacharga - thay sount, ot nol in G
wiay ey are supposed o, Thay are fairy

Page 2

260 Magagine

resislanl o such discharge, although 've
cnty bested onthe clder cards and tha
merer kay fobs, 1 anvene Fas ied HERF-
irgg <na, 1d like i@ fies the resuls. Some
pecpke have lheorized that they also sei-
destnect if opeied - | maindsn s just really
hard b3 apen ors wthoul breaking i [grin].
Then again, Pve only Lied this on oider
cards.

Spzaking of which, . 1 meant fo cover
thizs esriien, Sesurlis Lo in warizas Tarn
Taclors, Al are strorg, rugged clocinonics.
Dz mat Bord ar immesa wour Sscorl in
water, Pigase bure wour SecarlD 1 fo your
HeowrlD adminstraior ralher lhan dropping
it irfo e Cracks of Do Ao unmake it Do
nod fzod o fease Hapoy Funbsil

Ths cards ars the ciasscs.. . Hese sre
ralal, 2ineng, heavy 2errs [nat by thom-
galves, Bul 8 sinck of soven coudd surdier &
skull if wicloiod by a strong snd virbuous
m..mmr“_ abcul the 2za of 8 sradil card and
i o thiree trmas as et They ars iemat-
iy L pul in your back packet, agairst all
admpsitans We know it's iempting. So
wery lempting. Plea:sa don'l Ve .w_._m.m:___uﬁ
they weil arack willis a day. Seourily Dy
arics wan reglscs them f te display is
cracked or Hackened, Mo rraksr how much
WEU B 1o Coreinca am iUe samahow Thair
“SUlt

The rexl incde &= the furiy squanish
key fod | lave thess They'na built ks
tanks, Mite has baen Sropoed, run aver,
chermsad an by oddless, and throwan it
anger IUs &l a bapsy cfle Blle Soaurlld. I
pees asicly the same thing 55 ewery
rebar Bpcardl Tha osse is plaskc rater

than matal,

Alter thig 5= e sleek sexy kay fob, IF ik
simaarst ene keaks ke it bolongs in Seck
Rogers, tiese should bain Srar ek TRG,
I'z Fronvtza meors modem relarances, bul |
naven't watehad TV in years!

Thesea are gl plastic, and idontical to
tha Bucx Rogors Secer(, just sexer Thay
can be run over oy 3 hghd __wm.ﬂ_Em irm-
pivtad bimiso boi, bl s2em o be Mo
braaky i geteral. Mate that these are od-
miltedly urscicntific ies15 [ghn] Cresumes

_dropging sands out of sequentially higher

floors Ll forces 10 stop::

O af he more shecare Saourll's is
lhe SacwrlD erabled POMCLA card modem.
Thaza are manyfzciuned by Moloncls sd
Rave no SERlEY - ey 2and ._u.".u”.._ data d-
nacty o ACE when this oplion s erabled,
ACE musl have & spodal moduls loadod ta

Sprivg 2N

Security!

b able 10 suppoet ese, Thasa are Tun
welwr everyons oise at the goes meat bas
GenCAc communicabons gear Linisss wou
nn indo someors with an STU-Ii phons.
Inan __.._u_r.._.m oubratched, and nesd b sram-
Ele imla o pile of graky dust.

There ama teeo oiher models | know o
snartcarss &1d cards with ?m.__._u_ru__uu. 1 dat
own ethar, &as, so il this sealanoe s =il
here by the Brea you read tis article, [was-
n'l akea b find ool anvthing efher. 'Wos s
e

Thare's also “Saltll,” which is rmarely o
P of code which gererstes codes, sama
25 o ken

&ra Sacu D somehoe insecare? Or
coilrse! Lel rme knoe if you ind oot bow so
Tha abvicus arseer s the useal arsasrin
sUC qUEsTians - W0 conirols Ihe soiess
Coitrold Do ol like your geskT Does your
gesk B wou ¥ Thea Balter rratiors mare.
Whit happons if the maching nnring AGE
goas down? 03 logns go unchallzngad like
ADLE crigng plars for SecarlD rrplemen
tation caled for? Do wou really resd a soou-
rity device meamufzsiused by a company ckat
Wb open 55 desgn for puizlis review? Do
wind Aot csme &nd just can'l rasist hesa SEEY
pleces of slaslic?

The ACE screcr itscif runs on o varghy
of poerating sysiems, insluding N1, HPLE,
anz oohars. | have 3 SOy w.._._ﬂ anciand
Sxmmeseheng [or someons axrameby guali-
Nied b pick apa il they'd lixe In condac me
Citls for the sutheateaton inkers ther-
mzhias

THE b by Mo mEans a _u_n__.r.__.._._m_.m wark - il
ig rrerely &1 gverview of SecurlD tecfinod
gy = penemled by my momony, which is
admikedly fzilirg as a resul of are fool bralr
bing ¢nasle o asapt iksel o rua off cal-

takma insbasd of glucoee. |7 @apons wanls
lezheicgal details an adrinislerng AGE pr
sormething similary specfic, ar mergly
wiahes 1 bash me for & harebralned 08
1ea] free b conlasl e,

5

Y iy, T
L IFY AT Y '
[ RFARTLIRA] L

H
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SECURID

by xenox
e FR hus kel oo ]
Reading over an old 2600 issus
15:1) | ran across a laller from
ackrat regerding Securllis, Ha
had some secondnand expeasianca
with them, 1 decided to dig a liflle
deener.
A BecurlD Is a two-factor per-
sonal identificalion device, 3 token,
which |2 used 1o help authenticals or
validate (o a computer} a person’s
declared idenlily. The clagsic and
rost commaon Sacurl D igken s e
slim sleel cand. It contzins an.slght-
bit CPU, clogk=chip, memary,and:
lithiurn battary. ; :
The surface of the card ﬁ_w_._.n__._ rig
for the lime being olier vanations)
biaidly displays “SecurlD} and has
an elght digit LCD scrsen with 8 5ix
segment LOD countdown bar:
n thg back of ithe card is elched
a serlal nembar and an axpication
dale, The card can calculate for u
to four years but has a presel sell-
dastruct date. Also, the.card has
several sensars and will kil Esalf i
it delects any sorl ol physical or
elgctronic altackon il o o
A _m:w_m degres of i3 sacurity is
due to the active rale it takes in the
validalion _m“Sn.nuu.. Every 20 or 60
seConds (the tim=s interval is 5 buyer
opfion - mostare 6l saccnds), In
accordanse wilh the LCD countdown
bar on ils scrasn, 8 naw four io
zight {another buyeroption) charac-
iar seglence is generaled. The se-
quence;ehosen by the buyer can
eithir.be-g hox
01,3456 8083 b cdeaflora
n___m__aw._m___..:m_mfm_m 7.8 9) code,
Each SecurlD code displaved by
the card i58 psaudo-randsm num-
Ber (PRM). Thal'ig to say, no one
can calculaté; quass, or othervwiza
determing the next or fulure token’
codes from a recard of pasl laken
codes from thal ,w_u.n..:__%. In matha-
matical terms, it is computationzily
unpredictable by someons who
daesn'l know the nurmbers Sat were
used as Input for the so-calied “one-
way function,” tha {SDTE-proprietary)
:mm_._m_ma_.;_.__._.;_._m.mnm_”rhh_nunz.u

Security!

tarker Ccod e

Each code is based on two inputs
tx the one way algariinm:

e nonesecee! firme

- a seorsf sead programmed inlo
the carg ar “birtk”

Ingide the SecurlD, the saeccel
ke (8 constant _”___._m.w value which
doesa't change) and 0T Blinary
rgatatian for Coarrend Tirne & wari-
able, poientialy known) are first
concatenaled or linked togetner In
sprics, Gne: after analber, These bae'o
linkad valuas - now a long binary
numbes - are then fed into 50Ti=
proprietany cryploardphis Bash aloo-
rithrm. This iz an irreversible or "cne-
way " compitsetional device which
Lramsiosms the two binary nudmbers
into a 1hird walue: the four to eight-
drgit Securll token code.

Theé SecurlD user interacts with a
remote computer - host (o @n ACE
server o anoiher Aocess Conirol
Module [ACM) capsble of suthentl-
cating SecurlD tokens. nstead of &
card reader of any sorl, the system
uzes an Irgenious methed of su-

henlication.

The uzar aoters his or her user-
nams A_E.mq_.__“____u & mumber, or
winalever), hig PIMN and the reading
on the SecurlDcard, The contral
servar knows the sarisl number of
ihe card issued ta this speclic vser
and can lock vpthe random sesd. It
then runs the SERVER time tarcugh
the CARD'S randomn sesd. To aliow
foridrifl, it @ccépts any value within
fhree “windows' of the SERVER re-
sulf (one paricd slow, correct timing,
and one Wm:ﬁ_n fasl). If the CARDY
coda iz starting to “drift,” the sorver
remambers this and kesps this in
rhirid the mext tima the authentica-
fion prolocod takes place. This al-
lows for &n impreciss clock-chip to
still stay @ valid and secure 1oken.

The system only allow for b
code antaring attermpis before the
card ig dizsabled ::.. 5 |5 with & valig
PIME, ATler dhres triges (with any
code} and an incorrect PIN the sys-
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temn temporarily blocks further at-

_m_._._.u_u_”m.

IM'5 can be randomly generated
by the server or can be 2skigned by
an adminizstralor. PIMN's cen e any
typeable charscter (algha, numaric,
typographical) and must be four ta
elght characlers long.

Areally sneaxy feature 1hal can
be gnabled with SecurlD's are
Duress FIN's. These are similar to
#ll the fricks banks try and pull 4o
ently alert pelice whan they are
__”_m__.:m_ rabibed (e, removing the |

1
cult, etc. ). it you Morce a user 1o
cough up his PIN, it is very likel
13t Be will give yvou his Durpss w_z.
& PIN that appesdrs (o work cormrechly
111 _n._i_m_”_m“.ﬂ.
frators that there hes baen o breach.
- Thare are several disfinet varia-
tons of FecurlD cards. One of the
SacurlD varistions, the PinPad Se-
cura al=o hes a small numaric key-
pad builtinle: Lhe card. Another, the

PIM, containin

it the drawer closes an alarm cir-

eiy notifies the adminis-

Mulii-saed SecurlD has a pressura
sansitive Buttan which allows the
user 1o switch between several infgr-
nal processes (each procass is
bazed srournd @ Hiffarant random
sead). Yel another SecurlD form is
ther Zecuril Key Fob, semi-obviously
& key chein version of a standard
SecuriD. There is zlzo a POMCIA
radem varsion used for remote se-
cure sccess, and a software version
of the card used ‘argaly far inlernal
virrification proceduies.

thie Mew FIH

r token to
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YOUR INTERNET

BIRTHDAY

_“___,,:..m.n_w ..:E.ﬂi:_ﬂmw
When i viur | 7 birtfuday? Sare
o b what date youe were bom on. In
Tt pust abeat evervone knoss. But
skl they™ Yoo “_...".m_.._. bz Jeshine Srnth
(and best arnong; all the aifsr Jaba Smith’s
et Eherel, b of wou're the Tebn Soich
bovrn in 1955 on May 23, then they prely
much know which one 15 v

Have vou boon eoteriag ace of thoss
“Internet conbests ™ e ones hat warl

our like hisbory' [1's nosond bet they want

track you and whart you _ma.nn,umﬁ o thiz
weehe Thizy ask vour date of bictk (120005
for a couple of Teasons, One of them is 2o
dedermins I you wers bor more than 18
or 21 vears apo (and ane therefone “legal”
to cordracl for gooils znd services over the

weh). . .
e ol considered coming up wilh
af “Internel bicthdiay™ jast 1o keep them an
their toes? 18 sfraple to do, Jock up
vour aetrologice] sign. I vow were Bong o
"...Hm#.. youarg cithor & Terrus (which comes
i &l e emd of Apaili, ora Gemini, whic
slarls om the 21 5t of the moorth and contio-
e inky Junc. Since e ayythical Mr.
Smith was bor oa the 23ni, he wold he 2
Gezouna. In crder 1o stay p Gemmini, be
wotld claim that kis birthday is the 3 1sz -
the Inst day of the moeath. 1Mhe were bom
vﬁ._h..u__._u. _-r__u.m“_z_uv__.h.hm claim hMay 1 25 his
birthuay: (You Pisces prople in Febroary
should just olaim Felbivary
m_..uu_.n_u._.ﬁ_uh._..._... Loap yearsl) 3
mel 15 a prediy inseoors modinm,
and theee things can protiy much get vou
el all the fronble anyvome wanis By wel you
i oar parme, Bociad Securiny number,
and date of birth, By using vour bolome
DOE, somenns might bave's karder Lime
_E."._m_q_._.w.. rnischizd wath vour identisy if they
cant’t find swour real OB, Ard if vou fir
woarself in zn Infemer Belay Chatl soom
with Boimeans, vou'Te aot misTepresenring
ron astredomical sizn (some of these poo-
ple take it reaify semiorshy and ¥ kit
wery upset _w_i_c WeLE Isrepresenled
when they tald their astrolneer aboar vl
Bt mist people asking Tor v LIOH
these days have no real reason o have it
S0 here's ne real ressan 1o give it o them,
Tzt let theas r._._.n_..u.._v._..._u._..ﬂ nf _.....,._wm_.m.m,_..". and
Yot it go at that. Unfochmately, 17 15477 hal

ard ok

cagy, boczasge some of e fonm seripls

veurs L et sl the CO (U omimon, Ceatesay
Imrerfce) program thars chocking thar all

b blanks arc filled ain, Yoo Sove o Bl
samerhing in, 15 anly 10 get ppst the soft-
Wi

[F wour peal budh dade 15 actual by Lhe

sl o e last nf the month “.._.?4._?_.. of s

mm.n_.. perancics will be elimbing oo vour
rdavacca thar they prabably won™ be
o1 by the tirne we're

sure 1% readl

thronyrh, Cteettiog vour DOB by a dav o
tovo wowldn't hord thooeh, and v can Just

clzism il 4 by SKure, wour resl date of
tirh is oo umptern r;%m_ documents, amd
alrcady o e basds of Ge mnajocy of
nﬂ.. cles. ored hureins, _"__un......-.._.._ﬂr Irerise
aflices, znd what all. bet that’s 00 rosson
o mnake it cssier for th jobusnie-corne-
larely s that reight be sniffing the net just
T,

[F vou're pof enfering date oa @ secuie
pass Vwith the e lock showing
araund the edge al your Browser some-
whers], then vou shouldot be coteciog
woar real DOB, Parenes showld evpes ity

tell theie kids aboat their Intemet hirthday,

ardl that they should I2twou know when-

evar gnvons has asked e for it [

b '

1
._hw._. bax than Towy (e Diger wamds L ."n..n_%.“
rkelay coupon tor Krosted Flakes, bt il

mizht b someone masquerading a2 Tony

with lesz than good inwe 5.
We ald m..m"_.z _..m.uﬁm_n...m serd by say “last
Because you're pacanaid, docsn’t mcan

thay re oot c0f b gt o, You don't ave
marilic Lhey neest 1o

o give tham the a
make ol ._..,.m._.m__.n..i. Have fun on q._...a et
nad enjay seeing who seods vou bickday
Crectings oo yodr “Intemet bisthadiay!™

Page 24

i

e f b

PR e [

2600 Magozine

By Chatreaus

if yen've bren creline fera while
=zt likely 1kar you'vé received spare.
lemzils coms fraes

‘re o call« welecn thald
Tenly Lhat thex e smarter
than the rest o es, P also gssorce that
athers wrzn't bac puany idiats.

It mast paysieal confraalaiions, wher
SOMEOLe _..:.n...:... ws,owe aprurally rend e
pusk bazh, iraving the outcame of the
teads af the alrungest oo
crier. Tf tnstead of pashing.
end up reking edvastaps of
haib p3r owa and dur cnemy’s srrenpras.
Lugss wha's in canlral nayw,

The samr principle can Be ipplics 1o
spami 3 ¥op resgoad te il by enailing
Aames acd igxolix for eves 2 recusst 1o he
cemcyzd Tram d5eie mailing Tiatl, yon're
fkely re ped nowkess and ne lnz of dhar
confra e 1he spusm thal vour exail
eddezas iz divdesd valid azd aztive. Fur-

o1 g0 the vinleni renle, vay
£g a [et of fesen =erg) azose in
wilh skaalulely Teihizg voe s

Zike ofigin ol the ragne emzl 15
2 a1 keal, wnihe mpjority of
ere sngure 1831 el 2mails per i
e dreced back mo tEeir real per-
SRERS. B Mol dena, RPAM COMEs IIDhE
prszeured SMTT sorvers wiose addressen
[T wurs are provided by the acithasze of
tult email sofreare thenselves, This 15
BOITR g rp, het s 1'm w leg ad
aocerem, Twon' be zhls 12 invesl g
=erious cash inta be 14 & hanch of thess
progrems and st ing relarianships
with the “artiste” he2ind chem.
My approach o spast is a =il
lrecheically §peak ol weleame 312
prndiag o= the cate-

pler

pucy dg Tallzaa, [ act Hara's |
Brfore you s1ar0 up, pel v
eratl cddress Myahen, hotma

. o Searios
that yeu're veryinmeesied. You're proba-
Wiy tkinking now 1hat this will get yon

rewhers as ozl ol len spums have
bogus s2tuen wildeesse s This t2 frue, bos il
iz pive the spam a2 quick scae, voo ase
likelv 1o hod ¢ few other addresscn: eend
Hewe ww well

sheascs voo will recelvs a resly
lrom oo Jepioimals address within a Tow
davs (or 2ewds, dependiap on {he cdingy

T T SRR
level of the spa erd wWhat wor do with
] ail address s w10
imagieation! Wkhea I have iime 93 my
Dends agd am Rored cooagh, 1 sepd o few
short messapes alwass asking fer mere in-
fermarien or direetls qaeslicniag raeir
hodesiv.

By the few znswers [T Autlen an Nur,
'm fairly spee 'y & smowasis a
Eaod hall Raer oof their “yary valuable™

Lt tnsiead ol an edwil address, toe
spim his a 10l e npmbear, by all meanx
vall them and pive them vaor cew cmail
rddress. A5 a towek ol couriesy, yau could
il roos w4 speatesprone and afrer vou ve
lall your messape. simzly erank up the
stered and watch ke =g machiae
hll up with i aad chpir 500
Trw gprume Onr wozd of Zeulion ey
A00 npmbars zre agaipped with A0 [rie
grendfathes of calles T2, 5o the persen

Al bave a Log anmrs wilk
yoeur phene pambar, This means kasically
Ihat rezardless of Low anneyed w3 2ra,
voo shoald alwase be courteaus shen
leaxizp pupr messaga.

Crrher Einds of spass carry a URL oo
tAviee yen 1o check = weh wije, 12652 siles
will afwaps have forms for you 10 add
your infnrmation. 1 suggest sne Gl then
aic and alsa 1ook ot the Yiml cade of 1he
page with the Fferm, Yep e [kelv 10 0
8 legit cmail address there,

Pioally, some fpacs w Iv pive a
her ur x mailing address
only bear o
In chese cazes, 75 up la o
e ygaivk <all or 33 canis

ANSWS

sondd prabadly be curbed with the righe
Eizd znd amou GRLINTIERD LOLEDY S -
tien. bul thic k1 el “help™ 13 pEualls ks
mad chemaszerapy... vou end ap lising

el ellenlins 1o 30 isgne that coald «
weil ke handled by the 2n TUnIEY,
¥ 2nougk peogle vlar 4
spam £ S
Lul zurely gal 1200 span
eallyy enly casousss: lime 11 wonld be like
giving them the "Heman Paag &F Death.”
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Taking Advantage

of All Advantage.

A by silicon kil
I o er2 At ain Elne withany olthe scams o
the Tatcrad, Aeakan: prokabhe Sarahar wo Al A2ven-
tage (e albdvapige ook Al Ad-arcane & p oy
ein Oel s ”_."..l. Uesear [ et oo or 5 [ [
:._._.._,....._.__..- _.E._.._,."”Jﬁﬂ.n..“_. e r akogan, asd __-..h. ¥
sune have Tty pay =r.= foe an fing the_ pel T3¢ £om)
Wrigy, Mol ercasedmy mingd was 2568 i was povirg Lol
‘nn_um_. EZimg ca 3 Jarge FLuecy, aed yonn winy gzl
it likE iy broasis, sl therg moust B2 bagn waAns
cabter il B, Werll, Theme 1.0 b o P p wath
A ¥1ew bar (kb 100 § Wiirk s thal sils umﬁ..n..vu.n.rr..
yiir Tk lar i indahe, 1 2z some reasin, k't
think thery will ke pébee 2ot 3h & lines vessin,
e yvhatiar Sashey vafoaty ads a=d Bhatred 4n Tar 1=
Wight cithes b becodes g arstii. The way it
oporaies 15 U when Voo afc surSel he o (2ithel
Hrcagh Intvas Faplime or Nostome) # agtvaes -
= langd baze boowr moch cme oy spoesd Mothenupe
Inads Focer s tethe serksily, whene vidoa]
__....-...__Hﬁp_ﬁ:..." them Tou Zen pabd 3 peaalF5,50 a0

wilheer e (075 Temiisally Trisz, The wherarbo bt a Jak:
SLEDT Beal chamgrss 1o grsen whes ”_u.."_:. arz s

thair zmnosing seiest y

The it thede it cosie gt oy wind waf o
feake o quick Vismal Baais progtam oo sifon 100 af e
ad kar, and sbn E_.r.......n...“_._.Hn st e SLEDT [ Theat
1 cohd = 05, [ wae acsufders st or oo, Afier

artnd _u.m._._.n .?...:...ﬁ.q was poirpe, ﬁu_l_ dey T q:un.__.-.ﬂ..
oy, Aniil (1 1 ws letting myeclf be focmoeboed
b ahesacke T nm..._.q.nn ez o sion thar then: _uE._..w..

et Fvthe s Toe priimsh limes ool afer the
TNTHE: Clinaciviny. Activiy is deERad Ty AR Ad
Veiaps SE 23O ely Frefing e wib [olickizg o links

_.m_ ...._”.H..n...._._n......f.ﬂ s is g whe vour b = e
v, T mrizal vl dilfferenl S Epred ryizg 12 Kees the

.,
viewhetgonye bl nor 0 mpesrr, b nodting:

# TG ke H\.HPJFAP. thizk Tums chokape e

_Wﬁu. =Ven S phvsically THTE0t Mayhs fime
I

L s
S Ty, bor LEsnan s find see [ Nt PTeThed e

£ peldeen e propemmy s pevobhal Yins mmno dozuch

taur wnel (zm ook el abound D0 bk y month_ b i

Ay Limed Whe i is fed, Sl a0 trere, Beicg

Foeling pround i YE I o b, ] reaimed drer iofi%p

gz betfep eaw i Fnllect B while e Ky 15 N\, ]
e

il hpizg in ilmeres) I The iikhar eoms o g lose T

..._F._..,.r...u_._wﬂr. ol angeed a hin aiount WEENr ey~

by figee 3wl wiai 2 dansrag five =iy Ty
izich of my scsne i wick B alas, e vt o
Eised 0 sliy adive Afer demassicd, | nealined tha T
Iied s progrem o I coimgralr Fod! porimmed Srere.
corded mec ol Taen ol B ma Lot makes o s
P that lingd bo azncther weh plps, o linked backe
b fhae firss _n.u.nL r"...h._._ ek feig laeme grapics that
toubd e dfuknd o0 caelv and dis lisk theeny, Trem, |
sanid e the Rl prrim W aiard my micse
ceengent ATk ing{he grapie, end e the fei-
ATt it o and aver, Thi, wo, Togid beene |
my SoTpuer i e il wiould jush s theve “dha fing
dif s sdrting fothe ..._..ﬁ.l.L__n_..... weuhar an
T Dodild s by oo on Taarmy o :...h_u_“ and ol <bs
it oaced e, dirde A1 Advanagh Tets vl 1
kn Firles, . 4

A LEe adsie Az s pil _:..._..n"..u._d.u...,.._ Il in
e ik v i they s 22l Ee pditd cench: thhedr

hocdise the proraram gubematice b dowsleeds e
rocpd el und timoc odver 5 ik TRsE e wlvn
L rared E ibeadfracners, et apebecd oy five moginss
gt s b R nofice shoot sorver Bpdating is glornil
itahilTiman T Ls in the dergeiry, P & lled
u_.”n..n.,.....-__..;.“___ (ricg ALY or o called Tzl ircr
nzesscpeel el oz Tl ebgok £ 1T 150 F g
Serrpthing upin e bt edinen, A then; 5 stose BEml
in HhE exevutehls, Lt it ring thar condd g e
appeaseiioe el majn a2 A hey really o that bx
...a.m Sl ST o that Ine il ire misl ncling
R, J '
..,..M.Vx_ Ay set iy el Firsility of Ruirgs fhe: —scre
._.Na.”. - m “._H.”_.un fiog thia spstem, Themn is 1wy fof
i %E:&h L Firrcaer .u.-_q..h u__n..“_un?n..."_":..r.a.. F:e
..._m....lw...n.,."r__uu_q = the kadnledes tog i boo tie sys

_E"._ﬁ.w ey frocrmad dee pol 1.
i .

o ﬁ&lﬂﬂﬁd for e meacra _...Lﬁ_.l......_._.m".l
= s Tt hEa -ﬂ..:n_..—n e wHu.”__._.._:..:.m._.
Ldag Pu_m.._ﬁ_.... thers w..,.._. P of fand end hivis
L ilkegal for the Tebgt past, & __"__.u..,.“.ﬂ_....n&...n_..n
A .
o lladvankagecom
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AT&T s Gapiny Hole

By i

Therie is 3 elitoh, in ATeT
Wireks: Serve that alows 5
LsE T T o e Frie phione see-
vite There areg ol fhone ous-
TOMECS Wk Rave Bseny pdkingg
calls Free POr pecevtha ang sy
PEver B esusbd Eicst ket e el
40U TRaT |5 el evplaieg hin
Sfrtot ard do mort aduvteste tapine
Sdvardane oF Hoim arg slad Ang s
SithCtiah [ wil aive sou spepibioins
Formeation on how o st frés
SEIGE ard o 10 sooia i Ensi-
Mar on, selivation, fopisbhis sers
wine, | 4o ridt cordodel it =7 T
Fhealir airdirne W stesing period
Moma izt e cgplaing. ;

Hrepaid activatices recuire
s fie prepaid sameiers from a
LErTaElr ewek A snd prd i
Firaneaar, _.ﬁ; Atrtivate a
Frepsid prire wiiky a lresilar” oell
PO PudfaEer wobert L appens s
PLEE Masio B persony s aske o
PGS BNd Fereive &5 paary aalls &5
b wdEnts s o S Yoy doe 't
Ravie 10 By & prepaid card meer
oL U Setivirbe pregald <2raies
wiTh A reaugar stde . PLpeSer
&rd wails, free phone Serdoe.
Please fawe norte that % ATET
e relin pardhers matianaly use
Lizhkifridae and SRS o aitiva e
FhOAES, and we Al share faain ae-
Css B it Cibeed IEA Thent e
SOOEEE A faaln, Sepiier .mﬂ:ami..wﬂ_lﬁ

5.&.&. w__.___.m_.m,._ﬁ..ﬂ. Eh.wlwﬁ..m..w
.&...ﬁm”:...._.ﬂnh.n_m;._u;&;nvuh,..
i n._.d..,u.*n.. I e fdrket et

ATET s Teck Suprort: Sroup
ban Gesny esare ol this proEien,
FOr 2 100 Tinee Bt has ok e
M Becduse 3 05 & Tars OoiLrrenos
£ Al Sont e Ao Aallas .
Tt Fiv the alftoh, dbere (s the mealy
2Dl thire, apood this hoie ATET
Prepaid servios Soes nod recdre
M_D: T ANE POUF Maiee and s

FEsE S0 there 1S fo sy they

AN Trane H 4a wou, ond even 1
Treg wazre 2ake o cartoh oo, s
Pt e _”,._Ewu_m: retuzivad frce
S2rde - s AT T Fatt

Fdcoiag m._u; e I
T st frea semvioe Bt Rare's
e hard port: solivating a presaid
200U borth, & reealar mwnRaer
What o da, wiat to 507 Uisually

>

. . E.......b
._.I._u.._.....__nn_.,ﬂ ._..mh.uw“..._.,m,_.n_a_w E_....W
Charce, 3 fistoke, 8 Buke, B 3
ol B Gore rderdioesiy i an
el PeErses Inod us’) wiarckid o
Aeke sdvardane of B There are &
Fewg wags o do i, et bhis in
FrOBapsy the Bent wiay You nesd
PSCEWE SOEE! Ereinee e, ckils Re-
COLEE §OU Rave 10 priatend you
& pellphondsales rep. Ay

Ao kAt sl AT el phtres i

oo oy DB || B e A e

L Modd hos 40 kD pin Codes For

Areirc store thowsh Howg di gy
£ind his Gut? Siaple, izten oy on,
aeall A rep caling us wil Loy
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<ord ne=bivk el bz houss, Frerpime rliried Wy gedher
wroined hics g b wis ralidng oboor of this e, The
percenten that fese stodanis had wooor hacksrs - Thin
[hew are feenage cabemuzks wha will back @io any
camrparer svywhen; - wor being proves oght in Sree of
Bazire T o™ blae the puliie i heing sanceand; T

Gonfinued on page 43
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How PS™A Copy

=

Protection \Works

by Lord Xarph
xarph @ blueneptune.com
Femarmbsr back in The Qld Days,
wian copy protection schemeas wwere
geHin ...._.nr..u..u. and weirder? Spiradisk,
vealnd formating, code wheels, ete. ¥
(For some Kickéss documentizlion an
175, check out Trixter'Hornet's Life Be-
fore Demas al

Flipitvesrd oldssool argrshrina sl i oo
peprotection) One of the mast interesi-
ing scermes was physically damaging
the dizi - using a lassr o Barea hele'in
the disk, then attempling a regd or
write at that peat. [ the read’wriia
1ziled, then the dizk wes aulantic and
ihe came wis lopded.

Well_vou can't exactly burna hale In
a GO-ROM, But you can oo the naxd
fbast thirg: caugd & fxdd orea: at poas
cisaly that paind, How do you 22 this
with g G0, espacially cna that 1 eup-
n_.._n_..u..m.n“ [o b Mmass-predaced on a :
_“._:__”..k.m_ Easy: encnde a faw seciors wilh
Imeesstls checksums, ISl THSI
hiae writien a highly techrizal FAQ Lhal
has exacl Toures which helps o great
deal. Llsg yeur faegrits searsh engine. A
sgarch on Altavista tor -playstaticn
+agq sleapich TRS lurmed it right up.
Ina nutshell, sectors 12415 on an
athentic PSX disc have a chegkeum of
zaro, which iz impossibla. The Piaysia-
ficn, &t boot, chaces Sor this, fnds that
he checksam for 12-15 (= impossible,
authentizates, and goes to chesk the
country code (mase an this Sdar). "Sn
[ust Gopy the zero checkeLrm!™ Verong-o.
The whole key 1o this fact |s that coa-
sumer GO recordsrs are incapable of
wWriting invalid checksurrs, Consumer
racorders recsove ol-by-bit data of the
iles ar content of the 4 sc. They da rol
FOCEE “fedundant” data, whizh in-
ciudes chedwsyns. Thess the racordear
datermines on ity own and writes by i
sl autematically. Bony manvfzciures
burners for its lidensaas shat wil 3l
usar-level contngd of ihe checisams and
whatnot.

L% T2 mean you'rte up shis
craak? Of ourss _.__w.n. ___..._m;mn_._mnxma.
dammit You ean aither pelch the
firmware in tha COR 10 allow the copy-

19 of ‘what It thinks &re 8
al checksums Jeould be gk b
1ard] or modify the Playsta-

tion 10 ignore 3 vaid checkeum (easy].

Country Codes

Copy protection &5 just on8 half ol &
puzzla, In the corscle woekd fand now,
the OO v}, you hive 1o deszl with
counire codes. Thess wosdsrul things
t=1l what systerrs the disc iz “authe-
rized” b run on; LS Canada mackines,
Japaness machinas, PAL rmazhines,
etz In t1e case of the Playstation, the
first five seclors on the G inform the
Inystation of the couniry coda, Foartu-
rafely, the checksums on this area &re
aorrecl S0l you want 1o dupe the dise
with a diflerent coda {ie., ths one for
wour PSX), strip seciors 0-15 from the
imnEge ol vour source and pul an e
syslern aqea rom g owalid & se,

At this point, | 87005 stop end meke
cne thing ci=ar | have not done this. |
do rol copy Playstalion gomes. My
Playstation has been modified to run
irmgerts, not GOAz2. | buy originals be-
cadze | like the idea of paople aeiuelly
geling piid for theic hard wark, A&

CRs I naws s2er have Invald headers
£nd Rence regaire a madilied Flaysia-
Eet b raer., THIS i5% Tar infarmaton anly
tak blah blah, Lat us continue.

Soovou can't figure out hov b2 med-
ily a Playstation dise 10 wark aa your
wrnndified Playstation and decide o
mod i First wou nead 1o Know whet
rmodsl FEX yoau have,

Flayshation Model Humgrs

Model numbers on the Playstation
hava & thres digit maods] ideatitier and a
cna digil regica identifer. The model
nurmkser is on the botlem cf your
Playstaticn in the form SCFH-ooy ad-
ditionzlly, wed can identily tha madel
biased on the feature sct, ta oolor of
the box it came in, and the =ame maodsl
number printed an the base af 1he boe,

SCFH-xexd: Japanese madel

SCPH-ox1; USiCansdian modal,

SCFPH-wxz: PALEurope model.

SCPH-100y: This coe 15 the wery
fimst Playstation medel. it comes in two
flaworz: below 3erial ndmber 392000,
and above. 11 you Rave the S sorial,
WIS g mporis ar GORs withoos

modifizations. If vou hsve the upper,
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you can, bl s o0 damn hand you
shortdn't even Iry. 1 came in & e with
black sides.

BECFH-200y: Developer's modal,
Same &2 100y, bl Ina blue case with
mors AAM and e cogy -
protectionicountry detsction disabled

BCFH-300y: Net Yarozs system. Ba-
sically a stripeed down, consemer ver-
sion of the gewsloper's kit I'm nof
toeching this with a 40 oot pola; 1'd be
herg for five reare pages, Use & sesrch
engine ang find ool for yoursef To
maks rafzrance 1o Brock Meeks' Ba-

nd HOPE =zeynate - ' onol Mastia

tewart, snd this ain't a recipe for a
brl Cake.,

SCFH-A00y: Only exists in 5000
mcdel 62 far sz wa know, This wias i
Japan-only sslease sacording 1o peo-
_u__.w who __...u_..._.,.r e il | don't Ko
much about i1

SCFH-550y: This model fized an
overheslivg problar affecting 100ys
that caussd the lens frack 1o warg
Ioga focus with the dise, and start
-“m_...:u ing ot anything streamad of
tha G0 i you ese cheap-a blanks o
burn COAS, you'll g1 the =ane
probiem. Analher reasca bo buy org -
nals, hind kinll). The O machanism
Iz turned 90 degrees ciockwiss to
.wmm__u_ it vy from the power sup-
phy. [ ales was the first rmadsl 1o
remove tg RCA jacks frorm Lhe
back and cosl 5100 [ess than
the 100y, IL carme 9 an orsnge
b,

SCPHE-Fny Sold for G mondas
In the WS, Had a glonfied spectrim
apalyrer and & radesigned bogrd

that was harder i0 modify. Can’ re-
meamber what color box t came in,

SCPH-TEy. Sama g2 700y excapt
IRt i comes inA mal __mn.__u_u_“,”_..u bax
that includas a Dual Shook controdher
{duh} Instead of a standard ore. For
SOME reEso Some peonts qol he ides
that this was the only madel a3 deal
shock would work on. Mot frue
SCPH-L00y. Thiz maZsl has 4 com-
wetely redesinned mainboard Fat ook
el than ususl 10 fgure out how Lo
madify. Sary 2l2a remcesd the panallzl
ool from the bick. Thay dont have any
e ripherals thal use it, and the anly pe-
ripherals for it are unlicensed . A good
churk of thosa a@re *edernal mod chips
and whatnot that Somy wishes didn't 2x-
sk, hore on these Sown the line.
Boolag freglid Discs
Tharg are thraeo commonly accephed
ways ko boot a disz with an inalid

W cholce, For ons, the moor s sl soin-

header, )

Swepplng: I you have a frst-edition
100y, tien you can do & seap Iick o
run @n invalid diso. Toe firgd Fleysta-
tions loaded the hesder information
from & disc prics b imitiating & boot se-
nquence. Mowsr madels chaeck it as mm.._“
of the Gocisirap prosass, bus with the
tires edticn, vou can toot Inko the
Playslation CO playsr, have it laad the
Table of Confents 1and kence, the
hieader irtarmetica) from & valld gisc,
Linei Smap ..__r...n.un wiln an irnealid one
withaut trigqgening the lid-open sensa-
Exi tha CD menw, end the bootstrap
B done withoul rechecking the
hiegder, I'm not gaing inte any e dea-
tal o how tis is done - cnce again,
gaanch .m.:ﬂ._..mw EIE yOul Triaads - btk |1
will say this makes ior a wary el=l

::._,_..__ vehiile yoo swap the dizcs (Gamea
] ancar penplo: st v Ui get o
Yol ina bity, Bnd ExcasEve SWap-
N ping damages e modor Ao,
qarres hnd use redbosk 2udio
hets standars audio yau play in
yoLf CO plever) will uss the o'd
able of canbenls lor Iracy startiand
i frameas, 50 your musis wi'l e in-
credibly scrawsd up,

Fad Chipping: This =5, by far,
1he mast cormman &nd, inony
s opinion, best vay b ran invalid
Lldiscs. This 13 wha' 3 described
in Flacx's oofumn, o 'm not gat-
o ting iro howe you doitl Gne thing
B Flack left out was whara you sal-
o der the mod n_._:.._ 1z [he board. Lats
hear i again, CILTIFCrS: Beagnch en-
ines ara your friend! & search an Al-
avista tor ...U"m.w..m._mn__u_-_ +mod
+ingtallation +piclures turmed up 271
nis. Mow the dovnside 2o .".“::m._nr.._....._.
which Flsch et cut grosaily fecause
hig articie was written before the darm
sad oven been inwentad: Lock-ouls.
Starting with wo Jaganase GAmRS
namned Poparogua and [0 Finsl, Sony
sharled _...__._1._. Ag cods on ealsst ”L_..m”_...m_“m.-
fion tiles that 1urig L i vwhan it
datecied & med chip, This worked by
mm__-_n:_-__m & zeccnd slar m__m_._.m_ ko the
Playstalon alles the game had already
booted. A standasd Playstation would
recsat the start signal; & modified ona
weould nel. Hackers, .._.m..__.__.m__v.. .T..._.__u_mn_
all gwer this. Within a Few weeks, it be-
cama knewn that entering a cede in &
Garme Shark wauld ._....v._u_Mm..w ihe lackoul
code and boot the game. A lovw-iech So-
Iution was to simpty install & seitch on
the mod chip ard trn it off after tha
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boctstrap process Additions'ly, new
“stea’th” chips ars gvallale tal bypass
thig lockout cods allogetier

Game Enfrancers: Mow, tha part of
{the article I've baan itching to write
ever since met's leter in 15:2 [which
vias fully *.._m:. incarectk, T.w,”_m b =5y .
Game Echancers, and all il krackofls,
gre ncd Hane Sharks. The Game
Ehark, manuhclured and sold in the
LS By Intgract, is the caiy parallel port
devica for the Playstalion Lhat does not
aflorey o 1o phy irealid discs out of the
foae. Tha knockaff varsions of the Garre
Shark do allow ol b Baot ieeilid discs
- by re-enabling the swap trick from tha
firs] gditicn :u_w. sarias! Moy, you boot
into the Garme Enhancers GO Player
wilh a walid disc, swap, and 1hen boot-
strap, Tha GE aven slops the motar fos
vou. Early madsal Playstalicns screwed
L the audio TOS when m_..._..w_u_u__.__m_”
frarm whal | hear, the Game En-
hancar and i ik do not.

S0 whny S0 pwpryona Using
Gamg Enhancars? For starters, the
naw 200y Flaystations doal even
__._m__..m & parabkel past ko plag then
intw. Alsp, mogl add-on discs don't
furgtion with a Game Earancer -
gdd-on $iscs basically rebxat the
Flayslation in the .._._mn__.n__.w of g s8s-
sin, and the Game Enhancer
can't ater thal secondary se-
GLeme in ary wa. Some Game
Enhancers allow you to run add-
ons oy meEnuslly stadng the axe-
cutahfa, Bl that ,.u.._“..._. veorks on
garniG whera thgng is an exe-
cutaizla - the currenl tad is bo embad
the 2atire pame in a disk image on
the CO ilself with a pointar for the
_..".,_..ﬂa_._; that links b2 a sactsr inslde the
subaidiany image. | don't @wan veant fa
think ebout hacking 1that a1 1his lirs of
Lix evzning

Playsiston Emulaticn

e of the reakar legal wars cure
renlly raging is over twe sgiteare pack-
#ies: Gonnactx's Wirtval Same Statiaa,
and Blaem LLCs Bleaml. Bolh af them
are {almost) fully-featured Plsysiation
smulistons that allow you 1o play
Piaysiation garmes on pour Mad or PCL
In the caze & Beeml, 1ha graphics are
mproved _...H_.qvmu___._m_ ihem through a 50
accebzrator if one is vailabla. Wu:u_..
Imaturglly, 1= spilling nails over thesa
amuialors, Suny is _u__n._m_._.m_._m_ they in-
ringe on their intalisstual fight (Ehey
dar't; rod one bil of Somy cada is used)
fand is gbempting Lo gzin injurciions
agalnzl bolh producis to Xxeep them

What thesa companies are doing. any

s qling witin I _v.n__._ get pustad s

fram mE_u__.._m.:_.”_. Cre of 1ha obvious rea-
LOnM% mﬂ__.____. 15 50 angs 1= that it's re-
markasy sasy to hack bolh thesa
_n_"..,u.m_ TS _..u_ dy invalid disos; ._.._m“__..
cart out ai the box, I'm oot golng 1o
=5y how this I dore - rasty bedause |
n__u__._._”.x_._n_._.__ - Bt st assured if's Quits
possibleo,

Lagal Aamifications

All righl. trol ou? the legal dis-
claimers: Lam nod a lawyer, ell of the
above was for educational PUrpaSEs il
you el suad &nd go o jadl ar get naileds
will: & fing hecause of this g0, 11 sIn't
miy fault, abe., ete, ete.

._..w_mq...m are & frighicning cumber of
companios that spam
rec.games. video.sony wilh distrassing
reqularity clasrsg the sale of PSY
“birckups.” 1 find this truly emazing.

VY Yo riveasure it, is illggal, 'm qo-
S ing 10 quote now from the

& qmn%mEmm...._nm_u.mn_.___. FAl:

" A5 - Are CDR _..:.ﬂr_..m__m leqal?

It o mtshell- maybs, This s 5

o very corfusing 1ople nat has led to
many a flame wars in e newsgrogp
S OuEl o vou have some reference
paints, 1his is 2l tased off Intorma-
fion from the IDEA (Inlermalional
Dmmm_..n.._.. Saltwiare ......nm.n.nmﬂ_“m_..__._”_. thie
S, wrdity wou'll most liksly &e [en-

=

n.“._ _w_=m: ..._._._m_xm.......m___._:_"__..._m.".".._mm._u..
¢ = . E Boction 11702]. As for

couninas clher than the LS

Waur .u_u_.__-_nqw. nas ..wm_m__._m_u lhe Bermo
Cawaatian. thess apply fo you,
rial; yoL'TE S0 YaUr G

Bssically, you hava tha righ 1o

maks one n_u__..____. af a garma that you
Gt an origiral of for archival purposes
raad: pour dog decidss 1o pley frishas
with It or ather such _u_m_...._m_m_m”_.

The Lew stales that wou cannot pog
wr drenload a backup of 1he Intermsel.
Backup server oparatord: yer serawed.,

Tou cannct sell backeps unless you
are thi capyright holder of the sofi-
ware, Bas up sallars: yer SorEWS,

IR backup copy can anly e fring-
lerred g anolter parson i the origina)
5 also trarsferred and tha trarsfer s
mart of the franssction o all _.E_..__.w ir
the program. In olher waords, wou can't
triade 2 hackup vnless you own the
.._m_..._uw o the geme.

AL tor backup Servicaes? Who knows
Jusl ks in mindg that the IDSA kas
AT Vel axZ2nzle _..m_.._..u__.mqw &l their
dizposal for the sole purpase oF making
woaar lite i living Rl
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FUN AT
CIRCUIT CITY

w_ﬁ cesucks

I Veas a manager 2l Gircuit Crby.
Linforlunabsty, Cirouit City and | pansd
ways {iheir decision). so’l decided (o
while the following arbicds for my
friereds o 2600 . enjoy!

Price Tags

P ends in 89, iLis “In Program”
rire oiher words, if 1's not in stock, the
gszociats can "speclal order 1 from
the maln warehouse),

It eends im 93, it i= 3 =ale price ar
CTST (Challenge the Compalio -
Tt tor has b on sale, ;

Nl ereds in 97, it k= "Cpen Box” As
a nule, avoid open bax Duys at Gircuil
City like the plague wailess you get the
fchincs: to seo the unit warking foo
yourssif. Sales counsslors usisly
don't test units thal coerme bk as
Cipsen Box, even though they're sup-

s b, And never Beliave the shory
hat it just came off display”

If it &nds in .88, il is "Out of Pro-
qararn [QICR)Y {in other words, if it's nod
in siock, the sssociate will raot be ke
to orcer moce of these), This is a dis-
play thal vou rmay be able to purchaze
iwzre arg nons in stock at that store,
Bame caveal emplar for Cpen Box,
_mu_n____.m_ Ehowg il

M yoa 5ea an Opan Box with 2 55
price on it, it was nat reviewsd by a
sales manager and was “auin-priced”
_uw_E_w system, You will defnifely be
abde o get _._..__uam_.w_‘. o this prics.

Ifit ends in .85, i is “Eaing oulof
Program 008 in otver vords, the
associale may b2 able fo erder from
the main warghouse, bt probably

nat).
f.__m coviers B9 percent of the price
__.m_n.mnm for sbore meerchands=e, but doss
inzlude pricing for amy music saf
ware (GOD's, lapes, OVD, etz or ma-
o appliance =ales fike “10% off,” eio.
Telephone Fun
- Plesd up any phone on the floor,
Dial 9 {o get an outside lina. Long dis-
tanca Fnes are blocked, but vou can
socizl enginesar the 448 digit tode from
a floor ranager if vou say you nesd
e call your wite before wou buy that
big =crizgen TW. “Bub il's fong distanos!”
yelrll escclairn. The sales manages, rot
wianting ‘o lose a big screen TV =ala,

will gladiv dial wour wife’s phoas numn-
ber and, after waiting for the lone, dizl
in the long distano: code. Each slore
Fias s G long distances code, but |
can't tall you the numbeer of mes e
been abi® to $land in one part of the
stare while nc ore is standing around
waiching.

0 Front counder (they will see ax-
tension yau'ne calling from)

A0 PA sy=tem on Toor and inoware-
hose

150 PA swslem in warehouss only
[wait for _”_mmn_w_._

510 Firsd Mol American Mational
Banx [FNAME) Circuit City card

5540 Circudt Gty Headquartes

SET0 FHAMNE Cuslomer Sarvioe

5380 Hesp Desk. Social enginesr &
sales managar's name. The help desk
is genecally = litthe mors wnderstand-
Ingg with s3bes manasgers because they
herye: niol gone throegh &= much oom-
w..__mﬂ Eyatern fraining as the £

ions sfaff. The storé number (4 digits)
_F.___:_m on dhe receipt or you can getit
ram the web sita.

if you t=ll the he'p desk that DPS is
dawn, they will ask vou if vou're by
the GC130. Say “yes.” Tell them that
.._.“_m,...m_ are no lights oo the CCA50 at
all.

If you're et the adventurous type,
you can just hit 50, go over the P
systern, and zay "OPS s down,”

at'll get the Clos s1afl running to-
ward he G013 znd calling the help
n_muh :.._m.._._mm._...mm_ﬁ - =

Little Computer System Glosgany

OPs: Distributed Processing Sys-
lest ithe “computar system'™}

RT3 Main boand in the geneial
office behind the counter,

Weddge: Tha main board under the
register inlo which eventhing (maoni-
tor, thermal printer, scanner, check
reader, ele.) is plugred,

H..____,%_Enm___.m__._ﬂ ot Dby anross
the country? Dial 1-500-475.9515
and, after the tone, dial 333 and the
foauir digil store numbsr.

Want i call the Loss Prevention
Cepartrment? The number is 1-200-
353-Z257. Il lesve: it o your imagina-
ticen thee information you =2 el them!

Spring MM
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HOWNIOIBUILDIA

COEEEEIBOX

by skrooyoo

The Colee Box is nothing new or
radical. What it iz, however, s & mang-
ing of fwa esistog Boxes inbo ore em-
lrermely  Comaact,  lightwesight, =nd
sffordais wnit.

Essantially, the Coffse Box com-
Bings the functicnality of the Beigs and
Srovwen Boxss. What this moans is that
wau hawe & lineman’s handset (bask-
cally an ordinany telephones adapted to
rm...nw.nﬁ to the bare termirals foesd in
beelca Bowes) with the Brown Box (a de-
vize which bridgss two sepasale lines
to create a party line of Sorls).

Whal sels the Goffes Box apart
from bioth of thess devices &= that it nod
anly combines their Tunckonality, but
pUts it in A package that B ouseidly
small and very cheap. | boslt mine for
|l=s2 than LS 555,

Materials

YWou only nesd dhres pleces of
squiprnent.

A Bwiss Ary o Sfanlay (X-Acia)
knife for parting &nd paring down
wires. | don't recommensd & wire strip-
per as some of the wires we'l bs deal-
m_._om_ wilh are quite fine - arours abos
20-plus gauge, and prone to snap-
page. .

Four aligator aigs. Your prederred
tvoe of attachement (solder, crimp, or
socrew] i5 fing but, from experience, 1'd
recommend the sorew type. BMone on
this latar.

e Voloe 20005 Mini-FPhane. De-
tails of this litthe gem can be lound al
W wOICE 20008, comdminiphan. htm.
[+ m.u_,_._.m..._mw%_om are outlined in the nex
secthon, you are aohised [0 check
his &fe for s lechnical specs before
proceeding. IFF give you a better Ides
of ,__.___._ﬂ I chose thiz partowiar fnsine-
rrien.

The ¥olceZ20003 Mini-Phone

| chise this phons for twa reasons:
firstly, ii's cheap - US 220 plus lax at
Fry's Elecironics, Secondly, its tiny.,

2ne odher thing his phone bag s
twin RJ-11 f&cks B docsnd support
e fines, but it can guite sufficienthy
dridge two separate lines b create o
party line - more an e potential uses
Gl this further on, If's also packagsd
with fftean fzet of male-to-male Ad-14
cable in the Bubblewrag,

Agairy, I talk about the packaging]
advanteges of this particular item laber
an

Construction

Very simple. Open the packaging
&nd separata it ool inio ifs component
parls: the phone, the earpiece mic're-
caiver, and the R-11 cabling, Grab the
RJ-11 noaw, and havs the alligator clips
ardd Hlade ready.

Coutt the BJ-11 cahle in hall 2o that
yau nEve about 18 inches of free cabis
atlackad o each plug. Discerd or
squirmel away the remalring cabling fos
future Lize, You won'l need it bera.

Loak lengihways at the RI-11 ca-
bling &t the non-plug end, and you'll
e P wires iraidke, Carefully dissac
Dalh sels of cabing =o that the twao in-
farnal wirez are able to be pulled gon-
iy o, then crop off the eecess
cxternal insulation [u=uslly white). Yool
should mow have one red and one
green wine exposed,

Again, using your Blade, carefully
efrip zbout two Inches of insulation
frarm the groen and red wires. Attach
aich of them in turn to the four aSkga-
tor clips you now have laying asound.

ol chane. You nowe own the con-
stiteent components of 3 Coffes Baoo.

Uzage

Mg you woukd with a beige box, con-
nact it up to your favorite ferminals 1.__
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un.
In terma of brown bomong - well, |
leved 12 L o yolde irnsaginuabion, Wing up
a ol swilch on one of the jacks and
vl can do things like, say, connedt the
Abanta loaps Lo the LA, oops. Mol thatl
this has ewver baen dona. of courss.
And don't forget - ds light welght
merands thal the alfigatar clips cain swp-
lport its owen weight whan connecied to
a palr of terminals, which, combingd
with 1w Sarpieca’mic receiver, leavs
your hands fres to do, erm, whatewsr
fhig need to oo, What ceperioncs has
taught me, though, is that screw-typs
altigatar clips work best - cimps and
saldess fond 1o bocak atb the join,
wheress screw-types can be fieed tin
the fisld" as 4 were, with nathing mong
than & Swiss Arrmy Bnife.

Limitations

Well, Bor starters, i has a relativehy
low  Ringer Eguialence Mumber
(REM) of 2.5, What thiz means is that
the total sumber of phones on amy
et Fra showld not exceed that num-
er. If you have the Coiffes Box at-

Lached to beo lines (or ong line wilh
teiz other phones). you have an REN
of 3 (Cofee + Tae-a000d B,
sfighily mare than it is suvpposed fo b
abls to handle.

| have: quite suceessiully run i un-
der these conddicos for some time
niow without 2ny trouble - s tolerance
lrnits arg pretly good, Howewer, Thal
dogsn't mean that you won't have
problems. Therefore, the disclalmer:
wout actions, wour ass | woukd also
meed the manufacturers discizimer as
relates to wusing it in thunder and light-
reing sborms: doo't b oreally E=nt de-
signad to ground out lasgs zu:mmmmrr
arwl if you o kse a hand, hip, o head
a5 & resull.wel, that's also your prob-
lem, mot mine. “MNuff said,

Credits

2500 and tha LA 2800 Crewr most
definitely. Shoots i Boogah.

Oih, ared 2 e why it's called a Cof
fe= Box - well, combine beige end
brown, and you get scmething about
I v color g% colfee and crgam.
Im._..__‘. it’s b=tiar than the “baby-couldn™-
hielp-it" box!

e L
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THE SPRINT PCS NETWORK

by —snlcrasly

crdbeTash (E H:...m,.mz_._._.._.._..n.....r.uu__

1 hava recently Rearzed o Linde moce ahout the
Lprnt FUY pelltar nelaerk, and 1 weold Be oo shars
tos infs with Do ceoders of 2600 This infe spphics
prce o Colonbeas, Ofie then anyvaZers elss, bar o
wpimE KIS abeoar] mrarfbes w1 owaoubd ol 1o b
ot il

From my undimslandhag, cell ploiss ugs three o3
jize T0vs oo Enoee wha's who on dade nelwaais ol
gha's milewasl ko mekd what calls, Toeze GLVs @ an
E&M, t1s phome nemher of (he 2] e, add o 500
ne=her. The S0 corcher datermomes your heme cily,
When wue plune o cull e réteok moochss vom
phone ramber wrch v EEN b dirennine iCpoa’ne a
Tzl woase oo ke febwiors Than 0 cad make yaercall
of your'oe resming, then e cell reis ok That veo'n: on
0 farnerd e call mhormerton fnisher wallal, durs-
Foen, gied B Che S10 ciew, Thez your Some cily will
process. this moormation and Bl pou. "Wl theano
czally, o wou charge your B354, phocs micsher, and 570
L asily Doar pos’e 000 in, poa’ll ger tree cell calle
Thes 13 wheng yus pelinie @l phoee c3oning 200

Aside from s peperd concep! of heew el calls
s o], Mot of s'boch e sl lsamesg, U like te
rouch oo the Spnind TS pleas mebe ik, The: phoae N
be walkizg goow 15 a Semve SCT-300 T Nean:d that of
o rerrmeys T BOmery 0T e ESN in HEX and
[EL, 1 v were b pas b a Sprinl POS sioc2 P'moscre
vo cond “look” ab one o dieir phonss and clare L
Crem gk calls ootk The photess 11 their sigres 2re
schive 3o make calls all creey o U750 'Whesn yi1 pur
chase 3 phooe they progam i ol o skors, bl il pou
sz Tooetn Goee hocte Sily Ly anovdter you can jres call
darem and they will walk oo thocugh S repoogeam
zing of 1t This 15 where [ comein
O this paticuler phofe if vou poess meone and
e BT yoa peess O
00 gel b0 a hedd servace opaoa ek s q_._.n.;.nn"_ -
sectead (aEx digis). [ Boesn 't beea wole 50 ger dris pass-
st vant el Them s Fleew, 51 vou prosd mina aod Thea
A4 ponr Ul o one the ey mep, Crem Bers oo bt O
agaln Burprse sanpdte. ancther aga with 3 passwoed
For Corlumbas, snel ok eves all of Spatal BCE, the
code in BELEAS, Thos will 2ed you i 2 “wenlinse-
toa” mers Fron hecs el the optiors on be adtoed
vew will kavs the Telbasing:

EiN - Elezironiz Serial Furmer

AR Mo Noaebaor - Yoo Fhione Murder

MAR ) Beome 50 - Columhe s SR Cdenone:

v herne iy )

e T ik anll bk i 1o e welu

AN T Marr - CBpoiim: L s be ameiaing yi
wear, iy dEapdp il oo Tesaly

Savvier Bagwrin Come - Thia = the el pou o
il by et e

AN T Lpbocd e - s erw

MAM TN Phene Soamber - pmur phemi Tom-
bor

PeAM § Mabcla Copruery Donde - 2T hink Thes i
U ek Tier thee Lig)

A T Wakile Medavrk et - 0030070 ko)

MAM § Madiie Seezion 10# - pour phene mamiber

FAM J (TR Menor 500D . Columious is 4413
DS TR B ]

PAM § AMPE Prase favmber - v phonc tam-
ber

AN AN Mame 500 - Colembes s 4418
[EFI O T ey ]

Fhoane Meode - 7 ik’ beewd

Ehep L0 e - 20don't bz

MAM - Fuinter Assignooene Modsie - i halds o
Ratd b cbphesss namber e ESW ol the phoce

CERLA - Code [Wvinan Multiph: Acoins ik wize
ke aa D Spiinl PCS ook

AN Ackemisd Modhle Ploone S2rvice whoch
ased Tar enalog cell trassmdssen

[ ok this = a lime mone comphizaed o i Bae
50 on hecans: my plues 4 g Judl Bond meEnieg 1 cac
sahch batwesn the anakaz and shgial nobac:, £ 1
Faies @ e nice s D000 hen FEsEx thpml phooe

Mg haviczdly whal pog hases 10 do = c2amge vour
ESN and proes romber e samaing clee, 1 sk
e sily's S0 i e pone mimber Whether s s
fe rumber and vou'es clened i000 375 B ooolal fake
wen cun meake calls for B Whise ven ploce the Cel
Thi ety pOd7Te 0wl ragreer this and give oot
call, Then s erwwed that cell indermenon oo our
torre cigelh the SO0 oo Bpaad infh Starling 0o 5o 21
izt When the home city kaoks thal infi i i WY
ihe pernn ey Dl cul 13 [0 Seesn’L esist o 2F They
ticed oaar poddting bogensss ity 2 nzil
winu gt e free call end by the time poyone Erils nd
aboarl T ovna'ne wxd rtd D 5[0 apd B oA
changed Bzain.

Ttz cmly Thag | dUnk vor might wan! a comritke
15 thiat when s phese i3 o and oo Beve “Fu....l.r._ b
wecaikle, Whan you have signal peor pheee 45 0d T
ttoe ik LCanRNIZECE Wit the swnches and jurging
from ool da o Yoo skl e w purd voos oo
ant, Chargs The tnbo, Zase vour o2 change it Tack, ind
Theer ien U= pcere ofT el yoc gel @ good Giulenc:
from where von placr) the o Thiz &7 &tizhe Be a b
wizct, b L thies it 3 poad precantion,

s, Foieer eds,

FPage 46

2500 Magazine

How tn bet Banned From Your

Internet Service Provider

by Mandark
Evesyone is on the Intemet. My
prandma, wlx only has cae TV in be
basement, ot 3 computer and gof con-
nocted dothe Inceenct a few davs ago. So
wiial thss Lhirs mean Lo .n___._..H..,uln,u Fke
America Online and Compuierve? This
means that there ace plenty of coustmerns
ti choose Tresm, .._._.aw. i} __..u..n_m_“_« ek
bsinecss from poeople lke vou and me
who constantdy bead the rales. T5Fs
bive become much like high schoals;
thow only want yo it vou can ooy the
rudes, These rules man ovcasional ly e
slightly bent witheur any objeciion, bat
repoarcd disrcgand for thean will gz yoo
hareed. 17 won ever [zel ke g2ining
banred from vour ISF, iben vou oight
want oo look inbo the following sugpes-
Liiiris.
Being disrespeciiul 1o other usacs iz
thz rost comnon soason poeple ane
barmed from their ISE INscunnecting
arother user oftlioe, alsc called “ouk-
inz.” “flooding.” or “panting” will usu-
ally aggravele The other user 1o conlac
your B3P and complain. This dossn'’t
asnally happen anvinare, hosever, siec
__.._._n abvent of Fast computers arud Bigh

specd connactions, Asking for another
uzec’s password o billing informacicn
wall gel you Banned irmmediate by, 7
you're looking for the sasy guick way,
2o with this onc. Sending aazalicid
btk e-rrinl, afso celled sparm, 1% @ vinla
J:.H_ of the terms of use for almes: all
IEPs SPAM includes wewaneed edvier-
_”w..,n_:n_.___.m_ chadn letlens, el Those "ol
lowves vou™ things [ kerp peting from
Wmn__u_n whio think T'm actaally 2oing o
2 arnpressad by o piciune il Jesus,
sending these vsually results in peoples
complainutg, @ed i youa sond ons o me,
will resule in me _.4”_...__.....:._ rowcilh a oolor-
Ml meeszaze. These "oolocfl” mes-
EEECS are ala disrespoetiul and looked

gown upon, which is vofonupate, be-
cause many people on the Tntermes need
1o b rerincled hovw snapic they are.

Lsing up resources is another way 1o
gt baaned from your TRT When 1SS
sy Lhal they J.....m.....h.. win pnlimiled spilce,
they really mean thar ¥l gt aboir 10
of 20 megabyies. Having 532 e-mails,
all with 15 megabyvte atached files, will
not irnpress vour TSP and using 14 gica-
frvles lor your web page telly mikes
them mad. Using bandwidth like it's
water is another way vou can make v o
ISF unbirpary. This is oot o prohlerm il
vol a1z runming a 56.6kbps modem oo a
raqr TSP like America Cnline, but if
Wi use your rable mnodern b sed up i
file seover thas gets 73 bits por socond,
s will mosr bely ged a call foom your
P asking why you constantly have 2
two meegabit per second upstoean.

Oz thing that wall alimost defonitely
Fet v banmesd froan yoar 158 1% Break-
ina major laws threugh them, Thiz can
seEmciLnGE fc in with the afoscimen-
tinre] ddess, Hxamples: [P sormeanne
sends you an e-moil vou don’t want aod
yiora reply threatening o kill them. if you
use winer weh prigee space o fold Sob
scens material involving the panicipa-
ton of 3 minor under e age of 18,7 or
A ywomn st your B oo desinibuare your
W _._:._u_.. roaram cialled “melissa™,
o1 can also breek osors scrious laws if
s Teel that 12 15 necessary, Hacking
inter S A will more than likely got
vou banned from your ISE I wall also
gil yoa A mice cody cellin a federal
n_l wom somewhers,

Gotting banned from yoear IR is cas-
ter then ever The ideas stared in this ar-
ticle are cmly suggestions, Take somme
time to read the forms of use for your
EAT and =oe what vou can coane cpowith,
Ee craative, Geiling baoned froo vour
[EF iz exciting. And remember the im-
portart thing is o have Tun,
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BUILD, DON'T BUY,

YOUR NEKT

by bober

Tirad of buying PC's? Don't you
wizh you could hild compulers?
The big computer stores are & tool
of the establishmeant. They pay
huncreds of thousands 1o

a3 ing Microsoft for use of its
crappy oparating system and they
support he monopdistic dreams of
Iniel, Even thaugh Intels chips ane
just helping Big Brother watch you
by transmilling Your oWn persona
zefial number and setling a4 bad
standard for the fulure with CI5C
architecture, the PC slores con-
tinue o support them.
This iz a ravesty of capitalism, But
,__. U have the fools fo stop nem.
nztead of sending ping-o-deaths
to their websites, you can actually
make it unprofitzble for tham Lo
conlinug withaut mending their evil
Ways,
For the first ime in the history of
tha industry it is now cost effective
to build your own PC's. Not only
that, but all it takes is & 310 tool
set and about ha'f a brain.
You can build your own PC for ap-
proximately two thirds of what it
costs to bay itin a store. Mot only
thai. but with the infroduction of
plug and play BICS and the stan-
dardized |SA, PCI, MCA, EISA ex-
mﬁ_n_mmﬁ__._ sots, it's really easy 100.

he days of cursing the ides of in-
terrupt request lines and BIOS
chips that can't detect hard drives
are long gone. Now ingtead of
leaving the building of PC's 1o
frained tachnicians in labs, you can
take a pot shat at tha establish-

COMPUTER

rment by doing it yourself.

First, buy your case. For ahout 575
you can buy a casepower supply
o fit tha needs of just aboul any
system you can imagine. Then buy
your motharbaard. This is one of
the big money tems in the PC.
Here though, vou can probably af-
ford to go the cheap route safaly
because most motherboands will
last. Just be sure Lo get one with a
ZIF" processor socket and a good
chip set. Alzo make sure vou get a
board with encugh expanzion slots
50 that vou can add all the capabil-
ity vou wanl A good recommenda-
tion is one with threes 1548 and three
PCI slots at the minimum. (Also
make sure il supports AGP video,)
Mext yvou have to buy your chip. Do
not buy fntel. They are a fool of tha
establishrment. Other choices are
American Micro Devicas' KE2 and
KiE3, Also you can get & chip from
Cyrie for slightly less money, but
ARD iz usually & better bet. A5 far
as speed, | dont care, it's ywour PC.
(500 MHz will do fine, unfess you
are running digital signal procass-
ing software of YoUr oWwn Senver.)
Mow if's fima Lo Lalk expansion
cardzs. First, see what’s included
on your motherboard. [deally, the
only thing there is a keyboard con-
nector, an R3232 seral intarface,
ard a paraliel port. You 4o not
weant buill-in sound, vidao, and mio-
dem connections a5 are found on
most “bargain bazement mother-
boards.” As far 85 & sound card, |
wiukd buy one capable of 96KHz
and 32 bits, bul | am a musicizn, I
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you need an explanation of sound
COMPrEssian oo i wawmaz-
saund.com for documentation and
some qood cards for sala. Noxt
cames the videao card. Buy & video
card with at least 16 ard hopefu'ly
32 Mb of ram. You can get away
with less but i will, in lechnical
terms, suck. .

Maw get your modem. Either a v 80
Efk fiex o a cable modem. This is
2800 50 | don't have to explain
these two devices. Maxl, the mast
alten overlooked part of your come-
puter, the ram, This is one of the
times where it really pays 1o buy
tha expensive kind. Don'f buy
crappy ram. Other kinds will some-
limes make your camputer fail to
starl (thiz is bad). Gel at least 128
- 592 or 768 would be best.

A CD ROM driva is a big chunk of
change for something you are only
going to usa a handful of timas.
Gat a used one at a flea market.
Don't buy a DVD drive; they are for
teenagers to usa to watch pom,
not for hackers, If later you find out
you want a GO writer, then by one
than, mot now. They anen't warth it
at this point. Finally, tha hard drive.
There ara three main options. 10E,
¢8I, and RAID. IDE is the cheap-
est, but it also is the slewast, and #
has little or no arror checking. This
is bad. SCS! s marginally mons
pxpansive, but it runs a litte faster,
and has eror checking, so a drive
errosr that would kill an IDE PC,
won't even be noticed in a SCSI
gyatem. The ona downside of
“suczy” as we builders call itis that
you need another card, and that
costs money, But trust me, it's
wiorth 1L The third, and least com-
rman, opion iz RalD. This is basi-
cally anather box, outside of your
computer, filled with kots of drives.
You get to choosa the sizes, This
has & number of advantages and
dizadvantages. First of all, RAID is

faster than tha other two types. Nat
anly that but you can upgrade it for
about the same price, or maybe
gven lezs! One of the main advan-
tages of RAID is in its name: Re-
dundant Array of Inexpensive
Disks. Did you see that first word,
redundant? That means thal even
if are of the drives goes through
zore kind of failure, like it mels or
samething, the box can keep wark-
ing witheut a hitch. The downside
ig you need a 5250 card and an-
pther box taking up space on your
deszk.

Maw that you have built your PC,
its tima for an coparating system.
There are a number of options.
First and most important is Linue. £
youl uge Linux, use RedHat 6 or
latar. O not wse RedHat & Il does
nat wark on PP BIGS. This can
fur the Xwindows system sa il
looks &nd feels like Winblows,
while workinag like Linux. If youU are
realty smart and wanlto leam a
difficull OF, use FresB5D. This is
a free version of Berkelay Syslems
Development, which |5 basically
just UNTX. Also, thers is the little
known OS2, This is basically
IBM': response to Windows, The
newest version (D52 4 warp) is
pretty good and it's not Winblows.
Alsa, there is a pratty good selac-
tion of software (not great, but
good). Finally, vou could use some
off thea watl UN*X flavor. but they
are complicated and don't really
have a lot of software. Unless you
are planning o write your CWh
stuff, stick with the three choices |
putiined above. o

My one caulion is that all circuitry
inside a PG is stalic sensifive, so
gither touch something grou noded
while you wark of buy a pair of sta-
tic wrisl guards ($15) just to be
zafe.

Have funl
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HOW DOES THAT PS8 CARD

REALLY UWORK?

by Phredog ;
All of the mteomation in this aricle bas

been oblaned Trom pablic domain soufoes

ard i5 zorurate o the best ol my knowl-
ecge. This: informafion s far frome com-
pleez, bowever i shauld providc-a stars for
thie ewtious hackins otr sherel
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