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“We will not engage in any assaults or hostile o 08E1 0
physical contact, physical intimidation, verbal el LR

threats of physical harm or violence, or any other

actions that are threatening or hostile in patyre. :

We will not carry weapons onto company

property, in company vehicles, or while The Hacker Quarter L v
conducting company business, even If we have a
permit or license to carry them.” - Page 17 of
the Bell Atlantic Code of Business Conduct.
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hat eaukd possibly thosten Ge lche werld
Ea::.. ey goeesnment raichs, sekative prosecu-

o, Owellizn Farveiliames, and miss Bysleria?
The wreosszr will oo Soubr comee as 4 ahoel e ran
pT T

Buccss f thoeaf? Whar kind ol sisauty 5 gus?
Sypmzenn 15 hal everyome dreamy ahot, 105 the peal
ali= all

WL yes and oo, Theres d dhlference Sebween
e fgeEs and parcaraed warisn O b5 2ok gasiar
ti 2ineree g thoun e pbeer, Aved a5k great daz miore
I3ely L e oscred.

Tee wusual probless ws Muce = thal muzh of cor
ciriaily and talesr bar Jal bp s good dedl of
mechetabalny Do other werds, haskes ane
nize i3 greal dezand This i a ssther e
wenl plermenan - Despile initial s
aivings and warzngs from people who
roally feever keew whal they wize 12E-
ieg ahoor, “redommed” Eackors ane being
red (in- greae pummeteers by morpacens
Argerice for overbing e sysiam ol
Tpisiraticn o mzezarch and develoomes ko
dger haming

THex o atsellian'T L bad thisg, Wee've long kzcen
gt Faackerry At @ riml PEROLE G0 IS CROA Ty A il
atfer 1 he hired than threan oo prisocs Tt besz G-
won, this alloranes coes o0 a preoe ad isn'l realieal

s Bazen raid
Fackeora terd m Be an pealisticz ok Jome =5ht
sven iy naivs, W belisve = freecom of speoch, the
sight 0 explare ard learz by daing. soil the neeen-
Seazs poaer of 1he indvidual. Unforiunalc?y, this Goes-
% F........h...“ symch wrd dhe  porporae welad, - wiic
sfiememes soes an indfudun] weears oF Tres soeteca
wirs & desice b oxplos s i Bippesithreat

Wy weom Hke o lrivial stien oo demise {his por-
porale wied when il enadlicng il your com ks
G what ogpars wha o realize wou can make a
Inreerdizua fureoenl o Mooy Because wour wkills hays-
pen b ke i deeand? Would that be worth . pgpress-
ing poor Weals a il I weoy baod a0 say ze lden
the U gy 18 Eills and if's mot wmhied of o high
schacd dropoors o eind vp making 100 prand wih tie
Lwiers syt vz picked wp whilz Nading classes.

Pius, i oir mosey-hasad e HTADEE T EVEny
thing. The morr you make, the mere of & "soocess”
worz oo, Thae B Uee peiag

Eur whert e el Bl i s otoess i5 50 rooch
harder 1 achices. T Blices in aometsizg, w0 nod oom-
promize yveur Kkeali 30 T ol paoce w10 woursed. .
trima are the elemens ef that suzcess. Yedh, it may
wisumal ke @ visaon lefl over oo Woodstack. Bie s
wn ipnrzant and an eariching aspoe of lift. Mot vy
mucty of 1S mazape Yo g thore and remain ez

e peaornde whe Raen it cany s Theeas whar dan’t
tziea thal mame ke als 1g berie wath W'l Bl thesin
abondanze inpotitise o the mic ity whars s

secenny and chanping what o helices: inoal T Mick
of 4 seiteh aop pas o B caors W sich Thein Tk
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Things ar2 =0 moch moce aemgdsalad in cur eerd
I e comvmmunity where there ane peopde with all kinds
of srong belisfs znd values. With a gombized incelli-
gence and an aeareess of whes ochnaligy is haads
ing, the imgoriance of cur pogective cansol be
quersiated. o the yzars ahead, wr am peing 1 e B
ing =ome milesbones in Euman dnmiopmend with 2.
gard & frec spoech, commrmicstions, s, L
preacy [bowill e &e epuident of the ghil Fahia
marermest, B American Redlaion, and the Aps of
Enlbightemment all mized wepether, Hirne it parts gl will
depemd in bargs parl Je w®a i3 arcdnd 0 help et e
coaire, Al thal iz whads eomizome Imagoe o ol of

the Cypherpusks wers ohisied 2uzy 1o Mi-
el B ek ot & higl-paying project what
ke all of trek skalls and 2l of their bme?

;ﬂ :-“gﬂ Wha wriuld maks encnepion =l frem
- The: pryiag eves of powermmentsT Wt of

hacker aeganczatens Hie foe LigEL

e, o the Chaos Correzner Club wral

fun of sxisiance because ils members

Tl losing bocrdve corporate positions

i AL WS e iyt they e port ol a

zameunity of hackers? Who weuld shee the
puhliz hoew Inseocre Mocrosodl realby was?

The rasull would be chbvicos and werp el s
wodd lose g U.nﬂﬂ?u.:nr.ﬁ theat s mazed] spebe Teaclly ala
arzicad tening, point in the weocld e bishcry Ard Cuzes
peope woild Jose fouch with sorething wecgue that
they weoild tem Lsitkedy b fmed pasdn

The simpl= clizhe %3 us thal =ensy in'L eveny-
1hiza, Bz d2cl, whea leoked al chisctieely 0% wery lit-
il=, 1 some cascs eertn A vepAlive thing. Funding
peomie wha shane your Eres Belief, agasding wour
miined, learnimp and caploring - Whess are i _u.w.unmn__._u
thitezs that (= ke Rardver wied oaay WheS SOCCEss
hefzmes 4 easmmedity. In the tackar werd, this is
Aully agis as we have 50 euch 4o gain from each
ol o i oo sl indehinse ._u.nnmn.“_.

Tn seme ways, wihat we aoe facing parallels wias
has Been happening w0 the fnoerzel Yast comemencial-
|zatiom has completebe changed the el Inms o cocen?
years. Ve see the sa=e corporals prers Sowly gxs-
ing a stacglebold oz revey clemeant o connsctiedly, 3!
the =ame S mopog, eogaging in Bkédresrs, gl
gathering strenp® The fulurg cf the nel s g 22
hawen Soe individial Sought aod Padipedant dovckig-
mental mew and eoempiting bacha gl i wiry muth
in jerpardy aoad this is wilhaf cve= infodwing The
grerrmersmd 'y elforts By musk tringa up By hindag
voersclE i a pogitizm when: Che mzney & good bBul The
wanre iy o wesde of poue beain, oot eXparisnong a
wearialicn of The sams thing

1% & powad e o oszassondlly esk yourself a fee
Guslicnd sucl a5 what is really mmpamand oo you, whal
Z yoor Jefinitian of s=al foocess, and whene do wou
weadtl e B dn the fovors? Thare eoe a grear mumber of
peeople wha can angwer pll of dose quesioo: with a
Eigh-paying corpamzne carzes and whe have abees fell
hay! way. And e is ot Ene B dues there = the
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e, the oo 4o ohoos o are wddrzssing thiz, wha
Taier acomflicl ot some pocoe 17 Ry soes w7 onby
tepicad ey e followr is o sacrifice oo Weals or
L anke ol mahgialism especizihy wiies ponre pouns
imjuizecicnable, and wakhing 1 lon of wevision Tty
whal wizrpme wiiid So - the path of least resislsne:
liazhing ot for cumber cnz A mas of &l 0%
whals enompped In sociene beceze deulisl wrs Fe
enzzowhi sxe all the rockle

Fout iz prm plierzantives. h's not impaskiblea pat
e Bzt 0l buth wprids cspecially i pour skills ers
wuly in ckemand Yinrcan sol conditions and dras lins:
that you shsaluiely w4l not cross, o con uss some of
the mepray pon mabe o somebow sresphan he eocs-
wizmily U=x! helpad bring von oo this poder A, innat
impazrlanitly, o can remaiz a part of whal community
and mid kea: lruch with thase heading dows Efleient
paths, The fearning process nover eods,

‘it deliberalsly svpided mezanoning all kul the
il gereeral geals wines cvervone has differen peice-
tics. The ealy rizl ememaa goal we should ali shars i
kpring oo cmmuesy glive in some farm and wsing
Ool Eained 0 ealvani The Mlure,

Al o Ot whee refct The porpocaos allurs alwe-
Fether, von Bees L ieal apperhumdty by chaznel woer eal-
ent w0 platss and people whe el them the mosn
Ard 1004 b entinely pour way Anyons SURZering
woaTre a fulos fer kg s road deames nockizg
I K fpoicd STy

s apdizzh, ond it weteally drre s comparn-
o beebwreen this dilemme wd ersit card il You'ne
MOANZ, FOT0AN REC WUl adithing vieu wand if yan
play tize pame, 2md 2 wou hivs oo di i3 Ueroae oy 2
fow of vour valuzs, whick you ey of =y nol bona 5o
1e Ersl place. [ can 5o almost impossble oe neis), e
pecially iy feel you'ne oweed sociething, Mt peo-
Jiks whe koo no e lecprion of eredr casl el
svelually wake up and realize 105 wIeng a0l sy o
anarlter, Far lewer peb such a wakeoop call from the all-
enFelping corperale mezrality

U notzing v, e wpinl of haciosg com eacs you
82 hold yoir Bl op and maintain wour veioes pa mral-
tier the cos [T wou ke thiz soproach oo the corporars
ESVIMINDALL, Friu might oam Baw 3 sheses t chengs
th aystern from witein anc make 3 real difSerance.

The thinkers and dicirmen aloe lite nicse i 5o
oty bonve 2o Imperesting fle shead Thee w1l be all
kirafs of Ifizmphs el deleats snd what comes cut of
all thix will changs histaey Th snlicely 1p 12 vou
wwhere i rU.n_n.._.u.um.n aredl skills takz o, Wit us. Won
the Ponwn: V0. ot any goverssent Yiu'ne at the
sleoring whael And we wish WL frue success
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foend a2t gm FEL infornant iy Forr had acoess w
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regting, demacding do imow Fam Misich whe was
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meing on Mo dovbe she Belisves ea Milnick wid
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whdling tanch tones =0 2 Walkmin, s berome
rathor difhicull po belimve 1 the impartinly of this
[FRHal
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ave yoal ever wndersd what chase
small cown-like devices arlached
Wwoa persen’s kev-ghain or 1D
badgz e for? WaT Well, wau will
Daallas Semizoodecton ifutton Touck Memary
cevices are cropping up all over ke warld,
Uscd as a replacement for smart cards, bar-
codes, MEgRe stripes, and BF lags, thess
devices contain a combingtion of non-valarils
EAM. EEPROM, real-time clock, fempora-
tare, eryplography, and Java fadtures that are
uzed for applications rangiag from debét oo ao-
cuss contral 1o medicine racking, These de
vices are spocified fo have Iewear datz
reteslion arsd are honsed in a
rugeed stzinlass sfel can,

Sun Micissyslems recensly
Fave gonky iButton fava Rings
1o allerdees of the Jawa One 1
cooferengs 1 Califommia, The
ring 58 32K0 of ROM, 6KE
af non-volatile SEAM, a real-
time clock, “iulk accelars o™
for REA cocipplion, and a Jawa
“iria] Machine, Lipon check-
in #t the conference, ane @g-
feid  dala Cinta Cthe g -

personal informarion =nd pre-  DATA *

GROUND

ferred cofles type. 3imilar o a
cidlegs 100 one used the (Bt

Foge &
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ten for idenrificativa and debir throgphout the
confecerics. Welk up ta the collee machine,
inzsrl your ring, ofununicabe via an eo
crypeed charnel, and receive wour favorite
coflee, One can propram their oan Java ap-
phots inte the ricg 10 cechange and soss “busi-
ne=ss card™ infeomation o otfwer dale Triviab,
i, bul think of whai may come. The posst
bulilies ane andless,

Thers an: any tvpes of (Butlons, allowing
for & practicaly unliniied range of usz, but they
2l have the same usderlying technology and all
comrikEans inthe same wes, This articls will
pave vow a basic erview of the Fanclonality
ard msthads of orenmication
with the i Burleo,

Funciionalitg

The [Bulions gse 5 nowvel
brpe of “1-Wire Interface” created by
Diallas Scmiconducion, 1o commanicars
btween the barlon and the host - 2 PC
o7 ather type of embedded system [see
I-Wire Metworking Protocol section).
By using minjmal circuitry, often just a
Fener duweds For porl pig protectinn
froim satic discharge and a pollgp ra-
sistor, one can easily interfass the iGul-
ton with a micraprocisssor, The intzrnzl
ciccuitry of the (Bullan lends icself ra
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=25y, albeit timimg-sensilive, commumica-
ficas. The datz ame kath read and wTitten
with a single pen plus gizeal provnd. By res-
gling the direction of a porl pin (inpul or
QUAPAL) G4 R MESrenrocesson, ane can frans-
nur commands, serally, W by b, b b
iGuiren and read its responses. The commuez-
mication poetocc] is vary clever Diallas
Semiconducter aclually wses the L-Wire [n-
rerface for some of its ather components s
well, mot just the 1Bunion.

Each iFuton, na maber what type, is as-
sign=d @ &d4-tin (0¥ ¢dched tnrg the suicon [
can e broken down dn the falleaing fashian:

Family Cada 13 biks} » Serinl # (30 bita) e JRD (K kiky)

The I-bote family code iderntifes the se-
cific Lyps of LtHutioa,

The &-hyte sesizl nesnber s unigque and ra
taxn histons will have <ke same nemher. This
iy Jead fo Big Beotbar-ppes: thaoplis in ypoar
head kecaus= of its coomplebs traceablility, but
there mre acroally many instarces where the

anipos LIV s erediatiry.
The= = 1-hyre RO (oypclic redurdzncy
civank) is jusr thar, & chacksam, This szn and
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shiaeld be used by the hest swstem 1o wertfy
progeet dana ransfer

Currently, trix 44-5it number is ol 2 se-
crar, It is prinesd dirsctiv ario the sepinless
sles] se of the iSutlon, Althoagh it sery
helpful for testing and debaggzing, this may
lend oo a sesuricy problem if idsnrificatica iz
Based solely on the 1D ard scenecoe ficds a
way tn Yclome” the iBestan. OF coarse, same-
ane could just #eal ir Az with Ay sscunty
implemmentation, yaou ward toiry and raise the
har to prewent the “ankls biters™ frem onapg-
Lhiiesd auess,

Along with the wnigue [Tk =ach iTotan
can contain NvEAM, EEPROM, realaime

Part Number Desoription Memaory
[1520 Temperature iButton 14 kits EEFROM
D51665 {rypiz iBLtton SECUTE CORPGORsEaT with &
Ehyte RAM and 32 Kbybe 20M
~ D51953 MenetaryiButtan <096 its HY RAM i
051977 EEFA0M iButtan 2SE+5L Bits EEPROM
151952 Add-Crly iButton 1074 Eits FFROM
051388 Add-OnlyiButton 16,384 Bits EPROM
- Ds198E  Add-Only igutten £5,536 Bits EPEOM
o5 9904 Serial Mumber iBytton Nat Appliczble -
D5iag1 Muitikey iButton 1344 Bits NV RAM B
 bsigE Mamary iButtan 1024 Bits NV RAM
051993 Memary iButton 4195 Eits NV RAM
_ DS1954 ~ Memary iBultan + Timz 4396 Bits NV RAM
o DE1GGY Memory iButton 16,384 Gits NV HAM )
051955 Memary | Butlen 65,516 Bits NY RAM

Tobie 1« iBpttan Product Selertion Biods

Winter 1998-19099

2E00 Magoezine

Poge 7




clock, or a ramipershare sensor. See tahle | for
a listeng ol iButicn types (praciously berooaand
from hEpifwesrasibuton. coomlate apps himl).

oo wotld, of courss, choose the iBurre
that mast chosely fits wour necds. The prices
are all relatively cheap and may Tun bebweer
5100 ard £4.00 if porcbased io guantiny.

The United States Poskr] Service has re-
cently - stasied 10 ums dhe DE1EN0A Serial
Mumber-only iQalicn as a replacemenl foc the
barcnds technolapy thar was used far many
wears The iBaiten can wirheeand baing oul in
an open emvironment, unbke a barcode that
will rapidhy wear, There i= aniBizton mountisd
va the ingide of ewery blue ioalbex across the
coemtw, which iz need o easily fdencify the
mailien and frack the mesement of the mal. L
might 2lsa be 2 way o keep kbs ar the postz]
veerkers ro miake sse they rerrisve the mad
fram wach of 1be localions The DELI9504A
iButton consists af the f<d-hit mmique 1T anly
aned dozsnT SUppett agy Tvps of mamory. The
poslal wockezs varry 4 pocizbls, ponestoed
reader, which reconds the tme and idenrifica-
nion of cach mailbor &ong the wouts,

Olperelior
There arz three basic software reotines
that an: wsed 1 coonmumicate wirh the (Bui-
Lon. There is example cods availakle (see bl
ipin psszmbly language for che Intel 8938 and
in © foc e PC with a stapdard UART, Coan
miuricaticns with the :Bution are half-deplex
(either Urasmitling o Teosiving, gof botl at
L= szme time) and exiemely Gming sensi-
Tz, IF the sysbem is intermupbed during iBut-
lon communications, it owlli faal. Foromy
rarticelar applicativn, I smply - disabled
phobal intzrrugpts while the iSurdon wes e as-
lzan. [n sorms enses, thiz isn possibls 1o de,
andd ol have o owrile your code 1o keep ra-
aclling and re-abemping the sotnmuzicatcn
until it firishes undiztebed
+ Touwchiesed{void}
This procedurs transcurs the Resst signal
(d8uE o pulze) ta the Tooch Memony
and walchex forea pressncs pldss (ke
palse) rebamed from the iBulien {se= fizure
Ik When the 1Buen is irssrsd into its
tackel, it is poaersd by the 1-%ire Inlec-
fucz, Iv immadistely sonds out a “presence

Tek Fur: 2o0bsss Sample [IOEE

IR T L -

i -—F ....-”_.-.lu.!_..... i

——

- I
i ] _.,.i.u.J,....,._.

Figore 1 - Taoch Memesy Resel Bulse gnd setoseed Sresence Polse
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Tok FuR: 1HRSE Sample [116]]

it i, R i

T . P s A

o A EPPUEIL
__El.m.p..rrrl.rr I.n_“atﬂ TR L | 10 jun 1998

Figure 2 « Poilideh FRAOM Touch Memaiy Frogramming Pulse

s Chl -'width
H 1 00 |
Lowr B3

4 amplitude

LR

pulse,” which says, “T'mn ke to the host
Thiis initial presencs pulse can be tied to 2n
actve-tow intermupd Tme of the prckscos
Cmce e prescoos palse 15 detectod the
TorachReiel} fanctios is called 10 oot e
iTuetton and coafirm that the baton i3 sl
there and ready Dot communicaiions. This
sipitar ez deboumeing a mechardcal pajtek
s TouchEpte (unsigocd char omcch)
This procedurs sends 2 byls, ourch, ta ks
Topch Meory and simubtansously re-
burrs one byte fom the Teoch Memocy B2
the calling Towiing, Specifc onebyie,
iBurton-specific commands ane [[anSmit-
ted zerially, bit by Bit, te te Touch Bam-
oy (Foad ROM, Writs to u...“_qn.__....n.__..u el -
gie tabies 2 and 1), Thiz i5 the mast impace
tant piees of 1B parzle. Zending and ne-
oeiving specific commands using 1hiz
potine will allow complte contmol of the
Teoach Mermory.
ToshRyts corists of eight calls W aTomch-
Esit ot which trapsfers only oo bilelin-
formaztion bobamen the host 2nd the Touch

Winter 1998-1998
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sememy, Usizig & single poct pin to both send
2wl peneiee dab Fres cactly eith e bi-dinee-
ticmz] part pin hendan: phitosopty:. Canfigs
uring the ot pit 35 2her a input o cufei
will alfict how the darg is inberpestsd by e
iButten, The sate af B poit pin is wired
ey fimes durieg 4 data tracsfize
« PulWidth {vofd)

This procedurs, Unised in s Pl
Soes depending oo e farnily of LEutan, gi-
somtes 2 030 Tow pulse {z=e fpue H_..ﬂ_.ﬁ
e B ueid b penerstE B PIOETAICEVING
pralse for the EFFOM (one Euo.?..m.ﬂn:n.w.
bile, mot crasatie} Towch bemony dovies.

I-Hire Networking Protocel

The Duilss Semnicoedurtor 1-Wies Metwark-
irgInterfacing protocel coosisns of an 051 Lay-
ersd-archirechoms, similar to TORTP oo Lk
The 1-Wire Ltarface supgorts having multiple
iButton devices en the bus al any ghen tice, itis
necessary 1o look at tiis protacal, since it defines
all of the commmicatices and stmdards of the
Tallas (Button The fxllawing information was
szken from the Daltas Semicoodacor Bock ab
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DEISx iButon Sendards, which zoss into
areatet didail chan whan is provided bepe,

I-Wirg Protocol Leyered Architeciyre
* Plvsical Loyer
This lawer delines the elecbcal charac-
berigtics, required logical voltags levels
&nd timing ¢easicaints of the Teoack
Memory wnterface.
* Liak Layer
This Layer defisss the hasiz communicstion
fumtons af Toach Memory; TouchRess:
and TeochByte, described in the Operatica
seotion above. Onee the iButtrn respends
ta the TouchRessd command wik a Pres-
ence Pulzes, communization contin-
ues with the Metwork layer
+ Melwork Layce
This layer handles the counmands fe-
sponsible for ideptificabion of (e
Towch Memory device, knewn as
“ROM Commands® (ses table ). Al _
iBurieas support thess commands, |
wilh the grcoplion of the DEISO0A, |
which supoon ealy & subses, .I_l
= Tranzport Layer !
This layer handles the comunends re-
sponsible for noc-ROM fertuses of

the Teach Memory deviee . Nan-vilstile
RAM, screfebpad leznperatine  sensar,
and cther special fimcticns. Each iBuitan
family supports anly a suhsed af these
eaumEnd [see table 1) depending an its
capahilities,
= Fresenfaling Loyer

Thiz layer provides 2 TS ke file sys-
tem fupporing fanctisns ik Foomat,
Drrcetary, Type, Ceqry, Diilete, er:. This
aliows fke= Touch Memory devies 1o be
treated like a floppy disk, By oring this
laper, cne gan aveid wing the “iogw-
level” comumands foam the Metwark and
Transpoit layers,

— Daiam ae e n.l_,.“ _
_..m< T s _ :
B R L T T e
: - _ "
L o : _
e e e e B P e ' 1

Command Hex Value Descriptian
READ ROM ._u.w Respords with f4-bjd urigue 1
- $0F (0518904)
SKTP o
KIP ROM 0T Ta broadeast data to all Touch
..__3._”: — Memary devices connected &g the bus
i I $35 To address a specifc Touch
Memgry u.q.._nm_ on the hus
LEARCH
ROk $F1 All %.._._n_mm er the bus respond with
; its S4-Ait :....m:n_“_..._
OVERFRIVE SXTE ROM 53 Ta set all capable davices ta

“overdrive” speed and broadeast
dats to zll Toweh Memory dewvices
cennected to the bus

OVERDRIVE MATCH ROM 52

To address a spesific Touch Memary
device on the bus zrd sef it inta
“everdrive” spped

Tibile 2 - Basic Fouch Metrsry Command 5o
Page 10
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Teble ¥ - Advanced Taoch Memory fommand Set

" READ SUAKEY

WRIFE SCRATCHPAD

COFY SCEATCHPAD

WALTE PASSWORD

WALTE v..w.th_m._..

WRITE STAIUS

READ STATUS

Command Hex Value Descrlption
READ MEMORY 1Fl Ta read ore ar mare censeoutive bytes
EXTENDEDG READ §a5 (EFEDM) Ta read ore or more censecubive bybes

MEMIRY i _ with inverted CRC1S response i

fa6 (51991 Ta read one or more consequtive bybes
frem a password-protected page

To write ore ar mare censetutivg
bytes ta Lhe scratchpad

faa Te read ore or mare corsecutive bytes
§59 (D51891) of 1he scratchpad

$55, $30 (051531)  Te copy scratchpad data ba a lacation
fr memory

$0F, $35 (052391

READ SLRAICHRAD

WAITE SUBKEY $99 (051991)

st the pasyword af a _n_wnm....n_.n_
pretected page, Emses all data
within thal paga

To trarsfer, werify and program ane
ar mare consedubive bytes
T trarsfer, werify, and program one

aF Mare Corserutive hytes ta the
"skabus memany” section ]
To read one or more cansecutive bytes
fram “skatus memony” sectipn with
inverted CRCIE responge

A ELR L B

$07 (EFROM)

$a5 [ERROM)

$4A (EPRON)

Yoo Wirwt More?
15 this artide has piqued your inlsrest] which I Foge’ it _.Eu.. _.._“_ m_._mmq.ﬂ.. meadirg thmoogh the

data beoks and Zpplicstion notes, which explain the dewices more theroughly than T kv,
= Daltas iButten Home Fage
http:f fanem ibutton. com
» {Eutten Froduck Selection Table
inttpefwwwcalseml. oo n, Prod_infa/ stiol By each. html
“foa shcarld alss read thiough the appbcation netes far kutton interfacding and standards. Yoo will
fired Hoing dizgrams and detailed data sheets hore. They are aviiladde in both FOF and _“__.__._H.m fm:
= App. Mote #7§ - Reading and Writing 1Butten via $eral _Rn_.?un
Fitbpe v dals e i, et I ontrol FOFS aphT 4 wif
» Book of D315 iButton Standands
= Autematic Identification bata Book

A idutton Development K5t it 456 availible, which inclutes many tupes of igsttons and sotkets
and fomes with 3 nice serial port inberface and PC software for iButtan experfimentation. Al
theagh not free (less than 5100, 1 beliove), it is highly Han_n._n__um if you deckis to do dovel
opment of take a deeper baok fnto the 1Byiten.

You can talk te znd reguest information from a rezl homen belng by catling the Dallas mn_._._.__nn.u

Eﬁo___._.,m_._rn.s e_._.mnm At $00-336-6933. Please be mice - - © :
Page 11
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T Hi= JFAICIT ISIROIF JSISIN

he socaal securily nember (35M) 02 2

_ number used by the povernment oo

lell us apart from each ciher, a5 well
25 4 methed of piving us a gezrantee of re-
tirement funds,

Blany COMPAnDss now USE W S5N 88 an
idendificarion number, ard o check with the
gavernmeat b confirm that yoo & who you
£33 yied Are.

Oin ba the good Sl the pumber O78J4-
1120, T8 53 A wied this 25 2 sample puriber
tack diaring a3 campalgns, ard you can use 6
toa. [l be using it as an sxample, bt this
ussd to be 4 popalar method of 38N forgery.
The TS and any govermmseat ¢dficial will rec-
opnize i, bt omast people have prohabiy
rezver heard of .

W'l start with the first three digats: 078,
Theze thice dagaiz, the “late combea, reprasents
[you guessed ir) the sate in which the 55M
was apolied foe. 072, if you check on the fis
helonw, is within the realoe of Mew York. Onta
The neal dipris.

The second sef of dugris is 05, the group
cirbi. This B just a sy for the goverunent
2 keep trrck of the 53Ms more efficierdiy, Ir
can also give an estmete of how cacdy io the
year the card holder was been.

There ‘15 a strict arder in which this
comba progresses, [ begins with odd nam-
terz, 01 1o 09, fallowsd by even pumbers, 10
1o 9. This is useally as aras it goes, and [
would ggver pick a nurmber much moce than
Z0 far the c=nier,

B wary, theagh. Try to maks vaur group
combe coingide with the birthday thas you
A% L.

A gaide woald b that 01 to 08 will be
aagignied, alaow with 140 14 wilhin the firs]
3 monchs of the vear, vsaally 18 1o 36 s a
giod eimale for the nexi 1krée, 2nd 18 1o
) iz an gverape for the third three monihs.
5010 41 is a reasonabde estimats for any fe-
raining casds.

Dt if the last thres ootk are zhowe 34
why 4on™ v recommend those, yoa may
k. 1 deo't recommend wiing them bacagse

Paoge 12
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hy Kermit the Hig
you have no guaranies 1hat the @ate you ars
choozing bad that many people apply in ke
year wour have chosen, Some years it has gone
izo the newt section, gven fuinkers, 0F 1o 08,
bupd sorne years it has only gabisn 4o ghout 43,
1 would strangly fesomdrend either inying o
el that veas’s SEM applicaticn amcant [a dif-
ficide eask, 1 am ware) ar jest saying low and
wsing an early fake bimhday.

In preparation for the fitere, the 554 (So-
ciall Security Apency) has erested the thind
and fourth graups, che thind being menticned
zhowe {gven muebers, 02 te GR) and che
fousth, cdd rurnbers, §1 6 9%

It las o numbess in the 55N arc
1130 This 5 Jusl a fandom scguence. Same
belizaas that they are assigned in order, stating
freen EOHD) and godng up. [ have nod seen, hoa-
i, any proad of this.

How 1kt v have 20 ddea of the anderly-
img structure of an S5M, here ase the stares
and their coirsiding numbers, The Firse list is
By state, the second i2 by marher

LTS STATES

Alebama .o L.l A48

Alaska ..., P it aa e g |
Adzang ..o SBES2T G006
Arkansas ... ., .. R I _ AT

California. . ..o oL, S45-575, olE-gla

Colerade . ..., 000 521.524
Conmecticn . ... Lo ... R T K 1
Derlaware | o S A e i F2-222
Dristrice of Columbia .. ., . = L ETI-ETR

PRI - 1 oiswa e 351.267, 350.59%
L . .
R S A Tt T

Iaha ..o L, Y T
Mhinois, .o L ELE-36]
loliama, .. oL, PRI I i % ] )
L T S oy b A |-
1 T ) Y

A A 1 T,
Louisizna,, ., .00 ieienn vnen ... 235430
Maire . ..., P 1" B 11
Mayfand. . ... . 000, 22

Winter 1998-1044

vranee < RO5S
B 1 e .
e e HGR-ATE
vee . d15. 428, §ET-ERE
A TLT 11 SR |1 2% i
Moolans . ... .cooviinnrar e - JIBSIT
ot 1] o T, | & 1
Wavada , ..o o s e SED
Mew Hampshars. ... 0. o0 L DO1-003
Mea Jersey .. cooioinenn ... 13558
Mea Memicd. . ..o iiiae a0, 325, 58S
[T 1 R L T
Marth Carpdine ... vv oo, MG
[ g e Q2 ) - PR I | PS5 3
1| PP . . o | .
Oilabama ..o e AR
LI - L -
Pannsylvania . . ... ..o ..o LERED
Passsssicns. ... .. i E R o e o e IEG
[Tl £l 4 1 N, 1 2% .|
Bail Boad Berliretisfil. . ..o vvnvrmrnnmrrmn
_”._..n_l._._”._u.:“u._.._.__u.w._n_mu_.. v e TRT2E
Bhodelsland . .. .. ... ... ..o, 850G
Sourth Caraliia ..o vvrrmranmnaes 247351
Govdh Dhakota. .. oL S0E-A
Teamessee .o ooov v s o v e----.- 408415
s TP = 5. . &
17 ) D . ., B
Virgleds  canied s e e ee oo L 223131
Vimie ESBans . e s 5B
LT ETIT 0 R —— £ R L
Wegt VITEIRia. oo ooen o e o 230236
Wiscooan ... .. P o

..._...__.nﬁ_._m_._m...........................mu_..”_

Massachuseiis. .. ...

Blickigan ., ... oennon.
Mizmesota . .. ...
Misszasipoi. ..o

AUMERTCAL DROERING

Mew Hampshare. ... oL .00 0000
i o o A e e S
INWVALID ... ..........
[ T | A L S L
RBhodelsland .. ... ... ..., 035030
Commetlieul. . oo oo i iian -
MeaYork. . oov e e BET24
Blesw JECsy .o vnivwnnr onnna.- 135158
Pennsybvania . ... .. .. ... ..o 15REIL
Baryland. . ..o L., - 21120
[ e T . ...
WEngimiA . e JE3-EEL
West Virgioda, ..o o0 oe oo J232-136

Winter 19958-1009
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Bratth Carcliod ..o rnn--- LA E4G
Sounth Carplins . ... .. ... ... 247-351
GaarEid ..o n e e e na e 2EL260
FRords, o o v vnverrarmrmamn e - . I61-267
EMfibo=c LR e Al e T L 2ad-30E
Iediana, .. .......... L 303-317
|1 T o e, 318-3al
Mickigan. ... ..o 362386
B T A& 299
R 40407
Tennessee . . oooenininannses cAIE-4]35
Adabamia ..o oo eaen. . d1E424
Mississippi . oo L4E5-424
Lowisiana, , oo ovevrveennnnane.. 4353430
Clahoma . oo
TERES .. cvannrranmrrreenns .o BAAST
Miznesatz . .. .. .o 468476
L EE ]
BMisscrim ooovr e mreenann.e..  dEAS00
Torthy Dakota, ..o oo Lo ... M50
Soib Bakaota, ..o o e e e .. - 303504
= o = S . 505-50%
EaAsas. ... ..., N ey

Moptant ... ce e e L Sle51T
11T -1 | B L
R 1) - 520

Ll T - . . B L)
e Maxicn . o v rnrmrmrnen e, 525
ARIZORE . e et . 5Ee-527
BIEah. ... ciairai s a0 e SERRE
o 1 T = V530
Washinglom o .. ..o a 0 031338
Oregon. .o e iieeae . 30544
Califarmia . .oovvevmeenimen o s 345373
AIREY i r s rac e V574

Mok s e e e .. 3Ta-376
Dcrrict of Colembia. oo eeen ... LATIETR
Wirgin [sbands .. ... ...l . 3D
[MVALIDY . ..o narers .. - 581554
Mew Mmoo . oo e e 383
Possessitng . .. ... uaas T ——1

R ETTTE L1 o . & .
Florida, ooe e ve e issasnns o~ 0595
Puertas Biem .. oor e e et . R
BT N 11 2. 1] |
Califormin . ..o or e e e BDA-G26
INVALID ..o i, BITERD
Beail Read Ratirement

{valic, but cotdsted) .
[MvALID ..

R | % -
e TENDRD
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bk Guide e VWS ilemase

by B3 Froces

lze posssaililic: within UNLX has abways relained 2 repoiztion of flexibdlity and a good

starting svslem for countless now hackers. Tut a shell acoount with KX s poc ehvays the
easiest place oo sear. In oy opdnion, VRS, interms of hacking, hzs been neplecred. WAS hes the ca-
pakilicy for 2 prod deal mars secunicy than LIRTY, bert i remeing s cass thal moany sdionistrato
dea"t really undersrasd VS enoaph i hring ity it fall secority petential, loa WME eowinamment,
Mere are many seunces o isnperast inforsmlicn wkich qan pive users 2 aide set of opporiunities.
Therslooe, masy wigys of guardisg Mhess soumees can be emploved. [[sme's a simpler way of phresing
L=is: The higger the fenes, 120 mon: valiabls (ke building wilkin il Fretend chad the huildizg's oooe-
rants are the servers files. Now whal if the fence wasn't pur in place? Opportuniies for spying and
eneaking aroumd the metwork have been setap, kence the concepe of VRS picnage,

Trde prede anill shaw vou a few ways oo exploit 2 system remning Open WS and o MulziMet pereer
[uar @ aarag similbar 1w MaloMas). This puschs 15 Ot B POWSDD O Opeiaticp Or macapang A VAN and
Joics ot caplais very orsnmmaed gESaced wity VAUWRIS, [n s aide, [ SN D was inportant anly
1o imslude 2z cxplaic courancs which ean b used W aplail the server e reader plans on hacking.
I wiea wars on reading a izl caplaation of CpenVM 3, L2e Legion OF Doom dechoical jourzal on te
subject i5 2n excelleon resource. It is cuoled from in 1235 article. Liks mazye aspects of hacking, simple
secizmiques atll e emploved to reveal greater resalls. When resding this guide and using what vou've
learned from iz, thers ars a coupls of essentizl things o keep in mvind Make sure che adeinisiracors are
ar kmar melabvely lzx. Dian™t iy to match w3is with odmons cheessad ik secanity Beeass wou will gor
canipht, Dpen VMY beeps many sysiem bogs with evenything thas gocong inthe nersark receoded. You
Bad just Beter Tope tiar ok wald gnly b prdsesanad o ohe Fall exrens of 1he Law.

Th: e vzzng yia shohd G i 2o an Gmienans o the user pepaliticn. You (an prolly moch assess
Lhis by wsing the “lings" Sonusasd, e lingor &0 sivers] 1o of e day, mostly Gmes when voa
oy & oo ezl el wsors should be connected (such as buneh 2od dizner Emes). Bemember, backizg
when vory oy people ars on is oely 2 good idea i the nelwork is generadly uncooupied. [Fthene 2re 21-
wigwg vory [ow wsors and thi nelwork 5 net usually maintained, o hack shocld he 2 prey safis bet. Dot
iFyau're the ooly one om at ons gven moment on a normaly occupdesd nebanrk, you will definizely
srasd auk in Lre Jogs. Also, when o log izon some WALS meowodies, yau ars infarmed of which opeca-
tor £5 on duky: [Fchis is the case adth woar carpet, try oo choase 2 tine when thers &5 no eperacar on duky
or when the pperziar is ot hinch (yes, vou can be anfarmed of that as well) D wou™e b hols
imense of made A ntazl sacrifce for pood leek, 0% cinee wostan,

WS meowockos with BuliNet do net atte allew granyitios Op aeamss, sinee a MuolNd saer is
seasenzed diffarently than e Qtkers, Hioswower, 30 wora have aocess 1o 20 acvount in e cebwark, iz
et manipEalass the Multibs ip pesoss, I pou don’t heppen bo have an aceoanl, there 25 a lisl of de
Al passerets al the end ¢ this peids [ 15e qorne] soourily measures arsn'L lakec, users can visa
R user 5T e eics. Al wirll as vivwizg, 2 user wilk normal privileges can delete, add, ard Emnsder
(ke e thasii sy, Flosssiir, & user dan asually only access the ascoesds oo their dock. ¥iow can find
thi: digke yoar™e in by Typing “directony™ oo "4 al the DCL preegt, 2od che disk is wwanhy Tabaled
soordting Lk “EDISKIN™. To vira all the davices inthe nemwork, oype "o devices™ at che poomat

Tz |zt which wil Sollow ds 2 sec of fully Fancticeal desvices The disks in 2 device fisr esaally
pomme firs, [Fa device: is aclive, each cotunin will have an entry and, maost impoetasehy, a veltame lakel
[f 2 dewice i3 lisked Sut does mot corzain o wolneses label, e capadity Gr the Sevie caisfs bet 1R de-
vice itss]l wes mever instzllad. & lstieg crn exis? Poreeesr, Bal b markal “O0Mine” a3 3 #l@us. Ona
server, sometimes sach disk I resarved for 3 spacific purposs. For instanas, in g aollege or universily,
one disk may b reserved far faceiy whils another may be marked as student. The folkmadng is 2 tran
soripl of 2 sample FTP sessicn, iflhisrraring the soemarios deseribed eaclier

g:n: the subjest of hackicg comrs W mind, cnany peopls Link of LINEY shell accoumls 2od

Wiy AN LAZVEDRIMG. COnl Hultiker FTP user process W9.Q011E1

FTRwb A BIMWORS | EOL

CrrRcklon ofened Chsiuwicg B-Bit fonnections)

AT LAZTALMIRG [0 MaltiNet FIP Server Process wd BIL1SD gt Sat 135-404-33 5:S3M-EOT
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Foreign uikrrasc. DARERFALE

diser nome (DSREHACK) ck. Posreord, pleakd.

Fosoecrd:

Aser DAIKHAK lasqed ints SCISEI: [ORAKHACK] et Sol 15-Aug-3E %o 58M-FLT, job 2€22i2el.

Teis 35 the user DARKHACE S mafn Jrctory, DA RKHACK s disk is SDISK3 zin..._"__.._.ﬁ_.n._._.
tering woer dirocbory o somecne else’s, B is noocivid 43 & ron-interactive login, Whe a v lioggs inko
Vair anoreant, they ane presennad wits the last fimme they made an isteractive [dinect loging of 4 fon-n-

lersitive lapin [2ccessing a dincetony via FTR for example). The exact time che dinssiory wag entered
weill shars 37 25 3 noc-mmieraclive login

VMEIAN LATE AR IR  CODTE
=Ligt storked,

I015K3; [CasxFALL]

PAGTRORDGE ;1 8 10-tK-1%33 13:83 [ELITE, CaRHald]

This is the listizg of DARKHACKS main diseesory, with the file PASEWORDE L. The v in
brackens indicates oanemship, ELITE t5 the pravp DAREHAUEK belongs og the group ELHERS 15 et
asicde Far AREHACK is alw tke fle's cwner. Frum hers, DA REHAUCE can viow his dissosan,
dekee lites, and view specilic Gles

WHEVER , LEST AT WG, COMCDUR
Aonneeted To MR [Eand].

GO0 L5 the roat directeoy of SDISEI. From theve, 2 wser with normal pavilegss can enter the Ji
jectores o7 ey asccemt in 1har $TISKE, Chanoes ane sou witl ealy be able to vicw the reet dirscbory
of e sk woar directary exists an.

VL AN L AFTADM TG DOMe D COVEGINT
sfoenectad o §OTIEI: [BA0ER WAGGTRT].
Yhenwax Las VAT OO DIR

«Lisl sheroes,

SLIERD: [ELVRGINT] : i
HOSTWANTEDR; 1 B 13-4UC-155 12043 [FIGROTHER, GOWAGENT]

This 4 the fisting of GOVAGENT s main directoey, with the fils MOSTWANTEILE. The bext iz
krackets indicales e came os U text from DARKHALK ' [isEng above, Foion hare, 2ny 12527 czn
view the Sle MOSTWAMTELY |, dal=ie it, ar download it oa Cueir crschons,

WHGVRE, LATTATHIKS 0k 17 MO TRINTED | 1
ATTENTTONA :
& ran geitg by Lhe cliss “Casiral®” hai infilircbed rundrads of WALOHS mainfromes acsesd
tha conzry. Bz ihivi he ray o residing, wilh a special File ef stalen posmeccds, an
yaoms Topur wissicn L5 Lo trogk him dewer ond Beisg hom o Juetice? Gl k!

Thiz can’t be pood far DARKHACK! Hopeful by, iF GOVAGENT hasn checked Ris dingiony el
TIARKILACE can fust ramneve B (i and GUVAGENT will oeer hear about i GOVAGENT soald
realize the date and tive of the most noeen! pon-inteoative login theagh.

IV, LAZYADMING . COM-FM ROSTRANTED 1 :
sFile doleted ok, f11e $OUSE3: 0006, GOVALEN I JMOSTHANTED 1.

Hirwever, if DARKIIACE Fad wanted to warn his frissds about GOVAGENT, ke ooald Zave
shrwnlimded che fle aod lnen dekaad or

WREYAY, LATFAI RS COMGET WOSTRANTED ;]
Ta locel file:
AN pebrieve of BOTKT: [Q9BI02. HOVAGINTIGRILE. |7 started.
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sTracsfer completed. 138 (3] bytes traasferred.
WEEVAL LAY RDMING (R

[F any usez with nuconal privikpes wants i ry and access the server's root rectory (probabiy
withoat soccessh, sEmply Ivpe (be sy bebrw, Notice the six zeroes. Thase sard for the mat dizec-
oy, and can be found in, for exemple, the string “SDESKE 0000007, However, when the zerces
stand aloed in @ sEing, this stands for the servers oot dinsory, ot the naot dinseieey of asy disk

WREAK . LAY RCMING C{RE-L R 00, .. -

[Fall goes well, a lixing of the dirscnony kol pppeds, Sevarity measures cas be taken bo slop this
action though. If chese measures kave bovn taken, te wiring below will peplace the direcoory Histng. The
string bedow is 2250 wsed anyptime e e s 0 viol2ic ther privilepes of v into prosied fles

KR -E-FRY, inscFFiciens peivilege of file geotectiion viclobion

These coennands will reans 2 dmectory with the name specifisd by the weer, Thix Rralure moghf e pro-
tecisd [F Lhis is Ure s, thiss comurands will oaby ke poe oneans .u.n_mﬁ_n.._ﬂ. ._p..”_..l.._ Erae marmes iarmes 2% e e
cewmned by you, or vl onky e you o 3 dictony with & diffaenn rame inside the ore caned by yow

FEDIDA, CREATE-DIRECTORY TEST

28 TROIEK T [Rdeadas  CARKHACK . TEST] ™ Direciory cregued
MEDIR, CREATL-DIMECTONY TEST

257 “EDITKE- [Bamea TEST]" Ddrectary Creatid

The fulkewing sommands will delete 1 dicectary from the server. Depending on e soousily, you
oz omly be able bo delele & dinsery wia hass ereacad

Ry, RMOIR, SEMOWE -DLISECTORY LOWALLNT

="AOTSE3: [Ba003d. GOVACENT] ™ Dnrachary delebed

A, MDA, EEMOWE-DIRECTDRY CLASSIFLIED

<MROTSR S [HEead, COVACENT . CLASSIFIED])” Direclory deleted

The last geption dn this artche rells o bows o hack inlo someone’s diroolory with sicalth, I js wery
risky, kit irche oser yow'ne dezling with 5 ipnorant encugl, woa should Se able o pudl this olT, First kyg
oo daring @ bosy night and wail u=nil anocher pser anters the necwode. Thoo't even bouck a user who's al-
peady Ihere, Ogos yios haes The palentzl user, wiil unb] thay sover 2 telnet session or something else
ahick will ke Uom corupial, partiadsty with tesr agenion gamy from their diteciony If the weer
dozsn't enber 3 1eloel soxsion wilkin & coaple of minuics, e on and wait for kaother usar, Once you
have 2 malch, you cam oxter their direclocy 2od resd or direnload files, Make sang o0d 0 delens of up-
Inzd anything, oc create zmy nea direclocies, for phvious rmsons. The logic bohind this schnagaes 5 U
simzlzrsy hetween the interzctive and roc-tnleraclive login date aod cimes. [F e 1Imes azd dates of
samenne s interactve’mon-inberactve bogins ars toa far apae, the aser will be suspicious. Bal if the
clares and times are cloge enough, some people will st aszame the pon-nleraclive login was insiked
e same roubne command they oyped. Bt might sound ridicalaus, bt it can wark sxcremels aell

VAN M Delpult Password List:
{Taken from =T limate Baainner's Fade To Hackieg And Fhreakizg ™)

Userndnss: Pasgnneds:

SYETEM UFERATOR, MANAGER, BYSTEM, SYSLIE
OPERATOR UFERATOR,

AYETEST LETE SYSTESTE, TEST

SYEMAINT STSMAINT, SEEVICE, DIGITAL

FIELD FIELD, SEEVICE

OIESRT GFUEST, unpassworded

TR DEMCY, eopzsswardad

TEST TEET

IFECMET DECSET
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Samba

| ion _&:ﬁ ar m,.n_ﬁw,...,_m_.n Suite”?

by ¥masterX
This aricls on Samha is meant woosch cthe
evenvday hacker mere o the SME pootocal and
Eara gt relabes 43 the Sacnka wrility suitc. (Mo, 0%
=it jraat 4 iamce) [ also hope that chis ariiche ed-
Giabes oy aban the basic elemests of e
Camba sTile.

Wkt Is Samba?

Samhz is a suile of programs designed 1o
alknw clients bo aceess Nile and prinles sharing
iz IBe SME (Server Mossage Block) protocal
SR{E, Tike tiras 28l protoceis, is based on the
chientserver model. Origizally desigred to man
on the standard UNIX platform, Samba row s
compatibls with hetwiare, 00302, &Rd even
VIS [does anyuns st really ase YRS Az
v an soe, this allows Windews and UNIX
izzegeation 21 che fils level, which is a constant
Lopic &meng many systent pdmizisiratons, Tais
mmans That che Samba saite is cepabie of medi-
reciing disks, priniers, and dirgones o UKLX
disks, printers, end directorics ] wioe varia.
S caz ke run with many ether protocals In
cruding TCRIF, KetBI0E, and IFXSFX. Even
Garsba's LAN manageris a good i fora LAN
runming mallipls 05%, such as Linax, UNEX,
(e Windows  for ‘Workgroups, winds,
W™ T, ete. Allin all, Sembe has been 3 blees-
ing T many sysadmins

Ker Compensnts of the Samba Sulfe

smbd: The SME server, {This sesds T mone o3
planatica }

nmbd: Hame server foc MctBIOS.

smbclient: UNIX Bosbed client poograr.
soibrom: The program that enable: the semves {o
run exbernall

restparens: Tests (b server’s candig Dile.
tealprng Tems acocss 10 6 shared primler oo the
platrk

smb.conl The config file for Samba.

smbprint: 3 soript that enables p LHEX Bost 1o
print o an SXE serven

Holes in ake SME Prosocol ]
Tra mosl someanly and vasily esploited

hutc in the SMB prooce] s e another denial of

service (Do) 2ttack. Any hacker csing Saria
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e shrvaly send e masasge VOIR.AT boan SME
wepwif o g BT 3.5 or .51 mackine and il will
simply crish, (Obviously & papieg hele that did-
='t win any pow Microsoft Fans ) Microsadl has
since issaed a patch far this prables The second
hale 35 oouch Less hiely 1o be cmackald Ty your
peprycay Backes, a3 it egLires kroweledge ol &8-
vampaed spoofing methosds that are not widcly
peailalie 1 ramy of ws AR artele ectithd
“Commem  Interned File  Systems  Frabocol
(CIFE1.007 wrinten by L Erizer, B Leach, 22d
13, Perry explains!

“Any alsacker tiat can inject packels inko the
sierwori thal appedr w the server fo be cowsing
oen o pamicalar client ¢ hijack thkat clients
commialien. [Ince a conneetian |5 st op and U
Client kas apthenticated, subsequent packeis arc
not athenticated, 5o the atacker ¢an inject e
quests ta read, wrile, ot delete files 1 which the
client has aamie”™

Ak weed pam scg, sach 2o altack 5 canty Feen
et cam prove a stgnifecant challengs b afone
willing 10 1. The fas w50 The Internet is fall of
ticle hales and glivhes fast weitng fo be -
aased, That’s whal we a3 hackers do.

Cenclaiizn

ATl i atl, [ hape this asicle sapluins a fow
U=ings ta wou End [ hope wou nuay have lezrnsd
soenething frant i, 1 kroe thal mazy hackers oo
there 2oe Fairly unedicaied in proper wse of the
SME protocel, and somne don't even know whes
i dcees. This artizls was written in coler W0 in-
form the masy undfocated hackers 2houl & pro-
socal Pt can e extemaly usefil b the alecated
hacier. Have Eun, and Bappy hacking.

Befererce on SME (Samba)

The BFC entitled “Coenmes Intemnel Fil
Svslom Proteeal (CIFS/007 is geailabls in s
enirety a5 himpdfwww Erarshy st sififler

Rvs Admin Voheme 7, Bumber 9, explaizi
same aspecis of SME that T may net hoee
tzuched upor, byt they are mainly from 2 Ssou-
riry sandpeint. The Samba sulte is aviilable o
higr:dsamba anuedu.swsambal

As a side note, 1he suite also includes Fall
source and b5 o very useful Lire bundle of sofi-
wane o leass more 2boul the SMH protasdl
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bv Catatonic Dhismay

When vou'rs inoa phoae cable that houses
25 pans of wire of ooose (sometmes 150
pavirs), b dio you Agure oar which wire
telomgs o the ciber and whikh is ring and
7 Ard why woukd yow want 1 koo this?
Wll, if wou wanled by SEL up vour o
junction box in your ack yard (for what-
cver parpose that may serve, and 1l is not
ayy Fauli if ahat wou G isn™t =gal), oo if
you wanted 1o rap a line o7 mingle with the
wlon staff or pass as one of them, it might
he warthisbille 1o learn a lifrle of this. B
as Tor the first guestion. it is quite sasy if
yru oeeramel Tws 8318 of five colors 1o mem-
oy The wires have a maie (o a base) czlor
znd & stripe {or a secondaryd, When the
moain eolor an the wire 15 a0 Calemn 1, i s
sing, Whan the main color on the wie i3 o
Column 2, chat wice s bip.

Figura 1
Colomn 1 ..o oo olomn 2
Bla(BL)Y ... o0y - . Sk (W)
Crangz () L. L Eel {R)
cireen (G} . Tlack (K]

Brown (BRY} ... TRl (Y]
Slatx (8} . .... .. Vigler (V)

*Thiz is all greas but bow do § find o pair
aof wire ammengst 100 others in che Simst
atace™” Well, if you have s wire where rhe
s color B erange and the sripe is black,
you would fnd the wire that bas the main
walor black and the suipe color orangze. Yoo
sy hawe your ring and tp, respectively
with this system veu cookld kave 25 pairs
Moy whar kappens if you get inte = cabls
thizt has 200 wires makicg 100 pairs? IFyou
cut aff abwvar & ool of the outer corvering
yirw woald see that a ovpe of laciog or col-
ared Dwine separaies the paics of wire o
four seciien of 25 pairs of wirs (wlen deat-
ing with phene lies of 100 pairs of
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coarse). The cord or owine, commenly
czlled a “'birmder,” s woeard spirally arouod

axch section af I3 pairs of were. In el of

she Binders veu will undoubtediy Bnd ans
of the wires in Figure 2. In this taale notics
czeh pair is given @ number,

Figure £
Pair ..... vaennaes s HAiR-STipe
Tapl ..o oo, White-Bluc
Bing 1 ... .......... Blusz-Whitz
Tip ..o Whae-Drange
Rirg 2 .. ......... Urecge-While
T:p? oo OWhHe(ireen
Ring 3 ............ . Adreen-White
Tpd ... ... .. .. White-Brown
Bing4.............Brown-White
Tp: ............... \White-5late
Ring § _.............5late-White
Tpe ..o ..o, .. Rad-Blue
Bingd o...............Blus-Red
Tep¥ ... oo ... . Bed-Orange
Bung 7 .. ...........O=ange-Red
Tpk oo o ... .. Red-Green
Beng & ... ..., ...... Greeo-Red
Tep% ..o oo ... ... Fed-Brown
Bingd ... ...........Brow;s-Red
Tpld. .o oo, - Red-Klate
Rimg 10 .. ............ . Slae-Fed
Tpll ..o Black-Blue
Ring 11 P A L TR E T
Tip 12 .. BlzckAddmange
Ring 12 L menge-Rlack
Tp 13 JPlack-Cireen
_u:._._...u.._.._. e reen-Mack
Tipld ... ....... Black-Hooesn
m:._._ﬂ._.__. " JArowm-Black

Tipld oo Black-5late
Ring1¥ ... ......... Blate-Black

Tp L&, oL oo e lowe-Wehite
Ring 16 .. ... ... . White-Yzllow
Tep1? . oo oL L Hellow-Orange
Banmg 17 .. ... ... Orange-yellow
Tip g, oo Lo Yellow-Grezn

Hinter 1908-1430

Ragg 18 ........--. Groon-ellow
Tip 19 ... elow-Brown
Riog 13 ..., ... .- Broas-Yellow
Tip2d ... oo el Blabe
Ring 200 ....0. ... Blabe-Yeliow
WP o i dote s foles-Wkite
Ring 2 . Ve oo Wik Vinlet
Tip22 .. -2 Wiolet=Orange
Rirg 22 .. Lo Dirange-Yiolet
Tip2d ............ Miolet-Gooen
Ring 23 ........... Grem-W¥iolet
Tip24 .. .o oon oo Minlet-Biown
Ring 24 .......... BrownmYole
Tip25 . .oonoon. ... Winlet-Blare
Bling 2% ,....-.......Stat=-Violet

Experienced limamen koo this tabls by
heart (well.. some af them). When they
tale about paic 22, they're talking ahoul
wires orange and vielet. If wou went b
kpow a bt more than you eally oeed b
ko Cor you want 6 oungle with g Jine-
rren ardior poss 82 one) than read oo,

Pairs of ware ars identifed sometimes by
& ourmher 25 vou have szen earlicrn Pair 20
wionld be yeliow and siate. But bow do you
identify wires by oumber when there are

aver 15 in the cable? Memember binders
that wrapsed aroumd 23 pairs of wire? They
are colared to distinguish betosen them as
well, The first binder is blae, the sscend is
oramge, the third is green, e, Sometimes
the binders kave fao colors. The oolors fol-
Lo im the sarns ooder as they do in Figure 2.
The first bender would be eeange and blue,
the secom? woald be orprge and white, the
third weald be arasgs and green, 0o

1F thore are T paiss of wire inoa cabls
arel four hinders sepazating them inlo see-
tions of 235, what would pair 78 be? I
would be the third in the fourth binder - of
the grecn and white wares in the brown and
white Binder.

Yes, thiz is a bt o soak up in ooy rexd
ing and only semeene dedicated to tele-
phony would know this, 1 doen’t Jnow what
peir 102 would be without & refecence. [
parsenalty don't really need to know that. if
1 wanted to pass off 25 2 Vnemen, 1 woald
go through it. Hacking open 2 cabls (plesse
koo what you 2rc doing ard dan’t car imto
power lines), o tap of whatever it 15 you're
going be do, and finding a ring 2nd pair i=n't
all 1o hard with this information.

FREE

KEVIN

Get The Word Qat!

Free Keuin humper stickers are naw ready
to be sproad 2round the planet. It's Gms
the warld skarts  hearing about- Kevin
titricks plight, lacked i prison for over
three vears without a frizl and withaut
bring &ccused of a wvicleat oroeven
Fimancial crime Erzugh is encught

Wr're selling these stickers at'a sBakitly
inflated ‘price of §1 each, minimum
order of 10, and donating 100% of the
money to the Mitnick Defense Fand.

What Better way to shaw your suppart?

Mzkn all chacks payable to Kewin's
grandmether - Reba Vartanian - and
send them $o us at:

2600 Bumper Stickers
PO Box 752
Middle Islznd, MY 11953 U5A

4 MOT MAKE CHECES OUT-TO 26001 They
will be returped if you do. Also, don't
mix this-with 2ny other 2600 arfer of
you will ciise all kinds .uﬂ.n_”__._*.ﬁmuu.
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a security hole at s—cwis

by Fhineas Fhreak
Fram the boox Mormsmum Seceniy pablizhed
arorymiocshy, [had noodivid e irnprdssion thas
universily cocnpulis systoss wae t be amoag
she propuly sscwsed spgmams of che werld [
e th=s iegression canfusing when [ discoy-
aed & slpnficant securicy flaw in e Shodeot
L nmpeas Wide Informztion Servics lombal gl the
L'niversity nf “ebmaska ar Omaha. Espedally
nzd was the facl Cal the heds 1 diEeeired wes
nol icherenl in tmo sellear: bl was iastead
gz b pacr flivaniszrative podicies. This Faw
allews unanthanred access bo che sysem by any
ans with a mintmum of ofor and koowledpe,
wlnar isnporiant is e Czol tzal 158 Naw shinas @
poor knowledee and Cmplanantatian Of sapunoy
that would earertd ) GrRer ezm s SONETET fYs-
tems and perhzps oo the compzier systems of
anher arpuses.
ke computers al the Unisersity of Mekeasha
17 (Imaha can be socessnd by calling (202) 254-
AT1L ar (202} 554-3434, They can alsd e 2c-
s by meloer (specific sysram)unomzha eda,
The s-ctwis sysber is used for stademnls. Cwis 25
far Faculey. Reveiation is for Lhrary stall The 3
a ...n-."...mu_ syelaon Tog puapranieing stadents T he
purpiss ol 12 peus gyitent that ex1ies ¢n campas
is veknawn e e Teleer s-cwss.enomahz.adu
wipald al bow rvons with teloer zocess inbo the
sysrarn becaase of the securly hole, mot jusl
LG shadeazts, The olzer wwsloms 2o nod vulies-
2ls Lo This spedifie séconity Naw a3 far 25 | enow,
bt this papiag hale reveals poascil ties for ather
heles in spsiems maircenesd by the s2me prople.
Scads rang asll, which i3 of cours: BSD
wil® a condl] gzt of sysem ¥ chrown in for
kicks The shell provided s tesk (a ¢ shel? wes-
sipe. Atandand uzdx sereices are offersd: sbell,
fip, Ipox as a wed browser, tn for newsgroops,
pica or fpbeld Tor toxt oditing, aod pize or cin T
mail. O conras, he aBll A0eass 15 el impo-
tant T the unaucharized usar becrase of che un-
lirnibed tasks that 2 user coalé make it peciom.
When users Jicsd @257 & 4-dwis a0dxunl, Theic
shodeot pumbar g e dertiell passacod A gl
prapertan of users never use the service zall, or
newver 2gain omee osfl unin greets chem 15 they
never us Thi S o ¢oly wae 1 e, poed we-
cunly lewhires g3ch oS paasward apisg and (g
mindars w1 change the passward in omethmp
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wher than the soaders nimber hacome inefec-
rpee “This hote wovald not he a big ome if sludent
exmbere ware secret things thad just amons
cridn’t find out They zren™. Law staies thal the
univendly carmet ask for the sovial secarly num-
beer ol & shedent in volir o lEck hem IEsead
thioy wss 1 odent e, Duricesshy, s sra-
sufekser hrapans o resemble the social se-
curny Auenber exactly, Supid. 1f yoa Sund 2
apoount aters sameoce kad cever canged the
parewocd from che origizal Sefault and wou knew
the secial secsily mamber, you wouk] b insxdk:
WWhat i U acoaunt hid Bl denbast mor jl kst
o des® Well, e b acud nesd 2 new pass-
wrdd Thoes this mean poc cocld net aocess the
aczoant? 11 the passanrd was the social securily
ceamber then it dees nek. Enler the secial saurity
mamber and Then crsle & e passasrd, Ths
R Ay TRt Hgs 00 Agalt ra discesar thar
rhew canrot pocess chair acoaunt

IMszrvenng ussrs bo gel socinl seoricy oum
berrs fior is not that & o, Dlser namiss an: oeae
s vorrpions. Foman Podansks might beams:
palisshr, Brasdi Cli=ran might becoone kelicon,
KoMrg nf s-owis pocepes finger quenies finding
wser mames shaw!d not ba 2 problen. Als, finwer
teveals muoch 2ot 2 user incloding ned s 2o
other sach goodies. Soomdimes B oin e the
Taxt sign dndhaic, This ok B A g el 1 2o-
Ctd 1Rar sl Bavee the deralc _._ﬂm_qa..._.:l_._ [k}
tham, I zoeess 15 already chtaired, then one can
access the specizl finger wlilitr. This wiilliy can
print whols user name Bsls. You could search T
Ald users whoss wasr races JFacts with anoa In fus
way v codld Paee n dist of &0 the csers an the
ayslem whose 2ocounls woo can abtack.

(Ince wo hawe the login names and the sadial
socurily nuens (availatle Trnd sl pay st
as Mipokadimacom or ¢iher placss ar | am
anlasmbisr wih], FelE'ne it Once Yol Te 1m wold
nave & olear shot al che shell. Onby voar pessonzl
skill Jevel couléd determine whz! wou coudd do
ftum lzere. Lax serurity an only b cunsd tthe
ayelers b9 Jootad ra change By beisg beepcthed |
wril] nod Edwgoans brencting the coonpiuer, 25
thatwounld ke o victaticn of Low. [ 2lso cammal 3d-
wocabe lax secarity, which is just plainly mosonds.
Forbaps the administratzm ol LMNO will ewin-
ally o this, Then they may he foresd 40 bazg
their ppsams o e par.
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by M Coricus
When the SEarp Fearus 33005 Ersl hit the mar-
Let, 75 list peice was a befty 5359 Toaday, n.#_.um:“_
wear latgr, 11 i prsgible oo Gnd g refarbishod
model fur & mens 599, This prise drop, which -
areds cven Moore Law nﬁi.sinmzﬂ dearatia-
fom, 15 G5 Lo ven Lhings: firsh, the coginesnng
deparment af Sharp dzipred the casng iz 2
chicrew iy and Ui hizgs where Cns machizz
_...Tu.m._.n_._,._« 10 hreak ghocthy afler cpening u.?r
chazing i1 a Few Emes (bur is quite ..n_nu.u__n with
supergluch, end o the markel 13 _H_...h
fFooded wih asseonsd kandhels, most of which
run (ke markes-haadded windese (I G __E.__h.w
Reld 0% of choics for your beatton-down st
Jﬂﬂm_ﬁ Taurus, an the prher hand, has an O3 all
15 o - ee which is neither groar nor borialy,
bt socnisdiere m-aenween Bl far 359, hackers
weonld ke challengat 20 Fod & berer moile am-
“ring and hackinp ol
m__!_.ﬂ.k_._w_........un....._._ _H._._.“...._E meaghize, in 50 wonds or
ems: size ol & checkhook, D0 BANM OO MO al
hat is FLASH, fur heckup, co-gercen drawisg.
alepitar, scheduser, poone book, datz bank, oat-
lirvs, rpreadshes, Fax moden, backll 320 2
eanechrame LO. ;
The unit’s mcs: peewesful fealum, I8 7y pin-
jnn, B ke imnermal PECOC 40K Dia meeedamn, D
Jreenks con b D with the builzan, relatively
proverdul wond processer, anc senl [moen amy-
where vou 2an find 2 phane jeck, The fax caver
shael sriup 5 vary veraitiie, end digaments and
images Taxed hooggh it come ot lenkicg proly
goud ard ulkenrie - 3 handy theng to bavs 1m
vl pocigel For socizl crgineering, of Just a
pird, cid-lashianed poank .
T ferninal feaboce 5 fzirly ase-hoanes, 0
praci It sxppurty speeds of up o 14.45%5ps,
bt the momochrame 14D has rroable keeping
up with specds Caster than 420 haud. £ s
LG 2= By termizals, U former saitable S
LMK sessiens Tils tansferricg is bmeized te
ASCH and Mmoder, Carvoine this portaizhs K-
miral wich the da i £, aned piee
2ol & mockine Lhat meght as sl kave betn de-
siprad far clandescine e pabon LEHaION I
e dack g
For whet =% worts, it zlse aomes with 3
seali) dhram versios of the Coonpu-ferve soft-
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wars - which 1ve never usid, bt oright be kardy
foor somekeaty who has acoess w it :

Algy, e unit supeors tnfrared dats transses,
using bath IrDd4 apd ASS prowoeals As we'n
bepizaing ta sec infrared apparing mans N_h_u
s in oizs dacly |oves (most pegenthy in parking
Aretersy, & Reaturs li've this T ripe Jor stnogi hagk-
ing, Wy cuzrent IFDA prujes 5 Eying B hazk
niry Furty's brasn with it ]

Azd where toe Faurus® small keybosnd 15 a
Bit awhowantt 1o wse ol first, e develeped a six
fngerod keying moibod and [ocan pap oul
abeet 30 wards per sniniee on i Mot blazing, b
S1il & bt Szsler (han oo can dio witk the marki-
standard of sylus-based charsler recogniticn

The Taurys ress on beio hotbszics of the
phiguitous AA varboly Tre manA] WS
against using WiCad rachargables, Ci=g risks
of Tize and explosics, hus mine hise't spanta-
npaugly cambusied i severl panchs of using
anly tham. 1T you'ne mexing 53 Ul pawsseise
[us:ng the torminzl or Fas .....mm_._ backiighing
oo, e udil wores fior aBour faus combnous
kours... Tough they last mach Jeaper 38 you
Tust uss it for brish sessicos in the ather, less
.u:._....,,..q bangry pregrams, Lke the schedioler,
phone  direetony, dataage, spreadelr, ar
dramicg programs

Ths data enberid i=ra thass Fanies ars do-
iv-gcire, se il yout fose the unit samewho, IU%
st en open book of 21l your desy, dack u?..a_..“..#
can e sl u i reguing @ passwend fup oo ¥ 2ig-
itsh at gtastup - 2nd even hen, e il s b
unlockad A5AT iz ander 1 show any arries doi-
ignanad &5 secrel. L'en sure dkal she beys al Skarp
a2 backdoor prsswend, 0aph.

Unfoohiarey, the 350K do=s ool suppod
many of the after.masket software and develap-
menl lools that cocws with somes ol e mare up-
seale Faaras medsds, Programmahitiy D presy
erich limnibed 5ot spreadsben function,

S whereas ome can casily Aod many mets
nowerful Fandheld pompirer oplns, musl a3
kem Jisr For six Lo gipht times the oot of e Hp..
urus. A, licle back bomes fened o ke S,
Last, of have coffe spilled on chem sooner O
Larer, M5 just a fact of lils B0 mn.._u_._”. _.J._"._ he
gamne wilk a relztively dizpasable Ay Feips [RETE,
e

¥, | abmest Gorgen. [ also hes 2 caleylaton,
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evell hze been used for many
WIS A% 8 Tetwk operzling
systerm, The advantagss that o
has cojoyed in the past are Iow
hardware requirements, spred and securiny.
“Iov eary fAll of [997, Novell mecess-
fully complated the Nations] Compuler Se-
curity Center {NCSC) Class C2 seouriny
evalsibon of WetWarz 4.11, the server aper-
sling system dncluded in InfranciWrs, As
anorarkced on Octaber T, 1997, WetWare
411 s the st “off-the-shelf™ comuoerceal
LReTaing syatom o be granted & Class 02
ratiog ureler (e NCECE Red Raok of nes-
work cribesria. [fis thes spproved for use in
hoth govermmienl zpencies and privice sec-
tof otgimsations that reguire ssoue e
work  splutions” - Mowell  AppMobes
MovembenDecernber &7 - “Achieving C2
Szvwrnity e Metanork Erviroament™
This is a quick overviewar of what WNat-
Ware is, what 1% chaogiog, and what the
cufrent allzcks are that can resul in on-
age and o greafer privileges o uwters.

NOX iNovell Directary Kervices)

MiAWare uses & Dnectory {spelied with
a capital [F o sveid confusion with the
[¥25 dircctories, and are dependent upan
e machine that they are hased upon)
Trink of the X% directory ke a tele-
phonc doreetory e, the white and vellow
pagss. Nath contain wlsrmation on whers,
what, and who. NIS i based closely on the
X500 Directory standard. This allows for
ussrs, prinkets, and applications to kog inrg
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a Drecicay rather than an dividaal PO
soiver, ele, The advantages to thiz are many
primarity reduced sdminisvation hecause
Users o lorgrer nosd loging far every seiver
an i netaori.

As 333 pate, Monell has releasead NDIS
for NT which alizws for the zoe of Bovells
Directory on an NT server {replacing Mi-
crogoft’s domazin strucuse and brining it
it MO, allowiog for ons logon, ome
passagrd,

Pure IF

erWare 5 has moved from 1PXSPX 1o
TCFAF as its core pratocal. TCPAP is mow
a native precoce] (2lthaugh you can sull in-
sall TPXAEPX as the core protacal), This
colld create some now and interesting se-
curity issucs.

The X windmws Conmection

MetWare 5 has zn ontizely rewritten
keroel from the previous wersicns. This
kereel kas support for Java and is able to
run JVBT (Java Virtal Machines), Ac
such they have boon able 1o port 2 java
vorseen of XfreeB6 (X windows for thoss
vebio don’t koew), This X wisdews envi-
ronmEnL zllaws java applets, java soripl,
of pavabeans fo rua i the X windows en-
vitonment. The big advantage (or disad-
wanlage) is thar now with the fava apale
CONSOLEONE, administrators are abla
to log into, 2rd adouinizter, the MetWars
seover from the consols wsing a GUIL
CONSOLEONE  allows  the  creation,

Winter 19958. 7599

deletion, and medificaton of any ai-
tribute you can manage with NWALD-
MIN.EXE (Movell 4.x% admin ufility).
An ampeaperly secured server will e an
extreme lability, Also with the java con-
sole comes the bipgest limcratens. Yoo
need a minimum of S4MPE af mom 1o in-
stall and run WetWare using 3. Alse, it
sufters rom jave™ brgeest Maw. 1L 1s sl
Om g Pentium 200 wish [2EME of BAM,
it took 2 full 15-20 secends for the screen
o rafresh  betwe=n moalifications  in

COMSOLEONE.

A5 (Wowell Storage Services)

M55 =@ replaceroent Gl sysreme WSS
15 bassl ono the Andrews Fle Sysiem
(AF3), which is considersd fo be the most
advincad file system in the wocld, Bowel]
has created 3 teraboytz wolumes with over |
billion fles an o WSS caly requires 8B
of available BAM ., and with this can mount
gy sizz wolume, from 1GB to 10TE, io
lasy than ane t=cond alter a cleasn shul-
down, and less than a minute after 2 crash,
regardless of the namber of files confainsd
an tL [Lis also ahsiracied Mrom NetWare - an
gfuality WS emulates the Wawel] File Sys-
tent, and beczuse of this sbatraction, WES
can and s being developed o ALK,
UnixWarz, Solaris, and HT, NS5 is ot in-
stalled by dedaulr, bt Mowvel! has sfated that
a comwert chility will be available with the

shipping wersion of MNerWare 5.

BorderWanager (1P 1o FPX gateway)
Borderbfanzger  is Mowells Wb
cuching Frrewall product, 11 aliows logins
from remate locztions to MetVWare re-
sources wsing LDAR (Lightweizshe Drirec-
tary Access Pratocal), The big advantaps
to this produst would be in the way it cin
te used o pratect MetWars servers fooot
external Inferned attacks. The sasiest way
hat 1ns 15 bandled iz using Borderhfan-
.w.ﬂaﬂ.m [P to 1PX gateway. Horderbfanager
talks to vour tourer, I5F, or whalever in

Winter 1498-1090

[F and passss dhus eformation back o
the clienl.

Kecurity Denes

The defauli administcation azcount for
MetWare 2.2 through 3,12 {the neoest com-
mon Pavor fourkd in scrall businesses and
schools, but being replaced by WT and
MelWars A.lx) 15 superviser with no
password as the defauln ssiup, For 4.ax
servers the defaalt account is adsiin, but
it requires a passwonl to be assigned at
installation tienc. 3o rthers is mot muck
Bivper of gaiming sccess this way, Or is
thare?

The best bops is 10 have plysscal ac-
cegs I the server. There are many utilitizs
ard other nastizs thar you can do if wor
have physical access ta the kecaton of the
seTwer, This is especially froe now that
HetWare 5 wall allow adimisiraton and
execution of java directly at the server.
The burplar WM (vouw can find it fheating
arpund the fotsamn of the net) will allow
you e gTant gHP BCCOUTE SUPSTVisoT
ciquivalency rights. This amack cxploits 2
widkness n the logon and oetBICE Lime-
ings thar NeiWare uses fo acoess the
binders. Under BNerWare 2.3 there iz no
bindezy, 50 the contamer you are logging
into must have its bindery context ser
Also, under BerWare 2.3 Suppost Pack 3
ar higher (the 2 certified stult), buargiar
doss Tt work

mionel] has a ton of goeod mforeation on
hone theeit poodiact warks ancd dhe secumity iss
sues that oeed fring in their Apphhoies.
These are avaslable ar theic web sits
hitpeStwww navell .com,
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by Javaman
Recenlly many o ay mimja hecker
iriends have been asking me for infos on
oz ol iy big hobbaes: radee, or o be osees
specific, amatear rafio, This artiche adili
hopefully dispel soms of the myths and
shied a bal more leghit onowhal amatecr rdsxe
is ali abour, from “our'” peTspective.

Biefore confuvaing, | have o say that af
¥ou spent moTe time in front of 2 keybaoard
and had re inieresr io
plzying with a carbu
retor, naver taok a VCR
agarl, and wis qust a pussy
when il cime b gethings woor
bards dirt thiz s not for you.
Amiater Hadio 1% the art of using
arcl desiEning =guipment for comminri-
cating on fregueancy bands thal we, as li-
cersed  ppETatoes,  hawve heen
granied {more on this licensing
aruff larerh Althowgh many newver
tesl their t=ckmical ahility, amateers are
encouragsd b2 design and build dheir
D Anbeinas, Pk op sokfering rond and
whip up devices to help gat themselvas on
the air, and take cleerric shocxs from vas-
v ube equipment that needs secvicing.
Cmee you have 3 station dopesber, be it
bardbeid, foaing out of the dashboard of
FULT CAT, OF 1Ak Ing Up o COrmer TRONT i your
kausz, there are severzl ways o madulate
your siznals.

Aol g _“_u.n_.w...... Arrraleur Fadie operators
have developed mumerous ways 1o comima-
nizar: with cach othwr The most Meguoent
melind seen amangst the script kids of 1a-
dia (pzople 1 comsider lame because the
Lusr for koowledpe cnds et whar 18 supecfi-
cial) 33 WHFUHE BM, whizh basically
raeans local, high quality voice, Moz radio
grks start with this moode as well, as [ did
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nyaell Afber nose, diiTorend modes of com-
mumication grabbed moy inrerest, soch as
satellite (yes, amatcuss have ther own
satellites), 1IF Fhors, shac-wave world-
wide communization, ATY or Amat=cr
Televizion, and packel, or witeless, digital
camrnusicabons

You can pet ag decp il any of these
Facels ax you want. Eriry level packer radiz
allows for L2000 or 9600bps mobile com-
menicaisng. The inpat to the interfaces,
kram g5 8 THC, is standard RS235Z,
with Lhe output being
either audio teoes for
L200bpe, or a slighily
dilTerent  mmedulation
schems that docs oot
tzke well to the aero-
phone jack, For people who
want 6 epend mars dms o
the digatal side ol things,
TAPE, or Tucson Amateur Packst
Radia, i5 always keoking for talented ea-
oinesrs to belp oo ther projects, like a
115kps sprexd spectrum 9enhz trans-
civer, using TCRIP 25 the underlymg pro-
tocel. [npot to the rig i3 Etherret and poztpad
is an antzrma. For me, that concept is ool
as shir. I am a big fan of HF 858, or wosld-
wide vbice communicztion. [urirg times
of good solar activifby, 1 have been 2kl ¢
talk b2 the remenans of Yegosleo with 15
Lliz srce BFF power than it Lekes to light Lp 2
light ball, Cmoe apain, individezls whe acs
hard coge inne this facer of the hobiy may
have talked to one person in every single
natien on this planct. Moese Code, which is
& requirernent for kigher ciass lice=nses, al-
lews oo to commumicare with very simple
ciquipoent. [ bhave seen some Morse Code
oily wansceivers being built into Aftowds
ring. 0% all well and goad tha: cell m__.rn..u,..w
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ares thar soeall, but eguipment hke s wag
haret built by another amatser W tidkes
reams of peopls o design a ccll phooe
“emape boards (think USENET groups)
are rippire aroemd the camh cdght noe
avzilable on enty the amatear fBeguency
harets, Thess bisds arc Bails by amateurs for
ammakzurs, and it takes & great deal of talens
and skall b commumicate with thess sys-
RS

Some of you may be adkeng va, wly
nel just by ke CB radios and then we will
B gooi!” Well, in Amateur Radio, e op-
poimencty to learn abowt and boild @ greal
dezl af eloctronies peoscnts (eelf, Tnbike
CE, or Citizens Rared, whers woa most guar-
chaie a pre-apgoovied radio that has caly 46
channels and allves 4 watts out (that is
6dBm, for thoss withk RE oo the Slood),
Mrrzlenr Radud Opranors 21 cncorraged b
Teaild their cam equipment, and as peomii-
tzd by radiets 3 maximem of 1500 walls m
st of leag distancs commumicition,
Mo This much power beoracly noodad,
excapl in moonbmmes, Yes, it s possihle L
bumee woar signals off the Esch’s largest
eatalline.

I wzer to be cerfing off track from my
rain point, The rzasen why most of ws in-
slaltad Limux, then further installed a B5E
variznt or BeOS, was te l2arn ahout 2 new
018, This is a hobby thal cooowrspss vou fo
desizn and construct inrdralive carcails, To
buil! arything permancnt, you will need
spldering skalls, Thes 13 red for the wesk of
hieart, or those who think that codmg 15
good since you can't ba huer, Yo may in-
fiicr pein here. This i all o the spint of
learning 2nd Jonovation Ineowatiom boings
Faster methiocds of conuonization. Comeu-
nication is good

B, a3 1 mentioned bafore, vou nest a
license 1 realize that half of wa reotshel
hrads are 4...._"|=w.._ﬁh “Hit= m= g Haadleer, ]
dor'n wanl you 10 rack v 12 vear old hide
with a license, wo, couss ['mlest ke dat®
The fest requied 1o get the Hoense is mulu-
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plz chodee and the question poals are pub-
fished. {Motz: the meeraals are availabls a:
Fadio Shack, The entry level test does mof
cecpairi Aforse Code amymore. ) You stand 1o
Tearn more from stodying Fef wear amaner
radio tests than from 3 ket of high schiodod
physics clasges, Don'o gt 2 license aad you
pies peapls off, Ot 2 license and you Lzarn
something and are abls to put 2 good habby
on wour resume. Prokably the main rcasoen
whiy 1 have ooy job right roa is beciicse of
the road [ ostaried upon when [ was 14 and
receiving oy Tech-Mo Code heense,

1 sealize that [ cannet cover 211 the mate-
rial that shoeld ke discassed, Bar hopefully
this will provids you with o woced slaclng
jEEH LS

Fize up youwr copy of Mosaic or Lyoo for
these LRLs:

The largsst Amaiowr Radie ¢lub, the
ARPRL, or Amateur Rabio Belay Loagis:
brpetfweanaarl oop

A poad URL for the basics ol radia:
hutpesvweww ron coibam-howtse kil

[uesen Amateur Packet Badio [TAPEL
BitlpeSi e e or g

If o arz imteresesd in poacticing for th teses
hepertaewwe bioc ko, s edi Prstdoos!
Rimoaradiotexm.hionl

IF wou have a sezpner, here are the
froquencies that zmateuss are 2liwed ta
OTIEATC Ofll

hatpfwanwartLese Tield reglarionshands,
heml

Nopeefuzly | an geing to help cpen 2
foor for sems of you This s another oq-
poclunity 1o bearn, and when [ was = young
one crackin the shil om o 84, that was iy

only poal.
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Cable modems are becoming increasingly
popalar areoag e Internes Connceted fora
varichy of reasons, not the least of which is
the avalabiliy of a cheap, hiph-speed
high-barhwidth connecbion on regoest. |
have obseoved a ressnant social reschon
within Uhe cormpuler enliiusiasn Conimiutingy
hzre in the Boston area with regard bo cable
radems, 15 & tired elichs - bur we now
have the econpanic reality of the “hawes"
and the "have nots” respective of cablz mo-
der amisis, Sorms arcas of Boston haws it
s 0o net, The concept of luck really
docEn’t play inte it 5o much 35 misfarhms,
an admibiedly pessirnistic vive of the sifoa-
Fiom, ou 2ither 1ve in anoar=a that bas it or
yiou den'o

Along with e surge i populanly cable
mipdems bring, 8 growing urban myth™ is
formaing 25 wiell, 1n iz widely bolicved thai
ra cxble company estaller will instzl] the
zable medem i they discover you zre nun-
g L (o sonms ather fora of UMD
This ds, in part, ez insolar as [ kave been
able pe detecnaine through reviewing rhe ad-
vertising marerizl svalabiz onthe web sifes
ol the various cable cormpanies. Sarme of
them den’t allow LEHIX, Some don't rzally
say one way of the other, they stmply and
arhitrarly List Winelows andior Mac(is as 2
raquirement, There are a handbcl, ke Adel-
phia Cable, which List Lasws a3 an sccepl-
ahlz 08, zliboagh it reay not in fact be, The
szason | sy his isthat when Thad the cabls
azdemn irstalled ar ny offics in Plymaooth,
the= mrslzller Teasted very oddly i his dis-
civery ofF a lzrge Linux partifion on the
comnpiater bz was installing 1be meden: on

The :_p.m,..__.._...... ol ¢able TV camaani=s
wha offer cabie modem Interner accoss wse
ez MAC werifichbion oprien as thar secu-
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rity and identification modsl. This is a sim-
ple process. 11 i2 also one of the oldest, and
fouma ibs origing im token mng nebworking,
thxaph the ceble medem neteodks are not
token ring

Baszicalhy the cable modem serves as 2
biidge respoctive of e MAC addoess for
rtha erbamat cand in che computer amd come
municetien 10 the mode oatars. The MAC
wdirass is recordad by the central affice ard
15 used to idanfify yvour system, This is peed
in plece of a logn'password process. 11
waves the cable company time arst the his-
tlez of kaving o help pocols who forpet
Lheir passweond.

E=zearialiv, 211 ethernst mterfzces zre
hand earered into a databese based upen
their MAC whinzos 25 the controlling fea-
tare. This is dons io the activarion phase of
thi aestallation - the drsraller records the
MaAC address of your NIC ard calls it in o
the cabls company CO0, Part and parced, this
database contans the MAC address aloag
with the azcount and user informeton idsn-
fbeing thar WIC as bolonging o yow
Armsingly ereeagh, the MAC address i no
paired o the gable modem, infoducing
some iateresting possibilites for sbuse -
which | will briely explare later.

The acruzl login process works along
thisa Lines, The cable modam iz swinched
on first, This nesds to kappen baciuuse the
reedem itsslf neds to estzblish its commu-
niczlions with te domiain server in ordar i
bz able ta synch and foreerd MAC identifi
catien and recive DRCP offers, Ones the
cable moedeom isell shaws @ spench lighs,
woun can turn on the PO Linder mormal cir-
cursfances, the cable medem is supposed
e b lelt plugeed i aed varned on 24570 52
the order in which the coonechiors ard
made showld pever be an issws When the
FCY s turmed oa, it madees its LIDEY an-
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noumcement by the netwark winch liggers
the DHCP process request The request, ur-
cer nonnal cireomstances, is answered by
the fommain s=rver with a DECE offes, The
FC will then record the [P number, conbi
up with 1L and thes appropriate subnor mask,
cic, and z2ck the fomain server indicling
thzt it 35 therz Feriodically the domain
SECVET Ty o7 miky nob semd oul 8 changs of
1P i the form of a DHCP offer. This de-
perets o whether 2 TTL (une to 1haz) has
been st on the original offering. [Ehas been
my exprrizncs that the majorite of cable
companias da use TELS ax & method of dis-
calraging the costemst from running hripd
and fLpel

Thic is =szeatially the cable madem lo-
gin procedore. Ones the 1P bas boon as-
sigresd, you are ready loouse e lateroct
through the cable medem, When the 1P
charwss, you will nob be informed of it
That is 10 say, wnless you =re wmy an 1F
watcher (2 plethorz of thass are available
froom weinfiles com, v will 2ol keaw dhar
yvour IF has changed. Ir is possible bo wse
dwrzme doarain names with cable modems
Jrex heptwesewomborgilidyndes! for
meeri infoomaiian) although this is froamed
apen by the provider. ALl chat is [ for us i
wn exzmime why the ceble cormpanes wse
thee MAC address as the securiny and login
coribnil.

_“...Hu_ urtil pesently, the mutarity ol ether-
ot cards were pon-addressable respecive
af the MAC address Ths WIC sssentialiy

srfarms the funcrions of the first laver of
the 150 medel - the phesical layer It per-
farms TR and TX, CEC checks, and moni-
tors collisions in ordsr b0 request resernd
Thats prevty moch @ & noshell. The
tnoire _....._....u_._ﬂ._nx Foh ol Nlenng, reseplson vea
destination address, and packe: dissnibution
15 handis:d by the 5.

Rince the modam cable maslem Intermet
system sed by most cable companies s
bl wroured bead-end sysiems, e data is
meving in resorichsd specirums over the
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gaime Wine 23 thw rest of tha cable contamt, A
madern cable modem akes two STV chan-
rzle”™ and comeerts them intn a 10K bps net-
wark, One channegl s ussd fo send packess
from the head-ead b subseribers, The other
is 1zead to send packess from the suhscriher
i the brad-eid. A standard rouwter is used 2t
the hexd-=nd, acting ax a hridge helwesn
the nodes, and a2 smam pouter is used @
combing 211 of the imdividual nodes into the
[nicenet cxchange. Thus you have essen-
vally a physiczlly conpocted Wide Arsca
Medwork eperating urder the pringiples of
Local Asca Metworks but possibly spanning
several hendred mal=s of cable.

Whan you facior in the akiling of the ca-
Bls coampany to L yowr wse of bandwidth
oy remote SMMP managernernt of your ca-
bl meden, you have & system that 3= haod
b conbmually abase Which means wea
bieree o be carefal how you behave. Setting
up an MP3 sie and sockiog wp & major
amaant of barcbwuith may et cost you
volr conpsstion, bar the cabls company
rmight crank dean the QOS5 {quality of se-
wice] levals oo your mixdemn o prevent you
from hogping the bandwidth. The answer to
this is simple - don't et up the MEFS gite us-
ing vour MAC addres:.

The MAC address on older NICE i=s 2
hard-coded afklress o1 Lhe PROM. U oeassr
cands and oeost 10BRTVIOOLT  seleckible
cands, the MaC address czn be ser csing the
W% confjrantion soflware. Lpon powe-
iz up, the MAC address is reconding by the
darnain contzaller ar the OO, and comparsd
o the datahasz tohle IF € 1% Fearsd o the
tablz, it is then sene a DHCEP offer (an 1P ad-
dreis), which i also stored in the database
with & TTL enty, In addition b praviding
hasic saquniny that dozs not require a logm
server, this poocsss alsa reconds hosts that
are not in the MAC datzbase, This is usell
for flageing acceants that are wiolating the
termns of service. The impeetant thing e re-
memaber is that the process does nat 10nd
which cable modem the request passed
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thrgagh at the present £me.

Think s teras of misceafigurarion, To
usc mors than one oonpaten &0 D cale
mewleen, you have fo gither run a2 95NT
App like Windite, o you bave to configuss
your Linws TTHIX box as o frewal Trouter
IF yonn misconligene it - 2n examples would
b using IF farwardirg wathowl quenching
at the interfacs - the MAC addrasses of the
orthar MIC% on yoas netwark meght bezk i
the CO domain secver, [t wou ki recomk this
svent and Lhe path i the unregistered BIC e
and you would discover you na loager had
seryeoe, The c2bls cmpanizs ane sericus
abkaut this, Theay view ary zbuse al thewr
Lo as last profits.

O the eiber hand, if you iotentionally
misconrfmare it wilh somsane el MALL
you 2re them for all inkent and purposes. Ar
lewst =s far 23 the cable company is con-
cemed. Obtaining the MAL addresses of
the other subscribers an your eode is oot all
that harcl bzt serzous case masl be taken
while doing rhis. It has long been thoughs
that a setwork adotinistates cunool pell
whzn M i bedn Lhaew 1nla poocnigeu-
s mads, inoender b sniff traffie. This is
simply nod trae. Thees are a vaciery of wsays
in which by detect thal 2 WL has been
broupht up in promisceoas mods, As 2 ma-
ter el Tact, s area 18 s complea that il re-
ally deserves its awn article, sn 1 am anly
goung e bricfly toush upen this now.

o w2 wand 1o wse 3 eocmmescial sael-
=r 4o abbun MAL address=<. There are a
varziy af them out there. The one comoman
clenmimation among thens all, whether they
are 95 NT based or LINIX based. i= that
they  tlwear the NIC inte  peosniscoous
mele.  [hependimg upac bow mich sap
yiour cable company has, this might b what
ety you intx troukl: A large nomber of
carids Dased wpon the EC [Lance) slhemnst
nxde] make 3 URP anncuncement when
they are broaght up in promiseoeas mode
thar is different than the nomal one, Some
inn fzot do ot broadease theie MAC whet m

Fage 28

FE00 Mogozine

promissuons mode. Others serd 3 spocific
ARP - whzel cortain switches and routers
are zh= to dstect. The Csea 2501 and 4000
saries are tao that are known to De able o
ditect this, Subsequenily yaa would reed fo
appraach this with discration,

The mzsaes vy woald bz 1o wse a dial-un
connechon b the Internet o sweep {5040)
the Class Ot assigned to veur node, and
than qury these using Melwalcher of an
NTaoops: with ARPRARP akality. Urder
LB yoa oo imberregats (i 1F address os-
ing a variety of fres urilidies designed for Lhes
oz poss, and available froom sumsite, Build
woear list of MAC aderesses rom sulssde
thair netweees S0 that theee is e il leuding
Dack W yow maide e peswarke Ooee wou
bave wour lisk, it's & simpls maller ol pze-
foring v Ethemet card with the Mad
addresy oF a l=gil user whio ig RO cucrenchy
legpzed onto the nenvork

I wou ek & MAC address that is cor-
renlly imousE, or the persan logs oo ihe
nedask wdhule you are configured as thean,
bal could cre=abe a pooblam, At the very
lesest, it will kneck you koth off the net-
wiork, amt you wall have to fight for the [F
address assisn=d by the deenain server At
tne wored, the domain server recorded rhis
impassible evenr, and you can count upon
trear admin. wondering Boe ian hagpensd
zrd porbaps iovestigatior is

Lhiere are Liomilless possibalitics far ex-
plengion hare, It is possible L have both
your owt acd the real systsmoep using the
same RALYIP prosiding you don't orig-
nzle aoy fraffic on the same porls 35 the
ciher goy. That would of courss mean that
aiyLhing fe dezs will be wisibles [ yod znd
vice versa, That in end of itself @ an inter-
esfing sdea for further stody, [E] wers inter-
eslest in knowdng what wou were doing, 1
raight want to dovelop softwars b Macihials
that type of mamonng, And i [ wers Big
Brather, well.. you might start thinking
that wsing encrypled clicns is 8 good ilea
{rarn niowe o
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how to handle the media

by nex

ve heard way too many hackers gripe
about how the meadia las sorewed us over,
which iz in fact moe, o degres. Bt ics oot
211 fhair Facle Wi a5 the subject matter have
a duty b repressnt ourselves o a mwoch bet-
ter light So if you don't want oo make lools
of the backer commmunity, hare are some
things o remestber when chatting with the
public znd the nwedia

When you talk to the media wou o ondy
gpeak for yourself bt you alse speak for
ety ofher member of dee hacker commize
ity IF wou sav somerhing (at s tecareo-
ing, infammatery, o just plaio dumb, yau
ritzke the community Joak stapid 25 well.

Ask o see 2 copy of the article before 1t
is distribuzed, This 1% nol always possible
Far the epormer to 4o hut ask anyaay. When
snd if the arbele is poblished and you da
read i, give the reporter some fesdback,

5e1 rales for what wou ase going oo talk
abeaut znd med talk about. Understandd what
15 on the record arad what isn't. Be perfecthy
clear about these rules,

Treat the repoctar with respact arel kired-
s, o orater b maive andor nads they

e

are, Live by the golden miz when dealing
with the moedia.

Set up a tieme and place far your mter-
view that is comfortable for both you and
the reporter. ¥our favorite bangomat miy nol
be: thair fareorite pluce. Show up oo time.

[hon'l theseten the reporter, [ts childish
aciivity that only makes you ook lame,

Bemain cool, This does not mezn be an
ass or be “elite)” or using jargon. b means
reraining Jevelheaded &nd in contral of
vourself, Consider wour wosds carefully -
saying something inflammatory of threat
eaang will make you ook lame ad make
all other hackers book the same way., Take
your time in answering the feportor's ques-
tong. The media has 8 nasty tendercy of
tevisting words: don’t ler them wist yours.

Ths mediz is built on a Favor system,
Lnderstand and use this, I the repocter i
good i you, be good o the reporter, If Ge
reporter is am oass, be a sainl, but don't [st
thear walk all over you,

The rmailia 15 not your cnemy. The media
t5 a too] and ke ary tool i1 can be used for
posibive or fnegative resules.

B00-555 Carriers

MSD :
After dialing a tetal of 10,000 chare hﬂ&mﬁ? the B00-555 exchange, [ have come
up with a list of pumbers with a carrser (that answer with :a computer). This took
ahoit 50 hours to complete and 15 as acoumte as passible. If yali dial and get garkage,
trv adjusting the bzid rate, pariby et Hope you have fun,

1-300-555-
£320 4820 9640 0990 G401 2211 8131 TTEL 1821 6041 6741 6571 8031
1E81 201 THOE A91P 1EER BTER 0233 9043 4153 m.__.m.__ G208 9748 TO30

T449 1189 3268 BFTO SE7Y
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More on “Free” Saftware

Bear EA:

O 2F my Frierads 'wicks For Softamee B, pad attecis
that aeprrin af emplogeis baivg .—..._.n L2 chal® oLt s0'L
ware i rae His shore gawa i 3 Pt che hack wits g
LR s b ahen fer pezale. He alsp _".._._“_ Ta: Chak wsen
3 SofTemE [aIoyze war relwened by om ocustarmn theg

b wragped it ard 525 6t a5 ness Coly stet the T
£ was darpged did they discour ibal

Fleass sitrod MmMs nane.

ire s rekpoge 02 Che Weiter in 1512 wiillea
20k brirg alile o gel afbeare For free
2 2t Sabhages and Sotheare B3 1 oLsed ba
werk for koe rompany which aams Batbages and Sotade
f1c, 3nd €20 LooHmE B3as poi A coirest B Allosing the
splen mancates U ke Pore 38y pigce ol sofazes s
COPEIETED B ST e peerank, Glrpar thw ratiET, P
weat it allowed 12 C3bE ST bwD praduchs L mus
1 teran days. The poadut wocld Lhin be
erapped 220 203 Jut back on Eze sselees for sele, Taig
wan bhe wnkenn back wlen Tl cofipaty B 05 A0
atser Eving bz mote o5 thak back whes | starsed aith the
carpary, softwd-e wabk w8 peirdadly an 357 fopay
fisketzes and this poboy sasvn o5ect. Ther & |
an eTELps e i5 SUparsed by reToar 27 the 2les Eras aecs
cepred ar imEalled when they were Faisk2d ehpcking oot
che spftazna. Kote wibither
erow. Tria doi brieeg 3 34 mabing begal i b
casse where 1 byn, them pra sane l._u-.ru Enres e kTe prea
thal et Computer garecs, Anethe thing o rakzis €
ppreserkabves Fom bhe natiemre comparces s cane ks
the store ard t21% ba you abawt Ehefr praduct
Fag oyt what yoo ks aboal then, IF yac're e 2o the
FEL yoL 2 receren g Rl el capy ot brelr softem e For
1 erlremely Coend B 59 10 B0 ar ever S8ire-
Hreeg Foo frea
Flgarna
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Send your Letters to;
2e00 Editorial Dapt.
P, Box 93
Middla Islznd, MY 11953-00%9
ar
Letbars(@ 2600, com

Nzoa of thiy sapeires g Sul wa fad 3 pmarday ghat
DE0AEIEeAE ke Suteane Pubistens Asmadohee o
Blazdy muder whee papoar alie doas sinilar thingd IR0 &
sgngaty SUASE 05 DI'E IRner AT ey erpbatically siele
ENod sbials et T ol tnred B0 S0 55 A0S ARV SN0
Azt ara bidaddups joze a 1755000 Sra ond e pean
i 30 o 22y siece of sefbdane ey g RlE o, Ad
LT 5 ehzwd afber poar cbidy pard fir 10 dTer all
Choy FRREIT, AT NG Dul ERFROTE pru onen 't neall buge
iy che anTacdne - pou o dly bapicg Che Fghe B age i
Aed @z gY danw hw #Smangt any oogned dp ed nges
plipls WD Sio0e RGN Sones 5F B prducts Clone
o Epries ate greed-medialed Mow oo moeep oo
Acgathle e Dvarpkd o from ohe £3'2 o DY JoTe cosy af
aofPeree T s fow wack wil LAl g2 uz (f frar pad ting-
EEEMe VR SiEed AD Che Equsis? Facusolely Har
aswe’l il thal zap feozle eba fode dese Dvasd sen-
aizly - Tl ol mes qf e rermibas simslpazd fur
i wviihe e Lo !

Data

Dear SE20:
I hyeens szen acy meator of %10 (omngaisatieze
Carg. inyour 7] 55 f2r, Thes just wenk pubdl
urider the wyerae] SL0X, Thep bandle Ere rauticg 1".__ aus
QE mercert of the 911 call babic oo Horth A mecicy, Thei
wehcsp o s ¥ tieme Tha ot wiiecl addhess s
A4 Lagwaws Raad. Savider CEQEC]. T=p matn rymtes
no(EIEl sAl-nEnl. Toiy Paws amether websine 27
WA LT IENEDT and ik apzeacs bias bhey faccle Al
Eramefers Trom LS sl Lhis mebaite TS s2rves soems
2 daksbaca that =aval af bbe zares, addreann,
fabrs of seeipine 50 ATerce and [susses
reshy sonrecied L Lhe? Sebwark 22
fg pn CRa.0serser man g pussd arpzush ] end ich

Fifater 19958-1830

« packat Fllariie s2oales that oy Elaws s 53 308 643

Frrapgh, Theer aekacre muﬁ!-__u.? =E 1A% 110205 0% ard

i & Casinlet 4.1 Freazdl ML of this |5 bekiad 2

Rl R

ard _.m.w.._ IFR0E. 3135, 010.206.34)

1 3 I L1a nange

o th2 rmaln rumzen, _... k] wn_w._ 531-0237 misit be n_._q

Eakuz bz i

sabedy

D wive Fov dod T ooess eesodd, da s THE -

peanting Aaf Aot o r Spomian bnsr i ar aect of Fane-

e # N swede s AR el BEED we Dol s o

bl gF Aubie SRy Asrwesisg Pedabs (VR4S - e pacpee

wg pgsarr 317 0ol - Ebvongbout B Coutine 55 med 0F

af reaizral, iove, ond wivalan cavien Crlindely is-
RWATTING SR Thanas fov ke prindir

Daar 280G

fzr a beginer backe: ke re Lz leden o 127 ey JuschSy
Mark Milgren

Opar FE04;

Righthrah

Dgar 25390:
I'e just ke bz apen by vaying that 'noa egelar
afir =z pernizdical and théni 1075 greas, [and =

imeresming, I'morat 8 hackee albrzugh 1 nay sl have
wary of the skitks for it Fear of prgecaban taeps me
Fram deing s an it enztd aFfeck oy araploaiesl skabua ©
mrmmhy =5d ne fers taan BISS pager e LRTUETaR 2
ny irtemal formatmn on pre of the
largess rorpuser conparces wardaide (e carre D prafer
b2 hEcp ofvane for the moment), These fotsmests oan-
rurity policas, bzpeguaplics, cialijura-

Earm. ..”_.._“.:..w._u_:.._"__....“_: 115

An ety Agr ks arfal” The p sewmsdn nobhe sz Dacald Be
hagas 10 s This £2 woo ebrehs ab Ty 0w gaparge

Gn £he ceher hard, you Fu have ng tatesest i kg
Incamrenlatizn whtainzeeer as il ray aleady be Canrasa
Erayadedge ks pou flks. Wansevar Ere oo may be. g
Ef S0Tee2i: 2a ko has an lmeastin ke UL 36 hapas
dn feree vE in cne ek b
r2ssntrd poiics wiosld be aspesaly wheteshng

w awziizn =3

EX

He' piraly daze ab i wfe Jus! send ® ot da - e

Aind o Ferer o5 Tedp dhIn'T SeNir B9 6 fo oM Aok
ACYRRIF,

Dgar dnd:
B p2ul 2oty wp1oeed mhak the bel they're baliing
abazt? Here'n o goeat oeceane Tof D2l ddd ot 1
mars: feenabl eke ol iy
tafolaietpraativden il Acother slte it %o an
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EIFAKET i well as sohay DD s2adards &
rowa-Fharaibd b s

Long Uwe Walkzd

Questions

D Fé00;

Haw bk of practcal souid it be far 21 sverseas buk
b prasenirie 8 hacker 1z ches o
L e with Che hackers l2cal I8P in e stabet by Crading
the IR, but witas Engd oF res daze wnqle thes have ta g2
theoagt £ 2oLaly oot 2asthing gore?

Ravin

Witz gsring maeciFos 2 S0 4 be casovke
IFthr oo e questiar & weiow easigh, fonige asvens-
TaiE KO SASPENTE 0% Y VSR IC0S 238 priscotiie,
Fade pua may ral Sed pouisaell Beiag oariaped
EQbew oA JI Aro TV, KOy £34 s POl Ty
anzin af puar deer iF par mess Zrowad with ther o
gng, If ik 15 mane glang Se finar gf pisg Basdlag some
Avisin T Lhi Al diivse f ~
Tay get yaied rooo esas ped g B pood (o)
Aedieg o4 o Tepvasicr FACy 098 Bp sy ERETe el
euwals pa re phane

Sear 20
I ik porchle bz hock s collbank sesten o ot ig yrog
2rpzhier belephane Fre be call oot? IF yes, Aowe?
anplyzer
oA B popalas EeMet 00 U Sossibie fo Stsr
cefiback woiean The nzat abvan maleed invabere rie-
Do SEIFIEG 08 CAC (02 048 RSTDAR BT Ehe ysed fo Jiay
pul, fhed imdereralicg Ghe eolback. Tair abwioaaly anly
wRkE o8 thene pEheTT SR CA0ph 10 450 e same
1w il cwlgorg aalers thal
s check Bor poetial deap baare mpdiag the
sl % cosas ...'.."é P SR 02 (5 50, TG $503
et car b ochimord by fisdizg sub the npwber af the
sutgsing itna g Sipiag ko WGE Apaie. BRir s dacoa
« Seriile spden rok chackivg Broa 2
ArERIE FAg g pdEar mERAnT mal e ks
s 05 Ao siamy bR Aot o
ke sumber sereivica dea call ge ehat ek calh can e
Frufed Fo Skl aFniace

Dear 2G0T
Whey 5 Jxrit Bv i e cowir of 18237
smakikIre£n
FORENmAE pru have Yo rgre pasale b5 ged tasi
aliiniian,

Dear J6040:
Iy trere cully szrekbing hidiss bebnied the 22y
phome meges o7 Ee bach of 2660 ke wou hink 2300k, 50
u jakeld

Lzo: dabind chem oo see
Bzar 2403:
| &= irkemest

wark £p shel Ut 5250 231 £1en And ol that wou QU
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fizse dowwr in 3 pear des bx WIPY beromirg s Sa. [
jueas EPre goation would B whan eftedt ard WIRD Fae
sz IFIE Secames 8 lesd
Erebler
Ji% g0 indarerhing bhicg ohoo! belieS, IF doveebody
ot aldeg odd S2l pru fo glhod wouy Jelielr and koo
by ke gy ceces razily fuld tham 02 Bepid Mith. The
i 0 Sk G peur BRNES IF peasnel anan epmanta faks
o rar i Thats ke onle Cre ates Xy cicllod B
Rome G pAsEI ARl ARG

Bear D&

1 wert 02 3 mightolut the sther right 2 od the seourny
goerd bad a zew 10 weeifcabon awctine. [ umsittingly
cavi iy IO Lo T7e geard - be "Hpred” 2ad up cane all of
ry ik, & |zaked Eie & Tam$1 {oedit casd aatharice-
pon beal Rut all 9t gld was w22d the mag skpe an che
bk of ry [0 oand trencerrdy that # wae valal, Thate wan
alss 24 amenna targiog off the Fde. S0 Ao LanEone
eomewbens traan sinply thak 14 =k =ul 313 where
f0@s it (o don these? Does it broa 2houk ausstzading
aprares or unzed zacking Likels?

the madii
(¢ cacid B3 sdve grograticied B2 da DAL
5w napd o Sng paf A whpd e el 7T g i

if map ref ke a peivasy invmaioa el LAere &
Feot RLzoveing pae 0 Ha R

Dear 2533:
I kzere amelrep 1 ear do with o ke
HAMI
Liitahow wi dovbrin

Caazr S0

lam an aval wwader oF 2820 avd 1am Lowing L2 skak
27 urdergsund neaspaper sk oy schand o spread atber
featise: aforrabon £ Ehe stasetts such as how b gestesy
ke nrheand wrd wbad bz g abogt bapchen ahs Lt M H
fres shaught, | w23 wender=g tan thongs: Do wou hase
arp Lipa For a bunch of hizs Irpirg bo wferk o resszaper
bke tivis and 3 it GH H we copy cemaln arsces oLt of
SR [SUCT @S L2 warsns "wewfg wihe, wtoee" artke
piesl? Thpak yoo pod Reep bghiineg Foe K

EL3'WH

Wil beng o pular cheoasle S powe gasl hoadght be

5 S5 Tush 33 Jofe GaETEAF pav sotony &5 SiRntar 14

...r;.._.rn..._ Dbty Dl frasd Hvals apoa whizh poar

GEnmr w3 beped? Tnzke Softer A gl O

.n. Fpaal 5 i pechd free Dhoully o dlendioples co-

=¥ Bouie wvlsame 12 repsal pa gooanpag! athoe F

.n.,.. Einh gur rome 05d oSS O G X o siod deer a

eoap, Qa2 bopa i e dsing B bo educaly aeppve. and B0
anhe pem i b el TUT R A msT wr e slsal

Dpar FEA0;
Isra:l-maviied o isker b3 pou withaln a relun asddress,
1 leme grisLin Lua nact isoe, Fy quasan

[EEE T
15 wng thete a repaze | s green o naw handl2 and oy
st BOEd o 52y the: Sarde et Da2 werbarce byt tha
n=ct cacple o'bered? 9 Exin in becruse o mositaring wu
x5 Are yrcier pnd dan T wank 1o £eT pour resdon
b, Duredgtzad, Bon I ics rotwoalde’t it ko jus b khe
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sarmoricg paur Tmg iz egeinst] IF Esis Abneg o5 poemes
sk ball e bappiss i does make see oo safequend poar
readeen I ez Hea to erea iF sogn wou’ee given g mader
3 Tarre iF frtuce iethess a0 appended with she s27¢ han
Ale. Ard i Do fust dusb ard pacaroid esd yaur espocse
15 that It w24 arocher gUs IEEEE. EREn wtp 5 the tgason
el i anly ien bea¥ You qoyn dan’t hase ba peos this o
2% |mask regiy ba Bals vl e-mail
FAKT-c-MaT L
W 0 T rely legATAumy B0 dethers Jetteds gre Spaed
WL Y AAclis o ddvied Died mv oo S M dzel
mpka rubchtuhizar, K AzFE nG 1830 ROST CESEr Fou T ne-
Forfag B 50 W L84 T SO0 SpesiTL W &Y B elasity
Iceracy pag, 1 sgne inshpares, fo pesfenl me _.—_.__aq.q..._.;._..
RVCRSTY  SICTALTg SSediog Sha thedseees S
peatey for Bom cperpvrinig,

Dwar d&00-
Pizase forglve my 236 &-rvall L2 p2af FRgazine I sl
2rank ak sk dirce,
RANT-o-MATEC

Dear 26007

[am an CFfce Fac snpaeee evd the poher doy g
smuseat bring hapaensd whes [was 1sa] chelr computer
dyibea, I werl o et @ pride Sor g cuabener gt [ ot in
tha ceermame a0 prsraned 277 azpareTmly bhey nad
chianged it agqain. 5, beivg the Zisgooiled OMfza Kac
enpimane | pre, ] baak g the begbsand, Sonehon §
LI shali 'n Srocthsiocenanh,., 5o D ozaed aracad -..._.u.
Faund al the Flea b2a% made up the skererax condanly
syshem. 1 ales fousd b2t foom bre main mena soreen B
you preis F12 3244 go ol wtilitied, they heow an sgbon
rolled UNEX SHELL, I betess ches by b 3 2zot accoure bat
i i5 pasiesed Brotedted [id B i hoor sikh svees-
bring 1 cawd shicz of. Kow 4i7 [ get irkz the shall ind
Pedee £ [ ek o raot 20000907 IF airpsie bestemi Ui pass-
word, zledik Wil (Hive dirces oot of 03 the greraame o
eoce and bhe passaned 15 aka B0

wnrEonl
el beat oo rama lang! Bee Moy kzpbosnds oag per
ko £3 pou.

Dear JEOGT

Uy iy 2k ieading 2500 For o coupla oF o
and ravr frund =5 4o Bewecy irformabys and wall wiken.
Ted Eied 1o bl ot Do Micdick cause by buying shacts
Eumper shckess, mod passaz psuse afprmabos shesks
abow? b sibmt o,

Tha mawen I'm arising is becacse myp peranks e bo-
ol icies and Erey con'E wang me Leanming all Erose THie-
gal thirg™ Sa the gurabos ak hand b hew da 1 oot a
susseApoian to 2600 and keep viocub of Fp Zanents
qrubbey hareds? 11 they fund ool [ had i, ERey'd zonfo-
rREE 4, Tk, hien bae askes,, g get Bie ez, by
sLqoesTiang sealld be hoitsl

Frrdnlon

Arahetm, Oh

W Con dugpen boing FAI0 al £ kosdntzoe oad Ridiag

i ramaplare S yoar fouss but sty peeeE geing o
B T Epdinid To pdar paseed why pox dee't aae agpthing
mrodg palh reazing dhie natecial Beapr dke el yase
PodTg 0 Che FLLIISE QPSS TSN DRET CRET fpis S0 2hiE
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e

St I paw'sn nifa g booefidpe v aoitiee e, pay
& FOGF chatce of pething Heozugh i baem, i Secpmer £
Eiediar if pon v pof o kigas of dediDus S0 50799 oA,

Dear JEGGT
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wzald have geriet all e delzlls, Bk ro merkien wen
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by kriminal 3nigumna

Governmmenis have Tong understood the
importznes of keeping aformation privile,
beth for malitary and economi TERECNS
What betror vy to do thiz than with an ad-
vaneed computing eryplogrepby formmula?
Past wars have bean won of lost becawse e
mest pewerful government ca Earfh didn™t
hawe the same coypbopraphy that a 15 year
old coyplo-phreak czn bave o a PO today. 1
bve extensively tead Books, stwdied formu-
lag, apd bearnt the penecal methods of coyp-
sography  &nd B now knran oas &
crypograpty phreak (similar to a phobs
phreak), alzo knoan as 2 coyplo-phreak ara
ervpre. Crypo-phreaks are all aroard the
wirld, ard mary are prOLCAMMITETS, %CIEd-
tists, or sdvapcesd marhemancianz:, Each of
thess poople Tve o give the public beller
priviagy fom the bloodibuwrsry gowvemmmentis
of today. 1o thiz artizle T will attempd 10 give
v a good sutline on oryplography and how
exch and evory one of you can wse i 10 your
Fdvantage.

Ercryption For Everyone

Basically, every meisage or fAle you G-
covpl has a digital “wignaners”™ added it
Yo and vod coly can apply tus digital sig-
natuce pniEss someons clss has your pass-
woed. The rezipient will be able to be almes:
positive that the message or file is ecally
Froar your, Ehat 1L was seob at sxaciy the iodi-
catsd i, and mast ismportancly, that it has-
't been fampered with in the shghbest and
thai others can’t deciphor it

‘This is all based upan mathemostical prin-
ciples, ielodiog what we now know a2
“apra-way fenctions™ and “public-key en-
sryprion” The mathematical prineaples &rs
vepy complicabed, to the exrent that even 1, 8
crvpio-pbreak, do nat underitaind bar the
rasiest coadcpls.,

A ome-wiy funciizo iz somedhing thal i3
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very casy b da, or - gl i this way - some-
thing that iz pach ensier ta do thas o wnde
For example bosaking a windaow i5 very sasy
b oo, bl can vou put it back together a5 eas-
ilw? [ think not. The sorts of one-wary fure-
tiars requirsd for cryplography are that itis
caEy tooumds if you havs that litle extia
picos of information and cless we imprssible
if yru dea® biave it There are macry OLG-wEY
funcrions m math and one iovelves prime
rurnbees, Evervons beamns prione nunbers;
they are basteally ownbers that can only be
divided by | ond themesebs, sochas 2,3, 3,
T, 11 Theos anz: a0 infivice namber of these
and there is ne knawn patzern o theon euespt
thait hew ans prines, When yow multiply tee
toperher you get a nuimbor that can be di
vided evenly by those twa priuces. Finding
the primes of & wamber is knoam as “facioe-
g™ 1 think 111 now stog tecaring woue all as
hakies ar<d gor oo with it
[t's easy to muluply two primes, exarghs
11927 and 20503 (which gives us
243,310,068 1} bt it very difficell b oooner
s e primes Tbom the resuit This = &
pectect cxanpls of a oneeway fanction, which
i5 the most sophisticated encryplico gysten
beneram 1 15 ponday, It sraey tabos wecks for even
4 Supereomnpunss to Fastor a lasgs nurober that
was creabed by Lano pricics. This is exactly e
reaset whiy AN encrypbion syibom was based
an Factorieg owe different decading keys; oon
to engrypt the messagshibe and ome ba deczypl
it With only one you caly kave half e capa-
Bilifes, e, with only the key used for on-
coyption you can caly cneryps flesmessagess.
theoceticalty, Daerypling moquinds & scparate
ko, wattlable caly 1 the inbended recipicnt of
the ercssags, This key 15 based on the praduct
of the twa priss panibers, where B Jeeryp-
g key is based va e rumbers Bemielves,
A computs ¢an raoadamly pEnerahs aonew
pair of urigue keye in 8 moment becioss it is
simopl: for a computer B0 make taa Frods
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ard mattiply them The encrypting key can
i b cande public wichour appreciable risk,

Mo here's o ot woeks, [ want te seed
FARE this aricle. My compuier laoks wp
2055 publs: key and wzes it do cocrept this
infacmation. Mo cae can rewd the messags
ather than M08 bocauss their poblic bey
doran™ héve any informtion needed ta de-
crypt the artizle. My computer than sends
tlus sewly encrppled file and 2600 decrypis
itwith a private key dhat comesponds o their
publiz cne, Moo they wann 10 answer and el
me what a great joi 1 d@d! The complter
ks up oy publiz key, they coervpd their
message with b and serd what looks ke
rardom rumbers ardd Jetbers a5 an e-mail. |
en taks this, pasts 10 ndo oy homemade
decrypber and tda!

Now you may be owordecizg kow big
th=se primes hivee 1o be o ensure 2 very elits
and seure one-veay fusstion The ceaeept of
puklic-key encoypliom was imvente] hy a
doad kncearn 2 Whithield [AffAz andd Martin
Hellman ia 1977, Another sob of eivpio-
pkreaks, who the pablic called sci=ntists,
Eor Eivest, Adi Shamir, and Learard Adzl-
oan, Eood cams up wiil the oslon of usiog
pricne Psclorizstion as part of what as mow
know s BRSA sncryprion, afrer the initials of
their curpames, Today ot 15 estunabed tuat
woulld ke m:lliors of vears @0 factor a 134
digit numbser rhat was the product of tea
peimes, regardizss hevw cnuch ceonpuling
porevar wias eedl. To proeee chis paint they had
a Titrle "competition” They challooped fhe
woeld o find the e Factors tokis 129 Sigit
number, knpwn > crypta-phreaks as RSA
1E3 [t waz, and is, a5 felloors:

114,388,625, 757 208 87 860 233, 779 0
TELECIL 010218 206,721 242 562,302 3
O 142508, 006,005 245, 715,897 820, 59T,1
23563558, 705,055, 909,075, 147,593 2000
26,870 543 541

Thay were quite sure that thas messeg:
_w_._n“_.. had encrypted using the nurmber 25 the
Fublic key aould be quite scears fareves
Bt ihey kado™ sapected computers b get
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o pepwerfal, so quickly. And in 1993 a proup
of more than 600 ascadenmics and oryplos
phreaks froon around the woold began an as-
sanlt on the R5A 129, wsing the loternet 1o
gaordinale each individual® work. In lass
than a wear they factored dhe number into
Iw0 primes, one &4 and ene &3 bt ko
{Tkis dme I'm nat .....u_,...u.._._w oy Hmg _.."_..n__._._m.
up thess o prumes!p Thisy then decrypred
the message that said, “The mapis waords ane
squzamish and oseiftage” 5o a5 you can see
from thix, a number 12% digits _n_nw isn't
erpph B0 encrypt data chat is really amipor-
tann ared sesstive. Mathematicizns epday be-
lizve that p cumber 250 dipits long @5 more
than eeaieh to @og the whole popalation of
bHarth froon uncevering the taxp prisecs. But
whe really koews? Compurters are getting
laster by the sscond sowe might eod up with
an RSA 1000,

Cine Lthang we dan't have o wormy abest
15 rurming oud of prines - thore are said 1o be
far ppore prices than atoens in this wniverse
(wezh nght). Key encryptioo allows mooe
than just privaey, if can also snsuse authenti-
carion of oeany biogs. This will, hopeiully,
bring aew anline berefits in the furure (mare
ra this later), Seourify can also be ioereased
by including e staegs with the encrypted
messages o duriil 10s

Societp ¥ Biggest Problem

Nooe of the proteceion gvstems thar nacst
cormenzial and poscriosent cormpates sys-
tems usE [day are completely flsale, The
best they can do is make it 28 hand 25 possi-
ble to try te get ioto tham, Despas gopalar
OpItions o U2 contrary, cormpueler ety
has 2 good recond, Well Bt least that's what
thew fell e putlic, 1o feel ot a5 estinansd
that ol least 2K computers are broken 0
in 2 week, in Australiz and the U5 alone.
Compatsrs are capable of proteciing infar-
mialion in such a way that even the smartcst
hackers can got at it ceadily unless some-
2epe erlrasted wilh information makes & mis-
e, but ned koo many Compaber sysless in
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tle wiarld uss this, or take full advantage, of
these methods. The oo reasen compacer
LPELEME AN 50 =asily breached and lilss so
easily decrypled, is that people ars shipid
when it comes to passwoods acd setling ap
syslerns. Pecals don't wanr o spend hours
omn end just i sed up 3 pebeock, They do o
_..._._._u....,.mm..._.. WY, with the defnl: passworils,
liecause most systeos wall soon use do-
dew’s enonvption techniques such as L ondes
concett tiders and buy other poodaces, a
hraakthrough in mrathenalas o cormpaters
sexigns ihat defeats the cryprographiz system
coaald be o disaster Lo s poophs caning thase
everems nd to the government in genesal,
The chyvicus breakibrocgh would be to croate
a rrachernarical formicla thad @ives us an easy
eyt Tacdor exozochy larpe prime numbess,
Ary person s} possessing Uns power foald da
antthing they wanced, elscianically.

Fvery Cnde-Flhreak ™ Yighimare

Maoy in the TIS. govermment ar= op-
qosed o encoyplica capabilivies boozuse i
reduses the sronghald they hawve ower the
people of the L15, Theagh chis, of course, is-
'L guete hawe tiey put in, They say that such
encryption ©Loreduces theit ahility to gather
infarmation” Buf, thanks to many ervpio-
mhreaks, this techinalogy, and technology as
2 whals, can't be stopped. The NSA (Ma-
fienal Secunisy Agenoy) is a part of the LS.
governinent’s delense and intelligence com.
murity thar protects che 1155 secred com-
orucicarions - and o docrypis Docige
communizaliong o galber inbelligence de
The M54 doesn't want saftwvare ﬂﬂn_i._n_n_.m_.
advanged eronyprion capabilities o be seor
outsnds the United  Staves. This o=t
bizchet me and margr ather erypio-phreaks at
the mement, becsuse we don® lwe 1o the
115, Bul il the LS. EURTTITENE MANAREs L
ce rthis, memy ether povemmends may fol-
Eaw, Homoower, 1his sollware 15 already avadl-
ahle thoozzhaat the warld, ard ATy cooutee
can ran i, Mo pelitical policy will be ahls
restore Uhe LS. povernment’s tpping capa-
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bilibes that it had in the pasL

The US. povernmernt recenthy had a
cowrt cxse with coe Phily Zimemcrmaen, ths
pregrommet of PGP (Pretty Gocd Privazy),
o of the besr &nd most commoaly w@wed -
cryption PITETATE, Th= case and=d in Phil
ik being able w relezse PGP owtside of the
15, Bat (urafficially of course}, Phil sent
the seanned source of PGE 5.0 fo hiz friends
in Bureqe. They then scanned thas and come
pited it hm.__....._m.: it was call=] PGP 5.0 inter-
natrenal versweal. They abko disgibared o
like crazy all ower the globe, thanks oo the
[nicroet As wou can o from this, covplog-
raphy will never ke stopped, just like hack-
ing. They may csich a crypto-phesak or
anather Mitnick al they wionL stap s all.

Wow IF commenos mests onoany siopls
el 1 rusl be identily, Thers can be no
Business without oamership, To regulats
cneEnss: there must be a legal svetem with
gocouniabiiny &nd that can™ bappen withouw!
precisety identified ircdividuals, What the
L&, goweriment 55 planning iz to make sunc
everyone has an klentity on the Irternet, us-
ing the eneryprion methods provicoshy men-
noned. The LS. and Bansh gpeerminenis
bezh came up with ideas on how 2 manage
all these kevs but it scoms thar key cseroas
aren o b, for powe Irsfead e LS. e
ermiment is n__.m_.u_ln.n 1o pass A Bill that wdll
cosare that these i a backdeor in each and
every cryplographical program (m the LS.}
sz that the NEA, FRE, CIA, and the many
oilbrer tnkawn gorerumsnial proups will be
ahle to wccess a2ny hit of any peTson'’s ens
covpied bytes, Dioes this seem immoral? Wa,
why woild ir be? Accordizg o maey of
Clinton'’s  advisoss, hackdooring  saltware
ared enabliog the gevernment agencics full
ACCesE: L0 By SRD0WE And NeGkEeary [0 Gom-
bat stacz-smomsored terrorism ard prevent
the wndenmening of (e energing Mot coon-
paryy. Dioes this sownd like a load of kallshil
to woy o The worst pasi is that the com-
pater illiterate thinks it alb roe. Help Srem
to 522 the truth,
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by Fever

a_fever@junn.com

Recently [ was sittiog 2rourd inoan airport,
waineg fior a fipht, when T neoticed some-
thing strange. Tn the middle of the room,
there was a largs pray cbelisk with a sign
sawing, “Surl the 'Weh! SendTReceive o
mill" Maturally carions, 1 ogar deaae 1 dis-
cavered o bug that seme of you may Ard
useful, or ar l=st enlerlaining. Rince chen 1
Bave dome some research on thess machines,
ared this 5 whar 1 have leaened:

A Cyberboodly s basieally a PenBum 170
12 168 with an [S0M line, The top of the Lics
mealel, the Cybeshoarh Kiask, 15 a fear-sided
umi? featuring te compulers ard space for
tan optonal pay phones. This is the ohelisk 1
meentioned szrlizr They cosn about 515,000,
The Wall Unit gnd thee Lo Prodile Cyhers
both ar: basically the same machines, the
andy dilference being in the shape, The wall
unit loaks like a prop from 2 bed Star Trek
episoce, while the Low Frofile just Inoks.,
cidd. Tl ez Payphicne Oyberhoarh and
Dhvzkiop Cyberbooth kave smallar scsoss
and are slower, The Fayphar: caly has a 336
madem, This 13 e o the fow cases oueside
of Micoosoll where 2 new prodect is eoosid-
craily worse than the ¢ld ones, This ey ca-
plain aly Arcar won an M5 RAD award.
There are soowe bvereshng fealurss on thess
machinz, bowewer. These own are the caly
cies with sound. The Pavphens Cyvberbeoth
anis nexr do mel pay phoeocs. Downlaad
samiz selnds fieen the Met, and vou hove 2
eamvnmntly placed red bax. Your conld alse
play wound effocts Br passcesbe Thes could be
sapetially fur al an sirport. The Deskiop Oy
berbooth, also calizd the “Hospitaling Salu-
tion” is intended For Bosel socons, and this
Eives Tiss 10 twi uiigae fcatures. The first is
that they don't reguire a credit card, they juss
chargs: your timme directy mowaor reom, The
sgmd s that it bas a 237 fopgy does. I'm
£ure vl o dhuek of some rather... creative
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uses for that, but keep in mind that they kraw
what reom you're o, and what machins you
hve acecss fo [F youre going ta play with ir,
usas an assumisd pans and pay cash,

The Cyberbosth ofers several main fea-
TUEGE. Tiru Can acosss the web, e-mail, nzlnet,
Play garnes (just in czse you can't wait 1 get
hame wr play Ming Swecoper), or access on-
ling seovices Dk Coarpuserve and America
Oeline. {Don't uss America Online, o'l be
sruch happier in the long sun) Unforta-
natehy, all of these fzalures require wo o
Ewlp your credit cand!

Aboom gives you 000 aplons free, in
the haps that you wall gve them yoar gredit
card Jaer, You can Inok as the Atcom weh sie
and wend email to theic webmasder elling
him zbour this artecle Yoo canoalae visit
=omee arther papss lree. Thess will wseally be
o b nighl ol the sereen, bt wou may soirs-
Lizress find fres opricns on thi log teo,

A this poiof, wou might be thinking that
WO AN S e Lo the Afcom sfte and then go
whotever you wart From thers, Theoe &re a
few things they da to provenl Cus, The main
peablzm s that a5 seon as you aBemps 6
leave, wion will ged a ressape telling you that
wou ans not zliawed o access that pags with-
ot paying, and you will ranin en e free
nage

“hone!” wow ory, ST cant pay Far this!
Huow o | get on the wab™ Thers iz a byee
biale in secariy that woald allew any A0
Luszr to get o0 b web, assuning he could
figure oul hon Lo use the weh. Taok nz the top
el the Cyberbaoth soreen, Click on the Oy
berhoarh Markstplace” aivon, Thas well gave
you soveral graphics licked to adwerbsers”
wih pages. Click onans that locks infzrest
irr. This will faks yiou o an adveruss's weh
pags. Froo tbare, try to find 2 Iink aur For
A0N fiEsea, when you g throwgh the Mar-
elplace, it lets yor aut [ kave not faumd any
otfier ways t get free aceess foom 3 Ovber-

Afcom continued on pg. 52
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fetters continued from pg. 39

cet innd trey will crop 3l of that shuff bes g kot potate.

That mialy foncermt e - wiene ark we all goirg o boy

pr baonad bonis pooe ARR bBkes geer the word? Taey

afe FREFAY Lhe way that gubidshing i d24e a5 well, fak-

irag o racder Sar srwsliasgroasing bosi ba te pobheted st

all Wren pou cersloer that mery of the great aochs f

apvkam kembare were rmigersle celler for sha £re snar

B3 wars, vl £an Sed ERe Zrobleme this sl cause Saed

Tor chaaught - jask rarnamber whe yoor Fiends gie aad khad
3 beogand % 2 tezpand even i Te changes s spocs.

Rschel

Ca-Hanzger

Iileraatianalinl Backs

Thagel HilL R

Wk, ar f@2dl we wive ol 02 hals 2T Dl Dhiugnly

e ey Anener £ Al e rakat

Between The Lines

Daar 2400

Hak brat T'ra eeger bz wee #5020 wivk av bow an the el
o Amenzan FuTmakeT. but 1 tmink pesk of the medt
hase nisaid & vary ingereliog §a-1 of the ST el
Kepd fhe fooirgdes of bhe rezot esperislby che ares
wIEMe Diey afl subsLanCaling Erieenm of the ool
and timshice,

Tre footnabes refer 02 “White Bouse Egass”™ ad
“WanER" seronds, “mevemerk g ete, O e 2000 shlf
oF reales Wioe mane zhouk bhese techrolaies, of how
Whike Hoose aszarky in veb op, it wzuld mace g gresd pr-
trle,

Pate
oF w3 gk tha fnk ap ) LA b Mapetily o B
Havdie CoaRnTy WV Covial Thodugb agaia,

Help Needed

Dear JE040:

U'vw SFeaz w.._l.m rorme slacik e 8 Group oF Tral
2Tes” Ciaiming b be abie prop<anicies ard in Lhdr
wards “er 33 baelei® Foo oo, they claim Erey hack usice
2l adpors and progneT Aol addors, e ol Chew G
wre tirte aqain thal ey 1) e Premtbdz shes, aog
T bhay 2o Fuciosg ik 2800 wen thay Pach aith e In
Che past month 00 5o, Thiy hass basn telling na ks el
y'all “that we in Lhe aal waree seene can't be docchag, 103
aastme Eray keink ey can taie us B2 being their Tabs
dssgs 0.7 Domant b2 babe 20 oF Crair (nore acees ouk s |
reaprd helzo Thera acp mare of bher 292 [ dan™ hawe Ehe
Cora stk ea Al B0t wod wanda help tabs acboa, ree
wpoerd ared T'H give 2o their p-ruil wnd £r5 o0 and

marbug

Fleoo k2ap vF ouf 4 pour Lt epber agmg pas, They
srontaF infarect b g ee wtn Sadta bois.

Oear J&040-

[awm a2 lzoge aaarireet comnelsl (180% urikn) and in
h past 34 maichs 1 Bive had ceperis pnd docurmemiz-
dig of calls b2 900 nurshery {ume Bres) TTOT SEeERE ek -
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cerks’ zparments The calls 2re being bifed an Ehe fos
Larera’ F3OC bl From shid party tilking ageacian The
ralls t2is piace wien toey 208 ot hame 2rd ip 2ne [ase
thi rssidesl was out <F state,

1 @art Bedeve that someane w3 galticg irka bte
apartre il with  maiter by ai Lhiy ara tightly comlralled
and Exe svacks 20m all during daytis ™t hours. We have ks
oF roky ieighbors ard @ serdoe e of Tor peaps she
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Fuming®arid
Hew Fork. USA

Dzar FEN
[ really 2dmronc tha cover of 1550 1503 Ibserds the
Tacagqe Prat Usd [ETAgrams woe Sanig to ATecwa -
setend wien boey antined the copntre v ElLS Elard,
Tras likw-Lp has turaed ter 2ak 2n tham, pe che ia daing
L Kadir, and ma, soz3er than we Feink, d2 w0 w Cesp
ramading [1¢ ward that biabary Mg $20n repaal ikl
B Land

Cazr FE00: it i

Tz 2 profemizzal weotasiogek searsivg in fuSide-
epcker comzute Sebancking. T ear aSmes woor magasine
while 07 3 brip W the By oty (L wodld never haee zeen
yaur pubdication in 3 sruall town ke mine), i lzakad s
werersing ard T was cariols, Seven’ digs i, DRas hine
1 pead Che 152 maue [ had SJocght pnd = inprased nz
wery mcih, Koo the ek of which nzs the urdedying
“tasraar arensg thiceis” theme af maak =l yoLr plocer, T=e
inwde L'l e weth Eep sesnk bRt mred hackers ienadin
non-ralicizuh i thair ackratien. 1 learred thak trge Fark-
ok parsus bher crafl Engly o ergsy T bchaniml inkel
it challenges. ta o weree a5 wabchouands fer
complacenny in ssten SECUTty aod tn advelale aguinct
urdee ard restrotys e of wnalogy b the carzeeate
ard mrikary culre,

Fease pocept oy itssuagenem by all of o read
o, wupecdlly ERE yRanger iy, U8 Cankingg ERe non-me-
Tctoas porant of backing, 27d to @uncrage naliciou

haazkivg by ostrasag Lsege Tndlvahials Som ymur tom- |

nonibp Based an the proie toue Pee pkz, hacking
se0Ts bn fevmlzp heet analydoal and bechrocal akolli. 3
rmltas csepuidng noede ssauiden what they bebizes £o =e
Pkt aned araneg.
Ard I moge rorm o you mlel it an olf suy For e
conkiraes 1o &nfay fand leare From ] yoar putlicalor.
W
Fridiy Hathor. WR
Tow gesd 02 bawe pod KDY P
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Atcom continued from pg. 47
boorh, bus feel fros o experiment. Tell me if
you find anything interesing,

Weed rore Getails? Here i3 the casy five
slep process:

1. S:t'erand in frart of the Cvberboach,

I Click on “Cyberboock Markeyplacs”

3. Click an “Wicterler!® IF Winternel 150’
there amvinere when yoo risd thiz, improvise.
4. Tt saems WinleeNat won a Microsoft “Bast
al 1he Mot aaard! Click on it

5. Congrarulations! You'rs off the fres sile,
bt wha wants o gpend fme wilh Micoosoft?
Click oo “Seasch.”

Yiw hawe reached Microsoft’s Search
Engine page. You can go prelly souch amy-
whare fram hecs. Theee are sAll some lutuls
on what your can da, The biggest problem
after thas 15 thar it won't allaw you to foype a
TURT. This shoulda't be a prablao il vou
{af get o 2 search engins, of maybe wwel

. anomymoizereem. You will alse be smek

with enly a partial screen and what thers is
will ha the Atcom Afhrowssr, You might
have some peoblems dae 1o ths Cyber Pa-
trol soflware installzd on the machine. I
Blocked Alta Vista soarches on everything
from 2650 ta Ddsney, bt iF seemad Lo ged
alogg with Yakao, U will Bleck amy page

| with “kack™ in the dtle. It also blocks many

"egitimale” pages. This pragram is nothing
bt trorkis on this system.

why is this bug heee? They konew it ex-
fme, yeb ey refusc o fin it 1oan caly specu-
late a5 ta thear metives. Perbaps i
adwvorticers don't want their links limuled.
Much e likely is that seassans at Atcom
is baxy and docsn't want ta get off his fob oss

| b f it I youTe going =0y this bk, oy it

coon, 85 they will probably fix it very fast
e dbsat it i public konowledpe.

[F yuu would like to find ol mere about
the Ascom Ovberbooth, vau can check our
thasie ek site at wwwatgomminfo.com ar soed

! manail 10 helpBatcominfrcom Ta find a

Cyherbaeth ncar yos, 20 to:
woaw.nfcominfo.com,cl-main him

Winter 1982-1908

le firewall

b Black e
Firewalls a0 stiapd Botaven woib &nd your
destinatim. This Soessn™ mean that Gy alwiys
srop poia fram getting there, bat they are walch-
irg ol dor't krovar mamy paapl= who like ta
b wabchad, g0 bere s some infoemabon ohoot
Chackpainl Firewsll-1 3.0b prodeds, nanisg

; o Salaris 251 with the [atesl paiches. This &s

net a comrprehersive artizl= oo Checkpoint, just
e I JUCTIAT L W Cnay

My ISP uses & Inewall berwe it and the
[rternet. This iso't revelulicnary, sadepl hat is
makes my 4234 connecticn as slow as 2EE!
This iz becauss it is checkmg avery packet that
gaes in and o of the ISF Yoo wald fizure
that they would a1 least pur the pees fosd
aomeatene alse!

Chackpomts FYW 1 doss whal is calisd
=Slarciu]l Inspection”™ FOLL checks everw
packel againg & rale-ser that the T'W adriin cre-
ates. The [rewall can rthen pRCepd, rapEct, &0-
orypt - awhenbicate, o drop the  packen:
aeoarding fo the rule-swet. The rulss are basal
e, Source Addrzss, Destnabion Address, Ser-
vigs (g i, wmp, dns, matp, elcl, Aclion (R
jor, Deap, Accepny Lappmg Level [Mone,
Slit, Long, Alecn, Mal, e, 2nd Time. The
FW admin creatss thess poles 1 pertals o e
Jevel of sscarily that 33 redquirad. For cxamgple, of
they coly allrw Rip treflic from the “ealernal
mpetwark’ oo anomnbermal kost, kost A Lhen L
k-2 wodzkd ok something ks fizure 1.

This alleews caly hrip radfic oo hase A from
thi ealermal pelwork, FAS] aall o) any o
prckels Fom B exbasd] nelwonk, causing 4
timeout All nales ars bosed on IF addrssies.
Thesz addrasses have a slew of associaied prop
ertizs, o being g name for 22sier rezdzhility.

EW-1 alza dos Nemwark Address Transiz-
fice (AT Witk MAT: wou 52 Bbde the nds-
mal sinocturs of yvour nelwork oo e gulsids:
vkl This is very handy for corpomatizas thal

have averyoos surting the weh for “hisiness
purpsases " Eech useed 1P &ddoess coald he szen
arnd & e neleock map dailed fooem s in-
[Zrmaticn With XATs the actusl 1T addoces be-
hind L firewall d5 crarslated 1o amalker iz
rales This iz then the address chat &5 propagacsd
Aerg the Internel, Mo IF soeoes: sees this
addrzss and dries bo alech b ke nelark D0
the cutside, the frewz]l w1l just drap the packet
because e ARP soquest for chat machine's
MAL address wall nol exisl,

Mt all frewalls are créted e, and the
all have their omn hugs 2od problems. Fasl
doss Ccome wirth some proniss, sach as teinstd
and hipd, but in is ool known a3 3 prosy firs
wall

S what's e magic cookic 5o gl anaoed
Uese firewallsT It's che same as most everylhing
else, Buman error. Heres 2 quick List of thicgs
el want 1o hoak ar

1. Eszily hacked sarvices such 33 sendmail,
tinpee, €., may sl ke R an e frewsdl If
wm van break inta the firewall maching? pek-
Pt Bules 27e beld in fetedfavcont by dsfadl

2. Peopls do maistenance of the firewzlk thal
may leave e intemal network sascepible foc
rericads of Tises.

3, Ir 3 vy casy Lo creale nee-geioe rule
e 1Al don't 3a what the creatar wasited,

4. Thers's spm=times a hackdoor. They may
havs Lhe Int=rnet Jacked right, but ihe com-
rany's dizl-in modsms are open sepson.

. Currad panches aen® spphied and lame
wracks such as LAND will vk,

4. Thi: exlernal roater isa'L profedied

T, JavatAclive X altacks - 35 mas? [ewalls
pass ks through and don't check.

£ Yada yada yacha

®iost good frewall roles have s nezle, which
eratid ar the fimewall will deop &nd Jog all
paskils senk specifically o 31, This is good be-
{mause there should ke oo ati=mp e send pack-

T |
]
Acticon Leog Tiae |

“ source Destinatiaon 3ervice

| Externol Network 18.18.1.1 ftted acceplt long amy

“ AHY AN LMY drop long amy
Figure § = Sumple rile Ser .
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s ey b0t tswatl This is 2 gend indica
ton thad @ hom is a firewall i wou ko it sxists
There are twn ways fe do his, Cheep &nd Kejecr
Dicep will jusd dreq the packet and yoa will have
L weadl Jioe wour cLiznt to timsaus. Whereas a re
ject may send 8 repected packes back, depending
i the protocol.

5o yeed chink fooyoursel]l all | have 12 do 12
(ind & covsn service and execube an Chvlip-
pimg Frapewnt artazk, The people aba design
Frewalls ame smast, LU nir wath thiz reascning
and implementation froon FA-1.

Koeders are aften vulnerahle o the Ovalin-
piig Fragioees artazk, In noroal aperation, the
rouser passis the Grar frapeasne of @ paciced be-
cause it 15 alinwed by ke AUL {aceess onatrind

PPTRITR R SRR G TN

ty dethd of the Bulle On Parade

1 havs read eomtksss aricdss an phreaking and
hizve foumad thal cnany are cotcansd and'er apply
ry specific aneas of the country Tike thi castand
wirsd comsts and e north and soaatowest Flow
ever, 1 have F=iled v lied owech B8 omaton an
phreaking in the midees!, whers o ane Jeli-
nitely dams of phreakers o wanna-bes. 5o hene
15 a tuloml po phocaking in Dhal acca, sptibe
calhy [finois ALl the fechniques deseribed hers-
Tonth ales apphy i micst pars of Missoun, lowa,
Chio, Wistorsin, and [ndizana, and | oassane
blachigan ax well, 2libough PPmonod soms

il dhe boxss in the east which are
opered with T alken wrsieches, s s
il uses a WIE™ balt do clase iy hoxes. These
hones photmd everywhers, especially in arsas
wildy underpsound ek Lk pwy sulsdiwizagng ar
isolabed farm roads, They are pals gmocn and
o in zssoried sizes, wsually abour three feer
lall, Thew wsll wsaally 28y coher “Hlesis Bell”
o Ameritooh”T o somelhing ke thzl om them,
and almnst ataays have ane af thase Ozl hilie
[eefiome: Yiva L™ giped, Thire 2o Ll Typos of
Lowes, the green ones described abores, ard the
—_.u..m"... Lives BOSE SLET 000,
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listy The rowter then passes the seeond frag-
mient, 25 it ractinely passes 21l noo-first frag-
rents. However, in an Overlapping Fragments
Alnacl, an mbvusiee SRl ceeraTioes the end
ul the Orsl fragmenl, pesaling an s acespranes
of 2 packel thal should have been rejecied by
the ACLL

Firawall-1 pravends sach attacks thrioogh a
P Wi all Mwariual defragmentarion” In
this case, the freeall cely passs a fagenenr ai-
tar it has ird=rnally reconstructed the fll origi-
ral packer The F&-1 Inspection Faopize only
s the full pecieer dara - che same date that
aald bz 3icn i the ik weren't fragnenced
1i5ing this scheme, no overlapping of Gagntenrs
55 permnicted boy the TIRLE

= s '8 F %

LR MIHENIEST

(ke vid have the damn thing open, vou
can wee All The phome liced oF 15 ans3 lncd op
far yra in myTizds of screws, many o which
a5z just nnused Imes that shos ap on catler [0
s “[lliois B2l Teleann™ ard an be ased
et frex phane calls wilth a brige boa, Do’
Twther sicipping wirss, ust back up directly to

B Eorews,

o pio afvsad boak up ahatever boass you
e B and £ Rt Y A preas swampls s the
beipe how, as e can listin = on Ghed peopls's
corversabions and pain greal knewladge for so-
cial snpiassmmp ar leamn greal secrels zhowt
people. Aol Gaworibe ock o mine 5 o g
an F M cransmitees kit and kook it up with altiga-
Lar claps e & kg i the boa Then, ckase up che
ko and wait doan the srecl io e sabsy af
wrval o and hene in wour radio 4o dhe Megqoacy
o the rrarsmimes, These dransrviters can be ac-
gaired fram elsciromics companics ks Marla
i Iomes and Associates throwgh mal ook, Call
FM-EE2-0733 fof a cRlalog

[hon't forged wo walch wal for cops and other
asgattad pock prodocis as well as phone cxn-
pany limezmen and truchs. Thss arg sof good for
wour halzh

Winler 1998-1003

by LB
trmbsinei hoimail.com
D you cwar access sires that wou den’t
wand arpons b know about? [ thes amcle
will help vou ke=p your privacy while you
are: looking at paces that might be of cea-
CErm.
Ope dey 1 was on the computer wheo |
realized thar | was on a questionable page
[which iz a mice berm for 2 hacking pape or
someshing of the sor). and that in ordar to
clear my racks | would Raes Lo delete my
hiztory U'ELs oo netszape, then olzar that
pap down Lisn, plas [ would Baes 1o clear the
temporary Interrzt files, and that would do
2 pood job of proventing poeale from sec-
e whiere [ b heen. Tor oda this it wonld
B taken o liks [0 minatzs, which s oo

*Jong wlen veur parcids o boss or whoever

warnl o s=e where yon've been, 5o what ]
did waz made 3 simple barch 6l: to do all
the dicty wars.

Melscape  stores ibs history o file
(reztscape hse) and preference Glos (preftjs)
in your user divestory (i my Ras elgro-

- gram [ilezs'nelscape nsersirusty'). Inoordsr

La ges 3 “clean copy” of nerscape. bet [acnd
inky netscape asd clicked Edo|Peelerences
ther l=ar kistary. Maw tn chear that damn
drop dovan histery Jist vouo kave o edat the
peefsjs file. Opon it with Weedpad asd
dilere the lines that lopk somehing ke
wdher_prefi“browses url.history, LRL.1™,
. 2B Coe D,

WEer_prefi“oomasar wrl_history, URL_2M,
"t hozkd reg. cob™)

2800 Magazine

(0% 30 YO FP0R NETSeLPE

Caly delste those lines, or else wou have
sorewed up your preferences for Metscape,
apd it is & pain to fix, Then afier bech fles
are clean, you can hide any suspacions by
meing b2 sitzs ke wwowphs com 50 no one
will ek wou'rs op W anvibing.

e ik these tweg flas are moddified to
vour liking, meke a copy of esch one
{medscaps, hist 2nd netscepe? hst),

Mo you are ready to pro2ram yoor
harch file. Fust of all vou wanl e replace
your old copies of your files with rthe
cleaned up omes.
ed pragea-thnt stopetuserahirust
del prefs.is
cogy prefsi.is grels.|s
del netzoaqe, hst
COfy retscsped hst retsoope hst

Maw you need Lo clean your femponry
Internet fles,
od hprogra-lhretsapetusesshruskyhoachen,
dal *.gif
Z21 . ipa
gl " htm
gal . ink
el = owo

Moot The reasen | dudn' Jusl dey e ».7
1% because the Tzt dh is a very impaciant fils
for natseaps and can’t be sorowed up.

Be smarl. Know that these examplss
don’ 2lwiys cover your ass, Rasically this
will keep wour privezcy obh wour bome
coftputer, and thals zboat it Don't oy
this on your schaals netaerk which has
progranns oo i do ack vowr whereabouots
on Lhee IrleTnet.

Subscribe to 2600. It's just
what the doctor ordered! See

page 59 for details.
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ol e For Sale & & @ s

REAL WIRLD HACKING: [ntarasted 60 roofl 54,
stears winnels, akanfoned Bgaids d, Sabway
bamsals, ard whe ke Foo a copy oF fnfipesiing, the
rine about guing cther places you're not suzposes
e ogn, sand §2 to B0 Bax SE040, Town Centra PO,
Fickering, CAIT L1W 857, Canads.

ORDER MY E00K: ¥2E & T There's 2 1ot of
meorey T ke iwade beopese of Y2K and U el yeu
how, Sut there's a whels 132 more Ganedos just
wartizg fiar wou and TILeell yien that eoo! Pl 2l
sk memmyoee 3 copy of "1 Kew ATH Gams -
Thi=%i YE6" (For educazomal perpetes enly), Sand
326 (DU pay 5/H) to WolHam F. Walsh, 11273 Figenn
Fars R, Ste. D-1-498, Horesg Yalley A 52557,
Sedizfadion qurntesd o templete rmfund o all
mantal cages

TAF T-5H1ATE: Teey're back! Wrar 2 g% of phragt
histaey. $17 buy oo 158 TAP lago in Black sn
whode 100% codton shirg, Ay damn g% m.ﬂ_.n...“_ Haopi.
Chex=re Cazlyst-approved! Spacify L1 Sand
Foymant 40 TRC, 75 Willett 5. 1F, Albany, Y
12210,

COMFLETE TEL BACK TS50 SET (devoted erfively to
phaoe phreaking) 50 ppal: Foebidden Subjecs CO-
EIM {230 mhoof hackieg Slas) $12 ppd:
Dindprearing Ink Mormulas - sifely writs memas,
vk Litlers, ar nasky nobes. Fade tine is edintable
55 ppd. How b build & switchblade fram seuich
using common teodis $10 pod. How to convert a
fizlding pocket knife to switrhblada pperation 58
ppd Get Both for 315, How [ coneert 8 super-at
2ar Sitector be 2 jammer $5 ppd. Fele Fays, PO
Boe 702, Hene, OF §42a0-30113.

1MFHIEHAI0K [5 POWER) ot pur cabaleg of
informaticral manuals, pragrame, Fles, books,
neactletbers and videos for aabe 31 (562, Qur
pradacts Coepr infemation on hackisg, prealing,
cracking. electrenicy, wirii, 25archy a0d the
[rberzet Legit ard recagnized workd wide. Send
wour §1 05 o SabMESC, Bse G711, Loog Beach, M5
360,

ME OFFICE *97 FRO [0 (Standalone Toame ). Kaw,
unapesed, Juthintic, registenbie, N pimals
incloded. On 1 CO-FOM §75. Undetectable «iri (6)

Page 56
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Fae D05 & M5 Win 3.1, Oa & Diiks, $6. Collectans of
cralie, feyvalby-free art & photes. Ready ta run 2s
Sordefddair andfor waizapers. On 717 diaks $18
each. £-rdil o Leail mail for ctalag of collestizeg,
Lash. MG and checks arvaptbed. Toa Omega Han,
A102 Fursass Doeer, Buitin, TH J8753-5839,
LT TR R AT L BT

FADLO'S DNLTNE: Brtoywraapanlst com. Kot just
thex saree: old cheap pick s=2ts znd maybe a pick ous.
A have accesi to tha bleeding-2dge locks mithing
teals, from code bosks to safe penetrabicn to “F5
mdel arte aniry! Wee specialire in spadal ardars,
SCap subing googed/nipoed oft By lamer spy shops,
and 16t us equdp you with the latest and Sreakest i
the tradd. A, seitcttiades, moth: weapstoy con-
lethal sedt-ceferse, and mome. Free assw2ed te cur
File archives with every codies. Yeur BEST PRILE beat,
acd FOLE SATIEERITION CULRAMTEED, Senvd -
profiainah vince 1996,

ATTENTION HACKERS AND PHREAKERS. Fara
cataig of plans, kits, and preamdiad sectronic
“toals® including t=e RED EOX, SLOT HACHIKE
HAMIPULATOES, SURVECLLAKCE, RACAR JaMMIAS,
LOCE FEEING, and mary pbher Rard to fnd
uipien?, teed §1 1z M. Snith-03, 1515 Shiprs-d
Elwd. %257, Wilieisgrza, B 28812 or visit
bekpof e hackershamepase ton

'WIEETAFFING, callular menitadng, elecironse
sureilance. photographs, frequencies, eguipnent
sounces. 16 page pictorial of the eoufpment wied in
2 real L countirmagsures sweep. Mever bafore
pulizfed infarnazion in THE FHOKE DOOK by M 1
Erannca, RN O-27364-072-9, § 12 %11
rapirhack, 263 pages. duteqraphad cepy 543
Eestpatd &s Fellows: check or money onder payakla
to Lyslas Frisd fer $36, second chedh or namy
erder for £5 payakla 02 Reke Vactaaian to te
Ferwardes 4 2600 Far theé Kevin Hitmick feferca
Tusd, Laninr Press, PO Baw 102173, San Francizer,
LA S4119-2171, Adeo availzble from Peladin Prass,
P B 2407, Bmalder, {0 0007 2ned By spedial
ardar fram Banes and Koble,

= = % Help Wanted = = =

HELP T FIND VDICE MATLEQX FASSwWIAD.
Password far welce mailbos last, 8, raw replacarent

Winter 1998.1839

o

will erase all esisting data including the wiis muil

- Bargreetog. Will pey 575 ta At persoa wha can

recevr all digit (rumerical] passwencd, For detass,
e-mail belp-dreoover vy rat

OFF THE HOBK tan naw be baird on Eha net!
Thanks b2 toe generosity of pesple with access ba

. Bendwizth, soople From arcasd the zlanes can tura

in vy Tuesday 31 8 pm Casmers Tims by
LONMCting by warw. 2500 com Jstendrd in the Mug
Tork metrepolitan zred vheuld tone to WERAL 93,5
FM}. I you have acoess to a T-1 o Beter Frame
wock, your Sora room, or Boyplice lse inthe enire
warlid we roed yaor belp to get e sBow
sxrributed. Mall porkchop@ 26000 cein iF pog bave

S Ehe bandwidts 40 serew liskeress From arsund the

warld.

= E Wanted = & o

S WANTED: Heatt%it [0 4002 dita] weathes

oamouter bt wirking enditics, Alvg wanded:
micrnprocessors for Heathbot I0-2001, [0-1550, T0-

©AR40, and [3-7050. Elvige wnat wou Pave, price,

=T

and conditicn. E-mail: Bagth bb@usa ner
Services & = &= =

KO PRETEATS! 100% LIGAL! Free nom-pubyunlisted
fumkany, Frep amplopaest locates. Free reccrsad
messaze - 20 hours, 1.200-555-5125 Ext. §RECE.
THE FAMILY. 4 close knitied 4acisl group, has
Farmed for all unappreciabed, misundarsond Bagkary,

S phtrerkern, and corputer nends. We welinme you b
©pEinacth wcur Mnd, in Fertharnce of sota| levee,

i o Feace, and prosperity Master (Re possibSnie of

tollectve theeght, {cntact: Furcell Brorecn, Drawes

T K Dpllas, 2 3ES32, [Rstection: Michael Harms « Lo

For wddesn Pledse weite agaielh

= .””... INFORMATION ARCHIVES. Source codos, tect Ales,

Bell marual, information for &) Cetalog: $2 + g
38 cerk sEamp. MEW; [RED ARCHIVES will BULLD yos
1 CLSTEN COMAITER SYSTEM! Fram low-end rpsteims

© 1 sereirs 1k use Mavw gawer than Vagas, we can

* Barild sz for you! Also: Dot us deyign and sode wEr

Wik page. For wilter of toese tirsices, please sied
us & fekber doscribing doe comauter yos would Live

Sl o the wek page wouw weuld e corstructed for

A FRIL cost estimate, 1nformation fronives, 1.
Qlesmner, PO Sox $22, Lakeille, FA 18533,

- SUSPECTED 03 ALCUSED OF A CYE ERCRIME? You

Reed 3 realous advecate comanitted ta te
bberabica of infarmaticn who speclalizes &1 hackar,
irecher, aad phragiesr defense Jentact dmar
Figuieoa, Esq., a8 (415 S63-5571 or

L Zmangalunnt Ranfprd.ong. Frew in-pessen

7 ".. - censultabion (Lo ersyre oo Sdent ality] for 2800

~ - rEaders in the S2t Frangiseg Bay Area.

CHARGED WITH & COMFUTER CEIME? Corzart
Bovsey Horrow, Ir. Abarney at aw. 1t 0338) PEE

S EAE yierrime (S dmamom oo, Extansraa

Al patie 4o Legal Backqroyad,

Winter 1998-1999
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T = Personal & & = 2

T4 DESFELRATE NEED OF FRIENDS AKD MENTORS.
Tve been in prison going oo 10 years aad Facing
seeert] pone, I'm locked in g vingle man cell fer 23
houts a day wit® ra access ba selting 2 betbar
rduzetan eecepd through free world balp, LE RS
all cerrespondence will be greatiy appracizied. Fel
Mk 10 post t1's ampahere yoo Seen Bppropriste.
fan 0. Fields A528734, Hugtes Dnit, 71 7, Baos
a0, Gatevdlle TH 18597,
MY STARWING B RALN 15 STILL TRAPFED in 4 big
Federz] prison with 1,330 bums and nuts 0] am
aikicg you to baly ma escape [boredom and
Irsdnity) oy mailieg ra 3=y computer-ralated
rmaterial yau cas spare. Serding me stufF for
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e you qeod luck and 2 copy oF oy
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Richmard, W4 2= Palm Beach, 7L, fom Precier,
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1025799 ofs 200 Wast Harshail Straat,
hmend, VA 23220)
BOFLOTT BRAZIL % figuesting wour comfinyed
Assiskdace in conbacting FSTHASING AGENTS, stane
and municipalivies, to adopt “Selective Purchasing
Crfimances,” prohihiting the Furckaiing of goss
a0 dervices fTam ady parson doing boiieass with
Brazil. Furctasing agents fz¢ your tewn shogld Be
tisted withid poor bown's wed 13 listed en
s il el o www iU nrg, Bznples of
"Selertive Pochasiog Cedinances” czn be redewind
witTin he *Free Burma Caal®ion® wed i
Thazidng #6200 staff, setacribers, 2ne friends Far
yo ooftincdd belz an informing the WORLD 25 Lo
firg borbeoe, denial of due process, and Sroed brain
canbesl implantation By Brazilias Fodera! Police in
Drasilia, Brasl dureg iy ect-adision to 12e 115,
Snpil mail azgrecirted from welunbeess, 3ofa G.
Lambros, fO04 364184, ULF Leavermgrth, PO Bus
1000, Legveaworth, KG SECAR- 1000, Wab rita:
:nﬂ_"._....:uawqﬂ.uu_.nnﬂ...w". rilByct

OMLY SUBSCRIBERS CAN ADVERTISE IN 26007
Bon eves bother trying o tabe 507 an ad unlass
vou subicribe? All 226 ars Fee 2nd e ix no
poount of fgney we will accept S5 a noe-
subscriber ad We hope thar's clear, OF course, we
sEserve the nght fo pess judqment cn your 24 and
reb peiat it if it's amaringly stapid or kay rotking at
gllto 22 with the hacker world, &Y submissinns ars
For ONE I55LIE CALYY I wow want ko ras pour ad
mare than eace vou mast resubnit it pack e,
Terlide your addiesy labal or a phedocopy 50 we
R you're 3 subscriber, Send o ad 20 2600
Mariztpace, B Box 59, Middle 2and, KY 11540,
[nclude yeur address abel o photorope Deadling
Tor Spring issue; #1590,
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behind us, even the most
paranoid people no langer have
anything to warry about. Of
course, there's the possibility of
yaur name being tracked by all
kinds of monitoring agencies,
But did you ever think of the
risks of not subscribing? You
could get hit by a bus crossing
the street on the way to the
bookstore or get invalved in
one of the many fights to the
~death that occur over the last
issue on the stands. And those
same monitoring agencies will
find out what you bought
amyway. 5o play it safe. Have
2600 delivered to the relative
safety of yvour hame ar affice at
the same price wa've had since
1991!

It's safe to subscribe to 2600,
We know a lot of you were
afraid that we would disappear
and take your money with us.
Since we annaunced our
financial prablems last year,
marny of you haven't renewed
your subscriptions and have
instead gone to the newsstands.
Since our problems are now
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_ Amt. Enclosed:
Apt. #:

State: = Fip:

S —

Individual Subscription
O 1 Year- 521 O 2 Years - $38 0O 3 Years - $54
Corparate Subscription
O 1 Year - 550 O 2 Years - 390 O 3 Years - $125
Qverseas Subscription
O 1 Year, Individual - $30 Q1 Year, Corporate - 365
Lifetime Subscription
O 1260

Photocapy this page, fill it cut, and send it to:
2600 Subscriptions, PO Box 752, Middle Island, NY 11953




