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The hazker warld ix voasta=ly weaving

=5

—_._ ms i_._..__... lix the mext - ons ..._.s. e may

gkt see ptier n..__ﬁ...“:.. of 0o s0rt ar saler
thal sk w'r o avad b dipnilicd wilh az
skrowbsdpanent. Elik: veovos lame.

I's all pazt of e beaaty of nar strangs
comcinnily wheee we can slay anonymens oo
ihu? gur existence aoi 13 onyane wha's
Lislening - sometimes ven to theee wha don's
wanl Lo Eist We are o misacaim ol
themocrocy trd we have o sansraedy Eeht wilk
thoss wha wast r sannel the Ieedomn we've
Built Ar the gems e, W Bavs [ ke on e
Aart for deshuchvensss Tooon willdn Rk could
caravel aus dasanpliz s wilh far mare
zfectivers s than any O0ihs coomy.

In eridv - Dictabey o 1994, hackers of
irgentiog keld ¢ first intermariona
cnzferages Whil berwees
arh Armezican and Eanipean hackers has heen
growing eadily, Bl eany of us had ever ssen
the Facker world of Seoth Amedca. Just 15 we
wers piesantly sopeizald by what we faund in
flodland in 1550, we ses remendies pranize
and m.lnﬂ: food i Bosnss Adres,

The heekers thess ase very hunpry Froo
infoarmaricn af sny gal - celllar fechoalapy,
intkematione] phraaking, sacess bo che [wfermes -
ke Lisr gazs on and oo, The eagernese wi
which nny eew idea or theaoy s embenze
ceally pors a lor of what e da inte perspecsing,
Just Beeing abde 10 exporiment and some 1p with
mew ways ol doing Lhings, new rowvs oo play
with, mertepds of Linking the world roaeiler -
tkat's where e real dxiving force of backing is.
[ jurmges 2% Jasguags and calnaal bamicrs. Asd
il's this that we raally nesd to embiaes,

For the people of areentins, freedom is
stmmething rhat s oot taken Lishidy, Te wasn't
__”E.p.. 2p0 whea poung prepls who spoke op
aainst the povemment a0 wha did something
duemed wrocieplable by the funla wonld singly
disappear and never bz Board from azain,
Frople whe voderstand techoolagy and ‘are
willizg to shape it o futher individual ey
will abwars be ncar the cop of the enemy lsr ol
orgpressive repime. We can newer clrss o

T .rm._ "
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sves T rhis Ta2s and wi can never fool oomeives
0o thinzioe 1hal we are szfe from thees
[[0=] T Cerocs

O=e uf e mast impamant gaals [
hackers of Argenrina iz ma gl conpesied o e
Intzrmet. This remprkshls coossrasd enakle
all of us re shae Wheiz experiences ond srads
infovonerion o all woos, W='ve almaer beonoe
[TEEE I LN m_..“ Tat 2C0eRs 15 NOE A SRR iz
il af the wa in fadt, grite a few poapls in
TIWST dre nervns 2han n _q sffest such soccss
will Biave oo the rmassss 103 o diflicult 4
w.u.r.—_ h._n_..,—_..-“ o chedy whion _u_r........ Tan _n....n.._u..
assemide  lacireniczlly  or  instzatly
COM=TUN ane willy peaple v ke ocker side of
the giaks Aml porbaps thal's te whale poin
ne azarsk ey be the ool thae saziedy has bl
in poder 0 Boep povermmenss in check.

Th L lize 25 simply chat erce peaple
£0T Alnies [0 samething = epen and democoalic
as the g, Lhey wan't ke willice ra ler a7 po.
IMa1"s whir it's wp e all of o whe have the
prewr Lo boinp as many o innd 9 45w can
= Ar by anad abooad

As ke world Becomeas more elesiesds
mlcpraled, 375 up tochose of g wirh the ak
te consiankly lest znd quesfian. An exasl
cxmepk: of the impertance af 1his e ool ol
e Lnited Eicgdom ever the suoumer wl
seeitish hacker managed re ger inta B
Tileetun datzkases. By sa daina, b pained
acoss to thousonds of papzs of bighly
sonldental reconds - rhe detands ol « werE
subseaguemtly splerfersd roaves i papes of alk
af Lozden's newepapecs. Unlisied phone
aumieecs for the Prime Minisir aod e Rowal
Family, secrer Minisoy of Diclence inst2llabions,
B pddressss of sezior mililary personnel,
infarmarion an soeclear war huckers, even rhe
lzcaticn of undercover i

Icatiang of zuach
inlermatioz skeuld he chvious, IF thix
foomabion was & ey M0 o peroe 1o get, it
shuld pase ne preblem Far an grpanization. Tn
& pariicelar cass, 1bs kackes managed oo
infilerare the spgmam by geling a tempomany job
with Trirish Tebacren, N special screening was
cone and it was fantasieally easy B oger full
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pceess. This knowledge, coupled with the
numbes 3l people who ek for the phone
company, made ke course of zetion quite
cinices: o (ull disclosure of 211 the dara

Thix vaosed a scandal af nasmagined
properlions. Mo compurer ins i P
evar resulied im dhie many sEcoels pelld
ozt Bt whar chapss waz 12
silenr and hage hal pobedy else would
dircover 1he gaping hele® To 1=l the
apthouilics =nd hope that nobkady slee ked
alicady discovered the peping halz and
m_uc hops :r..__" _Tn b _.:.._._.__“; .:.,..._.

le eyvrrybi
...._.nn rian. Thiz is wha! the hacker did and
aow evsivbady kes a pretly good idea of

at wsll ag
kept an Lk

icleresting sid=nore tn rhis is rha
compuler system iself drhe Casramsd
Services Hwsterm) was designed by
Cincinnali Bell. Anccher mnrerssring
tideznole ix the fact chat rhis significam
raeol has gone victoally onmantianed in
jcan madia.

v witk 21l of chiz pesinvs
inspiratiozal T gring on, whar i5 i that
wi have o ke on the loakoor far? Ac we
i, there are alwaws forces thar wanr re
coclrol Mreadam azd, ofrenrimss, faverae
il And there ars these within cur cwn
CoInmun i wrengh cacelessnesg,
boredom, or aven salf-dasmoeativepsss sive
lhese ozwside forces sxactly what 1how
wazk.

maw wanld seem o opacfiesl loes Dor as
acEvist group 1o spreur i onde 19 Kesp the ool
foren becaring subvensd by commersalizstion
and ovenegzlaran The menifeos of & gooup
callzd rhe Intzrnst Likesarion Front gives ke
pressica GF ponnnsd, Al accg@ant, pl=aliso.
Whick ix cagslly whal we peeded, However,
insteal ol atacking k¢ ceil focmy of
indenenden: thought, thix anonvmmows gracp
choss ra gn afrer the zothor of a baok? Jash
[uiztreer, whoss book on kackers, Marnerr of
Mecepriag, is dae aer in TIennary, had his
lnramer mas ko floodsd wirk ILF menifsmoes
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onadciman, hic phoes lioe wes focvardsd taoan
ag, Typical hecker pranis which
prehably axver weold bave been taken
v, Excepl thal Chis dime it was doce by a

wa rke beadlizes these dzys,

W booe bo see 3 gooup oo alang ans al
there days thar recoanizes 1he
free spexch ond in
isn’r Fanded by g

vl |

Wz wark of oee author oo thneat ra

v. [deas, sven whan rhay ars desd

HEsLAn. AMians,

L
he: e
whalg. are 3 conrway rmodi
Earavever, cay e real
fomechizg we shoold & _ s awans of ju e
racant cenviericn Oof HES aporalors Eokerl and
Cadeen Theoss oo Mecaliz, Tenmesses, The
Aarmctear Actiar BES wig az adell-oriented
Brand keassd oo Ban Joss, Coliformnia. One part
alb the boacd sonfaioed piclenes similar to fwoss
Teaieed im B-culed oixgazines, A lww =nfarcerenr
oflizial in Momphis ralled he brord.
drwileadad sfns picluzes, 2nd acruaily
managed 1o have Lhe cocple drooghr e
Tienpessee 1o Tzve chzrges of distriboring
parnonea images via comporer. Bven
thiagh Cwe Boerd wisin Celiformia, teey e
wharged under the commurizy szazdards of
Teanessee whivh are significanily mars
censaealivg A fury foend them gwtleye and rhe
cenple wxs seclenced tooappreximedsly three
*UErd in przsin with ne booe of early rel=zss
Thiz kapproed rigkl hers in the Unirsd
Elates in 1994, yet there was litlle press
Sovimans and, conseguenty, licte poblic porony
Cisusly, Bese people mest ke freed and
sopn, That drial should never heve sven
happeme! - 30 e moral sandands of Tennesoes
ars Lnpesed upem L rest of che carien, rapddly
wpiraling de-evolution witl becnme o facr of Ll
T ug all, And thine w1l ke virozlly na lomin o
fulime Caogels. Apar! Irom rising eonecicaszmsss
and spreading the word, these of w2 sonoeme:d
wilh Crevdim of speschin fhe diging] gie shidd
acdively Gghl back apainst such aloocilies. A
pood <lep wonld he 1o open a duzen boards o
replace the ane rhey chul dowz, Perhaps thar
will g2t the message accoss thar =la
fresdar is fol w0 ke oifsd wich, The ne and
the digial ags win't come onywhare nas i
poteniial uzless courage ds the kay eperding
Calpaneal
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BYPASSING PROTEC

by Michael Wilson

I've been reading 2EH3 for jus! ower
téeo and a hall years, and Py oofected
aboul 35 mens of hacking texis which |
just mbout know by head, and aver tha
last tan yasre, I'vs besn able to apply
siocdt cne-[At of e infaernation that Pee
acquired. | hizve learned one thing wst
by e P informaton on a back door

kles dowwn 1o you, it wvzually closed.
And no mEber AW many poorly wrillen
text filas wou nave, nobody cEn feamn A
thougFt procecs soul dissowering i
themselves, You've vsually gol ta
resnvent the whool cwery fime you ry
sxmalhing cow in order 10 understand
whals yaing cn, If vou don't undststand
whal's going on after applving &
cookbnak arswsr to 2 hacking questicn
it wias @ uselass verdure, 50 here are the
deta’s abod my sxpedsncs with Prodec
and hosefully enough exgranatizn =2 vou
understand whats going on In additkn o
what the procedura iz, | have only
discussed this with ane parzon sincs
trase avenis ranspired, 50 you'a getiing
it frarm the Rorse's mouth, 53 i wera:

Some years ago. | oattended a
particular community callegs that we
alffectionaiely call Harvard an 1he
Hudson (nod io be confused wiih
Columbial, Anyweay, they have abou
G 426335 for free studsnt wss, and
Quitz a hit od softwara. They alss have
5 wery annaying litts plece of soliwaros
called Protes, Protes 2 8 hard drive
sacurity program trat | Son't think was
svar debugged by the crgnel auvhors
Tou mignt think that mesns hat they
nEve all Meds ol back doors 1hat thay
af theoght of closing. Well, #'s trua.
Oul what's mare interesting, is 1hat
gueny onee in A whils, Protes decidas
shat i1 do 1" liker the 3500 lice
program  ynou're _.,,.n..nrm.n.n On &ar
cacdeas, whan you try 1o save it 1hal
you're attempting an illegsel fife oy
and erases yaur program. Mow, this
s 1o Make 3 oreqrammer very wory
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pissad off, G2 1 251 out 1o do scmething
about it

A e haw mxm_u._.___.. Frotes warks, wal,
I'nn ot susa. I'va EU_ = .__..m..u.”...._.. which I'll
il hiere, D e | ihink it wil help you
o undarstand how | came about my
“solution” o the Pretes preblers. Protec i=
_u_u__-_.._u__u_m.m_n_ of about frva _um_.n.w. near =5 1
can el Thera Is boot sactor m_u__mnm_._"
Coada gnd Tour desvice drivars,

Let's say, for asgurments sake, that
what! wa're working with is a LIMIEYS
AEE-2R 1 1.44 men flnppy as driva A,
2 1.2 a5 drive B, and an unincwn
riember of kasd drive partitions,

Wihsn you put a pootasia 144 Inand
Soad ._._._mm.1 salute {or a cold bool,
FoEsnT matart. Wil _mm_“ whet iz, Far il
pupases, conlrol of e machine.

But tar all intansive _.._T..n.r“.._..,u.._._l..__
pupazes, thers gre no hard Sives, _....“.m“__.
[4a% don't sesm ke exist, In tack, it ¥l
Insizlla wDISK S0 Bven mn......m:._m_.__.u_ a Ltk
mama exctcl, ibwil instel az S N you &ra
_“J_..“.ﬁ W dscunivel Protes, howevar, |
don't qmm__w. razammand any ram dizk
._..:_m___. ara URleCecsen End carse A il
headaches, MNow, 1ha aslute reader will
hizwve _uML,u..._.__“ e ralemncs o ™ o™
ebowve 5nd has probably alieady ligurad
out how Pve done Lhis, Waell, seap
reasng - it's nol that sineplo.

S0 lels sugpose you aawve Morlon
Utilities (il weu dan'd, no big ceal, yod’
o, Load it up ard go o choose dem,
Drive. Only Orives & ard B e listed at
Al Whet? You mean Noron doesn't
Guwin pesnzaiesga them?

Wizl ves and no, If you gz to choose
itamn, absolute @5k sacters, Moron wil
ack yaL o pick & drive and, 1o ans
tehald, e Fasd drives are mﬁ“wm [ara,
wilh thelr fies . S0 WOU CEN lack at
thee Aifwes spcbor Ty Soclar, big dest, But
wzil. Whal's the difference? Wy wis
one meny showing the hard dives G ana

[ and tas othkar menu _....r.._“ m._._n_...-.__.__m ths
finppiss? Tha answer to a DDS
programmar is tite, bt to =cmecne nol
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fluent in D22 ermas and ROM bios of
an J0XAE system, it cowld be guite
perplexing. Let me explain.

Whe're ail faredliar with inberrupt 21h,
that's the dos funclian call that handles
disk secess on o relatiee sechor and file
leve!, The spesific function (load, sawa,
dalzta, et ] is detenminsd U.”_.. the q.m.mmm._.m_q
.mm._.._.__-__m.w ak the fima al tha m_-__“n:”._.rﬂ._. call.
21h iz 2 salbware-based ..."_n:.uu.u_. That
means it W oinstalled by DOS when you
poot upr your compater, Bat how is it
Ipaded off the dis<? Thearaticaly, i
weuld need routines similar to the ones it
provddes (reading, wribng, ebc.) @ ordss te
lozd the O, WWel, those routines 21 built
inta the ROM BIOS [Basic-lapat-Cofpul-
Syztem). Beagtilul, so whal?

Ths means thal biesauso the soltessre
interrupts are in BAM, thay can he
eqdlagsly piayed with. This is how ot salf.
respecting softeare basad ﬂ...__._._ﬂ. ter
seCUrily wores an the BOXAG machings; it
recirends thae palls fo 1hasa routings 5o
that the wall is passed through & third-
pary routine that checks tha parameters
being passed mitp ta achaal furcticns 10
make sure the usgr isn't trying to do
anyting mean and nasly. If ne'she is
Zzing semething raste, Bis is when the
zells and whistes are sel of and gl Kinds
i grag. lf tha eall 5 & “valid” ana then
condral is passed o the eriginal rowing,
as if notring had hagppaned axcept for 2
sime lag

Ezsically, Protes usss this procedirs
w2 fifler out calls to thae prodecied dnwves.
So how doowa get by s Allow me e
Errow Gt sonea Idess and show wou .-..._._u_..
somE &ra and =2me are not practcsl

11 'Wa could Find the address of tha
n_q.'u.ﬂ.w." reltire and reskars tha interrwgd
vacsor takzia 1o ite o 4] inal skata
| ‘& Coukd vee the BIOS roulines 1o
.mv_u._ I the disk, .._._mqm__n____. Aot Even _._.wm_-__m_
1hie altered lunstions.

A1 We coutd somehow pravent 1he
crigimal int 298 Tunction ram being
altarsd in tha first pleco.

CH, Number 1, The simpla quastcn
iz. how. Dnca you are in tha system,
_hqn_.mn:ﬂ nas bean [eaded somshow,

A Lakla that shores the acddrasses (2 all
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inlerrugl routines (called the intercup?
weclar lakla) is kesated at the batlorm of
MR ITOry, and is va fy oy 19 accass,
Heawesser, wa ras] asserie that the fable
is allered belore we can possibly ged e it
1a fird what the frue address is (this is
inggad the case)

What aboul mumbar =1
._._._m.n_qm._.m_u..m._“___.. thiz wou'd wark. You
could wse Inlerqrupt 130 1o get ady
sncioe on ke disk and it would bascally
ignore Protec all ingether. But all the
in‘ormation and procadures reedsd (o
_Jnm:u.:m__n dreciory tress and ._uﬂ_nm_
sactar nurrizars 1= contained wishin tha
dizssead solware m_-__“.m:E_u.._“m. e wooild
hawve e khave a DOS lech 1.:u..m_
_.n—.m...m q..nu_r... znd v ._..._..__.___._ Easically Fa

| zare tell v [But ! am
BIDS based Xiren bype
program. 's haed wiock, bt it wil make
things like this sasy wark somedzy )

That leaves Hurrher 3 [pus a numher
of very stupid ideas | haven's ot hare
srd @ aurmizer of brillian: cnes that | just
kavar't thaught of), We have 12 st0p
Frzieo from ever ooing loadad, So how
the hell 2 you oo that? Dnce vou'ra in,
1'5 intoo, BB IEY Yes, but remember, ws
can 5iop 1 from being logded in again,
can't ws? Lock up a few paqagraphs.

what's the reot of Protac's schema®
Fsdiracing nterupts before you czn gel
tz thern, Wnen would i heve 10 do that?
Curng the boot proceduss. How can we
chargs ths Loot procedura 52 1hat i
dossn't Ioad FProtes? & couple of
thougnts:  wa  could  aller  the
COMNFIGESYS and AUTOEXZCG BAT filea.
But we can't o1 b herr, wa Son't know
whera on fhe disk they arg remsmber,
we have a0 3c0ess b the fils system &g
such, just the atsolule disk spators
ihemealsash, That lesves e bosd soctor.
L lurms oul that all yau hawve to da is
repraca fe baol Secior with 2 "necmal®
ane

What yau have 1o de iz run & program
ilika tha cna below) that will save a plain
narmal oot secior {orelarably fram &
hard drivad 1o a file, bt Ly Lhe _._E_r_.. A
comgutar (irom Hapgyl and rus the
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Drogranm 2gain, this time saving the bBoat
sactor of their kard drive to 5 18 &2nd
raplecing the ool seclar with the one
You've prewviorshy szved, then raboot the
cormpuber from Beir hard drive, reversing
1he procadure when yoorra done.

Something has just oocwrved 1o ma, |
am azsuming fhat all of the cperatng
5yELEME are similar, They hava to be he
sarme manudaciuter (1 hale 1o think what
Would happen if vou fried b replace an
ME-C5 bood seclor with 3 Gr. 0O npe,
Glechh.}, and | would exossd, & similer
VEFEION (L&, same majar version
numzark. You migat kave a3 bt of
flexBllity with tha warsice numberz. I'm
not g4 baczueze Ive had no problanes
v Ihs procedurs 21 all, But | no lenges
fave asoess o machines with Protec o |
CEM'E fast the lindls of cormpetibility. 1
lesvi it up Eo o,

Mow, the way | Fiqura 4, zome of you
will be smiling and rubbing your hands
logetner, reaching far vour favarira
Lornpiar. Bul, &5 fate would have #, Bill
Gates mad 1he res! of thoze cyvher-
imperializts ab Microsof have given us gli
thex mbility £ do this o our standard DOG
disks, It's czlled DERUG, You can uss
DEOLIG b 10ad in the boot sscler, saee 4
la o file and load 2 pre-saved “normal
oot secior and insert it in plaos,
replacing hem whon dona (or nat, but |
resarrmes it ighby, Covar your racks ),
A Friend of mine who hasg cne of 1ha
gredtast natural lalenis for asking I've
wvir 5EE did il cancthy this way 1 lpcked
through the DOS manusl and decidad b
Witk b8 prograrn in Turba Pasaal,

I've Included t1s source cade for a
muks Iitle program | came up with b gsve
# hoot zector bo o 512 Byle o, B will 280
aad a 512 byts file and save it over the
op ol & bool s8ci0s. Thare Iz asthing
realy stranga within the source code, Gt
I"F go through it Far 1the sake of
somzleteness. This verzion of the
Frogram complles ta about &k uadar
Turza Pascal 5.5,

The basle et pracedurg js =rple
mnaugh, it just repeats watil oo valid enksy
i5 made. The firel option Prompks yog for
A drive number frerarrier O-m,1=h, et
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and a fild nama 10 save he boot sacior
tz. The second option pronygds you far
similar Inforrmasion, but i leads a file inte
ihe butter and owersrites the hoot sschoer
ot the chasen driva with that buffer,

The sector reads end wites koad & copy
ol the registers with Fin ooomect Inforration
o read or wiile whera soplicabds, as wel
a5 including the track, head, and relative
sactor numbars, Thay then call intzrrug
Tan with th's raglster selvp, | polled thess
cut of a law-laval DOS unit I've bean
wrili 0 WEY @re ganeral puspnss
functions that you could vse elsewhara,
Tha priy fings Hat might ook skange are
tha “ax = g6y [seotebutfer)” Ivpe functiona.
All ey do is load 1he ex registar with 1he
sEQrent portion of the address of the
bufler and lzad the bx register with the
cizel zortion of the address of the buler.
Azize from that hls pragrarm snould be
gagily trarslatazla inle your Fewvarils
and comngiler.
nowe youtve Seon the baskes of
Zealing with P2 gecurity. Trsa sre many
athor topiea and approaches, This sne is
a true Brute-force, cers subllety fype
ghoroac, 50F nct very high on the scala
ol elegance. As I'm sure YoU anaw, o
Fecurity system is only as secure a3 s
wedkest Lok, | Belicve this 12 Frotec's
wieakest Hnk. 1 is cariainly the most
gimple way in. If Scphop were o
sormahow rmake this an Imaossitle
solution, ere are oiner ways in. The
COMpLARs | was ushig kad sorrpilers o
tharn, which means you could write a
program ihat you woweld De able dg ron
while Projes was leaded, Combining tris
et with some truby arful programming,
¥ou oLl probakly gan sceass o ns
securily setam enough b copy it out and
547 It U2 in & sofe place to hack at 4 st
¥OUr leisure, rather than risk Deing
caLM, which is abways stuzsid if it can bs

oisied.

The irfarmration containsd within this
article was nol meant for use in a
destructive application, merely for the
sansfactiorn of  ouripsity  and
antanssmen). Lard knows, these arg che
cnby Pais reasions Iva ever dana thisl

Heve a miarvalous finne.

Winder T904-55

o ZETITINANT oL Procran oo
ETagran Savensek
daes DOZLOET;
Lype

EOTTOTIYR: - ArrAY [0, ELL] Wl Lipbe;
T

sawprkn

Filewn

sefier | cozTorType:

L 1 S b s ol

Lazifile @ File of besay
SEpE @ regdmbEIs;
lrpcgas;
SonloaT:
Fupatlon fantoz _Read] BT,HLE imbcger :Syos
gl
Wikl ¥235 20
ToTin
ae T mooinzoizrbeffor)
t = afaizmscorbubsori .
o orm L
Cl 1= &
T ko
ak = 2;
. 1
B, roos!
wrud
SECTOS_AEsAS zm Sage.aii;
Ll Nl
Eunziicg Ymunur_WribeIDL T H, 5 toTeacrl Byoo;
bgyln
wikk o35 Ao
Feginy
Bmr T epginocborhbaibor
x oim anfsisecborbe-fes
xh m oL
ol :- 5

Ileharireys, sizcodiveoal 0 [ fnlrizlica
ToToan
reqea b

el==r;

WELIELO:

Ll:=
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s = . -

writmlis] “SaGL Satras 1,000 -
wrinelr:

Rejection

wiibelin:
wrirel'Znzer fphlams T U5, Thepartmend of Justic?
EoodiniorTion;
aebll flepklon = 91 spd dopbice w0l Fraterad Buresa of Pristn
it cpeiorn = 1 bR
tkon Frderal Correct i fnsfition
Egin
wibmln ] Eases drive w0 Zoad ZaoL szerper trom (2 = A, i-hoooatlg

o = Colghd Wowrrdle FLJERRLENR
ds Dy
wrleg! ' 2acey ZL1c mame bo Tave bEa
roadlof Flloramed:
2szigmibootts Le, filenanet e i
Tewrlte bbb s ;

i Sector _2eadditziven
[T

The Hacker guarterly
P.0. Bow TSI

Middle Isaland, NY 1L553

fer m o= 0 Ta 511 20
Wwrlbo!BooTClle, sectorbnffeas (2] ]
oloccibootbiial,

o Whiom It Hay Joncéarn:

{ an Tejecting and returning Ehe ragazine, The Eacker Quarierly.

which was addressed to Mark Abene £12109-0%4, an inrate at this

B omAme ko loeci Soog LG 2 Y inaTibuticon-

reEadinlts lemans;

i B i b 0 T e e e 26 i =00 w5 qkia actimm 15 taken pursuant ta Federal Frlscn Eysbtan Frogram
L 1z dma, [ statencrt 5265.8, which provides that a wWarden nay excludae

WELLE et - .
readlnlzricer: puklicationa which Goald potentially jropardize the waourity: and
aseigniban - quend order =f the jrabitutiszn.

S BT

5 p The magazine, The Eacker cuarfevly. im & magasine for coopuabet

[0 = := & Lo 511 do baekers. Thin particelar issus inoludaa how ta make m "rod bou®

soadibortille, sestorbaifer] : for Sib. MAlas, thers 13 3 detailed article on tigtening dovicas.

in addition, Ehers i3 coding thabt assists coppuber umers in sccecs

= n wvatone thab are not deslgned for the paplics. It axplaina the

s criminal Lntent of Ehe cormanda. Om the basi= of thia informaticn,

writalod "k, 2Ll sone. £ iz my opinion that this publication iz detpimcnotal to the good

el aeder aad Alsciplire of the instltution.

until aphicn - 3:

ered

In mcoordance with the provislons of theo akave roterancod Frogram
ctatepert, I hawe enolosad a copy af the rejection Iekther preovided
gt . to HMr. hkkone, Yo may cobtain an indepradent raview of thim
e T rejection by writing to *he Horkh Fast Feglional DEcector, Federal
Socead of Prisend, United States custors House, 7km Ploor, 2nd and
Choet rut Streetd, Fhiladalphia, PA 191006.

alt.2600 b T

Harden

FExiclo=ure

Jjoin us on usenet for an ongoing discussion of hacker issites
available on all internet sites worth their saff : At least these guys give us a detailed review of our zine.
I win't Factshieet Five, bul hey.

Page 10 2t Magazine Winter F994-95 ;
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more key capturing

by Co-de-Cala

In ressorss 4o 20T ki of
adwva
breai with [T q.......___“.u_._ m__._n_ ATR SOITa
gocdies ve hacked out ovar the szt few
YBEE,

Firzlly, yesterday's hack was 100 easy
o pass up, We were given three B BTS
[win bowas], bul eo ol passwords, Yoo
mord by sornenne for 2 ool sk foran BT
han inig is what oo daoe

Hacking AIX regt, Boot, with the disk
n, &nd m.-.w_-_"_._n._.J. wodll .m_m.n E manL. Pick
Itemn 3 (scma _“_.__ﬂ._m aboul exasu E.-."..ur
CorrimAands, o .._..._._.ru...m....m“..“.. Wioant the hard
dizks. This @ dona trial-and-2ror. Tha
cornumEnd 15 ey wil show you the gossibia
devicas, This will usually wosk: moanl
Aadeetrdl =t which raurds dhe bard dsx
&% frnnk. Your goal is 1o rip gt the oo
_..m_n sweprd, For whizh yeu'll necd the cdiber
wi) which won™t wark withaut @ Snp
dirgctory, so simzly do another mount.

= of e

maunt ....._n...:_.._u .:_.1_._ 1hen ran wiofed

on he passaord __..u. angd usa the "0°
[daletn to erd-of-ling) command $o trash
i ancryplad rool |
fmntfatzipassed (rob L RieisECL
‘passwd), you'll probably use tha “x®
corrrrand, orckanss e "7 b a 1" inskead,
Pross B2 b s he fele, and Cirl- Al
Fausa (e boot], of lun it off and oo
will as you o loging Tyvpe noat, ard
WLl won't seEn e ashed for a gassword.
Might be an idea 1o maks o new ona vz
ard Ut s in, or spmeane 2lsa s bourd 2
ncize s0d mm - or somstking, What &ml
doing wein Be BT's you ask? Well, look tor
the Lidmata WAWAW sarvar message on
all.2600 corlng 3 3 nat maEr WO S5C0..

..u..“.___..“._n_..__... fack 2 the paint. | read w
arnmayance thel somaona’s m._._mmmu_. u..u_:_-__c
i key-racordar - ENNoanse, bisause | am
to. Hars are some of 1he Iicks Mg usad,
whech should keeg vou TER hackers _._q..n_u___..
for & whia

Stgalth TSR=s. Ona of the snnaying
tiings abowt D5 is e mem command

ml

-
i
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sheaing all T rasty hings youte doing.
#irg the dos TER
ar INT 21631 (al nurrbies;
tere ara in HEX - 21131 maans DOE
nizrrupt 210 funstion 31R1. Instead,
allazaiz & block of memeny 1o call your own
UNT 21148). |1 elzo alter tha alzaalic
slralagy firsl [INT 21153807 22). o | gat a
chunk of highish rnemory, not les C0O5
s, copw your TER oode inta i, and the
tash the FSF of the memooy you allszais
(o 25 (segment-you- gol-Trom-21968-
lesz-1}, moy esoword piri], 1}, than axit.
Thiz leaves odF E oxsted Mrarmcry thare
forawa:s - b waon't show U2 in simosd avary
_.._m.._hq__.._....._._:_.ﬂ 1y, & tha D05 _._.m_t_
and calls wowl program

1always gals ignared by enoog _._m_
topplo booause ey don't know whal 1hat
renars. For Uira-Stealh, woo ooukd veclon
tha mermery-chain sorrrrand (irt 2152-20).
and take costl whenaver yoo

Eecording ta disk. Probazly ewory
hackar knows 1kis by now, bat lols of
‘reshers keap asking rea, =0, this is bow
wou oo i Weshar ind 27, Whenever you
b da A saes, dort do it immedistety, wail
unkl tha next int 21, Then, ¢
you axecuta whalswer the call &5, do your
disk sava, and fen when you're done, [et
the crignal it 21 cal continea. This warks
far any ron-re-anbant imernpts, IF you're
really caranzd ko being un-roficed, vea
@ higger butfer, and cn'y whits 1o disk when
dex cperations gra caled forin N 21065,
Funas 39,43 insi), Tnen the Fisk light
Comas o0 RMyWeaYy, &0 USars won't netlcs
VOLF 3Ciy.

Capturing Passwords, Reconding keys
iz the beach way, bul everyone has lef ot
e srzst pbwicos slep, Uswally, wou don't
card whal alse they fype, just whal heir
password and usarid are. My stealbih
password capturer cotains just s for wou
by simply reading swarything on ik szrsen,
and only doing the key-reconding woean i1
zaes Lha word r_u_mww.._..._u_ rd- _”_ummm
.-._m.m__-nw.....?.m.". on ihe soresn, This solves e
whak-ta-de-when-the-bulfar-is-Tull _u_r.u.n_.m_._..uw

i}
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of roconding averything very ricely. (hrd
by - i the buffar s ful, poute b 5o many
massannds e, who cares i€ e disk lighl
flashes for no reason, They'ne saeed safaly
avemy Tor you to rebieve later.) By tha way -
nevar just “sava” 3 naughty fila. Set ths
dabte back £ well, or 2lza tha clever
bzslands wil use xige of something 3o doa
L._r_.__.:.u_.__ ared Sorl by dete, and here's yoor
for thaarm B beok atand delelel
_u___.._m.: rule, Mevar get custed, Silver
rida, Don'tbrag ahous it Bronze rnda, hgwar
3 YOUS DR BECOLNE 207 EYShing bud rear
szheoclvWorun v, {5 it obdous bat e
zarted these the hard way, of what?

Peopla ghways usa the Same password.
Our whole uni year wizne given sigoans b a
:hithy camputer-basad-cducatian thing
cniled “Auhor™ which was o PG/Etkamat
hased 1hing. It took about 15 mingtes
mressing with Mty ooions, and re-baoting
etz whia mady pressing Cirl-8reak io get
droppad inde RS, Ancshar fiflgan minubas
of snooping, and | fourd tra aozess Bl
whizn b guly cogiad. Turns out that i
cordsined, urancrypled. all e detsis of all
the students in mey yesrn, inchadicg all shair
passwords. For tha next fwo years, |
rized that aboul 50 parcant of my yaar
(&l dzing cemputngl alwavs used the
sama ones, regardiass of the compuser
thayy wara on iusually with 3 singla “1" as &
suffa on unxl, In osse you're wondering,
was, | did g8t 100 parzent for the GEE-
cased poticn of thal sublect - servas then
rght for ret ancrypbing thair answers fi's
z|ther....

Legal Implications. | 267 my hacking
CrogrETT P, and e made about 51002
=0 tar (initially | charged $250, but 've
drogrped it haaps as =ales have 12lan olf).
Selore | teck oul some major advertizing
or i, 1 ons __.m_._ a lzaryer 10 ersure 1hat |
...___”__.__ erid wp @ nimer, ard this
; foaard .u__.__. % 102 porcent rolevant
to Ausiralia, ard almost cefzinly the sene
in e majarity ol pther states and
countrias]. Hegzl compuier agcess is
almcsl alweys 3 Cims one way or ancohar,
Suggesting 1o someons tral they go ot
and comnil & cAdrme 13 wEually alsr 5 ormsa
(aiding and abetingl. So, In oder o 56l a
pagssword capluring progrem, | must not

droctly sugoes] hat you use ey program
Io get passwonds b beegk nla & eampuies.
| sludiad the Auslralian legislation very
mivrafully, @nd | added ko more features 19
mry capturg program sa Bat | apsiced reens
rassibls thing they caud thogw 21 me, &5er
| capture the paasesds, | encryptthsm (52
thal no cne can acsidzntally deoover tha
razzworda that [ve capiurad). Mot dolng
s compromizes fne security of fheir
syshar, r..".w_."__ ..u_ AW in your
state, Alsno, .__.,,..._ of il fwst anybody
“TYPE"ing your fla, as _.._ .n_..,.:...u.....ﬂ.__._n_ whit
youre ug bzl Ang lasthy. ir ordar b2 un-
ancrypl ther, you nead 1o ren a vb ity
whizh itzell esks tor a password befona
weil! rurt just 1o make sure hat the ks cant
pal iU on & eohinizaily, From Be uzers
painl ol viaw, i's best nal o gel casght
rolacting passwords, but if wou are, fzign
iprarance, and newer fall anyoes hia 1D
LneneryTb e, That vy, thew can’l proee
you even possass them

LOM and 5YS, and . A In
= b ta gk this ins in.of a secnnding
arogqram from a “hpical or eeen advanced

user, My resorder is a dual format BYE
GOM program. The .5¥5 haader we
hacked carefuily, 5o that i1 was acty
axecirinsle,

[How you askd Whark this inta deson,
and compara with what a 5yvs header is
supposed b ook likg, then do a U on it
This iz miy Mora-liza of hacks
L D L 0 AL o
S110, 9 0T 1 21D 29 31 R K 06 16 1 2 0 1S

ULA): 1a o) 2 4L IT OIT OIT CTOUNN GHD 1% ON) I M) ) im0
fee P yEEET fueie heeed

This way, youw can run it 825 a .com
progrem frere auteeses. bat, or, you can
uzs DEVICGE= In conhgosys. Mate, imat the
dardca= Kind of Hlas don't Fave 3o e 575 -
they can be arylhing. A beautiiul idea = 10
TenETE YOUT S¢S pogram o calt-235 Jan
invisible hidden sharastar - iypa il by
pressing and _._n__ni.m_ the alt xay. than
Iyping a 2, & 5, and arcothar 5 an ihe
KEYPAD, then releasing the als keyh ard
add the line device==alt.-?Hhs anpadans
bimem,sys (or whateves). Itizoks 1o anyons
1%a 1his “DEVICE = HIMEM.SYS " Dut is
aztuzlly running the higden-characies
grogrem (which, Insideniziy. you can hida
with the dos ATTRIE sommand] and
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passing i1 the dummy paremelar
HIMEM. SYE which doas nathing, but focls
the inguisitive.

Adng your own code 1o the Bagianing
of end of an existing COM or S3YS is n
betlar idea, and one which | sseally
aripley. My password capturar g
rmianaRe any of these four possiilitizs.
although you reed o hack it yourself
usually, Meka suee you mske the Sata tha
game a5 i vess, ard |y o make e size
gimiiar oo - J it wes TETE byles, and | add
1_u_n_ byles o i, | add 100 dumry nnas, 50

5 AGETE row, instead of & whn's diffsreat
::._.__u_m: sivgather

Ant-Virus seum. Make sura vou un
whatzwer anli-virus things are instaliad an a
PG whenawar yoo mess Wil execuiables -
it case il is going 10 warn thal sametking
Fias ..__u:m.,.._ Trat way, you can = it that
the changa is OH, 80d it won™ alert tha
ugier. Ao, MEEE sLra you best your haoks
with o5 mzny diferent 2nt-wirus grograms
s wou can. 've had a few stupid aM
proprams mistake my aew code dor some
wirus or anotiar, &nd scrow things up lar
rr.

Windowsz. Az many of you Xay-
rezooding gusus will havs rosiced by now,
winzdows ciia o1 he kayboned from DOS
when it Icads. | alss sell & full-laaiured
sgyboand uzsge recordar which records &
<pwpressaz (DOE and WINDDWEY sileasy
In g baskground. 1T afse records the
TpETE Tehia” chow long they hed the Ray
doeet or, and he delay batesan ths and
e previous key] which makss if simpia o
wiork oub WHO epes it a5 wall 53 what
Wiz Bpped. Thie seoret nf tha windows crack
= 1o rmenilor all “zpen-fle® cormmancss [HT
Z29030), and whan you get one for
"HETYGOARD.DEYY, and windsws i being
loaded (RO aX 16148 INT 2F, SMP
A GhY - another sfagant bit of delachive
wiars 0 thase 3 lines. (Dot aspect by peer
read s outside fhe poges of 2S00 aven
13 prdccumentad books ool know 1K
Then hack e subsacuent read, 2o that e
riziw keyboaqd 1SR (] Sesy. Foolb) cals
wira baioeg it serdoas windows [nssd an
INT 29 &0 aavthing unused, which you've
revpinead 10 polnd 1 your coca). Took mis
two nighis 1 work Lhis ane oo, 50d |
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thomaughly recocmmend it for Fiose with tha
means, & damat satishing hackl Sorrember
to eater for “WINT B9d SAWINAE"

Recording keys is alsa gosd on your
own hore FC, because vou can recard
anyzhing that anyane ather than yoursald
gels L 1o in your abzance, e gat ming
Sl up toowsite @ new Bl every B it loads,
in & hidden directzry. | gid & Me sor the
witer dsw. basad on the FEwihood Bat e
Typest wes me (basad an iy Bping “shde)
and sure encuagh, the last few diles were
Tings Hal someons El53 Fad besn up i,
weliich Fdida’t even notca, 1ve &'so hscked
iy COMBMAMD COMN 20 1hat il rurs
AUTQEEED BAR, not BAT, so that if soma
smarty somments my kayraccader cut o
AUTOEXEC BAT, thay =il won faabis It
it gnough people ask for it I et & cood-
gackas loader version, 50 svan a bosay-
bzt wrain’t sfal it olf.

Tac? foct 2. Never lzave a hackad FC
unfasled. Yoau've slways torgollen
sorrethirg.

Files discorsad; PWCOMPWSYE by
pEsawted capturng program | sall for 328,
gee the Markeiplace, AESKEY.EXE My
keybaard rocarder,

Please continue to send
ug interesting bits of
news. Information
yearns o be freesl
2600,p.0.box 29,
middle island, ny 119583
26008well.af . ca.us
(518) 474-28%Y7 FAX

the 2600 voice bbs
has a hew humbe

(516) 473-2626

[ek, @5 Dol new anymare)
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DIGITAL TELEPHONY PASSES

Loy e wzren g munanes of e T30 Longress - 13T
por cn a Doy roase, on e doy Sebore thes wietl oul of
sebon Cimonea ponnesd G Sow anfomement chaover
o e reeieen"s and the word®s, oeallbd phope systam io
WekE v bea: mvar e choneados Wokooe o dhe
Tanee of oecdanciscims am! don'| fempd o eoike when
wonk Tl Ceva, ollhiw 25 Big Fmdhos sy prakells v ala

S Whent's thax Bl AT Alecan?

L2 yon Sk Ulipoer, voa'l Ievs e rew lew, [
recurirs thal wl sebacomenesnicioons providens - big zd
: phone compares and anvons eke who wass o
prereike pFamn s - nakedpoocheir ol amed Teew phone
ewizng wilha beik-an azgzdiliy fier Rig Boolber 4o bave
¥ ...... hribes, .q:..___ inx e sl

_|.=r.ll HENIT nnu.rl...h._ L1

ead n-__u.__n _-_h.,. _.E_._..H... ...._.n..-._ ot napiraesda __
fme bapdcs don'’s do i oo he dicng of dhe EHIL 20 Msh e
Focerd Cormmpmisgion: Comeisdon man sep in oo sex

T rlizder s Memssleiz In cachange, the wlephore

GoIer MonEy |t and ke oc by witdh.

Anarhar seemon of Toe bel! requiness tar the phons
varnpanies by s meh poproe e regresad Sy the [E
I 2z el deee weil Fases czangeh poris _:.—...,..r ko =
Lt ol o L e ek Tigusms el ko e etesisding,

There oz severzl pooashans tha wol hackers and
iz dewdc] Y bl in A s ey prodschion”
32 i3 with & ssauer <n

A Mechnvcal amendment” 0o the Eleciooeis
Corrernkzeions Divacy Aot s e 1t pecfenhy
cpmaakes b ek I oo oal dasroeic
CoCiMamicitices. Mo mode warsing abeit tase
droyre checlnens dua i oo keon oo a parteutar
compuls, yon any waiving vocr F e e ke IeE in

privike.

Aend Eonally, hor vl cellolas hadeers cut ths,
bewxs - naw armendmens 1 15 ._..n_n LIZY (o' the
wovass penind el baw ;
ik BT ol b presma
ia] plwwc Dl b Dt pivdd i o oncscs fres Calls re o
rachic sl nawmbers, PUNE, oo e ook

Wihad A e e iy
Treaeions™ i U Fdl?

b erpharpe for Qg el Dot i bdes sina;
B TTE Alben o] St ot o che A0Sl Ay, e
Ll wos Eind e to give us 2 Tew mvizl poivooy
proArsione, Unlks the gieeirg smemers of oamom st
iarssed oo boce puche temed prnge, Bere realy do
were Fre for proacy,

Ther s bmits of accesing of Inacdedion maxnk o
o e, b, —izd el e podstd i oavalddes
A wdgrn et sy vl o salc ooyt 250 o
oo v el od e nnoriliey, LS 0T 15 paced B b
5 poba Fandond v e

Fooae o's alno ezl oo ke 0 o conlbae adiplares

ilurd 2 waront Do aieond s=ally Telers dul wih

i 1000 Eralbees £2oiians o Tene dil (s pocsides acy

nful Py pronsenon’t A ong B he SOVETITET

mias 1 prevent die ctessminason of covplarraphy. we

canncd madhy capoct mesrcneid cmmonkarione priviesy
oy wimhe endose

Wy Doal Tt Porn ¥

._u___: it Bl wee e 2l rkeam e river, TS
FEL, wit b Bial sogqaed fioan Qe £, G XA, D2
Feaval Inweligence, lebbled heavily Jor the bl FEL
Lracor Ereph met sersomnaly T abmeet 20 of Congress,
Wiaen (e Sl vokes s gl o mavonded LEES weme

L e _..._.__r_r_...-.,._ Lot Loy wma nemily e
the s13ze 10 26 T Moy om the pabbe IR 1 Tones

wers whez the Ers moncw Crisdop

The Fhredreari: Frantior Fopncioen, amoe p pel,

i sm e S atal 1y el stk i e Niochal
T e By conponnione aeeh an TR _..F_” R
BLUL amd LRRL, Thew bodloaed che wishas of the
corponsr sy #d ol o dopl, then chemed viciony _....|
Bl privaey prdectins, AL G Lest minche, FFF <o
Teander 1ol Fargy Balae cdkid Sandie Makicln
Weaihop, woheo T 25 plonndee oo ol £ AL 2nd ook hir o
Alare e U o pees Farbon sz :_..:...._._.-I I.“.,.- ..ﬂq.
Fork thee Tz s _- :
.._n-r.n. qm. T h_...n.u. £

sopprnad Tae Bl ot e G
peopis T sl wonderng f e ] COTERRE o Lhe e
frezmmens af theor Faney sew doanocan ochces o been
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by OF, Balam

wrings <ring=-

“Hallar*

“Wes, you just callad my houge ™

Mo | dida™t, my computer did,
i1"s war dialing.., doa’t call me
apain!”

ailick=

A5 the *E7 and *G9 hattle
cantinues, hackers have arrived af
crgativea solutians to annoying
tallbacks, such as plaging an
oulgoing teloa crror message an
their answaring mechines, Thouwgh
this is effective in general, thare
hiave baan some bizarre insidants.

A hacker had been war dialing
with Tere Loc and soon found
himszIf confronted by two wvery
forceful police who weres hat an tha
trail with “rrap-n-trace™. He had
Eren tzld his aumbear was on a GTE
printaut &ad 1hat he had calied noo
naly thz same person multiple
timas, but that he had called ather
rurmbara that were baing warched,
He knaw this was a Fabrication and
stated thar ke may hawve dialad tha
wrong number with kis camputer,
but anly once. The ane cop
remarked that he know how &
aomgutes WwWorks and said that the
pariy who was called hoard nothing
and if a8 camputar had called, tha
parsan wauld have kaard g tona.
iThe <op is as hright 8z an
unglegoed dumhb terminal,s

In checking tha fawsa canearning the
ng af teleshone prefices with
Sepcurity in Tampa., a
represantative stated he knaws of Az
ng Eanring and tAat il iz
samethirg that accurs all the time
Some lzeal lavwyers have rumored
atherwiza, It has boen stated thal
merely connasticg with & moden czn
be zonpirued as breazking the Taw.

Florida siatute 31503 of the
TFlorida Compueter Crimes Act”
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- The Risks of War Dialing

e B o i e e o e
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defines “access” in this way: "o
approgch, instruct, communicate
Wwilth, starae data in, ratrigavs Jdats
Tram, or otharaise maks usa of any
resaurces af a chmpular, computer
system, OF ¢computer network”,

Simply cannecting with 2 modem
zan thus be co cred Yaczass”. A
modemn is definitely a computar
fasourcze; and in connscting with =
madem,  You  ars ot only
appraaching, But instructing and
n....:._j.__.__.___um._“__._m_. wilh a computer
L=t ad R v

Sratvrs 81608, “Offznses agsins:
campdter users”, statas "Whaevar
willlully, knowingly, arg withour
suthiorization accossos ar Cadses 1o be
aregssed any compuier, Sompuler
gyRlsm, ar comauter natwork: ar
wihaever willfully, knowingly. and
Without avthsrizetinn deaies ar causes
the denial af comguiar systemn
2arvices 1o an avthernzed aser of such
Comguiar systom SErVinEs, wehich, in
whale or part, is gwned by, under
Gantract ba, or opareted Tor, an Bahalf
of, ar in cenjunction with another
cormenits an affenss znainsl computer
ugars... an affgnse agsinst compuiar
azars is a falany 2f tha third
dagree...”

Lawyeors have intarpretad this as
mesning osvery tima you simply
make a modem connectian to a
machiae far which yow Jdo not bawa
autheriration, youo &re brezking the
lawe. Imagine tha implcations of one
night’s sczanning with “Tane LosY or
any other soltware capakble of
firdirg and connecting to &l
modems in 2 partizular telaphone
pretiz. One cauld pasily be charged
with BD felorics; vat. this is what is
currently Being srated as law. It is
true that wvow knawingly and
willingly connect ta the mazhings,
howevar, the guastion remalng:
“have those who administar
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authorization qiden vy
authorization”™?

Althaovgh administraters may
argus that connesting with their
computer may océur withauwt
“autharizatlan®, it canrot be donicd
that thair computar, COMAUTEr
¥ atam, Or carmputer neteork is in
the puzlic arena. & shaice was mada
ter maks tho computer availabla Tar
*accass” throwgh pub telephora
linas. or through 8 public natwnrk.
Thaza public talaphone lines aad
puhiic networks are a meana of
communication far which the pablic
has "authorizetion” and legitimars
gesess. Far anyone fo plase their
camputer, SamMpREEr syslem,. or

mputar netwerk in connection
with a public sarvize, such as the
telephong syvstam, theare axist
v inkarant risks for which the
awner or adminiztratar shoold ba
rightly responzbla.
iz zlears glugidity Tor anyone ta
place a computer, corputer systam,
or computer nelwoerk in cocnnactian
woith any pubficly acoessible system ar
notweors witkout Paving first institatad
apErasnale secdrily and cotlinuing 2a
keap abraszt of the ever changing
IB5U25 I computar seaurily.

"Moal everyona who has ewar
scanred B ralephane =refix has found
totally cpen svsterns, systams with
wardirg delaalis, and a vast majarity
of syatems Lhal bave nz warning sign
avan clege o “private system, koop
oul” mush less a pasted dafinition of
whal “aulhorized aczass” iz 1§ wou
gfceunter a sysierm for which &
default 2copunt letas wou bn, wour
knpwlzdge af systam defaulia iz
analagous t2 the knowledna of haw =
doorkron works... it is simply a2
cammarly kaown way of getling in.
You have successiclly gainecd
"access” [0 o3 systen whkich hias not
ataled wehal "authiorized” acooss is,
#nd through the iakerent natare of its
preserce a1 a grblic "azesss® avstam,
for whizn vou are “zuthorized”, waou
can easily argue that wou hsve
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l=gitimaiz ancass o the syatam.
FurtAermara, within the tessa
construstions of computar comnands
lie many powsrigl shilitise Tar which
tap aser may nofb Ba _“.u_.m__.v. aware of
the consequanses. & sTmpl keysirase
can gdsily farmal a fiasd drive, and the
ugar may have no knawledgs af what
ke ar 52 has done; wet, ane can argus
that he or she was "autkarizad” 1o
parfarm the fatefi i

s uslion s,

As frighteaing 22 these lactis may
he, az a gocia?y wa musl mature 2nd
lesrn 10 a&capl nave truths. Hazeers
hawva ari #l= zbility 12 adjust 12 vz
reve sules and new eavirarmeorts thars
their curiosives kave hroeght sham o
fac=. Just as with all olher explorars,
it is a meral shiigatiar T2r hackers 1o
nat anly prasent their findings, but to
present e findings somexivally ta
avold misinterpretations Sametimes
discoverizz are of such & natare that
taey zan only be understaad by
rlazing peogls in direcl santact with
them; ard even 1hes il may take 2
wiile efore the nscphyles graso the
carczpts in such @ way Lhat they wil
rightfully rezpact 1ham. Hackers not
orly  rzapect  and  understand
poamzutera and 1heir powear, but hawve
30 @rosd misuse ol computing
pawer by corpoerations ard the
JEUBRIAMENTE,

Taere have kaen, aad continus ta
ke, blatan: wvagrancies of inzalianakls
hurman righrs and sxploitations of
the mdividueal. &l of thesa are dana
in corparate and governmental
maotians [or whizh na raadily
Apparant trazes 2xist in the matarial
weorld, The public is Blinded in
computer iliteracy ard stiffed by the
media’s insidious portraval ol
hackars. Hackars have much 1o say
but are rarely heard with open sars.
Teddy Raasevelt’s philosaphy was
“Gpaak sofily and carny a big stick.”
Fartunatzly, in “cyberspace” thers
are no aticks. The time has coms 1o
adapt the hacker philpsaphy: spaak
laudiy.., sommunication i
avaryihing. ;
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by Kinggln
Ldpht Heavy Indusiries

The rapid increzse of cellular clor'rg
solbenre fas led me to write this adics
on the other side of celluiar hacking -
hargdware and electronics. Hesdly
anybady recngnizes the complexity
bahind their phones and othes doviess,
and rras! people just use the lechaclogy
viilheut undergianding how it works, The
targwars angd eloctronic aspest of
hacking 1z egqually as importen; 23 the
sofiwars side, and o me s mere
Interecting.

Many aldes transpodabis ard mobila
cellular phonss are designed a hif
citferantly insids compared 1o :._nr
kil @fer tha mic-1280's, W nEWar
phunes  store MNAM (Hambar
Assigrment Madule) infarmation inside
warious types ol EEFROMS, older
phones store the infarmation in a
FROM (Frogrammabile Bead-Only-
Momeond, A PROM cannot ba arassd
cnoe programmed, and is wsed far
spaoitic one-lime-programmeanle
applications. Cheanging the HNAM
nowadays |3 easily dono thraggh the
phong's keypsd, kol when thess oicor
phones were Made, thera was no
visible nead 1o change mnw of this
informsaticn ance il was ﬂ,.n_ﬂﬁwj.j..mu
Tha st carmemen lype of PROM uzed
is 32 words by 2 hits __n.n.._m_ btz iodal)
LApacly with ri-statabia outpuds, Each
address (word) halds & blts. Those
chips &re fairly simple to read, bul nog
as imple to program. One mistzke n
Frogranvming and wou will hawe o start
ower wih a rmew chip. Many ting fusas
are inside the chip and in ardar o
program 3 csfain bit inta that address,
e fuse will either break iow) or stay
imdact, s preducing a 1 {plown) ora o
{intact). The fuses in ihese chips am
made fram a spazisl type of metal
dezlgned to break with a « armaLunt
nd currenl. Two popular part numbsrs
for this tvpe of PROM are 745228 gnd
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cellular hardware & electronics

=2 E R
The MAKM PROM iz easiy accassible

and 2lmasl always nsi9 In & ZIF [Zorg-

Insertion-Forca) socsel. Infarmation

stoced aon thea chip is &s falows fdetalled

descriptions can be dound in varlous

ciher texls and arboies);

SI0H « Systarn __..._...p_._n_m__...u..___n_._ far tha Hama

Sysiom

L.l - Local Use Flag

MIMN MARK - Sood MINZ (o'l

MIMNZ - Area Code of Moblle Phors Number

AR - Mobils Telephons Humbsr [7 diglis}

SCM - Sdation Class Mark

IFCH = [nitial Pagireg Channcl

ALCOLC - Actess Overfasd Clazs

GIM - Growp I0 Mark

LK CODE - LociiUnlock Coda

E.E. - Ervd-ta-End Signadlineg Flag

HEP - Specd Diafing (on'oH)

H.AL = Horn Alert Flag

H.F. - Hand-Freo Moda [aodall)

.5 - Preferred Sysicm Flag

Reading thesa chins 1z easily dane
with & small circut which ook me only
10 minules 1o design and build csing a
4040 decade counter and 8 LEDs [for
L B Bit ouiput 51 2ach address)
Finsuls tor fna necsssary chips are
chawrs at tha end of the ailicle. Whan
reading tha PROM, uze a fogglo switch
1z cycle through each sddress, writing
Cirami = 1 ar g O for the aulpal of each
EilL I seems like a tedious lask b i
warks.

The infermation in the PROM iz stores
in a pecullar formeat general 1o ab of the
pider modael phones. By eaking at tha 178
and 0's ebiained lrom the PROM and
Manizulating theem in a cartan way, you
can gel whalever MNAKM datz you need.
Wiben using the gafa collacted fram o
FRCM. read it i7 1ha right (Lo left)
directen. 1 s stered thia way 1or ase by
the microprocssscr. | &M Qoing b use oo
paampia from one & my phores {with
MM and MINZ changed) 52 it will ba
gaslsr 1o go8 the Byoud - the sections in
boid-type are what you went 1o pay
altentien o, Tha farmat for the MAM
slorage is as falloers:

Winger 90405

avcd Slnacy

oo pganengd
a1 11103200

i1 miTy

aR 1aoatohe HTE Ma=K 11 kikl + Ti.07.
a3 b gk Ead i [ CE-De HIM2 1d b Iarm mwveben 2 OF
ir) 4 Baag 1 i)
SRCalipd Difzry =
S1L1RCaC C3-0F MIHML (24 bibs)h
10121100 FEZML Blrary - ZLIDOQLIDLI01QLZ001200114!
....u._....n_._.__._“_
O OIG omite
Ha-Ua SFCA 1
"_...u."_.u.n_”_u.u
13102200 RITSLaz o4 bivad
1320200 B @it
{p Keh Refutele ZIE 4 bl
ooToain: oF-I1 LOTE teash digiz = & kits!
el s Erllh Kk N O1n coaze = & 171 oo - Thi= ooce: 4S5
= H Ll TES 11 Ribj o+ ALF . :
SACDHCAL 1. (L BILD & WA, 3]
g | e+ a1 4 12-12 oovpnyr - EmZgnr Syecisl
.u_n...r ah] [unkozwn] opcicns

CoACTICD
CCIGTR0D

pinl

Rl RSt
L] a bl ]
i ] sba bl

1E D1CD1o1T

ey
S HE] | bl

Tha |2z o addessas, 1E and 1F, ars
uzed o checksum puorposas, Thae NAal
_u:p Seum (1F) iz simcdy e (brare) sur

1 gl the bilzin the FACH. 11 rusl
07 in the last twa digits and
Chaesasurmn Adustraal (1E) is usad
Tk bl sh. Sl whiateesr bils waar
i the Chocksun Ad usinent aflar you
have resonfiquaecd your Ak infarmazon

Ta carwvert MINZ and BN friom bingre
w the athus nurhes (o0 vice verssl you
wil have to da the tofewing

MIHZ - Gonvart e olnary o MINZ 1D
Bt} inbo standars decimal. Usng the tabls
baley, add ana digil o cazh decina
nEriEer, ared ying weil Friae th o ]

i,
Coded Diglbt: 1 3 3 45 & TE 5
Bonome Diglt: L 2 3 4 B € 7 85 @

MM = First, spéit up e binare of Ri%
o sethors of 10 bia, A itz, and 10 bis
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rerasrn AdrebneenT

Chnisnn

[frase shagld be 24 bits telal is MINTL

Conwe:d e firsh ared lasl 10 bils like MINZ.

A5 g raesell, you will hawve twa 5 digil

Segrieris, Thase ara e beginting & tha

ard of the phone combarn, Cenvarl the
i 4 hits diroctly i whand o

b your idadie digil (G rod

If wou wanml ta chango the MAR
informaticr nftet and easily, you sooid
substitute an EPROM (Erasable
Pregrammatls Read-Orle-Mamory] In
pleza of tna PROM. Singe most marmory
chlze ara geslgned to wary with one
araiher, _.“wm_-__m_ 1TL comgatibla ..._u__“mwm.w
lhiz kecomas _u_.h.ﬂ..t,.__m. Tha _...1__.._ 15 ari nol
__ B sarme {tha FEOMs ; iy 16 zin
sl EPRCMS range from 24 by 40)-
, bt masching tha agdress lires, Voo,
&5 ..|_=_”_ and autpis should 3% tha trsk
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~ust comvart aash & bl word from sha  onlo a separate PO board. Ezch phena's
PROM inta its baadacimal equivalent and  ESN FROM | have Iooked at has had ths
program A intg the comect eddress in the ESN intermation stored in a different
EFAOM. 2y using an EFRCM instead, it fashion. Try fa idantify 53 many chips as
can easily be erased with UV light and  vou can by uging dats books and calling
reprogrammed with new dalka. the rrardnciunars.
Cantrery ta many o' et filas which Czl'ufar ghones have rmoch mora
#ald the ESN (Electronic Sedal NuTber) i potental than free calls. Locking at the
slored in fhe same chip as the NAM  harvdware, the guls of an dectrone devica,
infarmaticon, te E5M Iz slored in ancther  is 1he best way fo learn firsthard Aow Thg
FREOM, Afzr identifying virally every chis techackegy operatas.
in 1y phone iyng b find whare tha ESH Helow: Pinouts for 7452805023107
was gned, [ carme acrpss anothsr 32 woed  PACKM, Opposite: 4240 Secadn Courcer,
oy 3 DL PROM. It was soldered direclly  and EPROMs (2715 and 2764)
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WEWS FROM THE FAR SIDE OF THE PLANET

bay Les Ineonens

Theze are 1V millan pecpls @ Auilralls and
Eelwern them ey own one mulbian eetlolar
tekplionms Ve e wlular phones secoawherns,
Setemplend Blue ool wyrisers pem theoy and s
da actiriera, Sabimorien, ur amarne in boness who hos
b b cn Lo et crens oo, Dvteckreg o theaa,
rxher than welantalorn e, middlecls
farmfirs o cne ang, 50 that Mum and the kide o
bocroew it whes thosrars TRy Do Fome o sl

[oapers are abmoet 2= popelor, with ths simn el
ul senpin. 16 8 dmacher in am Ansse sihonl fieda @
Rbafeert with g aadinlar phene or 2 sager. the sooether
wil b evererndnd Lhal Lhe k5de pamenks zre ovpr-
Eroiteye; thea weakd ot Yok fr o mizvrte thas toe
Tod vas destlonge drues, 165 s BT el wndd hears,

Cellzlar phones azd pagers am juest bws
erampkes of the eeed with which Assirolaes sl
riw ledrebyn, T B ondy the Jopooess adopt sew
brchnologry Suarer i Asdindiore, with A—weroocs
in ot plooe Jodher WLa._m...n.n_nr.:“_ Rut the tapdie with
ey o bove vt .Hﬁﬂﬂ?.uﬂ. ¢ thal Lechnaligey cisa
et miwstyn nelim o bove, What bappens wirh kas
Areswnng? Barv's so pmmnle

EMassteors aoul the Melwaxk

Thil> Europe: suffeoed Sl arad e T4 Fad
s, my bome e aod dbr were prersly il
Bt s sl Dronalifimes wrraas 1242

T AasresTan Fasls s riplemoopy o Jmest
with Zucelrpbas boes mmd oo weslisprcat el eorul
Caborniz meedens will dmow hoe well Boazadppiue
Lvaz B, sans] w b e womcls fopret cobcbes Sre it s
gracsantacukis,

Do buskfres ame an srueal seanl Bt i FHAr
s acmeching specizl when 229 fires lnked a2 i s
Tl 500 il by ATk 2 40 Jmok wined behid it
amd Kenees gver 100 el high this Ere movsd
easTevard Eeorming oot 2 av of sbapal bwen milling
aes, The firs was 27 enoegh 1o ke notiad By the
wirkd cediy, which noemaly rears che laed o 4k
wilh fmace, 5o here 35 whare the imtoresting stafl
sharts

Jhe I apiey o Wit tha wachls TV soreems vas
1hat Srdoey was sorrocnded by fims acd whas all
romis ol radwears ouk were oul Moe b bapgens
wimies. ey For and is inconvenier, bub seldeg In
R el bt Foot 23 peovend of our popalobam
axe migianis, mestly from noo-Eoglich speakemg
roerics i Furcps and fsda T tair Famibies bads
io the ald ooty this rews brocpks hack recent
e of o and mees wnder axgn asal mabemalhe
U he] folkc reorciyed Sor thedr ekl sl et sl v
disd Thers are melabvely dow higheajmuity links ric
Avcstealia. One Indisn Oiean ooax, one foox Le
Mool Ielacd land se be Hawaiis 223 ane oocienl
R be Mew Zozland izl e fe Hawsaiis os well as
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b ool the b, Mstarally, hene @ rel muk Fee e
allocaiest o dhese Laks en Falermay rerhangea an o
watnal rale. Telephooe engrecrs demimn gy
an Lhe ks of Imenr stotistios, bor these dont asaer
=g liks u._.“...._.." u.?lhn Frmn the Grordz bberds bying
L aeiza elrocila I the Ackina Chchens! poiewi
amulrivedgsale. Katyrally the paiewers sbomd o
epErionen sors e

[z the cld Esrd-swired dssy 5 few Sames atk the
eochomgre wenid have e dosn and s prddem warsd
have ecived fbself. But intelligent sxcsinge ama
dhnd e by badne cares of this sort ol thing. Sohioe ek an
x irrads ol the Liead s it oo’ and pessed boced tredde s
Lo i pemcoangres This sansed bocal draffiz bo boom:
oorgrsted. Exdzangia ol Chalma, Tkaris, and Limassl
ok on a1 Joods, RLHing conpeabing b Lheir Toca)
wraffic, A el e Brosn Baty and Turbew pxguaicwd
zngredir, My fagne this mary being repeabid o a
Eaid Crom Erilain, 40 Wastarz Eoropr, to the
Medrerrancia, pe the Ml Rasl 2 1nda, ko Zoutkem
Asn znd b1 Bosbemn sie

Jogt ke moet UE abics, Svdses sl Beoalerd
A mribee Tyrth, Soch, and Plast of the CED oo Sedney
Hictsous, seul lezh pensbrgtas the o oloog ndoes anc
miver veiless, By snbset, Bomsan and Asisn _"_n.",.“
sand 40 be wery pomo ot and mabo i kg al buy aned
urber e VWhen the indemebons moda anncusessd
Al thie srobarlin brads hadl coght £re banging the
broesd flress siglil inbi ki snal wimeel ba the CED, 54
bockead b ohe cecealde woild os ..—..-._.._n..“ e welezbe iy wms
+n Fre, The paople badk i tre 22 powniiny sricatend b dizad
with sk wrpemay 16 chey pob o, tusy spmal, they fas
Sinled again I Wi 48 e Bmazph bo Armdmabia, and
@t oo anee, bt Cwew ceenlined Tlod thedr Drssd] ipmaen
weey esad, oo boomeless, or bars? pive Catee dhess
wrrn pragedby o wers, o ghopping, o doen the beach?
s thy Azlkesd wlhevrr Ly Uhan:phe bad indemation,
The resulz was messive sngestian sver Ipoal 3=
intmacoral drams aorass 2 largs part of thie wet

Well, $ha hematiccal modiz's Inberet e the
Leralilinea dinad chreen bonp befioe B Ores did, ool wch
it Ehe plerasnmiiea! nrtiarks wenk back 4o pormal
The wlwle coasods: ol ol b vire sy weonier,
sxcaps that it bzd 21l kaspesed bofie, Tn 1933
sty moassive Teashfres swopt the shabes of Victodis
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VT Hacking

= = i

By Mr. Bungle
Here™s a grodl way ta i2arn 50Ut and
= sorme irdergsting fesiurss of the DES
WT Eeres comauter terminal. The WTEZ0 or
WT2a0 are the most comman iypas of
farmirals used In college carcputar labs,
They ere durb ferrminals that can be
Fesaked g oo szeal area ratecrk, glowing
actess ta a remier of diffssent computar
systams i the urdesrsity, Thay s alio Fo
waniest ing I the sacurty uses o profoct
user gocounts, [nthie arlicle 1y st hiora
the VT tarminal may be slifzed 0 ook

aa00nbs o By Svsbarn

The =nethod vsed is a cfassic rojan
‘He axplaring and soma
ple programming, vou can provida &9
o demminal user which milmics
st which ha is used to. The cne
nosessasy i o wll reed 15 a8 vEld user
accant nn A sysham wou 2an [ogoen B o
tra terminal. Tres mathod 12 sa's ercugh
that you could 155E 67 BEC0UE oD i ba
ewnad by yaw, although | aiwsys
rECOmmEns Using an allamativa it at all
rssibla, o my wnivassity daye | would
alwirys mave a few axtra aozounls seailatle
in play around wih At tha gisrt of each
semasiar, during the frst lab ol & CIS
coursa, the lab insfrustzr {ususlly a gred
studen:) would hand cut shaais o paper
with printed or kandwrittean accouris and
passeords on them. The stuzanma woaald =1
in telr nEma 87d clzs2 on the sheat ard
raturn it. Thiz made e assignment ol
accoonts b osbidents easy ercugh lor the
meronic lab instucter 1o handle, Naturally
the few axlra actounts that | wodd si0F
int & nolebssk were never missed singe

Ta Saems ware nesr oounded
Arewmy, wou hava an acooun? - 52 onow
whiat? The next stez is 1o fully documsant
how sach system on tha local netwaik
responss to connecton ard prompls the
uzer fior their account nare: ard pamswend,
Thiz will Ba ditffarenl for everypoa, In e
ararrple code (hocks), the LAY walts for
the uzer lo type “conngst wshx” whera
walx s tha name oF tha systam 1o connect

wih (w07, wa0Z, pic). | filtared out oy
hese conncctinns 10 the wels mmachines
gsinge fiose ware the ones | choze 1o
amdata and QrEs acconis on. Be sume i
maka motes ol any delays ar abhor guirks
at ccour nornaly when canracling ta a
certzn maching, = thal vou can emlate a
aprngclizn 2o H pedachy,

Yo can now med by ke samcle cods o
rrirmig wour particutzs Lakl, Oebug this pard
of your sode caret. W, and make sure it
cannat 53 broden ot o1 o crached. The
toda incfudes & handy vT razel banrer
which is dreplayed at slartup (be sura w
madily i1 o dsplay WT240 OK or whalpesr
woodr enilor d=plays). The banngr funclion
gtilizes tha bulkin VT sypport of escapa
sequences %o chenge the way ths monitar
aperatis. This suppart is the key 2 the
passward grabhars oparation. Most
saguances do tings ika setting characiess
b bedd & mowing the cursor, bt thema 15 3,
powariul command whizh rasets the
manilor. This command i5 uged 13
aizeornec! the user from your aooount &nd
ramrer it dracs of the haok program. The
diel] mazin is ussd 12 send 178 resed
sequaence 1o the monier aiter 1ha user
dzcownt 2o passeond are hooked.

To operade s0a grabZer, ron A from Yo
(phony account and walk away, IF your
srmpunt aliows modiehe g, yow can gel
up i few rronitons and shan ssat yourssl a
fow roers back from them. Mothing Seats
siting back and watching the acsunis pla
up. The usar wii ateript 10 conmest to
rrachira and fyp= in the account narma and
password. At thal morment tie scraen will
ga Zlank and the mecilar will resct, The
nea acozunt i will apgoarin a file galled
“hoalllog” in your aceownd, Tna wsar will
groply slribide e cocurense o4 looss
powes table of Faulty moniter and retogin
sutegsfally.

I kv ingivded the WIS varsion af
HZOK, sires it wes mcre ditficut 4 writa
tran the Unk version dus b some obsowra
gystem LErany tanctions used. Have fun
aith his!
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Moaw, _,..m.u_.._. Thi 12 ¥ agency. In ozr
sxample we will use the nzme Temp Findas. Yo
will pead 1a have seMicizar 117 o fill ooo the
Fedzce! 19 farmn Usally iat's g slais
Socinl Szowrily <ol Do yoor epplicalion, put
domm mom & voeT @aporicad alase and danet
shipw any jab cepenezos {prless voo fove
janirorial expeciezced. [o the saporiznce @
scripalion b pul sSracent
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Wil

You may widh 1o n._n..,.u; __n. Grs 2
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builfisg aed play Jaress Band, The quickest
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Net Surfing Techniques

by Sonig Life

Raredom can lead 10 some intesssting
nings, A friend and | usad to work &t a
SOTCUtar lab whare we ‘serg suppagsed o
halg people, bul everyene airepdy knew
wiat they wers daing. This e ows with a ke
al Tre o aur hissds v Bngd cotar ihings to
dz.

After spanding many houss oa the
Intarrat, 1 becanre issclrated with The el
that all  thesa machines wors
Imtercoanectad and Began fo wander fnaw
1o find whal mackines were out tharg in
rateraca. 1 was aroung this ime that wa
digtgvered the LNIX command nslokup®.
Thix was niza becausa it allowad us Lo
canract by ary namasanver and gt & listing
of il the mazhizas tat sener knew s2out.
Tha procsss of seRrcTing the 1isting for
rames whioh locksd eresting vwas 8 vary
tecinus na, Holgh, atd the forrat wasn
the nicest B, balng that i was all wa had
{and nzt knowing enough sboul socka?
SIOGrRTIMING B2 wiie a salhar cne) we were
carntant. Wsng nelookug | could find
mazhnas with rames like “dialoul™.
“araes’, and g, moet of which weren al
that Intaresting, but thers ware semas
axzapbonz, The orobiem was thal many
mzzhines had srypic nsmes giving pou o
clus 3z to what hey wars.

ARz roolng sound with nskeakup for a
whils, wa GEMe across & program callad
“host o writtan at Fatgers, “Haosl” allows
wind ko quany a namesenver withow! knoeing
tha actuzl pramagserver’s narme. Al wou
need i know s the domn This maans
fnat  inslead nf having do fird
SLAHSEEVER.BLAH_LLED, all vou naed
ta knaw is BLAH.EDL (e Jdomein iz
usuaily made up of fa 152t o felds it &
host nama), The listng glEo includes, in
many ases, & descriplicn of the exact
machina type m__._...n oparsling Sysler, And,
ez If that =7t &0 wgh, the EL..:_H.:.":. ?.E.__.__.
b rediréctad o a file whizh oo gzn sort
lhraugh fater, Hara is how [ normaliy g
abioet frding interesting sites, assuming, of
cturss, Hat you have glraachy p'd hoete

Winger THR4-55

[availeble a1 gumby.dsd.tre.com in
pubrinelaarking last time | chesked) and
cormpiled it

1% Find some domais names of
paopls using IAS or gosling toe
neinews and wrila them dawn Ji.e.,
colorado.edy, comousarva . com, af.onil,
alz.].

21 Usa fast” with the | sw cpbian with
Llhiz darmain nama and redirest i1 10 a fila
(st -a - v ondoradoedu = cHoradolEn,

ay Adter wou kave a listing, use “grep® o
fird 1ha chvious cnes. The namss B ok
tar ara ‘shona®, _u_mn.u_... “ralm”. “dialear”
“nodem”, g4, E0d “Enes”. | wsualy mh
uEs “egit, CirE”, end e b look Tor Silicon
Grazhics machines since fty parcen of
tra BGE0 Mmachines | coma across can be
kgoad into as “quest® or *lp° line printer). |
thera are mack % or cperating Swshams
lival yau kreowe back doors for, grep for
thacee alzo. Bernambar o by it in cppsr ang
lowes Ca5e Since prop is oRse SENEbve oF
alge uwia e - oplion of grep 1o ignora
CAzE, You can also iaka a bk a2t tha file b
sig if there is anything elss you might kava
[RHETIE

4] Talnzt ar Ap b theze machinss &1d
ser owhat wou find. Marmy will 55k for somea
sonl ol suthorzaton bt 1 ususily skip hase
arid mones on. With enoggh paliescs, wou'l
fired momething qood

Hara is & fyzical session (the namas
hawe been changas o protect ihe

- =% susig.edo > Boobe.Iies
[ HEE Higl O U R
CIEEAL DD 5610 IS
ELHFT; FE-AEY-10
sulngs didplout. brilta ey,
cpeparling 18 Llvd-Ty-1iae »cds.
Enceze ctacacterc dn =4]-
GE
BE
IE wore, g redead)

Ealzmbs quiz

Thiz pracess is smple, bot if takes Hre
to find something good. Just try rob b dree:
too mush atteniion to yaursal! wilh
Lnsuecassill logine unless you'ra using an
acozurd whens b Ssesnt maiter, Surf onl
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Things That Happen

Fram the Bulletin of the Miniaoy
of the Information of thi: Republic of
Flopsova, 22 Aupast 1994 “The
prezence of cordless Lelephonas in
numarous private Albanian homes
has been of grisal consern to Serbian
pelice suthorities with the revelalion
thet in seme cises, palios wave
handz can be overheord,
Conzssqueancly Serbian police have
erpharked wpan aomnass search of
Albanian homas -Eﬁ:mu. cat
comimunes of Hosova in arder to
zaize wlephones which police baliave
are heing uzed to esvesdrop an police
communicilion frequencies. In many
cazed, families thund in possession of
such phones have been subjocted Lo
physical maltreztment. Incidents of
this 1vpee have becn reparted o the
vonrannes of Decan and Kamenica
with aver 54 telephenes seized, crch
seignare aocompanied by
maltreatment of Albanian residents.
Albanians attected by thix palico
action have pointed oud thet they
had purchazed the phonea lagally
and whth the (il kewledge of
Serbian telecommunicniicen
patharities and had paid wp e 2,500
I im order S b etonected,”

Marthern Telecom bas a new
gwiteh - the DAS-000 According to
Telemanagerens, this new nataors
switch cormnbines featurss of the
[331=-100 pnd the NAS-250, This
..,:ac:.d it to be nzed by storloaag

carricrs whi wiant te offer both local
w:_p long distanee scoviors.

Cellalor Chae b Blacked cut-of-

town visitora from vsing their
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cellnlar phanes in Mew York Ciky.
It's because of the fact that there are
snrmotirmes more frandulent calls in
progresa then legitirmale ones - even
the: mayor and police commissioner
have had their ooules waed.
Custamars will kave the option of
making operalor-azsisted calls at
thyee tires the price for as long 25
this crisis lasis.

Eell Carada has introduced
service thromghout Ontario sod
Guebes called Beven That Single
Murnber Aceass, Uszing the 310
prifiv, snberriibers can died one
number throughout cither provinee
to resch a partionlar persan ar
husinesss. The nuembers behpve
exactly like B numbara, exceps for
the 500 part.

Aninteresling update t9 the
Uregon drivers manual: “Possazaion
of an illegal traffiz signal aperating
device, euch 22 any devire Lhat
pianzses @ Lralle conteal light o2
chenge from rod Lo green as 4 pRrecn
approachea the light, (s clossifisd az
contraband and iz punizheble by a
mzirnnm of 300davs in prizon, 8
53500 fine. or both "

Britizh Toleoon bas introduesd
Uil Hamrmn - costomer: dial 1471
and, unlike in the Scacea, will hear
the pheone number af the person who
called them last, The servien i froe.
Caller [I has alzo becomea availabls
under bhe nome Caller Tisplay atb a
fraction of U5, coaka - lesa tomr
manth. Customears can block Caller
Dizplay by dialing 1347 belore each

Winser 10855

call, W1 will Black entire lines but
thay heve to approve it chemselves,
BT elaima that over Y0 perconl of
vuslormers “see 0o oocasisn where
theyr might nead” o uze the 141
feabuma.

In Wew York, IYNEX has
avtually Estened to consumers and
insticuted blocking of Call Beturn.
Callers whn block Caller 11 will naer
alse bhlock Call Neturn, a capabilicy
we sbaays koew was possihle bt
which WYMNEX never sdmitoed o,
Amd they are alzso getting rid of the
absurd 67 togele featore which
alwoys left customers uncertain as to
whether thay just blocksd ar

unblocked their number. From now
i 1B he ainaple: dial 67 1o Block,
TAS fn unhlngis,

AL long lask il gaing o happen -
2800k com will seon be in aperation
oit the Internet. We're in the process
nf picking ool hemdwaere, soflwaore,
and a net provider for what we hopa
will e i waalunl and hislore sive.
We'te open to suggestion at this
point and we've alas locking for help
ol amy kind, porticelorly with
regards o gond desls on hardwrsre

Mowe Mew Aven Codes
Bermuda: 441
Connecticul: BEG

% Serbs defy
NATO warning

scanned by A.T.

Stores unveil _
Amas windows _

¢ P i e e, s i o e L T B Y e Tl 8L B kil Pt Bk B

CITY SPY

GAMS
BARED

Firivy reveols secrer
fraops for drivers
BXXCLUISIWVE: Pudge ¥

made a frond paze story oul of information that hed already been printed
i x mmonths eardier - the locatlon of New York's hidden traflic
cumeras U course, being six monihes ahesad of the Post s still bedow syerage.
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Hack-Tie, techno-anarchist magazine

1989 -

Tha laas =g of Facs T2 15 hast thas:
wne T sese, That's Mg, Hacx-Tic
Wegazlne s 03 mars.

f'we deoided ook to conticia= ks
madnrine becauss [ Lblas dhal altsr fiea
ard & balf vesrs it Is ey for oos L Wl
oo chi=p Satnfe. Stass T sockla's (ad
aryooe srasy eoregl W e on, Tha
gl fells for Hask-Tie

a4 L= thinking shaoat the fabhure of
thig IEEATTa ToT £l s2me Hoe oo
arnd T Eak shers woeld have Seen wars bo
partimee e mefaxios, Theee wave 4l
nave ond g tn pomso: Dowoncdd have
bo dovemst mash mesw Wz 12 & case
pocdeeeional Dread: gloei] Dragszing theat
wipER e DT siten. TR it ourrook farm
tha wrarar e = nok fioanelaliy wabls,
Hack T ncver wod ckout makdng osasy.
It all ctartac becaase = smsll oo af
poople waried 4o pnare [arhilden
krowledgs Witk ofner ensnumiesta, and
Teosiiss wa Warssd o make o coabolbation
ta the hasker subsltare.

Ve have aoms Lo W L whish nstk
sely cocmpcbariieaks Lava g Soommitar and
qpasi=en. & nebevors comomandhy s
erargsd an the interost. Thak poooectly
largelr cveslaps dhe auilepss [hah Aask-
Mo was origlaly wieiti=n or ARhoagh T
bevws s pcsh fon ublishing o pepeo
risggAzins, [wont to foos more of Ty
LeTEY ok PoCYlZics infarmetice Lo Lha
paiwork socusuolly . Badsise ceprodinohlon
a1 Eelrbnrian e ToRrTy Imoe, the
Larsrraahiar wolsd te foss, and
FreTFEodyTS naroy.

A oeltlmecda, lobsrsstieae clvgaihla ars-
e flack-Tie?

Ve oseeed, We'te wookiog w0 put 2t
lewss ers of Tho back-treuss ol L
Warld ¥hda Web fooost, 2ol walie alzd
pratblng some actwosk by HaskTaz's avm
Zatla on btae pol, T'ea 30015 Lttle i
telokind 2koul wheh this now Informatlion
Elow g2hsdld task M, Baybe M0 fuat past
fun arsidian In She hanktic® oewedssope
Cahe RowsErouDs wil glayd, s= T make
nlan ponsrho pacse oo tha e,

In bes very Tipel Lz of Feag-Tlad
wroke:

sHtaollaf 3 ragerie hes olet e
coponn ikl ot libdeeh: s I LElE
s aga Ml of seebralcgy, D' &l not
ealmin That The betr wild lve, Even
thoegh Bats baay s oed gl el pek

Fage 4 it Magazine

19904
i the b mecth U3 Bspas e oadd walghs
Lo Doy disrazsiens, *

|ary mrde ool

Woor thed Fha emdt has come 13 food
rhet “Teyr baayt dles in we stoesrgih of L
Pfa, and Bheb T dea's bave ta palt <ae pleg
o0k resTTRLOT o few FEass Prom i,

Iory oode off)

Eah Lt sk be Loa s, o QUG
wracke our Lorel Hack-Ti8 has s Ins marx
oo dhe warly Clowetles. I thams wer
Lachtdeal gherbeorminga in the shons
gyabarn, we polnted bhem ous, I tas polcs
a0 Jdisiel SO WaTe Obsing
tremnalosy, Wi gadd 53, 19 by publs: was
hilicd wo plean wita slorias of SECUTE
e ey 3 o El e T K T | e o
ws wake [ham W3 fgain. Tay oid we flve
=] ega pEeR1R 10 the boardroom 2 kard
tirme. Sontleomen, hold oo bbe party. Husk-
Tio as reaciad Csteslal L Lky oo
poour: of A eatlie @eoecedlon of Deapls
Lhal zeeg hrtagh your trisies.

We AWAn'E 2Rl POt bo whal was
wWTons, Tut we Tade sroe chargss
ruTsslvas, When ws glarted o PTack.Tia
Hetyeoh® ceoopisr raseank, wa did nos
Jare BApTE what tls woald grow to be a
largr [Rwornot provilcsn for povely pecals
ferdesr the pame XSTHLLY, Whan w2
kelped batd Lthy Dupitsl Cioyr Mreenet, we
sl 't Fave dreart that this oy wonle
4 & Tablonal aod Inkerpatiopal exacrple ol
staizer aebwerzlngd A led hae leen
zosoensliehed, bul ss 1s0f a8 not ercryona
czarn e pe e el detnocmasiy riFhtE oo-
ling, AR g A she PTT paa keeT
INSTEAR RS wnole mates, and s loof se cor
gavernimest wanls Lo ke ansrsphan,
Fean Tagrind Lher, Tha soins iives ool

Mayha eTan MOrs Inporhanh: we'vs
hEEn hE Sa0e ARCUTE Whioh o suseeture
taa farred, A genoraiizo of Backers beed
oet cooh chaes ab mass esstiedy e "The
Falzetla Hasies Pacly™ and *Hasaing as
LEa Eqrd of e Tolearss™. Our Haoke-Tic
THilew paatlas (HOFR) atd the yearir Hazx-
Tirbeash nactlcs wepe fodbeds o0 new
Iesd, The Hesk-Tio teach pariy Losfllen
il o Tas, and the fazl il Lie
onfazine doesc't pxlsl SOy iaes Wl ah
slap s from oofaronslnd (U Seeenings In
Lha Fatuies, The apocit 1w anl

Rop oo girijp
former pubbsher and editor oF Mack-Tie
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CHIMATE W0UIA VOICE ARD Wi A& REWION [l Cocs
NP Wk Demmgniabone, Inc b cromol 2 wieetased
WRlhon e anatanl. W res! yrir wiees fage PO+, Ricds
Arpfinen 200 Ml g 25000y lmrcl b et ach o
remzdnnd b uncerEiane] spoen worde, You) can L oy
phan, B Laid a0t S Sroa [ relary, weewl et Pl 1 e
draadng 003 FRES Mpphe Moewoon kessagoPod 1170 Pl ool
“emm WEd e A on b e Baeck, e eebdrae Dl SN0
A3 WWLD Coosios? ri Saia oo

STEALTH FARSWORD RECOADER. Soorclly meoords
St e prrosst o ey T Nenden wdth PO programs,
of e AT T AN VT 22005000 By e PO usiE.
Lircerwm iz ‘= s S5 LT Py N Do
o PS, N, AT, DB S 4822 of [0Sh Gey 29 US ket
daxke, manal Sino PO Racgeouns Koweness retarndar,
FECHEEE & @ S TER whicds weaomds sl ke prasasd n
[E5 s Winooeas b0 DHEH of R0, 830 Wi bepprass
hrees, & keperok] conrem Lan clnl Sy s’ oo, e
bey e S0 I o) sl heden jcgpurroreng ke
el pederer el CrAe R3S LES IR 2retehar oo, Dnder o
WS EFD Bur S, Sehen HEAN01 Sapdni

WORCE WAL ROFTWARE NEEDED by D000 ata 255, bl
A ik wih _...n._...n.-_" AT, mamske of g ool pie
o ang mbhe 90 pemetos borh 3 vaees i o Bl bee
v rr Tl L maemace A V0 TSR0
BRFREATICN IS POAWER! A st % e lboenadon
Em Cal mrhe s e o hakawy sruseking acking SOTIINEE.
Wi, o onoh s ooh oD, ond the el here, Wi ca
bS] e BT 3 "l.R._.ﬁu.uﬂ.ﬂ..n. ramEElE, Al momheT
Troam o o oepeniashor. Logk ond! Foogrized weihd eeda can
ErnrAEen cemcancAn w il misre yng mon Rignee oy o
oorgcneanss Sond &1 b oz ocorched o SolESC, 3 L2
1o Pl b SR

VCHCE CHANMGING TELERHONEE serpkile hesaal
@ imephons tnal crangas e fers woace, Fas sl
CETECTT wdcos, oomes i pube ocly ond whie coor Ful
nncnddinnal maney Eack quacarhes, Sond ooatis o
o e ardor I BEA0D phis SO0 pOovige e Wil
Parkelng, "17 Enxt 14 Srasd Sogrs 333 Mow Yok, N
=200, AN choeec Smipond sarrg daw g by el ek
i pad 02 2

“THE WAGNZAL TOHE BOX! Sully sl e vhran= il
I deies melar e p one pukisnad o Wik 1253 S
jsged ol 2820 Cradi eard 520 & Cnlp 14 res thie!
Rogorse AMY jonm you grearne ol ohip, 230 sooond
surzaiy, I ot 4 witoh Darsal, S8 ewds, B e §08
e B0, Sk panlpbi 2n 2 STEALTH 228! 540 2 by
S50, 4 b B10C. Send money cide e 2ed S ehipping
chocss need 18 days 1o clozs, Acd 4 10l fer any
Somkar &f davens ler 2hiss rg & nnerence, “THE
AUASTER" DEVICE - ecrpins FIT o al pie's, inchad g
r] zama, Aan prared e umres RS ke pd SSG0 8
wIo Sulgly B 0wtk Dabsey & wom. Cny $23 2 ke G
_m.u..-. 4 bor OO Sl B aoly for ane romcd o kS ot
SRalarsy & precranoH RBASE PSS CHY S 1AL valable
n as goanimes CHLY: & lor 520, 10 ke cnby 285
POSTEAIN, mack ad-hone coeely only 53 A2ETFAD.
Al o dors o coice LS, ood 0@ pae dsar, UL
s, For quarmssy dotolres o oty Boem. neude phore
runber & fmade B Resmias, 50950 Fled Eaed - Sl
SO, WeE Mo Y oeil M CRCE,

CAAT READEASWRITER/FRODGIAMMERS for
SR, T s ouiakd Tarpedl rasde’n (ST, ala T-
2 rmedie]l Wikame Van S5 Fetlom OWYES). KX Fadar
Emittas (KEAET - musk mre Mux Banss, maruals,
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rIrlATE AR R relalng Sn samodner, prone 8TTA, and
COTCY mackiTeg AT RO skng. secuity @td surse Lk,
weapcnry ang cpskeing, transal and modical, Now
rora ol 3 Lm0 e ot Soddemmrona PO Dvaamr
AT, Alamogoecn B 220

WANTEDL Crmprader Pisials bunesemae reeds DR
sCeurity sonGullant [or Sherl e 1oyl Searssaa
awmcnmat | knca whl D wand B don] <oow hom 10 01
I Fasdy v snan ma'l with s ef pcpamplss=enie
fresime) end how | can oomanl e e Gad, S0 H04
TATA] Tonmnce, Laneng, 0L G451

FRIATE LINE i3 o rew 2haaten <ogee v @i e
Imdsprra SemioT, Fasisteer 5 raks H L ghos 0T panion
B Sl leresdis T s 548 % a simp e o S0 e moores
WOIE, S sl Sobsonpi o, Shok o the e o e bl
A.A Al R DTEXT pogres dvamla Lo, 5150 FarCaxs
Evd.  Wi91.348, Carmichewl, ©&  dnsn%,
orteatmineEoaphi snm

Lo G FOA THAT 45000 MEE CIOFSTALT Wa toan
rom b £4 LS [ash of moncy ondor ooy, S pou
ard=r b iorfiam Teshnasl] Fradoele - B Haorx 2537
Arimgran, TE TS0, IMew Intermet adciess
Eac el panmal orgd Threa of mors crewsale oy 53
caeh. Eama Cay Soredv o s] orders. & eonenl Faling
 1ma Fers ay camy ks paabrbe b smal mal o ecal
DAy Sl by B mdnin’a mordesds - gdnsainal ey
R gk eangh o Bc S eane g Line

KVRNTEDe Ay b vl atoiad TR mved ras i Eovcom Heow
ey wnel, Rlo on Speocan, rleTmation o0 hos tha ST
Tidadaan Tedeorbari wibo (5w B TR g Satde B B
TN prone Teca T Focns sond e The Sandeann,
S ekd B e T Dhecabied. Decbadbasd .
ommi s Dol anTan st B you Wiz e

THE AMARGHETS BES. A znrgddls el frprd waceon b
Ararriss, sUreeaiels, DFaDTIe, TATSgato. e
et e “rdaca acel sherw plesako Lnospoled sorabln
et vmikez O3 (21 323 2R e i
URCENSEOUND SOURIES, Fundrecx ol revame of
bopks calalogs. 2nd magazines, Somplale Wit
Edireaed, IR Hpbonaln &' and arad doe all ot pear
EIUTC TS, e ohonD, prvacy, Soredi lnid, haskrg 2
whee Azeaal nrede, Sed S851 e mers imloeed oo
Gy 317 4 53 57 sash, check o monsy ooder 10 Bol
I'w ey, S606 Fimqg i, veRm DA, Almcancria, WA SRR
190,

TAP BACK IR NS, corrpies par ool 120 o QUALITY copens
o ot ot wdwaisr s o pkown 00 sl
W LR o Pt e Pl Cocw' o 120] Sequ e aride Tha
Seawls o Bw Lk Shos Boec” 400 % oow SESE w'h ourda of
sx=or Fode G PO Done 53 M Loaed P G200E W 2ot
Chiggrad Bla: ELECTIINE SUNIE LLANCE DE TESTON
SOIPAENT. o SF ond nesoo aowiees oo rofoneg TEOH
. Lonenndnda wad ARG e Aol 00 b S complais
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LETTELS

_ fcontinued fom pags 31)
sromgh Fey Bad 2z 12 - Cabon Ciopr 0 aliorw few caleg
ol sl bl ] roeniens do by eshoed 25 ey wed o
ezl vwasioa ol NETWA RS maxed 1AM
Tio p2¥ or2ekee this izeme: s el =l boon oz,
EDpzh some B e b oo i soime d-snglovss. i
a0 me gl of the g o o R Bt inhes LB niwst of
sherm T D 0 2oLy Srawor wedes ong, 1 ehe i @ gt
thispif coew read b botror ooy and comecied e problere,
_ n...Tm he caze of the empboyse 11 ML shoos b e
ity 2 izl el mnd b comeined e LS. [ el
_."_ Az weneasn b bebow he o eoployes 1 de frmd
i O SNET wdbcdbog conl imemdeas bl B’ s o asy
i S
P tich: W
Artngpe, ¥a
Internattonal Tuale of Woe

Duzer ZitY,

Here Seqrs o ol OF costsoll Lpeondil Acgd [ e
cEenng irmematiare! loog dingace calibasi servioe o
Arovrwires T woas progoshe eeoparg for oncher comnpons bt
E s Tt aw i the meerd wes larpe crevcph
wewhed o jeighes oy cennazed B ey can prfil

SR BTE b EEntian droy piace of Tl Tabeual 2
rrwcet ooekic e TRTIiTmAnE of repe and DR Corsadeiok
ek wlen: dpmrg fo coshomen Wi concemed.

Thee proadact winka Bee ihie o vy calk qopns-
Easpnad moede. Jets X g, Dwide, aed Blgs ep The apdam
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Flenee stde B priosphal koo b sck: g wivi berall
Lesirg; Iouch o 353, Ly Do g el lohgdueny, e Clal i

Whan: ke e probbemy™ Wl sty wibs proed, T soome
ed du: bl FTT s (TideRngiz oncd Tebaae=) sl b przezd
thedir rights o chorge incosfibdy Taebude rals oo Tei
CUEONTIETS 50 B0 & mioons oo Paa Yookl Wr prondds e
s cal for 1564 4 min wei oo mnETm

T sy KT b ardis proedibs and v leng
ell T e Thrs orwogitor g =il
cals o Argevrng asd st & LI 5 pecermed, b ool 1
B A

4 bz 1o he ks 1 Sxicts mew do e ebphony
mdny a: Toal on pon b heip e Sovelop s moses sl
e Wirs cwn nzedieme by vk (305 DISL0T oo G
11 TS
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Al DD Wi Lokl Dena, Soeing DML
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Paga 42 2600 Magazine

dors doo. 1o By ks o Rederad offirce sy cobie dgnols
puer AT LS 500 and 0 LS B8,

My nationpl poblications shvertise comoriss and
thzonankbas B efe Heweron, il s ilopa] 1 25 sbaliz b
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SraTamikr oo gz boneed v de stk comp ey,

ke spdemrs oy aoe rooee soohisicred e Cao'n
Tera: ndxiy, Akl “bp™ ey w3l ke vead & mery el
s they s ool dhe prcksd Ghane e ooy sl
wednel Teadurr cabe wpdons o 2 veasy ol doadne:
s ol el askoer dinal eazse Ok S
bbby ol O’ Do fa gl ke ngadicn is du: ore-
Wy addres e diesanndlar,

wre 1900 phrwes ol of the —apor et ool Svsens
bizve Bean teinak or g i the process of bang rhict sth
e may dizial inpnsttery B mind, Ths means e mest
taste cocpeniey, voeduy cun tetermine what ope of
Saraniars) Asarebhasd e comeadad seel oaded (deerel
e s el o waliTeing:, AL sl ovnigwanss il leras s
copaility by the end of %9 And, biznaing iz 1957, cakle
agreds vl be cebvered w0 the Some spe e ie o D a
dirbly crpreaendand enerypized Tdeon e sg ar et
TES alewiher, Toom sl araatos e aprickly Seoondng o
ldng s du: pent.

I el Sormpany L Lessaad i spytn o raeding
o e sphsrmiter's home, Crble comoenies ooly wazt o
ke o the ruhasiher s dplelully fening lir ameices
riasaal Cup'n Trass el ot Dead s oG neasysxags.
OF 210 B he ke SpUpoiens LEw e ient qpescis
have much basar 2ad maore sopsssicened mathads of
wrecskroping

W bovire Fird Anewbeo cpla o aefichs
of s nolee iU s o ne onkondd than pudely advoo g,
e of poods Tom Locovemene sore. 1woekd dens e &5
A v ghe desne o bersr mesr Beely ond sorn e
taaain]
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BOOK REVIEWS

Network Spourity

by Stewen L, Shatfer and Alan A. Simon
Published by AP Prodesslonal

455 Maag. Ave, Cambridge MA 02153
1534, ISBM 0-12-638010-4. 318 pagcs.
Paperback, 534.55.

Review by The Roving Eva

A Frodsssional |5 & pubilsher 1l fakes
the “professiona™ in Hs rarmse vary sarously,
BN 08 &1 _.m_._u:__. .mH_u.n.__n_ |Faair Laacks 1o e
Irtoermation packed. well wrilten, ang gapd
vaue fer ene's money. With Neraors
Sarwily, hiweenr, AP Prafessaral cedanty
Fries 4 loser on 85 hands,

The firsf three chaplars of 17ls bwelve
chapier baex are dedicabed o filgs that | am
s ﬂ_m_..._n__m with _._u_..,..."_.u”__. soora LDV raalize:
*Principles o1 Distributed Sompating and
Metsotks®, “The Mazd for Metwor Secuwily®,
art “The Metwark Sacuriy Chalenpe®, Thos:
ety zafely ba shipoed widodl oS al inds.

“Maiwark _m_an:._“__. SErVices zrid
*Ciscipiiras”, the next twd Chapiers, are iy
reass If Fou have been ..m_u.m_._m a fack af
Creatly ..”_.. qm_u_m.._.._“_... a5 yodr aind waridass
Tirsugh Tese dense lofesls of virbasiy, veu
ara fartelnly rarced o loox at the whale
poosare oF networy secaiity, and aven frarm the
edmins pant of view. Sean though tha boack
dd Nzt Fvie M2 any goacilic pointars, |owas
certainly delghisd o conme Lp with S0 new
Meas while neading iess chaslars.

Chaprsr &, "Metwok Secdriy Approachas
and Machanlsms®, I & nn_,..__u___m___...u_- if podr,
Irtrodaztian o the 132/CE] madel and
assosabed ..m..m_n_.._.:...“.. services ab gach ks
hatad the chapler an FC Metwarcng booase
it anacead ine. | oacld ral help kol shick what
king of sell eslepm a netesark acdmin ol
hawae in hava to aciually read advice lixe
“Flappy disks skould always be grotacied
thragh ha use of srotective Bckets, ganla
harding JLe., not endngt...” ou can bt |
stared skimmimng &'ler reading this pead of

Wil

Chapler 8, "Wiruzes 2ad Trgjan Hoses',
was ful ol pven worse garbege. At this poind
i e boox, the verthasity actaaly Secomes
warss: “The numher of raparsd frajan Aose

casas iz eslimaled 1o be anly & fraction ol
ther azlual rumber. (Mo reany experts gid il
take o liguse this onz out?) . F 3 1rzjan horsa
it uncowerad, it may make betbar business
sarss niod 82 disdose the ewsnl. IF & frofan
Ferse tound In & barkng syslen was being
LEad 10 axlract ToTEy Irarn he bank, woabd it
make beltar serse 1o 1ol &1 bane depesitons
abaut the nzdenl o 1o igrone i compleieh?
Moz thety the lattar. o, you dontsay, ] ..
Alarge parcartage of oAt horse Gases ars
sz nct ret disclesed. (Come again? L the
knpalazgs] is ot widaly dEcussad. (] am
et suna | got Tral ponl_) e irferration]
[E= o :.mn_m___. availzble.” _“_U...._q._,“.._".mq._nw i
parantieses ane rrin.) This sort ol repelition
ol the sgma ies happeors throughast the
el

Ther weily wreselly icfarnestao chapear of tha
Eaa¥ in my vicw was the ga8 on covart
charncls, Olhes than hackars desdicatad ta
hizh-scoarity systems and g few other

criightaned indwidazls, mesl pecsle dza't

egan kricve what these ara. Futhar, tha topiz
is w=aally ral coeit aith wal sven by ourmal
whicles in the arpa. 3 this chapler ard e
last are, which is on standands, a%e the oy
parls of the bozk that are wath a read.
Having read a kot of soaderic witng on tha
arca. |omuast alsa say thas the T#:n.m.ﬂnw___..
cerlairty poirds @3 tha hest s that Is ot
therz Soomy advice s F you can gst vour
hand= an ke bans gasiy ard for frea, naad
the aboed paris, Caeressa, oon't bethes

&z Simor Aas ko olhar books (gan
Systsms Hanroboak and Matwors Hs-
snmrearingl whoen came Ut 10 MoveThe:.
ENZ deephie my nlerest b1 bofh topics, | douel
| shall gvat ba ﬂm__aﬂﬂ elthEr tosk igauad fnomn
the lbrary. MzGialn's Hasdbook of
MalvrorRing a0 Doansciialy, which was
ralaazad aarlier this \edar, EED _..J_. APF, o tha
afbes hand, = a uzelul reference ta hava
grovrd. Mg a gaod ganeral referenca an
pralGoals, standands, and Ircublsshaoting ard
car __-__.__ maints an in the girection o the
weaknesses of dienant archieciires, wile
miirtaining fis sesential ovandew natira,

ReraThar 1o never shop laarming!
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Infermation Warfare
by Wiinn Scleariaw
Thunder's Mauth Prass
130 pages, $23.05
Rewicw by JogB30

Infarmancn Véackars? This boos could
be considerad I-formstion warara, IE givas
an inzredible srount of infereation abaat
almast nothing thet real gessle cana b,
11 chns, bdweerns, b e moHTiEnhs, Almost
200 peges inte the bock, Schwartau begins
ta diszuss hackers. But wait, we are ao1
kazkars, A hackar £ ‘2 wiiner who Khocks
St leskluster words for pay... an o, warmn
clt hesgs 12 & hazk... how atoot the golf
hizsy who can'l soore balowe 10307 We arg
RS warrkins,

Mo goas pn 1o gove his histery of
the hagkes, frem the sarliest “computer
rotables®. chrough the B0s snd 70%, up
tz now. Than, i1 qoes Into an almost
tan page history of e LoD we MaoD
arap that has Zeen going on. He
dascrings 3 typloal Amasican hacker.
ihe “inner-cily® hackar {do those
axlzi¥), and the Eurcgean hacker. He

danatss with himssf gbout the ethlcs
of hecking, and aboul how blg ot a risx
wi are o naticral security. Than ha
goas Ints tha whole aoint of 1his
chapter, "Frolessionsl Hacking®. Ha
geers o fink thatl ihiz will be a &ig
part of the fulure. People will be
preHing paid {0 Jo bad things, and that
will pive w5 lagit kazkers a bad name.

Aftar thal, the book gels boving agsi.
He gives azamgles ot some monsy-
mztveled hacks, &nd poas on aboul war
and the miltary and inlfarmaliar and
COIpL is bagx is probab’y very
suiles far securily prafessions’s whn hawa
b deal with sezuing their informaten, ot
for hackars, itis full, porng drive iks thosa
sollege and kigh school clxsses that wa
Lzad fo sn.

S byl ars a corgoralion in search of
a book writlen with a corzorate menlality
about corporata security, then this is your
Book, 1T yow are & hacker, ar are ez
abaul the arderground, then this book
wolld rrake & very race doarshap, keetsio.
Or paparwai

(DEO

Wnavthorized Accoss
by Annaliza Savage
£25, 38 minutes, YHS
Savage Productions
TE02 Mission St., #4056
Santa Gruez, CA 950E0
Review by Emmanugl Galdsizin
Years In the making, a film on tha
lives and adventures of computar
nackers ks grezented ocur world in the
Wway maineirfaam medla nas m....-...m.”_..m
_-_._m_-_.mmm_n_ ral e, The hazzars do the
telxing and the wiewer is lait to elthar
nad in agpreciatian ar recsil in hemror,
Unautharizod Accass has no
narrative ard doas not offer any xind
of sappy summing up fto aither
congemn or glority nsckers. Aather
Annaliza WM.._..m.mm uzes tha tima ta hear
gbou? and see hackesr adveniargs Irom
around e planal. Bul Lhis isi'L Lhe
rean, sit-ir-a-park-ar-maenkal-
wtion-for-spveral-hours-and-see-

2600 Muapazine

whal-nagpens eppredcst. Wnsuwitonzad
Aoeses hazs g lvely pace, gquickly
mawing trom fopls to opic, plaze to
rlaca,

The film contsing a Nitle 2t of ali of
tand ¥l aeslly sonvince any non-
zeliever that we'te Up to soms pratty
incredicle thirgs, And, 88 many ol us
smow. thiz Iz only 1the tip ol 1the
izabarg.

The dilm opens wilh Sscanes from
HoHocon 18393 whare hackears ware
baing accused of lrying o break inla
tme holel phane system by simply
etanding oulside & doar. We sar arn
incredible  numbar of  security
persanael and polize converging on &
hotel room, apparenthy unbothered by
heving it &lf capiursd on camera.

The 135t days of a Racker befare ha
iz zanl o prison ere witnessed wilh a
combingtion & @ sadness
hitterness, We sap Phibgr Gptik's last

Wender FERLEE

marranls on WA OFF The Haok
befare starding a len maenlh grison
S WS THEN

The story of hackar inforrmact Agant
Sigal is told by tha closesi thing 1o &
rEcUrTng namater - @ hacker w
0 knowy el The Mn.om.m__u N eVBNDrE o
silant, ominoUds-loak E zaort who stands
ir lhe _nm_u._nm_...L.n g ....._.mm:_.__n._ mi..__m_.n..mm.mm.

Wig haar fraem Moaqn of Cregon wic
managad 1o get inlg an ingsecorae syslam
at Westinghaouss. In an inlorastireg beist,
Moah's parenss 19! the siory and give
their oplnizns on ths prospect of thair 12-
__...m..m._..._u__..n_ a0n .n:w“1m zan b fedaral praon
Al the fire | 4397 even know _“._m__.. mada
nukes,” says Meah, 01 knew 1hat |
would we slayed the hell away ffrom

v i mareer frarm & 21 a
fissf is xingd of funny. This is the anly real
live computer Aacking wo soe in the
gocumentary and it stnps shark of doing
anything of a criming! nehre.

The phreaking partion cantains a
craat colizge of dfarent payphones from
arpund the world YWe alss see a
cemanstraten of red boxing, and of blus
boxing from  Amsterdam through
Fataysa 12 the Unitsd States. At Ahis
poin: ths wewar Qsts the sense that
nackars and phraaks o are troly
S ennshara,

Twa araas of Unawthonzed Aocass
thal are captured particularly well ang
tha ¢nes on tha Lopht in Bosfon and a
2600 meating in Los Angelas, Both of
thesa hackar gathering places camry a
m._n.m_u_..m. m.ﬂ_-_.._.“ﬂ.m._-_n.m znd tha niskzrical
pergpaciiva iz not losl. *Everyining
___._u_E.qn: about 1o ae was carcied Uz
thaga gtairs " Says Lha .|n._..___._._.w Count
Fera. “Just serrember thal whan you
mer P Var" Al the 2800 rma 1w
sga a briel demonsiration of callular
hezking. Savage focusss on the
aagerness of the partlcizanis - thass
ara enthusiasts ..q..mn:_-_ﬂ_ intormaticn
and being apean, nol ariminzls
cunspiring to da evil things. It's
incradible how indas pendor MIALEs
are ahle o spe 1hings tha netwarks

Winder FO04-05

can nevar ling,

Jlher highllghts Ingiude a sysiam
sdministrator m._uﬂﬂm.m.m_w_m a crowd of
hiackers mv“hqmm.m__-_m with _m1m.m." huamar
Lha Traetration of _u_..__.u.. “nm_.._-_.u._ alla Lo
lraca calis du ..._-__m business hours.,

Jut lhe 1thing which makes
Unazpibarirod Accoss 2 lrue sucsass is
thg world parsgective which is gvident
trroughout. Agart from seeing hackers
Irar differsns _u_m..!_m of tha United
Etates, we Journey e Hollend for a
clirmpse &b lockpicking and a nilarious
nok 31 what hackers can Jdo inside a
ketro station with the cighl Eays We
alss learn &l abod Hack Tic and tha
Inisrne: servica proviged by Dutch
hasiers. Then it's off 12 Germany for
e phbiogophy of the more subdued
Serman hacksrs, “Thara (£ moara fus in
the Dutsh approach,” SEY3 0NB W 17 no
hinl &f BTy Wea laarn how the
Eermans are .1....L“._._“_um_ o pravide
Inlaernel n.u_-__._mnz...m... o 1he war-tarn
formar Yugoslavia, a fitling example of
haw @ur knawladgs and enfhusissm
can e usad in signilicant vays.

I there s any coriticism  of

warized Ascess, il wauld have to
be 1hal ig b short, For troes
wha have newer saean a2 hacksr balare,
28 rrinuies is rnost lively sufficient Dol
foor thoge of us who now how Big it sl
is, hours of fooulage would Be marse
satisfying. As a cohosive pieca, the
Flm siangs 1all. But soma af e bils,
partizulzgriy those on irashing,
Infzrmation Amarica, angd kacker lore
just aran't long enpugh 10 do thae
subjssis justice

Techlcaly, Ussutierized Accsss
iz adited professionally; tha piciure
and gourd are always alasr. lis
axistence iz rua evidenca of the valua
ol indaganfent Z_.._-_j._..mr__-__m -1 Is The
wird ol .__.._._-__m_ that shauld showw dp an
the new ladependent Filin Channel.

An g cullural piece, 15 what we've
zagn wating for. Many of us hava long
suspactad that ﬂ._.n.n_mq_._-.nm.__. kacxars
fnava a unigque and rich cuHurs.
Unaurhanzed Accazs is m_u.._-_m”_.__._u we
cen polal o 1o prova
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WE ALL ENOW ABOUT THE POSTAGE INOREAAER,
NOT ALL OF T8 ENCW ABOUT THE IMCREEASE I THE CO8T OF
PAFREH; WH'HE BEVEN IEARING HUBMOHE THAT THE PHRIOE OF TINE
TWILL BEE GOIMNG TP, ADD TO THAT THE FACT THAT WE'LL BEE
ADNDIKG MOBE PAGES NEET YEAR AND IMFROVIFG THE
MAGAXINE IHN VARIGUS OTHEH WaYs AND YOI QAN BB
WHAT WE'RE LEADING TP TO. AFTER ALL, IF EVERTONE ELSE
CAM HalBs THEIE FRICES, WHY CAN'T TE? BECATER WE'HE
DIFFERARNT, TITAT S WHY. WE'LL HAIRE QUR HATES WHEN WE'HIL
COCD AMD BREADY, MNOT WHEN EVERYECDY TELLE T8 TV,
BURAPHISEDY DON'T BE. IT'S8 JUST THE WAY WE AKE,
OF COURSE, YO CAN HELP 112 3TAY SOLVELNT AND
UIMEREDICTARBLE AT THE CURRENT PRICE BY RENEWING 20R
MULTIPLE YEAES OR EVEN SPEITGING POL A LIFETIME STIG,

INDIVIDUAL SUBSCRIPTION
O 1year$21 O 2years38 O 3 years’Sh4

CORPORATE SUBSCRIPTION
O 1year350 0O 2years$20 1 3 years'$125

OVERSEAS 5UBSCRIFPTION
1 year, individual/$30 1 year, corporale/$S65

LIFETIME SUBSCRIPTION
5260 (the dire threats on this page will never apply 10 you)
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O 1984/525 O 1985525 O 1986/%25 0 19873525
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109228 O 1203525
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