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FOREWORD

pt specifies the TELNET protocol and a number of approved options.
“standard method of interfacing terminal devices and terminal-
oriented processes to each other. It is envisioned that the protocol may also -
be used for terminal-terminal communication ("linking") and process=-process

communication (distributed computation).
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*%” | 1. SCOPE
1.1 1" This-standard establishes criteria for the TELNET Protocol
which supports the standard method of interfacing terminal devices and
terminal-oriented processes to each other.

1.2 Organization. This standard introduces the TELNET Protocols role,
defines the services provided to users, and specifies the mechanisms needed
to support those services. This standard also includes an appendix of options
which can be implemented in the TELNET Protocol and a glossary of terms and

abbreviations.

1.3 Application. This TELNET Protocol is mandatory for use in all DoD
packet switching networks which connect or have the potential for utilizing
connectivity across network and subnetwork boundaries and which require a
virtual terminal service. The term network as used herein includes Local

Area Networks.




MIL-STD-1782
10 May 1984

2. REFERENCED DOCUMENTS

2.1 Ilssuse of documents. The following documents of the issue in effect
on date of imvitation for bids or request for proposal, form a part of this
standard to the extent specified herein. (The provisions of this paragraph
are under consideration.)

2.2 Other publications. The following documents form a part of this
standard to the extent specified herein. Unless otherwise indicated, the
issue in effect on date of invitation for bids or request for proposal shall
apply. (The provisions of this paragraph are under consideration.)

“
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| eCEE 3. DEFINITIONS
3.1 of terms. The definition of terms used in this standard
shall comp §TD-1037. Terms and definitions unique to MIL-STD-1782

are contained herein. (The provisions of this paragraph are under considera-
tion. )

3.2 Definitions of acronyms used in this standard. The following acronyms
used in this Military Standard are defined as follows:

a. A0 ~ Abort Output Command

b. AYT ~ Are You There Command

c. BS - Back Space

d. CR - Carriage Return

e. DDN - Defense Data Network

f. DM -~ Data Mark .

g. DoD — Department of Defense

h. DODIIS - DoD Intelligence Information System
i. EC - Erase Character Command

j. EL - Erase Line Command

k. FF ~ Form Feed

1. GA - Go—-Ahead Command

m. HT - Horizontal Tab

n. IAC - Interpret As Command

o. IBM - International Business Machines, Inc.
p. IP = Interrupt Process Command N
q. LF - Line Feed ‘
r. NVT ~ Network Virtual Terminal

s. TCP - Transmission Control Protocol

ts TELNET - Telecommunications Network

u. VT - Vertical Tab
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4. TELNET PROTOCOL SPECIFICATION

4.1 Intty fos. The purpose of the TELNET Protocol 1is to provide a
fairly general, bf-directional, eight-bit byte oriented communications
facility. Its primary goal is to allow a standard method of interfacing
terminal devices and terminal-oriented processes to each other. It is
envisioned that the protocol may also be used for terminal-terminal communi-
~cation ("linking”) and process-process communication (distributed computation).
The Appendices to this volume contain DoD approved and su rted TELNET

4,2 General considerations. A TELNET connection is a Transmission Control
Protocol (TCP) connection used to transmit data with interspersed TELNET
control information. The TELNET Protocol is built upon three main ideas:
first, the concept of a Network Virtual Terminal; second, the principle of
negotiated options; and third, a symmetric view of terminals and processes.

4.,2.1 Network Virtual Terminal (NVT). When a TELNET connection is first
established, each end is assumed to originate and terminate at a Network
Virtual Terminal (NVT). An NVT is an imaginary device which provides a
standard, network-wide, intermediate representation of a canonical terminal.
This eliminates the need for "server” and "user” hosts to keep information
about the characteristics of each other's terminals and terminal handling

conventions. '

{s intended to strike a balance between being overly restricted (not
providing hosts a rich enough vocabulary for mapping into their local
character sets), and being overly inclusive (penalizing users with modest
terminals). The "user” host 1is the host to which the physical terminal is
normally attached, and the "server” host is the host which is normally
providing some service. As an alternate point of view, applicable even ‘
terminal-to-terminal or process—to-process cunications,w

P g

4.,2.2 Principle of negotiated options. The principle of negotiated options
takes cognizance of the fact that many hosts will wish to provide additional
services over and above those available within an NVT, and many users will
have sophisticated terminals and would like to have elegant, rather than mini-
mal, services. Independent of, but structured within the TELNET Protocol are
various "options” that will be sanctioned and may be used with the "DO, DON'T,
WILL, WON'T” structure (discussed below) to allow a user and server to agree
to use a more elaborate (or perhaps just different) set of conventions for
their TELNET connection. Such options could include changing the character
set, the echo mode, etc. The basic strategy for setting up the use of options
is to have either party (or both) initiate a request that some option take
effect, The other party may then either accept or reject the request. If
the request is accepted the option immediately takes effect; 1if it 1is rejected
the associated aspect of the connection remains as specified for an NVT.
Clearly, a party may always refuse a request to enable, and must never refuse

4
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a requast tg:ilsable some option since all parties must be prepared to support
the NVI. Ths syntax of option negotiation has been set up so that if both
parties request an option simultaneously, each will see the other's request

as the positive acknowledgment of its own.

4.2,3 Symmetry of the negotiation syntax. The symmetry of the negotiation
syntax can potentially lead to nonterminating acknowledgment loops -— each
party seeing the incoming commands not as acknowledgments but as new requests
which must be acknowledged. To prevent such loops, the following rules
prevail:

i.e., a party
may not send out a "request” merely to announce what mode it is
in.

be

This notSPEEPonse is essential to prevent endless
negotiation.

¢c. Whenever one party sends an option command to a second party,

whether as a request or an acknowledgment, and use of the option

will have any effect on the processing of the data being sent
the second, 7

¥ Some time will elapse between ‘the-:transm.i
mission of a request and the receipt of an ackfowledgment, —
which may be negative. Thus, a host may wish to buffer data,
after requesting an option, until it learns whether the request
is accepted or rejected, in order to hide the "uncertainty
period” from the user.

4.2.4 Use of optioms. : '
—_— T . as each party attempts

to géf the Bésfub035*'" Setvice fromuﬁhe”othef pafcy. Beyond that, however,

, : . or”example, the NVT, as will be
explained later, uses a transmission discipline well suited to the many
“1line at a time" applications such as BASIC, but poorly suited to the many
"character at a time"” applications such as NLS. A server might elect to
devote the extra processor overhead required for a "character at a time"
discipline when it was suitable for the local process and would negotiate
an appropriate option. However, rather than then being permanently burdened
with the extra processing overhead, it could switch (i.e., negotiate) back
to NVT when the detailed control was no longer necessary. It is possible for’
requests initiated by processes to stimulate a nonterminating request loop
1f the process responds to a rejection by merely re-requesting the option.
To prevent 8uch loops from occurring,

e Operationally, this can mean the process is running
a different program, or the user has given another command, or whatever
makes sense in the context of the given process and the given option. A

5
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good rule of thumd is that a re-request should only occur as a result of
subsequent information from the other end of the connection or when demanded
by local human interveantion. Option designers should not feel constrained by
the somewhat limited syntax available for option negotiation. The intent of
the simple syntax is to make it easy to have options ~— since it 1s corre-
spondingly easy to profess ignorance about them. If some particular option
requires a richer negotiation structure than possible within "DO, DON'T,

WILL, WON'T", the proper tack is to use.“DO, DON'T, WILL, WON'T" to establish
that both parties understand the option, and once this is accomplished a

more exotic syntax can be used freely. For example, a party might send a
request to alter (establish) line length,..If it is accepted, “#hen a different
syntax can be used for actually negotiating the line length ~= such a "sub-
negotiation™ might include fields for minimum allowable, maximum allowable
and desired line lengths. The important concept is that such expanded nego-
tiations should never, begin unti}.some.prior (atspdsrd) oeg@fiation has
established that both parties aré ¢apable of parsing the ‘expénded syntax.

4.2.5 S sis. In summary, WILL XXX is seut, by either party, to indicate
that party"’ %§§ésire (offer) to 8@hiﬁ'§éflb3“ ng ‘option XXX, DO XXX and DON'T
XXX being its positive and negative acknowledgments; similarly, DO XXX is

sent to indicate a desire (request) that the other party (i.e., the recipient
of the DO) begin performing option XXX, WILL XXX and WON'T XXX being the
positive and negative acknowledgments. Since the NVI is what is left when

no options are enabled, the DON'T and WON'T responses are guaranteed to
leave the connection in a state which both ends can handle. Wi

' - g As much as possible, the TELNET
proto has been made server—user symmetrical so that it easily and naturally
covers the user-user (linking) and server-server (cooperating processes)
cases, It is hoped, but not absolutely required, that options will further
this intent. In any case, it 1s explicitly acknowledged that symmetry is an
operating principle rather than an ironclad rule. ;Standard TELNET options
referenced in this document are ééntiinad in Appendices A-F.

4.3 The Network Virtual Terminal. The Network Virtual Terminal (NVT) is
a bi-directional character device. The'NVT Has a printer and a keyboardu
The printer responds to incoming data and the keyboard produces outgoing
data which is sent over the TELNET connection and, if "echoes"” are desired,
to the NVT's printer as well. "Echoes™ will not be expected to traverse the
network (although options exist to enable a "remote” echoing mode of opera-
tion, no host is required to implement this option). - The code set is seven-
bit USASCII in an eight-bit field, except as modified herein. ABYy code
conversion and timing considerations are local problems and do not affect
the NVT.

4.3.1 Transmission of data. Although a TELNET connection through the
network is intri ly full duplex}

That is, unless atd until options
are negotiated to the coantrary, t ollowing default conditions pertain to
the transmission of data over the TELNET connection:




MIL-STD-1782
10 May 1984

Insofar as the availability of local buffer

4,3,.1.1 Acculnlntion of data.
space permits,

= . 5 # This sigual could be generated
either by & ProCeS8 Or by a hunau user. The motivation for this rule is the
high cost, to some hosts, of processing network input interrupts, coupled
with the default NVT gpecification that "echoes™ do not traverse the network.
Thus, it is reasonable to buffer some amount of data at its source. Many
systems take some processing action at the end of each input line (even line
printers or card punches frequently tend to work this way), so the transmis-
sion should be triggered at the end of a line. On the other hand, a user or
process may sometimes find it necessary or desirable to provide data which
does not terminate at the end of a line; therefore implementers are cautioned
to provide methods of locally signaling that all buffered data should be
transmitted immediately.

4.3.1.2 TELNET Go Ahead (GA) command.

the TELNET GA command be sent from a terminal at the end of each line, since
server hosts do not normally require a special signal (in addition to end-of-
line or other locally-defined characters) in order to commence processing.. g
Rather, the TELNET GA is designed to help a user's local host operate a
physically half duplex terminal which has a "locka@&e" keyboard such as the
IBM 2741, A description of this type of terminal may help to explain the
proper use of the GA command. The terminal-computer connection is always

under control of either the user or the computer. Neither can unilaterally
seize control from the other; rather the controlling end must relinguish its
control explicitly. At the terminal end, the hardware is constructed so as

to relinquish control each time that a "line"” is terminated (i.e., when the
"New Line" key is typed by the user). When this occurs, the attached (local)
computer processes the input data, decides 1if output should be generated,

and if not returns control to the terminal. If output should be generated,
control is retained by the computer until all output has been transmitted.

The difficulties of using this type of terminal through the network should

be obvious. The "local" computer is no longer able to decide whether to
retain control after seeing an end-of-~line signal or not; this decision can
only be made by the "remote” computer which i8 processing the data. There-
fore, the TELNET GA command provides a mechanism whereby the "remote” (server)
computer can signal the “"local” (user) comp
control to ~user of the terminal.

Vthe'Blocking of output, since the user is likely to assume that the transmit-
ting system has paused, and therefore he will fail to turn the line around
manually.

e i et s e
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ifon caution. The foregoing, of course, does not apply to
v fttc;ionfofjeoi-unicqtion. .
“but ‘need not ‘éver bé‘sent. Also, if the TELNET connec-
A sed for process-to-process communication, GAs need not be
sent in oitf'r ‘direction. Finally, for terminal-to-terminal communication,
GAs may be required in neither, one, or both directions. If a host plans to
support terminal-to-terminal communication it is suggested that the host
provide the user with a means of manually signaling that it is time for a GA
to be sent over the TELNET connection; this, however, is not a requirement
on the implementer of a TELNET process. The symmetry of the TELNET model
requires an NVT at each end of thn TELNET connection, at least conceptually.

4,4 Standard repteuentation of control functions. As stated in paragraph
4.1, the primary goal of the TELNET protocol is the provision of a standard
interfacing of terminal devices and terminal-oriented processes through the
network. Early experiences with this type of interconnection have shown
that certain functions are inpldﬁnnted by most servers, but that the methods
of invoking these functions differ widely. For a human user who interacts
with several server systems, these differences are highly frustrating.
TELNET, therefore, defines a standard représentation for five of these func-
tions, as described below. These standard representations have standard,
but not required, meanings (with the exception that the Interrupt Process
(IP) function may be require DI 0139 TELNET : that 1is

4,4.1 Interrupt process (IP). Many systems provide a function which
suspends, interrupts, aborts, or terminates the operation of a user process.
This function is frequently used when a user believes his process is in an
unending loop, or when an unwanted process has been inadvertently activated.
IP is the standard representation for invoking this function. It should be
noted by implementers that IP may be required by other protocols which use
TELNET, and therefore should be implemented if these other protocols are to
be supported.

4,4.2 Abort output (AO). Many systems provide a function which allows a
process, which 18 generating output, to run to completion (or to reach the
same stopping point it would reach if running to completion) but without
sending the output to the user's terniaal. Further, this function typically
clears any output already produced but not yet actually printed (or displayed)
on the user's terminal. AO is the standard representation for invoking this
function. For example, some subsystem might normally accept a user's command,
send a long text string to the user's terminal in response, and finally sig-
nal readiness to accept the next command by sending a "prompt"™ character
(preceded by <CR>CLF>) to the user's terminal. If the AO were received
during the transmission of the text string, a reasonable implementation
would be to suppress the remainder of the text string, but transmit the
prompt character and the preceding <CR>LF>. (This is possibly in distinc-
tion to the action which might be taken if an IP were received; the IP might

8
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fonof the text atting and an exit from the subsystem.) It

cause sSuppRE®
should be -t ‘ﬁr‘lorver systems which provide this function, that there
may be buffiry x 1 to the system (in the network and the user's local
host) which”#ledidd ba cleared; the appropriate way to do this is to transmit

the "Synch" siﬁnal (dn'cribed below) to the user system.

4.4.3 Are you there (AYT). Many systems provide a function which provides
the user with some visible (e.g., printable) evidence that the system is still
up and running., This function may be invoked by the user when the system is
unexpectedly "silent” for a long time, because of the unanticipated (by the
user) length of a computation, an unusually heavy system load, etc. AYT is
the standard representation for invoking this functionm.

4.,4,4 Erase character (EC). Many systems provide a function which deletes
the last preceding undeleted character or "print position” from the stream
of data being supplied by the user. A "print position”™ may contain several
characters which are a result of overstrikes, or of sequences such as <charl)
BS <char2>... This function is typically used to edit keyboard input when
typing mistakes are made. EC is the standard representation for invoking

this function.

4,4,5 Erase line (EL). Many systems provide a function which deletes all
the data in the current "line” of input. This function is typically used
to edit keyboard input. EL is the standard representation for invoking this

function.

4.5 The TELNET "Synch” signal. Most time-sharing systems provide mecha-
nisms which allow a terminal user to regain control of a “"runaway” process;
the IP and A0 functions described above are examples of these mechanisms.
Such systems, when used locally, have access to all of the signals supplied
by the user, whether these are normal characters or special "out of band”
signals such as those supplied by the teletype "BREAK" key or the IBM 2741
"ATTN"” key. This is not necessarily true when terminals are connected to
the system through the network; the network's flow control mechanisms may
cause such a signal to be buffered elsewhere, for example in the user's
host. To counter this problem, the TELNET 'Synch mechanism is introduced.y

" i 1S not“shbject‘to the‘
ow control pertaining to the TELNET connection, is used to invoke special
handling of the data stream by the process which receives it. In this mode,

; . 7 The TELNET command DATA MARK (DM) 1s
the synchron Z e data stream which indicates that any special
signal has already occurred and the recipient can return to normal processing
of the data stream. The Synch is sent via the TCP send operation with the
Urgent flag set and the DM as the last (or only) data octet.
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4.5.1 % g several Synchs. When several Synchs are sent in rapid
o388 Urgent notifications may be merged. It is not possible to
M ¢ince the number received will be less

than or equal the number

P indicates the end of Urgew
data before the DM is I CLNET should continue the special handling of
the data stream until the DM is found. If TCP indicates more Urgent data
after the DM is found, it can only be because of a subsequent Synch. TELNET
gshould continue the special handling of the data stream until another DM is
found.

"4.5.2 Interesting signals. “Interesting” signals are defined to be: the
TELNET standard representations of IP, A0, and AYT (but not EC or EL); the
local analogs of these standard representations (if any); all other TELNET
commands; other site~defined signals which can be acted on without delaying
the scan of the data stream.

4.5.3 One effect of the Synch mechanism. Since one effect of the SYNCH

mechanism 18 the discarding of essentially all characters (except TELNET
comma tween the sende nch and its redpient.h

For example, 1f a user at a terminal causes an AO to be transmitted, the
server which receives the AO (if it provides that function at all) should
return a Synch to the user.

4.5.4 TELNET command requirement. Just as the TCP Urgent notification is
needed at the TELNET level as an out-of-band signal, so other protocols
which make use of TELNET may require a TELNET command which can be viewed as
an out-of-band signal at a different level. By convention the sequence [IP,
Synch] is to be used as such a signal. For example, suppose that some other
protocol, which uses TELNET, defines the character string STOP analogously
to the TELNET command AO. Imagine that a user of this protocol wishes a
server to process the STOP string, but the connection is blocked because the
server is processing other commands. The user should instruct his system to:

a. Send the TELNET IP character;

w4
b. Send the TELNET SYNC sequence, that is: Send the Data Mark (DM)
as the only character in a TCP urgent mode send operation;

ce Send the character string STOP; and .
d. Send the other protocol's analog of the TELNET DM, if any.
The user (or procesé acting on his behalf) must transmit the TELNET SYNCH
sequence of step b above to ensure that the TELNET IP gets through to the
server's TELNET interpreter. The Urgent should wake up the TELNET process;
the IP should wake up the next higher level process.

4,6 The NVT printer and keyboard.

10




MIL-STD-1782
10 May 1984

4,6.1 t codes. The NVT printer has an unspecified carriage
width snd" B Iength and can produce representations of all 95 USASCII
graphics ¢#i§is 32 through 126). Of the 33 USASCII control codes (0 through
31 and 127)7snd the 128 uncovered codes (128 through 255), the following
have specified meaning to the NVT printer:

NAME CODE MEANING
a. NULL (NUL) 0 No Operation
b. Line Feed (LF) 10 Moves the printer to the next

print line, keeping the same
horizoatal position. g

c. Carriage Return'(CR) 13 Moves the printer to the left
margin of the curreant line.

In addition, the following codes shall have defined, but not required, effects
on the NVT printer. Neither end of a TELNET connection may assume that the
other party will take, or will have taken, any particular action upon receipt
or transmission of the following:

NAME CODE MEANING

d. BELL (BEL) 7 Produces an audible or visible
signal (which does NOT move the
print head).

e. Back Space (BS) 8 Moves the print head one character
position towards the left margin.

f. Horizontal Tab (HT) 9 Moves the printer to the next
horizontal tab stop. It remains
ungpecified how either party
determines or establishes where
such tab stops are located.

g. Vertical Tab (VT) 11 Moves the printer to the next
vertical tab stop. It remains
ungpecified how either party
determines or establishes where
such tab stops are located.

h. - Form Feed (FF) 12 Moves the prianter to the top of
the next page, keeping the same
horizontal position.

All remaining codes do not cause the NVT printer to take any action.

11
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§,6.1.1 ;;;gzlo.af code use. The sequence "CR LF", as defined, will
cause the to positioned at the left margin of the next print line (as
would, for example, the sequence "LF CR"). However, many systems and termi-
nals do not treat-CR and LF independently, and will have to go to some effort
to simulate their effect. (For example, some terminals do not have a CR
independent of the LF, but on such terminals it may be possible to simulate
a CR by backspacing.) Therefore, the sequence "CR LF” must be treated as a
single "new line"” character and used whenever their combined action is
intended; the sequence "CR NUL” must be used where a carriage return alone
is actually desired; and the CR character must be avoided in other contexts.
This rule gives assurance to systems which must decide whether to perform a
"new line” function or a multiple-backspace that the TELNET stream con
a character following a CR that will allow a rational decision. ﬂ

oo R L : Even though 1t may be
known in some situations (e.g., with remote echo and suppress go ahead options
in effect) that characters are not being sent to an actual printer, nonethe-
less, for the sake of consistency, the protocol requires that a NUL be
inserted following a CR not followed by a LF in the data stream. The converse
of this is that a NUL received in the data stream after a CR (in the absence
of options negotiations which explicitly specify otherwise) should be stripped
out prior to applying the NVT to.local character set mapping.

4.,6,1.,2 USASCII code generation. The NVT keyboard has keys, or key combi-
nations, or key sequences, for generating all 128 USASCII codes. Note that
although many have no ‘effect on the NVT printer, the NVT keyboard is capable
of generating them.

4,6.,1.3 Additional codes. In addition to these codes, the NVT keyboard
shall be capable of generating the following additional codes which, except
as noted, have defined, but not required, meanings. The actual code assign-
ments for these "characters” are in the TELNET Command section, because they
are viewed as being, in some sense, generic and should be available even
when the data stream is interpreted as being some other character set.

4.6.1.3.1 Synch. This key allows the user to clear his data path to the
other party. The activation of this key causes a DM (see command section)
to be sent in the data stream and a TCP Urgent notification is associated
with it. The pair DM-Urgent is to have required meaning as defined previously.

4,6.1.3.2 Break (BRK). This code is provided because it is a signal
outside the USASCII set which is currently given local meaning within many
systems, It is intended to indicate that the Break Key or the Attention Key
was hit., Note, however, that this is intended to provide a 129th code for
systems which require it, not as a synonym for the IP standard representation.

4,6,1.3.3 Interrupt process (IP). Suspend, interrupt, abort or terminate
the process to which the NVT 1is connected. Also, part of the out-of-band
signal for other protocols which use TELNET.,

12
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4.6.1.3: K00t - Allow the current process to (appear to)
run to comgii a, B t do not Isend its output to the user. Also, send a

4,6.1. 3; ““Kre ycu there (AYT). Send back to the NVT some visible (i.e.,
printable) evidence that the AYT was received.

4,6.1.3.6 Erase character (EC). The recipient should delete the last
preceding undeleted character or "print position” from the data stream.

4.6.1.3,7 Erase line (EL). The recipient should delete characters from
the data stream back to, but not including, the last "CR LF" sequence sent
over the TELNET connection. -

4,6.1.3.8 Intent of additional codes. The spirit of these "extra” keys,
and also the printer format effectors, is that they should represent a
natural extension of the mapping that already must be done from "NVI" into
"local”. Just as the NVT data byte 68 (104 octal) should be mapped into
whatever the local code for "uppercase D" is, so the EC character should be
mapped into whatever the local "Erase Character” function is. Further, just
as the mapping for 124 (174 octal) is somewhat arbitrary in an environment
that has no "vertical bar” character, the EL character may have a somewhat
arbitrary mapping (or none at all) if there is no local "Erase Line™ facility.
Similarly for format effectors: if: the terminal actually does have a "Verti-
cal Tab", then the mapping for VI is obvious, and only when the terminal
does not have a vertical tab should the effect of VI be unpredictable.

4.7 TELNET commandrstructure. All TELNET commands‘cons

t of at least a
two byte sequence Y a—

: he‘commands dealing with option negotia on
are three byte sequences, the third byte being the code for the option refer-
enced. This format was chosen so that as more comprehensive use of the

“"data space” is made -- by negotiations from the basic NVT, of course —--
collisions of data bytes with reserved command values will be minimized, all
such collisions requiring the inconvenience, and inefficiency, of "escaping”
the data bytes into the stream i ’

4,7.1 TELNET commands defined. The following are the defined TELNET

commands. Note that these codes and code sequences have the indicated meaning
only when immediately preceded by an IAC.

CODE
a. SE %360 240 End of subnegotiation parameters.
h. NOP o361 241 No operation.

c. Data Mark q/;gl 242 The data stream portion of a Synch.
°© This should always be accompanied
by a TCP Urgent notification.

13
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d preaw . %363 263
e S %354
% 304 .&W Process ' 244
f. Abort output 735 245
g. Are You There 93¢ 246
7

he. Erase character %3é 247
1. Erase Line 9,370 248
j. Go ahead %37( 249
k. SB %372 250
% 373 1. WILL (option code) 251
m. WON'T (option code) 252

9,374
n. DO (option code) 253

qﬂ>2f75’

07037{9 o. DON'T (option code) 254
p. IAC 255

4.8 Connection establishment.

hetween the user's port U and the server's port L.
its well known port L for such connections.

NVT character BRK.

The function IP,

The function AO.

The function AYT,

The function EC. 524
The function EL,

The GA signal.

Indicates that what follows is
subnegotiation of the indicated

option.

Indicates the desire to begin per-
forming, or confirmation that you
are now performing, the indicated
option.

Indicates the refusal to perform, or
continue performing, the indicated
option.

Indicates the request that the other
party perform,.or confirmation that
you are expecting the other party to
perform, the indicated option.

Indicates the demand that the other
party stop performing, or confirmation
that you are no longer expecting the
other party to perform, the indicated
option.

Data Byte 255.

The TELNET TCP connection is established

The server listens on
Since a TCP connection is full

duplex and identified by the pair of ports, the server can engage in many
simultaneous connections involving its port L and different user

ports U,

4.8.1

Port assignment.

When used for remote user access to service hosts

(i{.e., remote terminal access) this protocol is assigned server port 23 (27

octal).

That is L=23.

14
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s APPENDIX A
TELNET BINARY TRANSMISSION

1. Command name and code.

TRANSMIT-BINARY 0

2, Command meanings.

2.1 IAC WILL TRANSMIT-BINARY., The sender of this command REQUESTS permis-
sion to begin transmitting, or confirms that it will now begin transmitting
characters which are to be interpreted as 8 bits of binary data by the receiver
of the data.

2.2 IAC WON'T TRANSMIT-BINARY. If the connection is already being oper-
ated in binary transmission mode, the sender of this command DEMANDS to
begin transmitting data characters which are to be interpreted as standard
NVT ASCII characters by the receiver of the data. If the connection is not
already being operated in binary transmission mode, the sender of this com-
mand REFUSES to begin transmitting characters which are to be interpreted as
binary characters by the receiver of the data (i.e., the sender of the data
demands to continue transmitting characters in its present mode). A connec-
tion is being operated in binary transmission mode only when one party has
requested it and the other has acknowledged it.

2.3 TAC DO TRANSMIT-BINARY, The sender of this command REQUESTS that the
sender of the data start transmitting, or confirms that the sender of data
is expected to transmit, characters which are to be interpreted as 8 bits of
binary data (i.e., by the party sending this command).

2.4 TIAC DON'T TRANSMIT-BINARY. If the connection is already being operated
in binary transmission mode, the sender of this command DEMANDS that the
sender of the data start transmitting characters which are to be interpreted
as standard NVT ASCII characters by the receiver of the data ({.e., the party
sending this command). If the connection is not already being operated in
binary transmission mode, the sender of this command DEMANDS that the sender
of data continue transmitting characters which are to be interpreted in the
present mode. A connection is being operated in binary transmission mode
only when one party has requested it and the other has acknowledged 1it.

3. Default.
WON'T TRANSMIT-BIMNARY
DON'T TRANSMIT-BINARY

The connection is not operated in binary mode.

16
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4, Motivetion for the option. It is sometimes useful to have available a
binary transmission path within TELNET without having to utilize one of the
more efficieat, higher level protocols providing binary transmission (such
as the File Transfer Protocol). The use of the IAC prefix within the basic
TELNET protocol provides the option of binary transmission in a natural way,
requiring only the addition of a mechanism by which the parties involved can
agree to INTERPRET the characters transmitted over a TELNET connection as

binary data.

5. Description of the option. With the binary transmission option in
effect, the receiver should interpret characters received from the transmitter
which are not preceded with IAC as 8 bit binary data, with the exception of
IAC followed by IAC which stands for the 8 bit binary data with the decimal
value 255. IAC followed by an effective TELNET command (plus any additional
characters required to complete the command) is still the command even with
the binary transmission option in effect. IAC followed by a character which
is not a defined TELNET command has the same meaning as IAC followed by NOP,
although an IAC followed by an undefined command should not normally be sent

in this mode.

6. Implementation suggestions. It is foreseen that implementations of
the binary transmission option will choose to refuse some other options
(such as the EBCDIC transmission option) while the binary transmission option
is in effect. However, if a pair of hosts can understand being in binary
transmission mode simultaneous with being in, for example, echo mode, then
it 1is alright if they negotiate that combination. The meanings of WON'T
and DON'T are dependent upon whether the connection is presently being oper-
ated in binary mode or not. Consider a connection operating in EBCDIC mode
which involves a system which has chosen not to implement any knowledge of
the binary command. If this system were to receive a DO TRANSMIT-BINARY, it
would not recognize the TRANSMIT-BINARY option and therefore would return a
WON'T TRANSMIT-BINARY., If the default for the WON'T TRANSMIT-BINARY were
always NVT ASCII, the sender of the DO TRANSMIT-BINARY would expect the
reciplent to have switched to NVT ASCII, whereas the receiver of the DO
TRANSMIT-BINARY would not make this interpretation. Thus, we have the rule
that when a connection {8 not presently operating in binary mode, the default
(i.e., the interpretation of WON'T and DON'T) is to continue operating in
the current mode, whether that {s NVT ASCII, EBCDIC, or some other mode.
This rule, however, is not applied once a connection is operating in a binary
mode (as agreed to by both ends); this would require each end of the connec-
tion to maintain a stack, containing all of the encoding-method transitions
which had previously occurred on the connection, in order to properly inter-
pret a WON'T or DON'T. Thus, a WON'T or DON'T received after the connection
is operating in binary mode causes the encoding method to revert to NVT
ASCII.
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7. 4ssion mode. It should be remembered that a TELNET connec-
tion is ¢ ;. communication channel. The binary transmission mode must

rately for each direction of data flow, if that is desired.

be, negot .
“af the binary transmission option, as is the case with implemen-

Impleme
tations of all other TELNET options, must follow the loop preventing rules
given in the General Considerations section of the TELNET Protocol Specifica-
tion. Consider now some issues of binary transmission both to and from both

a process and a terminal:

7.1 Binary transmission from a terminal. The implementer of the binary.
transmission option should consider how (or whether) a terminal transamitting
over a TELNET connection with binary transmission in effect is allowed to
generate all eight bit characters, ignoring parity considerations, etc., on
{input from the terminal.

7.2 Binary transmission to a process. The implementer of the binary
transmission option should consider how (or whether) all characters are
passed to a process receiving over a connection with binary transmission in
effect. As an example of the possible problem, TOPS-20 intercepts certain
characters (e.g., ETX, the terminal control-C) at monitor level and does not
pass them to the process.

7.3 Binary transmission from a process. The implementer of the binary
transmission option should consider how (or whether) a process transmitting
over a connection with binary transmission in effect is allowed to send all
eight bit characters with no characters intercepted by the monitor and changed
to other characters. An example of such a conversion may be found in the
TOPS-20 system where certain non-printing characters are normally converted
to a Circumflex (up—arrow) followed by a printing character.

7.4 Binary transmission to a terminal. The implementer of the binary
transmission option should consider how (or whether) all characters received
over a connection with binary transmission in effect are sent to a local
terminal. At issue may be the addition of timing characters normally inserted
locally, parity calculations, and any normal code conversion.
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- APPENDIX B

-
&
...

¥ TELNET ECHO OPTION
, -R&**'
l. Command name and code.

ECHO 1

2. Command meanings.

2.1 IAC WILL ECHO., The sender of this command REQUESTS to begin, or con-
firms that it will now begin, echoing data characters it receives over the
TELNET connection back to the sender of the data characters.

2.2 TAC WON'T ECHO. The sender of this command DEMANDS to stop, or refuses
to start, echoing the data characters it receives over the TELNET connection

back to the sender of the data characters.

2.3 IAC DO ECHO., The sender of this command REQUESTS that the receiver
of this command begin echoing, or confirms that the receiver of this command
is expected to echo, data characters it receives over the TELNET connection

back to the sender.

2.4 TAC DON'T ECHO. The sender of this command DEMANDS the receiver of
this command stop, or not start, echoing data characters it receives over

the TELNET connection.

3. Default.
WON'T ECHO
DON'T ECHO

No echoing is done over the TELNET connection.

4, Motivation for the option. The NVT has a printer and a keyboard which
are nominally interconnected so that "echoes” need never traverse the network;
that is to say, the NVT nominally operates in a mode where characters typed
on the keyboard are (by some means) locally turned around and printed on the
printer. In highly interactive situations it is appropriate for the remote
process (command language interpreter, etc.) to which the characters are
being sent to control the way they are echoed on the printer. In order to
support such interactive situations, it is necessary that there be a TELNET
option to allow the parties at the two ends of the TELNET connection to
agree that characters typed on an NVT keyboard are to be echoed by the party

at the other end of the TELNET connection.
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Se of the option. When the echoing option is in effect, the
party at tis 4nd performing the echoing 18 expacted to transmit (echo) data
characters it receives back to the sender of the data characters. The option
- does not require that the characters echoed be exactly the characters received
(for example, a number of systems echo the ASCII ESC character with something
other than the ESC character). When the echoing option is not in effect, the
receiver of data characters should not echo them back to the sender; this,
of course, does not prevent the receiver from responding to data characters
received. The normal TELNET connection is two way. That is, data flows in
each direction on the connection independently; and neither, either, or both
directions may be operating simultaneously in echo mode. There are five
reasonable modes of operation for echoing on a connection pair:

-
PROCESS 1 PROCESS 2
>
Neither end echoes

-
PROCESS 1 > PROCESS 2

]
One end echoes for {tself

-
PROCESS 1 > PROCESS 2

.
One end echoes for the other

-¢

mocuss1 ) ( moces

S
Both ends echo for themselves

-
PROCESS 1 > < PROCESS 2

.
One end echpes for both ends

FIGURE 1, Five reasonable modes of operation for
echoing on a connection pair.
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This optimifieevides the capability to decide on whether or not either end
will eche ‘the otMer. It does not, however, provide any control over

whether orililis an end echoes for itself; this decision must be left to the
sole discretion of the systems at each end (although they may use information
regarding the state of "remote” echoing negotiations in making this decision).
If BOTH hosts enter the mode of echoing characters transmitted by the other
host, then any character transmitted in either direction will be "echoed”
back and forth indefinitely. Therefore, care should be taken in each imple-
mentation that 1if one site is echoing, echoing i8 not permitted to be turned
on at the other. As discussed in Section 4, both parties to a full-duplex
TELNET connection initially assume each direction of the comnnection is being
operated in the default mode which 1s non-echo (non-echo is not using this
option, and the same as DON'T ECHO, WON'T ECHO). If either party desires
himself to echo characters to the other party or for the other party to echo
characters to him, that party gives the appropriate command (WILL ECHO or DO
ECHO) and waits (and hopes) for acceptance of the option. If the request to
operate the connection in echo mode is refused, then the connection continues
to operate in non-echo mode. If the request to operate the connection in
echo mode is accepted, the connection is operated in echo mode. After a
connection has been changed to echo mode, either party may demand that it
revert to non-echo mode by giving the appropriate DON'T ECHO or WON'T ECHO
command (which the other party must confirm thereby allowing the connection
to operate in mon—-echo mode). Just as each direction of the TELNET connec-
tion may be put in remote echoing mode independently, each direction of the
TELNET connection must be removed from remote echoing mode separately.

6. Implementation of the option. Implementations of the echo option, as
implementations of all other TELNET options, must follow the loop preventing
rules given in the General Considerations section of the TELNET Protocol '
Specification. Also, so that switches between echo and non—-echo mode can be
made with minimal confusion (momentary double echoing, etc.), switches in
mode of operation should be made at times precisely coordinated with the

-reception and transmission of echo requests and demands. For instance, 1if

one party responds to a DO ECHO with a WILL ECHO, all data characters received
after the DO ECHO should be echoed and the WILL ECHO should immediately pre-
cede the first of the echoed characters. The echoing option alone will nor-
mally not be sufficient to effect what is commonly understood to be remote
computer echoing of characters typed on a terminal keyboard--the SUPPRESS-GO
AHEAD option will normally have to be invoked in conjunction with the ECHO
option to effect character-at-a-time remote echoing.

6.1 A sample implementation of the option. The following is a description
of a possible implementation for a simple user system called "UHOST". A
possible implementation could be that for each user terminal, the UHOST
would keep three state bits: whether the terminal echoes for itself (UHOST
ECHO always) or not (ECHO mode possible), whether the (human) user prefers
to operate in ECHO mode or in non-ECHO mode, and whether the connection from
this terminal to the server is in ECHO or non-ECHO mode. We will call these
three bits P(hysical), D(esired), and A(ctual). When a terminal dials up the
UHOST the P-bit is set appropriately, the D-bit is set equal to it, and the
A-bit is set to non-ECHO. The P-bit and D-bit may be manually reset by
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direct commands if the user so desires. For example, a user in Hawaii on a
"full-duplex’ terminal, would choose not to operate in ECHO mode, regardless
of the preference of a mainland server. He should direct the UHOST to change
his D-bit from RCHO to non-ECHO, When a connection is opened from the UHOST
terminal to a server, the UHOST would send the server a DO ECHO command 1if
the MIN (with non-ECHO less than ECHO) of the P~ and D-bits is different
from the A-bit. If a WON'T ECHO or WILL ECHO arrives from the server, the
UHOST will set the A-bit to the MIN of the received request, the P-bit, and
the D-bit. If this changes the state of the A-bit, the UHOST will send of f
the appropriate acknowledgment; if it does not, then the UHOST will send off
the appropriate refusal if not changing meant that it had to deny the request
({.e., the MIN of the P-and D-bits was less than the received A-request). If
while a connection is open, the UHOST terminal user changes either the P-bit
or D-bit, the UHOST will repeat the above tests and send off a DO ECHO or
DON'T ECHO, if necessary. When the connection is closed, the UHOST would
reset the A-bit to indicate UHOST echoing. While the UHOST's implementation
would not involve DO ECHO or DON'T ECHO commands being sent to the server
except when the connection is opened or the user explicitly changes his
echoing mode, bigger hosts might invoke such mode switches quite frequently.
For instance, while a line-at-a~time system were running, the server might
attempt to put the user in local echo mode by sending the WON'T ECHO command
to the user; but while a character-at—a-time system were running, the server
might attempt to invoke remote echoing for the user by sending the WILL ECHO
command to the user. Furthermore, while the UHOST will never send a WILL
ECHO command and will only send a WON'T ECHO to refuse a server sent DO ECHO
command, a server host might often send the WILL and WON'T ECHO commands.
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APPENDIX C

TELNET SUPPRESS GO AHEAD OPTION

1. Command name and code.

SUPPRESS-GO-AHEAD 3

2. Command meanings.

2.1 IAC WILL SUPPRESS-GO-AHEAD. The sender of this command requests
permission to begin suppressing transmission of the TELNET GO AHEAD (GA)
character when transmitting data characters, or the sender of this command
confirms it will now begin suppressing transmission of GAs with transmitted

data characters.

2.2 TAC WON'T SUPPRESS—-GO-AHEAD. The sender of this command demands to
begin transmitting, or to continue transmitting, the GA character when trans-

mitting data characters.

2.3 TIAC DO SUPPRESS—GO-AHEAD. The sender of this commannd requests that
the sender of data start suppressing GA when transmitting data, or the sender
of this command confirms that the sender of data is expected to suppress

transmission of GAs.

2.4 TAC DON'T SUPPRESSS-GO-AHEAD. The sender of this command demands
that the receiver of the command start or continue transmitting GAs when

transmitting data.

3. Default,
WON'T SUPPRESS-GO-AHEAD
DON'T SUPPRESS-GO-AHEAD

Go aheads are transmitted.

4, Motivation for the option. While the NVT nominally follows a half dup-
lex protocol complete with a GO AHEAD signal, there 18 no reason why a full
duplex connection between a full duplex terminal and a host optimized to
handle full duplex terminals should be burdened with the GO AHEAD signal.
Therefore, 1t is desirable to have a TELNET option with which parties in-
volved can agree that one or the other or both should suppress transmission

of GO AHEADS.

5. Description of the option. When the SUPPRESS-GO-AHEAD option is in
effect on the connection between a sender of data and the receiver of the
data, the sender need not transmit GAs. It seems probable that the parties
to the TELNET connection will suppress GO AHEAD in both directions of the
TELNET connection if GO AHEAD is suppressed at all; but, nonetheless, it
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Ffi-both directions independently. With the SUPPRESS—GO--
t, the IAC GA command should be treated as a NOP if
¥ GA should not normally be sent in thil ‘mode.

6. Implementation considerations. As the SUPRBSS—GO—AEBAD option is sort
of the opposite of a line at a time mode, the sender of data vwhich is suppres-
sing GO AREADs should attempt to actually transmit characters as soon as
possible (i.e., with minimal buffering) consistent with any other agreements
which are in effect. In many TELNET implementations it will be desirable to
couple the SUPPRESS-GO-AHEAD option to the echo option so that when the echo
option is in effect, the SUPPRESS-GO-AHEAD option is in effect simultaneously:
both of these options will normally have to be in effect simultaneously to
effect what 18 commonly understood to be character at a time echoing by the
remote computer.
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APPENDIX D

RIS

TELNET STATUS OPTION

le Command name and code.

STATUS 5

2. Command meanings. This option applies separately to each direction of
data flow.

2.1 IAC WILL STATUS. The sender of WILL status agrees to send status
information, spontaneously or in response to future requests.

2.2 TAC WON'T STATUS. Sender refuses to carry on any further discussion
of the current status of options.

2.3 TAC DO STATUS. The sender of DO wishes to be able to send request
for status of in option information or confirms that he is willing to send

such requests.

2.4 TAC DON'T STATUS. Sender refuses to carry on any further discussion
of the current status of options.

2.5 TAC SB STATUS SEND IAC SE. Sender requests receiver to transmit his
(the receiver's) perception of the current status of TELNET options. The
code for SEND is 1.

2.6 TAC SB STATUS IS ... IAC SE. Sender is stating his perceptibn of the
current status of TELNET options. The code for IS is O.

3. Default.
DON'T STATUS, WON'T STATUS
The current status of options will not be discussed.

4, Motivation for the option. This option allows a user/process to verify
the current status of TELNET options (e.g., echoing) as viewed by the person/
process on the other end of the TELNET connection. Simply renegotiating
options could lead to the nonterminating request loop problem discussed in
paragraph 4.2.3. This option fits into the normal structure of TELNET options
by deferring the actual transfer of status information to the SB command.

5. Description of the option. WILL and DO are used only to obtain and

grant permission for future discussion. The actual exchange of status informa-

tion occurs within option subcommands (IAC SB STATUS...). Once the two hosts
have exchanged a WILL and a DO, the sender of the WILL STATUS is free to
transmit status information, spontaneously or in response to a request from
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the sender Bfizghe D@. At worst, this may lead to transmitting the information
twice. Onlj{-¥Es sendar of the Do may send requests (IAC SB STATUS SEND IAC
SE) and onky‘she sender of the WILL may transmit actual status information
(within an IAC 8B STATUS IS ... IAC SE command). IS has the subcommands
WILL, DO and SB. They are used EXACTLY as used during the actual negotiation
of TELNET optiouns, except that SB is terminated with SE, rather than IAC SE.
Transmission of SE, as a regular data byte, is accomplished by doubling the
byte (SE SE). Options that are not explicitly described are assumed to be

in their default states. A single IAC SB STATUS IS...IAC SE describes the

condition of ALL options.

6. Example of option application. The following is an example of use of
the option:

Hostl: IAC DO STATUS

Host2: IAC WILL STATUS
(Host2 is now free to send status information at any time.
Solicitations from Hostl are NOT necessary. This should not

produce any dangerous race conditions. At worst, two IS's will
be sent. )

Hostl (perhaps): IAC SB STATUS SEND IAC SE

Host2 (the following stream is broken into multiple lines only for
readability. No carriage returns are implied.):

JIAC SB STATUS IS

WILL ECHO

DO SUPPRESS-GO-AHREAD

WILL STATUS

DO STATUS

IAC SE
Explanation of Host2's perceptions: It is responsible foriééhéing
back the data characters it receives over the TELNET connection;

it will not send Go-Ahead signals; it will both issue and  request
Status information.

26




MIL-STD-1782
10 May 1984

APPENIX E

TELNET TIMING MARK OPTION

1. Command name and code.

TIMING-MARK 6

2. Command meanings.

2.1 TAC WILL TIMING-MARK. The sender of this command ASSURES the receiver

of this command that it is inserted in the data stream at the “"appropriate
place” to insure synchronization with a DO TIMING-MARK transmitted by the

receiver of this command.

2.2 TAC WON'T TIMING-MARK. The sénder of this command REFUSES to insure
that this command is inserted in the data stream at the "appropriate place™”

to insure synchronization.

2.3 1IAC DO TIMING-MARK. The sender of this command REQUESTS that the
receiver of this command return a WILL TIMING-MARK in the data stream at the

"appropriate place” as defined in paragraph 11.4 below.

2.4 TIAC DON'T TIMING-MARK. The sender of this command notifies the
receiver of this command that a WILL TIMING-MARK (previously transmitted by

the receiver of this command) has been IGNORED.

3. Default.
WON'T TIMING-MARK, DON'T TIMING-MARK

i.e., No explicit attempt is made to synchronize the activities at the two
ends of the TELNET connection.

4, Motivation for the option. It is sometimes useful for a user or pro-
cess at one end of a TELNET connection to be sure that previously transmitted
data has heen completely processed, printed, discarded, or otherwise disposed
of. This option provides a mechanism for doing this. In addition, even if
the option request (DO TIMING-MARK) is refused (by WON'T TIMING-MARK) the
requester is at least assured that the refuser has received (if not processed)

all previous data.

5. Examples of option application. As an example of a particular applica-
tion, imagine a TELNET connection between a physically full duplex terminal
and a "full duplex” server system which permits the user to “"type ahead”
while the server is processing previous user input. Suppose that both sides
have agreed to Suppress Go Ahead and that the server has agreed to provide
echoes. The server now discovers a command which it cannot parse, perhaps
because of a user typing error. It would like to throw away all of the
user's "type-ahead"” (since failure of the parsing of one command is likely
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to lead to incorrect results if subsequent commands are executed), send the

user an eCERE Reesags, and resume interpretation of commands which the user
typed aft@ilig the error message. If the user were local, the system
would b £ 34hrd!l¢nrd the buffered input; but input may be buffered in
the user'@&Iat or elsewhere. Therefore, the server might send a DO TIMING-

hofe to receive a WILL TIMING-MARK from the user at the “appropriate
place” in the data stream. The “appropriate place” (in absence of other
information) 1s clearly just before the first character which the user typed
after seeing the error message. That is, it should appear that the timing
mark was "printed” on the user's terminal and that, in response, the user
typed an answering timing mark. Next, suppose that the user in the example-
above realized that he had misspelled a command, realized that the server
would send a DO TIMING-MARK, and wanted to start “typing ahead” again without
waiting for this to occur. He might then instruct his own system to send a
WILL TIMING-MARK to the server and then begin "typing ahead” again. (Imple-
menters should remember that the user's own system must remember that it

sent the WILL TIMING-MARK so as to discard the DO/DON'T TIMING-MARK when it
eventually arrives.) Thus, in this case the "appropriate place” for the
insertion of the WILL TIMING-MARK is the place defined by the user. In both
of the examples above, it is the responsibility of the system which transmits
the DO TIMING-MARK to discard any unwanted characters; the WILL TIMING-MARK
only provides help in deciding which characters are “unwanted”.

6. Description of the option. Suppose that Process A of Figure E-1 wishes
to synchronize with B, The DO TIMING-MARK is gent from A to B. B can refuse

by replying WON'T TIMING-MARK, or agree by permitting the timing mark to

flow through his “outgoing” buffer, BUF2. Then, instead of delivering it to

the terminal, B will enter the mark into his "incoming”™ buffer BUFl, to flow

through toward A. When the mark has propagated through B's inconing buffer,

B returns the WILL TIMING-MARK over the TELNET connection to A.

PROCESS A TELNET connection PROCESS 8 TERMINAL
TIMING '
WILL TIMING MARK BUF 1 MARK
BUF 2 |
DO TIMING MARK -] -
RS

(NVT PROCESS)

FIGURE 2. Synchronization of processes.

When A receives the WILL TIMING-MARK, he knows that all the information he
sent to B before sending the timing mark been delivered, and all the informa-
tion sent from B to A before turnaround of the timing mark has been delivered.
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7. Thmiul applications.

7.1 Roué‘i!ti!;dclnz. Measure round-trip delay between a process and a
terminal or snother process.

7.2 Resynchronization. Resynchronizing an interaction as described in

paragraph 4 above. A is a process interpreting commands forwarded from a
terminal by B, When A sees an illegal command 1it:

-

b.

Ce

d.

¥}

Sends <{carriage return>, <{line feed>, <{question mark),
Sends DO TIMING-MARK.
Sends an error message.

Starts reading input and throwing it away until it receives a
WILL TIMING-MARK.,

Resumes interpretation of input.

This achieves the effect of flushing all "type ahead” after the erroneous
command, up to the point when the user actually saw the question mark.

7.3 Dual synchronization. The dual of paragraph 7.2. The terminal user

wants to throw away unwanted output from A.

Ae

b.

Ce

B sends DO TIMING-MARK, followed by some new command.

B starts reading output from A and throwing it away until it
receives WILL TIMING-MARK.

B resumes forwarding A's output to the terminal.

This achieves the effect of flushing all output from A, up to the point
where A saw the timing mark, but not output generated in response to the
following command.
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APPENDIX F
TELNET EXTENDED OPTIONS - LIST OPTION

l. Command name and code.

EXTENDED-OPTIONS-LIST (EXOPL) 255

2. Command meanings.

2.1 TIAC WILL EXOPL. The sender of this command requests permission to
begin negotiating, or confirms that it will begin negotiating, TELNET options
which are on the "Extended Options List."”

2.2 IAC WON'T EXOPL. The sender of this command REFUSES to negotiate, or
to continue negotiating, options on the "Extended Options List.”

2.3 IAC DO EXOPL. The sender of this command REQUESTS that the receiver
of this command begin negotiating, or confirms that the receiver of this
command is expected to begin negotiating, TELNET options which are on the
"Extended Options List.”

2.4 TAC DON'T EXOPL. The sender of this command DEMANDS that the receiver
conduct no further negotiation of options on the "Extended Options List.”

2.5 IAC SB EXOPL <subcommand>. The subcommand contains information re-
quired for the negotiation of an option of the "Extended Options List.” The
format of the subcommand is discussed in paragraph 5 below. ‘

3. Default.
WON'T EXOPL, DON'T EXOPL
Negotiation of options on the "Extended Options List” is not permitted.

4. Motivation for the option. Eventually, a 257th TELNET option will be
needed. This option will extend the option list for another 256 options in
a manner which is easy to implement. The option is proposed now, rather
than later (probably much later), in order to reserve the option number
(255). '

5. Description of the option. The EXOPL option has five subcommand codes:
WILL, WON'T, DO, DON'T, and SB. They have exactly the same meanings as the
TELNET commands with the same names, and are used in exactly the same way.
For consistency, these subcommand codes will have the same values as the
TELNET command codes (250-254). Thus, the format for negotiating a specific’
option on the "Extended Options List"” (once both parties have agreed to use
it) is:

IAC SB EXOPL DO/DON'T/WILL/WON'T/<option code> IAC SE
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¥

Once both sfidas have agreed to use the specific option specified by <option

code>, subifigotiation may be required. In this case the format to be used
is:

IAC SB EXOPL SB <option code> <parameters)> SE IAC SE
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