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Introduction

There is a story behind this book:
For months, a coworker of mine, having been misinformed that I was some

sort of "DOS hotshot," had been pestering me to write a program to convince MS-
DOS that it no longer had an L: drive. I never quite figured out what the program
was for, but apparently customers were clamoring for a way to remove the
Microsoft CD-ROM Extensions (MSCDEX) from memory, and this program had
something to do with it. Anyway, I had tried several different approaches, includ
ing using MS-DOS's Cancel Device Redirection frmction (INT 21h Exmction 5Eh

Subfunction 04h), all without success.

I then came across Ralf Brown's "Interrupt List," part of which now forms the
appendix to this book. One of the DOS functions listed by Ralf, Get List Of Lists
(INT 21h Function 52h), was marked "DOS32.-b.internal." It was not listed in the

official EXDS documentation: IBM's UQgE'^.3t: Tec}i.nical Refereijce jiunps straight
from Find Next (INT 21h Fxmction 4Fh) to Get Verify Setting (Fimction 54h), with
no mention of any functions between 4Fh and 54h. Even Ray..D,pnca.n's.A<i7;/j.Mflg(j
MStDOS Frosmmmins simvlv lists Function 52h as "Reserved." Anyway, the im-
documented DOS function described in Ralf's list turned out to be exactly what
was needed to write a program toj'cancel" the L: driye. Once I knew about INT
21h Function 52h, writing DRVOFF (as the utility was called) was trivial. Without
this information, it was impossible.
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x UNDOCUMENTED DOS

This introduction is not the place to go into the details of DRVOFF. The
source code for a similar program, and a full explanation, appear in chapter 4 of
this book. For now, the point is simply that here was a very real need that could be
met only using a DOS function that doesn't appear in Microsoft's or IBM's documentation.

Of course, 1 was already aware, like most DOS programmers, that there are
undocumented DOS functions. In fact, I had accumulated a folder marked

"Undocumented DOS" that contained various clippings from P&'Msgcmine, Qfe*
Ds^'s-fmimal, andi£xe^mmme,r^4^urwl, printouts of source files downloaded
from bulletin bpajjls, and printouts of discussions held in on-line conferences
such as ibm.dos/secrets on^BI^. I also found a number of books that contained

discussions of undocumented DOS. But its randomness bothered me, and led to

this book. The snippets I had collected were not only random, they were also^
sometimes contradictory, and they never seemed to take sufficient account of dif-}
ferences between DOS versions. It was clear that something more comprehensive
was needed: a book that attempted to list all undocumented DOS functions and
data structures in one place, detailing the DOS version differences (even for such
odd versions of DOS as the compatibility box in OS/2), that frankly acknowl
edged the quirks ̂af working with undocumented DOS, and that showed how to
use undocumertted DOS safely when writing programs.

Who better to write such a book than the software engineers who had al
ready written elsewhere on the subject? Jim Kyjf was an obvious choice, because
he had prepared the material on undocumented DOS in the second edition of
Que Corporation's popular DO-S-Erogrammer's Reference. Ray Michfils was too, be
cause he had written the chapter on "Undocumented DOS" in the V^^e.Grpy^s
MS-DOS Ralf &oivn maintained the one truly definitive, absolutely
reliable list of DOS calls, and it was clear that this "Interrupt y§t" had to be trans
formed into the book's appendix. Tim Patersqn had not so much written about
MS-DOS; he in fact wrote MS-DOS itself (Version 1.0) and was the perfect person

not only to describe one important facet of undocumented DOS, but also to act as
technical advisor for the entire book. It was also clear that the book needed to

give readers a utility that would allow them to explore DOS without disassembhng,
and David lyj^y^yj^tnoLsmitfi exijaordinairef was the obvious choice to write
INTRSPY#



Introduction xi

What You Will Find in This Book

Most programmers who have worked with a DOS technical reference have prob
ably wondered at some time or other about its curious "holes": function numbers

that are marked "Reserved" or even entirely missing. This book contains a de
tailed version-by-version explanation of these "missing" DOS functions.

In addition, the book emphasizes the crucial undocumented DQl^ate sfriic-
^res, such as Memory, ControLBlocks - (MCgs), the Curr:entJQffgctpry=,Structure
(OQS), Sw^appable Data Ar^ and the Lisk-ef--feigte. It also details the un

documented fields in structures that are otherwise documented, including the
Program Segment Prefix (PSB), File ControLBlodc (FOB), Drive Parari3.gtgj^

(£®B), bios Parameter Block (BP®, and so on. For any of this to be usable in real
programs, you should pay careful attention to our descriptions of how the layout
of these structures differs from one DOS version to the next.

But more than simply listing the undocumented functions and data struc

tures, this book provides teqh^ncs. Some of these already belong to the "faiit-
tef?" 01 "O^ijjigfe'y" of DOS programming. Others appear here for the first time.
Here are a few of the techniques you will find in this book:

■  Accessing the master environment
■ Walking the DOS memory chain
■  Loading device drivers from the DOS command line

■  Creating logical drives with the network redirector
■  Adding new internal commands with INT 2Fh Function AEh
■ Writing TSRs with the DOS swappable data area

We have also tried, where appropriate (for example, accessing the master en
vironment), to discuss several different techniques for performing the same task.
This serves two purposes: first, to show the advantages and disadvantages of
each technique, and second, to suggest that safe use of undocumented DOS might
include performing the same operation in two different ways and then compar
ing the results to make sure they match.

The programs for this book were tested extensively in MS-DOS ant;| PC-DOS
versions 2,3, 4, as. well as a version that we can't talk about yet, but which may
be available by the time you read this. The programs were also tested in such sim
ulated DOS environments as the "compatibility bjQxlffl'QS/21,1 «ad2.0 and Qigir
tal Research's DR-D06. Surprisingly, we found that our programs, which rely
heavily on undocumented DOS, tended to work across a wider range of DOS and






















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































