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Print Server Operator 
The following tasks can be completed by a user or group with the Print Server Operator status: 

• Take down the print server 

• Allow the print server to service another file server 

• Set printer notifications 

• Send commands to the printer 

• Add or remove queues serviced by a printer 

• Change the priority of queues being serviced by a printer 

• Change the forms being used by a printer 

Note 

Granting Operator and Manager Status 
When you are enlisting others to assist you with managing the file server or LAN, you may want 
to increase their security levels to one of the operator or manager designations previously dis­
cussed. Using the instructions shown in this section, you can grant the appropriate designation 
for any of the users or groups on the server. 

Setting Up a User Account Manager 

Creating a User Account Manager is a little different than setting up the other operator and man­
ager designations. With the other designations, you can go to one location and add any user or 
group to the designations listing. But, with the User Account Manager status, the options you 
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Shortcut 

If you want to work with several assignments that should all be set to the same rights, you can flag 

each one with the F5 key before hitting Enter. In situations like this, changes made in Step 2 below 

affect all assignments that were flagged. 

2. �After you select the trustee assignment, you are presented with a window entitled Trustee 
Rights Granted which lists all of the currently assigned rights. To remove a right, highlight 
the right and press Delete; otherwise, press the Insert key to select from the listing of 
Trustee Rights Not Granted. 

Deleting a Trustee Assignment 
From the window presented in Step 3 (see "Using SYSCON To Grant, Revoke, and Modify Trustee 
Assignments"), you can delete a current trustee assignment by highlighting the desired option 
and pressing the Delete key. 

Using FILER to Grant, Revoke, and Modify Trustee Assignments 

Previously, you saw how you could use the SYSCON menu utility to grant trustee rights within a 
user or group rD. While this approach is fine when you are only granting trustee assignments to a 
few users, if you must create assignments for a large number of users at a time, then you should 
consider using FILER. Unlike SYSCON, that grants assignments per user or per group, FILER cre­
ates these assignments on a per file or per directory basis by following the instructions in the 
following sections. 

Modifying Trustee Rights to the Current Directory 
You can modify the trustee rights for the current directory by following these steps: 

1. �From the Available Topics main menu of FILER, select Current Directory Information. 

2. �Next, you are presented with a screen detailing the Directory Information for the current 
directory. There are several options on this screen, but to modify the trustee assignments, 
select the Trustees option to view the current directory trustees (see fig. 13.3). With the 
trustee listing on-screen, you have three choices: 
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Fig. 13.3 Trustee assignments to the current directory shown with FILER. 

To remove a trustee: Highlight the trustee you want to remove and press Delete. When 
asked, confirm whether or not you want to remove the trustee. 

To add a trustee: To add a trustee, press the Insert key and select a user or group from 
the listing provided. You can add multiple users or groups at one time by flagging 
each one with the FS key. 

Note 

To modify a trustee's rights: To modify a trustee's rights to the directory, select the 
trustee and press Enter. When presented with the listing of trustee rights, press the 
Insert key to add additional rights or highlight the rights you want to remove and 
press Delete. 

Modifying Trustee Rights to a File 

To modify a trustee's rights to a file, first make sure you are in the same directory as the file. You 
can do this either by using the DOS CD command or through FILER by using the Select Current 
Directory option from the main menu. Once in the appropriate directory, you can modify the 
trustee information by following these steps: 

1. 	From the Available Topics main menu of FILER, select Directory Contents and then the file 
to which you want to modify the rights. 

2. 	After selecting the file, you are presented with a window entitled File Options. From this 
window, by selecting View/Set File Information, you are then presented with a window 
showing you the current trustees to this file. 



Working with Trustee Rights and Assignments 221 

Note 

If this window is empty, it does not mean no one can access the file. The screen only shows you users 

and groups that have been directly assigned rights to the file. When a user does not have a direct 

trustee assignment to a file, they inherit the directory rights for the file in question. 

---,,:

IV· 

3. From the listing of trustees, there are three options available to you: remove a trustee, add a 
trustee, or modify a current trustee. Refer to Step 2 under the heading "Modifying Trustee 
Rights to the Current Directory" for instructions on how to proceed. 

Modifying Trustee Rights to another Directory 

With FILER, you also can modify the rights and trustees to a directory even when it is not your 
current directory. To do so, follow the steps outlined above but, instead of selecting a file, select a 
subdirectory. 

Granting and Revoking Rights from the Command Line 
Previously you saw how you could use NetWare's menuing utilities to grant or revoke trustee 
assignments. While they serve the purpose, most of these tasks can be completed a lot faster by 
using some basic command-line utilities. In this section, we explore each of the command line 
utilities you can use to grant and/or revoke trustee assignments from users and groups. 

Giving Trustee Rights with GRANT 

Note 

RIGHTS REQUIRED TO COMPfLTE TASK: YOU MUST BE A SUPERVISOR EQUIVALENT OR HAVE THE ACCESS 

CONTROt...OR SUpERVISORY TRUSTEE RIGHT TO THE DIRECTORY OR FILE TO WHICH YOU WANT TO 
GRANT ACCESS; 

The GRANT command is used to grant specific rights to a user or group for directories and files. 
To use the GRANT command, the syntax is: 

GRANT rights [FOR] [path] TO [USER: GROUP] object_name 

Based on the syntax above, replace: 

rights with a listing of the rights you want to grant. You must use the short form for the 
right (as in R is for Read) and when granting multiple rights, each right must be separated 
by a space. The rights that can be granted, and their short forms, are as follows: 
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Right Short Form 

SUPERVISORY S 

READ R 

WRITE W 

CREATE C 

ERASE E 

MODIFY M 

FILE SCAN 

ACCESS CONTROL A 

NONE N 

ALL RIGHTS ALL 

Note 

For descriptions of these rights, refer to Table 13.1 earlier in this chapter. 

path with the name of the directory or file to which you are granting rights. 

objecCname with the name of the user or group to which you are granting rights. 

The other parameters not mentioned above are: 

USER: specifies that the objeccname is a user and not a group. This parameter only has to 
be included when you have users and groups that have the same name. 

GROUP: specifies that the object_name is a group and not a user. This parameter only has to 
be included when you have users and groups that have the same name. 

EXAMPLE 1: To grant all rights for the current directory to the group FLEX, type the following 
from the command line: 

GRANT ALL TO FLEX 

EXAMPLE 2: To grant the Erase and Modify right for the directory DCDATA to the user 
LLARRETT, when DCDATA is not your current directory, type the following from the command 
line: 
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GRANT E M FOR SYS:\DCDATA TO LLARRETT 

EXAMPLE 3: To grant all rights for the file SHELL.MJV stored in the PUBLIC \ DATA directory to 
the user BNORRIS, type the following from the command line: 

GRANT ALL FOR SYS:\PUBLIC\DATA\SHELL.MJV TO BNORRIS 

EXAMPLE 4: To grant the Access Control right for the directory mapped to your T: drive to the 

group FINLEY, when there also is a user called FINLEY, type the following from the command 
line: 

GRANT A FOR T: TO GROUP FINLEY 

Tip 

Wild cards can be used with the GRANT command. For example, to grant the rights Read and File Scan for 

all subdirectories of the current directory to the group UOTENGIN, type GRANT R F FOR *. TO EVERYONE. 

Tip 

Even though GRANT is meant for use in granting rights, you also can use it when you want to revoke all 

rights to the directory by using the N "right." For example, to revoke all rights to the current directory from 

the user ABCl234, type GRANT N TO ABC1234. 

Removing Trustee Assignments with REMOVE 

The REMOVE command line utility removes a user or group trustee assignment from a file 
or directory. Unlike the REVOKE command that only removes specified rights for a trustee, 
REMOVE removes the entire trustee assignment to the directory or file. To use the REMOVE 
command, the syntax is: 

REMOVE [USER: GROUP] object_name [FROM] [path] [/option(s)] 

Based on the syntax above, replace: 

objecCname with the name of the user or group you are removing as a trustee. 
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path with the name of the directory or file from which you are removing the trustee. 

/option(s) with SUB to remove the named trustee from all subdirectories or F to remove the 
named trustee from the files. 

The other parameters not mentioned above are: 

USER: specifies that the object_name is a user and not a group. This parameter only has to 

be included when you have users and groups that have the same name. 

GROUP: specifies that the object_name is a group and not a user. This parameter only has to 
be included when you have users and groups that have the same name. 

EXAMPLE 1: To remove the group ACCOUNTING from the trustee listing of the current direc­
tory, type the following from the command line: 

REMOVE ACCOUNTING 

EXAMPLE 2: To remove the user JDOE from the trustee listing of the current directory and all of 
its subdirectories, type the following from the command line: 

REMOVE JDOE /SUB 

EXAMPLE 3: To remove the user MVANDEGEYN as a trustee to the file NOV28.TXT from the 
APPS directory, when APPS is not the current directory, type the following from the command 
line: 

REMOVE MVANDEGEYN FROM SYS:\APPS\NOV28.TXT 

EXAMPLE 4: To remove the group TESTER as a trustee to the directory that is mapped to your K: 

drive when there is also a user ID called TESTER, type the following from the command line: 

REMOVE GROUP TESTER FROM K: 

Tip 

Wild cards can be used with the REMOVE command. For example, to remove IDOE as a trustee for all files in 

the current directory with the extension TXT, type REMOVE JDOE FROM *.TXT. 
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Revoking Trustee Rights with REVOKE 

The REVOKE command is used to revoke specific rights from a user's or group's trustee assign­
ments to a directory or file. To use the REVOKE command, the syntax is: 

REVOKE rights [FOR] [path] FROM [USER: GROUP 1 object_name [/option(sJ] 

Based on the syntax above, replace: 

rights with a listing of the rights you want to revoke. You must use the short form for the 
right (for example, R is for Read) and when revoking multiple rights, each right must be 
separated by a space. The rights that can be revoked, and their short form are as follows: 

Right Short Form 

SUPERVISORY S 

READ R 

WRITE W 

CREATE C 

ERASE E 

MODIFY M 

FILE SCAN F 

ACCESS CONTROL A 

ALL RIGHTS ALL 

Note 

path with the name of the directory or file from which you are revoking rights. 

objecCname with the name of the user or group from which you are revoking rights. 
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/option(s) with SUB to remove the named trustee from all subdirectories or F to remove the 
named trustee from the files. 

The other parameters not mentioned above are: 

USER: specifies that the object_name is a user and not a group. This parameter only has to 
be included when you have users and groups that have the same name. 

GROUP: specifies that the object_name is a group and not a user. This parameter only has to 
be included when you have users and groups that have the same name. 

EXAMPLE 1: To revoke the rights Read and Write from the user CSTAPLES in the current direc­
tory, type the following from the command line: 

REVOKE R W FROM CSTAPLES 

EXAMPLE 2: To revoke all rights to the file DATATD.SRC stored in the DATA directory on the SYS 
volume from the group HR, type the following from the command line: 

REVOKE ALL FOR SYS:\DATA\DATATD.SRC FROM DR 

EXAMPLE 3: To revoke the rights Read, Write, and Create from all subdirectories of the current 
directory from the group SUPPORT when there also is a user ID called SUPPORT, type the follow­
ing from the command line: 

REVOKE R W C FROM GROUP SUPPORT /SUB 

EXAMPLE 4: To revoke all rights from the user A-LEE for the directory mapped to your S: drive, 
type the following from the command line: 

REVOKE ALL FOR S: FROM A-LEE 

Tip 

Wild cards can be used with the REVOKE command. For example, to revoke the rights Create and Erase from 

the user DDARBY for all subdirectories of the current directory, type REVOKE C E FOR *. FROM DDARBY. 

The Inherited Rights Mask (IRM) 
The Inherited Rights Mask is a powerful feature of the NetWare security system. Earlier in this 
chapter, you saw how there were four ways users attain trustee rights, and one of these ways was 
through inheritance from a parent directory. With the IRM, you can set the maximum rights any 
user or group can inherit from a parent directory. 
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Before explaining how to set or review the IRM on your server, there are a few guidelines/rules 
you must know: 

• 	 The IRM set for a directory determines which rights can be inherited from the parent direc­
tory. 

• 	 The IRM set for a file determines which rights can be inherited from the current directory's 
rights. Remember, when a direct trustee assignment has not been set for a file, the user in­
herits the rights from the current directory. 

• 	 The IRM cannot be used to restrict the SUPERVISORY right. Once this right has been 

granted, 

it filters down through the entire directory tree. 


• 	 Only users with SUPERVISOR equivalence or the ACCESS CONTROL or SUPERVISORY 

trustee right can alter the IRM for a directory or file. 


Tip 

While we will be covering how to create and modify your IRM in the following sections, it is not recom­

mended that you use the Inherited Rights Mask on your server. It can be very difficult to manage and any of 

the functions it provides can easily be duplicated by using Trustee Assignments. 

Setting and Viewing the IRM with FILER 

When you use the NetWare file management utility FILER, you can view and modify the IRM 
settings for a directory or file by following the steps outlined in the following sections. 

For the Current Directory 

You can modify the IRM for the current directory by following these steps: 

1. 	 From the Available Topics main menu of FILER, select Current Directory Information. 

2. 	Next, you are presented with a screen detailing the Directory Information for the current 
directory. The second option from the bottom, Inherited Rights Mask, shows you the rights 
currently being allowed. 
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3. 	If you want to make changes to the IRM, after selecting Inherited Rights Mask, you are pre­
sented with a screen called Inherited Rights (see fig. 13.4). From this screen, you can press 
the Insert key to add any rights not in the listing or highlight the rights you want to 
remove and press Delete. 

Fig. 13.4 The inherited rights mask for the current directory shown with the FILER utility. 

For a File 

To modify the IRM for a file, first make sure you are in the same directory as the file. You can do 
this by either using the DOS CD command or through FILER by using the Select Current Direc­
tory option from the main menu. Once in the appropriate directory, you can modify the IRM by 
following these steps: 

1. 	 From the Available Topics main menu of FILER, select Directory Contents and then the file 
to which you want to modify the IRM. 

2. 	After selecting the file, you are presented with a window entitled File Options. From this 
window, by selecting View/Set File Information, you are then presented with a window 
showing you the current IRM for this file. 

3. 	 If you want to make changes to the IRM, after selecting Inherited Rights Mask, you are pre­
sented with a screen called Inherited Rights. From this screen, you can press the Insert key 
to add any rights not in the listing or highlight the rights you want to remove and press 
Delete. 

For Directories other than the Current Directory 
With FILER, you also can modify the IRM to a directory even when it is not your current 
directory. To do so, follow the steps outlined above but, instead of selecting a file, select a 
subdirectory. 
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Setting and Viewing the IRM from the Command Line 

The ALLOW command specifies which rights can be inherited by a user or group to a directory or 
file. To use the ALLOW command, type the following from the command line: 

ALLOW {path] [TO INHERIT] [rights] 

Based on the syntax above, replace: 

path with the name of the directory or file to which you are allowing rights. You must 
specify a directory or file, even when using ALLOW on the current directory. 

Tip 

Instead of typing the full path, ALLOW accepts the DOS identifiers such as "." for the current direc­

tory, " .." for the parent directory, and so on. 

rights with a listing of the rights you want to allow. You must use the short form for the 
right (such as R is for Read) and when including several rights in the same command each 
right must be separated by a space. The rights that can be allowed, and their short form are 
listed below: 

Right Short Form 

SUPERVISORY S 

READ R 

WRITE W 

CREATE C 

ERASE E 

MODIFY M 

FILE SCAN 

ACCESS CONTROL A 

NO RIGHTS N 

ALL RIGHTS ALL 
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. Note 

For desi:;riptiors.oftbe5e rights, refer to Table 13.1 ear/ieril'lJhis chapter. 

EXAMPLE 1: To only allow the rights Read, File Scan, and Modify to be inherited in the DEVELOP 
directory on the SYS: volume, type the following from the command line: 

ALLOW SYS:\DEVELOP R F M 

EXAMPLE 2: To only allow the Create right for the file DATRUN.EXE in the current directory, 
type the following from the command line: 

ALLOW DATRUN.EXE C 

Tip 

To view the IRM for the current directory's files and subdirectories, type ALLOW by itself. 

Tip 

Wildcards can be used with the ALLOW command. For example, to allow the Read and File Scan rights to be 

inherited for all files in the current directory with the extension EXE, type ALLOW *.EXE R F. 

Viewing a Directory's IRM with LlSTDIR 
While normally used as a utility to view the directory structures on the server, the LISTDIR utility 
also can be used to see what the Inherited Rights Mask is for a directory. 

To use the LISTDIR command, type the following from the command line: 

LIS-roIR [path] IR [IS] 

Based on the syntax above, replace: 

path with the name of the directory or the path to the subdirectory, directory, or volume to 
which you want to view the IRM. 

Note 

The IS parameter is .included when you want to view the IRM for all subdirectories of the noted path. 
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EXAMPLE 1: To view the IRM for all directories off the root of the SYS: volume, type the follow­
ing from the command line: 

LISTDIR SYS:\ /R 

EXAMPLE 2: To view the IRM for every directory and subdirectory starting at the root of the SYS: 
volume, type the following from the command line: 

LISTDIR SYS:\ /R /S 

Tip 

Wild cards can be used with the LlSTDIR command. For example, to view the IRM to all directories that 


begin with the letters DA within the current directory, type LlSTDIR DA* fRIGHTS. 


Viewing a File or Directory's IRM with NDIR 
NDIR is NetWare's most powerful command line file management utility. While it is not nor­
mally used for this task, you can use NDIR to view the IRM for a file or directory on the server. 
To use the NDIR command, the syntax is: 

NDIR [path] fRIGHTS [fSUBj 

Based on the syntax above, replace: 

path with the name of the directory or file for which you want to view the IRM. 

Note 

EXAMPLE 1: To view the IRM for all files, directories, and their subdirectories in the current direc­
tory, type the following from the comma~d line: 

NDIR/SUB 

EXAMPLE 2: To view the IRM for all files that begin with the letter A that are stored in the 
PROD \ DATA directory off the root of Vall:, type the following from the command line: 

NDIR VOLl:\PROD\DATA\A*.* /RIGHTS 

Tip 

Wild cards can be used with the NDIR command. For example, to view the IRM for all files with the extension 

COM within the current directory, type NDIR *.COM fRIGHTS. 
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Additional 


Previous chapters in this section told you how you could protect your LAN by using security 
equivalancies and trustee rights. In addition to these NetWare features, there are several others 
that will help you protect the server and the data it maintains. 

In this chapter, we review some of the additional security measures you can put into place, and 
specifically: 

• Detecting and preventing intruders 

• Checking for security "holes" 

• Viewing security violations 

• Securing the server console 

Detecting Intruders 
To protect your server against unauthorized login attempts, NetWare has a feature called Intruder 
Lockout Detection. Essentially, this feature monitors each ID logging into the server to see if the 
password was entered incorrectly. Based on the configuration you have set, NetWare will lock out 
an account for a period of time after a password has been entered incorrectly a certain number of 
times. Once an account has been locked out, no one can use it until a SUPERVISOR EQUIVALENT 
re-enables the account or the lockout time expires. 

Tip 

If you have locked out your SUPERVISOR ID on the server and you do not have any other IDs that are SUPER­

VISOR EQUIVALENTs, you can clear the Intruder Lockout Status by typing ENABLE LOGIN at the file server 

console prompt. This only clears the Intruder Lockout Status for the SUPERVISOR ID. 
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Since ENABLE LOGIN clears the Intruder Lockout Status on the SUPERVISOR ID, it is extremely important that 

the server console is secured. Refer to the heading "Protecting the File Server Console" later in this chapter. 

Configuring Intruder Lockout Status 

Note 

Intruder Lockout Status can be configured on the file server by following these steps: 

1. 	From the Available Topics main menu of SYSCON, select Supervisor Options and then 

Intruder Detection/Lockout. 


2. 	At this point, SYSCON displays a window showing you the current configuration of the 
Intruder Lockout feature. There are several options on this screen, each of which is ex­
plained below: 

Detect Intmders: To enable Intruder Detection on the server, select Yes. 

Incorrect Login Attempts: Specifies how many times someone can try to log in to the 
server with an invalid password. The range for this setting is between 1 and 10000 
attempts. 

Bad Login Count Retention Time: Tells NetWare how long you want it to remember a 
password was entered incorrectly. Once the password has been entered correctly, 
NetWare resets its counter. The maximum setting for this option is 40 days, 23 hours, 
and S9 minutes. 

Lock Account After Detection: To have the account locked out after the settings above 
have been reached, set this option to Yes. When set to No, NetWare will not lock out 
the account but will log the condition on the server's console and in the file server 
error log called SYS$LOG.ERR in the SYSTEM directory. 

Length OfAccount Lockout: Tells NetWare for how long you want the account locked 
out. The maximum setting for this option is 40 days, 23 hours, and S9 minutes. 

Resetting and Viewing Locked-Out IDs 

Note 
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You can reset IDs that were locked out by the Intruder Lockout Detection system or view infor­
mation about when the ID was locked out by following these steps: 

1. 	From the Available Topics main menu of SYSCON, select User Information and then, from 
the listing of user names, the user ID you want to reset. 

2. 	After selecting the ID, you are presented with the User Information window that is specific 
to the user in question. From this screen, you should select Intruder Lockout Status, where 
you are then presented with a screen similar to the one shown in Figure 14.1. Following the 
figure below, a description of each of the options is provided. 

Fig. 14.1 SYSCON information screen showing the intruder lockout status for a user. 

Account Locked: When the account has been locked out, this option is set to Yes. To 
reset the ID, change this option to No. 

Incorrect Login Count: This field shows you the number of incorrect login attempts 
made for the ID in question. 

Account Reset Time: This field tells you the time the Intruder Lockout Status will auto­
matically be cleared (when the ID is already locked out), or the time the invalid login 
retention time will be cleared. 

Time Until Reset: Countdown time showing you how long it will be before the account 
is automatically reset. 

Last Intruder Address: Shows the network and workstation address of the user who 
locked out the account. When the account is not yet locked, this field shows you the 
address of the user who entered the password incorrectly. 
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Tip 

If a user calis you stating they are getting "Access Denied" errors when logging in, you can use the informa­

tion here to determine if they are entering their password incorrectly. While watching the Incorrect Login 

Count field, ask the user to try and log into the server. If the value in this field increments, they are entering 

the wrong password. 

Note 

When an a(:coutlt islock~d ~ut,NetWare makes.a note f'f this in the se!'V~r'se(rorl~.~ff\l~i~~! .. 
tion, refer to the headlng/'\li~~tlg Ne~WareWarnings Rega\'dingSec.glty 1$$~"lat~intijis!~pler, 

Protecting the File Server Console 
In almost any LAN, the most important node is the file server itself. As the focal point of the LAN 
where users can store and retrieve their data, the server is also the focal point of someone trying 
to retrieve this data for their personal gain. 

Previous chapters in this section showed you how to restrict access to the server and protect the 
data contained on its disks, but this does not help you protect the server itself. Thankfully, there 
are a few things you can do to protect the server, as shown in the following sections. 

Physically Protecting the File Server 
Physically restricting access to the server plays a very important role in your overall security plan. 
By ensuring that only authorized personnel have physical access to the server, you can minimize 
the chance that someone can gain access to your corporate data. There are several methods for 
physically restricting access you can pursue, as shown below: 

• 	 Keep the server in a locked, secure room: Some people feel that placing the server behind a 
locked door is all the security they need, but in many cases, this theory is flawed. In most 
offices, dropped ceilings are used so cabling and plumbing can be run through the space 
between the ceiling and the floor above. While dropped ceilings may serve their purpose, 
they also can create a potential security "hole." If your server is behind a locked door, make 
sure the room's walls run from the floor right up to the floor above, and not just to the 
dropped ceiling. When the walls only extend to the dropped ceiling, an intruder can re­
move a few tiles from the ceiling and climb over the wall in less than a minute, thereby 
making that expensive lock worthless. 
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• 	 Lock the file server to the desk or cabinet: There are several devices on the market that allow 
you to lock the server down to an object such as a cabinet or desk. This acts as a barrier to 
someone trying to walk away with the server. 

• 	 Lock the server's case: Almost every computer these days comes with a locking case. By using 
the lock on the case, you can restrict someone from trying to open the server and removing 
the drives. 

Preventing Changes from the Console 
NetWare has a console command called SECURE CONSOLE that implements additional security 
measures for the file server. By typing SECURE CONSOLE from the console prompt, the follow­
ing security measures are put into place: 

• 	 Unauthorized Module Loading: SECURE CONSOLE prevents someone from loading modules 
from a location other than the current path. Under normal circumstances, NetWare allows 
you to load a module from any location on the server's local drives or volumes. In cases like 
this, a user could create an NLM to access server data or alter bindery information and then 
load it from the server's floppy drives or a directory on the server to which they have access. 

• 	 Removal OfDOS: Instead of running an unauthorized NLM, an intruder can DOWN the file 
server and, using disk editor utilities, access data from anywhere on the server's disk. To 
protect the server from this, the SECURE CONSOLE command automatically removes DOS 
from memory. Once DOS is removed, if the server is brought DOWN, it must be rebooted 
and cannot be returned to the DOS prompt. For the best protection, this option should be 
used with a power-on password for the server itself. 

• 	 Server Date And Time: Many of the accounting and account restrictions depend on the 
server's date or time for their enforcement (such as account expiration dates and password 
expiration dates). With the SECURE CONSOLE command, changes to the date and time 
maintained by the server are restricted to the FCONSOLE utility. You, or an intruder, will 
not be able to make these changes from the console. 

• 	 The NetWare Debugger: Using the NetWare debugger, an intruder could find out critical 
information about the server or even reset it. Once the SECURE CONSOLE command is 
issued, access to the debugger is removed. 
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Locking the File Server Console 
The MONITOR utility provides you with an option to restrict access to any console command 
until the appropriate password has been entered. Using MONITOR, you can lock the console by 
following these steps: 

1. 	Select Lock File Server Console from the Available Options main menu of MONITOR. 

If MONITOR is not loaded, you can load it from the server prompt by typing LOAD 

MONITOR. 


2. 	At this point, NetWare asks you to enter a password that will be used to lock the console. 
Once the password is entered, the console will be locked. NetWare does not ask you to re­
enter it to make sure you typed what you think you typed. 

Tip 

If you forget the password you entered to lock the console, you also can use the password for the SUPERVI­

SOR ID to unlock the console. 

Finding Potential Security "Holes" 
Note 

To check your server's bindery files for potential security "holes," NetWare comes equipped with 
a utility called SECURITY that is maintained in the SYSTEM directory. Using this utility, you can 
check your server for any of the following potential problems: 

• 	 Disabled accounts 

• 	 Expired accounts 

• 	 Objects without a full name assigned 

• 	 Number of users managed by object 
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• Number of groups managed by object 

• Accounts that have not been used for more than three weeks 

• Users or print servers that do not require passwords 

• IDs that do not require unique passwords 

• IDs with password expiration dates that are greater than Sixty days 

• IDs that can use passwords of fewer than five characters 

• IDs without passwords assigned 

• Users that are SUPERVISOR EQUIVALENTs 

• Users that are SUPERVISOR EQUIVALENTs and are managed by another user or group 

• IDs without login scripts 

• Objects with excessive rights directories 

According to SECURITY, the maximum rights should be: 

Directory Rights 

SYS:\SYSTEM NO RIGHTS 


SYS:\MAIL CREATE 


SYS:\LOGIN READ and FILE SCAN 


SYS: \PUBLIC READ and FILE SCAN 


SYS:\ NO RIGHTS 


You can run a security check on your server by typing SECURITY from the command line. By 
default, SECURITY writes all the information to the screen, but by using the DOS REDIRECTOR 
you can reroute the information provided by security to a file (as in SECURITY> SECURE.RYf ). 
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Unfortunately, you cannot modify the items SECURITY checks for, nor are there any special com­
mand line parameters that can be used except for the IC switch that tells SECURITY to display its 
information continuously instead of pausing after each screen. 

Tip 

When you redirect the output to a file (such as SECURITY> REPORT.RPT), your workstation might appear to 

hang. What actually could be happening is that the security output has paused and is waiting for you to 

press any key for the next screen. If this happens to you, try incorporating the IC switch for continuous 

mode (such as typing SECURITY IC > REPORT.RPT). 

Viewing NetWare Warnings Regarding Security 
Issues 
In addition to the reporting generated by the SECURITY program, NetWare also keeps track of 
security violations and certain changes to the operating environment in the SYS$LOG.ERR error 
log file stored in the SYS: \ SYSTEM directory. This file is a standard ASCII text file that can be 
viewed from the command line (access permitting) or from SYSCON by selecting Supervisor 
Options from the main menu and then View Server Error Log. 

Besides server errors that occur, you can find notes in this log regarding the following points: 

• Accounts that have been locked out 

• Access granted or refused to the console from the RCONSOLE utility 

• Changes to the date and time maintained by the server 

• Changes to the status of NetWare's TIS 

• Open and close requests made to the bindery 

• Removal of station connections to the server 

Tip 

If security violations and errors are not being added to the error log, check the attribute flagging of the file 

SYS$LOG.ERR. It must be flagged as Read-Write. When flagged as Read-Only, NetWare cannot add informa­

tion to this file. 
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Network Packet Signing 

To protect your LAN from unauthorized stations trying to access the server, NetWare 3.12 comes 
with a feature known as Packet Signing. Essentially, this means that NetWare can be configured 
to check each packet it receives to ensure it is coming from a valid client. Any unauthorized pack­
ets received are discarded. There are two parts to configuring packet signing on your LAN-the 
server side and the workstation side. 

To configure packet signing on the file server, add the following command to the server's 
STARTUP.NCF file: 

SET NCP PACKET SIGNATURE OPTION = X 

Based on the syntax above, replace X with one of the following: 

o Do not perform packet signing 

1 Use packet signing if required by the client 

2 Use packet signing if the client can, but do not require packet signing from clients who 
do not support it 

3 Require packet signing for all communications 

To configure packet signing at the workstation, add the following command to the DOS RE­
QUESTER section of your NET.CFG file (refer to Chapter 4, "Installing Workstations," for further 
info on the NET.CFG file): 

SIGNATURE LEVEL = X 

Based on the syntax above, replace X with one of the following parameters: 

o Do not use packet signatures 

1 Use packet signatures when requested 

2 Use packet signatures if the server can sign packets 

3 Require packet signing 





Chapter 15 

File and Dir 


The previous chapter, "Additional Security Measures," showed various ways you could implement 
a secure environment for your servers and LAN. To further enhance the tasks shown previously, 
there are attributes that can be used for the files and directories on the server. Attributes are used 
to determine how a directory or file operates and what a user can and cannot do with them. 

In this chapter, we review the different file and directory attributes, and specifically: 

• What each of the attributes are 

• How to view what attributes are set 

• How to modify a file's or directory's attributes 

What Attributes Are Available 
In NetWare 3.12, there are several attributes used to determine what can actually be done with a 
directory or file. Using these attributes, you can tell NetWare if a file should be protected from 
updates-or even from deletion. 

Found within the following two headings, each of the attributes is shown and a brief description 
is provided for each one. The actual attributes available to you depend on whether you are work­
ing with a file or a directory. 

File Attributes 
File attributes tell NetWare how a file should and should not be used. Found in Table IS. 1, the 
different file attributes are discussed and a description is provided with each one along with its 
abbreviated form. 

Note 

NetWar ingorm iI~/S 
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Table 15.1 File attributes. 

Attribute Abbreviation 

ARCHIVE A 

COpy INHIBIT CI 

DELETE INHIBIT DI 

EXECUTE ONLY X 

HIDDEN H 

PURGE P 

READ AUDIT RA 

READ ONLY RO 

READ WRITE RW 

RENAME INHIBIT RI 

Description 

Determines whether or not a file has been changed and is 
usually used by backup software or certain copying com­
mands such as XCOPY. When you run a backup, most 
software examines the file's attributes, looking for the 
ARCHIVE bit. When found, the software knows the file has 
been changed since the last backup and then makes another 
backup and removes the bit. The ARCHIVE bit is not set again 
for the file until it is updated in some fashion. 

Restricts which files can be copied from the network. For 
example, you may want to flag licensed software stored on 
the file server with the COPY INHIBIT attribute. Note: THIS 
ATIRIBUTE ONLY WORKS FOR MACINTOSH USERS. 

Prevents users who have the ERASE or SUPERVISORY right 
from being able to delete a file. While this attribute prevents 
a file from being deleted, it still can be updated or changed. 

Restricts users from copying EXE or COM files. While this 
attribute prevents a user from copying a file with the DOS 
copying commands, the file can still be copied with NCOPY. 
Note: ONCE SET, THIS ATIRIBUTE CANNOT BE REMOVED 
AND YOU MAY ENCOUNTER PROBLEMS WHEN TRYING TO 
BACK UP THE FILE. 

Makes a file "invisible" to a user so it cannot be deleted, 
viewed in a directory listing, or copied. While this attribute 
prevents a file from appearing in the standard DOS DIR 
command, it does not stop NetWare's NDIR and FILER 
utilities from showing you the file. 

NetWare has a feature known as SALVAGE that can be used 
to recover a file that has just been deleted. By using the 
PURGE attribute, you are telling NetWare that, if this file is 
deleted, you do not want it to be available for recovery. 

This attribute is supposed to be used for auditing who reads a 
file but as of the time of writing, setting this attribute for a file 
does not do anything. 

Files flagged as READ ONLY can be viewed, copied, and 
executed but they cannot be deleted or edited. When the 
READ ONLY attribute is set, NetWare also sets the RENAME 
INHIBIT and DELETE INHIBIT attributes for the file(s) in 
question. 

The READ-WRITE attribute is the standard flagging that 
permits the user to alter, copy, or delete the file at their 
discretion (trustee rights permitting). 

Restricts a user from changing the name of a file no matter 
what their trustee rights are to the file. 
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Attribute Abbreviation 

SHAREABLE S 

SYSTEM SY 


TRANSACTIONAL T 


WRITE AUDIT WA 

Directory Attributes 

Description 

Makes files accessible to more than one user at a time. You 
should exercise some caution before setting this attribute on 
database files. Some database applications require that its 
files should not be flagged as being SHAREABLE as it handles 
the sharing of the file on its own. 

This attribute is used by the operating system for certain key 
files (such as the bindery files). 

Used in conjunction with NetWare's Transaction Tracking 
System to ensure any updates to a file are made in their 
entirety. Should a critical error occur before the update is 
completed, NetWare will backout any partial changes. For full 
use of this attribute, the application you are using must be 
"nSAWARE." 

This attribute is supposed to be used for auditing who writes 
to a file but as of the time of writing, setting this attribute for 
a file does not do anything. 

Directory attributes tell NetWare how a directory should and should not be used. Found in Table 
15.2, the different directory attributes are discussed and a description is provided with each one 
along with its abbreviated form. 

Note 

omeofthese 

Table 1 S.2 Directory attributes. 


Attribute Abbreviation 


DELETE INHIBIT DI 

HIDDEN H 

similar to tho~ ner in which they 

Description 

Prevents users who have the ERASE or SUPERVISORY right 

from being able to delete a directory. When this attribute is 

set for a directory, you still can delete files within the 

directory but you cannot remove the directory itself. 


Makes a directory "invisible" to a user. While this attribute 
prevents a directory from appearing in the standard DOS DIR 
command, it does not stop NetWare's NDIR and FILER 
utilities from showing you the file. Note: WHEN THE 
DIRECTORY IS FLAGGED AS HIDDEN, YOU CAN STILL MAP A 
DRIVE TO IT OR CHANGE DIRECTORIES TO IT IF YOU KNOW 
ITS FULL NAME. 

(continues) 
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Table 15.2 Continued. 

Attribute Abbreviation 

PURGE P 

RENAME INHIBIT RI 

SYSTEM SY 

Description 

NetWare has a feature known as SALVAGE that can be used 
to recover a file that has just been deleted. By using the 
PURGE attribute, you are telling NetWare that, if any files in 
the directory are deleted, you do NOT want them to be 
available for recovery. 

Restricts a user from changing the name of a directory no 
matter what their trustee rights are to the directory. 

This attribute can used by the operating system for directo­
ries used specifically by the operating system. 

Viewing and Modifying Attributes 

There are three NetWare utilities that can be used to view or modify the attributes of directories 
and files on the server-FLAG, FLAGDIR, and FILER. In the following sections, we discuss each of 
these utilities and how they can be used to their fullest. 

Changing and Viewing File Attributes from the Command Line 
The FLAG command is used to view or modify a file's attributes. To use the FLAG command, the 
syntax is: 

FLAG [path] [option] [+:.] [attribute(s)] [IC] 

Based on the syntax above, replace: 

path with the name and location of the file for which you want to change or view the 
attributes. 

option with ALL for all rights or N to flag the file as being "NORMAL." When flagging a file 
as NORMAL, you are removing all the current attributes and setting the file's attributes as 
READ-WRITE. 
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Note 

The + and - SignSOn~a~iJ'l¢t~when you want to add or deletl!'a~ibU~~1~tW'afile without 
disrupting the rest of theme's attributes. Adding the IC switch to. the e£)~c!y~rcommand tells 
NetWare to scroll contlnuousfy. When viewing or modifying the attribut~s f~r a large number of files, 
without the IC switch, NetWare pauses after every screen, asking you to presslmy key when ready. 

attributes with a listing of the attributes you want to add or remove. You must use the short 
form for the attribute (such as RW for READ-WRITE) and when adding or removing mul­
tiple attributes, each attribute can be separated by a space but a space is not required. The 
attributes that can be used, and their short form, are as follows: 

Attribute Short Form 

ARCHIVE A 

COPY INHIBIT CI 

DELETE INHIBIT DI 

EXECUTE ONLY X 

HIDDEN H 

PURGE P 

READ AUDIT RA 

READ ONLY RO 

READ-WRITE RW 

RENAME INHIBIT RI 

SHAREABLE S 

SYSTEM SY 

TRANSACTIONAL T 

WRITE AUDIT WA 

Tip 

Typing FLAG on its own shows you the attributes of each file stored in the current directory. 



248 Chapter 15-File and Directory Attributes 

EXAMPLE 1: To view the attributes for the file DePART.DAT, type the following from the com­
mand line: 

FLAG DePART.DAT 

EXAMPLE 2: To view the attributes of the files in the directory mapped to your Z: drive, type the 
following from the command line: 

FLAGZ: 

EXAMPLE 3: To change the attributes for the file ABC.EXE in the current directory to Read-Write 
and Shareable, type the following from the command line: 

FLAG ABC.EXE RWS 

EXAMPLE 4: To add the Shareable attribute to the file DATA.DTA without altering its current 
attributes, type the following from the command line: 

FLAG DATA.DTA + S 

EXAMPLE 5: To flag all files in the current directory and each subdirectory as READ-ONLY, type 
the following from the command line: 

FLAG *.* RO SUB 

EXAMPLE 6: To set all attributes for the file TEST.TXT that is stored in the DEVELOP directory off 
the root of the SYS volume, type the following from the command line: 

FLAG SYS:\DEVELOP\TEST.TXT ALL 

Tip 

Wildcards can be used with the FLAG command. For example, to flag all files with the extension EXE in the 

current directory as EXECUTE ONLY, type FLAG *.EXE X from the command line. 

Changing and Viewing Directory Attributes from the Command 
Line 
The FLAGDIR command is used to view or modify a directory's attributes. To use the FLAGDIR 
command, the syntax is: 

FLAGDIR [path] [attribute(s)] 

Based on the syntax above, replace: 
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path with the name and location of the directory for which you want to change or view the 

attributes. 

attributes with a listing of the attributes you want to add or remove. You either can use the 
short form for the attribute (for example, P is for PURGE) or the attribute's full name. The 
attributes that can be used, and their short form, are as follows: 

Attribute Short Form 

DELETE INHIBIT DI 

HIDDEN H 

PURGE P 

RENAME INHIBIT RI 

SYSTEM SY 

EXAMPLE 1: To view the attributes for your current directory, type the following from the com­
mand line: 

FLAGDIR 

EXAMPLE 2: To set the attributes for the directory EVALS to RENAME INHIBIT and HIDDEN, type 
the following from the command line: 

FLAGDIR EV ALS RI H 

EXAMPLE 3: To set the attributes for the directory DATA that is off the root directory of the SYS 
volume to DELETE INHIBIT, type the following from the command line: 

FLAGDIR SYS:\DATA DI 

Tip 

Wildcards can be used with the FLAGDIR command. For example, to change the attributes for each 

subdirectory that begins with USER to RENAME INHIBIT, type FLAG USER* Rio 

Working with the FILER Menu Utility, you can modify or view the attributes to a directory or a 
file by following the steps outlined in the following sections. 
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Modifying or Viewing the Current Directory's Attributes 
You can modify the attributes of the current directory by following these steps: 

1. 	 From the Available Topics main menu of FILER, select Current Directory Information. 

2. 	Next, you are presented with a screen detailing the Directory Information for the current 
directory. From this screen, select the option Directory Attributes where you are then 
shown a window of the attributes currently set for this directory, called Current Attributes. 

3. 	If you want to remove one or more attributes, highlight the desired attribute and press the 
Delete key; otherwise, you can press the Insert key to add additional attributes to the direc­
tory (see fig. 15.1). 

Fig. 15.1 Changing the attributes of the current directory using the FILER menu utility. 

Shortcut 

When adding or removing attributes, you can use the F5 key to mark multiple entries at once. 

Modifying or Viewing a File's Attributes 
To modify the attributes of a file, first make sure you are in the same directory as the file. You 
can do this either by using the DOS CD command or through FILER by using the Select Current 
Directory option from the main menu. Once in the appropriate directory, you can modify the 
attributes by following these steps: 

1. 	From the Available Topics main menu of fILER, select Directory Contents and then the file 
for which you want to modify the attributes. 

2. 	After selecting the file, you are presented with a window entitled File Options. From this 
window, by selecting View/Set File Information, you are then presented with another 
window with detailed information on this file. The first option, Attributes, shows you the 
attributes currently set for this file (see fig. 15.2). 
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Fig. 15.2 File information shown with the FILER menu utility. 

3. 	You can modify the file's current attributes by selecting the Attributes option and pressing 
the Insert key to select another attribute, or you can press the Delete key to remove one of 
the attributes already set. 

Modifying the Attributes of another Directory 
With FILER, you also can modify the attributes of a directory even when it is not your current 
directory. To do so, follow the steps outlined above but instead of selecting a file, however, select 
a subdirectory. 





Chapter 16 


Viewing, 

and Modi 


If you are a DOS user, you are familiar with the basic COPY or XCOPY commands. While these 
utilities are fine for your workstations, NetWare is a bit more complex than DOS. With all of the 
different attributes and security settings, NetWare includes several utilities that help you manage 
your file and directory structures while maintaining the NetWare attributes. Unlike the NetWare 
utilities, the standard DOS commands are not "NetWare aware." For example, the DOS COPY has 
no idea what a server or a volume is. 

In this section, we discuss the different utilities included with NetWare for file and directory 
management and specifically: 

• Using the NDIR command-line utility for listing files and directories 

• Copying files and directories with NCOPY 

• Reviewing directory structures 

• Renaming directories 

• Setting search patterns for executables 

• Using the FILER file management utility 

Directory and File Listings from the 
Command Line 
The NDIR command is a powerful tool provided with NetWare. It enables you to view any direc­
tory on the server (rights permitting) for different files or subdirectories of your choosing. Using 
one of the many options provided with this command, you can retrieve entire directory listings 



254 Chapter 16-Viewing, Copying, Deleting, and Modifying 

or you can narrow your search down to one or two files with certain characteristics. To use the 
NDIR command, follow this syntax: 

NDIR [path} [Ioption(s)} 

Based on the preceding syntax, replace: 

path with the name of the directory you want to examine or the file for which you want to 
search. 

/option(s)_ with one or more of the options that are discussed in the following sections. 

NDIR Formatting Options 
NDIR provides you with several formatting options that determine how NDIR provides its infor­
mation to you. Found in Table 16.1, a listing of each of the options is shown along with a de­
scription of each. 

Table 16.1 Formatting options you can use with NDIR. 

Option Description 

/DATES Show last archived, last accessed, and created dates. 

/LONG Show long machine name of file (such as OS/2, MAC). 

/MAC Show MAC file and directory names (a maximum of 31 characters). 

/RIGHTS Show effective and inherited rights for directories and files. 

EXAMPLE: To search the current directory for all files and display the date the files were created, 
the last date they were archived, and the last date they were accessed, type the following from the 
command line: 

NDIR/DATES 

NDIR Sorting Options 
To organize the information provided by NDIR, there are several options you can use to deter­
mine how the information should be sorted (see Table 16.2). When used as shown, these options 
sort the output in numeric or alphabetical order (depending on whether the data is alpha or 
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numeric). You can tell NDIR to provide the information in reverse order by preceding one of the 

options in Table 16.2 with a fREY switch. 

Table 16.2 Sorting options you can use with NDIR. 


Option Description 


/SORT ACcess Sort by last accessed date. 


/SORT ARchive Sort by last archived date. 


/SORT CReate Sort by creation date. 


/SORT OWner Sort by owner name. 


/SORT UPdate Sort by last modified date. 


/SORT Size Sort by size. 


EXAMPLE 1: To search the directory mapped to the G: drive for all files and have output sorted in 
alphabetical order based on the file owner's name, type the following from the command line: 

NDIR G: fSORT OW 

EXAMPLE 2: To search the current directory for all files and sort the output from the largest to 
smallest sized file, type the following from the command line: 

NDIR fREY /SORT SI 

NDIR Attribute Options 
Using NDIR, you can search for files with specific attributes by using one or more of the options 
shown in Table 16.3. You also can search for files that do not have one of the attributes set by 
preceding the appropriate option with a fNOT switch. For detailed information on each of the 
different attributes, please refer to Chapter IS, "File And Directory Attributes." 

Table 16.3 Attribute options you can use with NDIR. 


Option Description 


/A Show files with Archive attribute. 


Show files with Copy Inhibit attribute. 


/DI Show files with Delete Inhibit attribute. 


(continues) 

/CI 
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Table 16.3 Continued. 

Option Description 

IH Show files with Hidden attribute. 

II Show indexed files. 

IP Show files with Purge attribute. 

IRA Show files with Read-Audit attribute. 

IRI Show files with Rename Inhibit attribute. 

IRO Show files with Read-Only attribute. 

IS Show files with Shareable attribute. 

ISY Show files with System attribute. 

IT Show files with Transactional attribute. 

/WA Show files with Write Audit attribute. 

IX Show files with Execute-Only attribute. 

EXAMPLE 1: To search the directory DEVELOP off the root directory of the SYS: volume for all 
files that have the Read-Only attribute, type the following from the command line: 

NDIR SYS:\DEVELOP /RO 

EXAMPLE 2: To search the directory mapped to the S: drive for all files that do not have the Purge 
attribute set, type the following from the command line: 

NDIR P: /NOT /P 

Qualifiers that Can Be Used with NDIR 
The final method you can use to narrow down your search with the NDIR command is to use one 
of the qualifiers shown in Table 16.4. In this table, each of the available qualifiers is shown along 
with the variables that they can be used with. With each of these qualifiers and variables, you 
either can use the entire word or just the letters shown in bold text (for example, Greater than 
or GR). You also can search for files or directories for the opposite of the qualifiers shown by 
inserting a /NOT after the variable. For your reference, each of the variables are described below: 

Owner: The owner is the person that created the directory or file. 

Size: The size of the directory or file in bytes. 

Updated: The last date the file was updated. 
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Created: The date the directory or file was first created. 


Accessed: The date the file was last accessed. 


Archived: The last time the file was backed up, or the last time the archive bit was removed. 


Note 

When searchiogfur a qualifier whose value is a date, the date should be entered as MM-DD-VY (as in NDIR / 

Archived. ~~. to .1'z-Jl-9J). 

Table 16.4 Qualifiers you can use with NDIR and the associated variables. 


Qualifiers Variables 


EQual to OWner, Size, UPdated, CReated, ACcessed, ARchived 


GReater than Size 


LEss than Size 


BEFore UPdated, CReated, ACcessed, ARchived 


AFTer UPdated, CReated, ACcessed, ARchived 


In addition to the qualifiers shown previously that can be used, there are three other restrictions 
that can be added to your NDIR command. They are used on their own and are shown as follows: 

Option Description 

IFO Displays files only. 


IDO Displays directories only. 


ISUB Displays current directory's subdirectories and all subsequent subdirectories. 


EXAMPLE 1: To view a listing of all files in the current directory that are owned by the user 
MICHV ANDE, type the following from the command line: 

NDIR jOWNER EQUAL TO MICHVANDE 

EXAMPLE 2: To view a listing of the files in the G: drive that are 2,000 bytes or more, type the 
following from the command line: 

NDIR G: JSI GR 2000 
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EXAMPLE 3: To search the DATA directory off the root of the SYS: volume for all files that were 
not updated after February 6, 1994, type the following from the command line: 

NDIR SYS:\DATA IUP NOT AFf 02-06-94 

EXAMPLE 4: To look for the file ABC.TXT in the current directory tree, type the following from 
the command line: 

NDIRABC.TXT ISUB 

Tip 

Wild cards can be used with the NDIR command. For example, to search for all files in the current directory 

with the first three letters ABC, type NDIR ABC*.*. 

Using NDIR with Multiple Options 
As you have seen so far, NDIR can be a very powerful tool when searching for files or directories 
on the server. To enhance each of these options further, NDIR also supports multiple options on 
the same command line. The only thing you must remember when using multiple options is that 
a forward slash must precede the first element within the option listing. Following are two ex­
amples to get you on your way to using NDIR to its fullest potential: 

EXAMPLE 1: To scan the current directory for all files that begin with the letter A, that are owned 
by the user ALEE, and are flagged as Read-Only, type the following from the command line: 

NDIR A* lOW EQ ALEE IRO 

EXAMPLE 2: To scan the current directory and all subdirectories for files owned by JDOE that 
were created after January I, 1994 and greater than 10,000 bytes in size, type the following from 
the command line: 

NDIR *.* lOW EQJDOE ICR GR 01-01-94 lSI GR 10,000 

Using LISTDIR to View Directory Tree 
Information 
The LISTDIR command is used to examine directories and subdirectories for the following 
criteria: 

• Viewing the directory structure 

• Viewing the creation dates for each subdirectory 
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• Viewing the IRM for each subdirectory 

• Viewing the effective rights for each subdirectory 

To use the LISTDIR command, follow this syntax: 

LISTDIR [path] [Ioption(s)] 

Based on the preceding syntax, replace: 

path with the name of the directory or the path to the subdirectory, directory, or volume 

you want to examine. 


/option(s) with one or more of the abbreviations for the options found in Table 16.5. 


Table 16.5 Options that can be used with the LlSTDIR command. 

Option Abbreviation Description 

All A Combines all the other options into one output. 

Date D Views the creation date and time of the subdirectory(s). This 
option is the same as Time. 

Effective Rights E Views your effective rights to the subdirectory(s). 

Inherited Rights Views the Inherited Rights Mask for the subdirectory(s). This 
option is the same as Rights. 

Rights R Views the Inherited Rights Mask for the subdirectory(s). This 
option is the same as Inherited Rights. 

Subdirectories S Views the directory's subdirectories and all subsequent 
subdirectories. 

Time T Views the creation date and time of the subdirectory(s). This 
option is the same as Date. 

EXAMPLE 1: To view a listing of all subdirectories of the current directory, type the following 
from the command line: 

LISTDIR 
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EXAMPLE 2: To view your effective rights to all subdirectories of the current directory and their 
creation dates, type the following from the command line: 

LISTDIR IE ID 

EXAMPLE 3: To view the entire directory tree beneath your current directory, type the following 
from the command line: 

LISTDIR IS 

EXAMPLE 4: To view a listing of the subdirectories of the directory mapped to the K: drive and 
the Inherited Rights Mask of each, type the following from the command line: 

LISTDIR K: IS IR 

Tip 

Wild cards can be used with the LlSTDIR command. For example, to view a listing of directories and their 

subdirectories that begin with the letters AB, type LlSTDIR AB* IS. 

Copying Directories and Files from the 
Command Line 
The NCOPY command-line utility is provided with NetWare to enable you to copy one or more 
files or directories. While there are a couple of DOS commands (such as COpy and XCOPy) that 
also let you copy one or more files at a time, NCOPY has the following advantages over these 
commands: 

• 	 NeOPY maintains the NetWare file attributes 

• 	 NCOPY copies sparse files 

• 	 NCOPY is faster than the DOS commands as it communicates with the server's operating 
system in a more efficient manner 

To use the NCOPY command, follow this syntax: 

NCOPY [path1jfilename1 [path2jlfilename2j lloption(s)j 

Based on the syntax above, replace: 

pathl with the full directory path of the file(s) you want to copy. 

filenamel with the name of the file(s) you want to copy. 
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path2 with the name of the directory, or the path to the subdirectory, directory, or volume 

to which you want to copy the file. 


filename2 with the new file name if you are renaming the file(s) when you copy. 


loption(s) with one or more of the abbreviations for the options found in Table 16.6. 


Table 16.6 Options that can be used with the NCOPY command. 

Option Abbreviation Description 

Archive A Copies files that have the archive bit set. The archive bit 
on the source file is not to be removed. 

Clear Archive Bit M Copies files that have the archive bit set. NCOPY 
removes the bit from the source file after copying. 

Copy C Copies files without preserving the NetWare attributes 
or name space information. Also known as a "DOS 
Copy." 

Empty Subdirectories E Copies empty subdirectories. Only valid when used in 
conjunction with the Subdirectories option. 

Force Sparse Files F Forces NCOPY to copy sparse files. 

Inform Notifies you when a file's attributes or name space 
information cannot be copied because the destination 
does not support them (such as trying to copy a 
Macintosh file to a volume that does not support 
Macintosh name spaces). 

Subdirectories S Copies all subdirectories of the current directory. 

Verify V Verifies that the file was copied properly. 

Note 

EXAMPLE 1: To copy the file NETWARE.DRV in the current directory to the directory mapped to 
the H: drive, type the following from the command line: 

NCOPY NETWARE.DRV H: 

EXAMPLE 2: To copy all files in the current directory, and its subdirectories, to the directory 
WRITING off the root directory of the SYS: volume, type the following from the command line: 

NCOPY *.* SYS:\WRITING IS IE 
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EXAMPLE 3: To copy the file ALEE.DOC on the G: drive to the I: drive and verify that it was 
copied properly, type the following from the command line: 

NCOPY G:ALEE.DOC I: IV 

Tip 

NCOPY supports wild cards. For example, to copy all files that begin with the letter S in the current directory 
to the U: drive, type NCOPY S*.* U:. 

Renaming Directories from the Command Line 

The RENDIR command is provided with NetWare to enable you to easily rename a directory. To 
use the RENDIR command, use the following syntax: 

RENDIR [path] [new_name] 

Based on the preceding syntax, replace: 

path with the name of the directory or the path to the subdirectory, directory, or volume 
you want to rename. 

new_name with the new name of the directory. 

EXAMPLE 1: To rename the directory TEST that is a subdirectory of your current directory to 
PROD, type the following from the command line: 

RENDIR TEST PROD 

EXAMPLE 2: To rename the directory APPS that is a directory off the root of the SYS: volume to 
APPLIC, type the following from the command line: 

RENDIR SYS:\APPS APPLIC 
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Changing File Search Patterns 
Some programs require other programs or data files to operate. Depending on how these pro­
grams are written, they may look for the necessary files within a specific volume or directory. A 
perfect example of such a program is NetWare's CAPTURE utility. By default, CAPTURE looks for 
print job information, stored in the PRINTCON.DAT file, in a user's personal mail directory. 

By using the SMODE utility, you can override the standard searching method of the program by 
setting a "search mode" for the EXE or COM program. By doing so, you are actually changing 
where the program will look for its supplementary files. You can use SMODE by following this 
syntax: 

SMODE [path] [mode_option] 

Based on the preceding syntax, replace: 

path with the name of the file or the full path to the file, including the file name, for which 
you want to view or change the search mode. 

mode_option with one of the search mode options shown within Table 16.7. 

Table 16.7 Search mode options. 

Mode Description 

o Use the mode specified within the workstation NET.CFG file. Refer to Chapter 4, 
"Installing Workstations," for further information on the NET.CFG file. 

If the program is designed to search a specific directory, it should search only that 
directory; otherwise, it scans the default directory and then each of the search drives. 

2 The program should only search the default directory. 

3 If the program is designed to search a specific directory, it should search only that 
directory; otherwise, if the program opens the data file as Read-Only, it scans the default 
directory and then each of the search drives. 

(continues) 
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Table 16.7 Continued. 

Mode Description 

4 Mode number not used. 

5 The program should search the default directory and then all search drives regardless of 
the location specified within the program. 

6 Mode number not used. 

7 If the program opens the data file as Read-Only, it should scan the default directory and 
then each of the search drives. 

Tip 

You can view the search mode of all files in the current directory by typing SMODE, to another directory by 

typing SMODE directory without a search mode number, or a file by typing SMODE filename without a 

search mode number. 

EXAMPLE 1: To change the search mode for the file CAPTURE.EXE in the current directory to 5, 
type the following from the command line: 

SMODE CAPTURE..EXE 5 

EXAMPLE 2: To change the search mode of the file VIEW.EXE in the DATA directory off the root 
of the SYS: volume to 7, type the following from the command line: 

SMODE SYS:\DATA\ VIEW.EXE 7 

EXAMPLE 3: To view the search mode of all files in the current directory, type the following from 
the command line: 

SMODE 

Tip 

Wild cards can be used with the SMODE command. For example, to change the search mode for all files in 

the current directory that begin with the letter A to 2, type SMODE A*.* 2. 
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FILER-NetWare's Most Complete File 
Management Utility 
If you have been reading through the entire book so far, you already know that FILER is the key 
file management utility for NetWare 3.X. Using FILER, you can take complete control of your 
NetWare server's files and directories all through the convenient menu interface. In this section, 
we explore many of the options available to you with FILER and how you can manage your data 
with FILER. 

Establishing FILER Settings 
When you first start the FILER menu utility, there are several assumptions it makes regarding the 
types of files it looks for and how it handles some of your requests. In most cases, these default 
settings are just fine, but you may want to make a few adjustments depending on what you are 
doing. For instance, if you are looking for a specific file, you may want to tell FILER about a cer­
tain search pattern. 

You can make any needed adjustments by selecting Set Filer Options from the Available Topics 
main menu of FILER. After making your selection, you are presented with a window like the one 
shown in Figure 16.1. From this screen, you can make any changes necessary. For your conve­
nience, each of these options is described as follows: 

Fig. 16.1 FILER options settings used to customize your current FILER session. 

Confirm Deletions: When deleting more than one file at once, FILER only asks you to con­
firm the first file deletion. If you want to be prompted before deleting each file, change this 
option to Yes. 

Confirm File Copies: If you are copying multiple files, set this option to Yes if you want FILER 
to prompt you to confirm the copying before each file. 
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Confirm File Overwrites: By default, if you are copying one file over another, FILER prompts 
you to confirm that you want to overwrite the current file. If you do not want to be 
prompted, change this option to No. 

Notify Extended Attributes!Long Name Lost: When copying files that have extended attributes 
(such as OS/2 and MAC files), the attributes and long names may be lost. By default, FILER 
does not notify you for every file whose attributes are lost. If you want to be notified, 
change this option to Yes. This option works in conjunction with the Preserve File At­
tributes option. 

Preserve File Attributes: When copying files that have extended attributes (such as OS/2 and 
MAC files), by default, FILER preserves the extended attributes and long names of the files. 
If you do not want these attributes preserved, change this option to No. 

Exclude Directory Patterns: With this option, you can tell FILER what types of directories you 
do not want FILER to show you. By selecting this option, you are presented with a window 
of the current patterns that are excluded. A new search pattern can be added by pressing the 
Insert key and entering the pattern in the window provided. Wild cards can be used with 
this pattern (for example, to exclude all directories that begin with a P, enter the pattern 
P*). 

Include Directory Patterns: By default, FILER shows you all directories on the server (rights 
permitting). If you want to narrow your search, you can tell FILER which files you want to 
see by selecting this option. Once selected, a window appears, showing you the current 
pattern that is shown, which is * (all directories by default). You can add a new search pat­
tern by pressing the Insert key and entering your pattern in the window provided. (To view 
only the directories that begin with the letters AB, enter the pattern AB*.) 

Exclude File Patterns: Same as Exclude Directory Patterns option except this option is used 
for files. 

Include File Patterns: Same as Include Directory Patterns option except this option is used 
for files. 

File Search Attributes: By default, FILER does not display any files that are flagged with the 
Hidden or System attributes. To view files with these flaggings, you must select this option 
and then press the Insert key when presented with the Search File Attributes window. After 
pressing Insert, you are presented with an additional window showing the Hidden and 
System attribute. By selecting these options and adding them to the Search File Attributes 
window, FILER shows the files in question. 

Directory Search Attributes: Same as File Search Attributes except this option pertains to 
directories. 
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Managing a Single Directory or File 
There are several management tasks you can perform using the FILER utility. Before you can work 
with a single directory or file, you must first select Directory Contents from the Available Topics 
main menu of FILER. After selecting this option, FILER presents you with a listing of the files and 
directories contained within the current directory (see fig. 16.2). 

Fig. 16.2 FILER directory contents screen. 

Tip 

If the file or directory is not in your current directory, you can change your current directory within FILER by 

selecting the Select Current Directory option from the main menu, by pressing F2 from within the Directory 

Contents window, or by selecting Parent or Root from the Directory Contents window. 

After skimming through the Directory Contents window and placing your cursor on the desired 
directory or file, there are several options available to you as shown in the following sections. 

Deleting a Directory or File 
To delete a directory or file, highlight it and press the Delete key. If you are deleting a file, when 
asked, confirm that you want to delete the file. But, if you are deleting a directory, FILER presents 
you with a window entitled Delete Subdirectory Options that contains two options-Delete En­
tire Subdirectory Structure and Delete Subdirectory's Files Only. If you want to delete the entire 
directory structure, including the files stored within each subdirectory, select the first option; 
otherwise, choose the latter. When asked, confirm that you want FILER to proceed with the dele­
tion. 

Renaming a Directory or File 
To rename a directory or file, highlight it and press the F3 key. When asked, enter the new name 
for the object. 



268 Chapter 16-Viewing, Copying, Deleting, and Modifying 

Copying a Directory or File 
To copy a file, highlight it and press the Enter key. Next, you are presented with the File Options 
window. From this screen, select the first option, Copy File, and enter the location to which you 
want to copy the file into the Destination Directory window that is presented next. After entering 
the location, FILER asks you for the Destination File Name (see fig. 16.3). By default, it wants to 
copy the file to the new location with the same name, but, if you want to change the name of the 
copied file, enter the new name in the window provided. 

Fig. 16.3 Copying a file with the FILER menu utility. 

If you want to copy a directory, highlight the directory name and press the Enter key. FILER then 
presents you with a new window entitled Subdirectory Options. From this screen, there are two 
options that you can use to copy the directory-Copy Subdirectory's Files and Copy Subdirec­
tory's Structure. The first option only copies the files within the selected directory while the latter 
makes an exact copy of the directory including any subdirectories it may contain. Regardless of 
the option you choose, enter the location to which you want to copy in the Copy Directory To: 
window. 

Moving a Directory or File 
To move a file, highlight it and press the Enter key. Next, you are presented with the File Options 
window. From this screen, select the second option, Move File, and enter the location to which 
you want to move the file into the Destination Directory window that is presented next. After 
entering the location, FILER asks you for the Destination File Name. By default, it wants to move 
the file to the new location with the same name, but, if you want to change the name of the 
moved file, enter the new name in the window provided. 

If you want to move a directory, highlight the directory name and press Enter. Next, from the 
window of Subdirectory Options, select Move Subdirectory's Structure. At this point, FILER asks 
you for the Destination Directory to which you want to move the selected directory. After enter­
ing the location, FILER asks one last question, New Name. If you want to maintain the same 
name for the directory, press Enter; otherwise, you can enter a new name for the directory. 
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When you move a directory or file, you are removing it from the source location. 

Viewing a File 
To view a file, highlight it and press the Enter key. Next, you are presented with the File Options 
window. From this screen, select the View File option, and a new window appears, showing you 
the contents of the selected file. 

Viewing/Changing Additional Information Maintained for Directories and Files 
To view some of the additional information NetWare maintains for a directory or file, highlight 
the object and press the Enter key. From the options screen that appears next, select View/Set File 
Information (for files) or View/Set Directory Information (for directories) (see fig. 16.4), and a 
new window appears, showing you the information NetWare maintains. On this screen, there are 
several options pertaining to the selected file or directory, each of which is explained in the fol­
lowing list: 

Fig. 16.4 Directory information window shown in FILER. 

The available options for files are: 

Attributes: This option shows you the different file attributes for the selected file. By select­
ing this option, you can remove any of these attributes or add new ones. 

Owner: This option shows you the name of the ID that owns the selected file. To change the 
file's owner, select this option and then select an ID from the Known Users window. 

Inherited Rights Mask: This option shows you the Inherited Rights Mask for the selected file. 
You can modify this field by selecting it and making the desired changes from the Inherited 
Rights window. 

Trustees: By selecting this option, you can view all the trustees that have been directly 
assigned rights to the selected file. 
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Current Effective Rights: For viewing purposes only, this field shows you your effective rights 
to the selected file. 

Owning Name Space: This option shows the type of name space this file uses; it is for viewing 
only. 

File Size: This option shows the size of the file and is for viewing only. 

EA Size: When the selected file uses Extended Attributes (as in OS/2 and MAC files), this 

option shows you how much space is used to maintain the extended attributes of the file. 
This option is for viewing only. 

Short Name: This option shows you the Short Name (the DOS name) of the file. This option 
is for viewing only. 

Long Name: This option is only available when a file that supports extended length names 
(such as Macintosh files) has been selected. When shown, you can select this option to view 
the full name of the file. This option is for viewing only. 

Creation Date: This option gives the date the file was first created or copied into the direc­

tory. You can change the creation date by selecting this option and entering a new date. 

Last Accessed Date: This option shows you the last day the file was viewed, edited, or ex­
ecuted. You can change the last accessed date by selecting this option and entering a new 
date. 

Last Archived Date: The last archived date shows you the date the file was last backed up and 
is for viewing only. 

Last Modified Date: The last modified date shows you the last time this file was changed in 
any way. You can change the date by selecting the option and entering a new date. 

When a directory was selected, there will not be as many options available to you, but the ones 

that are shown (refer to fig. 16.4) operate in the same fashion as those explained previously for 
files. 

Viewing Directory or File Trustees 
You can view the trustees of a directory or file by selecting the object and pressing Enter. From 
the next window of options, select Who Has Rights Here, and a new window appears, showing 
the trustees. For detailed information on Trustees, refer to Chapter 13, "Trustee Assignments and 

Rights." 

Managing Multiple Directories and Flies 
Instead of working with a single directory or file at a time, FILER enables you to work with two or 
more within a given directory. Before you can proceed, you must first tell FILER which directories 
or files you want to work with. From the Directory Contents window, there are two methods for 
selecting multiple objects: 
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• 	 You can tag several objects by highlighting each one that you want to work with and press­
ing the FS key. 

• 	 By pressing the F6 key, you can tell FILER to tag all directories or files that conform to a 
certain pattern. For example, to tag all files with the extension TXT, press the F6 key and 
when presented with the Mark Pattern window, enter *.TXT. 

Tip 

If you tagged multiple objects, you can use the F7 key if you want to untag all of them, or you can use the F8 

key to untag certain objects based on a certain pattem. 

After you have tagged all the directories or files with which you want to work, you can perform 
any of the tasks shown in the following sections. 

Deleting Multiple Directories and Files 
After tagging the directories or files, you can delete all of them at once by pressing the Delete key. 
When asked, confirm that you want FILER to proceed with the deletion. 

Renaming Multiple Files 
After tagging the files, you can rename several of them at once by pressing the F3 key. Once you 
have pressed F3, FILER asks you to enter the Original Name Pattern and then the Rename Pattern. 
For example, if you tagged multiple files and want to rename all files with the extension TXT to 
the extension OLD, you would press F3, then enter *.TXT when asked for the Original Name 
Pattern and *.OLD when asked for the Rename Pattern. 

Note 

e irecto· ceo 

Copying Multiple Directories and Flies 
After tagging multiple directories or files, you can copy them all at once by pressing the Enter 
key and then selecting Copy Marked Files (for files) or Copy Subdirectory's Files or Copy 
Subdirectory's Structure (for directories) from the Multiple Operations window. When asked, 
enter the path to the location to which you want to copy the directories or files. 
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Changing/Vlewing Additional Information Maintained for the Directories or Flies 
NetWare maintains a wide variety of information for a directory or file such as the file's at­
tributes, creation date, last accessed date, and owner. To make changes to any additional informa­
tion maintained for the tagged directories and files, you can press the Enter key and select the 
appropriate option from the listing of Multiple File Operations (see fig. 16.5) or Multiple 
Subdirectory Operations (see fig. 16.6). 

Fig. 16.5 Muliple operations menu presented after selecting multiple files. 

Fig. 16.6 Muliple operations menu presented after selecting multiple directories. 

Updating Workstation Files 
One of the most difficult tasks of managing a LAN is controlling the files stored on the worksta­
tions' hard drives. With periodic updates to workstation drivers and other locally stored utilities, 
keeping each workstation up to the most current version can be a job all in itself. 

To help you in this task, NetWare comes equipped with a program called WSUPDATE. Using 
WSUPDATE, you can update any of the programs stored on your LAN's workstations. 

When NetWare is first installed, WSUPDATE is placed in the SYSTEM directory. Because users do 
not have access to this directory, before you can use WSUPDATE, you must first place it in a 




