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NORWEGIAN ﬁﬁﬁwﬂﬁzmm

Three different types of Norwegian payphones. Node the strange positioning of the

numbers on the keypad. The mobile payphone was spotted on a toor bus,
FMhatas by JR of New York

L SEND YOUR PAYEHONE FHOTOS TO: 21
MIDDLE ISLANT, N} K,
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Hackers in a World of Malls

SECRET SERVICE BEHIND HARASSMENT OF 2600 MELTING

It just hasn™t been & goed wear Tar el

First shere was t iacident s June a3 4
hacker gatherzng oo 50 Lowis  ralled
Sorumescon. Ml copsan the Medhavst Flaea
oo e hackens they wenen't allawed 1o wear
basctall caps backwends. The hackers, in their
mnocent nzivete, qoestionsd acthorily.

[1 happened spzin, chis time at the Fenlagon
Ciy Mall daring the Mowenaher deh Washingon
Tl 2400 pnearing. But cloghing wasn 1 che issoe
in this ancidenr, Iesgead, the wall podics Sidn'
like ke hackers” wery vaislenei. (e 506 1
ik

11 #1acted like mes! cither 2658 mdaisigs -
people gather at tables imoa food ot amd sladd
lalking Lo each other. Kemarkably similar o
whal real people do. But these wene oo oolicrrsy
people. These were hackers and the mall vops
had plans Cor theme

Eyewitness Soooime

YA about Fo0F someone moticid Meav puole
o e preend slory faking pérhures ..um_" zhe s
Witk a caeera, Moer of the semibers raw the
e Pl Wl awdy wach A casers e Aged
and wi rearned fockicg arceed far more people.
JOme hacker) moded ther Re dida'r ithe MRe gonr
rignding ap ok te fed perch” ow dRe second
feved oo thar they lacEed Nie fedy o AT albosed
F:30 . a moll secarrly puard shoysed e and
tald me fe 1t dewn Becowir Jowar o be
clekafned [or gquestinnieg oF sore ST ke zhai
vt aad maed, Now' aboer eigh? garrdy
were fhese purvoeediag fe rreag, e paard
agrproacked the growp ons seid that Be saw
Fomsane wink @ Csiwad gux’ of rome rorr ond
wionld [te ro rearch 22 porsor's baeg.. The
rrus gun ureed our o be g Whirper 20640
{iteadng devee. Alra the pucrd dook porscrEion
o kcker' ) baadeattn and agked what B
rewcded phem for @ad ra on Ar Sy podar the
gosare! asdecd for II0's frome cveryeae. Mosr ald
pecple refioed fo pomply werh zac ander, A1 i
time the puard colied i o My Separcher gnd
rheir bosy paof on e oo and sl that ke wos
pariegp dawe fe see whet he kel i poing on”
wirk wi. Afout neo minuder aler @ genfleman in
a sudr arrived. Apporenily e was the Bost and
e gedered e guards o gel Vs,

“The puardr wred vory coercive frcges e
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alaie ITFs feam rhreatening to ool peoples
narenie b calling the Ariingran Couniy poiice
and koving Mhem foree wr e pradice T Thew
ol Sy fram magt pengde, Bud rome sl
....n”_..__..q.mn. a _nq."...h.._.nd.. Ix'e, At s rime a N.“.-u_-n._
CEproceicd Guather prrven of My duening and
aeted 1 search Arr Bag doc Thie perion gaee
carrest 4 searck tke bog and the puard
dippavpied @ (legal) erediv cord variToeiion
rudedae, AT Thid sewaz he puardy radioed in o
cail ke Arfiagroe Cowacy Falice, Ahout 10
mesaled dated the punledd darraied, demanaded and
ol M Jevm Ine rémaineng holfouti gl the
mall gerahngy .u.h__u_n...,.. wEOIE Jonn all pernddag
wreremaios froe felenRoss numbers To social
sEcacily aumberr Yo ogote of birthy and
agdrereey

“The grards @f ®o fime disciorved whar
would be done with The faformatind and
Fgpousded TAA7 O way “eing o wour hagidecs’
wibgx [ inguirpd gfot a3, Wara ! deied aduaur
e gl searches thay were condurneg they
rrgaed Mar they wore WAL el rights becawee
i way privaoe prageriy and Yoy coanid do
“wiateeer wo wanr, end yon i play By e nvlo-
ar we'll arresd you” Arresl me for what f
kaver't @ cive. T arked why dhey seired 1hre
paners and efecironic mpdpmend from e fage
ancd Chey poead fhaat a2 wusx "evaderrw” wad ool
by retvieved whes They wianl as Lo gal it A
wiredesr Melepkonr bug war seired fros My
perist... I told thew thar it war o wircless
interpam reediinanad for 4 phose, Wher tlay
said tAar they would keep ir 2adil Masday [
prosred the freue Thag diey woere nof eatitled o
i7 e T wrneld gk 52 nowe wilether tey fited 2
of Aar, AT S5 T The piy dd ke sua? faid,
‘Bring a2 Aere axd fed e ook ad in' fa fis
_.....um_.._wq. eleciromcs wisgoen Thef ovartaded 2haz
17 Wikt b 0 o e o kv i

“fhyring e polire episece o ratier Lisgre
crowd Rad gathered in tke mall, inciuding
reveral prople wha stker heckerr ideniiTed ox
Secred Fervice agenis. I consal comfire ihis
Boever, Morr of ke kackers who armved e
wire Aol @lfawed iara ke srene bur many
abqerved e officers witd comerar agd same
Bad pagdr folm foben ond webe fndied in 0 vy
_..._.,..__._..45..__.:q riienpr B T mall paps .
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What [t Was Al Abul

The aclivos < the mall palice sdre
warageous in lhe ey ul srea, Coasleaeeatisn
wiz swilt and plesfiiul. But of this wers simply
areoeher enlcy moa li=t of u_u:ﬂm.r._ thir A that mal
zons have done, i1 wis 11 really hive much
significance. And, a3 nany of 95 alpsdy know,
this was inderd & moe) sepnidiGant e

Arighl and early cn Mooday, Xovembaer 5,
Seeck Mesis, 2 reporer for Canrmunicalicas
Loy, calbed the mall police 2nd spoke with Al
Johnson, dipector of Sceunty for rthe Pentagon
Ciry Mall They had tbe fullamg convasetion:

Meeks: ' (e fo oxk you @ few quesnon
ahaul @ dAckseal where Fome of paur meehiy
pacrdy braite up a mestisg of seme Rackery ox
Fraday (&av. 81

Toknsoa: They Brake up reme meciing of
e Tt

Mecke: ¥as.

Joknpons ! don't ddcw aboar breakisg asy
merbag ur Wha, fierr of alf Feas’t palk ta vou
of Mhe pliswe, iF pow want de cowe i, T don'l
Bt 5o che mrees o ma phane,

Milee: 2040

Johnron: Ahk _ mgbe your oaphie ol the
Reerer Service, they're handling tEis wholr
thing. We, we were jurl e,

Meeker The Secrer Sevvere was pat of i ?

Jobnrear Well, FRI, Seceer SErvire.
cremtoehy wi Rere, A FOU R AT waar o call
rhair rffare aend a2t ro Mes. There's sad much §
con Fesadly Telid boa Mo,

Mok 5

Jokmsem: Qur fnvalvamenl wIr minimas,
U kR, Mizimai.

Meecks: I see. B vaur folks were colisg

Fohuron: We didn's break ometiing.., [ wr
cida'r.. a5 far as ieew, well T eas’? say mwack
of e phone, Bwd §.owali, ramebedy's awiaily
paraceid appereaty. Weere's woo per ihis
_...w..... Frld 2t ._..q o

Meeks: s, from compater bulleiin
Eumrrds

Tohaion: Bulienix boarsds?

Meekis Fep,

Jahasoen: When gl you gped a0

Meekss ¥ par it ak, Swncloy migkrn,

Johmsoa: Swnckay nopki?

Moeakr: Yep.

Fohasen: frosald fruphf A veak. you getla
rail rie FOS and the Secrer Service, There's m

Winter 1092-03

et ke F e Ao for vaur Ao,

Meakes Gk Al T comr doren Therr ntild
vini 2k da e dawen there?

Jofreows Moo T oee'! fald fa o 6t afl. Facr
ir. there’y nolkisg o iadle abour Our
involvesan! in onyrkiag wes minmal, fdoe'r
kecw where $RIF infovemeiion come from og far
@5 dailedin boards. asd Breching reetipd up
e b e

Mewks: Waeill, rhe Arlingtan police were
el Thave 2oer, T ewran Uve sadbed 2o severa! of
the By thai were invemived,

Jokreeows Db,

Meeks: They raid, 1kal ok, memice sy af
vonr, of e sl secwrnty forces, @R, o secwrily
roafl, searched ks, confiroanad rome maferio!
et 2l T glvee i Back. Dhd @y o 80T kappen?

Totmeon: Fade § sald, Mot mor, I'sl asf able
v Lk o g war kave a podicy cher we doa'r
sl v e prera bl aayrdiag Sk cher For
can ool e Seoret Serviee, ool e P8I rhey'ne
the aner fhed rameochied teis whole thiag, oad
oA kalk B Bhem, wg re vl ..um_"q._.ﬁ _—.r.w_..“_-_u__..._...._"u.:.
Freree, a8 e won e comes veend Aere,

Mawkis (0 e thaive & CoRiQl POrSSR oVET
thiri JRGT WO S

Johnrown: Ak vow know, § don't kave a
rovaacs persen. These peeple werr working on
their o, MRTOrTANEr, W nEver POl Gy nameE,
bur dhey dgfindrely. we saw ideniificaiion, threy
wgre here.

Meekyr They werp theve, Sodr was all dhe
Fecrer Benvice and mane of woar enen?

Prhmsen: AR, moh, ther's aor what I osaid,
Heel theyp Fe TR dvod'd pond Wil Lo it

Fallnat

Al the meetisg, several ailendess had
overheerd mealian of Secren Service
inwalvem-zil by borh the emall police end che

“There just wasn't
enough time for a
cover-up and this is
what did them in.”

Arlington police. Hemel dhtugh, was ciearcal
dispatable evidence. And it was v GpEd
o Lape!

Calls b oibver repociers vielded 2 difTenent
respanss by Iohason, sho statted saying thal
Thers was f Secres Servics :”....u_a.w.._._u_.__" anidd

(ronttomed on page 243
26 Magazine Page 5




Cipher Fun

by Peter Rabbit
Ona af fhe most velnerable sourcos
of privale information % a personal
telophang Iisting. M this lisfing iz fost,
slolen, or copied by stealth, much
mizchiaf may resull. The fallowing
presants a procedure for jalephone
number encipharment that is designed
te lrusirale mosi snocps. This
procedure is an adaplalion of a
polyalphabalic substitution cipher
devised by Giowanni Battista della
Forla, a sixtaanth confury [Lalian
cryptegraphar. Porla's cipher table
usad alphabetic characters; here, i
has bsen adapted for numbars as a
poynumeric substituton ciphar.
Dascriplion
The polynumeric adaptation in its
simplest lorm is showr in Table 1:
Table 1:
NUMBER
01234

-1
2-3

26784
K BTESE
E 4-5 TESSsE
) 67 BO56T
a8 85678

Table 1 shows sis number rows,
five of which are conloled by e2har of
T by numbers oaated at the et of
he tabla. The upper row, containing
digis 0 to 4, found sbowe the double
line, always remaing 1hs same; the
remaining Tive rows, kocated balow 1ha
doukble line end containing digits 5 fo
g, are pach arranged in a different
way. Az arranged here, they are
shown in thair simplesl form for
purposes of explanation, but thesa
arrangaments ara oot recormmended
lor use, due to their inharent

Pape & 2600 Magazine

periadicity; prefarable arrangemenis
witl b shown in the fofiowing soction,
Regardiess of arrangement, bawewer,
the encipherment wil be reciprocal for
all six rows. For exampla, in Takie 1,
in the first row, which is contralled by
Lhe ke O41, the substitute for 7 iz 2
ffound zbowve the double fina}; and the
substiute for 2 i 7 {fourd below the
couble fine).

Each cf the five rows located bakow
tha double fine may be arranged n
120 different ways, producing a krgs
numier (1205} of poianlial
BRciprermant ks,

Mathod of Employmeant

lakle 2 shows five enciphering
rowes En dizarranged ordar. The
method of dizarrangameant illesirated
uzas an easily remambersd phraze, in
thiz case a Aursery rhyma: "Mary had
a litle Lamb #'s fleece....” Tre order of
the numbkers & ta 9 in each row is
darivad from the alphzbetic ardar of
the nurzery rhyme letiors as they
Fppear in aach row:

LW o —n e~
NMOFO -G, e
ol s v o I i R N
MmN me - ©
TMY -~ -0

Winger 1992.93

= B SR

Table &:
NUMBER
o123%4

1THEIE

2357698

Pﬁmmﬁmﬁ

6-THAG6TY

3997356 -
The enciphsring of a telephans
rumbsr in this procedure will reguirs
the selection of an aulskey number
from 0 ta 2. This single autokey
numizer & chosen by, and known onby
o, the encipherer, In oafer 10 end up
with &n encipherment that ressmbies a
ganuine telephons number it is
necessary 1o select an aulokey
numbsr  thal will produce  an
encipheemant not starting with 0 or 1.
Uzing the example of 751-2800,
exemination of Table 2 shows that
there are four auickey choloes v this
partkular case; 4, 5, B, of T,

Let us encipher the telephone
number TH1-2600 by using the
arbitrary avtokey & plus the firs! six
digitz of the felephone number. Using

= m =

Tabla &,

EEY ET751260
TELKD 7512600
CIPHER 3038257

in the first ling, & is tha auiokey and
751220 are ihe firet six digis of the
phone numbear, The enciphared
aumber is 3028257, Let us now
dacipher it in crder to recover the
criginzl number - 2 simple procaedura,
We begin by plazing the avtokey &
owar the first number of the cipher:

KEY L]
CIPHER 1098257
TELNO T

Using Table 2, we find 7, the first
digit of the telephons number. This
numbear =3 moved up and becomes the

il kay fomiber

EEY ET
ZIPFHER I0SB25T
TELHNO T5

tazh digit of the 18’sphone number
i5 maoved vp and becomes the key for
the nexi number o be deciphered,
wnt the decipherment is compleled:

KEY BYS51260
CIPHER d09E257
TELHG TE12600

Further securily of the anciphared
telephane nurmber may be ablained by
adding a seven cigit numbar using
non-carry addition or subtraction; that
Elosay, 8+ 2=0,mt10;ard0-8B =
2. [The unils digt is wsed, but the fans
digit is ignored.} For purposes of
illustration et us use as the additve a
savan digit numbesr rapresanting tha
dzle of the Greet San Francisco
Earthquaxe and Fire: April 18, 1904:
CIFHER 3088257
ADDITIVE 418132086
SUPERCIPHER 7173153

Subiracting 1he additive from the
suparciphar produces the ciphar,
which iz then deciphared with the
autokey and Tabla 2;

SUFERCIFHER ¥v1792153
ADDITIVE 41818086
CIPFHER 3098257

For obvious reasons, ane should
rot encipher awvery telephona number
in ane's collection - anly the most
critcal ones, As for area codes, they
are best 18t unenciphared.

2600 T-SHIRTS
White on Black, hwo-sided.
$15 each, 2 for $26.
2600 T-SHIRTS

PO Box 752
Middle Island, NY 11953
Allow 4-6 weeks for delivery.
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beginner's guide to minitel

by MeurAlien

Frowm CORE-DNMP, g Frenck
hacker publication

The Minitel is only the
terminal of the TELETEL.
netwark, We often =ay Minitel
when we should say Teletel. The
Minitel was at the beginning
only a Videotex terminal. It could
display only 40 columns and
eould do only videotex (there wos
no EETURN key for cxample).
That was the shitty MINITEL 1
(the first MINITEL 1 had an
ABCD keyboard instead of an
AZERTY keyhoard as on every
French computer, to show you
how shilly it was).

MNow there are a lot of
Minitels,

MINITEL 1B: It can be set to
4 modes: Videotex, American
TTY, French TTY, French TTY
with Minitels kev.

MINITEL 2: It': nearly the
same a3 MI1B but it can display
more pracise graphics (DRECS
graphicz), can dial by itzelf, ean
communicate at 9600 bps with
the computer {instead of 4800 for
the M1B), can detect the ring
and c¢an be protected by
paseword  (which can  he
bypazsed... hehelll)

MINITEL &: Tiny Minitel for
travel with LCD display and
other features.

MINITEL 10: Old...., The
phone iz integrated into the

Page & 26 Magazine

Minitel.

MINITEL 12: The phone iz
infegrated into the Minitel and
youu can make a2 Minitel
rezponder (like a little videotex
servar)h, You can also protoct this
one with a pazswoerd.

The display iz made in 40
columns for the videstex meode. It
i _m_mmﬂ_._mun characters ar low-
resolution graphics for the non-
DECS Minitels,

The Minitel protocol is called
V23, data iz zent to Taletel at 75
bps {that sucks!) and Minitel
receivea data at 1200, The
settings are: 1200,¢,7.1 (1200
bps, even parity, 7 data bits, and
1 gtop bit).

The MINITEL Keys

SOMMAIRE (INDEX): Go to
UPPET Teni

REPETTITION (REPEAT):
IYisplay ence again the screen.

SUITE (NEXT): Dizplay the
next seretn'message

RETOUR (BACK): Display
the previous screen'message

GUIDE (HELP): Display a
HELP sereen.

CORRECTION (COR-
RECT): Eraze the previous
character (yped.

ANNULATION (ERASE):
Evaze the whole line of text
Lyped.

CONNEXION/FIN
(CONMNECT): Tell the modem to
be ready to answer ta the carrier.

Winter 1992.93

FNCT (FUNCTION): Key
uzed to change the Minitel into
anather mode from the current,
tAvoid the device plug connected
to the computer or the device
which restricts the access to T1
for example — hehe,,,)

ENYVOI (SENDN: Equivalent
to RETURN but in videotex
mode.

All of the functions deseribed
are up to the server which can
interpret  in  the way it
needa’wants the ezcape codes
gent Videotex Codes

These are a set of escape codes
which can be interpreted by the
Minitel ar the Minitel emulation
program,

There are a lot of different
kindz of characters: position
codes, movemenl  codes,
repetition codes, character aize
codes, attribute codas, color
codes, ete.

The Teletel Networks

Telete] is in fact only an add-
¢n to some FAD to make
THEANEPAC (the french x25
network) compatible with the
V23 protocol. The PADs for the
Minitel are called TAVI. Theze
PAVI offer different services: the
8613 — alzo called Telete] 1 (T1),
the 3614: Teletel 2 (T2), and the
3615 (T3), The prices increase
with the Teletel number.

36 03 xx xx 15 a number for
free but restricted videotex
zerver (Teletel 0), When you dial
a T0 number, you vsually log
onto & closed server which

Winder 199203

providez access  only  for
authorized usera. The 3613 is the
number to dial on the phone to
acces: from evervwhere in
France to the T1.

You dial it, then, when vou
hear the earrier, vou hit
CONNEXION/FIN. It logs you
onto the TELETEL 1. Then a
sereen appears and invites you Lo
type either an NAB or a local
Tramzpac numbar in this fyrmat:

1 <department [2] >
<transpac node [3] > caddress
on the node of the server [3] »
<gar where <aa> is a sub-
address uzed by the server which
can be up to & digit, it's usually
not used. A NAB is a short name
to which is given a Transpar
numbear in the PAVI's routing
tables. then vou hit ENVOI and
it connects vou to the videotex
SQTVET.

Inside Teletel

In fact, when you log onto a
PAVI, you log ento a videotex
PATDY which can understand the
Minitel's kevs and can display
videotex sereens. That's all, On
thoze PAVI=, vou can use X3
eammands (or X281 When you
tvpe the NAD, it connects you to
the TRANSPAC address it has
found in its vouting tables which
iz sel EQUAL TO «NAB=, The
PAVI then is like any PAD,

How the sevver can detect if
the user is connected via T1,T2
or T3 {or others)

When the PAVI make an =25
call, the 25 address of the PAVI

2600 Magazine FPage ¥




1% given to the zserver. This
addrezs has thiz formar: B
cdepartment> <node> <pdree> &
<digit from 1 to 9> The last
digrit tells the server from which
Teletel (3614, 3615, 3613, ete
the wser calls and thus, the
server can provide a full,
restricted, or closed access.
(When a user calls fram 3615, it
gives money to the sevver, From
4614, nothing to the server,
From 3614, it costs some money
to the server, )
The NTI Facility

Thia allows a Minitel User to
make internatienal calls. With
an NUI and an NUA, vou ¢an do
this: eall 3613, type as the
seryice name your NUA preceded
by O (example: 03 1E200000K1), hil
SUITE (NEXT}, type your NUI,
hit ENVOI (SEND). Then it
connects you to the NUA which
has been given. The call is made
via the NTI which checks the

validity of the NUT and make the
gateway hetween TRANSPAC on
the other X235 netwaork,

The MUI rconszisis of six
alphanumeric characters,

Conclusion

20, as vou can see, Lthis is a
short introduction and il we
decided o explain everything in
the Minitel ar in the Teletel
netwaork, we couldn't do it in one
month even if we were working
25 hours a day, Bul we have
gome document albout the escape
eodes, the network architecture,
and =0 on which we will share if
there's an interest, So, if vou
need something about that,
cantact me on 3614 code
LEGEND (LEGEND i= far
example a NAB) and my BAL
(mailbox) 15 Neurdlicn., We are
going to make a videotex and
international x25 server and
then it will he easier 1o contact
5.

THE EXCLUSIVE 2600
HACKER VIDEO

Dramatic actual footage of Dutch hackers getting into
an American military computer system in the summer
of 1991. May be too intense for young viewers.
$10, VHS NTSC format
2600 Video
PO Box 752
Middle Island, NY 11953
Allow 4 to & weeks for delivery.
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m"_n.__ 1_.__.1..m_ wih tha 1531 mocal yaear, e
Mational Highway Traffic  Sefaty
Administration, Dapartmant af Trans.
poctation, required mardiesturess selling
cre-thie- read vehisks i the Unfed Stetes
o produce i vebieas wiha 17 charactar
viehicln idierifisatan rumber {VIN].

This standargd establishes a Fixed VIN
format inciuding a chack digit ard apphes
iz all passengsr cars, multpurpase
paszenger vahices, rucks, bloses. raiars,
incmpkee vehcies and motorcycles with a
gross wehicle weight of 20,000 gounds o
luss, The firs? Free charsciecs of the VIN
are  desipnated the WKL (Warld
Manufaclurers [dent:feation]. The WI
uniquely idaatilias the Matcs of Origie,
Manulacturer, Make ard Type of Vehicle,
T sacaard section has fae charastars and
has been desigrated the YOS (Mehlcla
Cescription Sactien). The VO3 uniquely
idantifes the atribites of the vehicie such
as Model Body Stde, Ergirs, sle

The third saction of the VIN is kecatad
&ftar tha chack digit It is sight charectars in
langth &nd is callad the VIS (Mahicla
Idantfication Saction]. The first characier
represants the sehicle model year; the
sacond character regrasants the plant of
manufasture; and the last six charastars
regresent the seguential groduction
nuribes.

Lat's use IFABPZSAEFF145680 ag a
sampia WIN. 1FA Is 1he Wordd Kanuiactuer
Identtication - 1 is the Raton of Orign, F =
the manufasiarer, A Is tha reake and
rocke]. BFESA s the Vehicle Descogtion
Baction. § iz e cheds digit. FRFT43E50 =
e Varhiske [dentification Sosbon.

ﬂmEEm. .Emﬁﬂﬁ Hm.ﬂ.nﬂ numbers

Thi cresk dgit 'wil atwzys b e ninth
characzter in tha WIN. Azsigr iz each
nuTarnic in thie Vi its acloal rraternatcal
wplva and assign o exch alphabats the
valus spacified befow:

A=1, B=2, C=3, D=4, E=5, F=5, G=T,
H=&, J=1, K=2, L=3, M=%, H=%, P=T, R=%,
=3 T=3 Uzd, Va3, WsE, X=T, ¥=5, Z=9.

Blultiply the assigred value for eash
charaster 21 the VIN &y the weght Fachor
specfisd for it belaw

151=8, #nd =7, 3rd=§, dth=5, Sth=4,
Bth=3, Tth=2, 8th=10, 91h=0 (check digit),
10th=9, 11th=8, 12th=T, 15th=F, 14th=5,
15th=4, 161h=3, 17th=1,

Add 1ha resulting products srd divide
the watal by 11, The rernainder & the check
gt I the remalndes s 10, the check digi
= X

Exafmpla
YIH Characters:
1TGA4AHSIHASG 118341
Assigned Vaheas:
1 741 8538 4857 11 8341

Multiphy by:
4 TELE 432100598 785432
Add products:
HadBa2d e Se3 261561 B+ BO ¥+ d 5+ 50+ TG+
d0s124 1262411
Divide by i1:
11141 = 37 411
Chesck digit:
4 jcompars ko cheracter in $th position}
The chack digd (& positon! wil Bhways
b a sarmeric of an X The tanth position
inchicates the mooel vear as odows:
B=G1, G=82, =63, E=34, F=85, G=g4,
HedT, J=03, Kz63, La30, M=31, N=52

2800 NOW HAS A VOICE BBS THAT OPERATES EVERY MNIGHT
BEGINMING AT 11:00 PM EASTERNMN TIME. FOR THOSE OF YOU THAT
CANT MAKE IT TO THE MEETINGS, THIS 15 A GREAT WAY TO 3TAY

IN TOUCGH. CALL 0700-751-2600 USING ATE&T (IF YOU DONT HAVE

ATET AS YOUR LONG DISTAMCE COMPANY, FRECEDE THE ABOVE
MUMBER WITH 1028%8). THE CALL COSTS 15 CENTS A MINUTE AND IT
ALL OES TO ATET. YOU CAM ALSO LEAVE MESSAGES FOR 2600
WRITERS AND STAFF PEOPLE AROUND THE CLOCK.

Wintter TER2-03
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Altwry, G&
Alany, MY
Alhuquargus
Anchirage
Arlanis
llanbic Ciy
AUQiiite, GA,
AussEn
Enberafiakd, CA4
Eskimiors
Exton Fovga
Basurteant, TX
m_q.._.__?nn_.rﬂ
Blameick
Bokse

Hoalna

Buffsio

Cealnn
Chirkeanas, BC
Charseson, Wy
Chariclle
Chatiascag
Chryatetd
Chicagn
Cicinrat
ey
Cobom ik Sslirgia
Codymide
Columian

G
Coogein Thirtad
Cisllan
Duaymca
Do

Dnd BAC B
Dirbcl

El Faa:

File. kI

FE, Wpmrn, L
Fes® Emith, AR
Fofs Wtk
Frder ki, WD
Freanc
Gund Rapkda
Dereard Falln
i pairFle
Harfingan, TE
Harifadruig
Hoereoduby .
Hoelon
Errilarapodn
dmeencn
ksl
Eannma City
Ky le

Lo Wisgmn
Lexingias
LEcis Rk
London

Lok Aregmbers
Lo lewills
Lotk
Flainon
Maslia
Pawmpihils
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whd watchas thia veilchan's
by the FCMN Machiarriomn

917 4I0-AAAT FR
13 472634 R
Lok V-
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AR
ESOTHD 00T A
AP TER D
B1Z-4R2 B0
EEEEE1. 4112 O
e B SR
EA4-FEE-0TET R
dHBER-TTE D
HEETER-T04
M1-355- T RA
205 3501403 AA
17 -LE-LRAT
E-Bde-d &2
2VE- LR A00 B
FETIE-4E51 R
-7 5138
TO4EISEES
15 2561014 BA
P Bk T
1375335431
AEEATE
15 53F 4555

o BN L k]
ek Bl
E14- 48R TITS
-2 16 B RA
Ci225-3401 RA
FHTET-BIN
LA3203. 0113 RA,
LT TR LEH
EAEIRA- 456G RA,
INRDIE-ER00
FEEGAE- TG
HEIH D
FE-TT-E i
501 e5d 422 O
B17-I04-2015 A
VIR D
o M it T
alg 4561376
A4S TG
803 233 W RS
S12-4TESF11 0
177424801 FA
ROR-EA1-1R03
13352055
AR
Bt BeE- 43

o Bkl B b
BBl
B16-E73 8537 PA
IR EE A
EIE-2332d5T RA,
FI1-373-6240
L T LA
213a50 E33]
i ri Ry |
Eal- T3 T347 RA
P25 TR A
EageR a0 fLa,
E1-520-2583
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Pliarmil
Filgns, TE
P
Rdlrnpupacdin
Motils
Finahwilla
Mgk

Fren Harwan
haw Dilawra
Mea Yok
Mroricih
MNofdain, Wik
Cdatanme Chry
Omata

L T )
Chlord, M5
Fertasia iy, FL
Farin
Fhiledelz®i
Fressnta
Fietalour gt
Pourtlend, BT
Porlsnd. CR
Frortuas o
Rulagh

Py
Plchsnsnd
Raier gl
Rosnote
Boctanter
R
Sscramanhs
Bagirae

EL Lozl

Fal Lats Chy
Zan Amionio
Ean Dhegn
Zan Fiassies
S=an o

Zaf Juan
Zarcis Harhars
Savesnah
Saranton
Saeitle
Shravepar
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Spotene
Spingfakd, L
Springiald, B0
Sy i
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Tz

Tz
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215 422 5338
GOEET -GS O
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EPEFSEEIDIFA
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T35 A

o EITEEE4T4ED

INF-EALI109
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HF-LTE16E PA
F1F34L-4417 PA

o dETE-0183 O
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The ftrecinp Inforomatan comed I K2 froam &
prigones in Calfarard e v remdrdd Sy s
and bacangn e profect soeer adeadily.

1 weeH like 4o 161 yomn hnom beovs musch 1 ongere

yous pzagazine. My oppartugitics ba £0py
comprier “Tun” and pheeaking arc aboul 7ero :_...“_
s tempoe | sem engaged in wwolancany selitade. &
i with wome interssl, therefore, that [ have
[alleaed your reports of rejection by [ederal
prisons aad by the Teiss Digpariment of
[ e e i M T R b, jElson mmalss
whose Fest Amondmeet saights are procscied only
T Pederad Taw hiave a v ph way 1o g, The Faderal
Frizon Bulebook allows 3 warden 10 Tejosl @
publizalion “if i 15 delemred E...n_.uxn_.._._u the:
srcurily, good order, i isciphne <f g nsbialye
oo i 3 might lacilnzde criminal acciity.” Thiz mule
wik held walid undzr (in spile off} the
Constilution’s First Amendment by the 1.5
Supreme Courl (Thornberph v. At (IRER) 450
LIS 411, D0 L B 24 45%, 109 5 OUIET4),

Wch 1 my delipht (wsd surprisch il setms that
the greal stale of Califeensy 13 eomewhil more
likegal abeut prisonses’ fighls e sead
"questiwuable® [erabures than e Fedarpd shandoedl
Clifornis Penad Code, scdtons 2600 47 and 2600
e, e, MAndiimcs ralled “Lhe _”_Uu._:_”.n_n_:..._“
prisener's bill of sighis”, The oy pestrition &0
peading muanal is a resunicicn against prinied
=atter which depens the macndecburs of w=igons,
geplodives, pritons, of doslroilave drvices, of
niach depects sexnal assanles againel L2pariment
oo Derrectren e plrgons. Mo oder subjcl sammer
canbe epaliy cacloded. )

Lo you think that the Find Amendment @
conpietely healthy in Califimia. bars ard some
gxampks 1o show tha A is el A Beend of ming
was reoently refuscd Dwo kssues ol Hariler
magazine, Oms issue had anaudle on Aunj el
gacge in the LS A The other had a Bl abond

forale Temacs i e Califweza Tooth Autwiy
Jcenvicicd delinquent chabdren) being raped hy
wlaT mambere. Boeh articles were calied s Sres
Lo natitubcn soowity”. Soared fesilior? hailrsn
personns | here Bave slaarly proecded their
andbeorily s the pase is headod i oot

Tovn yoars ago | was refused a Dovmpanics
book ...".__.u_nm. bocause pages Bi-Eé were nal
2wl | Saler desceverod that the cifnding pages
copimined & boogue-is-check artcle oo Dow L uss
e caralog ilsell 35 3 woapon

4 friecd of mage was denied a bock o

Winder I

' Letter From Prison |

— —— e S N E—— . — H
ﬂ..d:u,“n_l._.aﬂf:u which ke ordered froo

Loomparica, He did ot conlost 092 refusal, b1
i B, 1 proeived ai of the foner Cirele by
Btk Lametrerth with oo prodidem. .
The enclosics of “wnwalicived adwertizing”
lgerauss allewad by CUR, sar. LA TE L) 5 ada
much shiuscd | wenl in reader service cnds 1 Byle
acd - Pepalar  Commanicalioss mREazings
rrquesting 42 different beorhures, [ merival oo
seply, Omne year later 1 sent off again, this wme [
4 beochuses T alse informed the mailreom an
anwanecr i the brpeheres r poming, Ie's boen
Wiy monte pow with 00 reseses 5 ] pues K0S
time to sharpen up sy pencils asd oil up the
pypewnor, (Eloirock (ypesriless e ool E_nu”ﬁ_
here. They are forrifiad thal we will bde somothirg
in1he 4K RaM and they won't know how 1o
aceass fL) Stk we 2t laast have & fighiing chance
po toad the censors, A comsbdorable hody of case
Taw eEims to suppeet PUC 2600 and 2500, 10 1cant
play with phoncs and oz pulers [ mighe a2 well
learn aboot e law. .
Prisoo Fhrcakiog
[ have oot tial phreaking Teis and prohably
wil] et il ool b aksie 100 § el Adl preecs
have Tihis phose s subject o being miniered”
sipns s dhom. A beep bone sads o 15 mecvsd
interals, Coopsomlly the mosdtaf cioei can e
heard chacking o Phores can b lurmed off s o
remadeiy Tram a single, ceniral locatian. The
piwones themachers we of 4 fpe way fommon @8

“Efectronic DpewTIters aie ol
alfonved heve, They are rermified

that we will ficle something i the
4K RAM anel they wor Linow
Fiewe fo ooess it - -

pnphores. They am agyonimalcly 1 mchos high
by eight inches side by seven inches desp black
cane with blue Bl plate; no ciin depoek ekt bt
Aoes bavr 2 coin repumm slot; & Bell Syeam extbiom
iz 'on the cight side of the bloe frord plate aboat
hadlemy up; £wish (20AML pimes 3275 “Gedl Syvswem -
Wade by Westom Flaernc'’ on il The ksl caie
o Pac Brll ard e bong Sistence carrior 6 ML i
of abint e wrars ago Prios o gt i =as .P._..H.._...
falts are callect ondy, ANernabe camicr CEss 13
blocked as is 300 access, JOTTTEAY brings a
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ringing sagral xnd g recorded seaeage saying, “An
slicrmads carmior socess number in ped necded dp
complkic this call. Flease hang up and place your
call ggain’ LORAIAE brings 0w same. Disfing e
EOD meeher g & recixded mmocoage Bhal ey,
~This call cannot be compleied as diaded.”

A neormeally plied call frows here (oallecr} i
placed in the standard way: 0, arca code, plus
seven Sigit pamber i brigs on a live ogeraor
idenlifying him/horscl as an MC] cperator and
asking For e caler's summe. They then dinappeir
and chock for call seocptance without B caller
hearing ey codveRnal o By e called pary il
after dhe call iv accopied. 1 was quide ihlrresied i
e lerler ont pege 29 of Volume 7, ¥3. Perhigs |
can lock Forward bo mbomation in the future,

Noresal accers 1o boeal difectiry dfsislicse
(55512120 i sfea bBlwcked, A recording informe
ihe caller dhant the nussher canrot be reacked. [ ined
SERH202, 411, Pue B55-1202 with my ors ool
and preceded by L and . Thess all bring wp
prefecorded rejecriond cucepd Tar the Luar (4]
which bringe en an MCI oporstor whe sounds
perplexed that arvone = ook try o call collect bo
dirsctory isistieee and iays they woa’l so2epl
collect calls,

Loog distance mfornmarien, anywhers in the
U.5. A, o5 evaslable by daling [erea code) 355.
§212, with o witheatl & | in ool Bed of a8 83
free, Somotimes loce] informeiion can alwa be
obtalned by disleg nformaton b an sdjocen anea
code. A ] oaisd, aferfate darrior wCekl o8 Blackal
hiare, Tt acolbear priscen T wens i badd 10777808 and
LOXA3A8H dircck wocoes to altcrnste carrices,
Unfortenately this sccess was blocked duwe o
oo, Wi awdiched fo s 800 scdcus muemher
urdil, fnalby, all 80 socess was bhocked, The fun
lasind aboot o vear. AL e lme sy wife had a
legitimale Sprint card (which supplied the 300
poccss number) and 1 wreally weed her kgal code
sinmber o call home | [ was more cavibons than
mesth, We dimevered that [{77780% leaven
calling phore member racord which appears on the
hill. Using EO0 seceds canied 1be bill 1o say
“werlom wide arca sccerr call™ in the ealling
e ber eoluma of the bl Thezs cost 7% cents
extra ovor dirnel aovcas callr,

We also wied hinving pecple dirsct diad 4o e
jail peyphone to wvoid oporador sssiztance chargos
yet sl be begal Bul the phones were blocked 1o
incoming calli. They did o ¢wem have their
eusbers posied oo dve phones. We got ot off of
phooe Billi. To e Ziy [ masvcl sl the nimble-
fingered few nho conld come wp with vals @ digit
Sprier codes i 1040 185 minwes. There @ sagae
there, 1 could do i & s werags of one aoed & halfl
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btz T ol blunder arcond with & “used up®
ning digit code pumbor weril T pol 2 valid Mires
seven digins ([ made it dwoegh code number and 10
digil phve mezaler befive geming Mot tone) U
plodded along thresgh the [P pomible
ceoembinations of last revo degws 000 o %% onol a
“het" agerred. ILwid alow, pnieling ok bl god
damn id somebady had 1o do it after “Nimble
Fictiers™ e Bome

Irterestingly emosgh, Spricd scomed do prefor
an ekilrinae wad rather than workisg 2ath liw
cofomoment. Oo accaston jadd guacds wrre spsicd
watching phoaes (feom 30 Peer awayl with
biraculan 2 peps dialed. On anoibor occasion tea
gudrds rasked & goy whoe had been didling
contimeously for over an boer and took bds nodes
away Iroes his (& 00 o %9 32447 Bl nothing came
of it. & Exokensl i the jail oven amid that they bad
called Sprinl repeaisdly with information, in case
Sirint wonlcd Lo promoceic, bul “they didn'l e
te care”. However, we lost 10777848 and
EOFA5REN acein Oree, o abhded nmmber 17 while
rurning & (0 ko 30 sequense, T kad &n gperatar
ooexe o the e wsideg & 1 oas having a probiem
1 switched bx rardiom pumber choice oa the geid
=nd kad o morr problems, Bel dhe oode pumbers
wire going desd in shorier and shorier tee spans,
Blafore boet of 800 wocess kalied our fon e code
nimmbery wers lasdeg ordy Dwie _u_..._._.l.nn Eayi. Thers
it & proposnd B which could graot the Dirccior of
Corrections the power to choose which long
didlknle carfier Lo wws o All Cafhifornda pridoeai.
Thiink o the revrmmcs involved! There iz a 1540 25
milfion dellar por vear pevhack o the prisons for
supplying phoce locations (o capdive Castomers
wilh rs chajee of allermals cisrief ihd i olber
way b cadl than “colloct ™) This mosey may be vp
fior grabs sooe and serew the poor Eamifies who ane
forced W pay e “operalor iduidence” charge for
all eads or ol forgo phone ealls,

A Jogical comprodnise o doe high expense vs.
preme Traud problem would be ) dllow wse of
“Call Me™ cords, which can ocihy ke used 1o call the
card hodder™s hoale pamber yet awold operator
mesistance charpee Bad it in dilfiéel o ciablish
meaningful commmnslon with sinds chat ban
TV remas eomvirels Bocsuse “Inncamitting deovices™
e forbidden i Califorsds proocs, end ehecieonic
typewTitors ane cocasiored o “dheesl B inslifwlion
secrity "

We waed 1o have & largs ¢cllection of
California phoane boovks in oar Lbrary. They oere
Al hxked wsway when o peard meppscacdly fogmd his
ow horee sddness Bwded in orse. This place maies
e Chink of the sign 1 oece aw: “Help, the
parancids &re sfier me.™
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L m_.u_."u...lﬁ gl ued bam benoy

15 panege shed

B Dhabhe walled corstachce in SEN

poeas o frort poed Dank hornings

1 ._. ......,r apd gracne founs at mating
sarlzces of fropt 2o beck Dos i e

Py _u..nt.u}.u.
i ._.n_ w..._.u..q_..v?__;. ik
.__:n._ 1k bensings s ...ﬂ ...... 5.
3. Hueawy gacy 2o far, ~imed alur ol
...:..J...“._:u.

&, Flowsing treated with nuse lnfbiaoe
_ m_,_ abpasive nsstrt pawedercon i

tared Sniph with ceaderpleang
_,.__,. Ll i1 g ead e the:

e 1 ._ POt LA T ek ] o TR LY o]
Hean 20 vnors ol held peais felabdie ar
abot FESIETATCE

Exaluies

s Teapah, eelalell) eacist o resashasd

rwe by pond

» Nloistare mepetianl Sarmm-sedhnd
priried circust beard

+  Abeaze pesistaps Butlan prolesk

rocoliard

s Damage resistant Lewan hardsat

a 13 preweend goed

L aall e znbeas el lamgprd

wrmimed Fardsor azseorhly ho Sen
o Dbl lock l2nyand seoaricg
Feaches 2t tachrnent 52 bo 15ing
* Flgh e L:....._.,._...h
4l H 1 i

AR TR R H A R BT

S H ]

koo

porasd el 12 e from the dele of

shepmend From FTL

covitnahed b Centry
cel ameak
Fa TR T

TR il s

Cail Custamer Service Toll-Free.

1-800-635-4420

FC3: Ask Alabana
Pab Te wwm o
Coyesai Bemin avd M fa n
dw Fovad i Ak Hgras M
doud 4L AT
v T B - Fua b RIS

Bag bl dh o Fac kR I

ONE OF THE MANY CHOICES AVAILABLE TO PRISONS

Winter 100293

26 M ggazine Page I3




THE TELEGR ST
lone= 11, |588

Dead telephone?

HERE’SYOUR
HOTLINE

About time someone did _
soinelbhing about our __‘
lelephones? Cancern for i
Calcutta just has, {5
Vi ave, prinfed and walbing, hase ___.
srrvival kils, Send e your FREE ____
oy --ard [allow he sugorstkong alep | _.ﬁ_...!.
[

by slep The so-caled ufility will wake 2 By,
L b IR responsdilily Saan eaough: :
s RAke wonir mivheps 1 GWRR o fenvice .
Srodug @ el addressed poveloge,
eRELrE AL ieasd 25 emox 15 om,
wAR A T50 stamp on it

Coneern T Catcials

[ o iochs Wi ._“......“.r..u._u...w_"...."_._.
T R ks dor Jelkeg,

Oh! Child of Communication

You were born to bridge the gap
[But corruption has caused a mishap.
Inefficiency and procrastination
|Caused the ®lephone lines 1o go - "SNAP" SOOI

Vet eecenscany o

AD TELEPHONE
Y 14 430IFN PE R AP

PHOME (o
GIMDANCE SOCIETY OF
FiDLA

Page 16
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GROWTH OF A Low TECH HACKER

Hy the Hoving Fye

Abpubt & year ago I wrote an
article sbout the birth of a hacker in
& low techaelagy stmosphere. A lot
has happened since then, For one
thing T have been shle to mest with
hzekers fram the area, For the other
I have bheen shle Lo gain some
hacking experience. These twe
cambined have led me to spprecinie
a “prablem that exists in our
communily” {pardon the seph Hence
thia srticle.

T find that a lot of newcamere to
the field have no idea where to turn,
hacking being no product of
corporate America which ie blared
aeroza our TV screens every five
minutes. Thus, if you are a
newearmer, read this! You probably
will nat find much else! Hacking iz
first and foremest & time-cansuming
enterprize. It requiree tirsless
devetion ns well az relentless
pereeverance, This is why you will
pever beat that curious kid next doer
wha started letting hiz curiesity take
him pleces when he was toe young to
pay for 2860 cut of his allownnce.
Thiz iz aleo why m newcormer finda it
hard to get srcund in this
neigkborheod. If vou are el serions
shout hacking and intend to let your
“determination” quiver atter six
manths, leave now, Hacking is not a
hobby, it is semething that stays
with you for life. TF vou are zerious,
then there are very few gaps that
vou will not be able to fill in with
hard work, But like everything elsa

in life, it is also important to work
grnart. Hers pre sorme pointers thet T
heave came up with from my own

Winler JE02.93

a.._.rﬂ.wiﬂ_.._n.mu

L. Definitions fiest, Ik will help
you a let if yon define to youraslf
who you are, what you are interssted
in deing, what yeur goals and
prierities are, what sacrifices you
want to meke, and what lines yau
arve net willing to ereza. In this
respect, hacking iz a discipline. You
will waste o lot of time o feel Tobten
if yeu skip thia most impartant step.
I personelly decided that I support
tie frea flow of information, but I do
nat beliewve in even risking harm to
others, T da net belisve in following
the law, but T do believe in living
hanestly, I believe in what ie right,
nat what iz juat,

2. Stop doling oot information
now. Living in thia socety, almast
gvery minube We &nNoUnee ourselves
to the world, Stop letting cut
infarmation to the world, Unless
abzolutely necessary, use a falze
name. And don't revenl your social
securily number to every Tom, Dhck,
and Harry. T usoally uze two Hindi
swear words, nnd not even Ma Bell
had a problem issuiog e a ealling
eerd. Can there be & more =11y point
than this to make? Yot thiz advice
went unheeded and a bosetful friecd
of mine ie in big trouble. ArTegance
is never warth It

3. (et others working for you.
Tris country i= full of peaple waiting
tp give vou stuff for free. Use them,
abuse them, nnd you will even get
thanked for it! Call the FCOC and get
put on their mailing list. And this
does net apply only to the slectronic
Tromntier, Tovrist offices will Love to
cover your walls with their pwesome
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pasters. The fed woald love 1o tel]
you everything the Wall Sfraae
douwrnel can tell you, and more, for
free. You just have to appesr to he
corporate and know how to sk

4. Use the eagiest way. ATEZT
does not want you to koow a lot of
thinga. But far most of theas vou
necd not break inta their compuber
or even think of a grest scheme, A
little social engineering will do the
trick. I called their 800 number and
azked about ANIL They kept
transferring me from office to office,
uniil I got them to give me the
number of the ATET FIND zervice,
an internal number that employees
use to find out techrical information,
Ard they even paid for the calls I
made to them. No blue boxing,
nothing illegal.

5. Play on people's
ignoranee. If people waren’t
stupid, hacking would be nearly
impassible. Try simple inzecure
passwards. Assaume inascure
networks and sites. I have even
managed to get ayvstem access to
r camputer by logging in an
telnet as snonymeus! Talk fast
to the ATET operator and tech
suppert, snd they will tell vou
the DTMF ecodes’ Do not assume
that these people have Bny
brains st gll’

€. Use-all the legitimate
respurces you ean lay vour
hands on. Learning UNIX out of a
beak will mot tesch you much about
hacking, but it will give you the taols
to your art, Approsching hacking
without eome of thiz kind of farmal
suppert is like frving to lesrn C by
reading the comp.lang.c Uzenet
newsgroup. Learning UNIK security
from a text will net only accelerate
your progress, it will alas make yaur
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skille valunble in the outeide warld,

. Gel a feel, and then got a
plon. Perhaps [ should have put this
higher up in the Het. But T purposely
left it for dewa here. The shova
pointers should help vou get an ides
of sur world. But then you must step
ot and de something for yoursslf,

lay with an arm tied behind your
batk. Increase the challenges. Dat
whatever yau do, get & plan. |
wasted a ot of time becausza T was
duing some eerious dabbling in stuff
I'eeuld not give two hoots abaut. A
plan helps one go right back o the

definitions stage... whera it &l
beging.

B. Work cheap. My paverty
has proved be my greatest msset.
No one can affard Radio Shack,
no metter how rich they may be.
Nat becawse HE iz  that
expensive, but becauszse the
maxim of more money, more hot
air holds very true here, The
more money ¥ou plan to spend,
the more bullshit vou will be fed.
If you buay cheap, yvou will learn
more by daing things yourself,
Tou will wvaloe your eguipmaent.
And yau will have more af it.

8. Get friends... use the
resources. Belore 1 started
reading 2600 and Phrock, 1 had
no one o turn teo with my
problems; ne one to guide or
encourage me. Redinventing the
wheel may have its virtues, but
riding a aports car that you built
frem a kit iz & lot more fun!

10. Review. If you want to get
anything eut of this for the long run,
review what yeu heve dene. A
prezent problem may have been
solved in the past. Toke account of
what you have learned. FKrow where
you stand, And besk o regordises,
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HIGH TECH HAPPENINGS

The Hacker *“Threat”

We thought it would be amusing o
ghare some leaked information tbal
was received in Holland from
Lawrence Livermore Laboratory and
then passed over to us. It concems the
potential threat that Dutch hackers
pose to the free world,

AL Teast some of the MNetheslands
attacks originate from Eindhoven
University. Our hacker sources alzo
allege that there are actually two 2208
of attacks. In the first sel of attacks the
attackers may be using X.25 carmiers
to access a machine called “LC™ ar
pozsibly “ELSIE™ {we have since
learned that there is a domain of
compuiers al MIT with the address of
lcz.mit,edu), From LC or LCS, there 15
a phone connecticn 0 TERMINALS
at MIT.... The first set of alacks may,
acconding o cur hacker sources, yield
accounts o more systematically
penetrate later. The second set of
attacks iz through an unknown Touks,
Dwring these - attacks  someons
apparently breaks into accounis
dizscovercd during the first set of
altacks and wansfers files, One hacker
claimed that a hacker from the
Metherlands was bragging that be had
been using AUTOVON,  the
unclazsificd U5, military telepbone
network, to break inle svilems;
subsequenty, other sources within the
115, Army have informed s that they
bave recently found that AUTONVON
has been illegally nsed for data
transfer botween compulers, Cur
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hacker sources clmm thal twa Daich
individuals, Rop {alias “Ron™)
Gonggrijp and Maurice Katz, are
principal players in these altacks,
although there may be as many as
twelve hackers involved, Gonggrijp is
allegediy a contmbutor or co-editor of
Hacktic, a magazine for hackers, in
Amsterdam. He is linked with the
second set of atlacks. He is the
individual who allegedly has bragged
about his ability to break into the
AUTOVON svsberm. Army
Intelligence describes him as hardened
and capable of making considerable
trzubke, In o2 electronic conversation
two months ago wilh a system
mangger a1 the University of Chicaga,
a person Wdentilving himself as “Ron™
claimed he has spent one year o jail
(threz days ago the FBI informed me
that “Goaggrijp” is an alias).
Conggarijp is, according to our hacker
sources, presently i the United States
on basiness. Maurice Kate s an alias
for Marcel Pu K., & 23-year old who
lives in the Metherlandz, He allegedly
15 responzible for the first sct of
attacks. His resume indicales that be is
interested in the United States defonse
system, and several sources have
informed uvs that be will be travelling
to the United Stafes within a week 0
interview for computer-related jobs
with defense conleactors. According
to these sources, K, was fired fro his
job as system manager at Eindhoven
Univerzily, Same fime later he
allegedly destroyed a number of

Fage 19




systems al Bindhoven in refaliation.
Crur hacker sources have mformed us
that Both individuals have had a
substantial ingrease in standard of
living owver the last [ew monthe. Bolh
are said, for example, o ravel more
frequently and fo now iravel first
clazs, Several sonrces maintain that
cither One Magarine or Der Spaezel in
Wesl Germany iz paying these
individuals a large sum of money for
military tnformation for L35,
computers. Thas mfermaton allegedly
will be published in one issuoe,
although one wnideniified source
suggested that countrics hostile Lo the
1.5, arc supplying the money and
funneling it throvgh ang of these
magarines.”

This was aclually wrilien a coupls
of years age and nearly everything
they consider to be fact has been
proven false, Since we know the
people accused quite well, we can say
confidently that this is all a load of
garbage and probably entirely based
an hearsay or wishful thinking. But
thiz is dangerous garbage bocause it
comes from powerful people and i3
cent to even more powerful people.
And there is nothing more dangenous
than a group of powerful paranoids.

Foulups and Blunders

The computer that selects poople
for federal grand juries somehow
reached the conclusion that evervbody
in Hartfard, Connecticul was dead. It
acipally happened because the “d” in
Hariford somehow slipped into a
column where a “d” meant “dead”.
Apparently, federal workers grew
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curieus as o why noboedy [Tom
Hariford ever sgemed to be selected
far & grand jury.

Hartford has been dead for the pas
fhree vears,

Late last sammae, the presses & D
Gelderlander (a Dulch newspaper)
stopped funclioning, resulting in
delayed deliverics. Lots of angry
subacribers called the paper by dialing
its phone number: 630611, The
number gof jammed, resulting in cnly
he: Tast four digits geling through in
many cases, It just so happens that
0611 is the national emergency
number i U Netherlands, Yoo can
probably guess the rest.

Aceording to a computer that’s
supposed do log these things, a
fregway emesgency phone in Crange
County, California had 25,875
minutes of calls atiributed o it. We
don't know how many of those
minutes were emergencies but the
calls spanncd the ghobe,

Advances in Technology

In December, British Telecom
launched 3 new redesigned telephone
bill, designed to be simpler and mone
understandable. According 1o British
Telecom, new elements of the bill
include the following: mformation is
prescnted in a clear, logical way; the
front sheel summanzes the charges,
which are detailed on subzequent
sheets; clear language replaces
obsoure jargon and codes; the fonrmat
containg details of customer options
and itemization; the ilemized pages
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spell ool the locality of the called
numher; on the summary sheet,
charges appear on the lefi so the eye
alight= om them first.

The MNew Jersey State Senate has
voled 31 o 2 o expand the staic’s
wiretap laws to allow tapping of
beepers, modems, and fax machines.

SouthWestern Bell customers in
Kansas and Missouri can now ask for
rip codes whenever they call
information in their area code, Tt
seems lpgical thal anvone calling
informmation in those teo states woold
be able to get zip code information
since they'd be conncoting Lo the same
information operzlors, Bol, accordiog
to SouthWestern Bell, this is only a
lpcal thing,

According - 1o ithe  Metwork
Reliahility Council {an FOC advisory
group), local and bong distance phone
companiss have had 91 major cutages
since April, each of which wifected at
Teast 30000 lines,

The Postal Service is getling a new
voice nefwork. It will cansist of
Morthemn Telecom Meridian 1 PEX :
and ATET and WIN Communications
koy svsiems.

Frophone - MNatipnal Edition is a
corllec lion of three CO-ROM's from
ProCD supposcdly containing mast of
the nation’s residential and business
telephone directory listings. It consists
of one bosiness CDoand two
residential, It"s available [or only
%349, a fraction of what Ecll
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Qperating Companies have been
asking for such information. ProCD is
reachahle at (6177 a3 1-5200.

AT&T has 2 new service called
Fax Mailbox, which allows ozers 10
et fames while raveling, Any ATET
calling card hoelder can get a malbox
namher whare fazes and voice
messages can be stored. They can be
redrieved through an 300 nomber for
70 cents a page or 35 cents per
MesEage,

The following appeared in our
local newspapers: “Omn Movembar 2,
1992, AT&T filed tanff revisions with
the Federal Communicalions
Cosnmission to reduce the number of
Special Rale Ocasions (oocasions
when special lower rates apply Lo
CEvening and Night/Weekend Dial
Station callg) from een {109 Evenings
and nine (%) NighyWeekends 1o zero
{03, and 1o redoce the aumber of
Floating Helidavs (those holidays
over and above the regular ten (109
federal holidays) from four (4) w0 2600
(0.7 TF wee're able o successtully read
into this, it appears thal AT&T is
doing sway with all holiday rates, If
this is s, it"s hard to imagine why
rore of a fuss hasn’t been made, If
it's nol 50, it’s high time these
announccments wefe printed in
Englizh 30 people can understand
whial they re trying o say.

Modem Mate Tis a device made hy
Phonetics of Aston, PA o supposedly
foil hackers. According o (heir
brochure, " The device answers the
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phone with a realistic-gounding
‘Hella,” The hacker will not realize
that a compuler Sysiem cxists on the
ather cnd and simply hang wp [zic]
Only socoeone who knows what o do
can gain access to the modem.”
Maodem Mate 11 wses Caller 10 1o
ey access [0 anyone nol o the list,

Modhem Telecom 15 allowing end
users W restncd calls themzelves vsing
an authorization code rather than go
through the phooe company, 5o far,
thiz is being tested on DM3-10
switches.

It's now poesible 1o wse Visa cards
o pay for calls from British Telecom
phoenss in the United Kingdom by
dialing 144, The Visa card can also be
weed 1o call UK Drect from other
countries. Before using the card.
callers will have to get a four digil
Pl which will differ from the PLN
wsad to withdraw cash,

Abuse of Power

Tt"s intepesting how the govemment
wants to treat copies of elecironic
documents a5 valuable property when
they re prosecuting compuler hackers,
However,  Bush - and - Eeagan
admuinistration people want 1o destroy
the White House's electronic mail,
claiming " ood the same as fikes that
would ordinarily be preserved in the
Mational Archives. Many people
nphifully belicve that such electronic
mail provides valuable insight into
how “this c¢ountry is rum, - as
dernonsirated during the ranContra
hearings. For the marent, democracy
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is zafe; a federal judge bas ordeced the
Dush White House staff oo (0 delele

anylhing,

As of January 1, 1993 all driver
licenze rencwals require a Social
Sccurity Mumber in the state of
California. The SSN is not printed on
the License, not is the digiieed thomb
print cveryone i& now requingd b get.

Numbers
Here zre Cable & Wireloss access

nambers frorn Overseas:
Anstralia: G0 14-300-127-195
Bahrain; BO0-113
Belgium: 07E-11-8843
Dranmark; BOO1-87450
qoland: 98011240
France: 03-506701
Germany: B1208-17978
Crreace: (0-B00- 122394
Hong Kong: 200-2072
Hungary: QOCE-11627
[relard: 1-800-557-(02
Indonesia: (E00-015-T338356
Lsrael: YTT-150-136T
Ttaly: 1678-T1361
Japan: (066-33-810-072
Luxembourg: (-800-4359
Malaysia: 20040338
Netherfaneds: 00-022-0430
New Fealand: 0800-446635
Norway: 050- 12800
Portugal: 501-8-13-604
Singapore: BO0-U8E5
Soueh korea: (08-13-800-00-37
Sweden; (R2-792-358
Swritzerland: 155-09-16
Tarean: (0E0-14904-5
Thailand; (0 1-800-13-733-3769
United Kingdom: 0800-39-233
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A WHOLE NEW 800 MARKET

"No more fooling around af pay phones.”

| ATTENTION!
flgemeete . ALL DRIVERS!
/) M‘PE ==

=Y L&rﬁimﬁ!ﬂl Gel Your Very Own
i ﬁ, "R00" NMumber
=l Freel

(S L.

1hs v fied sl Troauzraly 2alfng bons b woor Tiesfls sod erd orest

Amm oy e d o ot Dbk ie 8 pheren ar enping ep Unbelicvakle Ssrvioe Charprs
I ...u_.._._;.h .:q_,....“ oF .._.nu?n ﬂ......_q qh._._-”..qqn zard {rezl r%.ﬂ}_mnu__w_aﬁ dial=g sl thecas oxlrs D!

Al ml o that cpa s b queiadad!

Wesk yam can hava prar soe Unee 07 rhens nember preprammed b rizg &l yuor
rarreTp beme phose, o anr nomber that pon i

......._....._.__._...__q...s..._._?n_-_ nr.-:.ﬂ..h_ﬁ_..'nruu-hh.__::a-..f._..n_...__u.ﬁuq_n.lu..-_uﬁ.-
noreter, ard u.m.:.m i=alan ._._u.n R B ._.._.ﬂ AT T,......m_....._?.__ hazk beour!

Liseie's B Maniblp Fea for poor “#ur E—._ru..H_..Fmﬂi._.nﬂ_:..._.._...__.aln_.-__.tiwn
Seionp Charenn!

Yoor orly ctal 4 1he verp bva gor mibeaie ralenonlr @6 poo oec yoor "RIOT ramser

TTE SIFAE [REa-d Pl morpy

.n..:".1..__ Fird m....r.. .-_w.r..,.“__n u”“u"_..ﬂ.n.u..n.; Hw% E—.Irﬂqrﬁ.r_mmlmmlml
bz e e e AMERICA R

n e -
Ll LML =i B ke Tih
LA - s ELF

B e e M b R L - TR SR T P
A ek omu bRl B oPE poesd mrvmen kb ow
vang B wmed FEEa

That's Tu! lio) eake £Ria Maer L
Fov ther e phots and -,
T¥xl anr 24 taar

Eeframarion Mracsgs | F1E S

1-800-638-3328

Wl Pleaw facl Moz b pass thin an b= w friznd

M Liimmicks!

e Bondiling!

This ad was found at a truck stop. The rates may be slightly higher
than other companies but not having a monthly fee may pffset this.
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SECRET SERVICE SCANDAL
: T page 5 D _
that & had ssver sdid thoess was, -

Far tirne thal & T1oe R

wecks latarata
Tork. 3 Secren Bervicr dpent wouls
cverheard commenting on hesw badiy they bads
serewed up in DX

Wery lew people fziled 1o sesx 1he
stenificance of this Datess Secrel Sandce acton.
ratrage was expressed in many differsm
Terums. ever the [nlemetr. on radio pregrams,
aver the phone. threogk the mail, and in
independent media outless, Mainsrezm o
(35 uzaall missed the boat o chis ooe Whele
the shory dod marage o make the foonr page of
the Warkiagion Pasr Movemihier 15 the e
of Rzcrar Servece amealy
searches ond amimidarn
abk There way oer meenlion of
o whis bzl il ripped out of (keir
ré Ter tevine 1o dvcumenl whil was
happering. Moo aas Bere macrioa of zhe perarn
who tried 1o write down the nzmes of the oops
and wound up having the lis seized by rthem
and tomm up. Kather, thas seemisd ra be acoopied
15 slandard praclice and whot wis ursasual, sl

A [F}

pal

s Wasry T pome
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Sl vduse ler vonrvern, was the Facl That
hackers aerwally egle with The real asl
FR _u?..:“.__.__ ¥ ok
Lo s LU Pe Tl R T P SR
ey whis Sevrel Service Jid o e
Towm o olir readens ko 1921 ace Sl
alf w dlie bl way of ensen ng amrher |?
we allse g seaali freve al ser Trevdon: o b
Liken away, The b pamps P arother proce
12wl we will mx
Wl ralis sl ackwilers il that gz wiy we have
Fegun bo fight back
Cur Flans
While 2 mzll can techniczlly be considered
orivate property. in reehoy s a0 ama when:
e ...___-.r_“_r gathers:. I a liege pare Qf cur
COLnl Y, mzlls have .._u._.n.v.....,..n HELVH TR E I Lol B

Antedvs i

Lo o

wall b evin spimaer, |

plaes B meel and see vour friveds, We hawe
tiviabsle wah, and Qo™ infensd Do passively
acoepd, by which allew people 1 he
remsaved Trem malls simply becasse of whe
ety ane. s s enpeeciallv repuemast when the
people are eaall g s whar amen’l ewEn

B wovusid of anpldd
e nlend By canlone meciop inosugh arras
24 will _,..__,.-__u_. oo when of becomees ilfegal lor
avhady 1o e iy stich a FRER S Sk we havr
reetings 1] over the covarry asd have had
them in New York Tor mors shan fove vezis
wrheut incident, we don't redlly amicipazs this
L ae s problem. In fact. we docbe we gvar
winsll bavs bl 3 problem at the Peoeagon Oy
Mall il tke Srorel Szrvice kadn™t
“rarmrsd i ki way Crouph,

AL the Desemibcr mociinge.
havkers from dew Yok cane S
1 shaw
sUpyoT. ATl oF aboar U0 geaoel
Carsed [ this mcding, ranging Inom
12 year ald balds Ty people wha
fead abasat af oo e Woskiagion
Faxd The mall cops slayed away
and there were po incidents
ceacopd That thov thoew oot Brock
Meeks for asking 100 many
guestions and far tryung 1o 1rack
down Al Johnzoa) We dea’t
r.._q_um_,..__.... any proflems A1 fufene
meettgh b, The Preolapon iy
el a4 prest place 1o gel
taelber and we inlersd bo conkinue
mecling 1=ore. We alio esdlimate
evroup spent about

T esilagzan LTlv M

that sar
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S IIAEE i she Lameal oot aliwse

W bave asayiag o 200N thas seents 1 bold
rue Sor each tine e g hassled or chdllenged.
Ewery timie we're amacked, we only zer
shnogzer. Thee fafest incidenl 55 ro exceprion.
Wevw bad more peopls Troo varos pans of
e ourlry conlact s wanling 10 st mecTings
ir their cilics. Allendance zr the enistina
meelings hiz gone up. Anc people “uisd e
loop™ zre fomzlly beginnog 10 =0 thar hacken
zre mud efmnnals. After all e criminals meel
Sreniy ikl s cloone osiderny?

In addinasd, there @ oew the question of
legality, Evvry breal exped we've speken with
tells us 1hat the Secrst Service and Pepitapan
aclions are clearly carside the
boumdaries of due process. Thase nespeonsiblc
mzy only now be realizng the polenlisd Legal
troabde fvev'ne il I0's wvery Bhely they thought
thal 152 hackers woald ke antamedalcd and
woazldn 't sl anyhexly whal happened. _....n.._...u_...n
this craim of _.r.....“:w_"n wialbe whien the olimidaled
paries are criminzls with sonssiSing b kb, In
this case, the hackers aeenafssely o i fouch
with the New Yeork 2808 meetep, the
Waskinglcs Fzsl, the Elecironiz Freaner
Fomdatson, Compater Professionals For %ol
Er:peasibility, and the Americzn Civil
Lat=rrties Ulnzan, "Ward of the barssmeent swepd
avrasy the pation wilhin minates. The
autfesiless win ool popanc:d Cor this, There just
wasa encdgh toees Tow a coneer<ap and this iz

Winfer 190203

what did them in.

Freedom of Informzlion Act reguests
(FO1As) have 2lready heen filsd with 1he
Segred Service, This is the first of many legal
sbeps Thad are now being contemplated. IL7s
ilme wr put 3 stop e shis abuse of power and
al"s slz lime For the Sectet Service 1o slop
seaking arcend chopping malls Ep¥ing on
reziapgers dnd san gefling back 1o semelbicg
EMmporLan.

Far those of yoa iieressed in staiTing up
meEetings il yoar oy, we ask thar vei confac
us by phone ar SI6-731.2000 We doa's fusve &
whale kot of puidelines bur we do 25k chen yoa
uge Common sense. Pick an open seting wah
plenly of soxce and zoo=ss o pavphones, [ far
prefereble il the pavphones can accept
imcoming calls. Unfonunately, voa mus: be
prvparcd for ibe kind of unpleasaniness tha
rk plade im0 Washmgton DT, The matare znd
prafessiona] reacbon of the TC Rackers is what
meallv made Lze difference o 1hds case.

Ar Jar as what achzally goes oo 2 g 260
rmeeting. trere ars ne neles, Ginvicosly, ic'a bess
if wou don't cause any peohlems end dGoe's din
anything illzgal. New people shocld b
weloomed, regardieas af 1heir viows ar yaur
suspicions. All kevds of indunmation shik) b
shared withown foar, Bol meost of 21 merlines
are lar the pumpose of gelting kackers openly
inwaldvid with the mest of the world so they can
st for themnselves whal we're all aboul Sioce
il's ohyvicus Lthe media won't soon dispe] the
miylhs, iL7s realy up Lo os now.

2600 Mapazine FPage 23




feedback

Federal Tsiues
Degr Jall:

T ths Fedi 1 posadl spoer srtinhe 3 e Sliasey L0
JEXY an how you sav ved wozk Tor che federal
povsremens (Treasury Depamase 1o be suacth snd
herw woz pedon rachiohireak boards becarse your sold
the wath aed the wawnga josdt e voe on

1 can 2ell yew thix 1 ron sz b howrd herslin
Marehind dweme ol Do K541 and can 521 veno Dt il 1
ke ahat po0 weriel G the Tels or sven hed any
senlzcl wesh e ] zever wookd have D veu .l
crnw thal sTeTe ?.n.m.—._“ oo thie charl® 6l feds are on
=y Buard of 140 geem Bapt | sore Son's koo bt o,
161 i 1heyy ' e Crine Jike The Wnd
P rawe zoching egacnst you and L sure it
wva'rew pmey conl person. [5s et that s upsen thas
a peracn who ok and cant satd Urak Sooy werr w fed, &
wven e the Teme of Say by soete SUer g Ay
Maybe ore day the 13 wear o0 wesops maght e o3
s e Tace

Credit Problenis

Dspar J

FinLl F wncd Fhke oo prang thint the infommaben that
F'l bz arseing Soer i Por indnrmalioral perpassy enldy.

Which back fssoes, oy, wonld hate Te mam
infeomalice eecerrming eredil repesty andior onmlz
bireans?

A ooid YOO pOT o8 DL COLIMT SR AnyereE of
any pruce Lhal may ke experd in Bain ficld?

H won Feel § ieed 20 2 ¢ linde more specifo, Lo
salkimg moeemas of hemp w008 10 clean up one’s oract
repenrl Apaing o Floerational popaesh celed

ARalrins

[
Pederland, TX
Thrar F500:

I kive jusl seceinsd my fisn lssoe of your
magazing azd I'm finding ®x memdible. [t made me
craline how moch T =10 havre 6o besm, bt pa bsm in
learnizg. Bol Lk ceal resaen M= wrileg chia dn
becanse | have o problam with TRW cosdic ARsr &
Lorgg, Jengihy coe banle, is which they Jom, they sl
have pet by rretam ooy erdi miing. Cuie Fankly ['m
piserd ulf, Wha do theee popls frink Tey are? e
keen 1=Fing 12 Lind séane way of salering 15850
sy and Mt riag sy ok

BR
Hamilten, (NT
[hear 260;

Crmgra eon 2 eoel 9:2 joese, 2590 hae e he the
=l relevast Tk in Irees 17ve por a segoesl foe heln
Moing dretic, bos my credil i pening hecked by a
i corp. Deed oo work For Modosale, doeg sow Tor
e shipa.
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.m....-_ﬂn... they wtartad drig bealing, § spoke Qul aleegp
wiin ciheis cnd filed B meson Crenmualy, e wep e
i and wvezmely | guie Do i che mencme, B
sla pelled rarjes Che lorig pavdtesss, makesg dirg
goczaatinns while 1 owes pnder grsn-czaminal ..._....
heving as fare “remind T =6 fal people can pe: R0
D endy £330 i this rart il e counlry, clo

fver L 3 luler, jusl effer BLmiapatiag inoe
weoend Lawsoir againse Moo [ got # sosice Eroe
AMEN b iy cew credr card” ] hate AMEX src

nzvgr do kiz weiss chem, Sirr emecgh, 2 send Fad boas

imwued in =y mewme and Lhe papers comz N

Ileton:le, applic:d Tor by o el their local naragen
Freg days pler iy weoered pun Bl been [l [get the
rasd piapoed, po chaspes on i o this won' gostoome
mensy. | ehovked with AMEX and they dlam it all
2y Tuall bedwae 1'd bres o Mot empleyze wnd hail
given thex my 254 For ey foems. The coanege:
laima it's sl @ Sabebase emer xed tat il emplaen:
wirs sappased do prt esqenale tank my emplerre
recnds Tain " been porptd, et

The aboves meainmenis may b brue, bl they lead in
izlzreding questicns. Find, I'm mers e 2 litlle
pissed that the police wods’t even 1imen 10 the e,
AMFEX wen'L revesl my eredie apploation fonmey and
s fid o tawmner will sver eoch this issoe wotho
mager bogks, whach L ocan™y afford [F yoo oo [ had
hackzd seeme compenule 22527 enalit thi spenly, wed
b e b B3 now. Ergh, anolier eRinple oF coupdoaie
imonnRy oo Les despned o mad indrideals

Seened, haw oy pears buve o pas belors wee
of may S5M k¥ a foseer employer i ne longes
sensifnred a “mistake”T Can all of my focmer
smpluyen file credil appieations in my cwre wilhoul
legal oz, g FefEnie? Aoe there Jedanal slennes
which apoow agaizel the keeping of dxtabane reconde
Tor “Trauddoml pegean™?

Thisd, skeokd 1 jusl Soop this asd cekch o nexl
Eme it hapyens?

[ mzan, [ = ke 3 ot Fee 3 “orse e wnd Soazd™
erder dpainl Mulorcla®s wse ol my E5M withou? 2
Smyer, BiL Bne e pop T SRS S TEetded 7

T realize thizs may oot be qefe your dacaio 1o
anrwer qoestions, b 1 thaopht woe =ighe be Samiliar
with the toazcs,

Facoid

Acvericact drd slrely wadliag we o e oo fAar
rhe carreer creair sysrem is koarnbly pnfair and
arbitrnmp We belzws 3Fan gpemcy i poing 19 mche
money reideg Infrranlicn abved peo, o clesdd e
The rigkl bo ke 02 aad carcerd any errces witkood
Eawviag 2 go T o dav of reabie, Carrenrly, fhe
FEATawEr NGF fo g aM o e mork. Aad @ dar of
sensoners woald Corcper PRETF CRAANT FEEETIS
Mrmreher § shev Eacs herer §a3 18 ooy’ werkd
secerriag and carrecing pour awe credii repor?
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[rokaick wan siarted waThoul éw povedfngal w oot hat
a winkEea o fe credin spency’ s priaacy.

Coaceraiag ke problens sloer, e daldion 0
B fnad and vooa! ded sad o S ceritad v, We
Cmueet T P s cradi Aler For them aor coa we
recoviEng peoply wha ran 0 pow fued wand b il
Wikl ke (ormmiap boks Bh, we socpgedst Feading chr
0SS fomuey when i wliade ey B come m gkt
Thiags hareaT chatped & Pl pmoch gioer Gn, fn
thir fast Jemer wo woplsd svggesrSing a ot arder
apaasT Maororcia 1o prevead then from aodng dny o
your perrenal igformatice. We welodoe dMer
SugesAnns,
What a Surprise

Dhear 20440

I recently came irds mrsdl with yveur magasne
for F=e find B (O Someer 19920 poue, Row, L 2Ase
slafied prupuimsig B LT (ehock | aipoosse maxes
me o hepeloaly cmdeed relic oo seme people) whin
the word “hacker” hed @ very differenl seaniog, azd
ihems wan ne danger in clterieg the words, "L am &

~ hadker”

To my sharses, my Ers thought when [ raw 78560
wes, "i's probebly full of sdalocent rants Seripgratisg

revicw wan posilive, The woer waid e Dexsos Déeler
Leciced I por 2pving m czaseis, speaiorr, batiery belder,
or serial coonedar,

Wz Found that phene phetakis Toze gl over the
wirelid prefes v use the speaker that covples Dot e the
miceophenes iz the phones of soar particular ey
I fact, the best speakem enz efies be foand i
“handt 4 hrise=d™ Ul doe st inss Laled
plane loola

Poinr i ka1 oo 1%0 phreaks thel =e bave
sncoastesgd seedn bo like the same pescen, As for the
seial conmesior 1 Singe arr big, aod for poople thal
da s use tie Demaa Inpries with frir rompuler (a2
the feahunes c3n 56 wied fmom the Demen Diglee
beyhaand] Tin would huve bt i peelldan. We Ed md
hawe e mieovn on T bownd oo pear i Un, and endarging =
wuubd hevs maele the Thing oo g,

Eocee people heve bailk the Dyman inside their
bome pene, elen bave pul # e oemall boe, Some
oae A4 oxl ln pawer il olhors wie 2 Tew eoin o2l
and wiill gt weeks of wsege o of thenm. Agaln, whar
chassis mnd batteckes 40 oo for the Tieman & 1 maser
of personal taske, We deal widy the tezhnalagy acd
mrefer 1o epll just thal. We're mol iale Che aifly

thoze who den’® agece with (e authers” paocaler
pointa of view, Led boests ghoos their “hacking™
sbilities, peppeord wich wornds Hee “keul™ o “wwsam.”
1 wan quite plesesly siepiised when 1 Gund mr
inilial k=ce- jork redcbiod Do be ploor completely
wafonnded, [0 contatme gzile a kil ol i=lorcli=g
rendnp, wrillen by acticolals, el ent individoel.
1 wis 50 fmpresed that 1 invemd 10 sutersibe, Ko
o the g wosk?
JL
Tampa
Lorr of peasle Bavy miemilzr rearlions waon
mreEny (Reir e huckir,

More Simplex Shenanigans

Dar 3600

[t semzs thet several boepitaly Sl goy 1n T
zamyg medical communily have decided 10 insrall
Bimpiee Tncks 'noseversd “High Seconily Pik™ s
Teeae inclede ploces dike the phamacy, data
processing Seprrimeat. aod medical meords sl L
mare ¢ fow The J600 proan melease omosming the
Sitrmplex Lok preblom s glven To doss in Charge,
and hey restied that beceoss 22e doors i queston
weze bzlde the badding it osldn™ b 2 preblem,

Cray-T Phoealsr

Fime mipe dhaf paerihody da the builfiey ran be
drustea with daepercor dracps gad medical recerds.
Vo vl b én e Biind o i Nidnred’ A aew.

In Defense of the Demon

Dialer
D 2500

Lo e Someer 9T issue The Devil’s Advosatc
reeiews cur Demen Thalen Allwugh the e of the

Winger 1992.93

stics. Prople un aod ehocld Eigure wr
s sieple thizgs foo demeelves.

Zince we do oot make huge prefile fress this
preedul, wny wddien be Che pecilige w00kl ditve dis
asice up.

By chw way, we ghd get gheld of = Insd of almosl
e ballery fulder for d A cclls, wid &6 #725CK ne
aith erecy B o Jong & we ool bave theme 5o eoder
e and et @ free S0 bellesy halderS

Far people Lhul wish o oflee plegss send 2o
chacks, They are absolits kol and bloody experesee o
cazh hers in Hollazd Cash or American Express
travcler s chodks only.

Hack The

Slow Learners

Dhear 20T

1 b b deciied dhst oo high school 2 bogne
The scheel & suteclng foom 0 Lack of 2 mashiCs
deprrtment, pa enderfunded ol deparimend, and &
tumch af bueger caling mones for 22 nisieton that
weict ™ e nythireg abeodn £

B of tus, L Eeve o take all of oy =2H05
coarses ol ihe Socal mmivessiy, Wl Lhe Bogh echol
B desided el o mrpperd me jur ey of e othens &
dhix sitation] in my docivinn lo de thi [ o2 wie b
[=11 =igh schoe] Jood, whick in my Cese means 33
wetmwer houss, This & quane & soain.

Exice e pdesinpmmtlon wen't oo mnyshing, §a=
EHng e

Somoe Hme in the nens Ffure, § plan 5o Bepln
dislibating fyer anzusd wn descriaag the non-
reislent deparimenls af 1he HS, 128 how (p21.3
ad=ininzitica & Teading in12e wax of che fow
srodenrs who are poesialy Ining b pel an cdotalbon,
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The Hyer will monumge e gohasl beand W sippes
dhe additien of § pew matsCS depasioens oty S
regalar sohood mamiede, and etcourpe ol siadel
wred focally o wfke oa b deis vt ko be dolesmised. 1
am wlle=piieg 1o et an endoressest Irem 35 many
seichrilics i the math/CS w=c1d es [ can, and yeum
wotd Sefinitely he helpliel Whan do yoa say?

I=an

Hemar aboul “ar prirced in 260077 (eand Sek

Dara

Dear

Tiee 31T ANAC {3 206X, For 708, che
ANAC jn hidden somewhers in the 1-200- XK
rxchanpe. They chisge it gvery Diore =a0niks, bt yee
wse Fad 8 vassy of lensling thisgs =hile saannizg.
1-800-BEG 5122 AN] reddont s plee serrenilly
waedng.

Alen, 1 have jusi Jug wp the Beuks of Blos omer
spain acd Boucted taur many of the Bell Measg Linee =il
are in wosking arder, They el hold imecesig and
iafermetive  tidbite o4 vEriews wipecls  of
Telrpommunicaticns. Toa Cricage asea nooaber o
313 -M6E-E0O0L

Alsa, | woold emocumige evenyone W by b X
up, if 2ot atcend, o 2600 meecing Meslizg poople

el only gneisa fr.
Sarky

Chitigr

Thar 800 Bar s aioerd . Whea you
sall it the fieST e 1F shanks pox far taifiag shedr P00
seriice s them mapn you'ie Deen appreeed for B3040
worsh of phear rervioe. Thea duy dell pout Joir phaas
rember e subreqeess rails hrﬁ.q dnty Lell you yoor
Phone asreber withood muatizaing the PR seriicd. JT
pary B nathing Bur ks osr's prried our Weres. [f
A rally are Beiaf marmed inky D00 caivy, tuy Ly one
kel of & sram, Siap bewd.

Dhenr Fei:

Here p2e the ANACE for those i GTE-5 or TAMG-
Lo, (Genersl Teleptone's (9o mast promiacel
switching swdema.) For GTIRS the ANALC i3 133,
and foe DS 100 fhe ANAL in 147, These werk in
Scuthern Celdomin. acd |wan oo f thep werk in
any ofbEr ATEAE

These ef yoe wha ore Jocking 1 preciice
technigues of galn mom GERERERiE 10 FOIE =ail
hackizg, ey calling poor kool urcvestay. Moz of S
Cel Staie Universities have volos ma:d along «ih
defynls preawends

Tremolo
Temr 2E0:
The ANAC for (017 is 450, Ringheck is 410, 550
a (173450 THO0N best and AMAC. What does ANAC
seard for? I'm asseming W what yoo dial tn geL the
telephone’s phone oomiser, AL ool powsr o e Line
fer abost 2 minmies. 41E plos any throe give Yoo &
lerrikis b hegh phich and s dncs 419 plos gy thres
Mo wanked b give yora oll of whal Lhere tried.
T picked up 2650 2 8 well siecked bootstsce, [
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realby bike iL
Hauppy Reader apd Rapoeior
Diear 2604:

Flere i an ANAC thai sorks Jor assa Lode £a:
S5-55-22-3305 Here 5 an ANAC T vead o wodk i
are oot SIS 2IC-BEGLLTLL

b EY
Eaton Roogr, T.A
D 240

Rewd e lateed moe ol 2650 (ohich T booght ala
twark shore heee = Careela} and 50w ome inloeiisg
prree pamhen in il Some of them dovery Fasremrg
thirgs!

Tere are seues things that 1 bave foasd: 1-504-
L1000 gens o 8 lone of e aiet, [t eold e
that 321 Is 4 rew rachanps in Tallshasese,

Al T pociond in poar Seeeer 1992 ime Lial
v menboned the D11-48 81-286-36] | number, and
Eaw 7L waw chaaged i (L] =44-2 10001000, [ ided
0 ] 443 20002000 and pot 3 comli=uons tene. ou
mzaght il S chocs oot and g2e whal it in,

CAgeal Bear

Thy firs! anmbes (7 0 SOG4 B fone which i 0
siandard b Tond
Decir 20

The mmemcr invie of 2690 prrived cver bt just v
Zew days age. §slred ceading it tedey. 1a "Fon
Thrgs T Bnow™ 2o pape 31 yiou wstsubon the number
of LopSon imfoomation +54 50088 3611 Wedl, 2o real
mews phoot il 1 L thougss yoo miphl wanl W know
T i hiedSes Erom Germamy. )

I've jort caled fhapt and p2em S0 get 032 sk
et an youl i leleepd selling me e prmher hax
bemn chuusgged 0 =1 S 00 100D,

.....-...R-H.: o 1et'n dial fman oo 4 S0, 10
(5l and T get 4= wreupl Grman imeeeps dlorg the
ling of “pleese call dorctery wanivtance ™. This is feay.
Ot thie ot parmies ooy sk you 1o dinl the sovied one
ircloding the LLE.s cornlry code of 44 g2 it in
tzremided for foreip= eallers. However, Lac socend
eieber Can 't be mched

Unforoneiely 1 can’l eay wieiker she coll in
Wecked in Georany o the UK., 13 & eroneow calls
== Enghued geoenlly gt me & Germas Tlempl (with
The prpeption of specidl eenouncoments ke & samder
ranvnp chas

X o addy

{rerminy

Daear Jee

The #0011 thicg wedks T Bockly= w boosoally
says, “Toa heve 2eacked she (oestie) valideiion
reeending Tee the QUUN] prefia.. roming on @ ¥iESS
e TS LO0, ehe ™

Here's 4 coie cos: dial $1E-777.548404 pod tec™na
seonding thar save the cussber has been chasged 1o
ALG-TETSESE The same nomber? T alled the openier
wred agked ker 1o pot fee call through fos 2o joet Lo
ke ber Taugh.

Al af the feliewing have besn teshed from Lhe

STV prea:
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S5 5E nnd P15 give 8 tesk v and dead line, 597]
gives 3 reonkor signal. SS4E, S5, 9500, and S906 a1
B2t 10 b enntinnously buay. B8 05 ofd Beoaome
dialicg "6 (avto redial) gives the rcordiag "The
number po are ylng 1o reach carse be cheaized by
thia =cthod "

GEAD, GELY, SET, and SATE are alsa Ewayx Ty
zambers ol when sometedy wanh your sanber
wd yoa don't went Bom b @ pe, kot gy pesd e
give them & 2resber anpwsy 1o st rem off wour
kack

That's abowsl all for now. Sexs oy RGO,
FANK, BIOCK, and 014X cechanges ey

W found 1Bt muord o The BN mpders waren's
bury. I¥'s possible these are pavphaaer shar gre Yo
wrrd o A S, fa aay event, v fiad tAar coort
aelererEng Bk reside a SR and GONT

scanner Observations

Dvear J it
Thanght 1°d pasx o this telecammenicarions
el
Fut yeam ['ve oencd a sranser 603 cnjoy the
_._u__u__...._...nuﬂﬁ.w.u.lm_._ﬁ Wy bk B (Befor Celulagt
I maziiorsd cof phoncs dhad ment st over the WHE
Irequencies of 132510, L5250 132570, 1 52600,
LS2E30, LSTASY, . 152810 Mikr, These plancs me
high power eepealo o pover e pFrater Log Argeies
i=oa, making X mich casier b moniter an eneire pleone
m..u.n_.._.n...__-_.":: amd enekling =< % pick D v erations
& Oiacge Cowery when Hie cof 3 i the San Tempetn
veley (S0 miles aney).
Anyeny, when T cranned is nat o dse, T roica
peverel states it enfers. One i o fast bosy Qize
meorderl, another b Ee sibion's [0 teeadomed T mase
o8¢ every half bewr, anctler s some eort of
amefniied Ens Leser that giwas Sale 3 oomber that s
eu langer in semvioe (s 3n mod & Biesss kring dintizg,
I 5w eir), and due finud mode in patting & 2500 Hs Sooe
oo e Lhanss]. Ty heoaf ke 2500 Tl tops for =L
b 1 me i st nothizg maive tian meme sone
=¥ zalx hals b Rear sed ot yi Bty et |
52 Lo amecher frequency. [ wasa' oatil 1 sacted
penng v phreaking that 9 = thes T was what
it was. | wed caizg o frequesty penerstar ed o
primitive oecilligoope Lo genesyie & 2600 Hr Lo, and
a3 T Ealed in oo the cormet fraguesty, @ kit me that
I"ve teon hearing thes for jpeare
Also sigrificact is e o Sat 200 Hr swinker
Are Bl arewsdd i Mocth Ameses, Srgh i EMelt
o grt pocesi to Tn ore wihoul & mokile phans, Thes:
phoncy and this seiih ame o2 In me Ly, thongh [
ruticr e traffic & dows quite & L frem what & s
= the carly elghrics, and the doug dealers have
shandoicd # ertirely (sl in hear fe mer nieresting
EOOVECSETions an their Jookouts weald diel eember
after punier while siting very homd in thei sl [
ey yoar reag i Tock foraund 12 the reak isspe,
Ant.

Winter 1992.07

Where is TAP?

Thear 2etr:

1 have eodesed oo sutercriprnss 38 TP from, dhe
addzess in yoer Marketplace section. | have nes
reveived b wingle ismie. Do v koo ity e ol i
bewiness of if the wokiores has clenped or whee?

IR
Tarraniw, CA

Whilr TAF wan around fapala) for & tma, 1 s
dipeary they ag feagec exise, Sa. weleir poa’re
erdesioy back issuel from a thind parry, irs mof a
poud idva bz insest ia TAP. W'l it Nau Reew J thix
whad e,

Book References
Deeir 2

1 wuudd like do wadeated yomr magariee better,
Could yeu recommend scecmal books fos =
sechenlogically liserbe persen i resd HEL EF 1
sprad on the felesnmemun ko wydeme nsed odeyT
The “hitdthikers juide” in fe Sunmer 19T fmue
didn " sec Lo go far eneug Tor me,

wT

Eants Barbars, 4

2me 1AAT Bur ALPETEE AGFed da 0E Teleram

muaicatin A Srstem Engineeriag by Roger L.

Freeman, publirhed by Wiy Interpcieace. Abio, iy

weur focal krleerridy Hbrary aad lpok wader
b P cmmun o gl

ME Fun

Dsear 2
Tie cecent leHer aleat weditizg feebirea of
VAN syslans remindsd me wbodd mome of dioss
cihier WS nicks
[n e wm directory, e a 3 W0 AUTHORZE
AUTHEEIRLLCE in e rembal uility B ek poonra
2 rights 1o directoricn. When it dosin't Frd che
“real” dunatbaas in voor disatory, B ask o you sant
=5 creabs . Fore, i w0l e Mow yor hive o
EYSUAFDAT s suar Srpctory which mest BPEED
mansgers wil penic oves
) la W4 systems voo can casily wrine & pregram
eaing- 122 Likoary mewtizes which will seen
EYSESYSTEMEYSUAF.DAT for all #crerin on fhe
Eystem, wnd rpecific information tboo? them.
Fasiwendz ane more Zifficult. Hot 1've seen az
rembly progmam wiich deveded thes (osteraitip e
<heck “weak™ pannwerds). The frwt FopRa wold
Fotably nes on s W5 pvstem, B the seeomd woeldes
Aln Hacker

Answering Machine Hacking

Dhear ot

Any answezing machine requifi=g 2 twe digit
sisily eody is earemcly cany 40 gt inde. Weou could
tey all [O0 possible combinations by hind o soogre
this romber soqeence inlo poor hands Redbas Shock
e dialen

M 2E RS 5E0 TIR599 | 50 P A EIRS
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S |47 SR ATt B TTIR 160G | 795

DA S L0 H 1575 1 RS 0SET RS

470

Peogram the find 32 siomber e PL e feal 33
i P2, aeef g oo Toe fove reambers 3t over can be
ioved wrarwhers alse,

Simply call 3 umber wh 0 aoswering mechine
wred press all “prigely” keys. I @ answring machine
iz 7 T2cl one thal e @ Deo dogil noeoia cods Bt pou
o xz goodd an i [ yoo do pet i thers are o remberof
Ginge o cin Lo My fivedle b prod 3 oo sen
ayalemi a2l Liicin ia on he feds wilh (22 focm
meniior, Fagerireel wnd #oe whal ol can di

Here i & Brw mombers foe Tme 213 woed oode (Los
LT

I 1L sy

Any prefin with en 0002 seffiz ix u phone
company beet ling with LIXKM: hz e

111: in sorme wren of los Anpela thin will po1
o the prociar lesd scl;

13d: ANAC

S olhar Hors bers:

TA12) 4729541 inseer 25 ceals:

[517) 47 2-5155: WATS recording

B-3254 LT T Eanylick;

B0 AZEE3Z3: Xena:

(114} THEt811: THEW;

[714) S3E-3442: TRW.

SPalk
Montebelln, A

O comrrs jurd gazaring [ coder ida’) B koo
aiffired. Sul pour methed defTakily mabed I il
duecler.

A Reguest
Dz 300

FPieasa potdich all prefizes for 300 . 1 o

oot do thal ko sl fose dues work wes of che

Misszegippe, of i beas in Californis and Colorda.
Thie llar

Leaver
Seme yoard age rhar wesds have bees pammibly.
Wi, B erckaager are Aot locaXox ipeeife and,
WA A couplr o maniha, e v evia B CaRRiER
rpwcife, Wohile S00.555. 5000 oo'gdr be amag ATET,
EGO-S55.5000 cow's he wpag Sprimt [5owill be op i
the cagvrener to chonsy the long didtance cardier of
ST BN T

Bellcore Threats

[ ST

& b of geographical imny relaling Lo the ool
emacks by Belleers, bn mesng M. Soalizma's Jeoer, L
oo the addoaa. Crimcide=zially, [ had beoghi dier
igena & the now local hope Barnci and Molsle's on
Focle Ten, a rond which beceezes Mr, Fleasant
Avenee, 1 wondse I Mr Suchyis, wrsirg fom the
“Livisgnea Corponie Ceazer of Bell Commrenications
Begearch™ pealized the increasing availakility of your
megazing in hix Trmedists arce. &, zo kogpes wdl 1
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Egae Lo meke the trekl o B RMesics Bockson ne g
mw popy, (ke [ ehould sbecibel)
Yalk FsT)
Wt Orange, 3
Tura fo page 47 for some good searenr Ic
Faberribe

Caller ID Hoodwinking

Dremr bt

[ jist meceived my find e of 2600 (The Bammer
1952 e wnd ead 3 owils preal isferoul Jrowa ooier
by goees [ pand pecticulir eTelon Lo e pEE2ECUVETY
lrcge sestion devoled Lo defoaling "ER (Call Beond,
Caller I3, end AN bermcse 1 ionbwes an abtenveser or
puty of seeond ia et vear's Mew Yok Soce Callec ID
peocesdag.

[T eever Zorget bow Arthar Miller. a lop lepd p
from Harvard wha's elweyp giving legal
icheporsticns o0 mecning beleviniss, fnned in Tee
Wew York Telephone and preceeded 0o awiy the
remraaiom b pemil Caler I and Lk a%Ly a boge
chisk of 811 New Todien” prvecy.

The Hew Yook Departmient of Law aod T Now
Yoo Sne Corsarmer Procedion Spemey with ol &xir
foa Boovers aned arpomesie nover hoed @ chalmis dpaial
Mew Yook Tel ind ol” Ante.

By inlersst sbems Trom =y belng o reseller of
servlces iaridfed by ihe commission fa preaide 11
bypasa and inferactive o seme oo (TVE) L cwidind
that Caller [D & goitg % hieet oy besioess down the
o,

1 pregram micoa 2o Be renl, 2edd 3min call
Sivetrs wod exienders, O of the thomgs thal waen't
really meaikasd = the secsen on bow bn defeat =55
and Caller [TF iz that 3wy calizp ionnsctio, call
foewirding, bad Camrer censters 2o ass iwansfer or
pass ANT and (erg Pany MName [0 of the “original”
caller. [1 eTes 2 hogus “real” phone zumbes in pissed
hrough Coes kisds of coansciiozs o Caller [T
recigad o devices,

Throrgh moy inberegaterics or official cuslioes 1
put 1o Wew York Tel and BEocheater Telspkans
reipeitively, 1 gor them 30 “fess up dopd what [ jees
meeilined s mdent 1he case Wik i petwerks. fe
ptched oo potic eoeed o brlwesen the meunds and
mcunde of cther loovencra

S wbere | hope 1o be madeng Lois pad lots of 5-
way enlEng coanectioss, Cenlrex ionzsfers, azd
eeaplayleg che uge of call farwarding in various
-m._"_:.u-....a_.___. wistoally all my azzliczations =ill
iahereany defrat 52 from sz enlircly acpanale
spplicalicn . a ing el banps Surfieca Trom
their FIal ATA el evenos shove beard end Jegal,
cextifliced ky the Mew York S57ele eod soon
Peenaylvasia Public Service Commissons by terff

Ir°s when's known as & “Leaky FEX",

The solrtions 4o ket #A% and Calle 10 in J6043
were gond bl on the whale thep wers rclatively
cepsnaive. Sack mothods as piiag cilling cerds,
zelledas phosts, and operinor Bssired calls oo big
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_nr._...—x,..nu..ﬂn“...uﬂ__.wn.....,.._ﬁrm..r.:m._n:..r.....q_-
=i Thids wlnald he g i,

Wirth 8 big bt g o, sy, D00 o e VLechy
PRXT lines, 5 wondedfully seciurs onwirnremend for
peide whao warl b hide from ™58 eod Caller D zoan
radesenl alireclon, Wik 10 mn...."..h.h...,.m ki eack
—_La.nh..,.m e Capelily 1o mabks 20 Cerdrer conpections
per koar, I doe’s tike 8 rockel scicnlis ke figem
theme's net going be ke & war Lo deeicine which
culpomp call S the Oechoen groon nuldios which
meiizg call e the Jend bt groop phons ansoter,

Sure, (22 wmiwering party with Crll Becors or
Celer IF pots the prore musher of ane of 2e Ceaea
Rro0a's phode giesler. S what T While § bave not vet
prermzad e foll bypiss proces oo a large seile st in
Wow Yok or Peonsvivanc, 1 jst wizlsd o mentien
e eplios of wring J-wey ceZ3g and Contres Freo the
local psioe im cozjuncrion with some kiad of el
divecier o E0E0der i 3 way L Dewd "6 and Calles
[0, T hooes 1 ave selete! wome weful indammadion 1o all
who berwg poivacy concems.

Cabekd
Hardware Lock Info Needed

Dhar 260
L have beea scarching nvera year oow for gop
wformwehen e d=Zzeling thass crypdic pacallel gt
harnlware bcks S2s ppeinlized sellware SR ier
o052 10 kaep ond e o adding add il e nninals
la & neiwcck. | ewn and =ainlain & smed neiwock
M5 Tewdl) in which [ use & specialiesd progras 10
rin (e Poinlof Sale narh sereen oozt registesn Tor my
etz (aTinen i U Each sualine mat have oo
of these plogs amached 10 the perallzl part or Ee
setion crasken. The plog irself I simaly o c=ip
frenely 8 seralized E Paom) en a smad] gincsit boord
coverns ol whet eppfacd Lo b= an speny ippe
coanpod, mabing it imgessible 1o fead or romove.
The ocly efoesuTion [ Tound was when [ peosd oue
of the cnepanies i make ez Yelues” posing a5 p
#ware produse, All 1 Jearzed wan how g dey
“H.u.na: Baw Enpoiactle dn defens (whlch poaed my
anbereed eeen meoced, L bow T sbeoldn™ e corgiier
markeing soy sodtware Sithout thin protection. If voo
oe any =l your meaders know eoything akoct theer
SFmEsT ] woddd b Forever in wor deind.
The Firea Maker 1acker
The e 5 25,

Japanese Phone Tricks

Diear Z2a0e:

I'm & Fegenegse dlodent and cew subecriber be
2609, Yesterdey, [ gor o bumch of hack isseas snd
tajnyed £¥ery page. Toors B sse of the groatess
Pblicsions [ ever eed.

U'm 2 45 prede pncenl, 50 1 hed te find s jok, and
T g7 it! Froo nect April, I'lL woek for Inkires of
Rezstarch fime of fre large trinknarks is Jipan)) ue
cengarches. Mayke 1 can plavy  with  some
FURC N o AR oRex Elerexting lechnakogies,

Winjer 1992-93

I Japan, there ace soms poblic prens phreakers.
Akam ten yers ags, NTT [Nippon Telephooe and
Telcgram]} mmiroduced elepiime candy and coo poblic
phoces whick had the expakility of tsiig thoe new
wards, Befere this, s 2od azly “eaic-op™ ones wlich
werrpied 1) van pod [O0 ves coics. The cands wes
gzt and propaid, There wes Bour Lipes: 5040 e,
1004 yweq, 3000 ven Cedn naveliy of 20 anil], and
SO pen (aridt 2evely of 30 itk NTT charges 10
vz for & Soced thiet =irulc ol dorg dmince cella
eoet morel Tuis Is cozsidered wounit, 9 von tave g
2000 ezl von can Tes X200 i o 8000 sand can poe
S50 urits,

Tur telmphens cards were i3y madifed by ning
it =ipnctic cad rraderstaritecs. Some people el
o eneal poblic plhencs me that they conls insoect the
e of e, Al wrmes progle oo armested Tae
=any phreakers, g Tercign wesken (lhey Toed
el amd cheap eards be 2ake plesc ook Lo ther
bizme ceunlnies), and yaiizas (lepanese ==5] made
Ml eis 55 thal thees cade oece Tt Sorcvor
(hy wriizg mFaite pes onle e casds)

About & weer gga, NIT decided b3 dop pesducing
capensive cand (MO0 and 3000} dos o widesprmd
adifiel zands and modifcation medads of the cusl
Maw o hive fas po ool

Japanese Subscriter

Wi wonder if she mudified cords S50 weork and|, §F
e el ihey wark forever? That's an (oreres ap
AT,

Wi raopect yowr Agisged of foarlh prade &fers
Jrom subs e fael ww sune kape frdeer,

Assorted Info

Thear haod:

Juat el orderiog & DIME deisder, madel
TLO-E, (s o covrpany calied 330Tren Elecinenios,
10 Garfeld B &4, Expene, OF BTHIZ 350108 5oy
ar (2030 &§7-21L8. Their decoder, aleck, comes
isgtinblad wmd bumed Sn for 24 Eowrs, Dol sithool o
chst, For 3L0 mers, pou pet a plaghic case with L red
fiiter o dze Troer dhor the 1ETY digia) o meocr 7 in
The atek decoder has an Elghr chafacier Faplay and
23 dhamurder memary thad woo ce sepell Tomep®. For
a1 additoral $35 pou ise gt p 96 chamener mesery,
Famegn 13V, 300 AL T has sy on B fop pawer,
eidie i, and pesal oot G0 4 PO, Ter enamzlel The
digzluy dimdly made (L5 wed "A™ Tor &, “k” Ior Fi,
L Tor C, ind 7 for Tk, The poun ey end ster key
are & bnle dflesent Toe peund bey dispiavs a5 a ™
ol wriheut 122 sertizal bars (IBM craracier 250
decimal looks sizclarl, and Uee wiar key Jiglays, w
bod an [ onn describe i, Jke o souiss hea Tt kax beon
erparlnd i e upper sight and Jower et cormem ol
wn [FD daglay,

Tl mlmmaing thing foew vold me s ther they are
o= conning oL with & rew wemion Sor s aod law
enforoesesr oflaibe., T rew edilion i enclosed in s
il cpse, ones g LLTY Suphey inelzad ef LFML and
mumze ol T 0 3% bactery In e bailc-in aclio isolatod
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Trumm & D poowrr line, w3 302 co2 Use bwe wlliele
g b et @i 4 phene Bog witta? goig thrcagh
a Time Teelatad, 15 you would Favz 1o for 2e aboe
TED & deceder, Tin Selaxe model goes for 5223
witzard ARCI] mpedece and 159 with

Aryway, Ul wrie funter when T roceive X aod
szt L gt B 1 peerfior e,

Hegzring Simplee bk, @ coanpany ] kmew =
e Simptes 1000 serow goite 0 bR, bes cnly forthe use
feccpsed in Frp Do) mieidd, o5 a “seeandasy ke
frrng wodong houe™, The nnepeseg thimg is tul g2
{her Jocks had o foe &gh meal porperty lag 57208 %
fheepe, wilh deutle-nided upe, Tor some reasen, [ only
saw digits L% 2 the propeiy tage, and o Cigit
repeated. | ke Eoow thal the cemnintons of Uss
levis weie blways seme 4 £g cenilaation el e
preg<ey [ nomerrs, all proweed oZe ar A Eime wi
wpigad 1o S boZona poziied simukanaasdy. Hew's
thai for rellizg dewn 126 nurher of pessinle
combinalon? Knowing this, anc had only 4°
eomiralizeg, of 1] passitlc mombizaboge bo Lry.
Naw, S 1o ocke 1 3id krow [ combizations 1o, the
sk of possing comiinabong weee rrdeeed by the
fos that Une peran chiosiog the comiinalos 10 be ped
lihed W Egitshify fue propedy rumier, roling ever
e dign that wes daified efT the 1 nde over Lo 2
iZphe dn of $-¢ numter, and se the pemb=olios 10
ihal numker, 1n saoinec szierne Lo, T is @lled
Futate Left Jor Eotise Righty An exazple fx i 1he
propey Tamher wan | 334, e protale combisenion
weres 2341, 3412, 4123, 1234 {ror lakely, but

peesibkel )
Tell, how’s that Fer seeurty? Adler & vaiatioo, 1
Snrpel oo ctanbo 10 one of theas, bt of coorse Thad

me=erzed toe oo they wsed, s ] pol inoos e

dhizd Lry, Can yuo beleve ik, oely foe obnZos, and
T sl erducky enoeph 5o prtit en e glod i)
Srolt
B Fark, 4
2600 Meeting Adventures
[ RO

The [Seplember] 0 2860 wseling wrapped o 4
pirinzle of Squs age. T thewghe §wcald ehhare a Titde visin
we had Fram S Sewet Senvace! We sun nef Loedinm
ihat i1 wed the 5, bat all evidence Leads 1o Ural
e S s

It stesed with zome gols = spaie Jackale wii
ket waliing oy ol H0is=g near nx, Them, Wieasd e
ens of the svedasg, & copsle of pase in dack Doeg-
colnm] botirs sal ofar 05 aod sormed Do ook ol v
with o Lt of siecian. Then they ovieeded s mavs
et B Limde ey thee st Do e Spoimesl o Lo Joves
ibove . Twe more jomal in, a1l Aegped berically Ce
saree (dat Hue-colunad T-shinsh Boy, did they £k
nz® Fhe soss ihvanbs” Yo wogld sccasionaldy chare
JiredTy g Somm, wave, ris, At nee pein we alf stad
oL thern! & corrls of vr pre advenlicvs exd moved o
theeir level and Snsed m Ouz of = sieed shakling sd

= mdiesd “Secret Secvlce” in sl loton on cee OO
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ibir ehire The: pee of tod gove xdfeed i we Snew
anythimg e T baomes that male Lévpd 1o pet Sres ulls.
The =uewrrg pror aaid remcthicg 150 “Wht's & B!
Bieeps?" Then cvsryens o7 the mesting [R2¢ %15 siill
s=und) decided 1o relecale Fght next oo 55 o
Al ze t=e 5t | aping odds, Uey dad
Bral i wis beHer so mapey e, which Ueey ohd, and thid

gyt the e wrowaw o them!

Teckea Casler
Answers
Dear Je:
[t o iz reepunss D8 L 22ber appoariag in C1e

Spng 1983 o by Henry [0 Lightiap woncecing
CH-ta-lclephane peiches apd 300 beed date
e O T a.

Whil: it s lnd=ed legal o have & O slecon sy
in the capaciiy of 2 Wgephore palch, [2C regulation
strtoy prpinis that the gonch miost sot be slrmaied,
Aocom g b their sules, the CH eotion servicg es the
ratch i ke operaned by poponen phericely w0 that
walion. Thil pmon js mepessills for _ﬁ....u_u.l._"._._w.w _”"._n
telephoae © eonzeclics  g2d opfmrling LS8
speesmicipesceie pwiles for the domton of the all
Thet prresn mual =ake sore chat the pemen oo ..I.r_q
icleptune oteerves FOC CR nules and gvisl apa mace
samr that tEe parch dovies fu wwitahed off when e all

* 05 TEITLSASRS

While lLicerse] armateur rudia operaiar da ey
L=z loxugy of antzmatzd telephone patches (or
HggTapaseh” pclivaped with watioas lence e Mr
Lighewy saggesradt, “iowly” Citizen’s Tard user
st smpled he sorvices of 3 thind pary o pledee e
calls. Flesevim, Tar ctrmaln that eome lover persec
could desigi & devie thort, %o xm cuspie Dalener, mighL
soird Jike 3 perscm esteblzhing 3 call for o CB
cparsor (o wing Liges, digroed sproch. dic ).

I, t2o, Rawe alee copericnced 300 haud
Eperinination | cam undesiand why wome sriops
arigh Fesl their Line s being “¥oed 1w ol 300 Tend,
bt i any raloi] thimser gives Cé moTer 4 ok ef
thoughs, heke will erc thal rhe argsment in a willy
150

Mo syearma el Telr prem n soAein axsenct of
time per dex. For sgample, o ctromiee teze lirre = 41
miuits. I ome necr boga in o SR pered and remeins
criize Sor BN minaies, then befe el “Tyizg up’
the S joad ma =uch er o 60 teed weer seline for 0
rmirelo, Whin's e S Terenoe Why kove tims Llimits
Hew got 2o oo be repesied?

Sadt R
Hunt:vilk, AL

Address kellers T
2600 Ledters
Pl Box 0

Middle Iskinad, ¥ 11953
ot inferncl address
e llst oo

Winter Fo92-93

a blast from the past

Many yeere gga, BHur boxes wore one
of the phons pompeir's Bgges! concerns.
Here is Ao one branch of the old Bell
Syetere educeiad (e emplopess:

Electronis Toll Fraud Dorices

There are geveral different types of
electronie cquipment which may be
generelly clazzified as ETY devices. The
most significant is dbe “bBlue box™. The
characteristics of each type of deviee are
dizagsed below.

Blus Box

The “blue box™ was 20 named becawss
of the color of the firet one faund. The
design and hardware vzed i the blue bax
iz fairly sophizticated, and ils size vorics
Trem & large plece of npporatus to e
miniatarized valt that iz approximately
the size of a “king.size” pockage of

. cigareties,

Thie Bue bog contalng 12 or 13 butians
ot switches that emit multifrequeney
tones choracteriztle of the tonss uzed in
the normal operatian of the telephone Lol
leng-distance) switehing aetwork. The
blue box enobles its user to origioate
Travdulent {*free”) tell calla by
circumventing tall billing egalpreent. The
Blue box may be directly connected 1o a
telephone line, or it may be peovstleslly
wopled Lo a belephone handaet by placing
the Llue box's speaker next to the
transmitter ol Lhe beblephone handzet, The
operation of a biue hax =il be discpzssd
im ek delail below.

Ta waderstand the mators of a
frandulent blue bax call, it i aeceazary Lo
undersland the hasic operation of the
DHrect Mislance Dialing (DDD) telephore
nelwork. When s DDD call is properly
ariginated, the calling numhber is
identified a3 an iclegral patt of
extobliching the connection. This sy be
dong either aulomatically or, in zome
cases, by an operotor asking the calling
Parly for hizs telephose pumber. This
informaticn is cotered oo a tape in the
Automatic Message Accounling (AMA)
affive. Thiz tape alae coolain the nambore

Winter 199283

asmigred o the treok line cver whick 1he
call is to be peot. The assigred trunk
number provides a conliouvily of
infopmation eentained an the teps, Other
ioformeation relaking to the call contaloed
on the tape ircludes: calied number
identification, time of erigination of call,
and infermatlon that the called rumher
angwered the call. The lime of disconneet
al the end of the c2ll is alzo recarded,
Altheugh  the tfape coatafos
information with respect to many
different ealls, the varfous data enlrices
with respect to a single call are
evenivally corpelated to provide billing
informaticn far use by Southern Bells
pezmuotleg deparlment. The typical bhe
b uger vsually dials & number that will
Tise 1he call into the telephone netwerk
withewt charge. For cxample, the uzer
will very oflen call a well-known
TMWATA {toll-free) ustomer’s pumber
The hlue box user, alter gaining this
nceoss to the nelwerk aod, in efcet,
*seizing” ooife] and compleie dominion
owver the ling, operaies a hey on the bhoe
bex which emits a 2600 Herlz (oycles per
second, abbkreviated herealler as *Hz™)
tone. This tone caveesz the awilching
equipmment to relesse the eopoeclivn bo
Lhe INWATS customer's line, Normally,
the 2660 Hz tone is & algoal that the
callipg party has hang up, The blos box
simulales this condition. However, in fact
ke local drank on the calliog parts's end
iz still connected to the toll nefwork. The
blae box nser caw cperates the “HE™ (key
pulsel key on the bhuie box lo notify the
toll switching eguipment that switching
signala are aboul to be emitted. The weer
then pushes 1he “oumber” huttans on the
e box corresponding to the telephone
cumber being called, After doing 2o, ke
operales the "5 {start) key 1o ledicale
te the switching equipment that
signalling 2 eomplete. IF the call is
completind, oaly the parlion of Lhe original
coll prior to the emission of 2600 Hz lone
iz Tecorded oo the AMA tape. The tones
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cmilfed by the bhie box ore net recorded
oo the AMA teps. Therelcre, because the
ariginal call to the INWATS nomber i=
toll-free, ne billiog is rendsred in
conmection with the call

Altbough the aboere s @ deserlption of
a typical Blue boax cperation vsiog a
comman method of eatry inte the
oetwork, the operation of a blue box may
wvary io any cee or all of the following
Tespecha: ;

(2} The blae bax may include a rotary
dizl to apply the 2600 Hi tene and the
switching signals, This tvpe of bive box ia
called & *dial pulser” ar *rotary S5 bloa
[

(b} Entrasce jote the DDD tall
oetwoTk may be effected by a pretext call
to aoy other toll-free pumber such as=
Universal Directory Assistance (555,
121E) ar aay nwmber in the INWATS
retwark, either inter-stals or intrasiote,
waorilog or pos-workdng

{c) Entranes inte the DDD cell
network may also be in the form of “short
hoal™ calling. A *short hanl® call Iz s call
to any number which will result 1o &
lesser amount af toll charges than the
charges for the call to be completed by
the blue box. For exomple, o call te
Birmingham from Atlante may ocst $.60
for the first three micuies while a call
from Atlaots 1o Lea Aogeles is $1.85 for
thres minoies, Thee, & shert haul, three.
minute ¢all to Birmingham from Atlacta,
awitched by ase of a bloe box to Loa
Angeles, would resalt in & oet fravd of
105 for o three-miomete call

idl A blue box may B wired jate the
Lelephone Jine or aconstieslly eoupled by
plecing the speaker of the bloe box oear
the trarmmitier of the telephoae handset.
The bloe box osey even be boill inside o
regolar Tooch-Tooe (£} telephone, using
the telephene’s purshbultons for the bhoe
hon's signalling lones.

{e) A magnetic tape recording may be
nged Lo recerd the blue box tones
representative of apecific telsphone
numbers. Such tape recordings aoald b
Baed in Hen of & hhue box to frandaleatls
place calls to the telephene numbers
recorded on the magoetis teape.

Winter TOU2-0F

Al Blae bexes, exceps “dial pelzer” oo
“rolary BF” hlac boxes, must have the
follewing four common operating
capabililies:

Ja) It st kave signalling copability
Lt the form of = 2600 Hz looe. This tone
iz uzed by lhe Lol! netwark to indieate,
either by itz presence or its absence, an
“an-hook® {idle) ocr *off-haak”™ (busy)
conditinm of the trank.

(b} The: hlng box romst have & “HP ke
or button. *KF” is an sbbaeviation for a
“Bey Pulss™ tope that unlecks or readies
the multi-frequessy receiver al Lhe called
caitd B0 peceive the tonss corresponding bo
the called teleghone nomber.

ic} The Lypical blae box most be able
o emil reulli-frequency lones which arc
used to transmit telephone numbera gver
the foll neiwerk. Emch digit of a
lelephone namhber is represented by &
combingtion of twa tanes. For example,
the digit 2 iz tronsmitted by =
combinalion of 700 Hx and 1100 Hz
Lanes,

{d) The blue box masl have an ST
kew, “5T° [ an abbreviatioo for a “siart”
sigmal which copsiste of & combination of
two tonesd that ell the equipment at the
colled end that all digits heve been sent
and that the equipment shouwld atarr
swilching the call to the called nombsr,

The “dial palser” or “rotary SF bhe
box requires only o dia] with & sigoalling
capability to produece o 3800 Hz tone.

2600 HAS A FULL
LINE OF BACK
ISSUES FOR
YOUR HACKING
NEEDS. SEE

PAGE 47 FOR
DETAILS. (PAGE
47 HAS NO PAGE
NUMBER.)
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WRITE FOR 26008 .
SEND YOUR ARTICLES TO:
2600 ARTICLE SUBMISSIONS
PO BOX 82
MIDDLE ISLAND, NY 11953
INTERNET: 2600wl 5f ca.us
FAX: (516) 751-2608
Remember, all writars get frea
subscriptions as well as free
2CC0UNts On our voice mail sysien.
To contact a 2600 writer, call 0700-
751-2600. If you're not using ATAT,
prefaca that with 10288, Use touch
tones to track down the writer
you're iooking for. Overseas callers
can call our office (516) 751-2600
and we'l forward the message.
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Stop Working Long Hours and
Getting Little Money.

Stop Someone From Bossing
You Around!

An Ex-Busboy And Now World Famous 900 # Entrepreneur,
Lucifer Green Will Share His Secrets On How To Become A
Successiul Vendor OF A 900 # With Practically No Investment,

ALL IT TAKES IS A PHONE CALL
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THIS MIGHT BE YOUR LAST CHANCE TO MAKE IT IN THIS WORLD

CALL NOW! | CALL NOW! | CALL NOW)! CALL NOW
970-3849

970- mmamq_@é wm@ 970-334
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THE SECRET |5 PRETTY QBVIQUS TO LS.
ALL IT TAKES IS A LITTLE IGHORANCE, SOME FEAR, AND A DOSE OF HATRED.
THE PHOME COMPANY WILL TAKE CARE OF THE REST.
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el MEETING INFO; Turn 1o page 46,
TANTEDR: EPROM programmer ¢ pocarimmeng
pdapter etdpalible  with - BTiC Beeigs
wicreconirelers. Will Trade or parchase. Contact
Travis at (15) 7542003,

COMFPUTER YIEUS DEYELOPMENTS
.u..._.._r._n._.mﬂ._...r, is e wocally radical eew quarisrly
joursel coveriog Lhe whele field of viruses,
dedicaled Ba maiang s aafa gohlic Erewladas,
Each jssue inclodes o dise This wisder's Frovaes:
spmrce ooy inferiars and the Vs Creation Tad
Sl 575 for a vwar's subseription, or pemed 510 for
& sampls isipe (oo diskl. Amertcan Fagle
Fubbcations, Box 41400, Toceon, AL E57LT,
LOAE NG FOR HELF, Ay and el informetion,
plans, Bk, schematicon, el mlafing o hacking,
plweakicg. electronics, compriers. phanss, coble
Ev. Wil shars résearch pda wath afl, Also, 1 oeed
the address Lo Esdio Elsciranics mapaeing and
Pooedar Elecironics magazioe, Conracl Salwaters
Cra=aa #335135 MS.CF., F.ih Har 564,
Wrightsloon, M1 JE55T.

STH INTERNATIONAL COMPUTER
SECURITY & ¥VIRUS CONMFERENCE an
Marhaltan Raeniela (hy Penn Sldioms 5 ek =, )
speakess, T venders, 5393, 3 L0300
W ednesday-Fridoy). Hezvy emphasis oo viruses
and telecoes Goot. Speckl s2isons on LAN and a
Sarigemend rack, [rs Lo scorily. NETWARE
exhiil for non-atlcndees - fax busines: cacd to
(500) F25.%9181, vour badge will Be mailsd. Bor
rigelrationy, call BONCRIS-2245, celensicn 150
ARRESTED DEYELOPMENT, 1AV
431,70, 42507%,  Brnegade  E-10 UCCP
DOMADNS Vircer Sede, FOGF Areas, 386-33mbe,
Fhek, SR DS 35k,

LOOEING FOR ANYONE and everyons
WRALInR, [ rads ddeis, Amigs Diles, inla abogd
“mlencaling” things 1 havs about 10 mogy of tead
Tes, ALWAYS bockng for more? Conmtoct $aeve o
E14-4 72 1T o emmall dippedE culdcul.uwm oo
WE CAME, WE SAY, WE CONQUERED. 11¢
E 177 full eodor pastar of pirsts Nag Oying in Teoedt
of ATET facility, Send 56 10 PUO. Bax 771072,
Wichiza, KS &12770-1002

FHONES TAPFED, officchome bugged, spouss
chae iling. Then rhiz catalogus is fod pou!l
Eprcialized equipmect, itezs, and sogoees. 1's
Hrme ta gel even. Survaillanss, eounlefedaasnrs,
Expivmage, porsmal peetection. Send 55 check o
mocey order to BELL, PO Box 908, Depl. 246,
Bbrcham, MY 11786
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2600 marketplace

Tal BACE [S5LES. coemnplets s Yol 151 of
QUALITY copies froe origicals, Inclodes
achematics and indoees, 51 pospald. ¥is UFS o
Firse Class Mazl Copy of 1971 Exguire amichs
e Sesmis of ths L= Bloc Sox™ 5% & larps
EASE oi'dl ceons of Slorvps, P €5, O B 2683,
AL Lawrsd, MI OSSR, We are the Original!
PRINT YOUR ZIP CODE 1IN BARCOOE, &
great laBzl preiram that allows you 4o use g
datatase of address 10 print label with harcods
Wi alae ppe ard prind a oo il Sond 5% no
check to; IL Bindel, 5862 Calle Fral Suie 171,
Crodete, CAYILLY. [RY oy,

GENUINE 65536 MHE CRYSTALS ooty $5.000
such. Orders shipped postpaid vi Fist Clics Mail,
Sond peynonl with reumie ansd address bo Elscbroro:
Dezign Sysmems, 144 West Fagle Bood, Siie 108,
Hovereea, FA 190530 Alee feraile wamilsd
on Droobeast Dloctrococs Coop's TTS-304 popiatde
ME sendar mnd TTH-27023 MF and booo sigeadlicg
dizplay. Mo manuals, schemalics, sbpmmenl and
calibration inscrocizons Jor photacopiess. Wil
reward fider.

WIRELESS MICROPHOMNE aecd wireless
lilephene rasemiller kils. Foastured in the
WIHATER 19981-%2 2600, Cezplete kit of parls
ayh PO board, $200005H ONLY, or 8335 for o
A Checiosr, DO D1ALER KTE 45 reviesed
this izsue of 28], Deripned asd deesloped in
elland, Produces ALE voiceband sizrals naed o
worMide o minic ations nereorks, Sand
A0 CASH OMLY (DM 32300 10 Hack-Tie
Techeolepics. Postbas 22353, 1103 DL
Amslerd s, Netweriands (allos up ta 12 wecks For
delivery . Fleass call 31 20 GO01420 § ¥ [4%,
Absoluichy oo chesk s accepasd”

FORMER U5, ARMY ELECTEOXNIC
WARFARY TECHSICIAN with TS clearence
loaking [or ssrveillance work whish reguirss
Twting, ingealay, and skill. Prolocks of Adanlic
City_ B ITED, Adlaniie Oy, WF OO,

Marketplace ads arc froe

Marketplace, PO Box 09, Middle
[sland, MY 11953 Include your

lakbe]. ..._u... miy | b edifed or
n. Delidling

- v =,

Lo -Sprang 155

=
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telco news

Wao've zeen a good deal of
incptitade on the part of phone
companied over the years, Bor we're
#till capable of being surprised.
SouthWeetern Bell (EWET) wins the
prize in the latest round. Sone
nuambers to thele computers have hoon
eirmtating for sarme time. Specifically,
A16-261-1718, B18-EGL-1T16, m-a.m_...,:.
1915, 316-2al-1200, 316-261-1222 and
21G-261-1220, The nambers
themzelves are :EmE Fcant; every
phone company's computer _H_.i:;
have been fund by sgomesne, I8 the
lire of defense that exizts after the
corepaster picks up that iz the true test
of secarity. A writer we know was
quite surprized when, while verifving
the authenticity of one of these
nurmbers, ke aecidentslly got root
aceess lo the svetem! He had typed
roct as a jeke thinking that would be
the quickest sand surest way to
disconnect, Mot 20, He was instantly
waloomed with open arma The writer
quickly hung wp bul this event raises
eotre real troubling guestions, Like
where has SonthWestern Eell been

COMNECT 1200

n._du.\.__

lately? Don't they realize the
importance of eecura, non-chviogy
pazswanlz, particulardy for their most
powaertial soocane? How many people
will be fured in by thiz seeming lack of
concern? Ard finslly, iz thiz perzon
now guilty of “breaking into”™ a phone
cOmMPpany camputer w hen thet was
never she ntention?

In light of thiz cecurrencoe, how can
we take recent SWEBET claims
serionsly? They seem to think that
hackers are the root Mo pund of 2l of
their proklems A ropent BWET
publication claims that hackers wha
vaused no damsge cost the compary
lots of money. “The loss to SWERT is
eatimated at 570000, That, inchades
expenges for securing the packet
network to avaid future intruzions,
reprogramming costs and labor for an
internal investigation.™

"BWUHT'z  efforts to prevent
heekers inchude meetructering varions
communications networks and adding
gecutity hardware to computer
Eyaberz

“Employecs serve as an important

WARRINGET - ._..F.m. A m_ur_..:d..mw._mm.z mmu._.,u..m_.mn_._uzm m.,_.mﬂm___._. mm,m._.m_n._.mn_ T

QFFICIAL BUSINESS. UNAUTHORTED ACCESS, LEE, Of MODIFCATIOHN 18 4 .._.._ﬂr}ﬁ_ni

OF LAWS AND MAY SUBJECT THE PEFPETRATOR Ta CRIMNAL PRESESUITION.

._n_.n_..m.__.___. +O0E _.—mmm.m ..__..u_h u_...n ] l._nﬁ_
q._._..uul n_E_: _._.n.“_...“:._.q Eu?
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line of defenze againgt hackers, said
Barry Rabin, arca manager-asset
proterion.

Phe easbest way for 8 hacker to
geb into sur camputer is to obtain a
pazaword throngh what’s known as
*eppial engincering,” said Habin

“The hacker calls an arnpleyoee and
pretends o be ancther emplayes who
needs & pazsword fo check on a job,’
Pabin said,

*To  guard  against  zocial
engincering, Rabin recommends
making sure you know who you're
talxing to.

It doeezn’t cost anything to
canfirm the identity of the caller by
getting & nomber and making & esli-
back check” Rabin eaid. ‘Emplorees
who receive any suspicious ealls
ghould contact the azset protection
divizion or their interdepartmantal
Becurity forumn repregentative as soon
a3 poesible ™

If you'd like more information on
the practire of eocial engineering,
EWRT's computer SECUTiLY
administration group sctually kas anp
employes education campaign on the
suhject. Postors and other infarmation
for the campaign ean supposrdly be
chtsined by calling Jackie Smick at
214-235 3038,

SWET iz urging its emplovess o he
alert. It seerns pretty obvious to us
that these employees just aren't deing
2ll they can. Tn fact, we think they
need all the help they mn get. m._.E.ﬁ
tells itz employess “If vou receive a
sugpivious phone call with & request

for a company phene directory,

tomputer  password, or  other
propristary information, the callzr
eould be a compater hacker, To he
eafe, azk for a name and & call-back
number, then contaet your
:.___._E.,._uﬂ_m.niﬂmnﬁn_ ercarity forum

Winter 190293

representative.” It might be a good
ides for the rest of vz to keep on the
glert for thoze wide open zecurity
holes you ecold hack a trock throogh,
If you find any, what better way to
show your good intentions than ke
helping these poor zouls aui? These
sre the escurity “exports” for SWET:=
VAU OIS

ArkanzazDon Miller301-375-5872
KanpazMike Leck=i16-508-5247
Mizscuri:Bob Fieldz:314-247 5088
OklahomaCharles Gussd5-2T8- 2245
Texaz:Heneo Johnzon214-464.T907

Inlernal security metmorendams of
e than & year ago indicste that
SouthWestern Bell was aware it had
E0TEe  major  sacurity  holes.
“Potentially ALL eystems utilizing
[the packet] network COULD HAVE
BEEN COMTROMISED AND
INTRUDED" waz the dire warning in
one mema. “Administrative controle
SHOULT be placed on vendor
support linke, including dialup porte
and packet gatewave” Whether or not
anything was ever actually done, it
would appear that sloppiness iz ance
SERIN the rade.

An internal Bellears bulletin
tohcerning the security of packet
switched netwerks joes into detail on
how hackers helicved to be affilisted
with the Tegrton of Doormn and 3LGM
hacker groups took advantape of
“DAEM diagnostic software tools
2.8, XEAY from TYMNET and
TDT2 from SPRINTNET)" to gt into
the Pablic Packe: Switched Network
(FPEN) of varieus phone companies.

“The iotraders pained accoss to a
vendor supported OA&M ‘debug’ port
to the BOC's TYMNET hazad FPSN.
By exploiting the group hazed or
defanle password the intruders then
exacuted the program known as
KRAY, and itz utilities, to read the
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chata braffic or any of the XE poes o
carde znd MUY multiplexers. By
rezding the data of the X225 port line
cards ar MUXs, and seanning the
METLATE Space irternal to the _.Jmi.ﬂ
harndler, the intradors were able to
capture  loging - ard  pessweords
tranziting over or uged within the
packet network, Witk the kelp of the
compromized logine and aszociated
pazzwards,  the intraderz ther
artgezed: 1} the compuier systerns and
networka that werse bheing addrezzed
during the compromised packet
gesgions, or 2) the nevworked hosts wo
Lhe pecket hardler”

The Belleore bulletin targets &
Legion of Doomi/Hackers oriencaed
bulletin board syvsterm and concludes
that "the iniruders have perfected
their skills and have ucilized that
krowladgs te eompromize the PPENz
af zeveral earriers. Onee sonprormizad,
the intruders arme able te captore data
inchadings logring mnd pasgwonds from
the PRSM traffie.” Packet retwarks =t
rizk included 2PRINTHRET (TELE-
NET), TYMNET, Hell Atlantic's
PLOM, BellZowch's FULSELINEK,
Pacifi= Bell's PIPE, Southerr New
England Telephone’s ConaMer, and
NYHEE's NYWEXLAN.

Lielleore clearly belizves that
hackers sre noching shovt of tervorists,
A gacurity alert fiom Movember 1500
warns that “the potential for seoarily
incidents this holidsy weekend is
gignificantly higher than normal
because of the recent sentencing af
three  former  Legion of Deom
menders Theze incidantz mav inclade
Sorie]l - Engineering, - computer
intrusion, az well az possible physieal
intrusion.™ Pages are devoted Lo
“guggested countermensuras” to
counter the expected enzlaoght of
atlacks,
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With thiz kind of parsnoia runiing
ramcpsn: in the hallowed nalls of ths
vhore companies, how is it that chow
still manage e leave the front daor
wile apeen?

Yellow Pages Sereening

Ever wonder where the phone
companies draw che tne on Yellow
FPagesz advertising? We czught a
glimpee of zome internal NYNEX
guideiines that define EHEELG o akle
advertising,

“Advertiserants whizh are, in the
opinion of the pablizher, __.__.”_....._u..ﬂ._._._“
vulgar, ohecene, suggestive, ar
cffenzive, either in direct presanlation
or by suggestion in the text or
ilinstration, will not be sccepted wnder

any heading.
"Particular ecare cheuld  hbe
axercisad in 1r...m_.......m1v" advertising

cofry and illastraticns for placement 2L
any of the sensitive headings listed
balow,..

“Ballzons, Book Dealers, Dating
Linreans, Entertainers, Modeling
Agencies, Maszage, Motels, Motion
Picture Producers, ?5_.“ Clubaz,
Telegrams, Theatres, Fooort Bervice.

“ ..  Objectionable  copy  ar
illastration will be refosed at any
heading.... What i3 appropriate st one
heading may take an entirely different
meaning st znother heading. For
example, a person in & ewim suit moy
ke appropriate at “Bwimwear £
Acveszorios” hut rray earmmuricaie an
offensive message at "Eroort Bervire -
Pareanal”.

What Ten't Aceeptable

“If the advertizement &z a whele
irmplies that the firm (5 something
oither than & . legitimate
establishment”™, the advertizemant
wirn't b printed.

¥

feanifinued or pape of)
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~ Available from just about any PG mail
~ peder heuse
" Review by Cray-Z Pheeaker

Special thanks 1o those whe know...
Whan | receivad the package from
tha LIPS man, | was rildly susprized.
The box was quite larga for the
application that | had in m nd for the
device. Much to my relief, upon

: = Unpacking thie unit, it was revedlsd to be

rriach smalier. . perfect for what | ad in
mind. Bl let's net get ahsad of
._...._.._qwm____._wm

Comvor's Speach Thing is an akd-oa
audio port for IBMclone computers, It
ataches to the machine va the parale

i perl, and comes with a rather largs
 axlemnzl zpesker (Sv powered). The
.~ device itgelf iz the sama

Gi2g as &
common “gerder changer™, A palr of
wiras protrude frem one side of the
device thal attach to the extarnal
gpoaker. Just plug i1 in 12 the back ol
your maching, altach the spezker, and
youl are ready bo gal Software instelztion
iz mindlezz, and straightiorsard, )

Tha eotwara fsa isnt difficut fo s, 50
wont bother going irio detal about thal hare,
Lets tak about e for T dovice,

After seeing the Hack-Tie Demon
Dialar &t SummsrSon, | was vary
irfarested in the davice, but like many
phreaks, | didn't have $257 lying arcund
to spand on it. An altarnalive was
faeded, and since | have a cheap
gorabla PG ciona. why net utilize it
Zomehow] Grasnted if's notl &5 5TcX as
the dialer, but I'm not worried about that
fight now. Upon hearing from some
oiher phvgaks [who would like 10 ramain

= Bnonymous) aboul the Spesch Thing,

Wiktter 100203

[PRODUCT REVIEW

thair uses of 1 22 a rad bax,
.ui&..mn_ ona with the xia thal il coud _“.__“_
mara, .. much moee.

After 1ssting out tha unit with tha red
box sound fils, | was imprassed with the
sound quality of the device, but not
happy with the spesxar tself, It Kinda
large and didn't fit in my porlable case
wall,  The Redie Sheckx  Mini
Arrglifier-Speaksr (cat no. 27 7-1008C is
a gocd substitute, iz Sv powared, ard
st importanilly, its smel in size.

Mow we hava & small, programmable,
poftable 1one generater. What mare
could a phreak ask for? Grented you
have to have a podakie computer, but
st sericus phreaks havie cne anyway.
Mew all wa aeed is somae usaful
solwware. ve bean working on sama
zoftwara in my spare time, but it's far
from being completed, With & talaphona
interiace, there is ne reason thet this
device couldn't do the same as the
Hack-Tic digler. i you add the socund
chaitizer option, vour capabiffias expand
bevond that of the 3250 dialer.

I had sorms dificulty with the Speach
Thing on my Teshiba T-1000.
Cecasionally the playback rale changes
& Bit, then reverts back 1e tha original
selling whils using the soliware
supplied. When red boxing, you will get
an AT&T operator onlne guick if you
don't gat In anather *good” guarter. |
heve only saen this quirk when using the
Toshiba T-1000 maching, It saems 1o
work faslassly with other porlabies.

If you have a portable and 380
availabia, 1 highly recammend 1his
denvice as a bask ool for phreaking.

Enjoy ard pleasa writa in with
whatever experiences you hava with the
davica.
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‘corcned from paga dd)

Fhrases that aren't acceptable
imelude Eheee whick “refor to the sox,
suggest nudity, or the physical
daegeription of the busitess staff™.

Thaere arc also cerizin wonds and
phrazes vou cannot ever use. Thege
inehade “Young Technizians”, “Onee it
rever ensigh”, Blip and slide il rubs”,
“"Hive Bewliez far the rman who has no
limits™, “We take it all off to mwsic”,
ﬁ.mnq:u_ Teaze Dancers”, "We show it
all®, “Full Hudity", and, of course,
..m.c__... Diher words include: “Strp™,
“Arrip-o-Grame”, “Full Bhow”,

“Tapless”,  “Fantazy”,  "MNuode™,
“Biripper”, "Teleicase Telegrams",
“172 Fall Show”, and "Bottomlezs”, We
should point out that “Nade™ and
“Fuall" are only vraceeptable when
they are used to imply oudity,

Finsliv, the pletares/ilhizcrations
deemed wnaecaptahle include: “Mala ar
female forme alhiding to sex or that
are provocative in natoee, Nhaeteations
with expressive cleavage or bare
batcocks will not be permitted; |as
waell ag illustrations] that sagpaest
sensnal or erotic pleasures; male o
female forms without proper street
artive; and eagpestive poses”.

Soonow you know.

New York City
Cricarp Center, in the lobby, near the
payphonas, 153 E 53rd 5., hetwesn
Lexington & 3rd. Payphones: 212-
223-0011,8927; 212-308-8044, 8162,
Washington DC
Pentagon City Mall in the food courd.
Cambridge, MA
Harvard Square, Insids ‘The Garage”
_E_ ike Pizza Pad on the second ficor,
Philadelphia
A0h Stree1 Amirak Staton at 30th &
Market, under the "Stairwell 77 sign.
Fayphones: 215-222-9330, 98E1,
9770, 9709, 9532, 215-367-0751,
Chlcago
Century Mall, 2828 Clarx 5., lower
level, by the payphonss: 312-92%-
2655, BATH, 2685, 2004, 3267,
St Louls
Galleria, Highway #0 and Brentweod,
iowar lavel, food coun area, by the

iheslers.

AUstin
MNorheross Mall, acrgss the skating
rink from the food courd, next to Fipe
Warld, Payphones; 512-453-9934,
98R5, G916,
Los Angeles
Union Station, corner of Macy &
Alameda. Insida main enfrance by
bark of phones. Fayphones: 213-972-
0353, 9388, 9506, 9519, 9520; 213-
§25-0923,9024: 213-614-0049, 4872,
0012.59226.
San Francisco

4 Embarcadero Plaza (inside).
Payphones: 415-393-9503.4,5.6.

All meetings take place on the firsi
Friday of the manth from
approximately 5 pm fo & pm local
ifme, To start a3 meeting In your
clly, leave & message and phone

number at (§16) T51-2600.
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WHY SUBSCRIBE?

SOME (OF YOU WHO PICK TS UP ON NEWSSTANDS HAVE.
BEEN CALLING TO TELL US THAT IT'8 CHEAPER TO BUY
2800 0N THE m_H_m__E.Bm THAN IT I8 TO mﬁmﬁm.ﬁmm_ WE

H,H_Hﬁ DEALERS AT80 OFFER pm”mﬁm_. FRODUCTS AT LOWER
m_ﬂu..ﬂﬂm %Fw Mwmw.: ‘HOIEED. BIFE ﬁnm.m._.h_ g8 A mr__r.n__

» { DEGRADING |
' YOUR LOCAL BOOKSTORE. YOU WON'T HAVE O

W CLERE IS ACTUALLY A¥ EEE#E
1 FOR READING SUBVZRSIVE MAT

COMES ,ESE EmEm FOR
i THAT KOBODY ELSE HAS HEARD OF. BY
BSCRIBING, YOU WILL GET YOUR ISSUES DELIVERED -
oy ﬂ HANDS A GOOD TWO WEEKS mmwawm,

THE 874
Eqmqﬂﬁw 'AND OB

INDIVIDUAL SUBSCRIPTION
O 1years21 0 2 year=$38 1 3 years/554
CORPORATE SUBSCRIPTION

d 1yearn$50 O 2years/$90 0O 3 years/$125
OVERSEAS SUBSCRIPTION

0 1 year, individual/$30 L 1 year, corporate/$65

LIFETIME SUBSCRIPTION
O $260 (as long as we put out issues you'll be an our lst)
BACK ISSUES (invaluable reference material)
O 1984525 0O 1985/425 O 1986/%25 O 1987/525

0 1988/325 O 1989/%25 O 1980/%25 O 19917525
(OVERSEAS: ADD 55 PER YEAR OF BACK ISSUES)
{individizal beck issuas for 1988 to presant are 56 25 aach, 57.50 owersaas)

TOTAL AMOLUNT ENCLOSED:

L your reamia and adoross is1T on 1o back, plesag put il Prers]




