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REMEMBER....

Why should wi rememnber Abbie
Hotfman? What relationskip did he
have with 26007

Abbie was, of course, the founder
of the Yippias, and the founder of
YIFL, which terned into TAP. TATD
was the first publication o look at
technology through hacker eyes. Ies
doubiful 2600 would exist in its pre
sent form were il not for the inspina-
on TAP offerad.

But apart from that,  Abbie
Holfman was, for all intents and
Furposes, a hacker of the highest
ordes. Me, he didn't go around
breaking inte computers, although
we know the subiject interestod him,
Abble hacked authority, which i
whal & lot of us unwittingly do
whenever we play with phones and
computers. Abbic, of course, was
much more dirse He stead up to
the ultimate compuier system
known as Soucty. He was telentless
it his attack on the status quo. He

AN Summer JE50

fought the Vielnam War, gos arres:-
ed soomany Umes that nobindy congld
really keep track, and wourd up
Fissing off Kichard Nixon o oo cnd
He become a fugitive from the law
after boing accusod of dealing drugs,
@ charge he vehemently dosiod to
his closest friends righl vy to the
end. And even vader a disgaive,
Abble accomplished 2 Lot cader the
zame of Barry Freed, leading an
exvirpnmental group called Save
The Biver in upstate Mew York,

Abble gained a reputation for
cutsmarting the TBL [I's reported
that the FBI gathered mora tefierme-
thon on Abbie Hoffmen than on any-
one else in their entise history, That's
something to be proud of

Like a computer hacker, Abbic
Hotfman was thought of 3= a pest by
some. Hizs proscace was inconwve-
nient and he mada poople uncem-
fortable bocause he wasn't STaid bo
povmb oul the fawes,

reosinued on poge 43
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by Yiclence
Introdustian

This Iz e firs? in a series of anides
dealig with Frime computers {bath minis
and supeTiini's) and their rospective poer-
atng sysiom, PRIMOS, PRIMOS is one of
tha seversl operaing systems thal the gea-
el hasker communy has swcided duo W
urifamiiarty. In all achuaitly, PRIMGS & 4
warg user-fiendly oporating system a4 &
such, demands respect. In his seriss of
aricles | wil crver everything thait is inpor-
tard [0 fie aspiring PRIMGS hanier,

This series = Fargely based on gxten-
glve ta-hands use, and af the inlormation
provided harein & guarantoed o be 1005
agCdrate in regards 10 Revisions 19
through 22 xx of PRIMOS. | do cocazionally
address pra-revsion 15 syelems, but
anfy in passing g5 they arc catemely
uncommen, In addicen, all sample pro-
grams ncuded herein have been Py st
ed Al FRIMOS putpat samplas were taken
from a Ravision 22.0.0 PRIMOE syesm,

Vohizee 10 write this series in a technical
manter, but not ke & fyscal ATET dec-
mnt {grin). A% in all, this sgdes coss not
sgiial or even come clese 1o the acheal
PRIMOS docurentaion, byt since such
COCUTEnEien is gererally uravailabio 1o
Tz haacker comamilnity, | have ved my bes
o oreale & series that is an accepiable
alernadee

| have opled lo remain purgcsefully
¥aJua in soma areas due o potortial
abiuse. This ssams 10 be the raps these
fays and I'm sarry if that upsels yaw, bat |
have no wish o comprocsize any of Prime
Campaser, Inc's rade secrmts

Convenlions
Al command rferances in this senes
will Fellew B convertions pa? farth in tha
PRIMOS reaference manuzls and enlins
blp fachites. Conwertions fobow
WORDEIN-UFPERCASE ideonbify com-
mand words or koysords and ara @ be
antered Feraly. All cammand abbreviaions
will B listed following the sciisl Wil com-
mand nama.
‘Wordadn-lowercase identfy arguments.
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A GUIDE TO

fou subisiiee the apprapriahe nuTensal o
taxt vidue

Braces | | indizate a chaice of arguments
Endior keywords - At l2ast crne rmast ke
srdechngd

Brackets [ ] indicate fiat the word ar argy-
rrent groiosed & optoral,

Hyphans - indicaie a command line opfar
ard must Ba enared leraly

Parentheses { } must be ertered sraiy
EHipses ... indicsta that the priceding
argument may be repeamd

Angle Brackels < = are Uzadd lizerally ta
sEfarale e eemen s ol & pathrame
aptlonz: The word options’ indeates thas
one ar meva keywords andior argumanis
can e given and that a lizh ol sptioqs for
e command faliow.

All gramples thraughoat is (el wil be
irdented so that thay wil be easly idontd
abbe. Al text byped by the vser in thasza
exaTpas Wil b complotely daplayad =
bwercaze clarsciors . PRIMOS sumpe wil
then b gasy 33 sdenn iy,

Syxtern Identification

FRIMOSE is Prime’s unitors ageraling
=yslcm for feir exleasive fine of mire 394
SUpenmini compuiers. A Tew years back
the Prime mogal 750 was &1 tha rags, Mo
longer iz Bl the case, however. Mowadays
there gre many modals of Prrnes 2nd for-
peraticns &nd govenimests (e o man
Frime owrer dassas) plrchass the models
that best suit ther ndividual reeds. Thiety,
you will find Prime £50°c (arcint) and
7300 (also angient, bat 23l in use) 1o Prime
L1580 fa midrange system] and the huge
Prime 95580 (kigh-and win's). On ke
higk end of thiz ysa will alsa fnd Frims
MCE e fsuper-mini's) ard Priva workata-
ion clusters, Ac you ¢an ses, Tho army of
Frimas is astoundingy large

m_u._,.u___“_. farge i nuembar Gre (e rpei-
ciars ol PRAMOE fhat they rup, Aboat all
that you will soe these daye are Bey, o0 wx
aret greater oil yol will, on ocsasion, find o
ravision 1T 1B, or 19 xy Ly b m
Abcub Tia cnly places you wil Fad §7 ue
st 182X &y=lems &ra on forcian packek
swilched networks (PENE) (Tke o0 Brazi's

Inledala or Rargac retnrks g Sapans

Sumnprer T05S

— e e,

PRIMOS

Venus-PeRTI or DRO-FAGDE netaarks). A
soant fewe T80 and 18 xw systemns are s
aporazting i tha Lirited Staes. As sud pre-
wausly, howsver, you wil mast likely lind
fram Pav's 20xx through 22 ax syshems
hiere (s in ot other colries).

[ urkdan stand how PRISS intefacas
with users yau noed to have & good work-
ing grasp ol whal e standard PAIMDS
operEting systom model koks ke, To o
s you nesd a decet abstract moded

demtifying a Prime rird or sopermini
Cortaes is ol wery difficu’t. Primeas genar-
aly bohave in one of bvo ways whe con-
rasled 16, They cither sit thana scicing
rathing b your sorgan of, = e case ol a
Fril MENET-equipsced system dispiay fheir
FARIMENET rodens s,

I W& foirmer case, iry this simpla bast
upon connoecting, Typa 3 few random
seystroses fofllowad by 4 RETURN ard
33 nole of whal e hosl systom respands
with Il resserds with a batery of emor
Tassages olowed wath the ratmer dstine-
twa 'ERI prompt then itis 3 Prime. Hare iz
ansxampla:

axdi

Imwalid command "ASDF".

iprocesscommand)

Login plaass,

ER!

Ary Prime that just sils theve waitng har

1% gl running PRIMERET and
gencraly lacks inter-sysiem communica
tions capabilty. On e ather hand, those
syslars thal oo equipped with PRIMENET
jump rghs cut and yell "Hay! I'm a Primet
3% 1hay display their revision of PRIMOS
and Toir syshem rodename Upsn Connes].
Rare 15 a0 example.

PRIMEMET 21.0.3 V3D

Thars &l there = ¥ Prime systom iden.
Tleaton Like | said, its a rather iraal sk

Front-end Security

and System Penetration

How that we have locatied a Prime, howy
dz we bypazs the fronl-end security and
gl B ? Wel, balore | can bogin o goswer
that guestion a File dizcourss o the sacu-
rty ikzall 1= negpiired

The pawernmert Aas gratsd Primes &

Summer JPRY

G2 secwity reting To give wod an dea ol
whal thal means, YAXen are also casses
as G2 systems  Howawar that G2 ratirg
son of Suchates” about Ediarral seaurily
chould rezlly ba a bil higher, as Prime
Caomputer, Ing talls thair admnisrators o
mared all dafaums, Mat very nicc, ch? On
the wther hand, intemal security is rat so
hot 11l disguse mtarnal securty mare Fally
later &,

The front door iz similar 2 PRIMOS
cammand bzl in that it utilizes the com-
maad hns (e peergtng and 110 sub sy
tems). The only commend which you can
arsar at this level & oporation is the LOGIK
[ s S nair = e e s o

"PRIMOS is a very user-
friendly operating system
and as such, demands

respect.”
e s e W Bar= |
aommand. Thare is no ‘wha command
availaHa 10 you prior 0 Systom loging As
Sl Jay poinked oul ia bis “Hacking FiRl-
MIDET flas (voiumes |-, there is ra casy
way B& gel inte a Prime compoater. as ils
frond-Goor sacinty i axdelkenl

AL this point osly onc oplion Ses awail-
able, vnless, af course, pou koW Somesns
on thg insida (gring. This eefan i= delaalt
seccunts. Haw nica of Prime Gomputer,
Ing. o instal 50 many delaoh accounts al
thelr lacisras, As | have said, however,
hey 1ell fheir adminisiraters o remoya
thesa dedaull acounts aftor B sysiem has
begny instalbed Mol & few admisizyamss Lail
Io remoyve thase datavits, howower  and
that is oood for us. Alsoo newer fonges thed
Primez users ae people and peogie like 1o
Ute egsy-1a ramember pazswsrds. S
betona | go eny fumher, et me axplain e
LOGIM cammand in gresisr deta! (patience
is 3 wirtwe, you kncw). ]

Typically you will 1ype "LOGIN &rd
prass RETURMN. You will Then ko requested
hrst for User D and then your passeond,
Hena's yetarather axamye:

legln
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HACKING AROUND ON

User id? user

Pazgword ? <nol echoeds

Invalid user id or password; please

try agalmn,
Login please.
ER!

Wiell, tha! 2ure didn't work, Matos how
PRIMCS ddnt eche your pasewend 10 you.
The abave examale is from a non-
PRIMENET Prima. ARer this bad entry you
arc prabably still conrgched, 52 you can
nave another o at it & non-FRIMENET
syetem genarally kas a high bad login
threshald, so you can make many mtempis
per cornect A PRIMENET syshen an the
gl hiad s more of 3 bitch 1o hach as @
will discanrec? yau a%er the Srst neormec
lagin .’ Fera's snother example Jassuming
yau are hacking a FRIMEKET system from
e TELENET X &5 nabwark):

EF AR K

214 }4X CONNECTED

PRIMENET 20000 YOI

legin user

Password? <nat cohood=

Inwvalid user id or peesword: plesas
ry again.

214 XXX DISCONNECTED 00 44
0000000897

A5 you can soe, one chancs is all you
get with a FRIMENET system. A minor
rioke % in arder here regardng all the myti-
ad of X's in tha above sxampla. | have
masked the |52l thres digits of the system's
MUM (Netweork Llser Bocress), for | do nat
wizh gl you e PRIMOS hadkars 3 sLan
DEy g ooy &ystem's front door {gring. |
have alsa editcd e syslem’s rodename
from s aciual nodename ¥ a more appro-
preate ora [grinl. | will continue jo mask all
syslern erliication from my exameles, So
far you are accustomed 1o brping in OGN
ard preessicg BETURMN 12 start logging i
o all Frimes FOuU GEn paedl e LOGIN
warinEnd ard yaur User D in the same
line, as is illestrated in the folowing exam-
piz

Fxgin user

Pazaword T <rol sthieds

Fage & 2800 Magazine

Sumiwer JREQ

Arnd on A veey Tesw other Proves oo car
do n il LOGIN rest as sucks
[epgin User paasword
Y reighl rat wish o use WWinestng
cagabdity when ather nackers are arking
abaut, as they mighl diocde o zrackoee
shoulder surfing (grin).
Il & User [DVpassward carbinalior
ihersalier referred i as an “acoounil s
walid, yol will regeive the flowirg logi
hierald from PRIMOS
USER {user 87) legged in Senday, 22
Jam BY 1E1540.

Wedcome to PRIMOS veraion 21.0.3

Copyright {c] 1285, Prime Compuler,
Imic.

Seripl #eerial number [company
PeBFrE)

Last iogin Wednesday, 12 Jan &3

23T 4G

sorial rumber® and ‘company rame” wil
bie replaced by the achisl serial numbsr
and eompany Aame af tha company at
o thie Frisns compuiar sia,

Just ore mace small thing ¢ oneed o
cowr abaut the ‘LOAEIN command right
now, ared thal s __u.m.q._ Iroubfas Troukhles?
o betcha, Thie first trouble oosurs when
e ACC0lnL ol _ﬁ_..u__-_ W oexels and 13 vald,
Bl il gsesnt haee an iniliad ATTAEZH point
{in othor words, you dor't seem ta haee R
home dirgctergd. This is ne hue, slnca this
accaurd cannzt be logoed into. Baho The
ather trauble is reTole USET SASSAGNTS
This = dahrdely o fus The prorpt Pt
such are generally different from ana
ancther, at thay np both comrmensal and
cuslam wrilten =oflware o kardls thiz
Whon you come upon a remole sassesad,
by tha Llser 1D snd, if $iat decsa't word,
e iy the system's noderame. 1 bath af
those atemzis fail, wou can either brop by
irg passwends (brite-tores hacng! or v
=an .n_...m it up and mave or i ihe e
SE00UND Of Sysiem. & popalar commienaial
front end zecunty packaga iz "LOGINSEN
TAY" from Bramaka Soltware Syaters,
Ine: TLOGINSENTRY® is an excalert pack
2ge, 50 qood luck when you go Lz mgains
1. 0 sLpparts remole passwods, passwoed
4G, eldpassword catabasing o

Here i= & listing ot defauls FRIMOS
Accolrs alom] with some piher aocounts §
fiad thab wovk easkeaaly. (Le, mera than
S SERE )

HOTE: The "+ ard 77 symbois are 2l
parns of e Ussr 1D

User 1D FPassward
ComeEnis
+ ADMIN ADAEN, ADMNISTRATOR

Administrator account
+ CMDNCD - CMORGD
Exiernal command UFD maknianands

* DERICH DEMO, GUEST
Dema account

y HAG (A
Bagnostic account

+ FAM FAM

File Access Manager
+GAMES - GAMES

Games accalnt (only on SChenls)

" GUEST GUEST, VISITOR
Dty 8-Looaand

& HELP HELF

Help subayalem socount

£ INFO INFC

nformation acoount

£ SCL

Job Contrel Language accounl
+ LB LIB, LUBRARY

Library mainlenance account
+ METMAN = HETMAN
Hetwork conbrolker Boeaunt

+ NETPRIV . HETPRIV
Hatwork priv 8ocount
+ HEWS HEWS

Maws aotounl
+ HOMETPRIY - RONETFRIY
Hetwork nopriv accouni

*PRIME FRIME
Prime accounl

+ PRIME FRIME
Primig account

+ PREOS PRIMS

Primec account

+ PRIMOS CL - PRIMOS CL

Prirne accauni

+ REGIST REGIST

Uszer registratlon ocent

= RJE RJE

Eemote Job Eniry accotnt

+ STUDENT STUDENT, SCHCDL

Summer T8RS

A PRIME SYSTEM

Sudent eecount (only on Schools)

 SYSADM SYSADM, ADMIN
Administrator sccaind
TSYSTEM SYSTEM

Adminlslralor sccount
+ TELEMET. . TELEHET
GTE Telensl assount

= TEST TEST
Tast accairnt
+ TOHLS TOOLS

Tood maknlenEnid BoboLUNE

Savaral of these corbeaions: wil N
work, as-they greinitizl system Seiip
Aocaunts and the adaents Tatar, akter sehip
changes tsam or sempleiely romoves e
{Pima Compuler, g, advises the) | hawe
danched thesa arcounts with'a "' symiba.

Thes acsoints marked DiC g =70 ang o
anes fhat | ficd work mest cemrecly. Mo
often s nol ey fawe goad podegts
[wih gacophion te GLEST)

Matcs SYSADL Sayiisnd that = UMK
gl ?, Bure i1 i bl 1 have tound it kg
work 20 many; tmes hal Ljust kad s
assLeme it was A delaaltof same sort

Az o TELENET 1 have il to fae it
veors, but Casrier Culpel siales in tha LD
Hackers Technical Journal ik o0 PEMOS
.__l....U_.In_ T Iests 25 hal f Wworks somatmos

Lastly. vnlike URI1X S 1hes PRIMOS
LGN subey stem s nat caso - dopardant
This i% good, 85 c&29 depandercy oots bor
ng at fimes . Liser 1D Tsystom® o he same
s "SYSTEM®. PRIMOS maps 2l commizad
ing m_-_n,.r_" 0 UppED GASE Sk b prosEssing
L Thiz is g foc logins ard comraands.
Althaagh your dy pling appears i sewer
caeg, PRIMCS nlcprods i in upses C35a
bz i daal, Jost fheoght Fd menden it

The PRIMOS Command Line

Bedsna § Qo oy any farther soms deous
stofr on the PRIVIOS ocormrared bra ik i
ordes. Tha command fing is dhe agenl At
ocopbs your inpol and Frea fransports the
inpul 1o the command procoisor (krsa
afecionaloly A% ‘(preteieiomraand] ) or
PErEiTg

The FRIMOS coonvrand ne 15 abannsd
ing in 1he fact that il ublizes pao orompts n
its ‘pmaculion. Thess orimpls are 08" and
ER Therr is ra diflerefice an he b2

2600 Magazing Peage 7




HACKING PRIMOS

tave that the 'ERY prompt is dizplayed onky
aftal yoU make & mistake and e given an
BT mERsRga. Aler sucoezelol axecution
of a command. however, ysu will taa tha
I prompd BgEin You canalter these
proopls with a special command, b 1wl
save Frat for the zecton | have planncd on
CUSIDMTNG Your environment.

21 all the most popuiar command lices
[PRIMOS, UNGL VAXAME) | liko the PRI-
MCS semmand line tho mast, You can
have scparate semmands on the samie
commed fice (just saparate hary with =
fairisolon), and so Torth,

Mo convrand (song with all opions and
argumentis) can be longer than 160 dhianac
ez, IF you should enler & command line
tanger tan: 160 charecters then it will b
rejected by the cemmand processor and
o will get th: fallwing ecror message:

Command line longer than 160

characlers,

The PRIMOS cormenand Fne has soipesl
spocial feabires, and sore of thesa g
usar-gelined shhrevizions, command fing
s suppression, muelipls commands on
ore ling uzar-defined global variablas,
PRIMOS command functions. command
teration, wildcard namez, recwalk path-
AaTas, fnd rame generaian pasems.

The PRIMOS command processor idan-
Hies thise festias by sgarching for spe-
cial charseteds entared in Be comand
Lna. These spacial leatstas, in the ordar
that By are searched for; are ghien in the
allowing table (s table reproduced from
the Bevision 180ak Conimand Beleranes
Manusl, still prety curmant in shis ragard)

Se awara thal uscr-defned Finctions
are abvays pracessod first mid use no Ted]
cial characters of ary sart.

FEATURE Spechal Charactar
Comiments
ABBREVIATIONS
No special characters
SYHTAX SUPPRESSOR
i firzt position en line onjy

TREEWALKNG GRS . n
In aoy Intarmediate posiion of
Pathname
WILDCARDIMG LR, »
In finsl posiion of pathname
HNAME GEMNERATHOM E T =t

When these spacial characiars Al
found, the PRIMOS command proccszor
gubistiuta: the walue of tha item for the e
#5eT This is ‘ore-de-one’ subisitition

lterstion F2is cause #e commans oro.
CanED 10 dreate one command far cach
iterms Paurd oF matched o tha Seration Foie
In tha caza of wildeard o reewal rares,
the wser seis sthe pamern and e eommizad
pricessor sasichis e specfic droshng or
dirgstories for all file system ohizolz tat
“Makzh® that patlern. These fesidres can b
thought of as craating ‘many-fo-ane
miEEchas,

Mama generation paters cza be Laed
2 oreate malching nares sither for simples
tenames of fof whatever numbar of file
NEMES resUEng Mo & witdeard o Fecaalk
TR,

HOTE: All eammands sapporf 21l te
fesvres listed above The gemeral ralo is
Az bellows: if & featurs i not uscfalin con-
nection with a parlicilar commend . the
that command wil net recognize i

PRIMOS Command Typas

Thera are two kEnds & PRIMOS oom:

mands. nternal and extemna nlernal com

I
"The army of Primes

is astoundingly

large.”
e e

mandk are Bu right inside of PRIMOS [ 6,
in the compiled pragrams that make up
PRIMOZ) External commands ere pro-
grams bcaied In the CMIONCO diraclory.
'When an exiemal command's fenams s
brped (thi nave of Be command, foss the

_U_U.P_!.FT_H_ Wm_uh.—mh..._-ﬁuﬂn T Hikes erlerisine ] .__-__ﬂ_u_ e ar 3 |
: 1] VT DPDOrRT 1S FTYOkes

GLOBAL VARIABLES L Of coilrst, you may add the fle’s pueision

FUNCTIONS [] H yau wizh, as it wil wark kot hat s

ITERATION L) dafesting the purpose.

Page 8 - 2600 Magazine  Summer [959 b b
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PHONE

& catlene G jadl”

.Oursmployeas carry company
“ldentifleatlon cards 77 U [
=} you have feason to question the Identlty, of
. our employeds seeking to enter your ho

- placa of business, pleasa ask to see thei,

.- Telaphons Company identification cards;#52

T '_.h.m.._”. o
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A BEGINNER'S GUIDE

The meassn for internal and extamal
commarss 5 wefadd Thae PRIMOS fles
(usually kecated in tha D05 direclony) take
up a ot af moermory. Mot all Price systems
hewa whopping loads of memany. 5o Prima
made surc that PRIVOS was abla 19 ba
areclbad flawisasly (memory consiraint
wiaa o Al m,u.m._._m“._.. rodkals _“.T.___.. e maer
imporar! commands were buill inside of
PRIMOS. Less vited (wet shll wasily impor-
1anl) commands wore made i be exlernal
commands. Secondly, diffarent stes heva
different necds Prma rocognioed this naed
and el commend sinachine alows for the
aasy cusiomizing of PRIMOS commands
"m"..ru_r..m_. changing. remasing, creating). H's
an idedl sedun, fealky.

Making Your Stay Last Longer

Mera 1hat yoid have ogged in, Thare are
a few things that you should da frmediabe-
Iy k2 ensure a mos keag visit Yoo should
make this procedune reulite arnd oo i aveny
time you login

Orce logged inoyal will 2o e kegin
karald and then, asswpming the acoount is
nakl captiva {mong 80 nm_u_._m..-m BLCOUNES
_m.u_m._.”_. =15 e Ly S0 proenpl _“mv.m_-_m__..w_...-. &N
“K ) Yeou mre now using PRIMOS and
thie prompd signiSes ihat you are &t {he PRI-
MOS command Ine. Most Primes use tha
standard 0T prompt, bOl soeme do nol
Far this zaras, | shall sszume that your
Prime uses the "OK" poampl. Mow, ipe
some noreansicel command Try & Hera
i% whal shwauld _._.m,.-...._u.m._.._“

Ok, arf

Hat lawnd. ARF [s1d5c8)

ER!

FMotice hal 'when you anbar an s
command you get & new prompl. Cn all
standard systems, il i "EAF. Again, this
prompd can be changed and, troughaut
g senes | shall ascuma that it is 5el 12
“ERI®

WOTE: sidfcp  means  Htandard
ommangd Procassor, Sometmaes instead
af =3B pou witl get & (procasscammend)
arrar, They are the same hing, jusl dilfer-
el nares e diferent rewson levsls

Mo that you are in, yau arc going 1o

| want 1 perform a lew actors b make sune
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that you ane sate. Tha first of shese actans
is to turn aff af COMD files. COMO s e
ankrevigted form of the COMOUTEUT
corrand. COMOUTPUT wins on & puffar
mch like your terminal pragram's copy
bulfer. Framm the e a COMO Tk is turmed
aon avergthing you bpe ard everylhitg PEl-
MGS eaye b0 you il Be logged to b 2AM
[moquential acoess mated) Tkl 0 et da)
To hurn off a COMO Sle you will ppe thiz &
L sy stem prorpl.

DK, como -

The *-E° argument means TENDT s0d
wil end any COMID procoeses. IF you sarl
seer whal wivd are byging than parhaps tha
initating COMO command lurmed off & fe-
miral oulput. Your can rn it Sack o by
bypirg .

QK, coma Hy

Ta save bime, resl the argurmenls as
such:

O, come - -y

Tha faxt Chirgg yol shauld do 15 mexa
sura that wou are the enly persan using the
accaunt you legoed in o [ae donT want
any ira%e users an oo hards, naw G0 weT).
Bo this by typing:

O, slal -me

Assuming you are fogged inoas niel
PRIME, PRIMCS will sutzut the falowing

Lina

Uzer Mo o] deg)  Devices

PRIME AT 125 ( &5) <USERQS=

The "Uzar® esfumn displays your Lsar
0. The *Mo® column lisks yaus uses mdm-
ber. Tha "Line” colimn indcates the AMLT
lime you aro vsing (e physical modam
kne) in both ools! snd decima’ ratation. Tha
"Ddiimas” oolurn disprays e corrent disk

partition that you arg zlitached 1o, In his
taase, we are attached b the <USER0E-
disk partiton

1 woid fred thial thers is meng than ore of
yau logged in, then you should mExe 3
hasty exnt &nd legout There i 8 cormect
way to logout and anincsres! way 2
logout. The commecs way 10 legous is lisked
befow, Never hang up o a Prime. ahways
hegout s the Pusiated fashicn

1, rslerm

TO PRIMOS

Ok, ko

The ESTERM command emplat your
tarming! resd [input) ang write (owkput)
baffers. This theows away &ything in your
typr ahoad builer and geis rid af all culput
perding. The LO eormmand kg you aul ¢
thie systom. When you logout yau will soc a
IrEEEage siTeiar bo this:

PRIME {vser T} logged oul Sunday,

22 Jan 59 15:23:55,
Time used: G0h 08m connect, 30m
D3s CPL, 0Dm o0s 1O,

EvesyThing FEIed i s mescage shodid
b solf cxplanatary by raw, butin casc you
s g lil bewidenad, the conrect Lre ks s
lzong your sesson lasicd in fowrs and min
Lbes, the GFU ime indicaes how much
acfual time you maripulabed tha ceatral
process g una (SR hebed in minabas snd
seconss, and e D B indicales hoe
much aciuzl disk 1O (secgss) you per-
haraed in rrindes &nd econds.

Assuring thal na ore else is usicg $ic
BICOLAT Wl e legged 0, 1ake a look
il mae whio @lse is o the Sy=ien. Ds this
by byping

OF, stal ug

Truz Primez will dEsplay the followiig 1o
yo

Lin=
User Ho oot degl Davices
SYSTEM 1 a%E wCOMDE Y.
SMITH 5 3} <tISERDS>
=M DEY:.
JOMNSON T 104 68) <USEROS»
<COMDEVS
FRIME BT 125] B3] «<USERMS»
=CIOMDEV

TIMER_
PROCESS 123 Ketnel <COMOEV=
LOGIH_

SEAVER 124 LSr  <COMDEV-
i
DSMSE 128 DSM ann_ﬁr__mm_.r
DSMASR 126 DSM  <COMDEV-

AL133
FRD 131 phant <COMDEY>
FR2
BATCH.
SERYICE 132 phantl  <COMDOEY>
SYSTEM 133 phant  <USERG1=>
<COMOEY >
CYSTEM 124 phant  <USERO1=
<COMDEY=
SYSTEM 1315 phant  <USERM=
<COMDEY =
SYSTEM 118 phant  «<USERM=
<COMDEY >

Hatice haw e STAT US commarss
usEr display prosedune is imendical o sl al
STAT ME. Lar e explan these Users a0,
‘What's therg to gxplain about asars you
ask? .___.‘..._“_.. Wte, Soame of the userts haled
above arentactal people. bt ratker phar
DOt L2ars, grocasies hal eascuid o figs
oran

Lock &t SYSTEM Ssa how iz Lser 1T
daosnt have a ing __m._“_q._m..“_ Instead ol tha
famifar octal gnd decimal AMLE e lislin
it LAY “asr”. Alss nobos o TIMER PR
CESS is lisled as “karsol™. Tha i1 goes o
haa, &5 wod can see LONEIM_SFRVER is
"LE:", GEMSR and DEMASH are "OSM°,
ard SYSTEM _MANAGER is "GS-  Ala
nasca all hoee ggers lisled as "chant”

Basically, =l User 10's 1kat Jack
cetalidecimal AMLG line nolzsbor are nol
achual peepke and canrat Farm o with 1he
ercapiion ol SYSTEM_ MAMNAGER ang
SYSTEM. Thete uzars while nsl geagle,
arg cansoles, krminals if pou will, $al ane
_ﬁ_.m.u.u.._.._ it all the e, Qng froninzrs ha
systemn's front door and fogs 1o soriin and
disk |and oocaziznally prinier) a¥ lagins
(sucseseld ard unsuccesshall and 1ogats
The ather jus sits thare, wailing for fc sys
M marager @ do whataesr he likes A
pood way o 1el if ithor of these Lses 1D
is ashive is to ok and sse where thay an
attached 1o e, the inks displayed n i
"Devices™ calumn). IF yod see it Etashad 12

SYST mII an MFD (Main File Dircctory) olbar Ban he
MAMAGER 127 SMSr  «<COMDEY= ool MED, ten suise gnd come pack later

LiB 173 phant  <COMDEYS LSr is the login sereer 10 iS5 whal you

AL1E2 “rallk =27 N a maaner of spasking: when

LGP 120 phanl <COMDEV:  youcoanedl bo the Preae ietially "eerel™ £
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te heart of tha PRIMCS operaling sysiom
When you hawe legoed i, you are 1a%king
dirpcty - i i Tphant” users are phantom
processhs (batch jois) that are execuling
indapendent of a system tarminal They
perform rudmentay 1asks such as runding
the printers, backing uvp the ayebem, nin-
rik1g she FUE and Batch Job managers, els
They perferm many aciivities, aimast
atways geanad jowards the syetams neods.
DSk ugers are  Dlstriputed Syslem
Manzgenmant uifties unning as phantoTs.,
The DSM ubBties are present b Ralp e
Syitermn Admin adminisirate his system
Thens will ba erore on the DEM wiibes Eler
ir tnls garias

Baszks PRIMOS Commands and

informatian Abot PRIMOS Flles

Wire &7 ready 1o stan covering 1ha izt
FRIMOS commands to add 10 your new
repeaialng. in this section you wil learn haw
t3 mowe arsund PRIMOS direchory sinic-
wres, how o view 125, how to gat fll $la-
ius on e Prime system, and how 5 get
lurther help.

First off. kel me 1l you & Ete bit abow
drectonies and how they are set up. On
each fogical disk on & Prime, thooo is & raol
diresiory called the MFD (Main Filg
Cirgclony). Each MFD g0 a system has a
driigue pumbor ater i In this manners al
logical dhek MFD's aro separste from one
another, Below the MPD's are drectaries
called UFDs (User File Directonas) o &5
the LIFD's that usars login to. Mot all UFD's,
hewayar, are bogin directonas. All directo
rias below the UFD level am dalled sul-
UFLrs (subdirecioned). Kod al UFD's haw
sub-UFD . Sub-UFD's canm a2 have seb
LIFDs under Tiann. |5 setup & Il hke mosl
micracomputer Disk Cperating Syslems

When yau koegin you will ba atached o
POUT aocount’s indtial atach pent e, your
ora® drectory}. This will mest Bealy b=a
UFD, but in soore ofses you will aNach
2 MFD. In any case, 1 mave [em doesho-
ry 1o directary youll use the ATTACH om-
mard. ¥ou can abbreviabe ATTAGH wih
an A PRIMOS understands ATTAGH and
A &5 being the same sommargd. The basic
format ol ATTACH s
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ATTACH pathnama

Ta anach b an MO you wouid iype

O, a mbd #

Where ¥ g the legical dewvoe rumber af
the MED you wish o anach 12 MFD aum-
bars atways £lan Ut at 0 and ncrement
sequentialy. i pou are anachad w & MED
of a UFD vous simply need %0 use 5o UFD
nama you wish B atach 12 &8s the. pata
name, M oyou wish o attazh W sus-LIFDs
ey will read b2 wsa e fll pathname
Here are soma examnples

OF,eamidD

O3, & primensat

oK, 2 Infa

Tag-lawel directony ned found or

insccessible. INFO [ATTATH)

Ok, 8 primenssinfa

Wofoo how whon you ed o atach o
infe you gol an errer Well that was
Bocause it it a ub-UFD and you nesd 52
cuppy the ull pathname whes yos atlash
iz sub-UFDs Kotice that when yau
atteched 1o inke 1 the earmecd manrear you
uead tha “=" characler = separalke Te 2la-
renis ¢ the pathnams

Locatng all the availatie MFD egizal
i nambers is easy Just ypoe

0K, stat disk

FAR:MOE rebums this ulpus [0 you
Disk Lede Pdew  Systemn
COMDEY 0 1460

USERD1 1 1450

USERD2 2 3eT

USERDZ 3 A6

UFSERM 4 1i0EE

USERDS 5. . G060

USERDS B 1010E2

"Disk™ indtabtas tha astual disk park
ion's reot pathname. “Ldes™ . is ha Mg

desice number af & guen partiticn, "Pdew”
iz the physical device number. The

"Systarn” columnn will Ba blark vnless a
given disk partiion is kecaied on s100er
gyetem, Whnat? mpossble? Mo at al Wit
PRIMENET, Prirne's rabyoriing  softaarns,
disk partitizns on sysbem Bocan b2
aooessod frerm sygrem A IF your are not oo
a sysham equippcd with FRIMERET then
the "Sysiem™ coumi wil ba blzak More an
s in the PRIMENET sechor

Summer [959 R

PRIMES

Whal = impartant o us immediaiely s
the ciata in e "Oisk” and “Ldew” colimns
Each of thass disk partitons i3 an WM.

O zome syshems you will fnd fag use
ful wiilities, UP ard DOWH. Thesa ana
exbarnal commands. They simplify movirg
arsutd direckenes n FRIMOS. Hare B how
 usg them

UF [in]

LP alfows you 1o mowe LD & soedied
nurnizer of kvals. The speafication of *n®is
aptana. I you G0 nol speaty a vale for it
itwil have a defaui valve of 1

DOWH direciory_name

DOV allows you b mowve down ane
direczony i the rea. You must spacify e
naTe of the direciory thal you wish b move
goan nho. You need only specify the UFD
ar sub:-UFD nama. There is Ao need 10
cpecify tha entire pathname.

H these uslines are pol on e Proms you
are o0 than you can upload them 1o the
Prime's GMORCS dvractory [where extamal
commands are slored). There wil Be mdre
infarmetion o this l3er on,

Viewing lies in FRIMOS is 85 easy a5
can be. You simply vse the SLIST [sequen-
il ke1) eorerandd. The foemat & a5 follows:

SLIST flename

Yo miust ircless the Bie cxtension of
the il that you ama SLSTirg. Hess is 4 list
of B types and what thoy moan
Exlension SLESTabla® Descrlipiken

ABBREY M Abbreviation files
.BAS ¥ BASIC souris cole
.BIN H BINARY image file
JABL ¥ COBOL sourss oode
i Y C Compller
source code

0N i COMMAMD INFUT
data filas

COMO ¥ COMMAND OUTPUT
daia files

LPL i CPL (Command
Procedure Language) pregrams

FTT Y FORTRAR-TT
SUrcE Sode

FTH ¥ FCRTRAN IV
solrcs Sode

GYAR M Gilobal variable files

Spmmer JRRG

FLY f PL1, Subsel G
SOUFEE Soda

PFLP L PLP source coda
A T Prime Macro
Assembler source coda

RUH M Prisme-wilitan pro-
grams; in1l omd s [eomplhed)

SAYE M Frime- and user-writ-

pen programs (complled)

MOTE: The "SLISTable" column Fd-
cates thal tha Rl type i gueshen &g SAM
fils [Sequental Acorss Method. a wext hile]
and can ba wewed nommally by she SLEST

"Prime users are
people and people
like to use easy-to-
remember pass-
words.”

(Sequental List like the TYPE coererand
feund on masl PCYS) command Yoo can
SLIST ren-SAM hlas, Bul ;ey wil come
ot as garbage &nd that can b a pain in
the ass. [F you shauld SLIST & nore-
SLISTakle fie type then vsc BREAK or
COMTROL-P 12 abort the Estng

A veory impartant seenmand s the LD
command (List Directary) LD will disalay
ther gonbenls o e Garert anach drechory
Ta usa it ust ypr:

OK, K

The LD sommand sugpsrts wildeardng,
1o, 1 you should want 1o display 2 the
CPL g v a direciary, Leg L{¥ in this man

nar:

QK M 3 epl

Holica the “&@&E" i the abave com
mand. It 35 LD 1o da a witdoard seanch for
al Hes ending wilth e axension ~ LGP
Just axperiment with this aspoct o LD Ifs
really guite girmpks X

Getting more informatiin sbout the
Prime you are an is easy.” Juct uss the
STATUS (sbbreswiated STAT @rd LIST
COMTIPAES . :

2600 Magazine Page 13




Remember tha STAT US and STAT ME
commands | mentoned earlier? Wel, as
Yol probgbly guessed, there ara saweral
ather options btz 1be STATUS command.
Hare are the other options ard what they
Za:

NOTE: Capitatized latters ingicate tha
eption's abbreviabon,

ALE: Dispiays all info available through
STATUS

DEvice: Dizplawe physical mrd logical
device numbers of any asigned mag Eps
drives. !

MEtwork: Displays the siatus of other
yelems o which your systom is atashad
by PRIMENET.

FRaject: Displays the Praject 10 of all
usars kagged in.

SEmaphores: Displays the valua of
v gemmaphones that hawe bron ot on e
system. A sernaphore is a flag used for
synchronizing processes. [ i3 used by
coagefaling user procrsses fa control
sooess o A singla shared resourcs,

S¥stem: Shows D2 syshom nodenams
ard resdsian ol PRIMOS.

UHits: Shows you what Bla waits you
hets Gpen.

FRemember, | did notl menticn the
USers, ME, or Dilsks cpbiors here, as iy
wore: Tully dakated asrier.

If the STATUS comerand 15 E50ad with-
wul ary apbions, irformation i provided on
the lollowing cptizas in this order: 5Y5-
TEK, UNITS, Disk SEMAPHORE, NET-
WORE, &nd ME.

Tnat prety weill sums vp the STATUS
cocrerand. Bt [s that 817 Hel no. Thers is
alsa the LIST cermmand. i you thought
STATUS had & ot of apfiens thon wait untl
yau check this lavely command sut. 1wyl
oy fover B usehd cptions

First - in the eyllabue is the LIS-
T_AGCCEES commard. This codrer@and will
show o whal User ID's have accoss o
tha LIFD that you are swrreatly allacked o
Assuma that you sre siteched 1o your initiaf
fagn UFD. Al assume that yous Ussr (0

5 STEVE.SY'S. Horo is an cxample of whal
LiST AGCESS wauld dispiay:
0%, list_access
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PRIME

ACL pratecling “<Curreni

directory>":
STEVE.SYS ALL
SYSTEM ALL
SRE3T: HOME

The abow command exanple dsplays
all of the AGLs (Acoess Control Lisls)
regasding yodr UFD. Kotice that you,
STEWVE 8YE, hawe af rights 1o gour UFD
[natrally). Alzo potkee tat SYETEM has
ail ighits too. Why? Most BRaly backup pur-
posas, Also notics that SREST [maaning i
other user ID's) Bas oo rights. Now, Iet's
asslime you ATTACHSS 1o ansfior uie’s
UFD. Say, JOHH. Harg iz what you might
get

L, & jehn

O, lisl_access

ACL pratecting "eCurren

direciorys":
JOHM ALL
SYSTEM ALL
SIMSON DALURW
SREST LUR

Cluite a diffcrenl story here. Agsin
JOHK and SYSTEM haes ALL righis hore.
Byt wai, SIMSON has DALURW access
and SREST (everyere else) hat LUR
What da these aryplic phrases mean® This,
i would gather, waukd be A gosd boe dor
me 3 eaplan the FRIMOS acoess codoes
So ghance over af Talske A )

A dlustrasad thare, tha ALL and NCRE
mremeniss arg also PRIMOS accoss
codas ALL indicates YES 1o ALL &1 the
abave aad, as you can full wall guass
RME indicates that all aseess 12 denled

Alea be gware that file systems [graups
of flas) can be protectied by an acdass oat
egory. To Ust the eeosss of an azcess ca%-
gary brpo thie fofawing commsnd:

LEST ACCESS [category_lilenamea

Maxl is the LUIST_GROU2 cammand. it
lists &l of the ACL groups to which yod
_u.m._n.._m_. Thace QrEUpE mMay govem FACCELE
k2 some files on the Spslem. 1 yes oza
bekxng b3 any growns thon PRIEDS o
reply with

Ha groups, (st group)

HACKING

Cehermce FRIMOS wil respond in the
foderwing format:

Groups are: HELP ADMINISTRA-

TORS .ETCETERA

Tha LIST_GROUP command can be
atbraviated ta LG

LIZT_FRICHITY AGCESS (abbrevia
gon LPAT) is used to display your prondy
acolss on any given disk partiten. Whic
riormialy you would use LIST ACGESS o
auamine Al acsess fghts and prionty ACL's
on fie system cijects, LPAC is avalabl
snce @ prafity ASL can prewent you from
acoessing dircctaries and from using ks
LIST AGCCESS command Lommand lor
meat i as fabaws!

LIST PRIORITY _ACCESS [pathnads]

[Eerlaf]

The LIST_QUOTA command (=bsrevi-
atid LK) i, in iy openion pesuds-warth
lass since file gquata -informanen 15
dissiayed when the LT [List Direclory)
command is issued, The LD command dis
plays clrrent cisk guota and sborage in
mation for the currant [or spacified)
directory, Ta issue this command, you meed
W kave L) accass 0 e farpet direcia
ry &nd U Juse) acoess bo af higher ditecis-
rics, Thes proger comimanred format i

LIST QIHOTA [pathname] [-belel]

Exacuted withzes pathnami,
LIST_QUCTA returis sifermaton rearding
the carnenl diraciary you are ATTACH:=d 10

Cuolas are SDOfafe Space consbrainis
£51 on a direclory, The limads a0 Bsied ”
Sick records. & 0 guetd is great (ndicases
o guecs]l A ouoda af 1is absohutely lousy
A gueda af 1000+ i ok, i & directory has a
azls of, say, 000, then the tatal nomber
o dizk records used in thal drectory and
Al sub-LlE0s below that may mof excesd
e faata

I you hawve P {prabect) access o0 e
carrart UFD then you can wse 1lhe
SET_QUOTA command to change the
LIFD quata corstraints. The format is:

SET_QUOTA pathnama [-Max M)

Tra abbreviasion for SET_CQUOTA =
S0, The argumani -MAX indicates the
mgrum naumber of gustas that e spod-
Fad pathaame can atera. N s a dacimal

e —

Nummer 198%

rurakbar

Back o the LIST commands, Mext up is
LIST ASSIGNED DEVIGES  Thit com-
miad inwakes @ uslity i SMORCO that wit
digplay all dewicess hoohed dp [ your
Prime, such as printers, ets Disk partitons
are -~ opet- fisted @ by the o LEST
P g g e s e e

"If you find that there
is more than one of
you logged in, then
vou should make a
hasty exit and
logout.”

T e N e O T U el
ASZIGHED. DEVICES eommand
You can use the -USER foption] argu-
s D S * @ list of nsers, By name ar
numher Assigned devicaes atiose SSLgn-
g wEEr is nod i s et are nol displayed
Thie ckefau® is all usars. Tha dormial s
aither.
LIST_ASSBIGHNABLE DEVICES -
USER {usef nameal

or

LIST_ASSIGMABLE DEVICES (USER
[user numbers)

Famember. tha -USER argumerl s
sational, and re? resurcd. I s usk el
far leeting aseigned devices 1hal wera
assignad by @ partcilar user

LIST _ASYHMC is arother good one. This
coTmand deslays all af the Lyslem's farg-
wired bnes and what they are doing . Thome
arg Three [P s ol s gQrevends that a line
can have, and fese are

FREE: Lirs 5 Irga b Do RGO

ASSIGHED: Line it assipaed 1 a hard-
wan devia [prnharei)

LOGIM: Lire = avaiable 10 1ogin (mer-
miral or remohe)

The header far the sl s a5 follows
Lire nsmber, Line use, Auto speed
enabled, Ling 2paed, Lina protecal
User number, User name.
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Line nurrer is the physical line's idean-
fization name, Line use indicaies how sha
neis .mmm._u_-m:u_ =N .u,.m.m.ﬁ_..._m_n“. r.....u__-_". Lire
spord indicabas the speed of the physical
ing. Ling protocol indicates the kne lacior
{gither TTY or TTYNOFL TTYNOP means
TTY notopsrational. Feer number incicates
e wsaar Ausimibedr A edciabod with the AWEC
ling. User name is tha aciual nema of any
.._.m.mq..._....._m",....ﬂ._._._ g that bra, | am ndl b
sure shows the Aute spaed enabled coumn,

LIST, GOMM _CONTACLLERS displays
ifarmation an all e communication con-
troflers prasent in & syebem, excdng e
Primee Meda Controler. Information is given
for @ach conirobier and incudes the con-
roller mame, 138 type, 15 Sadice addrass,
tha nurmber & synchronous ncs attached,
and the number of asynchrenous Ines
afached.

LIST_COKFIE displays the curment sys-
e configuration.

LIST_LAM_MODES dizplays all rodes
cn a Prme LAN200 system. Ba awars that
thiz exfernal cermmand wasks anly with
Prime's LAKIOD sysiem (5o far 65 my
CNRETIENGE (a5

LIZT 3YKG displays ' synchronous
nes on a Pima systam.

LIGT _PROGESS depiays the enviren
ment ol & specilied vser process. The
dser's process identily is displayed, wgeth-
ar with dtails of i1s enrvironment wiich
inglede: attach points; abbreviabon lile;
actve COMI &nd COMO Fles: connect,
CPU and 1D Emes and Brdss tha users
ACL groups: and all actve remobe et
wEa.

There =g sewersl more LIST. com

mards, bl by are fol o oimpcrtant &
the prasent moment 17 et you lzarn aboud
them on your ...._._....__ .._u. Prime's axcallerl
enling keln » use the PRIBGS
onkne HELP failiy, .E_. type HELF
you knaw what you recd help with,
HELF cormmandrame. Fealy guoe simgle.
Userdta=User Commanication

It & always usalul b knoww R 0o gernd
and receive messages whon on a campasar
cyslem, whather you &% Cormunicariyg
with other hachers anfne, or atempting ta
social enginesr & legiimabe user or systEr
Speralor. Ary user on a Prime may serd or
recoivie: messagas Messagas may ba zenl
Iresm any wged w@renical 0 oany aher gsor
lerminal, any user forminal qa the sysbem
consoly, the syshem cnsoie sl wear 1e~
TunEE, e gyslen consola o any tpeciliz
usor erminal, o tha system conzake bo any
Lyebam conssle on ancther node ol tha ol
wark (PRIMEMET cquippad systems anbs)

Sancing messages 10 4gers &0 2 Proe
iE wery easy. The messzge cammztd 1z
rrat i g5 foliows

MESSAGE [username]  [-MOW]

[+OH nodename]
[-wrsernumber)

The abbeesiatan far MESSAGE = b
Sa instead of pping MES5A0GE al ihe
e, Yol can type M orstead

Kolce [uscraame] and [usermamaor
When sending mesiages 10 & uer you
reed arly spec®y ane o the olhsr 1P oyou
WENS 12 SANG 8 Mesiade o user SYSTEM
ol weoald type.

0K, m sysiem

Thal wou'd enable vou 2 sead & Mt
sage 1o user SYSTEM. Be awae than i

TABLE A
E Hight Applics o AHovs yuzef [0
Frolez Diregilaries Change accesses and aHributas
_u_ Delete Direciarics Daelzte directory entrles
A Add Direciorias Add dlrectory entrles
L List Directorias List directery enirdes
U Use Directaoties ATTACH 1o direciorias
R Read Files Read file contents
W Wrlte Files Change file conlents
Page Ta 2800 Magazine Summer 1959 mamas

SUPPLEMENT:
RED BOX PROBLEMS

Eacts About [Public

Phones

== red box is oot a depgérous

: 0y mowever,-ana shoueld exers
S IR COMMON CSenFe, - 250 1his

A sontlenen 15 S0 i,

- ..-.
It has ooins e my artencion 36 A faw boders azs having CillicolZes wath b

theris ton. Inc Rl some fvesy et od the o5 mithon: pa Glate s st i
ciunding poivatel are oot EEZiNLETLIE PO “beepaTas g depasited opin:
culprit iz the' magnat sdchin the mouthpiece of Gy mlicie siour using
When one tes o wse Lthe red bax the DAL § i L 1.._...:1._._...__...14.. __._::.TA 5
withu e speaker twhich 15 alse & magnec) by ur._q...._n_u_.._m the =ouzd s S 18 you
thicizght that vour bex was on the blink o Whe pluae Company _._m_." _._._..,_,,
._.._nu.._.u_m ECIDE LEW [CCEinigqud ta 3100 fed Bding, don’t Wy

Ty, Beoldin® _._..__. red boe speaker & ST R A inch aweer drarn the moauih-
PheE A5 ol .n. e __..r.:u tune (it quanters dont work toy s Gr sicieelak Al
though thls may cacee e already cunsus fuv @ e neehToing Loolh 50
wonider whil's Wolma an, s shauld stk oo find anciher oy phene or
toy-a foh proof radicel meshad ant rip aut the handsel, =o repals scrace
canopat 8 new o e Thos shetsld work 10050 of the Loie snd 5L Hazps. ge-
ple=ernplaped!

Remember,
Phone Phreaks never die;
they just build different color boxes,

Blicoo Sorgeco D TESED h,.,.......“...._r. L5 1 s
L= =
B = =
S ] el = o=t
A i B B>
bR R s i
e i G _ CFET
=red Lo 3 it
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HACKING AWAY

st pou simd will be displayed o ALL
usare kaged n ungar the User 1D o SY=
TEM. Brv e cata hal fore are mooe Hien
1 user with the sama User iD logoed inal
b =ame frpa, you ciight wanl o uss the |-
Earalimber] argument IEwerks ke this.

O, m -2

That would gend & mesgage o he wsor
wah Fe dEer rarmbor o 20 The messege
yau send in this caeg wolid ool be sont o
the peer with the usor cumhar of 2olee
citheor tha peer name or e Usar nlarbe,
bt ot Podh, for tekny bath will cause an
2 o be displayed by PRGOS

I yols oot the jussmarna) - and |
uzernumbss] arguments then the message
will bz sent 1o $he sysban conanle. Be sana-
ful a0l thist

Tog =R argumeant k2 oosonal. 1t is
gpacfied. then the message wik ba sant 52
e vser immedistely, Oihbarwisa the fqes-
saa will bapUb Inks & guens and scnt only
whan the Barget vser-has returnsd B2 PRI-
MoE command vl

The 0N arpuerent necd omy be spec-
hed oy wish to gend B MERFAZE 30A
urer that i loggad i on & remobe =i This
arpiment wil not b reguires wt w1 f tha
Prisrez you ara an s nof equipped with
gither ha PRIMENET or $he LANE00 net
working soffware pacxages by Frime
Compater. foc ) of colrge). I order o use
his argdment you reed k2 know the ramole
syslEm s nodansma. A euargle ol sead
INE} 8 FlesEaie 1 3 remols 5 ysiem UEET s

0K, m hacker -on 8ys.c

Thls woosld send a messags o Lsar 10
*HACEER" on thi netvwoned Prirse sysiern
called “5Y5 G7 Remembas you necd to
ki tra corest nodenamse of the remoia
Sysitm

wilsh Sea i raak-hile gitvations (peoale-io-
poped PRIMOE Users may o0 maky nol
with b0 speak o oo 50 belove =encing a
massane, yob enould make sure that the
usCr you wish by cortmunicals with is
actapbng messages. Therg am several
ways o atbain iR Indormalion

Mezaage -STATus: Lisks receive stk
af ALL userg

Measage -BTATus username: Lizl:

Poge 18 a0 Magozine

racane clale ol ab vsors with e nare o
USETTAMET

Megzage STATus usernumber: Licis
receive shate of ab warg widh (he milnio: of
Earnimsart

Message -STATus ME: Licts ite
[{-Le=Rn= m“_mﬁ.u.._u..n.._q own Ierminal procas:

NOTE: Gapital letlars in the above
forms ol the Fessags skafls Commarnss
indicale: tha legal PRIMODS absovarions
B the cammands.

Vihor first indabng & sazsia i which
yous feal youl gk B oy =omic wsoris
Uges corimbnication you should izsue 1he
‘Messaoe -STATUST comnmadd. Ths wil
cheplay . e message receive  slass af all
Uzers prasernily onlne Hema i 50 Erariphs
oif e QUL poU reghl rosties

QK m -s1at
User Mo Stale
SYSTEM 1 Accepr
FRIME 13 De:fer
FRINGS 2 Acc=pt
HACKER 37 Beject
RAGE 42 Accept

In the above axampls oS00 than
theng g e processos ogged in ore i
thern: beag the physical system coisala.
The"Ho™ colimn desotes e Oseos Oser
number, whie the CSlate Denotes thelr
MEsERge [ECSivG shaha

Netice how Liore =0 fhras masssgs
receive staias lisled, ascasl’ deter ard
refect. In: thasey - heso stales g celines
At such:

ACCEPT: Enzhlkiz recephion of all az-
- [

DEFER: Inhitl strmed Al mtssagi:

REJECT: Inkibas o'l massaces

I your are sab- o socent all moscages
Lent b o will be deslayed oneour termi
ralimmediaicly, in oeler mods mezsanes
will nod appear UntE whal yod are doirg i
dorie a3 message will not appsar while
It theer pabdcle of & coronty excculirg com
maady o rggect miode o massages el be
Tecslyed Uy yid.

Seitng a receiva stase is Leeful when
you ok Nl essft b bo disturbed | 1t = espe
cially wsedul b nse receive sielos waen

Summer 939 bk
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AT PRIMOS

ueng &y of the PREMOS editors or utibtios

Sendng messages whie in rejact Mo
and gending inmodiate messages whin in
derlest miodie is not perritied as the vsor you
e atempiag 1 commonicale with wil ot
B able o resoong

To st your message recss stata, sin-
phy By

Messpge -aiate

-sbate’ is oither mocepd, deder, or rejocd
Cuibe girple.

fau are advisad 0 geeid serding mas-
sages b e gysler sonsale as that could
b poienbaly kazardaus ho your sbay an &
Prima compuier syzlem. Pestering Egifi-
Mty USErs is also nat desirad, Usa yaur
SOMITION SCN5E

Internsl Snoaping Tactics

Onee insice & Frime, your paths ane
many. Some fead 10 gleny, others o cela-
pon of your ascoant (gulpl To ald you in
Chbasing e carracs patis, you musl sneen
oot yoour mawieund hosl By doing this
Oed AN ke mary hirgs. saeme of which
include: wha owngs e Prime and what they
ArE SOFID O, more SCREUnE o 1he sy
tern, ar marg acounls on Siffenent Prims
EyLleme,

There is plensy for you 12 da. | stargly
urgr sl youl miase the snoosing srocaediro
A maldine avd that you do 4 kT oy
Lpon ablaining an 8oeounl, as you naver
kraw b b2 it mighy last,

Findirg aut whio owrs e Frime and
what thay 30 o0 it is always rewarang. The
zast gyslems | have bean on were Prims
Camputsr, [ne deveclapment systems, Srd
party developmant syslema, ard Primes
telanging ba caran welkshone comperies
pwhich shall, of sourse, remain nsmalass),
Deperding upsn whe owns the host youd
may chtail a bl Moo information that you
Fad exzecied

More azcounis on the system is whas
you are really alter, howesar, Many vsers
are proeading’y lax. A bricfinspection of &
ma in thé guous can Lomalires yiakd
accounts, a5 ¢a Individual programs
\SEIree coe) and documends,

As for moma socounis e déferant sys-
tems, |ar saving that for tha fuhune sacten

e —

Summer 930

on Prme netesrking Thare will bs g hess

of informaticn regardirg the advanced

snooping fashos used in onder b sn0op

atoud PRIMENET based syshams and &air

respoctive Token-RingLANI0C networks
Internal Securlly

Ecfora you can really slart cspignng
¥oUr raw Frimo, you need ko paderciasd
how PRIMOS irdernal securdiy s imple-
manted ad how bz gat around i A pau
havs seen from e section an besic BRI-
MOS povnerands, PRIMOS Liizes aosess
contral Gsts (AGLs) Giedieg around ACL =
is almosi g1 mpessibilly

Also yau will gocasicnaly rus iris paszs
wordad cractories. Ta aHazh 10 3 pass-
wordad - direclary, youo wasld 1ppe
sprnathing similar 62 this

0K, a'dirname pagswaord'

MNotica haw you f275gwed the dirgclary
naTa win e pasesard and enclosed e
arbre deal with quetas 1 pou weee gaing In
altach 23 a passworded s UFT yau mighe
byoe sorrathing Bke this

Ok, a 'primenel”=Inlossource

phsaword'

Paszwarded direchories 2a1 be a mainin
tra ges, bl unike ACLS . they can be gal
120 araurd. Leok insige CFL pragrams by
SLIETing them) 1ar scourrarces ol
ATTACH statemerts enolosed o
quates. Thats aboub 2 the mbereal seonsy
in PATKMOS up o e cument &y
(e300,

Explaring the Yasi Aeachas
of a Prime

When leoking around & Priva alweys
RS i waudr aniliad attach UFD  Chech oot
erery o in # and gvery file in sub UFC:
under il Whan fmished tieee, cngizean up
o MFD & and siart dewn-allazkicg 2o the
maty UFD's thare atd laok at everything
SLEET gl SAM Hos read all frail, ook a
gverpiiing Leave no UFD wa aftached
Laanes no Pl ur-read

Understandably it will take 3 good fow
oLrE [somelmes as many as 187 1o Fall
nveslizate a Prima, bl beliove o, i i
warth it Gagaure everyshing that keoks vau-
abie o your bafiar, Wehen dong looking
kw1 @vanytting you saphamad

i o
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Ery Thae Infidel
ENTOES MOTE: Thie la
§ A# aF wiid FAChAngea
i the 207 fMerhhern
Mo Jersoy] Area pode.
T B wrdedfud Towr s
al yau arging 1o Fod
“hiddaa™ erihdAged,
fies AW nusbars, Ang-
deckr, or RIS LEdl
mumbery. Nole: Wa
Froenly Bareed thel in
June of JRE1; B acuh-
& DT af S07 wi e
Folid fneo B0A. Clber
DEW AfcE CROCd T
O (il of Fri Ak
thin paar, SOF o dpdir af
T4 b 1990, w500 0
ik b in reLL
27 Emcracces s
= Messtconclans
£ Frankin Boess
214 Moss Bronewick
13 Srmerdln
T2 Bandrsls
et Long Brasch
27 Marasgoan
a4 Chielcs
e2h Mpducmos
ot Tagkanil
e |
s Caka]

20 Liosg Erancs
#11 Boammeredla
L il ladd
15 Whailedd
M Propach
23 harisy

236 Lezaton
2B Goarfn Hhasr
28 Vercra

240 Tome: R
24! Reendia
243 Meears

Z4s Toms River
L5 Roeala

245 MNeos Erorowich
247 Meos Erarowich
3 Wenschan
T Mo Broreaick
25 Eaoth Bve
ead Soodh Hume
oixE Toms Heser
58 Lo FoFe
oy Salth Rye:
o7} Mook,

cH1 Cracll

o Crace]

Y SN
A Haypen
=L Cracwrl

e Trarge

AT Warisan
LN

23 Tedn Riear
A8 Tesim M
211 Bousd Boookl
2Fa Crasiand

Fage 200

]
o |

zer
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EXCHANGE LIST:

Sl
Wormooth Jd.
Lraniged
Syl
Fammos
Faammas
Eama-

Earbr Mosaid

[ HEE ]
Huthip
Wi
Torma Sl
Knlochen
Hobrmoh, e
Elranal
Eirlrwan
Felarmic Highi ance.
L= el
Monma s
Boinl Feasant
Frank i Park
Aerasdia

== e
el e e
Soarmari b
Mark Mk
P
Jorsay Tiny
Boenlos
haraary

L
W'wpzhan
Famanod
Lyt
Focin Armboy
Donga

Ko ricioem
Fidires
Cron:
Wasmeuth e
U=pen G
Jamuey Gids
Jamey Gily
Fazeniion
Fizarion
Cicim-d
Paomzrd wid
Eayn-na

Paspar

b T River

M s sk,
Flmk prmsnh,
Purrase

* PalEmen

o]
Lincn .n-u_.
Tpme. Hiwnr
oo
=trabesih

35 Ll
T T
GY MEsma
el D

W7 | bmrad
AR Hazzanasc
A Hashane
AN Lazeaed
71 Hoers
373 Hosans,

3 Moweari

o Mk

3 Mewarh
18 Wik
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375 Wik

T

i

-
LR
i
=
A
3
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‘
i
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A% Jaleat
451 ...—_-.._.n.‘ n..“-u.
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45 eipaborg
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by Mr. Upsetier

A radio scanner i3 a fun and
usziizl 100l for anyone tnterast-
od 1N eavesdroepping on phone
calls. Thos aricle will be pri-
marily concerned with receiving
Lo types of lelgphone calls
cardless and cellular

Allhough some of the old
cordless phones operated on
L B-1.7 MEz, the new ones oper-
ate o 40 and 9 MEz Usually
Lhis: Bavse transmets beth sides of
ihe conwearsation on 46 MHz #d
ihe hardsel {transmils only onc
side on 449 MHz, Thers are also
Fhones which operale ondy on 339
MEz

[he following is a bst of cor-
respanding baze and handsel
Ireguencics

btase (MEz! handset (MHz?

46,610 49.670
46630 49.845
46670 49.860
46710 £3.770
46,730 49,875
46770 £9.830
45830 9. 890
45870 49.930
45930 49.930
G970 49.970

The cordiess phone lransmis-
s on Lhesde [rogquencmes have
a range of aboul 000 ta 2000
leel. That's plenty of range 1o
savosdrop on: all wour neighbors
The lngest rangs ['ve gotten s
aboutl 000 fect with an indoor
ﬁﬂm.ﬂnn_n.__c antenra, If woul Enow

Yo neighter has o cordless

Fage 22 2600 Mapazine
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SCANNING

phone and you wanl Lo lind his
frequency . program Lhe fro-
quencies 1"ve lsled nio wvour
seanner, then call vweur neigh-
b, Wheon he answers [hopsful
1¥ on the cordless) stan 1he
Trequencies and you T bean
WL OWIN Canversalion

Il 15 wbvicus that anvane's
cordless phone conversalian
could be recsived witl esso [f
ol ugse & cordles:s phone, weou
stk be concerned aboul zeos-
rity. [ 15 netl unbksly 1hat
SCTNCONE NEar Yol hias 2 scannss
Uniden Corparatisn, & major
manufaciurer of  SCanners,
reporis that there are scannocrs
in over lour milllon American
normes. Think twice before wou
Lige Lhal cordicss phone

Coliutar phone transmassions
ars also sasy o receive. The ro-
guencies aflocabed Lo cellular
pivones are in the 800 MEz tand
Zranners thal recerve the DD
MHz band 208 mush mors sxpen
sive than olther scanners wilh
standard cowverage Soms man -
Tacturers also block outl c2llular
Fhone receplion 1n their scan-
Levs :n_.s:.é.n_. I my _nn_u:n
:-;J Licgo) [ discovarad a calh
lar servica ihat ociera
Delween 451 ang 459 m....zu
These Irequenciss are covercd
By wirlualiy all scanners of Lhs
reargst The company using thig
s¥slem 1% called Veolarono
Cellular. Thev use the following
Ircguenciss

FOR CALLS

A1 2ATS, 452 7625, 4544375
4591400, 45286025 <£54.4650,

G5 1. 500, 4532875 454 BR25,
49l .E00, 453600, dh4 GEZE,
291 FL25 4338125. 454175,

2518125 4589125, 455 3675,
£51.925, 45025 455 4875,
2HEEE%. 452050, 457 200,

92 RF3TE, 494.225. +57.51 28,
LRTAITE, 4542759, A58 775

152.350, 454 325,

157650, 454 3375

ey o & soannor §owauld
suggest zcarching the 450 MHz
Larid 1o =oc i there 15 a simidlar
cellular service In YOUr area
Keedless Lo zay, ] was surprised
o find a cellular servioo cper-
aling on thas band 1 finally
lourad out ihe name of 1he <orn-
pany allcr hearing the trans
mission of a recorded message
which said “the YVeolorone vser
vou called ig nal avaiizble,”
which is plavyed when one
mebabe wser Lrics Lo call anslhsar
unnavailable rmobile usar A&
gquick chook 1 the phone ook
verificd the company's eXis

-
ol

Whils we're on the subject of
snooking, [ wWould like 1o point
Gyl ancther imterssting rasthod
m..H.....J _unuEJ Emm an “elsciranic

abwvsitter » Keep lrack of
.L....u__ kids,  An Teleciron:
b i.q.m_a.h Tis bhaxically a radic

1EUely Fi il transmitter that o=
ﬂ_.m.ﬁaf i thie child's room =2 ths
rGlher can hear ke kid orv or

whatever from anotier pearl of
the house using the matching
receiver. Bome of 1hese “slso-
Lronic baby=itters® lransmil on
46 and 99 MBz alonpg with oord-

loss phanes Dne oear my house

Sl S Semimer FERY

Iransmits conlimuously on 29 §2
MHz. Poopls inoeifect bug 1heir
owrn houses by USIng 21 “elag-
tronis babysitter® ! wouid «
mate the range of Lhese :...L. H
De shoart, about 500 te | 00D _,.wm#

vranners have many olher
uzcs besidez savesdronping an
phong calls: I you happen 1o bBo
a Crimiratl, vou can kesp irack
af the pelice with ons Youran
alsc hear ar, marine, firs, g
ness, mihiiary ard conrtlees
ather w_.m:m.:_ma...n_.ﬁ.,. BCANRGrs
:.ﬂ Fretly cheap. A doconl chne

it be boughtl for about 8100
m,nﬁ_._h_u_. World i Albany has a
good seleclian and pricses Ther
addrezs 15 [0 HNew Scotland
AveCAlbany, New York | 2208
C wE_a is Lwa bucks. Also, CRE
Rescarch has guile a |
guency ‘direclorias  ThHer
address is Box 5o Comrneck, HY
11725 Badia Shack also sells a
few scanners and. [reguency
guides

O E e = E =R ]
GOT SOMETHING TO

SEND US? NOW
YOU CAN FAX ITI
OUR ULTRA-COOL

FAX MACHINE WILL =

ACCEPT YOUR DOCS T
ANMD DATA 24
HOURS A DAY,

CALL 516-751-2608 |
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The South African

Phreak Crisis

Posted on one of our BBS's:

By the time you read this,
the Spulh Affican post office,
which ocontrels our sols telecon
company, and which is divectly
condrolled by the government,
will have changed tielr moethod
of charging. Instead of the pre-
sent method of not metering
local calls, they will now work
on a pay-for-time basis a5 wsaed
on out trunk calls, So instead
of being able to stay online for
as long we want, we will now
gither have o work out a way
of phreaking or flind dedicated
"unprotecied” lerminals in
order 1o slay on the interna-
ticnal computer nopworks.

South Africa’s telephone sys-
tem is In its most vulnerable
stage, We are In the procoss of
maoving from the mechanical
exchango system to the digital
system. This mecans we are
runming on a dual system --
hopcofully easier to phreak.
Aboul 53 percent of the coun-
try Iz digital and 45 percent
rmochanical.

Ouar system is nothing likes
the U.5. We have just been
introduced Lo woll-lree ouinbers
(we  call  themm  0100's)
Confcrencing systems are con-
trolled by the post office, and
arc cxpensbye as well as small.
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The Voice

Systems such as voice recogni-
tion banking services arc only
just being started. Overscas
calls are expensive and the
charges are the same at all
times. Only approved chquip-
ment may be used on the lines
(heh-heh). although there are
various places where we can
buy .S, studf [undil {hey are
closed down anywayl.

Because T don't have i
expericnce in the phreaking
area (I'm more iolo the use of
gystems on the end of the line],
I necd inlooopalion on possible
ways o gel back onto the net

Should we nol succsed n
"brealing” our disgusting tele-
phone sysiem, there will e a
lot of netwaorkeors wha will e
forced 1o stop.

We should poind oul nal
many people threughout the
world_face the problem af timed
calls, Le. the longer you shay
on, the more you're Billed. Guer
fere, businesses pay timed
rales for local calls no maller
how close they are. Bul were
coriaim that there (s o ) oot
for SAF's  (SBouth African
Phreaks), considering thal (r's 2
new sysienl with a polential
Jor bugs, The most oboetous
selution lies in the OO0 e
hers, just as many phreaks I
this coundny use 800 numbers
to bupass Billirg.

——

of Our Readers

Payphone Query
Dear 2600:

Cireat magaeine! Just got my
first issue and am going to
order more back issues when
I've got the money. If you could
focus a Mt more on phreaking
Instead of hacking, us country
boys would appreciate i,

In regards to vour Spring ‘B9
fortress phone arlicle. [ ask
yau this: since private pay-
pliones are put on normal cus.
Lamer lines, wouldn't 1t he
possible o recoive o collect call
fromn someone using an AT&T
payphone elscwhere? The
ATET operater wouldn'l know
il's & payphonc, right? I've
heard ol this working belore,

Ungle Ho

The key here is screening.
Angy telephone number can be
screened o prevent collect oalls
Srom being processed. This
includes your home number,
COCOTs (Customer Chened
Coin Operated Telephores, Le.
private payphones) are sup-
Posed o be regislered with the
tocal phone company so tleyy
can charge the payphone
owner more for whal (s really

dust a regular phone tine, We
Ussume the phone company
wonld mstali fhe mnﬂhmﬂa@
Ltilomatically af thet poinf, Bul
that's not to say it won't work,
Some long distance companies
SUIL don't have access (o the

T —— e
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database that tells them what
ftumbears gre screcned. So if
vou place a colleci call through
them, it could qo through fo
ANY payphone, nol jusi a
COCOT. And there ore still
nstances where a local opera-
tor or an ATAT operator wili
sofewe something up and send
a collect call to a payphaone.
The key 15 to keep trying. By
the way. the “real” payphones
are now considered o e the
anes aperated by the BOO's
(Bell Operating Companies):
Nynex, Soulfaresternm D), 15,
Wesf, FPacific Telesis, Amerii-
ech. Bell South, and Bell
Allantic, AT&ET is currently
making payphones thal are
used as COCOT's, In olher
rogrels, using an ATET phone is
e guoriries tha! youn are ol
usig a COCOT, The only guer
wrtee 5 whefher or not one of
the BOC names appears some
wwherE il

UNIX Made Easy

Dear 2600;

Thank you for printing Red
KEnight's excellent series of arii-
cles abowut hacking UNIX! Too
much of your magaxine is of an
arcane, Lechnical nature and i
Was a great reliel Lo see an arti-
cle written by a beginner ancd
for the rest of us heginners
about the basics ol using
UNIX. | do nat have any expen-
shve UNIX manuals, and RHed
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Enight's summary saved nie
the trouble of buying these
manuals from my booksiore,
Femember, indomnation doesnt
have o be secrel or complicat-

ed Lo be uselul!
Thanks again and kecp up

the good work!
The Micron

Did You Know?

Dear 2600

There 15 good reason lo puat
telurn atddresses on the back
af mail. While sneoping in {irslt
class mail goos on all the time,
any information obtained in
thiz manner would be inad-
missable in court. There is no
restrictive on copying the oul-
side of the envelope, however,
Il the return address is on the
back, there is no proof that i
was o the same envelope as
the "la” address,

Name Withheld

vl el somenns feents o

fevo-sided copyring machines....

Notes and Injfo

Dear 2604

Some quick relercnice notes:

Specialized Syslem Consul-
tants (PO, 35519, Secattle,
WA BE1LL) produces very com-
plete quick-reference guides for
LUKIX, C, Fartran, and oiber
high-level languages/operaling
sysiems. For $6, they will semul
a quick-relercnce guide [or
LIMTX 10 vou.
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You Too Can

The AMT for pasls of the 215
(Fliilladelphia) melre ares is
4104100 For pans of the 717
area code, it's 3110 The ring-
back [or parts of 717 is 311 [ol-
lowed by the number vou are
calling [rorn. Also i 717, dial-
ing 711 [rom = pavphane
dizconnect il for Ine minoles,

Finally, [rom .I.C. Whilney:
cal, #IGYESZAAN Sccurily Tarx
drivers (211 44 -- (hese bahies
will remonve 1he sings boll That
holds blise credil-card phones
Lo the walll

5, Fox
Dear 2604:

The ANEfor 61905 211-2111.
Alsa the ringback lor parls ol
San Diego is 1-332 w00, where
k. is Lhe last four digils of
the phone numher. Hang up
guickly until a stezdv {ione
comics on, theo bang up. The
phone will ring.

Mi. Upsetter
Dear 2600:

The Spring 1989 iszué was
the best in a long while! Glad
10 =2 you gelting back 19 yvour
Toots phanes!

PG5
Crosshar Trick
Drear 2600:

IF vour Lelephone line's con-
lral affice equipinent is #5
crosshar, here is a way e dell il
an incoming c¢all is coming
from within the same ollice
eyuipment or a difeceol e,

Write A Letter

Semewhere between 0 1o 4
seconds before the first ring on
an incoming call, the telephone
equipment’s completing marker
will release the Incoming call's
trunk onto the line. When this
accurs, Lhe phone line valtage
will momentarily drop to 0
volts, I you are monilerng the
line with a high mpedance {est
sC1, ¥ou will hear a Jowd "click™,
If the phone line vollage was at
O volts for approximately 230
ms. then the incoming call is
coming fram wilhin the sams
olfice equipment. 1 the village
was al F valls Jor a much
sherler lime [approximately S0
msl. then the call s coming
lrom 2 distant aflice.

L is possible Lo build a cir
cuil that would sense the ©
vollage level time and indicate
the ype of iIncoming call [same
affice equipment or disiani
oflice equipment) when the [irst
TLIE QOCLNS.

JWE

Sinee e happen fo be ot o
#3 crosshar for at least cnother
vear, ue cowld use spuch o
device, i someone would care
[ design one for us.

Stories Wanted

Dear 2600:

For an upcoming hook on
compuler crime in the B0 s and
peyond, T woulkl welcane corpe-
spondence from anyone with
anecidates or personal experi-
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ENCCs o conceriing Jerry
schnelder,  Stanlev Mark
Rilkin, Meil Palrick. Harold
Rossfields  Smith.  Robert
Maorris, or Kevin Miinick.
Please address any responses
Lo Buck Bloombleclker, 2700 M.
Calhwenga Blvd.. Los Angeles.
CA 90068 or call 213-874-
A3
JJ Buck EloomBecker, Esq.
Director
National Center
for Computer Crime Data

Tuning In Calls

Dear 2600;

I received wour Winler 58-89
issue ared ot ihe
Oreerhearing Phone Calls™ very
Informative. Concerning shor -
wave radio lsiening. 1 thonght
vour readers might like some
bints an tuning thenm in. First,
swoep through the band with
the beat frequency osc. oo I
you leave it ofl. then vou could
mizs the entire band, Secoml.
only iy to adjust the BFO
when the sironger of the lwo
voices Is speaking. I you only
receive the base slalion. think
ol this: vou mav he oul of
range of the ship al sea. Also
nate that the equipment s not
really fancy. | got a surplus
receiver for 53 and use i with
a piece of wire duct taped
around oy room. [ can reccive
slgnals [rom around the globe
on il From Washingion [T
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receive ship to shore calls that
must  he  coming  from
Annapolis [39 miles] or
Baltimore {36 miles). This
assumes the ships [ lstened to
were inn the Chesapeake Bay.
Cyber Punk

Austrian Phreaking

Drear 2600

In Austria we have a very
sad situation concerning the
phone system. Our system
uaes pulse dialing only and
dates back to the fifties,
Charging is being done by
hand every month [ They
pholograph the charge coun-
ters (mechanical of coursel
every month and the ¢lerk
types them into their 15-yeoar-
old computer that prints the
phone bills. .

Caolleel ‘calls or any of the
other fealures you "enjoy” in
the 1.5 don't exisl in Auslrid,
Howewver, they started intro-
ducing an MF-system in some
parts of ¥Vienna recently and
blue boxing seems to be safe as
far az T know. The siluation 15
i proving.

Hacking in Austria is pretty
boring because phone costs are
astronomically high (1 minute
local: 50 cents!!). Most sys-
tems de not use direct-dial bt
leased lines for communica-
tians.

W
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Summertime
Just Say No

Dear 2600:

Here's a nole of possible
inforesl.

Congressman Kwelsi Mhame
(D-MD) introduced a bill [11.1,
1504} that would make il =
criminal offense for persons
under the age of 21 10 possess
a heeper. Presumably. this is
because many drug dealers use
heopers to keep in touch will
their customers. Bl banning
the use of an innocenl piece of
telephone technology by the
young is a preity screwy way 1o
deal with the drug problem.
Also. why age 21 instead of 187
what happens to college stu-
dents and olhers liying 1o earn
a lving as messengers, [ield
technicians, or seme olher fob
requiring the use of a heeper?
Maybe we should lobby adains
this  bill. [(H.RK. 1504 was
referred to the House Comrmil
{ee on Energy and Comumerce.]

Phil

We certainly should lobby
against this BIL IUs anoller
crystal clear example of high
tech phobia., This [ime. ,“:.«,_m,mm_..__
of trying fo figure oul iy
drugs have hecome sucl an
essential crufch (o so many af
us. the autkoritics (hink thal
making a small kit af ecknolo-
qy illegal will somehow: solve
the problem. For one thing.
heepers don't make drug (leals,
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Letiers

Peaple do. Beepers are a (oo,
like telephones, notepoads,
pockethooks, and automobiles.
Should all of these be muode
illegal to certain people who
might use them fo deal drugs?
Maore imporfantly, fhese well-
meaning clods are overlooking
a grossly ohuious fact. Dealing
drugs s illeqgal. So how can
they expect amyjone who dlegal-
Iy deals drugs Lo suddenly
froror e law and notl corry o
beeper? The only people who
will be eoneerienced by this
law will be the law-abiders.
who obeliously are ot the tar-
geis of the lawef

A Myriad of
Questions

Dear 2800:

My path to you has been
Iong and twisting, beginning
wilh me reading the book
"Hackers". From there, |
tracked down the inlamous
1971 Esqguire articlc, "The
Secrets of the Liltle Blue Box".
I became interesied in blue
boxes and began searching [or
plans with which 1o build one, |
linally turned up a chiel engi-
nesr al a television station who
had a 1975 O magasine coh-
taining red box and blue box
plans along with the MF lone
listing. [ also found the lone
listing in "Relerence Data for
Eadio Engineers”, along with

i
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some in-deplh telephony infor-
malion thal [ can't quile grasp.
Subsequently, 1 halfway bBuill a
blue boec, bul became disinter-
ested for a while. When it came
tHme for me lo leave my job. [
decided I'd better [inish the
thing while 1 had the [acilities. |
almost did, bul zome of Lhe
Hoal pol luning was lefl oul.
Forlunately, an elecirical engi-
neer [and satellite pirate] at my
new job had a complete elec-
Lronics lab and, rondcally, yvour
address. So. here | am with a
completed blue box [(hal won'i
work in most places. T am 1old}),
Because | am so icrribly far
hehind the times, [ owonder ol
you milghl answer some ques-
tions thal arc probably . laugh-
ably simple 1o mosi of your
readers? Heore gocs:

1] Why don'lt bluc hoxes
work anymaore, and il a place
can be found where Lhey do.
wihy are thiy 50 easily lraced?

2} One of the guvs at your
oifice alluded 1o the fact 1that
free phone calling is still done,
Hivar?

31 Do red boxes siill work?

4] Hawve there been any
recent Carrests o lor o ophone
phreaking? If so, was the pun-
fshment scvere?

5) What parts of 1he 115,
and Canada arc hotheds ot
phreakers?

6) Could you suggesl addl-
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tional reading on subjecls
addressed by 26007 [Le., hack-
ing, phreaking, petty thievery,
and the like.) Mayhe even mag-
Axine arlicles which are more
conlemporary than the ones |
have.

7] Are the original phreakers
and hackers that 1T have read
about 511l aclive?

Bl The 1971 Esquire article
made reference (o numbers
that could be called [or froe
that zel up cross-continent
conferencing. Facl or fantasy?
Are these numbers still in exis-
tence?

9 What i1s "TAP"? [in refer-
eitce lao the Autumn 1955
Markelplace)

D) Are there other publics-
tions like 200 which arc
devoted Lo things that the gon-
eral public isn't supposcd to
know?

11} What iz the lavorite come-
puter used by the moedern-day
hacker? I saw much reference
to the C64, which I thought
was a kid's computer,

12] Do you guys have a large
following? How big?

13) T wnderstand hal eaves-
dropping on cellular lransinis-
stons 12 prefty simple. Whal
about calling out for [rec?

14] T remember asking a
teleo fricend of mine i (he trick
the kid pulled with the pay-
phone In  "War  Gaoles”
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[Erounding the mouthpiece tao
Lthe chassis) would work, He
geatned (o think il would, Was
he right?

15) I downdoaded zn IBM PO
program which was supposcdly
a newer generalion of the dialer
program used in “War Games”
[same author as that program).
It supposedly ooly worked on
an IBM PO (no compatibles, no
KT, no AT). O ooy Wyse 386,18
actually wenl through a sl
range of exchanges, bul i
wouldn't selectively log any
computers that it found. Do
vou know of a program which
will do the task on othor com-
puters?y

16) Are there any sources for
IBM B compalibie hacker soli-
ware?

Well, | am Lruly 4o smatcor
in this field, aren! 7 T thank
your it advance [or your help. T
have cnclozed some pastage for
vour replyv. Please deo'l prinl
this leller, berause § will jist
advertise my Erorance

ot if we dan’t print your
namte aned location, & eon'i)
Besides, we bolicve there ars
mmanyy readers whd ey Hese
Fame qQuestions. Lel's gu
fhrough them one by one.

I} The reason biuve baxing is
gradually grinding lo a fall 15
because of Comman Claarmet
fnter-office Signoaling (OCTS)

-+
=

Never Stop!

SimpHas pul Lhis spstem senwls
the signaling over a - dala ine,
separate from e voice lineg (ke
caller (s wsing. So il beoomes
impossible forithe caller {o
setd his own sigroals (Blue boyx
tonest becomuse e (s unable 1o
aocess the sepoarale dala line.
e gow con find o terminaiing
pointivhere CCIS hos ol el
bean implemenied, blue box
fonas il slill hape o effect.
Buf it's edsy o be caughi
because ol delection degices
that sense 2600 hertz (ones
belng transmitied. (Yoo rieed o

- 2600 hertz tone Lo seize ihe

frunk e and goin control of
il s alsa possible 1o bhe
conght making a very long call
i directong assisiance, which
i sorething Lhere realliy s
ang good excuse Joris Manig
phreaks use diredlorny assis
tance Lo siorl as bluae s boxing
ddieniure,  Dur- I 985 issues
e Tone- Do ove. s

2l Free phone calls carn sl
Be mads by figuring oul docess
cordess o the various dorg dis
lance companies, making i
parhy calls, o using extenders
irsuallyy 800 numbers that give
Lo ey oulgodneg dialionel,

) Yes, red boxes sill work
oeile ped.

4} There are always busts of
some sori-in the! news: The
punishments appedar Lo e ool
Lk e selere a s 1 el -

——— -
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siraled In the Spring issnc

Sk Phreakers are dinked b
telephone lines, fol by looation;

Gl Lopk:ihroughsthis 1s5ue
and: youw'll: find somerele:
ences, We print (e as o gel
i,

FEIC ou're talking aboid die
T9 7 1 Esguire arlicles wed ke
incassume thal those people
havedones more - e han

fustmakefree phoie colls -We

consider anypbody ta Be sl
faclive” 1eho belicoes that uition
thesp did in the: past corteibiniecd
fon rehat therg do oo,

SlYol oan: el gour bl
clillar fhat ihose nonbers e
no longer in exisicioe,: il
there are plendiy of others (o
ke their: place. Biy ineesiigal:
o lhe s sowrcess s oo shall
S them.

SleTAPR- gzl e origing
phone phreaks nemslelier: thai
started oll as a Yippie mihlicn
tion, It stopped publishing
tagdialthough-theres Hnve
Been atiempis 1o rovive i1

L0 There are plendyiaflimg
ceerre s thal focils o things thia
youres nal supposed foo ko
abouls Sirice tie. egan Gre1AES.
fowener. e hare el o seg
orres Lol cansisfenily  coners
bt Loe coer,

L1} The beauiy of hacking
lies inithe fact that i dossi
recallerchal: kind of commplor

fEAti A Lt i
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by Dr. Williams

The phone company will indesd
go to extremes. Or 50 lhay say.
I've been told that they will prosa-
cute anyvone whi gQoes TUmmaging
through their garbage bins. | dond
know; even though by now | practi-
cally make regular rounds through
their garbage bins, I've never beean
charged, That's not 1o say i've
mever been caught -- just never
been charged. By using comman
sense and discretion, I'va never
gHlen:into. rouble | want 1o first
tell yvou the benefits of exploring
your local phone company's
garbage, and then how to do it
without getting imo troubla,

Thrazhing though the lelco's
garbage bing is hardly a revoly-
tionany notion. Adichas on the sub-
ject have appeared in-both TAF
and 2500.:1 hear lales off and on
about 1he rewards other phreaks
gain from- ellopping though heir
iocal telco’s garbage bins. | alzo
gee laxl liles on various BBS's
aboul trashing.

Az far as I'm concemead, {here
iz no egual when it comes 1o the
patential payeff of my 1elco's
refuse bins. Where else would you
go to gain valuable intarmation
abcul the phone company olher
than to the phone company itsel?
| 'would eslimate that about 80 per-
cent-of whal | pull out is rather
rundane, bonng, not praclical for
My purpeses, of useless. Bul, oh,
ihat olhar 20 percent: really: pays
offt I gives me a seund idea of the
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tocal and reginal piciure. Then,
pubdications ke 2500, Telephor)y,
and Telecommunications help tia
up Ihe loose ends and fill in the blg
piclura - Indeed, as far az tele
phone information is concermed,
the world 15 a gold ming!

My general rule for deciding
which bing to raid is 1hiz: the' big-
ger fhe telco building, the more
pecple work there, the bigger the
brass working there, the more |
stay away fromeil. | ke burkdings
ihat are small; have a kol of grunis
working within, and are oul of the
malnstream. | lat these niles guide
my raiding activilies.

In-my area, there are 2ome g
elco buildings with: art deco deco-
rating that have parking Iots {he
size-of malls and have special

"The majority of
phreaks have golten
into trouble by their
own shorlcomings.”

teams of workers assigned just [o
think o1 the nexi excuse they can
use 1o ged the slate utility commis-
sion fo raize the phone rafes. As
far as I'm concerned. these are
poor targels securty-wise. Firsl,
same: of 1hese: buildings have a
private security force working for
them. day and night. I'm sure
these minimum wage workers

on trashing

hava nothing better to do than lo
make an internalienal incident of
linding somaane going ihrough
their garbage. The infarmation that
comes out of here i likely fo be
morg sensitive; hence, a more
developed security system (which
also may include shredding of doc-
uments). Second, the access
holes into the dumpsters may be
limifed, The chute to the dumpsier
may be located an the nside of
1he building. Cr, it may be the case
that the dumpster is a king-sized
one, which requires a semi-tracior
1o haul it away, This may translale
Mo -a mora difficult entrance info
the dumpsier. Some of 1Thess
dumpsters zlso have compaclors
located inside of them, destroying
a ol of documentation. Third, typi-
caty merz people work the mid-
might shills, so your chance o
bemng spolted by an employes is
dlso increased. Fourth, these
buiklings tend 1o be lecaled in the
businass districts of 1own. This
may maan & mare overl polics
presence; atl the very least, a
taster response time. Fillh, they're
migre Fkely to prozecute people
Gaing through their dumpstans for
"Iraspassing”. So, as tempting as i
is {I'm pasitive a lot of good docs
could be found), the reaward versus
risk ratio iz oo high for me. The
ingreased chance of being cawght
coes not pay off

My target lizs in the smaller
buildings. These buildings are usu-
ally physically smaller in size, have
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a warghouse-type of extanor, and
have a lot of company vans or
trucks in the parking lol jas
opposed to company cars). These
buildings may houwse swilching
gquipmeni, maintenance eguip-
meni, compuier operations, or
slorage facilities. These building
ara an aliraciive target for several
Feasons. Firsl, there is usually na
security prescnce al thase loca-
tions, This iz a definite plus!
Second, little ar no peoplc tend to
wark at these Iocations late at
night. Mo people means no chance
of being caught, almaesl. Third, the
police presence is not ag slrong
Faurth, the garbage conlainers are
easier 1o access and do not usual-
Iy have any shredded material
inside. Although the infgrmation
may not be as gooed, I'm nat
gresdy; the potential payoff just-
ligs 1hs risk

Equally importam to me is my
dress. Simply put, | fry 1o dress
like a translen! rummaging for
food. That way, if 'm caosghi, I'm
more likely 1o be told 10 hit the
road and nevar come back. | have
& special cutfit | use just for this
purpase. | went o Goodwill and
bought the scummiest jacket they
had there. | also bought a pair ol
Levis that had encugh bales in i,
including the rear, and & pair of
worm out, oul of glyle slacks | use
a pair of worn ou? lennis shoes
that I've used for Dwo seasons 1o
mrew the fawn with! | alzo wear a

[rdieigad con prare T
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THE SPRINT GESTAPO

by Larry P.

Yes, Sprint has nailed another
one of us. Hopefully, this anicle
will help you know what to do if
you happen to get nailed by the
evil telcos and maybe even gel a
laugh or two when you hear how
clumsy those types are. Some
informatian has baan omited to
protect the identity of the busted
ore, since his case is still pending
and this information could jeopar-
dize his curent status as a free
man. So, 'l call him "Mike" for
simplicity’s sake, Haora is his
sloty..,

Cne night, Mike dacided 1o boot
Up his Sprinl FON - (a trademark of
L5 Sprint Corparation) hacker and
dig up some codes. After a whila.
he had several of them. While he
was hacking them out, he was
being traced by US Sprint, who,
affer getting poor Mike's phone
number, notfied state and local
autharities who proceeded 1o get a
search warrant. The very next day
they weni to his house belore he
gol home. Ringing the doorbell,
Mike's dad opened the door. They
asked his dad il Mike owned 3
compuler and he said yes, a
Gommodare, Mike gof home ai
that paint. and they shawed him
the search warran! and entered
the hogse,

Once inside, 1hese five men
tone local Fargery Sguad person,
soma2 Secrel Service agents, a
U5, Sprint executive and his 1M
specialist) went ta Mike's raam,
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The Sprint quy ook piclures. The
delective and the cops looked
through drawers in a random 1ash-
ion, misging over hall af {hem.
They only cast a bref glance at
the papers on lap of the desk.
They never looked in the waste
paper basket or behind or under or
below or in things Only par of the
desk. Infact, Mike remarked to me
that they locked hored and
stemed to only wanl te gat the job
finished. What a pralessional atli-
tude for law enforcement agsnts

The Sprint execidive then zaid,
"Load your hack program. kid!™ 1a

like. Mike claimed net to know
what disk it was on and =aid that
ne had to find it Tirsi. So while e
was prelending 1o Tind the right
disk, he lormattad the disks with
the hacker programs. Righ! under
lhe noses of tha dumb feds. ARer
larmatting a disk, Mike =aid,
*Oops, wrong disk™ and procecded
to format another, unlil ali disks
with functional hack pregrams
wara deleted. Mike then claimed to
have found it and loaded a crash-
prane, nonfunctional program and
said, "gee, | didn't-hack yaur
stupid system.” They had no evi-
dence, since he had fermatied the
disks with the codes an them
What clumay cops. They didr't find
hig notebook hidden in the base-
ek,

The 1BM specialist then pro
ceeded 10 agttempt to dismartle the
Commodaore. | say “aHempt”
because he had trouble discon-

Numbrer JUE0 St

STRIKE AGAIN!

necting the compuoter from the
coler TV, the disk drive, and
modarm. The screws must haye
conlused him. He endad up rip-
ping apari the conneclions, no
doubt damaging pins and wires.
The Sprint execulive then put the
equipmant inte garbage-type bags
and haulad i1 1o their dark blue
Cadillacs. On the way, the execu-
tive dropped the disk drive anto
the ground. Mike fald the Sprint
leliwwe OF he damaged it ha would
pay 1or il. What was his reply?
“See ¥a in court, kid!" Laughter lol-
Krwed.

[hey 1hen tock Mike to the
police slafion and booked him
under a lower ciass felony lor ilke-
gal access to lines of a telephone
service. Mike hopes it will be
downgraded to a misdemeanor,
and it may be since thay have
such Iile cvidence, except for his
TV, his compuler, and his game
disks. Thay tock Mike hame al that
point. The next day in schonl,
Mike's popularity soared s people
learned he was a felon.

Mike and 1 want to feave you
wilh @ bit ol advice. First af all.
dan't hack your cedes at night.
Thal is when the fewest pecple
use the network, Instead, do i
Letween ¥ am and 10 pm. Alsa,
usz multiple farget “dummy™ num-
ners. Don'l hack the codes

since the pattern can be racked. If
your patlern is tracked, the system
mighi anticipale the nexi nembes
you will try, and il it is & valid
accoumd, turn it off for the lime you
try it only. They will alse print oul &
card with your phone number, In
M way am i implying or suggest-
i that it is proper to commit any
Iype of Traud, If you decide, how-
ever, 1o commit fraed, hoed my
warnings. Now Mikey has same
things 1o say:

"Lont mess with Sprinf!™ Wise
wiords indead.

"To Phreak and be sale, keep
yvour disks and nalebook ouwl of
yaur recm and well hidden some
whoro else. They will only loak in
FOUT MOOM or near the computer.”

They charoed Mike with a
Tetany. A felony® They don't charge
rapiels or muggors with felonies,
Why did they take his TV and 1zle-
phone away? What did they
expedc to find hidden in i#? Hiler's
brainT Why did they dizconnest his
phone for two days? Dossatt il
maxe you fesl secure with such
competent law enforcemant ofii-
cidls handling things?

I will keep in touch wih Kika
and lel evenyone know if anylhing
else lums up,

CHINESE SNITCH HUMBERS
(uand fer burning in "eednter-revaluticnarks |
Taodial fram U S prefaco whh 011-86-1

szguentially. Have them cone ran-  4dra-48:3 412-5666
. : ! FEER-S T5E-5483
damly, Lut also have the program 11232 e
dutomatically reseed the random  sseans fE4-CRT
e cacionally 37165 w2173
numper generalor agoasianally Ay :
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Spanisl Phones -

The following arlicle is reprinted From
Englond's Finencial Timas. It eriginally
appeared lost summer, so please foke
thal inte account when coming ooross
references to "this year®, “ncat year”,
sk We appreciale i,

By Paler Brucs

As the Spanish summer gets hokter,
s do Spanish tempers. And with gesd
redson.

In the space of just a few montha, it
seems that Spain's telephone system,
once one of the most efficient in
Evrope, has all bul collapsad.
Spaniards lucky ensugh to have tela-
photes find themsslves unable to make
H___“ o are frequently eut off when they

On average last week, it wos taking
nine or ken attemphs fo call Londsn from
Madrid. Getting through is enly half the
preblem -- domesfic and international
lines crackle and rasp constantly,

Some I50,000 pecple in Spain are
whalling for Telefonico, the enee-vount-
ad telephona menopaly, fo install bele-
phonas. Mast will wait at least six
months. About 25,000 Spanish willages
do not yet have o public telophone,
aceording bo some reports.

A European consumers group in
Brussals, in & recent study, said
Telafonica was now toking reughly len
Hmes as leng as its French, Durch, or
Danish eounterparts lo install tela-
phones.

Other than Greece, Ireland, and
Partugal, the study said, Telefonica
appeared most frequently ot the batom
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of its ralings.

The Sponish service costs double the
French end even the West German
onas, the Brussels repert soid, and il
rate of wrong connechions was the
highast in the EC, Last week, it emerged
that the Gaovernment hod appoinked o
commission te study Telefonica's invest-
ment plans for next year - an extroor
dinary meve, censidering tha
Talefonlca is o privase COTIPANTY.

There seems little doubt that the
head of Telefonica's affable chairman,
Mr. Luis Solana, 1s on the block.
Although o member of the geverning
Socialist party, a friend of the Prime
Minister, and the brother of the
Education Minister, Mr. Selang has
wermed desporakly shart of support os
the public outery over Telefonica's ser-
vica has rzen.

Opposition politicians haowe had
great fun with a retort atributed 10
him, 1o the effect thatl "perfection is fos-
£ist”.

A colleague recently arrived in
Madrid and trying te order a home
telephone from his office failed to find
anything democratic in being told by
the Telefonica functisnary at the other
end of the Fre: “Sorry, | con't hear &
thing you're saying.”

T80 whase faull is tha?” he waoilsd,

Mr. Sclong, confronted with Fadure,
has not fried te disguise the scale of the
problen. The waiting list for telephones
will probably grow, ha hes soid, to
430,000 this year.

He has promised that more now

and what they don ¢ da

fines will be in ploce by September.
Spain has abowt 15.5 milliea tele-
m&.ﬂ.....n-. ard 10 millian lires. Telefonica
plans to install 1.5 miflion new lines
this year and 2.5 millien mere next
year. Bul there is no saying whather
that will improve maters.

Telefanica has been cavght wholhy
pnawares by the explosion ia tele-
phane demand in Spain, In the past
twe years, applications for telephones
hove grown by close bo eight percent a
year, a huge leap on the average bwa
pereent growth o year since 19770,

Mr. Solano hos said things will be
more normal next year but some
Telefonica officials suggest i could ke
five years.

Appearing en Spanish felevision this
weekend, Mr. Sclona soid: "My main
mistake was nod having believed that
ik m_un__.__.v_.__ economy would be going
as well as it is now, 1 did net believs
statistics forecasting Spain's economic
baom." The service was nel a cobasire:
phe, he insisted, But it was "improv-
obla”,

What irks Spanish consumers -- and
in Boreelana, busingss grovps are
warning that the state of the telephones
is n_.u_._qnmm_._m to compeliiveness -- i5
that this treubls has arrived along with
recard m_?uh? for Telefonica last year
and higher-than-ever investment this
vedr and ot yEar.

What hurts even more is that Mr,
Soland is obout 4o spend some of Hhat
in Argenting, where Telefonica wants o

ated there, The Russions hove alsa just
signed o dagl with Telefonica under
which the Spanish are te install & rural
telephone netwerk 00 miles from
Moscow and o public phone system in
the Soviet capital itself,

Mr. Solona’s comfort in the short
berm af least, is that even worse trouble
al the Post Office diverts some frusira-
ion away from Telefonica. The Spanish
pastal service estimates that up 1e 2
millien letters and parcels are, effective-
ly, stuck ot post offices around the
couniry,

The pestal valons =ay this is non-
serise = there are af least 11 million
piccas shuck in Modrid alone.

As Spain approaches its firs! presi-
n"_m_..__ﬂ__. af the Eurapean Commanily next
lanuary, the chaes in many of it insk-
fulisns is geing to become emborrass-
ing. Europeans whe want lo complain
akout it may, havwever, have o fly or
drive fo Madnd fo do 5o,
R

T 150 Manuals Soimare, Seocosen 1|
._ Campunens, Feoranict, Erergs . Secyusily.
ey, Rackelry, Pirarcy, Beciza! -
SO Wy GO dig Oy Jobe Wiliame
A5 Been ot CES " MINUTES®, Seng £1
e Lol camogs, CONSUMERT RONICS,
2611 Crescert Ov., PO Dvaacr 537,
Blamogords, M 55310 WANTED: |19M
PO ATET Cormpatlias bard drives laser
prinlErs, BRCU0nC DOTOONETE 20 0anmD
WOTSIAl, SLONINE AN COmIalaee e A
B, Please oo desntinliors, cond dors.
proes. ALSO WANTED: Tight laped, bee
arce IECTCAns ard WEsOn SpeniR st 10
Aasigrbidiedn SPECIAL PROJECTS,
a1 By a-pEpEing equinmeal iroslyy cizs
Imoric - partcaary oomouner, TV and pnoe
hpcs) Bor resme (dan T phoee) Waea

_ oL maore basireas e wes e Farse are _.
aif P 1 Tar=ioeginds 20! |
buy 40 percent of a new PTT being ere- ..“..m Gy o 1-..”1p.._m.
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THE GALACTIC HACKER PARTY
will b held 87334 at the Culiural
Conter in Amsterdam, Look for 260
Trafo: G 1-31-20-5001 480,

e 2 1 TINGS. First _.l.nm:_..__. ut tha
mnth-at the Citicorp, Center-—from &
g Boparlin the Mackes 333 10 5350d S,
N Excopf-B/4 whenswe'll belin
Amzterdam . Spocial mecting P23 0
London atCovent Garden _.._..... tha
London Transpord Musewm. Come by,
drop off articles; ask questions. Call
5162312000 for stitl moTe info o1 tn
Tooquest & Mok ing in Wour Cily.
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.H_..,.ﬁ_... og and mai L COSIE, OF Peason-
able’ price for gonuine smranual: Doos
anyone know anything abaul this
mrachine? Bornie 5, 144 W, Eagle B,
Sazite W, Havertown, P 19083

FOR SALE: DEC VAKSNWMS maneals
for- Y5 420 Al manvals aoein mint
condition, somo still in the shrink-
wiap. Thizs iz the boesd souroe for WS
krowhedre anywhore! Contact moe for
Fore inkg. Kurk -0 POR- 11282,
flacksburg, WA, 24062-1282.
WANTED: Schematic and for block
diggram for G E. TDOM-1140-13 data
sets Jokn B Riley, 914 Mo Cordorvs S
Burbank, CA 91505-2925,
UNDERGROUND BOOKS: TAP,
cotmplete set, volumes 1-97; 580
Electronic surveillance and wirctap-
Ping —a nuts and bolts guide, 515, The

Fo ki Torme O

[ —

WANTELD ! s
Do you have somelhing 1o sell? Are
you looking for something to buy? Or
trade? Thisis the place! The 2600
Marketplace is free 10 subscribers!
Send your ad to:- 2600 Markelplace,
P.0. Box 99, Middle Island, HY 11953,
Include your address label,

Cnly people pleasa, no businesses.
_”_ ¥y T I e e e T T A T O TS TSR ¢

Swmmer 980

2600 Marketplace

best of TAF, over G papes of thoir
best, FAD Conmputer tritne, ovee 500
pages frem the best of goverament
publications, prosocutors’ guides, doec-
WUnETEES, cage studics, o .m:.._."_..mm.n_h
howr it's done;- 265 :.__“_:.u,, 53 han-
dli ng per book. Mako payment b Tim
S PO Bows AEUE S Bolling ram:
Washingion 98237-2517.

INCARCERATED COMPLUTER
TECHNO-DROID wonld like b boar
frovom anynne interestod in o putcr
teochnology ard il unuzual-applica-

lions :Wouald like to ram

T
Fhee i ....._.___nm
i dopatod
_._._..._..:._..:.1.:.._" nf
et
el iR S LR
crhomatics:
articio= - —and
Fow=in i7-
ciope for

Fobert Joo Jackzon JrMomphis U
AARFAA G, Memphis Foderal
Cortectiotal Inst - PO Bos: 3458
Memphis, TH 38184
WILL TRADE: My knowlcdge
beating the game of Blackiack for
inksmnation into ._._.._nrm_._"u_. and ﬁ__._._._..,u.r..
ing. I Klein, 2558 Yallow Vicw #1775,
Laz Wegas, MW 85102,
TUNE IN TO "OFF THE HOOES, ke
telephone program, Tucsday, 7725741
720 pm en WEBAL Mew Yok 99500,
Hosted by Emimanwel Goldsbein,
FOUPETN - AMAC, are vou fost i
telephonc acronyms? Dont be con-
fuzed anymorel Scnd for iy 1151 of
over M prhoae and communications
acronyms, only 540 kay: Bl 2722
Glemvwick 'L, La Jolla, CA G207,
Ireadline for Fall Markeiplace: 971755,
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The 1382 Pirate Radio Directory
by Paul Estey

When it comes (o iree commo-
nications, nothing comes close 1o
the power of radio. And when it
comes o radio, nothing s more
free than Pirate Radio. In.The
1288 Pirate Radio Direclory,
George Zeller provides anather
useful publication from Tiare
Fublications (makers of varicus
handy shomwave/DX guides and
directorias) to aid in the search for
truth. Hera Zeller provides a com-
pendivm of the plrates of 1938, as
will as a brief hiztony of each ane.
Detailzs:inclode where and when
they were last found azs well as
their most recent mail drop. This
catalog of gabout 50 pirata radio
broadcasters is meant only Tor the
patient Dx'er - these broadcastors
arg only on the air for 3 few hodrs
al a fime and frequanlly change
their frequencies.

We know where Zeller spends
his holidays and weekends: listen
ing to "KNBS, Cannabis 41, the
station with vour mirsd in mind.” 1he
shartwave statlon of the California
Marijpana Cooperativa. Ilegal sta-
tiens like this have been getiing
cut their word through the power
of radio waves which may. now ba
passing through your body as you
read these words. The directory
coviers:-lhe nol-so-zecral: Voice of
Tomorrow, which promises a
tomorrow without Blacks, Jews, or
capitalisis, and praises the work of
Maziz. To catch them try 7410 or
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G240 KHz and listen-for tha
sounds ol a:hawling wolf aver a
drum- beat (na fapling). On
September 10, you could have
Caughl "WF1X, whare we fix yvous
radio over: he aict and Bstened to
Fiz-It Bob and Fix-it Bl fron: Lake
Erie_ Cthar stations included arg:
Radio Garbanzo, Radic Lymph
Mode International, Radio Comedy
Club. - International, Radia
Clandesting, CBOR [busied by the
FCC fas! Navember:, The Groaked
Man {a sort of Or. Gene Scall of
sharbwave), Voice ol Bob {repre-
senting the satirical “"Church of the
SubgeniusT) Many of the stations
Ested are small fly-by-night opera
tions, that may have provided only
one. bioadsast in 1988 Othars
ke Radia Mew York International,
have had a mare notonous hislony.
The 1989 Pirate Radio Direclary
provides g good slard inths search
for new, dnlicensed voicez {ram
beyvond.

The - 48385 "PFirate - Radio
Diractory,- 55pp.= fronr : Tiare
Publicallons, PO, Box 423 Lake
Geneva, WI 52147, 36 plus ship
ping {1% US, $2 Foreign)

Alzoavailable from - Tiars: Los
Mumeras, The Numbers Siations
Log by Havana Moon This is an
axiensive [ist ol frequencies of the
mysterous mumbears slations from
arourd the world. Tune in to hear
cryplic seguences of numbers
being read aloud in German,
spanish; English. French. and
Russian.

Surmer JOED SR

ard b
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The MHew "TAP”
by Emmanuel Goldsiein

Ever since we began prinling
FEO0, people have boen asking us
whatever became of TAP, The isls-
phensdanarshy newslaiter founded by
the Yippies in 1501, Alter five years,
wi finally s=eem 1o have convinced
pecple that TAP is defunct and that
wi had nothing &t &l to do with them
Now it zppsars anothar chapler in the
zacs is unfolding.

Since TAP stopped publishing in
1984, there have Deen al easl a
dazen allempts o ke over o reslarl
the doemer Yippie publication. How,
oul ol Kentucky, an coganization has
amarged ihat calls teslf TAP and has
actually put cul anissug, They claim
to hawe a new staff ard &2 naw lease
on life. It's up 1o the hackers of the
warld te cecikde whelher this is really
TAP reborn o [ust anosther opoor
tunesie attempt 1o cash in o the
M,

A glanoe 21ake firsl issue roveas
a format practically identical 1o 1ne old
magzzine. Two sheels of paper
[unztiached) with 1he old TAP logo, a
coupla ol news cliopings, a briel
axplanation on how to make an
ynslshble sxplosive in Lhres steps (for
T “harme asarchist™), and an aricls
enplaining Bitnel, The aiic’s 1akes vp
zhoan ha'f ol the issue,

Yes, it losks like ihe old TAP. And
1 even rezds like the cid TAP. But &
cl hzs happansd since TAP last
carme out. Can this new newslaiter
simply pick up whers the old ore left
cli? We'll know soon encogh,

Cheshire Calalyst, the old TAMs
last editor, says he would have pre-
ferred it had TAP been zllcwed o
rest in peace. He complained of a
lack of imaginal<an in the new TAP,
particularly n 1he way they uze the

Summer J9R9

old legos. "I's fime to move on ard
do =omething different.” ke sad.

{Crher hackers =ay that Cheshirs
ha=s np exclusive right 1o TAF and
that anybody can start i1 op again i
Iy wanl 1o, Thal's jusl the way # is
Wl @ resieller Gke TAPF.

Byl had the publisners simply che
sen & new name, a ot ol e dogits
being expressed In the hacker com
munity simply woulda't Do there,
Conzsidering 1hat nobody invalved in
the new TAP appearc 10 have baen
imvabeed in the cld TAR, zre ey jus-
tified in usimg the same name? What
anoul those peopla who los: money
to the ald TAPT They're likaly 2o pin
the respansitdlity for Lhis an the pso-
P of the raw TAP. By taking on the
name of TAP, 1he publishers may
actually be puting 1heir newslelier al
a dsadvaniage.

[bara's planty of room 10 hack-
ar community ior innovalive nawslet-
lars and magsazines. An elsclronic
hacker nawsletter ca'lad Phrack is
orse 1hat built a slrong following by
doing something ditferent: cellecting
hacker s and articles and disiibut-
ing them In a "package” Lo balstin
boards &l over the workd. Ore ol the:
reqular atcies Phrack Workd Mews,
iz a must-rezd for rmany hacksrs

The ba=t pubications are 19 ares
thal fread on mew ground and make,
ricl take, 2 nams for themselees. We
rop G0 50 the rew TAP succaec for
beiveg rew and &lferanl.

AL press Hirss, 1hsre was one issua
of the new TAP known as #92.
Hawever, 1he oid TAP a'sc had an
issle #92 which was itz last a~d was
ol widely distributed. To gel a sam-
g ol the new TAP, just =end them a
25 cent stamp, Their-address is TAR,
FO Box 20264, Louswile, KY 40220,
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tips on frashing

[eariued from page 35)
cap on my head. On bhe hygiene
zide, | do not shower or shave 16
hours before | start my planned
activities. | do not comb my hair
befare | leave. | use a ratly torn
backpack 10 put ry material in. n
thie backpack | camy & hall pack ol
cigareltes (even though | dom't
smoke), & tin cup, and somo beef
jeroy. | mighl also take some other
items bo complele my disguise,
depending on what is handy at the
time. With this, my outlil is com-
plate, That way, if I'm caught, I'm
mare likely to be recognized only
as a derelict locking for food, not a
phreak looking far infermation.
When traveling 1o the tarnget, |
atways park my car at least three
backs from the scone, sometimes
more depending an gaography
and conddions. I is not unusual for
ma to park six blocks away. | hide
tny wallel underneath the seat,
and hide the keys in a magnelic
lock key sat stored under the car.
In over Wwo years of thrashing
through the telco’s garbage bins, |
have been cauvght twice. Bath
fimes, | was told o beat it | got off
because lirst, | dressed for the
par. Second, | practiced what |
wiould say if | gol caught. When |
aclually did get caughl, it was easy
for me to ramble off 3 comnvincing
gaguse. One time whan | was
cauaght, | had taken a half eaten,
browned apple in my backpack
When an employee caught mae, |
showed him iy "gain®™ from thelr
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dumpsier, and 1old him | was look-
ing for food. He was canvinced.
and teld me 1o get on my way.

| reglize thal same of these pre-
cautions may faem like a bit
rch. | does lake some afford 10
follcning them faithfully. Bt | have
hesrd countless tales of phreaks
geting into trouble for bragging to
heir friends, getting carekass wilh
their activifies, relaxing thair reflex-
g3, of fealing too comfortable and
latting down their guard. In my
ehservalions, the majarity ol
phreaks have goflen inlo trouble
by their own shartcomings -- not
through sman cops and aggres-
sive proseculors. | have a college
carcer, and in no way o | wish 12
jeopardize it. 8o, go oul there and
thrash around, wilhin reason. The
irdarmation o be gained is infinfda-
Iy waluable, Good luck!
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Editor-In-Chiaf
Errvnoriel Soldsten

Arbwork
Kear T

Writers: Eric Cofioy, fobn Drowe,
ol Esten, W Frensh,
Tna Glitch, Tre Inficad.

Fedd Kndght, Bl fom RMNG
m Carvid Rudamnon, Lo Soonoan
Wiolenos, Mike Yuhos, Gmd the
Growirigy anorysTeus Bonch
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leontinued from poge 3}

Un the personal level, Abbie had
. sharp mind and a great sense of
aumer. He had a terrific enthusiasm
for life's litile pleasures and his

friends compared him b a little kid
whe loved boys,

We're snrry he newver really
seemned B reach the younger gonera-
tion. That upset him quite a bit, But
when you consider how Abbie
tuerned the world on irs side, a lot of
what we do today would probably
B done quite differently if he hadn't
Beon pround.

= the rext Hme vou're playing
with & computer somewhere and
vou feol that Letle rush of excitemont
35 ¥ou realize the endless possibili-
ties, say hello to Abbie. Hell be right
there,

LI

On yer another sad note, one of

2a0's most ru._:...._muw._.,.n_..;m and

articulate weiters died an June 4,
1083 at the ageof 22,

David Flory was known in these
pages as The Shadow and, most
recently, as Dan Foley. On bulletin
board systems, David was known as
Shadow: 2670,

In the days of The Privake Sector
EBE, Shadow 2600 wonuld always be
the person to take ok arge of & tochni-
cal discussion and cxplain things so
that evarvone could underssand, In
any ways, The Private Sector was
A0 exlension of his ever-presant
quiest o learn and cxplore. We all
Bonelithed From that,

David was shocked ) long with

[ T

Numimer JUER

REMEMBER

the rest of us when The Priviste
Soctor was selzed b the puthoritios
i July of 1985 He played 2 major
role in publicizing the action and

setting up o support network
Throughous this mther teving time,
oe never lost sight of aur .ﬁ,nm_ R
freedom of speoch and the et for
knowlod ge,

Qe sadness over David Flory's
loss wan't n_mm_.z:;._n soon. We
gained much from him anid ke
ergoyed the work he did for 2600,
Like Abbie, we interd m keop his
sparik alive,

BULLETIMN BOARDS ﬂﬂ..._n._....___.

2600 FRS§2
(CEWTRAL OFFICE)
F1d-234-37E0

Abi-564-4518
|
2600 FRSEL
\FEEHTVE )
TOI-823-5581
[fidonet 1:1087139)
'l

2600 BECS
{THE SHITCHBCRRD)
718-288-320%
®*

2600 Emgfe
{TARMER. PETE'S)
A12-E29-2767

ALY OFEN 24 ROTRS
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2600 Letters

Feiimied ._q...._...,.a... L 3}

gou have. Hacking involves
using other compulers over the
phone lines. S0 you can be a
hacker on a dumb ferminal
thaf has no computer atlacted.
Commodore §4's are populer
because theyre cheap. Il says
nothing af the abilily of (he per-
zon bhehind the keyboord.
MTneidendally, we like to say
theef EVERY compuler 15 o kid's
comnpulert)

12} s big. Belicve us, S0
big that sometimes (s frighten-
i,

13) Eavesdropping is stmple
if you have access to the fre-

clones, Every X1 and coery AT
is considered a PO i addifion.

16! Make some friends in (he
Jield ared you willl e

There, that wasn't 50 bad,
was 7 IF anygone out there
wauld Hke to send us a leg-
ter, address it to: 2600
Letters, PO Box 900, Middile
Island, NY 11953.

Mo d foontimced from page 21

guencles. That is noet difficull al s engoscn 543 Grancvim
all. Making free calls on cellu el R et e
] - 23 Wl iead ez Bamades e
lar i5 ._"..:.__..rfmm.ﬂﬁ a fol more broo e Akl
Ble than s wortlh. IF ang 80 Lisice Loty 6L Meorry
readers hove experiences herg, wﬂ L i
T 0T Teamik A ke
let us Know, : et i et
14} Sure. But you'd have fo 15 Jomey Ty G Ermcins Lanes
7 £ 16 Fogsh 3 Jdaray
find one of those old-faskioned  JF [555. LAy
ks 7 B0 Fodn Papazani 265 Tl
phanes that dom’t give yow a 29 TE "0 Eociiiars
dial-fong wifll gou puf moenesi F23 Nmwak %7 Craced
in. The trick works on ihe £ pwak 2 Cormr
- i = 1 rf- ST RLOCasuTid T2 Eragiricean
riewer phores i E .,..,mp._..h___:m__r_ hE_. ot e o4 Besirq Ltk
Jerent apay and is delailed in e H,..".u_;n:: gk basimeul
3 . . S0 ek, Fidgs 205 Padeson
O SpEinyg (S5, 01 Craclord B30 fuonpmdd Boook
15} it:zounds like you - 32 %ow e b el
4
altready  have o progroim thal i | s
r " Fdz AL A BTG
Just needs some debugging. e BIE Actury Tak
F Fx3 Famingoak 020 Dareld
We suggest you m:““._p manual - 25 S 311 e
r r 3 adt Cilsde 200 Lhedegaecn
or @ progrommer ard figore oud 84t Citaide, e
whals wrong. By the way, dng 043 it U Lisngalan
program that works on an IGM 55 208 i
PC o should work on o clone -- e Wil Eearry
3 .. LoDfnd AR Emarry
fhat's why they're called
Prge 48 2600 Magazine Summer 1959 ey

NOW HEAR THAT

AL 2600, we don't exaclly go cut of cur way to
nag you about when your subscription iz geing

Lo stop. You wen't lind yourself getting those
glossy reminders with free pens and digital

quartz clocks and all that junk. We Dalisye
our subscribers are intelligent enouch Lo look
at. Lheir address label and ses if their sub-
scripbion iz ahout to conclude. TF it is or if
¥you want Lo extend it, jusit Fill oot tho form

below {your label should be on the ather side)
and send it to owur address (also on the cther
pace) . You don't gel selfl addressed stanped
anvelopas from 2600. But the tims and money wWe
save will go towards making Ze00 as gong and
intarmztive as it can or

R D R RSN R N R SR R R R R b R § R o R ] W W EE

INDIVIDUAL SUBSCRIPTION
4 Tyeardld O 2years$23 O 3 years/§4B
CORPORATE SUBSCRIFTION
J tyoar$ds O Z2yearz/$85 O 3 years/$125
OVERSEAS SUBSCRIPTION
1 year, individual'320 1 1 year, corporate/$85
LIFETIME SUBSCRIPTION
5260 {you'll never have to deal with this gnymore)
BACK ISSUES {never aut of style)
O 19386525 0O 1988425
IJ 1988/525
TOTAL AMOUNT ENCLOSED:

O 1934525 a4 1987/%25




