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Cellular Phone Fraud

by Barnie 5.

The recent FBISZacrat Senvica cellifar sting
opcration that culninated in the arests of over
25 peaple m New York Ciby confimus whet rrany
of us have suspected far quite some time: that
ceilufar telephone frawd is widespread. The FEI
astimates that celbfar phona frad costs systam
aperators 53 million anually; with the average
aubscribers airtime bifl about F50 per month for
100 miraies of usage, there could be over 2500
cellular pérates on the air if a pirate uses hwice the
monmal amoun! of airme. The bem “pirate”
rather than “phreak” is used here becavse the
vast mejority of illegitimate CMT uses (Coflufar
Modik Telephane) are oaly intanestad in stealing
airtime, while phore phreaks arg mainfy
inlerested @ learnmg moe abaut tha telephone
networs throwgh ils manputation.

The six-month FBI investigation used
“cooperative sources” who named Fraudidens
installers; then FBI agents posing as cusiomers
and installers used slandard entrapment
techniques o gather evidence agairst those
allegedly involved. The FBI's press release
staternent thal “recent fechnobogcal adhvancesin
computenzed - tefephane  swilching oqupmeanl
and bilting sy=tams were instumeantzl in. . {their
investigation)” & delberately mislesding. Mew
Yok czliular carrier NYREX moerely supplied the
FEI with itz billing data Lo document {ha use of
bogqus ard sfolen FSN's & MINS (Bectronc
Serial Murmbers and Maobile Igentification
Numbers) discovered in the investigation. The
Secret Service later became involved becalse
the laws relating fo the credit fraud baing
allegated are under their urisdiction.

Safa Phresking

I practice, cellular phreaking is very safa if
e does ther own tranceiver modidications,
changes ESNs & MINs regqulary, and omes
slandend phore phreak precautions, Indesd, FEI
agent Greg Meechzm hasz stated that
fraudulently programmed CMT s are
“unatiributable, unbillabla, uniraceable and
unteppable.” A callular carner will bacome awars
of any bogus o stolen ESN's and MIN'S used on
112 gysbarn within a month or sa after their initizl
use nce the subsiriber or cammier wha is assigned
iose codes iz billed and notifes hem of the
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eTor, The home carrier wil! then ¢hange the
legitirate subscriber's MIN in the MTE0 (Mabidle
Telephone Swalching DMce) and arrange for a
redr NAM (Kumber Bssignment Module, or
ROAY) ta be installed in that subsariber’s CMT
Eranscaiver, The MTE0 mainlkaing 2 database of
&l its walid ESN/MIN pairs, as well &5 2
“negative verity™ fife an all Known invalid
numbers for the deadaeats and pirates in its erea.
The carrier may choose to leave cerlain
reudulent codes aclive to have any activity
monitored, but as fong as all parles al te
receiving end of any phreaked calls become
arnesias Lo any mguines, e phieak’s identty
will remain secrel. IF & phreak uses a different
EZN & MIN every manth, iflE be extremely
Ciffacult for the carrier to react in time Lo galher
any infoanation,

A5 with any landling, inband signalling {i.e.
2800 Hz, MF 1ones, ele.) wall work but can be
easity defected by the ESS controlling that lire,
sinca all cellular systars are m melropalifan
arads, it's kgical 1o assume that most caliular
lines are on 55, Alihaugh felor securisy may be
auare of any blue-boxing, the firks in their
secunily chan stop at dhe MTS0. Moreover,
sinca the MTED selects outgoing fandlines froma
Erumk group, A pen register 2l the G0 would be
useless for establishing amy toll freud pastems.

Bacause of cellutars inherent frequency -
hopgng rature, i i very diflicet 10 track down
CMT using conventonal radio dirsctioa-fingng
{CF) fechniques, even if it's stztionary, A smali
directional antenaa aimed randomly al
surrpurding cali-zite repeaters with a TV antarna
rator will thoroughly confuse any OF attemgls.
although kespng calis & short 25 passible is
aways 2 good precaution. Locating & mobde
CMT iz virtially imgossibie. [ was recendby given
a tour of an FCG monitoring van in Washington
OC, and was surprsed 10 see haw fcking in
soghistication their onboard OF gear was, The
ooily equipment available to readity locate a CMT
Trargmilles is pimathy weed by fhe mifitany and
intalligenca agerciss which couldnt care les
about GMT freud wiless it imvaived natioral

SacLrly.
Equipmest R
Mozl CMTs are actually b rain piecas @

and Where It’s Headed

equipment: the fransceivar and condrol head. The
transceiver  [trarsmitiersreceives) s usually a
nondescript mesal bax with hres axtemal
connectons and contains sophisticated circurly.
Thera are usuzlly bag mzin circuit boars inside:
&’ BF board with all the radia transmitting/-
fecening circuits, and & logic baard with a
rigraprocesson, AMD and WA cinoits, - and
contral fogic. The confred head & a touch-fone
telephone handset with an extended kevpad,
rimenc, o alphanamenic display, and voluma
ard mic muls controlz. IE oflen has & saparate
spaaker mounted in the cradia for on-hook dizling
and call-progress monslanng. Some CMT s hawve
& speskerphonz oplion that aliows wou o drive
with both hands on the whesef by taling inte &
smal microphans mounbsd rear e vehicle™ sn
vizar, and lisgiening t2 the cradle loudspeakar,
Thiz may seem Lo be (e vltimate n lasness, but
remermber viou could be maneivering your five-
goeid thraugh hezey traffic on ihe epressway
when the phone rings! The control headferadleis
weLaly balied to the transmission burp by the
driver's z2af, and the transceiver & usually
mounted in the tunk with a power cable
correcting ib 1o the car baltery and synition
axich, A shiekled conirpl cable links - this
equipment tapether and 2llows data and audio 10
pass between them. Most first-generation CMT's
usad tie AMPS bus, developed by ATAET, which
specified a system of 35 paraliel wines in a bulky
cortrel cable. Some menofacturers later
developad their own buses— Novatal's seral bus
epacifies a thin cabis of just & few wires which i
mich easier f0 salall invehiches, For fied use, a
CMT mzy be powerad by any 12-volt regufated
DG power supply that can deliver-at least 5
brrperes.,

Ay waukd-be cellular phreak must first obtain
a CMT. Used bargains abound in some cities,
whera many subscribers found  they couldmt
afford to pay their artme bilts after thay baught
their phone! First-generation E.F. Johnson
trarsceivers ard & good choice becatse theyre
easy Lo owork of, e a unigrly eflective
diversity (dual-anterna) receiver, and e the
AMPS control bus, which means that ssveral
menufacturers condref heads will work with it.
Angsher pood chaice s Movales Aumoraf150

modal. i uses a proprstary parailel bus and
coired kead, but oosts less, is very runged, and
i also eazy owork on. In addition, all Kavatel
CMTs have buili-in dizgrostics which low
[armaong otker things} manual scarning of all 665
regaater gutput frequancies—greal
ensertaimment wehon vou'ne bored!
Aniennaz

A mobile cellidar antenra iz wmually a short
{lezs than a foot long) piece of Tl wire with a
Fali-dazen or 5o tums in tha middla, Fiea spring,
The “zpring” mots as a phasing coil ina 23-wave
configuration. The antenaa is mounicd verlically
either thraugh a hole in the vehicia's roof orat the
top of the rear windshield using slico adhesive
with conduciive plates on efther side o pass RF
entergy right through the glass, It's not ouite a5
efficient as a moof mount, bt most Tolks prefer
net Wadnll & hok in their Mersades, A 50-0bm
caaxial calre such a3 RG-53/1 Finks the anteana
1o the transceiver with a male TRC-type UHF
connecter. & ceramic duplexer allows {he
fransmitter and recetver tp share te same
antenna gimullaneously . Mobile reaf-mount
antarnas are designed to work with the ground
phane provided by the vehiche's body, but for Fixed
use & “extended-faed” o voltage-fed coaxial
antenna (which requires na oround plang) can be
usad if thers no tin maf on your housa, A capped
PV pipe makes & ideal rooftop housing for tis

“hype of anlenna, concealing if ard making i

weatherproaf at the same fime, As with any kind
of antenna, the higher the beller—bul wless
you're surrpunced by (a0l stesl boiddings any
Peight will probably do (pravided yaure within
range o 3 celi-site repeater]. It should evenwork
indaars il near & window—renemnber that
cellular systems arg designed o work primariiy
with inefficient antennas at ground-leved. Yagi
and comer-reflectar antennas are availzhle fr
fived use thal provide wvery hiph gain and
directivity. Antenra specalsts Ca_ (216-791-
1378} manfactures @ broad line of celliar
antennas.

Interfacing audio devices such &5 MF fone-
gererators o a CMT can be accorplishod by
coupding the device's outpet through an audio
coupting frensformer and capacitor acrees the

feewrdined on page 1)
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how phone phreaks

by Mo Beverence
Until-about - oo moaths aga, | warked in 2
Sen boAroden Fora lange ang distance compeny. |
wizs given the pirk slip becaize some ouy inmy
alfice found eut that 1 @d a lttle hacking aad
phregking in my spare fime. || seems that most
cormpanies just a1t o that aremare. | leel |

shooid do a7l | can o keen phreaks from petting

caught by he 105 { Incepandent Carrians or Ine-
exshange Cormpanies |, Ramerrber: a sala phreak
i5 2N educaled phreas.

Wien vou enter an autiocization code ta
arcess 2 kng distance compeny’s nenwo then
ang a lew things that Fagpen. The auliiocizetion
COGE NUTI0Er vou &nler §s crass referenced ina lisd
ol coces. When an unassioned coda is received
the s&itch will print a regot 2onsisting of the
avinorzation code, the dale and Irre, ard he
ricoming  tronk number {if known) zlong with
other mistellancous indomation

Withen & authonzation oode s lound a1 the end
i alElling cycie o heve beet abused, 076 of b
ings &5 dore Most of the time the code iz
removed from ihe datalase and 2 new oods iz
eszqgned, But there are fimes whan 1he code js
flapged “abused’ in the swilch. This is very
dengenaus. Your call still gess through, but there
i% a bad code repart princed. (Thisis similarfoan
unassigned code report, but il also prints out the
nurmber baing called. ) You have noway Lo kaow
that this iz hapzening but the 1T fies plenty of
Lrre o have the call traced, Ths just goes to
show Lhal your should switeh codes an 2 seqular

*basis and el e one until it diss,
Aotz

Thera are several waps 10 acoss a1 I05
network. Samie ars sate ang some can be daadly.

Fealure Broup A [FBA). This is 3 bcal dia-up o
A5 bah. 11 just a raqula ol telophone romier
{far exarple A71-2600). When you dial the
ramies it will ning (Briefly) e give yvou &
dialtore “_....___.-m Wl 10 _._._u_.ni. Thire ArE W
idenlilying digils {ie. vour lekphone b
&nt to the switeh. The switch s signalled o give

o a diztane from e fnging vl Lage zlane. The
only way you could be caught hacking codes on
an FGA rumier woud be il Teloo fyour local
tlephone compey ] wers 1 sut a7 iNCoFrIing rap
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on the FGA number. This causes the trer
aumber your call came aver to be printed out.
From: the tunk sumber Telzs could tell which
cenbial wifice (GO} your call was camig [ram
From therz Telco could ut an aubgoing trap in
yiur GO which weould print 11 telaphone numbar
Of e person placing a ozl to that numbar—hal
is provided that you are i an ESS or olber
ticctoni sa4ilch. Ths s how a rajoity of
peode &% caught hacking codes an an FGA
ACLESE b,

Mexl down the fine: we have Feabwe Group B
(FGB). Thore are two FGB signalling formas
cakd FGE-T and FGE-O, All F3BS are 95-
0K numbers gad | have et to find one 1hat
doesn't use FGE-T farma.

Vihien you ciad an FGB number your 62 can
take teo patis: 1) Large COs bave direct runks
0 b e different B's, This is more commo
in electionic offices. 2) Your call gets fouled
tirpugh 2 larpe switch callsd a lasden, which in
i frzs nnks o 2l e 105

When you dial an FGE-T number the IC:
S 1Ch recaives:

KP + 8T

This promigts b seitch ta give you a dia'tane,
The 10 gets mo - infornation regarding your
telephone number. The only thing that makes it
easer o C2heh you s that with & dirsst trunk

code the 1 knows what office you'ra coming
Fram. Then ifs just & malter of saeing whe is
caling that 950 nurrbear,

On the olher hand, when you &fal an FGE-D
nuTher e switch receives:
KP + (950-XX00K) + ST frilowed by
KP + 0 + MOGXENK « 8Tor KP ¢+ O + NPA
HEX-XXLK + &T

I lirst saquence [efls that switch thal tere
i5 3 call corning i, the 50-XXXX {optional) is
e sama 330 nurber thaz you call. - The second
SeqUence contains your number {ANI—
Aatomatic Number Identification). If e call
CLmes aver & druak dirgcthy frorm your GO it will
nol have your NPA (aca coda), IF the call is
reated throug 3 tandem it will contain your
NFA. FGE-D was originally devaloped so thal
whan you gel the dizlione you could enter jus:

T e

are caught

the numBer YU wine calling and your call woold
0o el shis alevizting apthorization codes.
FGE-Ir can also be Used as FGE-T. whers the
ELEIOTET enlers & oode bus the switch Knows
whers the call & oienng from-This cotid be geid
to diztect Fackess, bist has nat beer dane, 2t least
£ iy ek,

FGB-D- was| the prelide to Featard Group
0 {FE0), FGD iz the Beart of equal aocess, Singe
FG0 tan anfy fe provided by electionic offices,
aqual access is only availabla Lnder ESS {or any
ather elechanic oliice). FGD is the signaking
ised dor bazh: 1+ diziing (when you chocse aq 0
over ATET 2nd RO diaing (=2 eqial aooess
nuife, 2600, March 1987 ). The signalfing forret
for FGD noes as follows: :
KP+ N+ 100£10 digits) + ST foliowed by
KP+ 100+ 5T

The first saquence is cafiad the identification
senuence. This carsists of KP, infomation digits
LU -and ihe calling pasly’s elephone Teamber
with NPA {100 ANTE inished opwith 3T The
zacond o addess spyience has KR Ithe called
Aumber {1007 dedkowed by ST Thele is ' third
FS0 saquence nof shown here which Bas 1o do
with intemational caling—1 mzy deal with thiz
in 4 Tuture arfacke, When the I0's switch recenees
an FGI rating it ikl checs tha infarmation
digils bo sea if the calf is soproved and if 5o put
the call throogh, Dbviooshy' i the infdmnztion
digits: indicate the call & oring from 2 coin
pione,-the call widl nol oo throuoh.

Thi it 1 it o of iftrnation digis. commashy ums by Bed
_WH_T.._E.E Maarly

E fﬂEE:!I_E !H-E ..EE.._

il Waifcation DN [Dpsraler Nember Iceehfigatiar]
ity dats z

7 entierion AMIsin

96 - - Kenlicrios Haldl or Mol

87 .  idenificripe Cninlers, besphal, imaw, e

B ientficeies IRrLATA nicld

PO Address - 10X kst enl

13 lslareabonal m__u firved disbrce daled

15 - iseratenl pperatar assiind

T Hanification Cain

64 ieniiication iserLATAresiriced holel o rel

TH -~ Meniifestion [MarLATA-nesiciad haspital, colefss,
intaia. B ;

$5  Adonms o BE3-XNKK W el

Thee & a provizion with FGD sowhen you dial
10K you will gat a switch dizlions 53 if you
dizla 330 Unfortunately; this iz net the same az

dialing 3 950, The |0 would receive:
EP+ 11+ 10D {ANI) = 8T
KP-+ 8T
= The KP + 5T oives vol the dialione: bt the 30
Flz WO Romber -y then.
B0 Kembers

Moo that e enae the faature proups down pet
we Wil 13tk shout 800 nunders: [nnshia iy
pyes, thare are o fypes of 300 numbers: There
are those owned by ATAET—which z=lic WATS
saivice. Thana are also new 800 encharges
et by e 105 150 far, | belaeve ooly MCTELUS
aprint; and Weestem Unian have boaght theirown
BOT enichanges. iz ey imiportant nol 1o ize
codes on 00 numbors in an exchange owned by
a0 Bt First i

When you cial &n ATAT B00 nurnber that goes
to- @ IC's seifch the Fallowing happens. The
ATET B00 number is trarshled at the ATAT
switth 1o an equivalent POTS (Plain Old
Telephone Senvice) This' munber is a0 FGA
number and &= stated before does not know
wetver e o ra calling From. They riofd kraeewhat
your neneral region 5 sincs - the ATAT BO0
nenroers can bransizte to different POTS norrbers
depending on- where vouTre calling from, Thiz &
the beauty of FGA and ATST WATS bt this =
akzn why it's baing phased out:

On the ather hand, I-pwsed 800 rearlers are
roteds as? FED - calls—wery deadly 2 The G
FEEETVES:

KPR+ 11+ 100+ 8T
KP + 800 NXX XXEX + 5T

Vhien you cail a1 1C 800 nomber which goes to
an guthorization coda-based zervice, you're
taking a great risk. The IG's can find out very
easily whera youre calling fron. If vou're in &n
esatranig central offics your calt can go directiy
over an FGD k. When you dial a0 IC 800
PUTDE from 3 non-elactronic CO your call pats
rauted throogh another seitch, thus ending up
with the same undesirable effect.

MCI is Inoking into getling 2n 800 belling
service lanifled whara 2 customer's B00 WATS
bull sherwrs: the number of evernyone who Fas calied
it The way the B0's handie their tlling, i they
wanted o find ool wha mads 3 call to their 800
number, hat information would be avaitable on
Billing tapes. The trick is nod 1o Use codes on an

feoniinued on page )
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| the telecom informer

1E voue in Mew Orleans, 4 simple
seven-Jigit number can wind Up costing
wou 3255 That s oight, of vou call
UTH-2T6T. 2 325 charpe & added to vour
hill, The money is then donated oo the
Mew Chkeans Symphony to help them
pay. off a £3.8 maullion debl. Seems hike 1t
won 't be too hard to e e a 338
milllion debt of vour own wiath this Trick,
By the way, if yvou call it from out of the
area {area code S}, voull hear the
same thank-yvou message, hut you won't
zel charped anvthing more than a long-
distance call: Classical music lovers: af
vodl have some extenders in New
Chrleans, vou could quickly pat these
guyvs-back i the black! Oaly
kidding....Bell of Pennsyivania is going
Lo initate @ wrvice that would allow
customers o kang up dunng the ficst 10
secnnds of & dial-an service mesagze and
nof get charged. The first 10 seconds will
be 2 wamning, both of the price of the
senvice and of the possibly offending
content,, Have voul zigoed up recently
for Jong distance service from California
Dvzcall or Hello America® IF 2o, then
ot were invedved in ielephone [rapd ]

Califormia Discall, also known as

Lindahl Enterprises, allemediv sold [al-
rafe long distance service 1o hund reds of
businesses nationwide, then distribced
stoben LS Sprint actess codes (o iis

ERSIome s Sprint wis also used by

Hello Armencs, which teportedly bilked
them for 53018818 a5 of Janwary. You

* have 1o womnder why Sprint abwiys seems

L b the wictim of these sclemes,
Perhaps they coukd work it into their
ads—"Sprint: the chaice of thicves.”
Speaking ol which, comiman criminals
are getting into the aciwith a vengeance.
You can buy stolen Sprnt and MC1

*codes on thestreet, for up 1o 3400

{This,; incidentally, is 2 rotten deal they
usiklly go bad within i dav.) Y ou might

-also nin across i clindestine “operator™
= whao will place your call for viou and
- charge you several dollars on the
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BY GOLDSTEIN

spot.Fobert Fost of Poland allegedly
robbed £56.000 from MNew York ATM
rnEchines and he did it without stealing
cards. Held simply look over clistomers’
choubders as they were conducting
ransactions and memonze their PIN
code T hen, if the customers didno faks
their receipd (oroas), Post woold
snatch it up and get the card numbes
Then, using a special machine, Post
wind create his own version of their
cards. complete with a magnelc sinp
with pertinent intomation. He also
needed 1he Manufactiorers Hanover
“cignaturs’ that s imbedded oo the
strip, which apgarently has lsaked out,
His method worked, but 1t consistently
sed off akirms and that is how he owas
caughi A pew compoier svsien is
waorking hard in-MNew York State to {ind
fathers who are delinguent in child-
support payments, Computers at two
slate apeneies are now [alking tooeach
othier, allowing & match to be made
between the offender and hiz emplover.
IThe employer s ordered to withhold
whalever 15 ovenfoe from the person’s
pavcheck. Nobody understands why
New York lelephone embarked on g
hopeless campaizn of plastenng pay
phones stk il blue stickerz that said
“Mew York: Felephone, A MNyvnes
Company ™ on them. Perhaps they'ne

csuflening Troen an wdentily crizisaml

want Mynex phones to stand out from
all the vihers, =ome oiwhich leok
remarkably similar, But these stickers
were 5o casy o pecl off that they had
hecn appearing cvenawhere cxoopd on
Mynex phones s, boveles,
refrigerators, cven other pay phones 1hat
abvidisly et Mynex phanes. Almose
as quicklvas they appeared, all of the
remaming slickers vanished, Now there
are huge signs on top of all the phones
that identify then as the precious Nynex
models. Thewve also replaced all of the
faceplates on the front of 1he phones.
They sure do keep busy at Mynex, dont

feomtimeed o page 16)
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Tired of just plain “Hello™? So ara we.
Send us your ideas on what to holler when
the ringer jingles. We'll give the best entry

a TWO-YEAR subscription to 2600!

W

NOT EVERYONE HAS TO USE "HELLO",
HERE ARE SOME ALTERNATIVES....

CONTEST RULES: No more than 3 entries per contestant, please. Entries
must be recalved by September 1, 1987, Entries will be fudged primarify on
frevity and fevity, but other outstanding merits including assonance,
dissonance, affiteration, alfusion, or shock value will be eonsidered.
Deserving entrigs will be printed it an upoorning ssoe of 2600 WATHOUT
'contestants’ names, unless entry includas the request “Please attribute fo
frame or handie)”. All judgements are final Winner will receive a 2-ygar
subscrption or éxtension to their existing subscription. Runneris)-up will

“Wicide Hotline, please hold...”
Yes, Commissioner.”
.@uﬂnqﬁ. may | help you?”
“Wrong number.”
“Authorization code, please?”
Bueno!”

receive a 1-year subscription or extension.

Cagh walie 5 o pwr

SEND ENTRIES TO:
2600 CONTEST
PO BOX 959

MIDDLE ISLAND. NY 11953-0099

s

2 Buly, 1957
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An Exciting 2600 Contest

DIFFERENT WAYS TO
ANSWER THE PHONE
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how phone phreaks get caught

Wi-oraried 500,

The way 1o find out wha owrs 20 800
excharg is 10 call B00-NXX-C000 (NXX bung
the B0 axchanoe). I this is oemed by ATAT vou
witl et amessage saying, "o have reached tha

ALET Lond Distanca netwark - Thenx wou for

choosing - ATAT. This message will not be
‘epeated.” Whe wou call an exchange owned by
an 10 you will Lzally geta reoarding teing vou
that vour £2i canrat be compietad as aled, ar
eiza ol will 381 4 recarding with the name of the
G 1 you cal anotaer number in an ATET 800
mx_“_.ﬂ.ﬁ_._ L. SI0-M 01 72} the racording o
gel shaould alwazys have an area sode Follwed by
A MIATEIET &0 A fethar, for examols, Your call
cann? b oomplatad = dialed, Pesase check, the
wariier and il again, 31247 As of last
month, mast ATAT recorgings ane dong i the
2 ferzle voioa, An MG recorsng will t2llyeu
x?._ JEsomeEr «_.u.:: a1 B0-444-4434"
.a.,.,.u by 2 swilch rumber (W01 2067

SeaT roanies, such as US Speint, &e
ﬁ.umtn_.. g ihdr nebwarss. Since the menger of
U5 Telecom and GTE m: nt, U5 Spirl hashad 2
SEpArEtE netwnids, (ke LS Telecom side was
Netwars 1 and __“. "._..m was Nebaar 2, 15

Spnind joiring the fwa, “u.E feming
etwork 3. Whan Network 3 takes effact e
will - be re more Q5307077 or AGFTT.0 Al

customers wil! have 14 digit travel cards
i Mebwork

irefered 1o &z FON cards. o Fiber Opt

cards) bazed on thair telephona numbers
olatomens whe ton't iave egual ancess will e
Jivel sevEn gigil “home .apdes": These
aptharization codes may ordy be uaed from waur
NE Lo o0 city” The aoess nomer they uill
b prehing for travel code senece will be BOO-
B77-B000. This culover was suspossd 1o hawe
Eu...._ﬂ_._.r.--n,._ _“_._. Jure 27 bt the peration has

F._:m _.m” .._.m__ﬂ o B2l f the poct you diaded is i
ai I0's 600 exchange i1 it deesn’s ring belore
i e the tare, Wheyou dial an FGA rumher it
will ring shorily but when you dial 100000 oy
get tha tane right aviay. Last but not Seast, |wdll
pronice o with & 15t of 800 axckanges thatars
u___.,..,._ﬁ by 1's. A meajority of thern ae owred by
HE
MCI
A00-234 BO0-274 BO0-283 800-784 800-258
800-283 800-333 200-365 G00-444 A00-456

Fage 100 Juoly, 1997~ Jodo

GO0rGET IN-CER 30G-673 S00-TET G00-vod
g00-7F7 300-325 800-876 S00-353 £00-937
BO0-050 800-035 500-030

X5 Sprint
BO0-34T 800366 520-639 B00-577

Western Linles

A0S
Ard teavesd conluson,
et iarnges:
ald-20 3004 800-221 B00-222 800-223
S00-225 S00-227 800-273 800251 80252
A00-233 J00-235 300-237 800-233 800-241
B00-242 300-243 300-245 300-247 800-245
B00-251 300-252 S00-253 50 m_ Go0-2sy
BO0-250 B00-267 B00-263 B00-RES BO0 -G
CO0-2a8 BN0-2F2 GOl E._.h_m BaHO-302
BO0-312 BO0-321 B00-332 Bl0-333 EIO-325
B0-327 w,._“_-mm_m BHFEAY BOF3IP B3
A00-336 BO0-338 m.ﬁ_ ,:_ BH) A __

these pre fha ATET BIK

A00-344 BOIR3SE BO0R3AE BO0-348 802-35
A0G-357 800- ..|._ BO0FAES B00-358 QOG- .w_..._
A0N-362 B00-363 B00- w_.u... al-363 80372
BO0-362 B0%-357 G003 u.n. ..,.._.m gi-41d
m:.. 271 Gl .......”_ ald-233 L I R
SO0-231 800-432 & E0-233
so0-433 g00-+4 E0-443

FH-446 f00-447 1 i BH0-457

a8 B33 E0-437 38 B00-407

B n..,n_...,.uw EOO-A65 GE BO0-471
5 00497 BO0FE0F a0-52
F0 52 ......._u_ 225 BOD-524 -2
Slrad - BO-02E B33 2 A00-533
S0-3%3 300-357 800-254 A00-542
G00-943 300-34 300-345 &o0-043
E00-581 B00-552 BO0-5R3 B00-5R< B00-5E5

BO0-556 §00-555 B00-581 B00-952 BM0-553
B00-565 BO0-547- BOO-372 ED0-542 BJ0-532
EO0-612 BI0-E2% BO0-E27 BO0-E24
S E2G BOD-B2E BOO-EAT BR)-B3E BOO-E
a00-534 BOD-EAS EO00-B37 A00-E3E 200-541
A00-847 B00-G43 300-845 300647 200-G44
g00-052 800-654 B00-861 300-652 B00-663
BO0-6EL B00-667 B00-672 G00-682 a00-652
BOORFO2 G007 12 G0l TE2 g00-7a2 gl0-742
ECO-T32 BO0-rE2 BIO-772 BDO-T82 BIO-TH2
BOH-B02 S00-R19 BOO-BM1 B00-52% BOO-824
BOO-E26 BOO-B25 BO0-B3T BOO-E32 BOO-BA3
A00-835 BOO-B4T BOO-EAZ BOOHBAS BOO-BAG
B00-847 800-348 A00-851 S00-852 BO0-354
S00-854 G00-A58 A00-0RF B00-GTE A00-A74
BO0-8E2 B00-397 a00-902 S00-902 00922

Ceanrinued on page J0)

CELLULAR FRAUD

conrl headsaacophone wires, 1111 available,
& schernatic dagram il shoer which CRMT bus
Lz carny the tranamit andic; coupling Be sgnal
Sera wuulkd be praferabla. Acoustic modems can
he interfaced aoousticaily, or by couping the mic
ard speaser wires 10 1hass oq te conlol head oe
ta 1he aporopriabe bus liees. Direct-conneci
modems, aTswering machines, regalar and
covdiess {elephones, and other devicas can be
intgrfaced to g CMT through the ABILX cellular
interice manitaciured by Momison & Derpsey
Commupicalons (B18-B93-0123). This 3300
Cewice & a ne-Tme PR that cormecls bebween
$1e Irareceiver and contral kead 2nd prowvides an
RI-VIC fack that accepts sy Cirect-coanect
belephone accessony. (L moogmizes buch-tore
ard pulse dialing, provides 108 equivalen
NG vilage, & gererales dizl and busy
tones when appropriata.
Reeess Codes

pvery CMT manufactured has a unique E3N,
which iz & four-byte hexadecims! or 11-digit
octal rarbes ina ROM 2oiderad directly 1o the
logic baard. BEs supoosed b be there For life and
rever removed, Some newer CMTs mbed the
ESH ina VLEI chig along with the wnil's pragram
pode, which maxes ESN medifcations virally
impossible, The EZN is aio imprintad on the
receiver 1D plate mounted on the oulside
housng. Whon converted teoctal (11 dgits), the
fret Brroe digile specify the CMT mandfaciurer,
ard tha other 8 denlfy the init. Typical ESH's
might be 13500014732 {ockal) for 2 NEG brand
CMT, ard SE0IAYFE (hexadecimal) for a
Kovatel. The ather imporiant chip i the bAM,
wiich contgire the MIN (N PA-RCR-000(), ek
ok [keops the kids from using it), and various
mockel-secilic and camier-spacific oodes, Some
newer CMTs hawe no KAM a1 all and use an
EEFROM which allews 2 technician who knows
the rraintenance code fo dange NAM data
feough the control head keypad.

Basically, when one attempls o make a CMT
call the transoeiver first automabaally Lassrils
itz ESH and NAM dzta to the nearest cell-site
repeater by means of the overhegd data stream,
of D05, The 005 iz a 10 kilobaud data chamnel
thad links the CMTs compuber B the MT30
cornputer, which controls the phone's entine

aperation night desn toits channel and RF output
preer. 11 the MTES0 docsn’d recognize  the
rageived ESNIMIN par as valid, it retums a3
rearder signal and will not process the call. b
rrost cities with celluler sysloms thae ang baa
carriers; thewireline operator (usually Ball orthe
bzl tekea} and the non-wireline operztor, an
independant company. Both mainlan ther oan
MTSED ard neteork ol cell-sibe repeabens, and
Oooupy seperate hetves of thecallular radia band.
No-wirelines opergte on system A (charmels
001 12 333), andwirelines on systen B icharnels
334 to BEA)

Cuztom-Calling featurzs such as call
forerarting, call-waiting, and thes-esy caling
are all standand with most ceflular camiers, but
the procedures for using them ditfier 501t best to
ca? 1he cames far more infomiaton

Obtainig Codes

The miast dil licult task Toc celiular phregks and
pirgtes is oltizining usabda ESN'= and MIN'S. One
methid involves having an accomplice whn is
armployed a1 aCMT instellabon cenler. They will
nave a fie on every CMT installed ai ihal
kacation, mcluding the EZNs and MIN': assigned
Lo ihose ssbscribers, Using several codes from
e saurce coukd facus atlention thene, howeses,
Anather method rwvobees the belp of an inside
person at the celiular carios's cLS1OMEr Service or
billing department, whare many low-paid
anpliyess have access 1o Housands of valid
ESNz end MINz. The most sophisticated
maifod requires interfzcing & CMT's ASD
cincuitny 1o a personal complder, anzhling ona ba
iberally pick valid codes out of thin air,

Programing the CMT

Once a valid ESHNSMIN par is obtained, i1
mizst be _”_E.u..u._....._.__w“_ into e CMIs ROM's.
Some CMT manufacturers usa different devices
and My Em_”m.w_.ﬂ_.nﬂﬂwﬁ.mz e AMPS
16-pin, 32E bit formal. The most Conmmon
ROz are Signetics 2523 [open collector] ad
325123 (fri-stale) or eouivakenis, bulit's best to
check the part rumbers wsid inowour Lnit. The
existing ESH ROM should be carelufly remoned
friom the Iogic baard using greonded desoldeng
tocks and read wsing a NAM programmens bit-
editor made. Ay PROM programmer that &
deice-compalible can be vsed, but dedcated

_“.EEEH._.E"M. o pge 14
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On Disclaimers

Dear 2600;

I the July 1984 issue of 2800
Chiasi Moto, sysop of the late Plover-
Met BBS said ho had the “perfoct”
disclaimer for a BBS. | have some
friends whao are starting a BBS, and
they could really use his “perfect”
disclairmer.

MACT??

There is no such thing. Many
camputer bulfetin boards ask the
guistion, “Are you o member of the
faw anforcement community " And
membears of the law enforcement
commnily simaly answer in the
negative. You wo't find many judges
vehio vl symipatfuee with a defendant
that was “fred to™ by & cop. Other
boards efaim theyre not responsibie
far anytfung that's posted by others
Well that may be so, but if the lave this
maonth says sysops are responsible
trey will fped the heat, disclaimer or no
disclaner. So whel are we saping?
Disclaimers are vseless and offer a
false sense of security. In many cases
they do more harm than good because
the very presence of @ disclaimer leads
some Lo believe that sormething ilegal
i5 going on. You're better off runrning a
board you can be proud of and whoge
contents you're prepared to datend. it
faing the 8073, you may very well have
fir fustify woir exrslence.

Texas Toll Fraud

Dear 26500:

Enclozed is a tabloid article about
aceess code toll fraud on Texas callege
campuses. Hope you guys get some
use or laughs from if.

Itmentions a number setup by Texas
Tech for students to turn themselves in
far tell fraud. Has anyone ever
‘considered doing the following?

“Hello, {insert name of lang distance
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company]? lwould like toturn mysalfin
for toll fraud. My name is {insert name
of s0me person youwish revengs an),”

You can guess what happens from
there, .

Technocracy now!

The Hooded Claw

What you suggest is immoral,
unjust, sneaky. disgusting. and
horribfe, It's also incomplate. The
rumber fo call 75 FO3-8471-.9232 &
beforgs to the Cormmunications Fraud
Condrod Assaciation, that sCary
erganization that gathers imfprmation
from alf of the fong distance
commpamies. They recently plastered
Texazs Tech voth pasters, a keness of
wihich appears on thiz page.

IT°S ACRIME

T E AL THO R Ko (B TR ECASS
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Suggestions, Comments

Dear 2600:

Can you tolerate another comment
on the new format vs. 3-ring binder
compatibility? Add an enticing
centerfold piclure. Maybe then your
readers would realize that opsned, the
new format is really the 3-ring binder
format “sort of on its side™. Some

Never Stop

credtive hole punching, and, by golly,
the new format fits ina 3-ring binder!
{You can help, of course, by leaving a
hit more margin at the top of the now
page format.)

Maow what do | do with my address
labels? | just recantly tried the “Rew
Frivate Sector bulletin board”™”
advertised on the January and
February back covers. Why no answer
at 201 -366-44317

Honwe about an updated list of private
BEE numbers? Especially in the
Western part of the country, Anwone in
the Los Angeles area have any good
ones o share?

The RAM

Nota bad idea for hale placerment. At
tha moment, theugh, #'s nat a viable
oobio far s

The entire hole controversy has
reaily gatten out afhand I it sahard to
file something sway that doesnt have
fiolas in it Let's soe if we can come up
with creative ideas for doing just that.

Private Sector will not be coming
back up wnlortunately. Bul we are
planning an active B8E future for our
regders. Response ta last month's
appeal for BB s nalivimwrde haz besn
errcouragiog What vou will soon see is
a izt of hulletin hosrds that have
agreed fo be "2E00 bulletin boards™
Eacht will have fs own unigus rails,
but will also possess certain key
simitaritias and functions. We are in
the process of determining vwhal the
caruren dangminalors showld e,
Please sand us your input o this.

A Horrible Problem

Drear 2G00:

I have a rather specific commini-
cations problem. Let me hasten te add
that | am seeking a completely leqal
salution, as | do not wish to become
invalved inan international incident|

The problem iz that lvwant totransmit

cormputer data from one location o
another— specifically, Iwant to be able
W access a computer BES from my
home location, about five miles away,
But, | want to be able ta do this without
incurring per-minute toll charges. The
svsap 15 a friend of mine and would
probably be able o connect the
computer toaradio link during the time
Fwish to uge i, but there is one furthoer
problem—not only is the BBS a long
distance call from my location; it alsa
happens to ba on the other side of an
international barder, in Sault Ste.
Marie, Ontario, Canada,

| realize that one possible solution
wiolld be to use amateur packet radio,
but neither my friend mor | are
amatedrs, nor, quite frankly, do we
have any desire to becoma ham radig
operators. We have throe big
obyections to amateur radio—first, we
don ' twani towaste tima trying to learn
the antiquated morse code; second, we
have met far too many amateurs whao
seem to think of amateur radio as their
personal fraternity, andwho are far too
willing 1o make trouble for those who
con’t share their views on how things
should be done: and third, the GRS
often contains messages of computer
equipment wanted or for sale, and |
suspect that these would ba
considared business-related trans-
missions by the FCC and thus could not
b legally transmitled over amateur
radia (and itwould be impractical to try
and segregate those types of messages
from the rest of the message base).

If the distance involved wera longer, |
would suppose that we are probably
stuckwith Ma Bell, but due to the short
distance | can't help but think there
must be soma way to avoid the toll. My
friend and | can easily talk for hours via
CB radio {althaugh it would ba nice to
hawva a somewhat mare private link and
no Vskip” interferencel, but it is my

{romtimeed on page 18)
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CELLULAR FRAUD

MAM programmens have Built-in soffwan: which
greethy simplifies the process, The ESN printed
on the [0 plase [iF in decimal, coves] 1o hex)
should: be found in:memary - and will 92
irrmedately followed oy an 8-bit checksum
detersnined by the § least significant bils of the
hex sum of the ESN's four bytes. The ald ESK
dzta {now copied inty the NAM progammes’s
AAM) should be replaced with the: new ESN and
check=urn. A new blank ROM of the szme type
should be insertad irta . the programmer and
“bmed.” 1t woukd be advisable fo solder 3 ZIF
{Zara Ensertion Force) DiF socket onto the hogic
board to accomadate Bie now ESM chip and sy
fuune versions.

The MAM chipismally dbeady ZIF sockabed
an the fogic boand for easy replacemant.. It, tao,
shaoidd ba capied i the NAM bumers RAM and
the akd MIN replzced with e new ane. The KAM
chacksum shoudd alzo be updated to reflect the
new data, Although the carriers Syslem
paraTelers mist alse be programmed inka B
NAM, they can be left the same i1 the HAM being
chanoed Fad previously been on the camier now
1o b wead, All that needs ba Be changed in this
case is the last four MIN digits and checksum
{and maybe the exchange if they'ne using more
than o), An eecellent werle-up on NAM
progrEaTming s avaikble free of charge from
Curtis Blectro Devices {415-364-3345) . Ask for
the May ‘87 repint from Calluir Business
magezine. Bytek Comoration {305-394-3520)
zellz a good budget NAM programmer for abaut
8500, and the operations marual {availzble
saparately) explains in detzil the ramany Maps,
part umbers, and programming technigues for
mast CMTs on Berrarket. Thes sameunil s aka
rzpabia of programming many ESN chips using
the tet-editor mode. Some camers and their
irelallaton anmbs will provide NAM Systom
paraneders on request, and some CMT sendics
Facilibes will provide MAM and ESH memoary
riags and schematics ol specific CWTs far a
[rice.

Ore covid - eliminate the need foe a2 NAM
programmer - aliogether by programming . and
interfacing a persanal computer to the CMTs
ESN and NAM sockets. Another approach is Lo
inferface 2 banxs of & hexadecimgl thumbwsess|
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siitches to the sockets, although a cormpaser
program wiould still be nesded 1o determing 1he
proper swilch sattings. Ether of thase fwo
appraaches would afiow quack emuiation of any
CMT b will
Hoaming

‘Whenaver 3 CMT i5 wed i 2 cedhear system
gy than the ong indicated by the 510 { System
[0} ok irni 1 BAM, BEEs in The ROAM mode and
the RDAM indicator on the conired head wall bom
o, A& CMT can roam in any system its home
Carrier nas a reaning agreement with, and most
RS i NavE [aming agresments with each
gther. B there is mo reaming ageeament, e
MTED wll transet a Roonded wice messane 1
the CMT user with nstuchbans bo call the carier
{ the oniby call ke CMT will b able to make) and
givehisname, MIN. ESK, and American Express
Card number. All raamed calls wall then be
compieted by the MTSD and bedled b3 e credit
card accountl. Ferferataly, this procedure 15
becoming (285 Ccomman a5 more roaming
FEETENLS FE Made

Uzaly, a camier can only determire if 2
raamer came frorm a sysbom with which it has &
raming agresment, not the craditworthiness of
bhat rogriey. Gorssquently, mary camiens have
been abused by roamers who've been denied
service o their home syslom due 0 none
payment, Onoe the home camier is Dited foe
FOCAITNG SEryICEs prowiced by the roamied carmier,
it will nobly same 1o add that ESK and MIN 1o
their MTS0's “negative verily” file 10 prevent
further abises. Severs] indepandent comprares
are gstablishing syslem software and datz
networks 10 2llpw Positive Roarner Venfication
(FEV) webich will allow near real-time raamey
validation by shaing dafa betasen caTiers.
Becase of the many lechnical, financial, and
politizal detzils that shill need o be resolved,
PAV systems will probably nat be m ptace for &t
least bl MOre yemans, I the meantime, even
fictitous ESH's and MIN'S can roam i they
follow e standard fommat, although some
carmiers & sharing roamer data on a limited
basis to prevent this.

T call & roaming GMT, e caller must know
which system that unit is in, and call that
canE's oaming namber, Roaming rumers

(eontinued on page 200

- 2600 Exposes New York Tel

In fabe Jore, wa st 2600 got around 1o daing
sofretiing we've beésn mesning b do for 3 lpng
time. We'va mantioned before in these pages bow
undzir i & that telephore companies chamge
COrSUmers a rmonthly dee bar wsng touch tanes
They'ra mat providing any additional service or
equipment. The oaly real kadhnolagical advarce
hey've coma up with is 2 davice thal can ignoe
touch foaes coming from nonpaying customers.
Sounds more like blackrail than 2 serece,
ooestit?

50 after having receiwed about 25 calls from
R Yook Telephions virfually bagging us ip sign
o for this “senvice” by Jufe 0 owe woltdn't have
b pay the Sirstallaton” foe, we reached the
conchesion hat emoagh was encugn. OeJune &6,
wa maited 2 press elease T evesy Newsan,
fekevision amd raco s1alion in Mew Yok State e
wedl a5 slale senatons, shate assemblymen, anda
Wioe Dost ol othors we - tidaght - would be
= i1 dums oul, many of shem
coupie of days wewene 12ling

Wi nof Do an

people noee knpw about this -The sipport has
Been teific, Nobo W KRS SN oA o rEVII]
litthe axira BB LT FOr ok B R ERET T
feslly these I e
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alixe, 2re flabbergasted when confronfad with
evidence Dral they're paying over 54 & monlh per
lima far thes non-2ewice, Take 4 cormpdiy with
500 nzs and this comes out 1o 524 000 3 vear
Pt oLt

Ard moce recently, we were coriranted wid
aoditional evidence of wrongdaing. It seems New
rovy Teksohane has faken to sending ool undated
irgy e customer that nen ae
Akt 10 b changed 107 Louch 1008 Sorvice since
aih tongs were Getetled o Rt
srecand this natice bacanss it looks just
w2 pther pitches trey™ve raceived fo sign
o LOLCH oS - S0 they wind op baing sigrad
i far 2omething e neverwanied. Thir
hat, 1 - towch “tones. were reafly 3 senvice,
WO he phcre cornpeny panish e Svalatar
by slopping e service, rather tha sigaing Be
pecrsion g Jor H?

Wi musi ke fir aboul this, howewsr. New
Yok Tefeghone is nat the caly felephons
company daing his. Bulsince they're local fous,
veer Teli b andy righl thal wee Lackls them Tes].
D 2re your Iocal company 509 (e the sema
Erickeny. U thevare, it's uo Lo you 1o make peopla
awae of i1, Calkyour elecicd officrals and explan
the ssbuzlion b them, Kesp inomind that mast
aeqle accepl this simply Decauvse they don't
understand what's achaly happerang, They'rs
thinking precizely the way the phone compenies
want them to. By leiting pooole know they'ne
peing chezbed and by oefting them fo say
something about it we're taking the most
mporlant S i feversng an urdar policy.

Pl I
M= i

R, ...._.r.““_..
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Letters

Linderstanding that you-can't legally
transmit- data wia CB radip [aod,
uifortunately, he lives fairhy close to a
CanadianDépariment of Commelni-
caticns listenings posthWe: have
thotght @ bl about various methods of
accomplishing wwehat we ssant 1o da, bt
evernvihing seems to have some =nag
altached. :

Wa have furned up some rather
curious things in this quest to sand free
dala; For example -3 company: called

lectronic-aysiems Technology (1031
MNoKellogo=Street, Kennewick.
Washingion 99336 phone (509 7.35-
QOS2 makes a device called the
“ESTesm Wirelesz Modem™ . From
what b ean tell’this desvice p'a cross
beparzen a Terminal Mods Controller
fas:used by the hams} and-a
trapnsceiver. Itransmits on 24
channels in the frequency: range of
72040 to 72950 miz. It is licensed

Jusing S FCE form 5747 funder " Part
a0 ol the FCC regulations, | balievel:
Andwhen | first heard about this unit, it
wias-beingiused to transmii data
bebagen the United States and Mexico.
I'm told that it ean be legally used in
Canada ag well, but what P not clear
o s swhetherit can legally be'used for
cross-border trafiic benwean the LS,
and Canada; Also, it appears that this
unit iz intended for business

- applications, and it seems that it rmight
not e possible tohicens= it for what
would bazically be considered
“hobbyist™ use [despite the
ransmission of the: buysall”
messages . that are forbidden o the
amateur bandl: fyou feal that'llam
werong anany of these assumpltions,
please feel free to challenge them. In
the mieantinme, there is one further
abslacke—cach wireless modem cosis
over 51,0000 1.can't imagine why the
cost s =0 high when: an amateur
Terminal Mode Controller/ Transceiver
cambination can be purchazed for

Fage 1% duly, 197 2000
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unders400, but | can't afford one (and
wio'd nieed at beast fvol)!
I hawve b=en-told that-it woald he

totally-legst-to shoot laser beams

across the river: But neither of us are
upoor & Il fand thusline of Sight'sto
the othark and besides; sch comimaon
local occurences az fog and very larga
lake frenghters sailing by could easihy
CiSTUpL ORIl S,

It 5 realby fristrating that we should
have toogo throughs all of this to try and
obtaintoll-free communications
berveen: two: locations thal are’ less
than five: miles-apart: By-all rights i
should be a;local ‘telephone call
between Salult: Sie Marie Michigan
and Sault Sre:Mane: Onlario Bul {my
personal opinion folleswsi the Michigan
Public Sarnvice Commission shogld be
renamed the'Michigan Telephone
Company income; Protection Com -
mission . becauss they consistenthy
saem to favor the interests of the
telephonecompanies {especially
Michigan Bell) over those of telephona
consumers, Cine of their recent actions
wias Lo proclamm: that therewill bs no
new Extended Area Seqvice areas in
the state of Michigan, and that in fact;
soime sxisting Extended Area Senvice
may:be dizcontinued in the foture
(Extended Area Service is the phrase
usedito denote toll-freae calling
between telephons exchanges in
nearby: [ocations) There are other
aress along the L5 SCanada border
where toll-free calling iz inieffect
betwesn two exchanges on opposita
sidez of theline  [Sweelgrass,
Mentana s/ Coutts, Alberta and Point
Hoberts, WashingtonVancouver, B.C.
are two that | knoeawr of) but we are not zo
fucky.

In fact. not only is it & long distanca
call across the border, but we can't
even utilize the sarvices of any of the
alternate long distance companies,
With the exception of AT&T, norie of

(cownienied o page 22}

2600 marketplace

FOR SALE: ATARI 130XE Computer,
ATART 1030 modern, 1050 sk drive, 13
inch Sharp color TV, Eoala Pad, word
processing. grephics end telecammuni-
CATHNS SOl teare, manoals, Like new. Sared
phone &0 Box 571, Forest Hills, MY 11375
COMMODORE 2-BIT-AMIGAUSERS
please send yoor best 1elocom ulilities 1o
Mark 511148 Burkard Ln, Rough %
Heacy, LA SbBE fh, _:,u__q._.. encusgh fogether, |
will refurn wowr disk with other peopla’s
submissions.

BEST HACKER AND PHREAKER written
puBl: domain software for the Agale 1
farmily. Tawwo doubsle seded dsketes full of
communicaticn and deprotection unlilies.
Thess progeamswers combed from the bast
BBS and clubs natiormesds, Send 510 cash,
chesck, or RED to Mark B, 1488 Murphy Rd.,
Wilmington, OH 45177-033%.

WANTED: Techaucal data for pay phonss.
dol malrix printers, andSor modems.
Looking for schematics and theory of
aperation. Call [#05) 793633376395, 7 to
4 C5T. Ask for Avrman Parachealls, Cannot
Accepl collact calls

TAP BACK |SSUES —complete ser vl 1

Ba}of bigh quality copies shipoedvia UPSor
first cizss mail for $1000° Ower 400 pages
of TAP matedial inclucd ng schizmeics and
special reports. Checks/MOL to "PEL”
Cash, M.O. shipped same day. SASE for
Sample. Pate {2, PO Box 463, M1 Lawurel,
L QBOSS

DOCUMEMNTATION on elecironis & digital
FBX's and swiiching systems. Willing o
trade/purchase, Also looking for Bell
Sysiem Practices eand aother such
paraptwzrralia Write to Bifll, /o 2600, PO
Box 7H2ZE, Middle ksfand, NY 11953,

32K MOQDEL 100, U1-Rorn 0L drive, TS-
L}s, spreadshest, medem cables, AC
adaptors, briefcase included, good
condition, $1700. New, make an ofier.
Tamdy 2000 wversicn of WordPerfect 4.0
F15D or trisde for 1200 or 2400 baud
axternal moden. B PG & 5T & AT version
of WiordPerfect 4.1 and MathPlan 2.1, 5250
or 1rade for 1200 or 2400 baud oxterral
rmocdeme. Call [B0G) 244-84729 or (803) 233-
R753. Ask for Paul

WANTED: Lookirg for o good used S or 10
magatts hard driva for the Apple 1| sarias
Ol cormiperer s, T pou e Selliog one or know
of anyona that is then ssnd replies ro. Brian
F., 1003 W Main, Agt, 3, Ottawes, ILG1.350.
TaAMNANE ALl Tamnwan computers and
nooessories available for direct shipmen:
for cost plus shipgang plus 3% (quanidies of
S or moee) Giles, PO Box 12564, El Paso,
T aad 3.

| BNEEDY INFLY o & pineer’ Supply rnade for
‘Waastern Electric by ACME Electric Corp. in
1971, 1t 15 desigmated: Reciifier
Semiconducior Type—J372334-2 LI Input
5 200 240, outpuar 48/ 308 uging SCR's
az confrol elemeants. Any info would De
appreciated, & schoematic would be
woanderiul. Il b2 glad to reimburse copying
egsls. J Klein, 12330 Takilma Bd |, Cinee
Junction, OR 97523,

FOR SALE: Texas Instrument “Afais-
perurier” {Silent TOD series] intelligent
dola tarminal. Many uses. Reasonable.
Contact Ted K., PL Box 533, Achurn, NY
130210533,

SCHEMATICS - BLUY, SELL, TRADE. We
are interesied in enlarging our collecisen of
circuit diagrarms for interesting alectnenic
devices, Send list of what yvou want-havs
and a SASE o JR. "Bob Dobds, PO Box
A4, Shawenee Bission, KS 66202

26800 MEETINGS. Fridays at 5 pm at the
Citicorp Center in the Alrigm-—153 Eas
53rd Streat, Mew York City. Come by, drop
off armcles, ask questions We'll be in
Philadelphia on July 31 ar the Gellary
Shoppireg Conter, Turn piasge for direciions
Questions? Call 516-751-2600

GOT SOMETHING TO SELLY Lonking [
something to buy? Or trade? This is the
placal The 2800 Marketplace is free to
Subeeribersl Just Send ug wedsiloewir oo
weant to say without making it too long) and
wWE Il primt it Oinly peogple please, na
busineszas!

Deadline for August issue; BA5ABT.
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CELLULAR FRAUD

feonsinued from e 14

vary, bud are usizlly in the lonmal: (MPA)EI-
ROAM, where NPA & the camier's ares oooe and
W0 i= the MTS0 exchanga. Calfing that rurrber
witl refum a dil o ready lone, after which the
roamed CMT'z il MIN should be enfered in
Towch-Tones. After a few seconds, the madia
urit will ring o the cafler will hear a recording
stating that the mobile urit is out of rangg
Telocator Publizations {202-467-47 7}
publishes & nationwide roaming diraciony for
iravellers with Cceflular phanes.

Cetbilar Telephons techrology offess phone
phraaks compiatz safety by allowing miles of
physical separation fram the wine pair, and by
cifering thousands of fines to chopse from, - fn
addibian, all this iz possible from just aboul amy
Ipzation, ewen from a car, baat, dran, araircrali.
It is these characterstos thet are attracting a
sophisticated res brcsd ol phone prireaks whi
will enjoy unprecedented conveniance and
sty

catching phreaks

Coorrineeed from page 10)
BO0-9327 BOO-222 B00-957 BOO-DE2 A00-472
{0iher echianges can be usad by local phona
companizs—New Jersay Bedl, Mountain Bell
EiC.

mw“_ for the record, don't use B00-377F-B000
(U5 Sprint) or B00-950-1022 (MCI)
illegitimataly. B00-345-0007 (L'5 Spent) ard
BOO-624- 102 (MG} are much [e=s danpenus.

Fronsinned from page 31

digitnd swilching vwas cupable af if
Phreaks and fackers didir't get in arnd
show Hher,

Hackers have, through the kelp of
2604, exposed eRtraprient soheies Bl

shady individuals engineered for reasons

of prevd amd visions of glovy,

It P985, @ bulletin board spstern
Belanging fo 2600 was roided by laow
eiforcentent authoritles o the shabbiess
of predexis. Before we were aroumd, they
would frave poiten away with it withoos
any proddem, Bul we were able fo draw
aitention ta the absurdities and
misconcepdions, And the average perion
fstened.

This month we embark on another
edlerctiona] campaipr—proving fo the
averdage person that the phone
corripriys foucl fore fee Iv a force. We
frenve the facts and mow we've atiroeted
aftention i this maiter. The next couple
of mrovths will be inlferesiing.

Theyll be other canpaigns in the
Jeetvrre=—irnd mrove mistraths. Boi,
looking back on ouwr hack Ssues, we can
see that what we've afready been
Hirough hawtt been for naughi.

We hope you foke the opporfunily fo
Jurther understond onr amigue vworkd by
Exartining whal are surely on Ue way io
becoming historical relics, 1T certainly
wiopld plve Ls more space 1o Iave
areanrd B pow did,

Directions to the 2600 Meeting in Philadelphia
at 5:00 pm in the Gallery Shopping Center.

From 3ich Stroct Station (where Amtraks come i), g0 upstairs (if vowve ever seen
Wiiness, vou may recognize the men's room) and follow the mmp to the SEPTA
train towards center city. Take this train two stops to Market Fast. (NOTE: This
ride costs $1.50 but the conductor dogsnt take tickets until after Market East. S0
don't make it obvious where you're going and vou'll get a free ride.) At Market East,
g0 upstairs to the Gallery Shopping Center and go to the lawer kevel. Loak for
peaple with 2500 buttons wandering around. Sec vou there!
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Letters

the other carriers offer service here
(ten sparssly populated, they claim).
Thiz despite the fact that our local
central aoffice switch has bean
converted for equal access™, Yes, we
got a ballot from Michigan Bell, with
only one choice (ATAT, of course—I
thought vou only got those kind of
ballots in Russial). | guess | shouldn't
complain oo much—there’s an area
about 50 miles from hera where there
is np phone service at all (the folks
there tried to get the MPSC to order a
phone company to give them service,
but the MPSC decided it was just too

o costly to rum lines into their area, onoe

again protecting tha profits of the
phone company).

The FCC recently had a proposal
bafore it to create a “Public Digital
Radio Service” that would hawve besn
justihe thing for this typeof application
{assuming that the Canadians would
have approved a similar service), but
they turned it down. I'd like to know
why some frequency somewhere can
b set aside for this kind of servica. |
hope the next time they will give us a
fewe measly khz at least.

Perhaps there justisnt any way todo
what lwant to do for a reasonable cost,
gven the present state of legalities in
the U.S. and Canada (certainly it is
technologically possible), but i you
have any suggestions, please drop me
a lina. Any assistance 1hat you can
provide will be very much appreciated.

JD

You seam to have really thought this
out pretty carefully, Keep in mind,
though, that legality is a rather hazy
concep! these days when it comes to
elactronic communications. What's
fegal today may nol be lornorrow and
may alfready not be in someonsa glse’s
rriried.

Although we'll most Ikely get all
kinds of suggestions from our readers,
thase gre & counle of aplions o may
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want fo explore. I you can both get
access o nelwork mad throvgh
Arpanel, your Friend might be able to
ufoad what your want and powr cowuld
call up fater throwgh your node and
dovenlaad, i youw can figure oud 3 way af
finking Telenet (USA) and Datapac
(Canadal, vou could aleo cut down on
felephone cfiarges. especialfy i you
bath have local dial-ups. Although PC
Pursuit fthe service that allpws you
wnlimited data calls for a3 =&l fes per
ol Fas no intention of ever going
ta Canada, you canfrick it by dialing an
alternate carrior's access nurnber and
affer waiting an approprizie amournt of

timg, entering your authorizalion cods

and number, just ag you would if you
WEFS LS WoUr own imodem foplace 8
call through an alternate carrier. This
al feast allows you an alternative,
afthough s not much of one, Also,
check out the various toll-free options
on alternate fong distance com-
panies—there might be a fairly cosi-
efficiant answer there.

Finally. try being really vocal about
tis. Forget the compuler DUEINgss—
call your electod officials and tell them
v fiave & frignd or refative who's only
fve miles away and you're sick of
paying through the nose to fak fo
them. Apparently thal worked iy olher
towens—iT sgams Nke sometfung could
be done i your case, Make T known
thal the other companies reluse [0
Ferve vour comyniniy. And i all elsa
fails, you can afways mad disks,

WRITE FOR 2600!
SEND LETTERS
AND ARTICLES

TO:
2600
PO BOX 99
MIDDLE ISLAND,
NY 119530090
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