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KNOWING UNIX

by The Kid & Co.

The UNIX operating system is popular among most smajor
universitics and companics such a5 ATET, Learning how to
hack and wee UNIX 5 impertant to ooy semous phone phreak
of hucker.

TINEX 15 a0 mareelons system which exasts i many different
Forma: UMD Belease 7, TUNIX 42B5T, TINIX Sysiem W
Currently, cfforis amunderway o make all systiems conform te
the VUIRTX Svstem Vointerfivce standards, This will make {he
J{1|:us al p'lw'rurlrrllm_- Umix systems and hacking chem much
wnsier since evervihing will he ' ‘compatible.” The wechmgues [
am abous wo discuss showld wark woder The Swo miost popular
weraions - TINTY Sveemn Voand UNIX $2BS1) The UNIX
operating system has a reputation of ot heing very secune, yet
Ay attenpls hive been mady to maks it that way. Many of
thers hwve been successiul. Mow ler us embsark on oueguest Tor
rant {saper weee privibeaes],

[ oader (o back o UNIX system, vou must learn how to
wentify one, LINIX systems ol have the same login and
pitssword prompts. T hese prompts appear to be wnigoe oo hos
system, therefons it is nor oven neocssary o penelra e Uhe system
revidentify i, The login prampts shown below ane the standand
PTOMmps:

Ingim:
Passw ol

In order to starl hacking, one muwst Tivst el inte g repular
useTE AeeniLnt o Lhe systern Do senwe systems pusswords anc
ned even reguired. but chey are suggested. Usually chere are a
[ew accounts on every maching with no password 1o 1them, Al
that must be obiained o gain enbiy 10 thes: password Jesy
aceoints 1% the wserngroe, Finding o vsername is not an casy
thing to do. The system could make the sk of finding a
username saser iF i allowed “command logins, ™ One svstem |
know of allowed snvons to tvpe the wsernams “who'™ ar the
logia prompe and receive a list of all 1he users currently logeed
it the syateny, T hicker were Lo encounter a sestem with this
eature Choled, his job would be made considerablv casicr, He
could eoliect o list of usermames by using this “wha™ login
sevvcral times, Oines ane Jusa st el users, o] one needs to do s
pess Al passwords which ame typieally easy even for the
beginner. Here are some wsernames along, with some likely
passwards, Molice the obvicus patterns here. The specitic
LS are naot signilicant cxeepe intheepse of roolamd Geld
sine: hese two accounts apper on every UNEX system.

Ulsername Ty oardd Commends

Tl sUpsrasr The Buper Liser Acconnt

Mheld hardwure Field Mainteramer (has root privs)
ghi mihpth Averape pser (iodice fe gattern)
lem el ks Al E AVETARE ther

Svceessiul lopin 1o LN systern would Inok something
hke the Following:
lxim:hacker
I sswaril:
Taast bopie: Tue Mas 20 TRI0E3T on ida 52

Welcomie 10 hackvax
Wax [1;TED
4. 2R5T
*ype fan ke for information oo mxax...

A&7

X
The 5 is the comumand prompl. Onee vou have this, you arc
ready e start hucking away. Fiest we will learn how 10 use the
telnet prograny to send mail (o anvone on the system without
having yvour hacked account s usernume attached toir! ¥ ou ean
cven ke the mal ook like it came from arvome an fhe svstem
or even [rom another svstern? Below we seea O program which
allows you to do this in & nice neat way:
Yinclode {sedioh}  fuse ‘preater thin, Sess thar” brackers or Sl e
dnvdead of poremifeeseif
main{arge.argy]
char *argv]:
nf ares;
Jrewe e e sl Bracker hevel
FILE *popend], *fp:
char chy, 811, from]%1], subjeci|R1];

iMarge 1= )
[ frese aar oo gl Sracker keve)
et Tz i
Feds ok
v S @ clveed tepraigaly bracker fevs!
elee
sircprl e, mrps| 10
primFroms: ™)
pets{from);
prdtll ™ Suljoets i
potasibijeed )
fp=popend“telnet. hubcop 25 Ffdes mall "™ fiese twar ‘groocer
Hear” sigmy hofore the Y dee ]
fprintfifp.“mabl frop: Es/n™ Troml;  freplace shoshes wirk
Aaekclosles]
Mpeimefi fp. repd do: Sedn ™, dod; o s atove)
Tprimefifip,“data/ mSulfect: Sadnn"sohject)l; e @5 aberef
whilefich~getchon() = FOF)  fase fao e faon” sy ufier fhae
“witaiite )
Tt b, e

Tt o, oot 0 s frepioce slesdes wath Bredsiivefies
pelosedfph;

o frse @ cleved' squiippiy Srocked ieee]

This progeam shauld be placed into o file which ends in con
{he systermn and then compiled. One should vse either ed or vito
crewte the file, 10 s nol necesary o explain how to wse these
programs since that information can he obained by tvping
either *rnan ed” or *man " al the command prompt, 1 we
were 1o place this program inte the file fakemailo then we
wonkd use the following command to compils it

e =0 Tabiemeil Tubomail .«

Torun the pragean, just type fakemail and i will men o
prompt voun. To lermimate the message just tvpe a control-I
{the UNIX EOF mark). You can have a lat of [un confusing
users by sending mail which appears to be Trom someane of
mnporiance hke “root™ or other imporinl osers,

AL UNIX operating, systems allow all users to look at the
password Nle. Unfonunately the passwords are ol encryped.
Che cm look ot chis £ile b Ivping ool et passwed ™ from the
prompt. Although you cinnot get the actual passwords from
this tile voucan gela list of every user on the system and u st of
those users which do not have any passwords. 15 user does niod
hivve w password, the enervpled password field will e ooll, The

fromianed on pape 3-54)




A Trip To England

by John Drake

The followimg orticle comes to ws feom o owriter who &
sewnreling some fime in che Didlind Kimpdom, We weloomie
Jwlure ronfrihutions frome ofher weiters @ osher counielos,
Flease eontnes w i vow fave something o offer.

Phone Carild Phones

Brivish Telecom 15 trving to imerease the nimber of thess
telephone beoths throughouwt England since thene is no money
imvalved, and thug no reason 1o break into them, Phone cards
are the same sive as credit cards bue they are grecn o black
plascic hase, The units of each card are divided up into two
tracksaf W) units. Cards come indenormima ons of 10,20, 50,
100, ane 200 units. One uni is the sime ws 10 pence. o usc the
ather track on the card (3f there is oned vou simply o it
argund and insert the opposiie lang length of the card into the
phene when the liest track 1= all wsed wp.

The phone “burns of ™ & unil &1 3 fimed interval which s
determined by the number yvou disled. You can make
international calls (rom these phones. Free calls locally, long-
distznoe, or internitiona] can be made feom these phones by
disconnecting (cutting the wire or ingering @ switch) the right
wire that containg the incarming liming signals. The wires are
eolor coded kot BT (British Telecorn) constantly changes this
enlercoding. Yoncan wsea vollmeler o dedeos which wire von
have torcut. The problem arises thae the waire is wsoally hidden
A protected unless its in & school or ina building as opposed
1o w phone booth. Yoo can alwavs disconneet it ac its soues
which s inside the phone, It stands to reason thal sinee the
phonceard phones contwin no meney that e locks will be lax
or, easier yet, standardized for all phones, Ones inside, yvou can
disconnect the wise podg e the write head.,

There issuch s phone ot aninternational sehoel in Londen.
The wires of the phone are very bare and 1 believs that someane
at the sehond has Ggored out which is the right wire 1o cor, The
students huve been making free imlernatione] phone calls
aroura the world for several months now. Bricish Teleeom has
heen aroinsd (o [ix the phone several times to noavail. Finally,
e wieksigo, thew out all the wircs and beft 1he phone (fordead.
Duming the past week they have reconnecied the phone and for
the timee being it i burming ofl the credits when vou make a call,
The wires poing anle the phone wee sl bare,.,,

Maodern Standurds

Prestel™s odd standurd of THM 75 has carried over to most
other non-Prestel systems, This melodes mainframes.,
Yiewdata, and even some BBES's. 3007300 (noi 11,5,
companible) modems wre becoming maore popular as o
1200, 1300 (115, compatible). Other peod configumtions ore
120073 Viewdats and 1200 Spectrum, There 35 devies which
elips onto the medem por and that acts as o butfer for vour
1200 bawed modemn and mikes it compatible with the 1200075
compurers here,

LLE. Dperator Mumbers
199 Lrperpencies—fire, pelice, ambulaines, cave rescue, coast
mard, and mountan rescue
142 Teformation Lor Lordon Posoal Avea
192 Inlormation tor numbers outside Landon
0 Gperatar Serviees—alarm ealls, adviee of duration &
charpe, credin comd calls, fixed Gme calls. tree fone @l
perseral calls, international calls, transfered charpe calls,
sutbseriber contrelled transier
151 Faulis - repair scrvics
193 Intemations] Teleprums—send 1o most countrics

W Manitime Services—ships' telegram service, ships”

telephone service
55 Tnmursat Satellie Serviee

P Telermessage—il vou bave something Lo say and prefer o
sav it inwriting
191 Aoy odher call enguiries
London reneral Tnformation Services— Charged
(London ares code i5 81 inside UJK.)
146 8071 British (Gas Rocipeline {Mon-Fri Sam-6pm)
2446 8024 Capilal Tadichne
246 8050 Challengeline—brain teasers {answer the Tollowing
il
246 8007 Children's London—events and competitions
154 Daily Express Cricketline (during test matches plaved in
London and other matches Bam-7pm}
246 80T Daily Mireor Telofiun show
246 Bi Eveniline— Motor sportinfo
246 3026 Financial Times Citeline - Tor business news and T
it
248 8068 Financial Times Citvline—incernational marker
repors '
246 B Golden Hitline—Rhits Tram 50% & 70%
246 BT Lesureling  daily selection of svents i and arcund
Tl
246 B3 French version of above
246 RIS Germian version of above
246 B33 Mational Summarics- Adr
24 B030 Watiwenal Summaries—Ral Iner Ciey & London
Rervice)
246 8031 National Summarici— Road (Maotorways)
246 BI32 National Summarice— Sea
2da BHHE Poflin Stervhine (hedtime stories from Spme cach
wmigh}
246 BU3S Spacoline (space mission information)
2o BO20 Sparishive o pereral roundup
I46 BOO0 Seartine— for vour daily koroscope (Sam-Hpm dailv)
123 Timeline—Tor the speaking clock {234 howr serviee)
i B091 Wentherlime— London arca
36 BO0R Woolwarth—a selected [P featured each week
T80 Wonlworh—29 Toaes a day
g “William Haill Raceline
mkarngn

horse racing reswlts and

Engineers’ Tesis
UHE tor 17 plus your Bast four digits is the self tost number for
vir phone,

UT5 Line fanlc test Thal 175 then vour Tust four digits, Tet i

ring vou will hear something. hang up. ¥our phone will ving.
answer it and thendial 0. A listof diagnosties will be read ofT Lo
v by B COmpLteT.

Long Distpnce Operators
TR BO00TT UK 10 ATET lonp distance operatnrs
1 500 445 5667 AT8T o British Telecom's opemtors
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Phone Fraud in Governor’s House
i cu ke i T i

Thougl his aides tisist in was moostly o cese of "Juls baing
kuls,” Governor Thomburgh™ sate telephone cred it card was
vzed for hundreds of persoral calls. some of theon made by
rimbers of the governors fumily,

The personal long distance calls—dating 1o the beguining of
the Thornburgh admimsirntion—were ineluded in bills
submitted o che soate, They were routinely provessed gmd poid
in Full. It was only tecently, when word of inguirics Trom a
reporter Gltered back o Thomburgh™ press office. that a
review wns dore on the phone bills.

The review showed That about 54,330 worth of personal
long-distonce phone calls had been made ina S vear pernmnd
eding mOctober 982, Allol those cnlis hed been made using
the stniz telephone credic-card number assigned to the
POVEToT,

A spakesman sand thal Thaomburgh persopally reimburssd
the state tor 5175098 worth of calls made by members af his
Family, He suid 1he sate wlso hod been reimbursed by a private
citiren, whem he weald ot mame, Tor an addinona | 52,582.52
in personal long=distancee calls that kad beon made by “a
teenaper” vsing the gevernor's card marmber.

BB Watching YDT Operators

LRA, Tratar

B4 million viden display terminal operators are being
monitored by their compurers, accondime 1o the Sational
[nstitute of Occupational Safoey and Healtl,

Emplovers—such as insurancs companies. nirlines,
supermirkets, post offioss. and telephons compines—an:
wsing computers o recard when an operator s olf o VI,
count keystrekes by the second, time customer service
transacticns, and teack crrars, They sav warkersdo more when
they know they'rs being watched.

“Wes,im T he shors term vou con squesze more ot of prople,”

savs Harley Shaiken, weohnolopy professor a1 1the University of

California in San Dicgo. “Bor i the long tarm, a0 dedroys
ercalivity and the initative und desire 1o do a pood job. ™

FEA Inc. of San Dhiceo began tn March oo grve deemeries 1o
reszrvation agenls who don’t mest cedain stmdards, PSA
apentsore ollowsd toleave their erminalsa woaalal 72 emimneres
during an 8 S-hour shift, They cant spend mere than 106
seconds percall and moee than [ Tseconds besween calls, I ihey
do. they collect demerits: 37 in a vear could ger them fred.

Workers are fphting back inounusual wavs, Soms are
hanging up on cosbomers o educe pvemize ol tmes, Ochers
ke work, holding o Gnger on a key and Tilling computer
seroeis Wath ane leter,

[Readers we welvoms any other sugpestions for beating this
hioerible, nosry system. These people nesl our kalp!]

LD Companies Strike Back

The %5 Simm frama

¥ictar ond Beeoy Humphrey got a suepeise package on theie
ek wedding anniversary Tast month: o 3258000 bill for long
distance phone calls they didn 't make.

GTE Sprintsays 1he 5 800page, 24-pound bill resulted from
Trawd. During a six-day dialing spree, i05avs, ininates al prisons
aceass the cowntry chareed 36 0 calls oo the Humphreys code
efors the company concelied and replaced the number,

Fut while the Humphrey's are off the hook, Sprintisa't. They
must pay the costs of providing service, whether or ned they
themeelves pet poid. Investizators sav Ut iblegitrmate we of
ballingr codes saed to customers of companics other than
AT&ET was responsihle Tar o signilieant poertion of the
estimated 3500 mithon that she long distanes indusire lost 1o
toll Fraod laso vear.

350

The campanies are lighting Back. Among olber sleps, they
lave fitted their switching equipment with anti=Irood software
and Torged & new industry coalition 1o bobiter prosecution
ellnrs, Some companics permil custamers whao are traveling Lo
place clls only 1o numbers in their home ars) codes

Many companies have joined the Commmunications Frupd
Contral Association. a trade group formed Tast vear to combat
toll fravd. The companies complain, however, tat they domt
alwass pet the cooperation they expect Trom Lol law-
enforcement agencics,

[0 Februsrmy, Teltee Saving Comimenications Co,, o Miami-
based long distance compiny, Tiled suit in state court againgt 38
people, inclhuding the operators of wven electronic bulletin
boards, accusing them of cither using rugdulently obtwined
codes oF permitting them o be posted. Although te case hasny
wet gone 1o trinl. some defendants hivve settled oue ef court,
agrecing as part of the settlement to post the word on
underground slectronic networks thal computer crime docn
pay.

Teltec has put its own message in bulletin boards where it
Found 13 codes posted, offerine wp oo S 00000 for infamanion
on wha was posting the codes, 10 has also posted phoiy codes,
ther traesd people who wsed theen.

Leave Our Poles Alone!

Ay bwamal
In full view of local police, Republican congressional
candidate Albin Sires recently carried oul his planned “civil
disobedience™ by nailing & political poster to a wtility pole,
“Thoseare tur poeles.” said a spokesman Moe New Jersey Bell.
“The posters are a safery hoand, W don't want thenm, Wi oy
please lepvs our pales alone.™

Phone Booths Mauled Then Stolen

g Bonned Momaadan

"Romenise appanently used o chain attached toa treck, "said
a Mew ¥ork Telephone spokciman when he referred 1o twe
phons booths that were stolen. Each of the missing hooths
warghied K powrads, And cach was seeured by sis-inch holt oo
noconerete slab autside Weir's Delicatessen in Madford,

Town highway department workers reperted the hagths
rrussing st B3 am. Teleplone company emplovess inspocted
the site and found only the bolts surrounded by pisces of
hroken plase a5 well as srashed parels and cubber molding,

According to Weir’s clerk the theft was the linnl indignity
sulTered by the booths, “People would slam the shone dewn,
break the receiver, tike s hammer and bam, ™ he sid, “Thevd
el mad when thew'd Lese thr money, ™

The Mew Yotk Telephone spokesman said thot public
phones gt "hombied, bludzeoned and stuffed.” Bus, be wdded
"I wrsual to see 8 Beatls hauled ofT,"

Mew York Telephons is offering o $2000 reword Foo
information abowr the theft, The number to call s RONS22556

The numbers of the missing pavphotes were S16TIZHE0D apd
S1aTI2R550.

The Ghost in the Machine

The 911 operators hivve learned that whein they geta coll and
hearrovoiee on Lhe hine, s cord less phone is Trequesty at Gl

Acropes phones dinling svstem s apparentiv trippered by low
'Im_:imics-. ar by nterference from howsclwold padpets such a5
mrowive ovens. fluorcicent ehts, kair drovers, and paragpe.
door openers, Theee-hgit nombers are hic mosc often 311 For
dircctory assistance also pors such cali),

E:-r cmcrgency apentars, the problem s nwre thon o
nuesmee, Silend calls muost be tsaced, anocose o buosan rdker
than a phanlom needs kelp.




Dvenr 2omr

Congratulations en the apparent suecess of vour newsletter. §
Learn something from each issuc. Yeour points on the power of
compulers and the information that s processed on thom are
vorrect. And von provide o valoeble service by attempting 1o
aducaic your readers and (sometimes) chide thoss who would
use the information improperly.

Dwiork on the other side of the fence - data security fora laree
corporution. [ don always like what you say about the
condition of my peofession—because it is usually (oo paimlully
true!!! Ladso have the nature to tev, test, and explors new areas
to sec whit haoppens. Bue 1 wonldn procesd to the point of
“erashingor“disabling"a svsem as wics stated on page 3-42 of
vour June issue, Finallv, the point of my letoer!

Flease dont tell people how to crash @ computer syseem, [t
miLy prove your teelinical superierity, or that vou can read »
rechnical manual. However, just as the lives of muny innocent
people connected with yvour BRS and others were unjustly and
adversely affected by mnds by uneducated and ungualified
mtruders, crashing v mujor (or mino) computer svstem has
SCrians Conseuences to innoeent people, directly or indirectly.
MAnd, unlkess you know the effect vou have on my business
(retail. oil, hanking, public utility, medieal eare, ele.), you are
st as pinave, over-vour-head, and dangerous as the authoritics
that confiscate a BRS,

Ona lighter nete, we don’t necd your helpanvway. We crash
our systems on an ieregulie basis, Unintentionally, of course,
Which helps cxplain why you see so few computer professionals
Iitering in pool halls these davs, They are too busy trving to
fecover [Tom the latest) greatest technolopry.

Boeep up the good waock,

The Stopper
Dhear Slopper:

FPlease noe thad those people wia confTscate BES S rer the
Seell suppors af fow, wnlike those who crash main-frames.

L whierher or nos we will stop privsting svsiess shui-down
Proceduees,, thar i somerhing we shall consider, Our main
froind iy ro show Aow easlly o can be done By anvoms—g
conmiprter bull or g saboienr,

Dhene 2060

[am a lawyer with an avid interest in BES% or S0 that
andle law-related materialor are ammed at lawwers. Do vow ar
yout readers konow of any such hoards ather than the 510 % on
CompuServe, the Sonree, and Bix? Are there any that Tave sl
down? 1 would like (o hewr from anyone who has had any
cxperience with these boards or Tawvers who use them.

lam on CompoSere, B, and ABAS net {1525,

Reez Morrison
14 Montrose Road
Scarsdale, NY 10543
Drear Mr. Maorrison:

Flease send w the Tiet of the bovw-ralgeed BES S that pou know
af, andwe azk coee ovkue reacers o do the same. We can pubiish
e i the weor futive,

Dhear Za00:

Asa veteran VAR WMS wirard and a new sihserber 10
607, Twas interested tosee the front-page article (Tuly 1986} on
the subject of VM5 secerity hacking, T was dissppointed,
though. tofind that *Yiolating s VAX “dealt with the subjectat
a Junier-high level. I'm not necessarily criticizing, the artelks or
its author on that acoount; we all bave to crawd before we Tearn
torwalk, and all that, However, Ud like to save would-be YRS
hatckers some ernharrassiment by pointing out a few mistakes to
avoid. If you do things Baaleebubs way, your fricndly Jocal
system eoama rer will seon be knocking at vour door with g sheaf

J-al

letters of the month

of printouts in his hand and & slem look on his tace,

The password-grabber command procedure presented in the
arhicls Musinstes a number af blunders;

I. First, thae "SDCT-F-TRANS ™ crop is completely bogus,
in several senses of the word. Why bother faking a login und
making up an error message when vou can just sirmulate a user
validation error and muke it look as though the wser has mis-
typed his password? Sinmlacing & login error and killing the
process is o lot safer than presenling the user fwho rmay rot he
all that stupid, even if be is 4 system munager) with a serics of
obviowsly bopus “svstem” massapres,

2. ¥oue can wese the DCL command “STOM™ IDENT=O" to
log out without gencrating, a messaze, This doesn’t require any
privilege at all, In a program, vou can wse SYSEDELTPRC,

1 Using INQUIRE to read the vsermame and passward is
toclish when you can vse the READ cormnand with the
[PROMEPT and / ERE qualifices, Alse, READ has a timeout
option. By the way, the default tmeout count at bogin is 30
sevonds, not 20 seeonds as implied in the article.

4. The comemand procedure piven doesn™ wse S5
MESSAGE 1o et rid of anv ereor messages which might
possibly be penerated i things go wrongr—another potential
source of user fip-ofls thut something Tishy is going on.

Where VMY iz concermed, the whole password-grabber
concept s pracically obsolete sryway, since VRS V4 definesn
termmna] choracteristic called "SECTTRESER YV ER ™ which was
desined speeifically totoil password-prabber programs. When
@ terminal line has this charaeleristic set, pressing the RREAK
kevat login is pisranteed 1o disconnect any procoss running on
e terzmnimal,

A dew other nates: 1) Control-T isn't very weeful at login finse.
Fepeated control-Y s immediacely following the password are
mere useful, but the "THRCTTIY™ flag in the UAF provens
them feam having any effect. 2) Using "89%0™ ax a Ole version
numiber 15 xillv. (Suppose that version 821 or higher already
exisls.) The number vou wani is 32767: that™s the maximim
possible version nunber, RTEM? 3) The first “Trojan bhorse™
proceduse given should include the command “SET
DEFAULT SYSELOGINT before the DELETE command
which is supposed to get i of the incriminating LOG TN, COM
tile.

As operating svstems poc WRIS 15 very socure, and 0%
becoming more =0 with each new release, (Unlorunate hut
troe. ) According o TYEC, a version of VM5 will hawe 1he
Defense Departient's highest possible security rating within
Two 0T thits vears,

Troparting, 1 offer vou at 267 a slagan for vour masthead:
“The road of access leads to the palace of wisdom. ™ Apnlogics
1o Willizm Blake.

i
Dhear 2l

1 naticed a problem in the password grabber described on
page 349 of your Tuly 1986 issve. In the narmacive, it savs that
contral-Y s disabled, but the code docan actumlly disahle
contral-Y; i merely provides direction on what to do il a
eonirol=Y 15 encountered, In this case, Mo control-Y is catered
during the wait period, then the progeam will just continge with
the next stepafler the control-Y internept, Since there is po step
alter the WAIT, the program will exit in this case. To wse the
ON QONTROL-Y effectively in this case, you reed to loop
back so that any control-Y will reset the wait timer §LOOT:,
SN COMTRO-Y THEN GO0 LOOP, % ATT 010000,

An owen better solution wounld be to actually disable the
conleed=Y early in the program with o SET MOCONTROT,
command. In fact, it would be uselul to also disable control-T

frondinued on page 34654 )
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1oaeg SBE Skvline BoO 358
233

2600

(ISSN 0749-1351)

Editar and Publisher
Twanty S Hundred

Associate Editors

Eric Cofley Crvid Rudermaan
Exacutive Director BES Operatar
Helen Wictory Tom Blich
Cartoonist Junk Mail Becaiver
Can Holder Richard Petrewvich

Writers: John Drake, Peul Estevy, Wr. French, Emmanoel
Goldstein, Chester Hobmes, The K 8 Cormpany, Les Luthar,
Lord Pheeaker, Mika Salerno, The Shadow, Silent Saatchman,
ard thx wagal ancnymous bunch

2600 is pualisked by 2600 Enterprisas, Inc, an alesamasenany
ananiatian.

ARMUAL SUBSCRIFTION RATES: $12, indiwidual; $20, carporain;

F ovarsaas

LIFETIKE SUBSCRIPTION: 82060 SPONSORSHIP: $TECO.

BACK IBSUES: $2 rach, mdrediaal; 53 aach, comporale;

53.60 each, cversoas.

MAKE CHECKS PAYABLE TO: 2600 Entararisas, e

WIRITE 70 2800, P.O. B 762, Middin kslard, NY 11053-0752.
TELEFHCNE . (5161 751-2800. PRNMATE SECTOR BES: [201) 3669431,

| ADVERTISING DEPARTMENT: PO Bex 762, Middle ilard, Wy

119630762, Call far ranas

ARTICLE SUBMISEICA AND LETTERS: PO Brox 99, Mickile tslard, NY
118530008 We raadily actupl articles, letters, clippirgs, armwoek, ard
cada far punlication

POETMASTER: This is private mail

LR

7213 [DC: Philly: eart of Ua1
4111 LPhillyl
4835

7000

11858
EZ40
onlvy)
o050
G300
1985

Ceastern cities]

CSouthern NJJI

gae8

3000
4943

1676
1171
E300 .
2001

Phonecard

& ULl thee roeciver
I

aned lisacn B alizal
P TETT s NEETREAR IR |

Lo deamilinns s
|1|.|rri|:-;l_-"-r ey olial
i che sle, proecn
sl iy, incehe

wane —a high
clirectine ol tlhis

prtclcd huon ).
ST, ancd [l It
fulby o,

CHerthern MJJ
CDC metro areal
Cno auto EA: nmeed acet]

yor want. The digical
clispibay will slwpea
the numbser of
[ wnusod unils oo e
e e Loar im Kl track
actually inseried o ehe couse af 3 200 il
card b Listen G e TEAEINE e anl
apcitk wlien conmeued, The crodie umnits
are prragressivcly erascd as shoma an the
chipical desgplay.

| A Doial cher umbeer
I
|

Follow-on calls.
IFyou Bowe unuses] onits remaining
cu v aned vou weish oo rake @ ow

citll, alex et replace e recciver. g,
Lty dopress sl pelease the peceiver
reAL s S s v hear the dial one
i, yoa s make yoar nead call.

(vee page 3-58 for moee detaily on ihis)




This is a bist of area codes and the muser of exchamges being veed in pazh one.
[t will give an idez of what wrea codes are 4illing uE, as well ap which ones
are unused. This list ccess to us from Telecos O gest| via Private Sector,

KPR COLNT COHRERTS EE% 4l
193

201 hLES Morth Jersey. Getting right up there, B4 40
02 137 i1k L]
i T hll& I
04 Ing By L4a
a0 222 111 2
204 411 b5 208
n? g L0 0
208 M5 512 L)
209 257 &3 230
2l 447 s14 Sag
1 a Lok Angeles already split off BIA. al3 30
%t% Eﬁ A Dallas split is ruasred soon, ﬂ; %E ‘ Y

« Mass - splitting off SOB in 1996
& 477 ald oo . g
T ] ul¥ 14
2E 1) T ]
Ly Kiaky FlEr; L]
M a3 Maryland., Busier bhan &17. 3 415
2 T3 Delawarp,  Every state gets one, v'enow. T4 245
%Iﬁlﬁ- ggg Coloradn has been growing... %gi ?g: i

ortheest Mexico hack, not a real MPA
05 S0 Miami too. (YRRt :
Ta 15 Tog f
W 11 R S T

shed code waed for ATET Governeent services,
W T W ms i
11 b Why hasn’t Chicage split vet? T 414
T 54 T4 Thd
344 L s 2gE
i3 228 Tk 122
ie I3z T 410
5T ¥ TE 154
itd 20E ks 4
Ig 108 2] 165
LI HE Ahode [&and. &2 167
40z a5 Bl T
L1 e Rlberta and Goae MNT - Carada™s busiest B I
404 154 s 93
0o 08 kg he
E « Untaric = agotker waste,

407 0 HOE 1&3
408 & ane 40
49 5 210 {
L] ] g1 243
112 e gil J44
43 109 K. Mass - shat & waste of a good code! gl - 2
a4 I8 aLs 255
o 483 Gan Francisco, also rusored for split. Blé 4l
ik 415 aLr Tal
Ay il B9 340
18 327 L] oM
i19 04 RiG L
anl 420 701 178
g0z ath 0 21
503 441 503
504 T 704 1o
w o mom

pper Michigan, bied wikh 413,
! | 97 140 .
508 i G4l i
aog 213 i i
212 5 San Antonig, TIH, TLd i
I 10 iz m
EL] Tali 913 338
k5 L 714 1548
Eih 03 e 57
T . 1t i
5l Pl 717 g
519 285 %18 257
bl i 719 Sl North Caralina’s growing guickly.




@

aYa TEMATICALLY SPEARKING

USSR Computer Hungry
Laap I ol

The Soviet Umon hos sanounced swesping reforms in i
"absolete™ higher education system, which b sl produces
doctors who cannod diagnese and engioeers who know hitle
aboul compulers,

“Materialz and wehnigues ame obsolete. That s why thers isa
need for the profound restructuring of higher and secomndary
specialized education, ™ the Communist Party newspaper
Pravele sl o announcing propossd changes that will affeet 2
millon students and sct vp thousands of computer-equipped
wirk places 1o make Russsns “computer lteraie™

ATM?' in China!

Uamdored Mows s

WCR Corperation bas imstalled the first automatic toller
muchine in Chira. The unit will be operatod asa rest case by thi
Mantung Bank in Zhuhai, an econoanie “lree pone™ near the
Heng Kong border, The roachine won be available to citizens
of the Prople™ Kepublic,

Cash Machines Are Popular

o ek heedee

Just a vear afier (e Mew York Cash Exchange was formed,
e svstens that lets customers of one bank use automatic izllcrs
wb competing banks has virtually ron ot of instiuions o
TECTIE.

The regional svstenn now has 1,225 muchines snd 4.2 million
customers, making it one of the largest in the nation, The 55
institutions set toe foin will boost NYCE o 2 0 machines and
b.5 million customers, with & total of 50 institotions in cight
states. the District of Colomba, and Poerto Rico,

The sy=tem's chiel New York mval is Citbank, which has its
own network of 26 machines and 1.5 million card-holders,
Citibank has shown Litle interest in joining WY CFE,

NYCE may Uy out & new project—a debil-cand svsiem,
sucha svstom were in place, pcustemercould buyclothingata
foval department store using a bank card, and a sales elerk
conld deduct the purchase price right from the customer's
checking account.

TV Bluc Boxes

Fad i D liidas

Fhe coming generation ol digital TV se1s s designed for easy
servicing by reprogramming theen, Aceess [or servicing. in the
s of sets using TTT digital 1C%, 15 provided via o rear-pancl
connecter or by diwling up a special code on the wineless
remdc-cantral wnit, Tno both cases, that pives the repair
rechmician aocess to the sots concrol Tus, From there, 1 woukd
heaneasy matter o defeat the svnc-suppression decoding waed
by omost cable<TV systems lor their premiom channcls,
pecording 1o snmnesrs of the National Calle TV Assaciation,
The NCUA fears that the introductinn of digital TV sets wall
Tead toa fined of "Bl bose=" 10 let cable subscnbers decode
pay=T¥ programs without paying for thern. The NCTA has
written taall major TV set manufactorers urging them 1o “ake
the necessary steps o medke it impossible to externally force™
one of UIT% Y51 chips o defeat pa-TV encoding,

I

303

New Chip Helps Sprint
LAA Todn

About 30 percent of telephone costomers waon'l gel egui
acecss service swnhl 1987 or Tnter, Those customers would
ardinarily be lost o US Sprint, becavse to pet on Sprint’s
sysiemn the customer would have to dial more than X digiis, So
Sprint came up wirth a racroprocessor thal automatically dials
all the Sprint access numbers when a user dials =17 Spring wilk
install it frocon the premises of any customsr with bills of 3150
Qr e,

Government Phone Fate?

Pas Bos Yok Dares

The Federal povernment has started o update €5 endine
svsten of lines, switching equipment, satellites and scetrity
devices, whicl has boen in place since 1964, The current svetom
1% S0l managed by ATET wnd cannot handle the demand of
increased nwmbers of calls and bigh-spesd dacs
COMIPMENE ans

The General Services Administration has inviged
Commumcalions companies o come up with deas Tor g new
swstern, The Governiments next pliove company, like ATET,
will be privy o information about enceded data and will
therelone be required to have a high-level security clearmnes,
The companics are being asked o devise advanesd wavs 1o
protect commumcations from phone apping, @boetape, ad
even disruptinn caused By ot elecicosmapnetis polse chat
desteays conduetars of electricity alter o nuclear explosion.

The sestern, TS 20007, 5 expected 1o be in place by the v
1990 aimad will cost 3 billion of vour tax dollars,

Rural Radio Phones

Edi Gt e WAl

Four telephone associpiomns ard the Rom] Electrileation
Adromistration (R LAY have asked che FOO 20 set aside eorrain
racdio frequencies tobe used o releplore service in curalanzs,

Ulsieg v instead of Jand -based wire could lower costs of
COMMELINE cuslomers, permitting teleos to extend coverage in
arews where costs have previcusly prevented it aceonding o e
group FOC filing.

They ealled the radio servive Bazic Exchange
Telecommunwations Radio (BETE?,

Wthe request is granoed in full, BETH conld exiend service to
an estimmated 85000 customers nationwide who are crrently
withowt telephanes, Another 00,000 could bhave service
upgraded Trom mulli=party o one-party lines.,

The proups want the FOC 1o allocate 26 channcls i the 450
BT band wned tavo 5 BMHz channcls to RETR

“Debugging” Phones
Foro s Wl

Tt may nar be what the phane compiny had tnomind when i
came up with the memorable slopan "Eeach ol ard touch
someo,” it o timy conspiany cilled Bioklyvgemx Ine. plans to
pubbicizs a list of unsavory bactoria and fung chal 30 sy
inhabat the mouth and carpicees of most welephones,

The Fremont (CA v stariog, el course, is providing more than
a public serviee, [ has s product: s petentzd plastic telephone
coverimpreenated with vinveene, an antimicrobial preparation
develaped by Marton Thiokal Tac




UNIX

(eomined fane poge 3-57)

frmat of fete! pasawvd entries follows;
userierdrypecd pdivser Soproupdomise, infohome dicprog cxeotod upon
lInain

Laamples from an actoal fete! passwd file {the fiva 4
acconis are present ob vitally oll URITX sysems:
roul 10 Libhmrhypal 1 Sy siem Aconani: 2 kg e
dawermonz®: 120 The devil himseld=):

pucp AU NI - - UNIX CopyySuses spoolf vueppabiies) wyr
Iih e e e

TieddAv s HI A LU ol I0:Fleld sorvice acomunds/ ust felds i esh
Al VEFuS T TwLilghT SoidPanl G, Extors/use/ users) panls
lemny s 10:20:Lenny Kern (dumb wser w/ oo pusswd$:/ osr )

usersy lemnys hing sh

Those entries in the patsswenTd File witich hives q user number
af (rare accounts which have super wser privileges and shauld be
prirnaTy Largets for passwerd hacking technigoes,

This should be cnough to pet vou poang on LINEX hacking,
Look for part fwa which will contain more advanced methads
uf hacking,

— —

! Public
Phone
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EQUIPMENT
Security, Privacy, Police
Surveillance, Countecmensures, Telephone
BOOKS
Plans, Secret Reports, Forbidden Knowledge

(<L B:J
FEND 82000 FOR LARGE CATALOG AND ONE ¥EAR LPIA1EY
SHERWOOD COMMUNICATIONS
Philmont Commons
2TEY Philment Avenue Suite #1087
Huntingdon Valley, PA 19006

Call The Private Sector BBS!
The official bulletin board of 2600

is available for you to calll
NOW RUNNING ORIGINAL SOFTWARE
ON A 20-MEG PC WITH THESE SUB-BOARDS:

® Telecom Digesr @ Computer Low

@ Media/News @ Telecom
@ Networking @ Computer Securiry
@ Info Retrieval @ User Suggestions

@ [D5 Advertising @ Radio Commun.
Connect with the famous
Private Sector BBS and participate

~ininteresting and intelligent talk
on telecommunications and computers.,

201-366-4431 (300/1200)

]EttEI‘S feantipued frone pore J400)

while the Password Grabher is running: that would aveid the
situntion described in the second paragraph of the article, For
exarmple. il the vietim has the presence of mind (o enter a
contral-1 while the password prabher is al the WAIT step, it
will B ebvious to the victm thal he is sell logeed on. The
solution is to enter SET NOCONTROL=(Y,T) il in (T
PTOETA.

Stakoe Ot
Drenr Renders:

Last monsh, vou read shour the “free phones of phifie,”
Chester Holmes tald yor whowr free cally from variony
mlphoney thar ave egrad aooess.

Cne of tur writers was on g recens FEI0 Geveasy Bhe coumniry,
anid b berel an opporienity to test Me, Hlolmes "diEoverr o in
ather cities arorne the nation,

i Chivage and Low Angeles, for example, pav phome cally
are frev when one slimple choases an pliernare careier beiare
dialing, (0444, ITF7, and 10858 workod, A more copiete fisr
{faenished by Kil & Copean be found in this st s 2600
Intorssarion Burcan.

For rvow Teleo execwrives—vou showid realize that
Philadelphia, Chicapo, and Loy Angeles ave e e hrses
cifies Gy Wiy conrter and represer o very farge ol ro patek
fevend s wmeniion e ress e froe worls )
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