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au ey be wandenng ....__”_..q._..m.n BT

so inreddhly Iate, Tou sy alse, de-

nendicg om who yoe Esten do, be sar-
iz s at all,

W hagicalls beoen bl with a ¢risis rthas ie
pat af the misk 2ry publisher t2ikes, W owe il 1
DA Feadara W ansliin fust what's bedin SenE on.

Whin we sezed ixsues bo sloces, we have 1 g
through 2 process that irvelves compemies
Berreen g Cislbulors, Thes wasl majonly ol 500063
aill noc deal directhy with
pohlizkes and aoosl pols-
liskers don’t have the cime
o Fall s sl el
with  Indisidual  sloces
1Ts 53 wherg dasinkedors
vepmes in They take can: ol
contackng soorss znd get-
Ling aur psges e ke In
tarn ize =ieres pay them
and the distribusers pay as
B the Hme we pel paid,
iv's gemerzlly at leass half a wear since the issuc
wis ponted. The distibatees keep amound b
12 coverr price (soms aclualy wesil oies 12az

vi5) end wee have ta pay for shipping. In the past
we woald 22 wmeeld ssues rebsrned which
meanl 1zl e giuld sl sell ean ax Back tysues.
The disiribciors began fo phase this ox, sending
ws o covers of ansnld issues and Pen avenbe-
ally 7asl g pics of pepir saving \hat g cerlzin
mamer avnl unsold Each unsold ismoe curmed
inbe & 1P Iars foras, Bt chat realiv wesnTa
mnxjer dead Gor us sinds our sales persslags wus-
='t hzd thanks 1o our cesders. Hoaever, o shows
Ao e pohlishing indistry has narnesd ingrss-
ingly zgzinst the pablisher. And o sels ke slage
fisr the proindem cha? has befallan s,

Fig & murnber aF yeard a digtiibesar hazal m
Austin, Tenzs koown as Fine Print has been gei-
ring s ontn shelves iz Harnes and MNehlz, Her-
ders,  Hastisgs, a0d 2 lerse nosdar of
independend slores nalionwide. They™e done
thig rar wll kinds of independent rines for years
Tl duricg thaeg same wears, thens weos all
ke ndds af fAnzncial mIsmacagemests t2king place
15 whizh we didn't Bave a hint of anbl fardy
rocent b 10 atacted with & lod of small gises ned
peiing peid 20 28] Some were evezmtually foroed
pul ol s miress. Farby in 1597, Fine Print filed for
Capier L1 protectian, ewing us rearky § 100000
- printing cosis Jior Ginar Saues, And the incic
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rert of 1 was that we kad no choice b da con-
livees chainz Boasteess with tham s nee pndar eat
arder iy Bad ro pae Theic Gurrent Jdidhis Drnmendz-
izt which was mnre than we would pet friom
aurather distribunors, Decgaing Fine Bt woald
pul s in & posilzon whers we had W survive for
over h2lf a year with no significase payrients.
Fris, daing shiz would heve B Fine Prins
chances cf coming back, perhaps irreparakbiy. We
kel oy Qoo Gosloag walll tham unil s

meorpznizaticn plen was
natized and hope far the
The first signs of rne-

Sobering N
Facts

when we began o oot pet
pavd far the corant Sdes
as wrll W slarled Lo run
ezt af maney e paw hils,
o wil gl devskiprkes
kad to B froxen, paid salf
becans unndid eaft, asd
nEmmEneds capastsions and new prajess had o be
imdefinizaby postponed or cancelsd. We wers 2d-
wiadd By nuoirsots prafssicdal S 1 copsidern
bankrupeey aurselves.
The bipgest 7] in che coffn care as a resalt
ol Beyand Blopes, our sedmk] hacker confsenes
which took place ks summer. By 2l aocoonls,
the coonference was a berricic l=arming experience
2] @ huge spacess, Finandially, thaugk, ws Josl
over S10000 on it moudy doc to lasl minute
preod and decepoan cn che peronf e vence and
aur oelweck provider, Qedizaly, we arald haae
ha=dled this and we aveld have even considemed
it wonhy sxpemss rar ol of che posicve thesps
tha! came oot af it [fowever, couplad with tke
Fire Print praklems, it was ezoaeh o pracriczily
“ar¢ial wrdamds fetel
Pracically. Becxase thers’s coe thing we
rave Ptk mos besinesses and corporzzions lazk.
Tiear s A Spint B0l & anack g eipwial The -
pls who read 2830 and give us meral suppor
were the main Teascrs we wnew we cou'd haz
s Crap wi wins Jacinge Acd that's Sactly whar
we izsend oo doo We've had oo sacrifice a kol 2od
17 hasnbaen ploasant Bt wes Bave an nbdigation
1 Uharse wha hawe gollan us Vhis G fned 1 take
thee ezry way nut wocld b= a slap iz the face o
evarprnes whio fas gatne 3 his Far end o every-
ing was beloser ing Thal o3 wine, med mAticr Jow
bad things gel, we avn’ declars hankruphcy and
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gl corss v ar respansthilite 0o aur deblons
and oo readers, Wi e hies that fezls 2nd w2
win't contizvas the cycle.

Let's ppsiie sopnctlonp alze olear as well we
ArnT wanl peopls to ssod us mooey B ek UE GUr
althis IraceidnT he good for s in koow Lal we
socdld geb mda all sinds of finandial jams and v
sipriaees always tere o hail esaut Dt we Save
some w3 adth a plam whers fur [ crn netp
sl A7 e game rime get s back. Welve
dropped prives un g cumber 92 duings s we sell
that ws Amezdy have m stock. Sizce we alomdy
heve 21 ol Bis ncrcfasdize, g danT bave o
worry abos paping for 2 IF encugh poopls buy
thicae: Thi=gs, well Favs siers meney boanrk with
znd we'll be akle bo hopefully Do o Larger pa-
seprame of cur ks of e 2l of Lzem. Look Sor
dtzils om spesdDos in warisus a0 0 Cis ssue

Rezzase af the latzoess Lhis Das caused, we
have sugpended purkng the s=ason of our issoes
e che Jrunt cover 15 the Anlaes IS50e Gones
{037 FaArer oo Winter, a lo of places may pall it
Il The shalwcs to0 Soon. WE are rang ©
tiphten up our schodule s tha, inside of a ver,
e weit] e ek eno tack.

The meerpanizal=an pAAs was resenthy an-
neimeed by Fine Poinl anl e cesh seidement ¢1-
rased w15 was a whappime S50 Moedlsss o

b Foiiresd Fombrvar o Swrwrsk. 5 Marage e ard £ et
Froar S s
e T o -

=5 - iz
Tair FALedudd

sy, Wit TRew Taking the plesifes a0 moviag ur
accoeanibs da cbher Sslmioetons where il will Lake g
whils far e sales 1o react us. Omoe thas hap-
pens, again wilin lhe neal s, owe Gapli
things iy etart carnicg araund. Afer all, had oe
beezn geiting paid all akng, o by poesy
greoed snape right now

Wetre S0ty 1 pul A CEonper o whet shedcid
b a posicive period. Bevond Hoos was an izspi
ralban o & Jarge pait af 3 hacker Somounicy
and wis lechnicelly as Bawless 25 wi hal Doped
Tor. Dngs we b ont of the hols we 22 Segin
plzoming the mext one, We've mrde lemendiars
pronicss peitng cor weekly madio shos oul on
the nel and now, tkanks 1o handwicth dnnations,
regular live lissanars inchade peoale all o the
adld. 1t will 1=he a groar dezl mers chan finan-
cial dizaster bo slop hacker progrzss.

W heas mooanimosine inwesds Fine Frics.
Tlease Son’t turn AT e pheses - they have
encezgh problems. They helped ho ot ws intoa Lo
ol places we ray nevet kave rezched We hepe
they weck ol théin prodlems and cooe agaas haip
independent Zines reach a poeater number of poa-
ple. There's 20 quéstan far perale 27 hungry

gran af Pwe coumitry. The rmost imporiant thizg s
Lo ok sure 1R ks keep o flowing.
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by Agent Steal
From Fixleral Frizom, 1997
agentstezlTuso.net
Contributions asd «diting by Minos Theeat

The ltseliheed of grling arrested for coen-
purer Facking has incraaset i an anprecadencad
levgd, Mo maitee haw prozaulimary or sa8s poa
zre wioea're Baund to make misabes. And che fact
al The et = 0T wiu Baved Truansad araoeks clas
with te snawledge of what wou ars invoived i
wa hanse razcls vour Frst muickabke. Foo amypone o
tiv in hacking 1 cammul begin % stness Uhe dmpor-
znca of the informerien containad In tis Ala. T
s wbo have qusr bosn Arnesnad by rhe Fads,
rexding tois file coald mean the differecce be-
el R thrsd-year 07 o cne-ysar senpence, T
those whe kave néver biin busied, readisg k2
file anll IDealy change the way yoa hack, or sooq
g Tran hasking alropssher [oealize o poevi-
cizs wriemenls are somewkal lofly, but o the 15
crantes 1 spent incznceracad e heard coant ess
crrles sy i 71T D hew thin what 1 krcre pos
1 drwzie that anyece woeld disagres: The cmiminad
puslice saalis is & panee 03 e plaved, Both ey
proseculion and delense, Ard if yrehovc o be s
plagar, weea woald be wize to lezm the nles of
engapsmenl. The wrey ad coerrikerars arf thiz
Zle have learmned the banl way As 2 result we
remeed our hackizg skflls dusing the dimes of cor
imcanacr dTica Wwants e Fudy of ervnnisal lpw
znd, wliimabsly, surwival, Mavicg Oled our ven
murcine=, writen oo oam briefs and =ndured life
iz pomdin, W o pass CUs kegwladps hack 1o
the Facker gommmurcly. Lexmn from cur exper-
et and our mriskyoes.

Larg I - Federal Oriminal Law
A, The Roros Liwe - Refavanr Cenduer

e s ol vou with 3 shoet D-phile 2llen-
ticn span 1'm: peing o cover the single most tm-
partant tppes frsl Thiz is prebably the mes
sahsantzl msurderdasding of iy pressst
cririingl pastice systecn. The subject [ am zlking
dbeet js oefzoed o Regal Sorcies as “pelivant
cendace! [1% a bil compiex aod [ will get inta
135, Homweswrr, | have oo make this crestal clezr sa
Lhak i1 witl s126% dn ydun hisds, T bals divwn 1o
o CRmepb:
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B iHee vow are fumd puilne of goen one
cussl, dveny Cvsa! wnl Be wred 00 caicwlase pour
TIRIROT.

Repardliss ¢f whathar o pla bargain to
wos vourt or L0, wour setence will be che szme.

Tag is asganeng ws ang wlking anoul backizg,
Uil mhuse, vanding, compuler irespass, property
treaft b, All oF chese are treaced the sums Ceber
grimes you comomitled (bt oweme ool charged
with) all olso be used o czleulsde your sen-

tencs Yo 0 Al Baes 1 B poosi guilly of

svery acl. As Jong as il appezrs that wou wece re-
epecmible, Or SamereE Sl W W, Than i s
B usid agaics] you, oo Riis sioords insame,
hut it’s e its che preponderance of svidence
standard for rebavane conduct TRis PEREICE o
s usizg dlhagally sebosd evilenins and scoil:
tzls 2% inZarmabon in increasing the lenpty of
R AT Bl [ | Eod

23 Towr senieace wil! Bo tases en che rsial
FLOEEIF (028

The Fads use 3 senlenving able 1o celoulzle
woear sentence. 1t simaple; Boce Maney = Mo
Tienes, In doian ™ mmaltor LM v tricd 1o beeak i 1O
limes oo 00000 imes, Dock ons cowdd b a coune
bezm i’ che bass chas mamers Aond an uesecsosh;”
Azl i3 Tzt Uhe sams gs o complesed orime.
[I also deesn™ mater if wou tHed o hreadc inbo
oo compary's campeater ar 10, The pesernment
wildl fquirs sineply add all U eelineatid loss Cg-
ures up, and then relicr e e seniencing tabie.

8, Fregpecrizg For Trial

T e Lrving to be orverly siomplisgic with my
axpoanacion. The Uniad Stabes Sarrencsg CGuido-
linez (L5500, ) anc in facl quile complex. Somuoch
52 tha special laay frmns 2o formeng thas deal anby
with sentenzing. 1 yoz ger e, Dok highly
neearmenemd hisizg one. 1= some cases D might ke
wise ta 2vodd hirng a frzl wlemey a2nd Ea
sirzight ta ang ar thess “ Post Convigtion Special-
sl Save your money, plesd oo, da yoar Hme,
This may soomd 2 litcls harsh, bt conszdenng the
la:1 that che WS Alecmey™s D%k has a #5%
comvichion rabe, it may e rage advice. Homeves,
1 donT weal my phass gugr the irgaitancs of a
ready Tior Uial postuning, [Mvew kave o stoeeg Uizl
alorney, and rave 2 sirang cass, it will ga n lomg
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way Wewncs pond plea barpzin negotiztions.

- Plag Agreanreats end Aftereoy

Yaur ararney s ke yoer worst for o yaur
finest advovais, Finding the araper eoe dan e a
cirfizule tzsk. Costs w3l vary and opically Do al-
tormoy asks you hoss much Sash poe can rzise
and them sz, “tha! 2meon) will be lice™ In 8-
aliy & simple plez and sendencing should nom vou
arcund S13,000, Toal Faes <ar Gascly &7 nn
132 9 figere categeoy. Ard Gnally, a post convic-
Lion sgoczalist will clargs F5000) b § 100 e
handlz pour seciencing poesentativn with Coal
argmenrs,

Mo rmay mowever, (o) prerasTl 81 rhe maroy
1 The Puhlie Dedenders (Ffice. Usnzalhy oy are
weorliboss; adessinally woatl] firnd e wha will
fight for yow Essentially it's 2 crep shoot, AT L
e sy is 47 peds dertt tike tha ane poe heve, fire
e and koos vou g2 sppeinied @ batar ang, [0
yrdl can scrape togacher 250600 for 2 senlencing
fposd corviiva) speaialis? W ok with woar
rubiiz defender, |owould kighly nececuiend i
Ties specizlist will make cemain the judge ssex
Lz whale picluos acd woll argos in the masc ei-
fective mrmner fora light oo ressonsdls seatees
1y ned reby e ovour public defender o thar-
gugEly anment wour case, ¥Yaur saniencing kear-
img is going to fash by w0 Dl wou'll walk oot of
U cpamroam: drwy Yiow and vour defmse boam
nesd bo oo e Tkl boaving fully proparsd, hov-
ing alteady fled a senrencing memerandurn,

Th plea apresment yol 5520 18 gacng 10 2Bl
wau 2md vour s wsll alier v g Snenod
Flea zgreements can be Idoky business and e
ao oot carsfil or ere on o hod defacss oosidon
(the cxsz agains? wou is sirangl, ol Aot
Mg 2 tre besoof wou. Thers ars mamy issu in
a pleat i negzanG oo, B esrenbal v ey advice
widzkd b 4 aveid signing meary wour rght e ap-
el T von gt 0 2 read prison with read jail
house lawyeos vou will Jind Qo Bow hachy you
gat szmewed. Thar tasue podwithstanding, wou an:
miesl hicely going ca want oo apoeal. This hemg
dhe o v fend R penendssr twn tenges bang
'l your appealable tssues wp al seiemcing daxd
fi%e a netice of appezl witkin L0 dzps of vour ==n
iemeng. Siekzs and lose,

[ shevald boaever, memlion that vou ¢ ap-
DLl ST HEELES Sven thaugh you sigred away
wour rights o sppesl. For exasmple, yoa casnes
siga away your rigst 1o appeal an illegl win-
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temwas, 1T Vo Podpd ndis saartung that s mat
petnissible by statate, vou Gen hewve 2 ponslilc-
ticedl npho oy appel wour renbence.

[ wil ] elhorss Uhis sarpart will g prisoa gk, 40
Haora can yru kel T when vour aniomey is ving A
i G s s lpd oeEng,

I, Lokspiracy

Whativer Bepowal o peiling a1 ¢n & lech-
mizlity? 1'm sarry oo soy thoss dzvs zre gone,
L=l anly S the miesics. Toe eousty penerat by da3-
miiss many arpumeces &5 “hamless error o *the
it #ctad on pood faich" The o
alarming treod and sunely 1ne nool ol s prose-
cilban s saccess, is the fheraly anrded conspir-
gy Laws, Quile simply, il Twd o0 mioee panpks
pian bo dio someching illegzl, ard one of lhem
do coererhizg in Partherasce of the nbjective
[=ven somelzing logall, then it's 2 orimne. res, ity
e In Arnenca ity ill=gal oo simphy zlk 2hau
vormenillicg A cricaks Prging M Cowsll Hella®

Here's 2 hypothetical exznple wa claniy this
Hall G s Mfae A, are mackers (0 yos ImzE-
iz, Bl aned Bolars are talbesp an the phiess and
unhegmoarst fa chem the TRT s recardicg the
a3l Trey ik aboer hacking intn Apole's main-
[Cramys aml coasig the peoialypss of the mis Ap-
e Weh Tromvser, Laser tat Say Mare does some
lepiriman ragearsh g find oot whal tepse of main-
[rarme anid bperating syalan Appks uis. TR nexl
meening, the Feds raid Marc's house and s=ize
swerything thiat Baz warss, Ball gnd Mare e 1
Iral znd spend millions fe defad thansil,
[ hey are hets foond guily ef conspimcy iocom
et urAnInind Anosa W A GOIVgYaler Sy srem.

& Senirering
AL Thss paaint il is up % D prokataan Separt-
ment to presare a report for the courl [1 s theio
responsibeliny 1 cakalats the ks amd idencidy
amy aggryvaling ur culgwling cinoumnslancos,
Anple Compurer Corperziion estimates the! i
Bill and Man Bad i susieea izl i wonld haee
Jows of §2 mitlion. Teds o3 1 ligese
the croar will uss, Hased en this basic scenzriz
oar dezaric dud wouhd resive recghly three-

vear senlenoos.
Ar | menbonsd, saciencing i camplos amd
b ot ol ETet e e e e o e T W (T f R B et
usuzlly the Tanler. Lirs say that 1k FEBL alo fivand
a Fle oo Marcs convputer with S0000 wumerths-
rictd spunt s and passaerds o Tee A
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crgan]l Kgweek. Even il e FBI Joes nid ¢harps
Eim wich this, it could be wsad 40 imcrease his s=n-
tence. Gizneraliy che possrnment plrces a $200-
prr-gomrml alienpbed loss on things of this
nature {i.e., credit card mumbers 2nd passamrds
e necess deveres) Tls ke fora 140 ruliian
Jowe, Coupled wih the 52 million from Agple,
denc is going oway for aboud nime pears Forh-
sarele et s 3 Foderal Prizea ol s Jar oo
Redmocd WA so Hill cow'd come visit im

Saone ¢ G alker 1asters 1 bl wsal dn e
valzalalion of & senlence might Include toe fol-
lowsing: pasr Srominal oo, B Bip your oeds
iz the wlbose was, mendal disabilives, ahetbes
ar mab poa wers on probatian ot the rine of the
allionsa, iF any weapens wone used iDany chreats
welE wsed, i wour name is Kevin MTinick thehl,
if an ey perEca waa wictomized, af v wak
giivanlage of your ecmloymenl position, if yoa
ar= kiphiy rained and used woar snecial siill, of
ped eodperstad witlt e aurherinics, 37 wi shane
remocse. tF wou went o bal, e,

Thes= are just same of the man feeters that
sduld iker Lreavase o diriass m senlence. [
would B beyand che soope af this articla da cover
the LIS S G o sompadets detail, [ Gl thal 1
have shizped over sooe sigmifcant dssees. Nev-
arthelzss, if yra remember my ron mein points
m ke B B Th Consoirsce lea wogks,
w1 be o long wayr ahead ic protecting yoaarself.

F Ding of o Spaiel SReTY

The vaby specific “senlencing enhancement™ 1
wornld like oo oover vwould be e gar |oam fe-
spocssible for sdlicg 4 potdindert with. In U3,
Pelersen, 98 Lid 502, Sh Cir, the Tinted Stades
Uit ol Appeals held that sdmes dommpuler Back-
ers myy grlify for the special skill enhanoemens,
Wi thes generalby mears i3 a G to 24 month in-
crese in g s, ooy case i xdded eighs
mnantss to my 33 mooch senbence brinpizg il bo 41
raantes Esserrizlly che court statsd thar sines |
used my “wmhigicansd” hacking skills fuwanls 2
legizimabe erd a5 a compuber sscurity conszHant
teen the arharcement apphies. Ir's inomis thar if |
weete S hawe rersddned siielly a ctnizal kacker
then Dwould have served less fire

The norpl of the story is thad thee poneincnant
will Aind waws Lo give »ou as much time as they
want i The USE.0G. ceme ixdn effecl iz 1957 in
ar allinpd o elicninatg Jisparily L seinciag.
I3afsndznts wilh simdlar coimnes and similar back-

Foge B
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worands woald ofen receive dirferss senlene:s.
Unforeanaiehy, this prachics «ill contnues, The
L1550, ars indewd o Crilurce,

fr. frning Hall

In 1k pesl, 1ke Feds might simply hove 2xe-
cumed hedr r2id and then laf watheld aneting
i, Presaiiy thad engthed will be the exceprice
mlker tian tze nolz 2nd i is mone likely char oo
Wl B crksn inra Sushady al the time of the raid.
Cheniers an: alwo pood that weaa will nec be re-
leazed or bacl, This s pan o U governmes?s
plan o broik you dowm and win cheir csss 0
they can find any resson o iy wo bail, they
will, ey egder o gaalily For bail, weea roust reet
the folloaing crikenz:

vVl it B A sident o the junsdiction i
which wou were arrested.

* Hoea st be gainfiolly cooplowad o have Basdly
i s the o,

= row vacmal have a histnry of failurs 20 eppear or
of eseape

= ¥iwy amml b consddened 2 danger oc threzs oo
ke ramomunzy

1= adCimddn, waur Bdil s be denied Sor che fol-
Jewing neasons:

« Eompeane came ferssrd and stated ta the vourt
theg v 345 piw wioald foe tFoelezsed,

» Wiwor sznience will be lang tf corsncrad

= ¥raz have o price erirangl hstoey,

= Wi Bavg prmlicg chases in aoocher jurisdscoion.

Wonak resales from all of chis “hasl reform™ 3
b ety nhent 3 perpest of peraons areested
make bail. On fop of that it t2kes one o toes
weeks 0 process yooT 5l papers when poeperty
iz einbead i Ssturing your buesd,

Miew wo're in jzil, more specificzily woa s
2ither in an adininistreties heiding Gavitity or a
oripany i 1Ral has & conlract with the Deds i
Zold cheir prisorers. Pray thas woo ars in 3 lanne
encigh Sicy o pusnify fid eawn Fideral Delenlion
Carbr, Counly juils 2o bvoically the last place
yuar il wasd bo he

H. Sate v, Federal Charges

In same cases wou will b facisg e
charpes wirh the pusibity of the Feds “picking
hein up” You may even be zhls o nodzs Ow
Feds iceo indicting youw This s 4 Wagh Gorisson,
With i gt you will do considemakly J=ss cime
bul will faee a 2ougher cooved mnd candiricss in
prison. Girnnted, Fediral prisoms cun be vielsos
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1w, hut parerally 25 o nea-vishen whise collar

srimizal oo willeventazlly ke placed intooan en-
virezonenl with wlhar Jow sgsenty inmakes. hore

Uil vau ars sentenesd, you will remain as a
“arernal inmmale” in genersl popelarice with
HEwer rupates Soone of the ater inmates will ke
pradazary bt s Fads du s taleisss: much non-
sepse, IF somenme azns up, they 1 el lkoewr L
{=a hale. [F 15w vonfinue U poss o threar oo he
inmize papelzion, ther wdll Bz kit in ssanpa-
Lo (e ale) Ovessionaily, immales wka ars al
risic or who hdve Doon reationid will be placed
iz seprazarian Tais isn't really bo pocdazt ke In-
mate. It s b aralest the prison fram 2 lawsuit
chivald the inmace g2t izjured.

f. Cooperating

Haroral by when youw ars first armested Uhe suils
witl wash I 113 1 yea Fural 21 yner resicence
arel, if vau zppeas o ke lalkativs, ey wll Laks
wou bask s ther arfices for an extesded ciat and
2 cup ol colliee. My adese ot tis point is med
and rrae ond wetve 2l hean il befis enals
silem! mnd w8k e speek with an abnmey Regand
less af whar the shealivn iz, or biss ol plar o
e, e o5 pothng wou can say thel will
help yoe Neching, Even il o e thal poz ars
pal=e s crnnaabe, chis is mol the tiom:.

Thds is wdwicisly 2 controversial sukjecl bul
the Fact of Uoe mativr i st coeghly $0 persern of
all defandants sverruzlly conbess =ml onplicers
alkers. Thss pend sterys fram the extremely lang
renlences B Feds an: bacding Jur these Cays
Rt mzny perple wane boodo DO o 20 e
ses Desiv Bucadies” hides when they could be do-
ing ¥ o 5 This is & dacision eash individual
et 1 make., by ooty adwice weekd b s
vour wlese Iriends asd femibe Ameane else is fair
reme. [nthe prisom sesiom: U Blagis have posey-
ing: “remicg down Arsl™ In's no seerel thal sz
firsr defendant in a sanspiracy o5 use by poing 1o
Bl Uhe Bl deal v toem siem situioess whers
the Hig fish tumed in 220 his 1200 Exh and re-
meived 40 percent off Ris secrence,

Inciderially, baing fobsicled o ipndaoganed
y the Teds can be an ordeel in dlselll T would
Aikly recooamend resdicg op oo iTeeTnogatinn
techmigues akead of 1one, Oneé you ks 6T
metrnds inwtll ke 211 guite ransparen? 1o yocz and
the debricfog pods miach mens enabsh

When you make a deal will 1ke gaverzinin
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vrea're mzking a deal with the dinzl homzelt 1
sty maks any riscices they will omegz on ke
ceal and vouw’ll gel nedding O someE eocasions
rhe posernment will orick you it thizking Ty
wanl v W eaaperans when chey are mob reztly
interamied inoamyt=me vou Bavr Lo sy The just
wanl you % plead puslos, When woa sign the ce-
operation agracmest 1Rere a0t ni & PR &
ra howe much of asentence reduction voo will ne
ceive. That is e 3s demdal allor s0ar tesemies,
eic, and ar the eme of sentencizg. [ enlely up
1athe judgs Hessever, the prossoxion mzkes the
recommesdation and e fwlpe genealiy g
aloaip wirh iz, In fast, i the poosscution does nod
mvlaan U= condd, Gor wour “dawnwand deparpze’
rthe czre” hands ame Pad and vou gel no braak

A o et s, Feepe E2ieg is k eicky husi-
ness. ko pecple. pativularly hoss whi Baes
rever spenr @ oy in jeil, will =1 you not Ao ca-
operzle. "Don’™ sodlch.” This 73 4 cobks coance o
cave. Homever, In some sibaations it i3 fusl plain
wupid. Saving somereet ars aho woald easily
dothe same bo vou i3 2 tough call. [ scothing
thar needs careful consideradon Like 1 waid wave
yuuzr [riemds then di wiar s havs o o0 o get
iz o prison 2nd an atth pocs Lifs

1"ty kappy 1o s Coar | ans able i 2vedd In
wraving my gaod [reods and 8 foroes anpliope
i the assive mveszigabon chat surrcended ony
vases. [ wass'l case 1 had oo welk 2 Ene line
Many of yru prohaly keoa thal 1 {Aget Sical)
weirl U weark for the R aBer [ was arrested. [
wes respeomaibls Tor 1eseHonp casversl apenis ahik
hazking arc the caitue, What many ¢ yeu S0
kroes s that [ had clase FRI fies pricr wo oy ar-
résl. | was invelvsd in hackonp for over 15 yeams
znd had worksd as a compaler saarily sonsel-
tant. "The 15 why [ was given thal oppartomily, 1
is untikely Bonaeesr, thar we will sme many mare
nd these oypes of armacgements ke Tutarns, Cear
relaricatship ren afeul, meschy due 1o their passvs
negligomor and |k of experience in d=zling
wirh hackers. The govemment in pensrl oo
had 1heir gwn resoearces, experence, 25d under-
pover agents wihin e comemnmy They no
lreper peed hackess a0 shoa them ke oopes oF
1 Langsr sosanty Pols

Yevertheless, 30 wau ane in e posioan b el
e Fede epmethicg chey don't koo and hilp
Iberm buikd # <9%E ApAINET EAMSORE, YIU M
qualife for a senlenug redugtion. The fypical

g

rasps is 20 ta 70 peroece, Usanlhy 3% aroued 33
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1 5 poncenl. Sometimes you may find yoorsef
at the =od of the progsarorial food chadn and Ca:
governeesd will mo! let vou coopeiate. Eovin
bitndcs workd he a good ensmple of this. Even if
he wanced o redl ovez, [ doabt i2 wreld g hio
meh, B just toa big of a figh, 196 ooach me-
dia. My fmzl sdvice inohis matbes is get the aeal
i wWrEng b s you start cooperating,

Thi Fids alse lice ot aten vou “vorme clean”
and arceps resprosiboling. These ds 4 prosasicn in
the Seznteneing Guidelines, 3E1 1, thal knocks =
hel B el vime off i o Goalions Lo wour crice,
pleac gaiidy and show remorse. 1 %00 g0 e drial,
tegicelly yuz will oot quality for this “oocep-
lunce af resprasnibiliy” and your ssvanes wil
e _ﬂ:....-......

ISR Thinkingr 4E0ut Trial

*uny hackers may remamiae te Craig Mei-
ducl case onver the Bazious 211 Sysem Operation
dacurenss, Craiy won his czss when il was dés-
wrerrsd thzt the manes? in guestios thas he Fad
zublish=d 1 Fhrgod magazize, was ned propd-
elary &3 ldmed bat avadlahle publicly from
ATET. [t mas znoepg un thi faps day foo the Se-
cret Service,

et be misled by this, The govesmment
lizmzeed @ loc freen chig figseo znd evan wih 1he
Jzadzhle sipgen Jnen e EFF, Cragp narruwly
thueactad oIl 2 conviction. Heganlloss, o was a
Loving expedencd (ra pun izlended] for Bir and
his amorngys, The peint Fmotryog to make is
Wt 17% leagh Lo beat che Feds. Thew play dirge
amd will go just abaut azpelking, ineiadizg Lis, 1o
winocheir sass I youw wank o sl adn yoe
eevd T koow how they b2ild g cass in the Frat
pLace.

K, Fearch and Saizure

Thers is o docusnant entitlesd “Feckzal Guide-
Hnes Jee Svarching and Seizing Compezers™ I
(st came ta oy atrecziod when il was puldished
i the 12-21-34 wlition of the Crimisal Lo Fuoe
sucter by g Buzean of Narkeeal Ad0aies [Cre 23
55 CRL 20213 I's an ictriguing coliecton of
Tipd, SRk, mislakes, and, in pencral, how Lo hust
veripuler hackers. [5 recomenended reading,

Search and feizure is an ever-ewalving ju
risprudencs, Woat's noc permissivle bodzy may,
tkrowgh soone comalized Bupreme Coart gie,
ne pernsiible gl lepsl lomomos Apsin @
complele Ireatment of Uris subgsr & by che

Fage 10
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seope ol 1kis article. Butwaifice # b 52y ira Fed-
vril agent wares b walk right inna your bedroom
2 szize all of vaur compuicr equipment with-
M._u_.._. warrent he: coald do i by smply sgvdng be
fac prodable cause (PU). PO i amihing that
gvies him an inklicg o belirve pow wers con-
mitng 1 crne, Fulice have Been kngwn fr find
P s scarsh a car whan 0 trunk 522 toa Jow b
he goousd ar the Righ besms aere abeays on,

I Swrvaifance and Wirstaps

Fortemars’sy shi: Fods w612 have to shaw 2 Jinle
resiraint when wielding their wirdizps, [ regzires
& tourl order and ey have bo s5o thar thire is
o okt Wiy Lo oblain che informarion they seak,
LAt rwsort i you vl Wicelups are alee sxpen-
slve uo pperats Ther have bo lazss Jines frem the
Phoee pgizgamy, pay agents f mecitor ther 24
hours a day and G transcrbe o I we are
talkizg oheut o dfaba i, ches are additiznal
ciars. Enpensive insereesvicoiranslabon sguipe
ot erast b i plass 4o cegoniats e wboas
modam gzanly. Ther the dets his 1o be slored,
desphend,  decompecssed,  Garmatied, Pridia-
coled, Elo. 6% g daunling tzsk and coally e
served 1o caly e Riphest poolite cases. I7 the
Falg o seize the data from aoy other soone,
like the service provider or vickim, thay will lake
Eat e, [aden®t kreva alich they hate worse
tboogh, asking far vicsice help or westing wly-
able internal resrurves.

The simnplesz methed @3 1w enlist the help of
an inJarmant wha will vestify 1 saw hisn g i1,
ther nfiain @ seach warmant @ osgoe e svie
dings on your carygraten, Ba da haermy, ba s
busiod.

Clcher dreices include o pen cogisier akich is
A g that logs every digh o dial on peer
phane and che lenpth of the calls, bath incoming
and gutprizg. Toe phone cocganivs keep racks
T 15em at chair sacuriny depamments. Thay van
Plaze one oo pour line within & iy i ey el
wau e delmandmp ther Thiy dee't nesd 3 eagr)
arder, bue the Feds da,

Ao bap, or lnp and mase is pically any
crdhod e pons company uses 1o Ing ooy
numnher thae o015 @ paricular meihe This van
he dene e the swiscking svstem Tevel or via 2
hilling dambase seaocl The Feds nead a oot ar-
e for this cnfarmation wa, Hesssecr, v heard
Fanes o vocperztive wlee worurity investiza-
tians passing he information zlng woan soom.
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Famurzlly that would b 2 "harmilese e while
acknp 1= gt Fuch ™ (fpal huwsorg

[0 bomaz iz el wo moce 2bout FOT wiretzps
beat Exis 25 2% fzras | can go wirhaut pissing @
off. Evenything g nald vou thus far s pelblic
krraladgs. Bo [ hink U stop kere. [ woo real by
ward to ko mare, canch Kevin Poalsen (Dark
Lhvanted 4l 4 weckiail parly, buy himm 2 Coke, and
he'il give oo am earral. Gracker huark

In chksisg iy suboart 1 will say thar most
whaslmenoe surviillance is hacked ap with ar leasn
act-time physical suregiillasce, The Fods oo alt
i pocd At Falbreg poopls amoesd. They live
Iabe mode] mid-somed MAonerican cars, veny ok,
azth ne decals ar b wickars, I yiu oeally
el ha snoew i you'rs under sarveillance, by zn
Opwollectromizs Soout or Xplerer  Pequenss
eoninmer Hide itan wour porsee. slick an ezrpleg
iz wour ear (for the Xolorer) and ek it evere-
whaze youn g TF won hegr pals talking s5oul
W, af you somlicos e heas inlermditent skbc
tenerypled speect). pow poobabiy have a problem

M. Vowr Pre-semtence Ievestipation Kepers, AT
or FER

Afar vou pliad pudny wou will be dregeed
trand the yusd and combor] of veur prison ol o
meel aith 2 prohaticn arficer, This g aksalulely
neLhing ¢ G0 will geiling probation. Qrite the
fonicary. The PO. is empossred by e conirt 10
preoane a complete asal in ey, cobigsed i
fiks o the delindant, EverylZing from sdocarian,
wrimizal history, pewchological heheviar, affense
crarpcranistics alis mors will ke iscluded i 1kds
wiluriines and painfully delailed repor akoes
wrar Hlz. Bwery |3i0e dirty scrzp of tnfarmatan
thas mces you ek Dk 8 soicpaikic, demen
wiishiping, loathsems criminal will be inchod=d
iz this mepet. They'll pol a few negztive things ia
Lere 25 well.

Wi fdvice is simple. Be caneful akat woo 1zl
them 1ave woar atomey present znd thenk akaut
b atab wor eay can beowesd awmissl vou
Heres sa cnample:

S0 el e abvnar yoar eaasanion oad whe
ol L b o i yeser Apoiry me

M Soegl: §am proparing @ oneall e o e
earaifoodispe, R gaane D uoek o sk
i kedniy arpbon children.

Th= F3R ihen resds UMt Stezl has eover
vamplead Bis eduestion and hacgs aoamd wilz
I21bz childrem in Bis spare time.” {52 the prorare?
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A Frocesding Pra Se

Tra &z or Fro Peris when 2 dafencans repre-
sents Bimsel A frmess saser anee said, —a
men b npnesests Dimseld has a fool for a
clienl™ Tozer woods wers newer spoker Hiw-
evsn | eanT sincss hiw inpociznl il ods bo fully
uzderstznd the cricvinal jastice swstem. Eves if
oz havss g preat afteroey ity guied Lo be able o
kewp an evs on him o even help out an ediz-
cazed client’s hlp cen be el enccasus benehit 1o
An atgrmzy, They mey ink you'ne 3 pan iz B
235 but 3% your life. Take a hold of it Hagand-
l=ss, reprasarcing vawecll is peosullv a mis
Lk

Efmrwever, after yoes appeal, when yois Cint
appointed a0arney nots oul on e, of vod Rave
iz gul of funds, yaw will he farced o kardis
ratisTs yourself, At chis peost thaee ars legal -
G, dlikough quite blmk, for posc-comicrion
reHef.

Butfdigress The bl placs 1 slarl iz onder.
slandng 1z legal sestem lizs in chree imexpei-
sive bocks. Firm the  Federa!  Seatemoinge
Tt g (513 HE) Al Fealera! Criminai Coades
el Fwles {520,000 are zeailable from Wess Fak-
tishing 22 BO-A2E-5 52 1 conskder posstasson ol
ches Boid 10 b mandalony for any precrial in-
mats. Second wveald be che frearmerean Low
Sowrial e lahl: from Seoopeiewn Universily
Borabenon: ic Waskinplon, LD, The boak selis for
zromd ELIL00 hut i wean wrine tham 3 loier and
tell chen weee & Foe 32 liligan] ey will send 1l
lior Cno, And last buk po? Jeast 15e deficttive Fre
Fe auihority, Ve Frleonar s SeyeReln Lidmarion
Maeua! $F0U5 TSEM 0375208318, Or iy
B S aiazanalyacomeboo ks n | 48 2xm

i} Eyldeariary Hearing

IF w0 disagnee with some of the izfarmz-
lizz presenced inthe pre-senbence report (PSR
youx may ke sntitled woa soecdal keasing. This
< B wnetrummental in lowering yoor senlerce
ar correcting your PER. e isaportans thinp
e knesw se thgl wour PSE will Dedlear vou the
whils Iime vou are incarcerzied. The Burezu
of Prizans ws2s e PSH 10 decids Baw 1 han-
cle wea, This <an allecl vour secarily lewel,
your baliway house, your elipibiliny for the
ﬂ..-nm prapgram [which plves wau g yior 0 poaar
seplene), amd vour modical cars. 5o make
szrs vour PAR is accurats bafore poo pet sen-

il
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£ Umting Fear Mrapersy Back

In rcst cases = will ba cecesszry Lo formzlly
asd the cfurl TG hnve vouT proapeTy peuoed.
Tioey zre not geang o jist a2l youup 20d 5
P2 WAL GLE Bon: Bation back ar atardt N,
Vo wold Just a5 snon kee o a2 nol asking Jar
itis 25 prodd 33 telling Ikem they can bave it

iz will mead Lo Fl= 2 2102 “Mozon Joo Re-
urm of Fraperty!” The soars’ sothedsy b keep
wdr crall'ds ool always clezr znd wull haos b be
taken om & case-by-cass bagis. They may nod came
and the: jodpe will sionply ooder that 2 be ne-
larasd.

I oz ckan ™ buvew hore boowribe = metics jus
e & formal Deler oo the fudge sshing foc it
bz Tell him wou meed it For wouar jab, This
shaitd sy lle, bt theme razy bz 2 filonp G

{8 dhargunding Harranss

IT you have on outsrasding wamant or
chatges pending iz ancther forisdiztien woo
wauld b wise ioodeal with tham as so0n 23 pos-
sibls gfter yoa 2 sevtawand, 11 o follow the
commedt procidiuoe chanees ars pood the warrags
will s dropped (quashedh o che wors) case soe
cazion you2 will he rraespocnad Lo the 2p0ropriate
Jarisdicrien, plad guiliy, and have yoor “Lme
e uanearesnd” Typically 19 eon-vicle! crimes
YL can merve several gimionecs all at e sime
Eme. Many Fakial inmates have cheir grans tizs
fun with their Cederal timns. 18 8 nutshell: comear-
ment s gond, soneeaiing ad

Ehis proeddurs s referred 40 as che [nlerstale
Agnemernt on Dectiners A {LADA]). Yoo iy
also file a rdemasd G spaccdy trial” with the ap-
Frepoare sarl. This wams the meter ruesine IF
Ikey doa'l extade wau within a cerzin perind
of ficae, the chargss will havs 2o ke dropped. The
Frisoger s SnifTelp fnparion dfaenst thas 1
mentonsd s1rieT oovers IRy topic quribes well

. Erxcryption

Fhere 2ne pralably 2 feae of wau aur there
syving, Ul irple DES encnvnt my hand dose and
128 charzcter RS A punlic bey it for safeny™ el
taL’s jusk preat, ol ths Feds c2n haes & prand
jury sabpeona poer passwords &nd L wea dus'
Five Cweon up vor maw ke chenned with abiske-
tign af rasnae, D0 sourse who's b sy ceherwse
tlwou Sagol your passanrd in ali the corilemen:
of getiing arrested | think [ heand this ance ar
tivr baedees in g Senzle Sah-commibas Faarine
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“Senatee, [ hea: oo recallecban ef B9 afarcmen-
Lo wvemis o this nine” Bl serously, strena
ETErEpeine I8 el Howpver, it woild be Toelish
to ocly om it 17 e Fads have wour vermmatar and
HOTERS T WO enoyplive sofiware sl in 4
fkely that They coald break it gives the mata-
tian. [F woa anderstand 1% 1nse arl o oode Break-
izg you shoald undersiand ths, Famle ofen
perioak e fzon that wovss passwned, the nre o
USE D ASCEEE Wdur CTCTApRion Pragram, is tyvpie
cally Has than B chamoizes Jng. By azecking the
docess Lo waur sfervplion pregrem avch a key-
boand cimclalion requencar your Inple DES11E
kot BEA crypoo 15 wonlibis, Fust remember, 2n-
CRVDE QN ey ot pridect pow

. .w.._.m.nh......::.nan_.u..

Bezlizoe [ miws on Lo che “Lafe 1 Prison™ sub-
part, le= me 2zl you whal 15 271 means, Yo'
Eodng b pef busted, loss evenvthog vow ewen. pae
gl out on bail, sedch o vour enemiss, pat evan
e it thao pow expected, 2nd haws 1 pat up
with & Bunch of idicts in peison. Sound Fin?
Fooep hacking, Anc, if possible, wodc on 1o
SEREIRE v sibes, That way ey can hang ar
SEAiEnag: rp on vod, Thar will carry shout 120
18 yrams fora fmss tns aliender

1 Ences 1283 may all sneed 2 hicfkek, but the
rake Por hackers bave pose i and woa nesd o
kroew ahat they are, Lers lake 2 Jaok at sane 1=
b T [ B

Agert Beeal () 41 inooths

Hevin Poclion 51 meaths

Pzneer Threal: 70 mamtha

Fomein Miznick (esemated): 7-5 wears

AR R CAN g, Do Feds ame giving oipt enens
e pow, 15 voed 2me pooang, @ Grt-lione olfender,
unzophisticazad (e 2000 =nd were Jasr leek-
ing argund in surme LHtle cormans e,
you might get prodtarkan, Hut chances zre that if
that is 2!l wou wers duing, woea wnu’d havs been
peiseal et Juo prozecation. As pomle, the Fads
won't take te cess unless 510,000 in danzpes
are invalwl, The prublem s whe is o say wial
Lt lisga is? The coonpany can sy whetroer Fgare
it Tikes and = wauld B 1aupk pruve othenyize.
They may docdz Lo, for inscranes porposs,
e come huge doamtime axporias an e, [
wan hear it mo;, Wt wiz delerled Lo dnlneder,
we prernply Wees cos sysbemn offline. Iobeok vz
tw wighs o bring it wp zzain froa less iz
wasled mznpewer af 22 mildon™ In some cases
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wall might e briler ol jual vsong the gampany’s
paw! | syEnem o ocur i 2 pouple of 200
thecks Thal wax B¢ goarement has a frm ioss
figare This wncld resalt in a moch sharler 60
lemas. I'm ot Rdvecating hlatant criminal ac-
toms, 1 just hick (ke senicncieg pucdslines
dobiisly reed some wark.

Pt ¥ - Federal Frisom
A Biate v Frdenal

Ir miosl cases [waoald sy Gl Jaicg riresina
Frdamt Prsen is hetver chan doing Eme o e
shabe Inslitulions, Souni 2aTe prisns ars such vi-
alent anc pachesic places that iv's wocth duizg 2
1210 o tims wn e Federal epstam. This is goo
it b changing however, The public saoms 1w
|ink 13wr prisons ars oo cominrtable and as a
ramalt Congress has passid 8 T ails wr wuphen
Ikps i

Federel arisees ars gererzlly pormp oo be
semeahat loss crowded, Slze, and s e
hacs, The prizan 1aas 2o leoked a bt like a cel-
legs campas with alenre OF grass asd orees,
ralling hlls, and sbocce buildings. [ span mosl
afmy ime i the Bhraey hanpics aur with Minor
T hreae, We would arpue oves who was eooe she
“kfy sentense wis longer” Be would anrae <l
was in ey boaoks ard asaspapers,” st re-
ke, T

Excepunes @ the "Ded is betber™ rule wiedd Se
shales Umal pommnil Belnsions 2750 word proacessoos
imynurcell As [l hons just proor i ekase se-
Elieg zhis article with peo and paper [ ywoamn for
Even d Smils Coctia warh ane hre display, The
erabes fave varyisg privieges, Yo okl wewd g
eysryiacs whers sveryt=ing gels sols tom o
There arp 215y sias ke e abolishicg pamle,
thizs takizg mwary the abiily o pel ool @y witl
poaal behackar Thes is ahat B Teds &3,

B Necariy Levels

Tz B of Prisers (R0 has six secarily
levals, Prisons are assignad @ secuniny kel and
gniw poiganars wih the zppropriabe ralings anc
howseed 1zeps, Oter the HOP wall have twa or
e fucilides ab coe lecelion. SUIL P fre oi-
senlially separaze prisnes, evided by fences.

Trex brvarsl bowel Teciliny is callal & ominvane,
x camp. G FPLO Gererzlby speakizg, woa ezl
fnd firse time, mom-vicknl offcsdas with less
1Fan Ml-pzar sencences ihere. Camps have no

famcs, Yoo wurk SssiEniEF A0 8 SArap s usa-

Aatarmn V9T

2600 Magazine

zlly off the prizon grounds ab o cearby mclitare
kase, DNRGT Umgs SAmMDs operzis s suppoct for
alier peary priseos.

The neal evel ap 5 a boar Tedemal Cores
13anz] [nstitutian [FU Theee zne where wed: find
z ot of peaple wha should bein 2 caop ol for
sene Sachokml ressan didn’t caadisy Thers is a
dochle femoe wilk raear wine surroundong il
Apwin wou will find masthy neo-vialent types
here, rou would rEliv Bavs o piss sameecss Al
kefare chaw ol ke o swing ab vou.

Mlgving up apsin W& pst o mediin and Raph

1% ahxh zre ofen comivined. More remos
wirt, rrEans puands, seerrcrad poesment, ged a
rougher coowil. [s alsy common e Ind poopi:
Wil 20 o0 M plus year senisnces Fiphtmp ds
ook mire eomrman. X 1 smarsd [ T,
znd penple generdily leave you alone. Xillmps
wre el Do Teprible’ Coqsunneat. Wil a prisnn pop-
latiom of L3O 20 20000 gbucl oo vp Twd a piar
lezve on a srercier and dea’l come back.

Tae United Staes Benravtiary (LLS.F) s
where voa and the menierems, rapisls, spidss, and
ki rivzhesl gang haneers, “Levvenworth” and
“Aliansa” ame the mest infecmus G thess jeizes.
Tradmicea by eurreerded by 2 d0-food hrick wall,
Ty take: <m AN Qi apperrancs, Tee naanger
rise per prison avErges abeut M per wear with
waed | prer 2% soabbings

The highsst safunny kel 1o a3 Spanem s
hdax, sooneliznzs medsrned Lo as “Supermas,” bax
zaslrchy mmabes 27e Jacksd down 21l he time.
Yaur mail 33 shiesat B il gvsr a TV sinezn in
your cell. The szoaer is cn whoels and it omes
1% Yair E0ar Yol rarely s=e abner bomans and i
yuu ki Daaves waur cell o el be handzorfed
znd kave o Jeast 2 Loser puard escorl, Mr G,
e Mafia bess, remains in Supermax. 5o does
Aulioidps A, The gpy

£, Geping Desigaated

Onea; wind dne saarkawad, dex BOF has w0 Sgure oud
whar they warnt ko do with ol Toers i 2 mame calkal
Ui sty and Olhradezion Maranf” that they 20z
suppecsed ko Bolkore, B s grabdichs avclais thecaph the
Frevstown ef Infroranon Azt 2nd s oo fomoesd orisoe
Lo Ly LUntisrsstey, rosn b inempreted o mm
ber of diffe=n! wirss. As 2 sk mosd prise obicizs
nospeonsiols B ciesishang wou do peety much as gy
[hess

cethred on e 40
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Hacking “0 n’MWHM

by Phransys Deakd

Along with the advent of the computsr,
rxn' other croaning achizvenent iz the
abiliy to move parcels fom Peint A to
Paoint B i a repid fushion, In other words,
Creermight Delivery, Owveroight Belivery is
a Aeecoly competiive and ever-thanging
mrarket, bt no other compary bas ublized
&5 much echielogy o their rige o fhe rop
i Pedlerzl Exoress, [o chis article, Twill a:-
rmpt te pive an ovesview of FedDxs
rmorerlith resinframe, a look a3 FedEx sacn-
rity methods and even 3 fow s sheald
ayoas decide 1 oy andd kack FadBx,

The Svirem

Bzdlix runs its mainframe off of a Cray
sipercomputer. This iz necded to deal with
e everwhelnung fogistics of mass ship-
piag. Theagh employes records, custores
accoant inforoation, and ether inlernal
functions 2re oo the mainframe, the heart
ol Fediizs computer sysmem i called
COSEMOE, which stands for Custommer Q-
cntied Hervices and Manarement Crperaring
System, COSMOE {zonaicting of well aver
240 screens) is used for dispaching, rack-
g zrd acing shipments, and commani-
cating hetwezen FedEx locarions, Wital
informarion such a: service delaops ang
custoiner s s zlio kept in COSMODS,
e will be surprised and & bit clated 1o
find the home addresses 2rpd phone num-
bees of cclebs ke Skawn Bzmip of dhe
Sraltle SrperSomics and Temr Brokaw of
HBC Mighily News 2me spread on CRT
for 2l W see. Meafless 1o Fay, COSMDE 15
probably the most vital subsvslem in
FodBEa's massive network.

Over twer million packages go through
Federal Express’ air‘pround netsork {re-
ferecd o by posr FedEx employess a5 sim-
iy ke swslem') each day OF these teo
million packages, G0 percont go Giroggh
tha svsrem with no problem. However, the
resl anay have allention callad o tham by
custorers whio:

A Weanl w change the sfats of a pack-
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agz such as delivery ditfo, billing changes,
of servics changes.

B, Vant o obtain iofo an who sipmed
for their package, where, ard b what timee,

L1 Dest want to kmow where thear pack-
g 15 a5 it moves theough the syste

Lets agsume cur case i C. Let's say
Wints] Corp. has just shipped you two gigs
of ram s a thank yau for oot bashing thent.
Wiou'd Jike b2 knoes wWhere it s You pick up
vour phone and dial 1-E0-GO-FEDEX.
lnstznily, wour cali is diverred @ one of the
many Call Canices e the natipn whers
thouszeds of FaiBx amployess are sof up
tr gzal with customer calls. Lsieally for
fracking packeges, zn automated svstom
vl read off the data entered n COSMOE.
Herwever, I o navigales the auiomazed
voior prompls elsewhere o the packape
slelas is unclear, she caller will be rans-
ferred o a Iiviz perean. The person who an-
gwerd [ealled a Call Cepter Azent) wall
then z2sk for your macking nurmber. He ar
she will chon procest o acosss COSMOS
For the infarmation, By the way, siace this
15 an IBM AS40 mainfrarme interfzze, 211
of COBMOE" soreens are Aimotion key dii-
ven. In this case, the soreen ke Call Center
Apsrt will aceess is selected with PAE, this
called the 87 serzen by FrdEx personsel,
This sereen racks every move ths package
mitkes, From the fimes it is scanned 1o the
time ir is delivered o its desrinasion, the
package is Fraguently scanned and (s sta-
s updated. 5 will then rewd this info
and comimuniczle with the appropiizts
Fedifix fzzility that corrently (or [2s1) has
the packaspge {usimg info an COSMOS
which shows mla on every facility inclod-
ing internal phane rumbers and directions
ta spacifc lozations) ard may =ven transfer
you o them, The infa in the "B scrcen is
prabubly the most dynamic of all of (05
MOS" subscrecns ard 18 cpdared fhonsands
of tiree a minutz, Al of COSMOS" dats 1
avpilablz wia remofe access W managers,
dircetors, select sal=s reps, and odher nesd-
t-kmowe emplowess, It is also availahls i

Autiron 19T

(clever) inguiring minds, 1 adon’t think |
nzed ta L=l the seaders the applications
possibie iF one possesses access o data of
thiz sorn. Whether or not the applicelions
v chasase 1all on ke side of lepality o
not is enritely up b you, B just prosviding
the seaders with a lock into one of the
inrgest privile systems and a “heads-up™
should anvene be interested in a good arad
challenging lack.

Sewwrity in the FedEx Metwork

O course atker data resedes on FodEx™s
rztwork ofher than packape info. There s
the companys ncraner, inernal bualletin
brards wich Tnads af inl on everylling
fromm Corpesste Securiny memas o em-
ployee profiles, One day [ oven leamed a
corfain stabom manamers prolile meloding
beer Tli carme, the pamcs of ber two chil-
dran, what Lind of caroshe diove, and the
fact that she enfowsd listening o gospel
music m kier sparc time. My poine? Ooce
inside, thare is wvirlwelly no sease of som-
ity ather than tarong those without appoa-
priate duety coedes fiom acccssing cemain
serzens, Fven a Few of TBM % defaalt pass-
words for she ASLOH MMamirame system
woark. Wihate intcally bax, peting in from
the aoutskie is considerably moach Mmooz
etrier. Thase fariliar with any Urix systemn
v reaindrane O0% know 3 gocd admin re-
guires the user to change puswords Tegu-
lzily, will cheok logs for unavrkerized login
attermpas, and wall revoks wsends o a “3-
and-par” basis far bad passwonds. FedBEx
danzs all thess wondarful things to discour-
age umauthorreed =ccess, Bol again, thicae
G0t make the sverem hamid, What does s a
Lirtde svsiern | have pickmamed “The Beast™
that is roe of the mosl clever devioss [ have
COTIG 20055 In WEars,

While chatbing with & frieod of mine
who is 3 sales Tep, the subject of socunily
camns wp. He then pulled out The Beast Tt
laoked like ore of the dinc-a~-dozen credit
card sized calowlators youdd find o e
checkear aisky of your favorite grocecy
store, [t hag elewen keys (nambezs 0-9 ard
an cnier key) and what appears ta be a 1i-
digit LED display. How is i used? Well,
this sal=s Tep fus 2 usermarns and password
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e log en with, Mothing uoosoal ther: e
alsg b Four digel FIN. Uncommen, bat
ot all that unusual, What makes this -
usual 15 that afier ke cneers his PIM, the lo-
Ein system spits ot a sin odigh! nernber Foc
hicw tr onter inte Ths Besss, The Beast then
wpils vt yet another carbes for him fo cn-
i inzo the rzroninal to complete his logim,
Ok, 1 abmost forgot. For 2l you MIT and
GipTech-ites who can ten compla alge-
iithims in wour head inowour sleep, rhare®
rre Pl catek: wou have 1en soceads faom
whea vz garthe nzmber from The 1zas e
erter 11 e the rerminal or elsz won ace
logEed aut 2ra the procsss begins agaim.
SWith, muight 1 add, 8 whole new set af con-
firmalion rurnkess.

Another pnintentional, but highly effecs
twg, Form of socunicy is the dendsnoy of
megi coTpontlions e inmezae Leosehees
in ingider jarpon and acrcmyms, [ owouki
ewd o S0 far 23 e sgy that car good pov-
ermment has only = f=w more TLAS than
FedEx, As Is the case with the governmeny,
L oy 1o 2ocial engineer voursel? infe or
a passaomd using that drivel tn Neeveis 5 g
SwperHacker, vou will bz charing your
deepest thovghrs with & dialeone. FedEx
corpotabe s is very deep znd compli-
cated. Outsiders are sasily spoired, Espe-
crally thoss of yoo wha call FedEx couriars
"drivers.”

Sa You Wanna Ty Arpway...

I see a fow of wou have decided 0 he
pergistent despitz whar 1've fold wea, Even
thaugh it is an iznpeehabhle process, s oot
impassible. First off, it is imperative Lo
gathier information on your enemy, Tee of
the hacker™s oldest znd st basic waols are
trashing and social enginesring. Fimst of
all, rashing, Mo FodEx statien | know has
it oprparzte policy on sheedding. | kinow of
masy stations and ramps that have shred-
ders am their officss byt do ot use them.
What can ke foursd® A& venkzble pald fine
of infermatien. There are printouis of
soreend (ususlly the 3% screen used for
“_u.".,.ﬁr.ama tracking amel the “5%7 screen waed
for detailed infe on oaced peckagss),
Thase are impertant fer understanding bow
these vital soreens leok srd giving you n
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e of bowr packages ate scanned 2: they
move dueugh the system. Inferrsl phons
numbers canoalse be foursd rashing, Why
e this of walue? Cull the 200 number zrad
gzt the locaven of vour nearest FedBx sta-
Len inot Binko’s or Maiboxze Freo. [
mean an actual FedEx fzeiling). NMaw with
this info, ry and gel their phone number.,
Withoar cxtraordinary mcsns sach as war
dialieg or Up-baxing, the number is virfo-
zlly impossible w obtain, FedEx enplay-
ik puand skation numbess Nercely, Wgs so
oeech s spourity eeasons, but to koep Lus-
dreds of cusiomers from calling wations
unstzad of the Czl] Centers, Lazrly [and
most imperteotly), masking can bring
goodies ke maruzls and job aids, Didn's T
suy TFedEx oporates as backwards as the
govertunenl? Laty assumie thees 15 o man-
zl for Servicz Agents (who, by the way,
koo nearly as noch, if net more, then
TARAZerE) in @ setien. A few pagss wiorth
ol info kappens w change in it a5 Fodbx
updates & fow processes to chengs with the
times. Instead of the company issuing a
mema of an adderdum, they will rewrntes
ik whole darnn thing, reissue them, zrd
wrder For the older maruals to be destroyed
(e, fhrown Sway ) 19 y00 COms aciass pne
of these in your frashings. you might ps
well work for FedEx. I've sven Jucked up
on some old corporats phone directories
wilh erver 3 percent of the mumbers cur-
reat, Aleaz with the obvions, these also
previde an autling of the corporte stryc-
ture. This way when you et to rhe soeizl
enginzsrng phase, wou'll kpow thar in
stvad of "Hab from Cotipuler Securine”
thaal v are “Bobeid Smith from Dara Pro-
teotion dewn here in Memphis”

Meew that you have some info fom
trusking, le® use our second hasia rool: -
cial cngincenng. We've poiton a phone
tumber o the statiza and a few names, [f's
rat fo0 bard fo dial up and smy woa're from
& Call Conter or Data Protection aed con
sven rmaore infe our of the hapless soal on
rhe other and. Agacn, here’s where a Little af
that inzide e we faund mashing pays off,
What 4o you 25X Tor? A good plage to stard
i BEXing & Seovice Agent about the rran-
g He or she is che one most fikely o
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have reodle access. Sav vou're moom-
playse from another station leoking 1o
trarsfer to thal focpton Chit-char for g
while zbaut baw you hate whers wou're ar
dnd how the wratherpeopleahatever are
50 mixzh nicer thers, Don't cveruse iz 25
wou risk being asked samething vew can'e
AnswEr Mow ask for dhat manager’s eo-
Flovee number so voa cin email Bim, Oon-
#rabiiztions! Yoo mow Bave his COSMOS
login Just remember: kiow wha you “ase”
and what wn are talking abous before at-
b=mpting fo SE.

All this i Ao asd dandy, bet what
zbaut The Boaar? Well, the bad rews is the
Brast doos evist and bas big, skarp roczh.
'tz good news? Mol everyons with fermats
AECEEE USCE e Mreast. [ knew for @ Gt that
Teguier sbution managess do notuss i [fap-
pears that only employvess with high Tevel
Booess o semsitive infe thel competitors
like VPS5 2nd Adrborne would want 2rc o
_E.nm. u.mnﬁ_n. Il alsa vepbue 2 guess that
this iz defvrmation Jike discountsd rates for
meEjor acoounts, Not grunt lewvsl data like
COSMOE, The other bir of goad news iz
that the Beast iz manufaciursd by ao out-
sude compary - 2oL FedEx. 1'm osure thet
fhery want e sbtmct mere custmers and a
phene call of an cmal from an “inkorested
petential customer” would land vou plenfy
of tnfer an their product.

This dovice B made by a company
called Enigral axgic, Their address is 2151
Szlvie B, Svite 3], Conconds, CA phore
nenber (500G E27-5T02.

I e thus helps & bif. [ 2uess your final
question 15 "How does PhranSvs Drak3
knowr all this™ Wl iz shoold be obvios
to 8 refasded ape thar 1 am or ance was
profcey anoiosider. Wh then am 1 dri
vulging compasy secres? Thare will coms
a dap. oy friends, in the e Lo distant fa-
Ture where mepga corporations will cantral
st of the worlds witzl information. ﬂm.ﬁﬁ-
ciatly thiaras thay waould Liks 1a keep privacs
for unscrupalous reasons, They will expladt
the conuno: man for the alniglty dollar 25
long as i one keeps tabs on them, 19 up
us boosafepussd and pootser owrselves by
keeping wlormation fros and acossible,

Happer Hanting!

Autumn (97

FORRETTPT) L i ek I Y

Delealing +67

by Tt

Ewer since Caller (D came inte cais-
tence, the question of how *G7 blocks the
calliog numbar fren appeariog en the
Caller ITY hex fias been asked by many pea-
pie. A lan of us were aor sune if he Caller
10 data delivered by @ *67 call conlaimed
ouly ke "FRIVATE™ messags or if the
calling number was 1o fect sent along and
simply nat displaved. The angwer, a5 some
of you might alpzady know, is definaely
the fadter! Assuming that Caller [IF ds
awiilably in vour ares and sameene calls
wau eeing *&7 in order to remaio arany-
pnas, his or her menher will seill reach
vour phons swilch acd, with the righe ac-
cess, voul can find oot what that number is
Thiz srrizls is pet written fram a technical
porspoetivi, terefase i will med tals abour
kaw ta manipulate the actual Caller [
deta, [nztead [ will deseribe haw Orani-
poonl vedes el can maks *a7 complatcly
ieless,

Cinigaint s a company thar poavides
GEM phone service 1o 1be Morlbeastern ce-
_wm_u_._ of the Llaited States. Besider making
and mecciving calls, Ooenapaint offezs a va-
risty of very wseful features. Ore of thees
fearuras is voics mail, When using messagps
playback oo e woies mail, e caliores
ariginaiing nember ix annaurnced prior do
the message. A rather interesting ching s
that s vozee madl systeim will abiain de:
czller’s number even if the caller us=s
Caller [0 Block, namely *67, 1167, or All
Call Rlacking.

Thic has led some people tn belisvs that
Umpipaint vores manl uses ANE estinalagy
Hirarever, this is not e at all. The systemn
abdatng the ariginating number ueing Caller
1D infoemetica and i1 bvpassos Caller LD
hlock either becanse af a ~“huy™ in the systermn
of because of the aay the svstem reads the
Caller [T} data.

T verify that the rachnolomy used hare is
udied Catler [ and ot AN & vory siople
eaet fe condugted:

L. Dz twn telophoas: lines: Line A and Line B,
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With Cwnigeint:

2, T3l Fapsard Line A to the Ompipoine
WLz .

1. Call Lime A using Lire B ¥ou'll he con-
pocted o the Omoipeinn vober mail sines
[ire A is foraarded to it Teave 2 messaygs
e the vedes coail.
A, Call thes voice mail and retrievs e cocssage,

Tf tha sesten read back Lire A% num-
bazr, we woald know Ciat AN wasz 1k 1och-
nolagy umed. Heaever, in this  casse,
Oounzpaent wacee mail wll read you back
Lir= [F. This indicates that 1he system g=ts
the relephans rumber from Caller T0F data
Because when using Call Forsardicg, the
switch will alwees deliver the Caller T
infe of the party that intiazed che call (of
course this is 2=suming that 211 che switches
invelved kave Czller 1D capahiliny
The reasen wly it Le very dopoitact 1o

print aut 4hat this vrice mail delecks nume
hers thrapgh Caller T0F and nzt AN s he-
cauze 1 makes the sysm so ool mene
poaverfiz]l zrd 2 ot scarier I the systemn
ez ANE the enby way that it could obtain
ths callers number wowld be o the caller
dialed the actaal Qmraipaind nurmbher, Thie,
theesetically, e caller could furst fiad oor
1F ther number ke or she s sbaut ta czll s o
an Cmnipoint exchangs and then take 2p-
propoiars precautiens whan calliog rhis
mumber (just ke when czlliee 7400, BOOD
and 500 nzmibers), Howewer, singe the O
cipoiar swiich reads Caller LD and paorcs
*£7, any phore line can be forwarded ta the
wabee mall making it iopossible far che
caller to know Belorshand what he or she 1=
getting inta. [ have noidea if the GEM svs.
vains ane ke rest g f ks coutry do the same
thirg. Corsidering that Caller 1D pdw
warks an an intersiace level, people fram
anywhers elas o 1be coundey can sl far-
ward their phane 1o any Omripeinl tuzndi
in rhe Northeass, Thew can then Zed the
apunyeous Gallers namber by samply Bc-
zegsing the woice mail. Just remesmbes, 1
theee is 2 nuober you want £y call 2nany
meously do nol by any means rely aa 767 e
kleck your rumher,
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ATTENTION: LADIES ¢/t

NEED EXTRA MONEY? &

LOCEING FOR VERY CLASSY/REFINED
EUROPEAN OF AMERICAN BLONDES,
BRUNETTES, & REDHEADS FOR AN EXCLUSIVE
DISCRIMINATING TOF OF THE LINE SERVICE.

PLEASE CALL #52-212-866-930 PETWEEN
6PM TO MIDNIGUT MON THRU SUN.

o
SERIOLUE NEED ONLY APPLYIN THAMETYOIU. ’
. ' ) 5 A
FAT i R - ....,%.u‘

L e o

We found this height of sleaze on a phone bogth in New York
[ City.Whoever this is wants 1o make sure he gets che phone
numbers of these “classy/refined” women by including ¥82 as
FART OF THE FHOME NUMBER! Of course, he forgot to
add the | before the 212 so this is likely to confuse whoever
tries it. Mot to mention that an error will be generated by
every call placed WITHIN 212 Well, at least the graphics are
| classier than the people bahind this.
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Heow T Be & Beal Dick On BT

by semicheing
The purpess of thiz amicle is o provids
whal 1 consader eplome] mebodology for back-
ing IRC chanmels. In addirion, | will provide
sarnz of the bera Giannels 1o hack as well as
fizn things to da while “owning & chaneal ™

Wiy Hack IRC?

Thavs ofeen askaed oyselfdus gaestion and
b gaawers ame varied and nuemescas. Ore of
ke primasy reasans for kacking LR charnsls
is. dues 19 sleer beredom. 1osever a malsicude
of serondary rEasons exiss, Forsnsost aomong
rhase is seaethong along the loes of “that 2s5-
bale op insulzed me andear kieked noe andfaor
banned me fram the claanel asd & waer re-
vedga’ Thia i oa peclectly walid excese and
borzdom s mot 2 necassary eenddian for no-
plemrerting a akaever of am IRC charmel. Kaor
i3 i f ceeposary condition 1hat the reason voo
weors insulied ardfor kicked andfar hansed was
heEzause Infpst you ace an asshele, Al that b
THBEEEALY 15 Lhe will, che desive, a kit of il
acd of course the teals, which conyvenenty
brings pog 1 oy nest woctica,

Beguinize Teals

Any decent crallsmen needs 2 good sek of
1eals and JEC hackers zre no excepdion, Witk-
awr the preper tacls you a2e dead i the waler
All af 1 racds [ desembe belaw ars availabie
on public fp siles. Befors 1 laanch inra 3 dig-
cussion af what yeu wil soesd il i important
g painl cal thal of wau are reading this dagu-
menz fram your prodslip acemud you et
cofiszder peting @ shell wocours if vou ame seri-
tus ghour hacking. Hacking 120 from a
Sipppp is mach mors eemplicated thar deing
ey rarm a3 skell aecoant. Thee are thoss who
will debate this bt my experienss has thawn
tha: mlRC or aee of the athar shancware IRC
propgraon: lor the PO oars ma maich far dhe
speed and easz of nwe that an [RC shell .".._q_m_u_
Dleas for Thus ke firm tae] roquinsd For
Feacking s an excellens TR shell ecript. 17y
bxve zlrendy vsed IRC via a shell acecant and
arz gicl eading thes decament wou prohakiv
Alocady have a serpr, which means you aes

Alturen (F97

well vo your wuy! As far as [RC shell seopls
gon oy persenal freeeits i3 LICE - wsadn avail-
alde publhcly wia FTF Orher soripes izt bur
Lz richress ard poer ef the LICE commands
[ bealieve s somond b nane. Wow whils [ is
possible to slon hers and hack cps wok justa
szripe, v wiuld cilicctively be putting waur-
aalf necdlzsely ot a hendizap, Therefoee | ooe-
omoners]  thss  sddazanal fwe taclss 10
Mudic-Cloliide Bee (MCE) and 2} Link Laoker
(LLY Thesz ooa £ preprasg md vour elaoloe
mnd intclhigenee respoctively. Agzin, both ars
giwilublz via FTF ard hech are O proosrans =nd
kerefore need o be compled,

WFRar It Tates Ta Tials Conpeol

In goder 1o clivarady gain comtmal af &n
1RC chamnel wou mast be the only oo ae poar
charmel. TF you are snll clockzss 2t ikis paint,
that 15 63 sy, you should be the only guyipa
wilh the & in front of your nick, Qnes yoc
hivve azcaraplished s, 152 channel is s,
0 courss, that is undil it is dakern back or you
decide 1o sexsx hacking 15 chanoel, There ane
a nunker of weps do effectively gain ops ena
ciannel, [owell st with the sionplear, 12ien
morve o the fneczasinply more coonplex ard 5-
resisg Jaden metheds,

Far and masy the easizsc merhed of gaining
oo on A channel is 1o sk, You laugh, £57 Well
don’, Czarly, ms backers grow mese pravalan
un JRC the asking methad bovenses mone and
mare unlixely 1o succud, This is especially
tus of the bigger znd well 2zeablished chan-
nels thar havz sees onrd Cranselves soch as
Fhclasn,  Floorsca,  Ywindows®S,  Fhawse],
wODEM, chlzklife, fravns, Shack and an ol
thz frvzrer channels a3 wall 2 @ whals host of
cchers. T pain cps in these chanrels vai mas
biane & chanrel rezelar e, oo wla kasps
o thers Frequensly and besomess a knowo and
tasted menber of the chennell. Smce wow
have pedlber the Bmes nor the desirs o make
friznds an the shancsl yeo ulimalety want
hach wps an, the asking msthod s the lasz
thing you want ta do an all hur the saalle
raese ethersz] channels, whans you abvioualy
stand a botler although il slim chance of
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zaining aps throagh a request.

Bur af cavrss yoa didn't comes this fur o be
tzught bovw Lo ask o ope, 50 Jets preceed with
the peat T2ssen. Aside from asking, e Do
effective way of paining ops is throzgh splics.

Whar is a spld? A spli cocurs when the
1RC agrweg y0U RLE Sommwanicatng on de
rpoher From the oot of 1B ool B wou ace ia 3
ckannel and by chance the only one oooa pas-
ricizlar servec that splits away, you will nes anly
firrd yoarself 2loms oo the chanmel, but will
niw has 153 epporhancty 10 pain ops. in andes
re i this you reed to leave and rgjoin the
el inowhich case you will pow ficd yous-
self with the littds 4 i Gonc of yoar nick,
Wher veur server rajning you will have ops an
she chanpel, Mo yoo s "W, that's ey
enciieh! Wrong. Mere likcly thas nol, sspe-
cially on a bpper channel & pamber of thicgs
ane likely to coour thal will semnese woar ap
slarus. Bamember now the poal bons is 1o keep
aps 50 yod caa CHaes Your W Also, z2nd
rere irapartantly, iFwos po e d claonsl sod
wanl asounsd hoping the server yuoa are on
splies, waw might poew o] azd dig first, There-
faps, what is 2 wancabe RO hacher 1w Jo?
Link Lecker is your answer.

Link Logker

Lizk Leaker iz a lovely lictle pragram that
aets ns your intelligence offeer., Witk gat-
ling ance the complexitizs oz its meckanizs,
what it elleciively dozs is pive you a2 message
amytinee o parficclas seover Betaches from ibs
net asid A message when it rejoins. 1s dbo
methodelegy besaming elerrsr new? Yes!
That's right! When LL tells yoo thal a serwer
is splu, you sonnect o that server and join
the channel wou ssck to hack cos onoznd
hope nobody else split fremn e channsl o3
that serwar 40f this gocurs vou will rot get
epsh. IF you fied yearsslf alane, yea wili
hawe ops ard a fighting chance o gain Soce
tral of 1he channel. Tt is important to rcalize
that on many chansels, just petring cps via a
um__h._ arsd waiting far 2 nejoin is sufTicienl far
prinicg soatzal of 2 channel. This is particu-
larky true of small to medvam 3ized channsla
as wiell as channels that zre not crganized or
do not have bets (moee on this later). Y
cimnphy wait for the soowar [0 rejain and anes
the channsl iz fall you executs your mass
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Jeop zammand {this i= in vauwr script and the
dey element e geiting rid of any other ops)
2nd you will Be the caly op left, The chaenel
iz W3 and yau can po da year dkicg! On
bigger mers organized chanesls, rhings
won't he 50 2acy due to the presence of bols
as well ws the prosercs of soripts wzed by ex-
isting harman ops.

Eats and Seriptr

Brogsr orz  afpanized  chanensls  in-
=vitably bave a bot (robed) or mulizpls bals,
Bears are sssenrially smzped up soripds that at-
temnpd b mainlain eos on & chasnel by their
rentinames presznce on thet channel, Addi-
enally, bolz provids a sumber of charnel
meintecance tasks such as ofpicg known
msmbers of the chamned (gither aucnmatically
o7 ihrough passwoesd pogaests), providiong
notes, and other infoemasion. Bots hoaeser
arg pricnacily vasd for kesping ops on the
charmel and, deprndicg va the typs of b,
deferding ngainst [RC kackers. Bots come in
many varwe and types bt the best nf them
do a gaed job of decoping splimers ilats
yovd, 5iliy - wann ars opped on a split acsd when
you rajedn 12 bar will deep ok Mot ealy
will hees deep you = many of the kuan eps
hawe zeeipre (such as LICE) that, dependmy
on ks sedings cmploped, will deop yor as
well, Bomw, with the prevaience of powsrlul
seripis o IR & pecerd phengmena is the oo-
currence of the deswnck. This 13 8 nasty svsnt
that rgkes place when you rejein from o split
ard yauz m_q_.mu_;u?u_m the axisting cps and e
existing ops doop you 2 the sams ume., Whar
this daes i3 eonfizmea the shit aws of the servers
and causs thenm re desynchronize fram are
arother. This is 1o be avorded 21 all cosrs,
‘Whan rhis happens you will effectively be-
come desynched from b largs portion of the
net 2nd mast of 1he chancs] (dependicg on
what sepeer you rede inoon). What's worse is
that wiu will thick wou bavs ops (which yea
will for that server) bt in ocality wou won't
ared i will be warring yeur time. S how
with 1= prevaleocs of supsr bots and uman
oops with soripes doyou take the channel? Us-
ing MCB ol courae?

Mo Ueliide-fot (MCE)
Malti-Cellde-Bor (MOB) @5 @ powericl
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teal and waur best fiemd MCH 15 &9 Cvin
leselicr prapram that creates a clone of a nick
wea want te kil falmesd aless an opoon the
chanrse] el arsorying 1o hack] on a secves that
has split {ves. the onc Lk Looker infenmed
i ofp Basieslly vou feed MCD the name or
namess of the pick vou wanr 10 kil and rell it
what split rerver to astxilisk these clones and
Ul .qﬂ.-mﬂ.L_.. b Yes, that's im,.r_._r.
the tarpet is thrawn out of the channsl {leaunp
apsand s re-gstablish o conmection with a
s=rver ta gt back cnta JRC and inte the chan-
frel S wes, yon bave fieured it ot [F you Rill
2l of the ops o4 & charnel and youride inona
aplit wonz will be the enly op in the chanscl Led
me wseuns wou thens 15 nothing live seeing the
nigk kill mezesges of the aps yoeo have lacpersd
as vew ride o oo the split

Fre-Takeover Proparasion

Theo: are a nusber of shings wou can da
befere wou atiempe io tzke over =m [BC chen-
red to s lkicgs cagier and be as well pra-
pared 25 vou can possibly be, Plain ard giopls
yiou ot koo whie o are attacking. Ome of
L5 1ol imprian thirsgs vau can di as youz sic
and nhszrve the channcl ds 1o detsrmmane which
bte aadior humen ons ane deapping on re-
joirs. Those amc the noks yeo wast de larper
first. %o will fadl if you don™ kel thess macks
amil oo becanas yen aez lively oo cmse 2 da-
svmch {discussed abovch, Howsnvir, 1D 13 g8ecn-
tiz] ro make sere yoo kill all of 1bose ops.
Leaving jusl oo op alive moons you bave lost
ket hatle 2nd must nes nogrous asd wait for
anccher split Tt s imporant to wabch oo for
ops changing their nicks if they derscr 2 split
[Fifey dio this, the MCE vaw tapgsd with their
nick aill he useless to vou. The way [ prevent
This £3 1o b cn kol sedes of the splic, Tharis e
be opped in the charazl on the split serwer and
haez & clome in the chanre] oo the ather side of
ke split menioning the gedngs on, lling wou
if ops chanpe nicks or new peaple arz opped
{in which case you ords 2 oo MCE with
1keir narme ca il

Thirgs To Do fece Fou “0wn ™ the Channel

Omze you awn the chenoel, the decision s
clearly yovurs an howe you asgnt o procesd and
needless to sy the pumber of things you ¢an
dois endless. Homeawar, [21 me share with you
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a fignnkeer of ricnz teered ideas that zre sare o
give wouw a theell not ta meetion tetally pias off
the chanrel yea have now hacked. The first
thing yeu can do ta e taont the former ops of
the chanrel, That is tn say, they will prababls
b sursicg wou and ralling veo what a laser
wou are far hacking the charmel. They will
say Ikiogs like “get a lifs, o semerhing mere
Troodective.” Bememher, dua take it person-
allv eu bevs ra keep in mind that it is the
Farmer ofs wha in liecd are the ones wha oesd
1o g2t a life, considericg the only power they
have (o make 1bal hsef) waz t have ops n
the first place. So you can coolmues Lo Lzun!
and if ikew pad peally kelliperent wou can kick
them: off the channel. They will undouabledly
cartr: back within a s=zond or ten and then
wou can sy soancthing ke, “Mow, now - 1am
in eontral of the cheneel znd T will rat teler-
ate such baguape asd behavia, L yea ace un-
able ta comtral yourself [ will be forced 1o bao
wour" Mo 1Bz 18 2use 10 per 2ome violent re-
sponss from e former oo in which case yeo
suhseguendy kick and han them ard mowve oo
ta the ooxt porscn. Anather thing 1 Liks o da
is oo word ban. This @s parbcularly casy it you
b LICE. Whar you da is pick 2 ward that if
typed onta the soroen by any ol ks chacnel
members, will aurematically result in wow
kicking tkeo off the chanse] with the reason
that that word is banmed. This methed i per-
ricylarly gacd in charmels live #teensex
whicre poopls are alwees sayog 1 word sex,
male, female, teen, age, etc. All you da is ban
thess warda sad warsh 1k kicks hegin ta fi
Anather thing [ ldke ta &2 1 ooederate the
charmnel. What this do=s with the ‘mode 1m
cemmand is ta make it such that nehedy on
it channed can speak. This iz a parteularhy
pood thing o do when many af the channel
rambers st petling eot of hand and you
wan? fo make soanes sort ol stataeenl withcat
anvhedy interrupting wour. Wes, 21f eyes will
be tnained on pow I pou want to be peally
me=zn, when weu zre finished hacking the
thacnel, vou can leave it medsated in which
case rabody will be able 1o sprak and the
channel is affectively shat dean. Ancther
1king o do which s rasty as wsll i b kick
sverybody aut af 1ha chanre] and make it an-
vile anty, sffectivaly chutting i1 down as well.
Thirk of your own trealive things to di.
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Brurr ForcinGg THE Worip

by Chezellead pets really amaoying when afier three friss
Oue university 1 koow of uses ao old  you ere ducenooored, and system kegs can
Hursaughs mainfame for their cegastration  show huge altacks agzinst usernamss

coaputer and ailows, with 2 uszmams and

Enter the latssr greatest systan far de-
a Tour runiber pin code, ascess oo person's  Livering emasl, the Post Offic: Frotecs] 2ka
grades, the zbility 10 add and drop clawes, pepinail. There are many systams oot thess
fimanceal 2id information, and a sfodond di- wet thae don't bog pep atiempis, and many
pectory, They aluo saplemenned o campezs poginail servers don't kick you off, S0 yon
wide pop mail server with the default  can starta senpt and len it ge, being alnost
passwends, changeabls only through a pre- azsured of aventually wairnng Colrancs: 10 a
grany Tke Fudore, of a sutic four Dstter  wyst=m. ISP syaleing, as thay ars wsually ex-
comAination and the pin code, allawing 2  remely lax in required pasowords in an at-
bigt: force attack (hal fakes feo oinutss  templio keep thelr costomers happy, can be
reaximurn against e majosity of asceants.  wery easy marks.
and then commplete acecss 1o the student dis

el e

_|1['I.L"-‘:?E' .

ylE =

!

Popraail is 2 very simple protoco] 1o
reclary 10 find more usermanes!

play with. Just ke fip you login with user
Walcpme W the ancient att of brute  <uscrmames and pass Spasswords and, un-
farce hecking, the way into systems withoo  =ss an encryption scheme such s apop i
gaping wids backdoors sich as FHF or  nsed, the passwonis ane jusl sent in the
sendmails fner remate hacks. A werld in clean Fopamall servers reside normally on
which infaseous internst attecks such as the  port 110 for the papd protocol, the current
Cireat Worm wese able 10 cater thonsands of - standasd,
swslerns. The concept of brute foree kack- I won't inclede a seeipt for this as thal
ing hasn't changed much alfaough inrecent would be too easy, bul il shouldo't take
years differant forms of atack bave sprung  mors than 13 oioutes to writs and debug 2
um; st oo Wi eloes and Ap ztacks wore working briste force sezipt For popmail, ared
comraon and they zie gl arourd, but i the sesults can be incredible.
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HOwY T DESTROY SEMEITIVE INFORMATION, Alwiys tear confidendal |
fmemas inco twio or thres pieces befare placing ther in che trash. This ensures
that nobaody will be able to read them.'We enly wish we knew what company

this was za we could congratulate chem publichy.
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e ._\.EEm m.._w&.a __n___..,__ Eu Eﬁn and the
fiare recent hptar Votes™ aws (officiatly
kisdram 5. shie Matheial Voter wnﬂﬁqﬁ_na..

Mel~zirca 19937 2fow the-wily | Racker. o1
the redious .._u.&“_"ﬁ_nm.u ﬂ__.._q.n_n_"_r._.... n_,h.ﬁﬂ.ﬂn_“_.

htiity H_ “over-infhiesice " the - pehitical -

process i fhe Unitad: .mEHm.EE avery
poilive tisk-rewvard zatio: webs euly, vote
afiern, vohe ...._._a., ewc. _&__n.nrﬁ_nn n_m Fellrz
caught:’ B
Phfotnr Wolsr™ i ﬁm u.mnm._“_, B WE .____.E
igess i firero ALl 3t does @5 pootent votes
registration yaaterial Bt-almost’ evEry. Son-
tact £n individual has with government, €i-
that federal, state or bl -0 45 anved from
ths m_aﬂ_nu af actuslly. attaching & votr
eegisiralion form Lo waritus moter sehicke
departrment forms, nosably dover's license
m_,.,u_:n.wa._u amd the like. [tz anly elTect is
w enlargs the slectorate, allogedly favoring
Dromperats. Hoarwer, .: is intersling @
pote rhat the previcus act enfarging Lhis
electorate (he lowering of e voling age
from 21 ta 18}, though predictsd to faver
Dernocrats, has wetually favorsd Republi-
Gans in meost elections sirce this bas bean in
elfecl (197E).
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. The Woting Rights Act is the tonl, the
ewmondlaped  Joaded gun waiting to be
seized by Srckers - o by Hitlers,

o “The act states thalif a goopoliticsl azes
{3 stats, 5ol ps Mississippd, a county, o a

o ciny Ficas Mew York City) has a minofity
*efection turtent which is less than that mi
marity's perceniags of the gereral popula-
tion: then that anca ig subject b the Voling
Righits Act, ahich Tikeralizes the slestion
slaws, O
o In orher words, if MYC has a popuiation

. which 1% 35% Blagk and 3% Latino/Hiz-
panic, then at least 35% of voters at the
polis oast be black, and 3054 must be His-
ponicLating, Otherwdss the NVIEA kicks
in.

This raizes many interssling questiens.
What if veu'rs a very dark skinned His-
panic? What if youre 2 dark skinped Latino
Tibertarian and refuse o declare wour ebmic
beckgrourd? What if David Ihnkis (3
black man) runs agasnst Fermands Fearmar (2
Hispanic man) for mayer of New York, and
almiost oo whites vl - are the while poo-
ple' rights violated, and shoald the KVRA
thamn apply?

Autumn 1997
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Enough of that. Mo cme philosophizes
wvet thooin, they just wie it How can we ust
the Votng Rights Act of 19837

The main applcations of the MVEA afe
the pecniiting of voter registration by mail
and the elnination of ilenbfication Te-
guirsneots,

Ml applications can b2 found at most
pbdic Hmﬂﬁ_._.__._n:.m: bnildings: Dhpart-
merd of Motor Vehicles ard Post Oifices,
Hatarization or witnessTng of thess fonms s
not required; the prospective voter simply
fills cut the Foci, signs 2 name, and mails
il At thiz point, thees are a few dungers (02
“hacker” - Arst, the recistration mpsr be
railzd from within the state {a rale st up
L canbat fravd); secord in most states, 8
woter 113 card - vsualiy with nothing more
tkan the name, cangressiopal districl, 2nd
electan district for the gaven addrsss - is
sent ta the address provided oo the peploma-
tiee forrn in a “TH) MOT PORWARTY an-
velope. 1T this envelope is rerwrned, mast
Election Boasds will remove the name so
recently added to the voter rolls.

A coimical can get around this second
danger in either of wo ways: be can fegis-
ter al the last possible moncot (this diffess
state by state, bus is wseally 30, 60, or &
days befors the election he wishes 1o vole
in, O eousse, a few days st be sdded fac
moail delivery. This works well snly instanss
with the 30 day deadline, such as MNew
York!) ar he can use a name siozilar 62 one
found in 2 phors book. Jobm Jasab Astor
might not think smuoch about geting a wale
registration card in the name of Jon Jaoob
Acter or John Jacaby Aslorn,

The “voter” must decide L R will vistl
the various polling places hirmsell and vote
ereasually or if he should dek using absn-

tee ballots. I using absentee ballotz, in
st states the decision must he made
when registering to wole {The New York
State form has a space for this purpose.) In
sorms states, these ballots may be sent 2 a
thirdeparty 2ddress, ie., an 2ddress other
than the voter.

I erost states, the absentes ballot must
b sent out by the voter - and postinarked -
rocghly two weeks before Election Dyl

While dozens or hundreds of abseatze
ba'lats s=rt to Hacker Travel, [noorporated
may sesm suspicions 1o seme cloction
boards, this i Fairly casy tocoverup witha
dazabass of persenal inforsmation (name,
address, date of birh, pary registrabion) for
the phantom voters, a8 well 25 latex gloves,
nass market pens (such as Bie or Pilof), oo-
lick postage slanips, ald 3 spongs Lo seal
the ballet envelopes.

Thiough our mulhi-threwded vider may
b an epergetic marathoner, some damger
ferks af the polis Hle may cun indo the same
persen (a polics officer, glection olfizial, or
reporter) 3t muluple polling places. Ewven
though the Voting Rights Ac prohibits Te-
quiting possession of your vater regisma-
tion card, and the “Motor Vater™ lew and
virlonss Loigration laws froan 1993 pre-
vers election officials from  examiniog
oiher ([ and even asking if you arz o LS
citizen, tedications of apparent  fraud
shaald prabably be aveddad.

[ addition, e matter how sposdy our
constituent, lines of people wailig 1o voie
do oecur and will slow bim Sown. Exami-
natsea of bis database in public will be dif-
figult and suspicious; practicing altzroats
sicpatures (even in his own handwriting)
impessalile.

In shorl, to wors often, vote by mail,

SAY IT INA FAX

Federal and state agencies fig

ht cver who gets to tap this kine:

516-474-2677
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The E-ZPass System

by BRizg Erother

[ wm responding io the commients in the
Summer 1997 issue (an pige 355 ahout e
sew otk State Thruwee's E-ZPazs system
and irs phility ba lertily a particudar welhi-
cle for violation enforcement by nsing “se-
cret dbeleclars.™

These “secret detectors™ are prokakly
nelhing more that convertzonal radar units,
wired to 2 central location for recocding
data, [ the “secrer deteeror umits” are state-
afche-art, ey are vided cameszs foeding a
video unit with softeare that zllews indi-
vidual wvehicls sposd determination and
recording The use of EFPass o ol spesd
veelarers s cuntbersoms and can only “ave
arape” the vehicles spoed over a known
diztapse, a5 [ owill explain below. Badar
arils, BF or lasar, of vides systems are
much easier L wee (o the actezl speed de-
fermination

What 15 a “rell pase?™ Thare are many
wpes of “toll passes™ in use. E-FPass 5
anly one. To alleviats the paranoin concern-
ing eoll passes, lers understand hoor the
swetemn works and with this urdezstarcbing
veall cocne realization amd, perhaps, “relisf™
that the “authoratics™ semetioees really do
v and miake things easier lor the motosing
public withour always biding some “Rig
Firothes™ devics anseng the “goodies”

Trapspordders (zka “wll passes™ or
“Lagsh are wsed te identify the location of 2
patticular wehicle. By passing a particular
tecmalion, a motorists location, time, and
datz will be recorded. Mot the speed. It
rakeos beo stationary ostallations te deter-
rmine @ wehicle™s speed, The vehicle™s “aver-
age” speed 15 then calvulated bersson fhese
van kmoom locations, There are many ways
o s ly defermine a wehicle's speed with-
ot frving fo adogd the E-ZPass fvps system
o rhig use but, i they have enaugh starion-
ary locztivms, il can cemtainty be done, This
i mod pocket science. Let ms explain (avith-
qul, kogefally, writing a boaklet). The tech-
nical bypes rright find thiz indecesring.
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Toll pass swsleas vse microwaes fe-
gueacizs, usually in the S0-928 MHe o
1% GHez, of {soon) 58 GHz bands o com-
Turricate hetween the stationary fransmit-
tarfroceiver and the wehicls mansponder
Cun you Jem these froqaenceee? Burz. IF
yan do. and the system uses jnuied mocess,
you will ped be practed sccess. Boowhar
ﬂn_nx..” have yrupsbone?

Coald you cavse 8 sippal e be
transponded  that would mdicate a8 lower
chargz than you shoald be paving? Soms
syslems caly query the rarspender for ite
_.".n_.“_......_n Hlentifer numhers, The central corne
parer kespe the rest of the dasa for the
batlirg veewrsenes, This wouold scom e me
bo bz imnpossibls to “Rack™ 2t the transpon
dor end. Ohbar systencs reoood the enfry
brme, loczbion, ebs. wmelo the ..E._._m_u.n___._n.nq.
Then, when the mansponder is gueried vpon
exiting, both the “enory™ and “exin'’ data arc
memt by the stabivnary receiver. Thens s pi-
tzntizl biere for backing, Iris also fadaraily
iegal (lwe yoars and 5 10,0 por ecow-
renced and rac recommended. (1ey Eaws,
thers 2ia'l pe free ride, Bomebody bas to
pay For thie rosdd, Lt thie whers pay o all of
wiHl nonusers will wind up payie for the
roadazy via higher income faxzs, fael
taxes, areh s locthl )

SO0-538 M= t= the most common fre-
Sy Spectrum presemily mooss, Wann to
heiar what the ransmissions froom e wshi-
cle ._ﬂ.m_.._._.m_uﬂn__u.nﬂ sonmd ke when “they™ are
using a # MHz system? Place 2 eellular
telephons near the rarspoader and deposss
the "EHD" key. The mansponder will wu-
ally react to the oearby eellular freguency
and shink it is being queried henes ciusing
& ranspond. Yoo will hear the transpand as
2 barst oof data in pour cellalar wlephone's
handset earpisce, Record this For anzlysis,
Tt iz pot erorvpied and usualiy consists of o
gimple multiple digl code. Depending
upon the system being ussd, this transpond
vall  always contzin the  fransponder’s
unique idemtifier code, ard it may also in-
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cluds the date, e, location of Lzt tme i
was querisd, and other admziistratios infor-
naliisr.
Cme commenly wsed well pass spstem
uses “hackezather madielation” o aclivale
=it wehicle ramspoidars. From a statien-
ary rransmiirer, witk rhe antennz rrciaribed
et Ui roadacay, meicrowinves ars caased la
impinge  epon  the  wehicls  mouotsd
trespander, causing the mansporeler la
power up, use sore of the absobed ou-
creaave cnengy, and refect Checkssilie
fransparkt™) back to 2 nearky starionary re-
coiving amienma, o0 another nearby fre-
querey, witl the transponder’s ideotifying
cade numier {usually about et digis). A
certral Corputsr AHEE ihe ds
mumber, loc e and dzte, and _u_...ﬂ.

ferms the desirsd zction. This is all ag s
requred for “cniry venfication™ to p park-
o lor, =te, Maore nofmally, this inicizl in-
maton Wikl be the emmry pooRt e &

; L H_HH_.H. CCUTTenCE am (BE
._qu_un_uﬂ_._ﬂ._q achiom, peeareing 2t & secend lo-
cationy, useally whers the vehicle exils Lis
Tallwiny. The central comauter will than pe-
ess the "Rilled e soeourt asd record this
data for end-of-month processirg nla &0
imenica.

Az vou may have dedeced, backscatior
moctalation i2 imperfact ason spesd deter-
mining med:umn, Within @ distanse of maoy
mesers thare is mo relabvely  accueste
ceked o detpomine st owhen Lie
trensponding action will ocour, As an aside,
if tha vehicle has coe of the “matallic’ io-
progmaced windshiclds ussd ko reduce ulira-
violet Ty ansnissi e the wehicls, the
rormally “inside the wind:hizld” mountsd
trznaponder will Eave fo be mounred on the
carsids - useally in the area of e front
buripes - 500 iz unskielded, But | digreas,
[ifferant staticnary IMlorowavs ransmit-
terroceiver combinations can causs e dis-
Lance-pa-vehicls  micasuremsn: o vary
Multiple wehicles heing almost simaltanc-
ously measored are another cause for erron
AL highway spesds the naccuracy of the
distancs determination is encagh o polen-
rially flaw ary attermpt ar spesd measune-
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ment ab a anven lecation.
This same argument apphi=s for batiesy
epecalid vehicle transpondecs. Howewsr 1
.,_.._n_ Tlimee they woull be
acciuate  than  backscatesr oypes,
tezgh | owauld nor belicvs thelr accuracy
woild be sufficient for spesd menserzments
aver shoal dislancess, A counbarpeint <an be
mads that, if the distenozs belween the Tad
stallonary  Lansinibertoochiers B great
zzugh, znd 1 am not geang W bather wath
the caloulations bar a quarter mile ar o
vopld certuinly oo i1, the distance inaced-
razy in reading the mansponder woulkl he
recaseguential and spoed could
be doterminad with sufficient legal accu-
TALY.

Sa why mat reeasurs speod this way?
Ezch stztionary installatian will cast mary
vrpwsands of dellas (330000 cach is a
oo estimated. And it tles two such in-
stallatwons, Why complicate JiEz ahen it is
vonecessary? L is much sasier and vasily
lasz exponsive te perfarm the speed deter-
minaten witk racdar and 3 camera, Or with
a video swetemn. Especially with o wided
sysbam. Betcha this is .p.;_ the Mew Yo

1f u......_ wims o jaim _._E maderm age
spoid enforcemant you wonld use o pure
viden systemn. Forget the radas; this systom
is undsbectable, There are noo ernissions
ard, coaizeguently, nothing to dzrsct

Fully asomatic vadee enforeemant is
e vt _..wq.“_. e m_.w_.na farem’t wou _r,...r.....
Hawizver, “the laws of soms states do allow
Heketing speed wialzlors wia tiiz mechad,
[magine 3 scere heing photogrephed with
the frame rate of the camara being kawcesn.
Therafore o velicle moving dORSE TR
knosn poins o0 the video picture can bave
it speed casily caloclared. There pre s=ve
eral systams that can do s, Yew do not
even nexd an actus] kooam poiet of refer-
EMCE.

Some evstems allow you b draa™ tes
lines on tes seresn of wour video momtes
lie the sportscasters do during a foothall
game, When the vebicle crosses the fest
line a clock tismer beging, Crossing the sec-
oizd Line stops the coumier aml biago, youT
speed can be calealabed very accumteiv
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Whan the caloulated spead is above an aei-
trantly ser theeshold a "freeze frame™ will
bz coptared and keld, And, just to termify
W roes, up te 20 lines can b drawn on
cme video screen, meaning that up to 13 si-
mraitaneans vehicles mn be tracked. (You
hawe ts ke o eofry ling and coe sat e
for each “detection block.™)

Lies cen define detsction blocks for
each lane, loculed adjacens to cach other, o7
they can b beoatsd in the same lane, por-
haps & quarter mils apart, subiect in the
video resolurien posstble. Differcnd timing
th==sholds can be zet for each detsction
Rlock, Ard the camera docs oot ozed 1o he
rezar e it i oquestion, just have a clew
field af view. Howover, since bad weather
woald limit the systermns whalivy 10 50e" v
hicles, ths cammcra(sl will wsually e
roimied near the site in Question

Lhsing ncar infraced technology carneras
that ape quibe inexpeniive, and nesr infrared
“lluminators” which are reclly jusr flood-
lights operaing in the near infrared spec-
rin, the emrirs site cun be Mooded with
light For e camcss w2 use, Hght thel your
ewes carmat dzieet.. it will ook dark rooyo
and they can sl see you!

Witn a line drasm for beight det=clion
arid & side mounded camera, Yover beight
vehicles™ eunily trucks, can be detecred
and sopneene alerted o stop theme IF Lhece
are chilzrent speed limits for mocks and
cars. this is how they can be diTsresbaed.

The resuleant “freers frame™ will be 2
romatically processed o produce a prineed
pichare of wour vehicle From the rear, show-
ing your loonse plate, and then imprint the
image with wour vehicles sposd, the date,
and tame. ATET is ahove 93 pescenl acoe-
ricy e domng optizal charzsber recognition
om wour hoense plare and aubomatically on-
teieng 1k plate aumber into the computer
systzm. hinagins how ¢asy those Eoropsan
license plates muzst b for CORL Mow if we
could just “standardize™ the print and cal
ors used on LS. plates. .

Mot uncommonly, 3 sscomd camera wall
aumclrancously ta%e a photo of the driver,
Lok aroursd when yiow s Oid GAntera and
zee if you can Ond the second cne. BEcan be
mrararted mons than 2 bleck awey from the
site io question, Apun, kecetion s detor-
rrined by the abilicy of the camera o fake a
good picture in adverss westher conditions.
All of thiz rezults in 8 citation, including
copies of any phategrapks taken, being
orziled o the addzess shoan on the wehis
cles regisiranon, Pay ap of “see you io
conr.”

A arler 2sids, in some states the uss
of the secomd cammera b phobagraph the dii-
ver las been considered an invasion of pri-
vagy zrcl ray ool Be allowsd by thar
pariioular state, hemos rthey do nat kncw
whar 18 driving the wizhicle, I is possitls thar
rhe wehicle’s pamer miy be held lable for
ths operation of the wchiclz, Ome case
comes o rrind where the ciztion, mclad-
i the driver™ ﬁ_,._n..u._u._...._..wd..._ and that af Lhe
wpcident passenger near o bim, arrived at
his koasse and was opened by the dnvers
wife. Mocdless to say, a5 rovealed in the en-
siing divorce proceedings, the driver bad
been thought by his wife b be slsenhess
anid not i the company of the Jady next in
himm! 1 believe thas case was sufficienn to ob-
rain the eliminsHon aof the “dfriver’s camera™
:i that stare and hence present future inci-
dzrits sizch as thas from occarsing.

[ am somewhat sure, hut not ahselutely
povazlive, that the Wew York State Thnosay
5 mob izsuing speeding cilaions solely via
the use of e E-ZPass system. Peshaps 2
resiber s with that fine apeaey?

Ir closing, do not loss e convenianes
of the E-ZFass system because of paranaia
about speedice vielation cnforcement. [F
they wand you they will get vou with imach
easier and more officient incomtestzbie
mathinels]

And, ne, 1 do net work for the Mew Yok
Hue Threway, But [ would use sheir E-
FPass mystem if | el there.
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MNaw THIS is what we call a diligent search. For nine and a half
YEARS, the Mational Security Council has been searching for the
infarmation we were looking for. Three presidents have occupied
the White House since we filed this request! Mow that we have

our answer, we can move to Plan B
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s privked i the Samerer 1997 jouz

Lt e publizeen is misleadiag pour resders lome
thirkirg thar Xevia Minick hay beers ptareatsd by bz
anprizers For rp wd o hal T pzars warhout Bl oo Tond,
Tl mez i Toem werorg of ot B 1o roct Balieys wamg ave
100 Fomar neaders that n fube 1595, Kevin bad plead guilly
e om Chagges of 2 ar frapd whie is Ralsigh and rs
2eived am pghe ik ssulerase A a5 o delermning
fuik or immocrnce, 0o te plesd miilte, oo wal. Sinec
bie alexaly has horn shoam o e o Migh! rigk aod shesen b
hs & habitual cmimenal & ther FZh, weu gl d
why be has 2ol beea aligwed o bood sul o jail, even
Urruzh B s cready soreed his origiml cigat mogik
S2imce As dor the prodlzm with his probiatiog, hs wss
Beng inesstipead for prebaticon vinlatiog, bur sides he
T e wrea, iLin maee 220 Guite clrvimun dhat b vicuied
Embancn

Dion't get iz wereng T helievs the justice sustenm
15 @4 eI 35 o uf the polewiars In e, and race-
ing Up SuETions s L be mons imgoctinl, and fe
Faities lor rﬁr.._un._.._.p"-._..mﬁ..nr.. are oo aekous Rok
=og people do wor o 3 happening znd of e saxi-
T perally for ranceng of someuns's phoas Bl & Fw
Femananet dellars mas oaby 10 12 30 davs in j2il, 1en suits
3 Frw prapie wucld e doong o all e Eme
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S iw poa can se whevs | are deutrng b mie
e mee, of farbe Do jrer missicg semiching
Te
Fort Leaveawurid, K
Vi ave. TR case & mad chou g fror mhoay
vafin Fimgile wibc steed due'd ped dreared A ba:0e This
Lo v el feAdAg 0 eeervage = B oo e oo can
07 et Aunher e g resneented e e finarg il e
e drare ke Wiawd proseouting zad haw & ir fae
aerd poraidle fu ypeed Mg saGeat ol fme 10 gelney G
atwaag el e thae evediog papvare. Preeeestans Wiy
haer Lty froatle mading den v gl acees af
Vo e e e PR o poled i

Mifnick Faftour

Dear 2650,

I wan abwokuely cheadnl after reading por aricle
thoal Fovin Mimick, "The Nevzrendng Siee” Knomae-
ter whi b2 il mafedy deseresa b dber cighita ken
vy ikt Gial Rapize, munderera and child mofeLers
ma off easler tan this Tecsnclogy & raing end od-
uncing al mizh o Tawt rals tha thizgs Ehe SmpeIiers, cell
Tomzn, andd pagers we inhelisably ooiearn a=d par of
vor overwday b And Sioes aeg all g dhal they
iy eep Kevin snd otkers Soon wring! A | 2an't thirk =
the D5 aitie tad T oamked o somecnc'y woriplale wndd
shidn'tsee @ Soepeler What g the aathoritios gpes his
b dn whoir g JobT Wonld he ba plowed I me e oo
Futer bebmd ehe M Dioiakds mentee? b2y wre bamcall
drrizg him corg 11 steect with naing.

L2 siw e, v e eve corpheis buk of ymdsrsiend
ing o reciinecliey Lot makes ke auficilize come upaith
thix sompiee bulldbie Frople lie Hevin wha possess
sihown unbelievitle et of bmewledas shenld b
Eired Lo seich the peal cranisadt.
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Docar 2605

ez read the Ines issee of 23N and we sere slarled,
o sy e leas! The conditions <f Mitmick s releass were
unbebrvabls. What's be poing e de zoe be g fannee? [
moa waly, ey are affoesing him practisally no oprors
2 2ura u living in modey's scicly

M & MighaSkadow

Fivtapr s wip B re cledap s fagioania u
er PN B Ry A A rasielr Mo ey
(A Prizag 18 mare meeegfial

Dlgkr Jasd:

L2 soca mamy IeHers i sour mogarine aboun oo
thr edooaticn mealem e T SIEnd the memtion of hack
wrepherakers, wal re quick m Hame Guen for sy prot-
lema related v St lue or phone Tisese, 5o [ decided 1y
Leal the watrrs o my Jeeal hich sshaol 1K1 oy Caeezr-
reab lzadier read “Tze Mevsrendng Sooy” amole In0e
Stmezer 1937 izair, being fial shic = @ Erm meleer @
T Uareliulion. She oas gomaged ab O cinarmeianzes
of Bevn Mitiid and fan nooimae s e Cacen afier his ne-
Teany Ehe agpzed thal they is 3 pial valation <Thin sighta
under the Fest Asnenbmest | forl spmy fer ngy el
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Dizier Jid:

The Foad Bioa detoction creudl KEgein shewed Dow
creats in the Spring 57 Baot s lso be Teed a8 3 remoe
sbreation spwie=. Wk i o o whatemesr a0l et il by -
valz, asd plice X pewr oo yoer oreectp mewhize Call
et on £ peyphons, wmed i pad m ey {i dichel of
Sl e skl Bl acthale e detedied, a2d woia S g
It bk vt v g g, O, s wonL oo L0,

2 %abime 14 Yimker |, DETEMuse submimed an
raceliere TEED jeopic o pesdrane ool tad TAIMETS
Nzewameer, T Sousld oot the progmam bad a weher glarng
tup Hows anabie 1o prperos Disccwe sredt ezl num-
Pams Miseover wses 2o peehix 011, swhich coenl e
propran b Gl o 2 redicee bap This medificetaen
waoatd gl that oac broanlialely precedizg die lin:
oS, msem:

(IF [A]C1,20=
Then

e

(Elim

(B-=F

Are thes [ns ke rowli.
([RICE, FOa5-=5
Shoull b cRanga in:
c[AIE  Fa+5+5-25

1 Zovpes this ez ans peoi:leos!
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Suggestions

Ekear 2e08r
' an Banking abowt 26 mill2naiam beg Jeomounes
supposzdly will porbe abde vo iell the dffermne kebaten
0000 a2 B0 due no 20 £rne in eading, and they mighl
unerpres e change of () al the ond of e Jute a8 1900
nmesd of 20040 which wAll i ben cores2 a majority of 5¢5-
rams 5 shol dewee] wlhed [osplized o quick fix o =is
might e a M SO0 EICETRM 1 oo d1e probicm
e o wideqmresd bass, Anyhow ifths hazkirg eome=uray
presenli Tais £ven a5 3 woreakls sefirtion aldhe very lzasl
@ peghs improve Lhe putlis § plion ol wy sapeciall
For soemerhim g wee L s ssuch shit oeer i the T3 placs.
Steven
fendimy HveE 06 31 oeer e e fa 5E s i

presbabie vl e besrwap e maie ey

Ligar 20

[ like L eonuesear oo s is5os of fres speech <o che
el Feveutly on @ certan site, [eww eopies of the daz-
chisry ookl amd ocher documnents which explicitly
shore bom 30 oreals Faonie, potacroy wed Béng Dol eould
e used 0 mursher hokads of pooph a0 opce. My posl
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1iod 5 that sites Wios thes are the reasen Bt bulldil lik:
ther T, 5uipts 0 e Fewtplaze. Fooodom o echange lo-
formabing e froedic 1 sackinge X responsiche
yoeu pies a Babogs ogus, 23d the Beboah Shaons semsone,
ihe pou padl the fnger or the babooa? fust becanss # i
peotehly DO pERing 36 S ng giee frexms 4o primates
o 2ol msen we shoakd 3ll do it St mep-ky-aiop ine
structions on morde i benalice & eqad n giving graid W
batoons. IE mPrmatinn is L romain froe, we Gl a0t @
en 3dukhie responsitie momner when dodrioutiig

ko lighter recls, Taubmibed s Undd bockdooring ar-
lizic 'Wiing Lo pres L 3 ol Odd that 1 "l 42 Hed
Fere™ artiche wis preblzhed in s place,

sh

Ang pur whe woedd pou b eilliog fo Lol kb decide
whar igermayas shoply b e fo o Poopde Aood
fo b ragpaanble wnk s bfaemarion sy obraie, Thars
wderr dhe foorslea racte, Dece poeeadar? deciding e bds
the might P resd s, cap rembicace of @ A0 Soan
proer dven fee deaiv, Fou'd Semir SENT barpcoiting K-
hraried and bocdaiieer o Kace e Asarchisr’s Oned-
Bk axtf (e Phase drvadr sao, And sur jant “le i Bed
By st war Aanewa JE

Problems

Dear 09

My pame i3 [eoiiterred] and §oam hoging suz cun
belp me wxh 3 protdem 1 haee been Ravieg e 2 132
peary | paw an wtiche m Newalny o Susday, Jume 8,
ahoal hacker, AL the ond of T anale, 3 sumen caled
e redio sho ghour someoas billeg calls 10 her calling
cied to Benglefesh 'ae arg bving the pame problen,

bt e and 2 half peam agn, oo phise Bl ooo-
rmed merr M0 @k e adhll e Inegs asd o kRamth
plopped The pmazunl s sy bradbasd's nares, Chie phone
numbe o he G wis [oblnarered ), e blocked acoees
o thess pumbess bor moce Shings e o, R owers
Billed Sor meamrtional, forg distmes, calling zand, calleil
calls, all by ger Bill. Companize Bk Filgitn Tel:phone,
Telemedo Rélling, wnd wthera dheisesd dan wee callad boeg
diwiares uaing et cereg. W called all T Compud,
AYNEX, ATET, 1ozl them we did pob make o el
Trew all gzedd ey wore dirgeily Exled frem oo boene.
Crar children ae mmall, we had no one beeee So e
calls, barl drey prasifosThy called waliars 2o ooy Sustenda
perverl 'St bores goies WYNEDDS pocoiirss departrreat
i Labe o (e culb which evecmalby wees over T ard
sl Ueeai back 3o the id=peaders companiss for BiEng
W are powr beog pioseed by eollecfon xgensizi. By e
sy, 11 Aupust 1595 we rmaved Eom oo o end had
cur rurrser chanped b wn el faeaber bn ae effod 0
step (s, W had B lics ciecked, we kawe blacked
anerythieg Sawdble oo Dok bk ne vl

Eince resimg the artich: on hadiers, 1 an comvineed
T2k 3 hacker i snmchew pofng G ¢l BDSE o oUr
acnmere 1 am bepring pou 1 belp ug solve dils oiom
Wz carnof call Jong d=ence amToons, 0 a calling cand,
of call oalien We ara i o v @ L solvc thia
Phease, pleczs belp us, o grt the weond vl o pour Ello
Eaciers i phass keme wa alons and po o e sameons

Awtmn (997

ug, Tt articlz slale] the! baecori esually 4o 2215 0o Te-
weal £ Aaws b circpoer Sy512ms, bor this poeas, or
prrooan soc ilkogn Ty Lilling ece calls ra us WY NEX will
poi mkmil & problers Ak, calls weee Beeng charged W
ger eredfL cends, [ hove cancried ome el sl chugaed
rhe swnber pa s oiep Sin w is w0 heppening. Relpl10Y
M Oblitegansd]
Fiver ol 'y clear wamething ope Hiaseer I g0
phls ap paw dr ned el a2 hackor, el Sooden? reme
ox Ear ke cbaluy asd & capadie of fgaring ol
% doe anl meza thar eE w08 PR SR Now, ron-
crraisy e seablin drseenr relaianty rliear Bar au
are kaswea o 0RE porperraior Oolersees e wonrifel
folfres poy b angrear dcatva, ancirer aenies, 4 2
At onrd, B ap fa e do Spuee dul kR AF L0F B0y,
s presy eary TEere ane boogd e 200 o e mgar
Jang Artance cvmpanier ued 2wt o af the smailer
crar shat allow poople b BT al! ety o hiegr g cther
Avmbesy and nake & angear as ( kaee aifer moebers
made e caln Bt reen ranes where iy coopd-
anes fust fEeere sied eeber Lilieg Dol asd' collelr
cdit ks cad Bl wang e methodd anyeagy, F
pormhls to mohe weied himes Rapoes 0p daliag fana an
FFY cmomfer ander an GperSuE e Asr poffen an ANT
Jandure - Ghe wamdor po 207 e gperatar e ol
o arc g o wlauner calle pa male Brouges shat B
Aurbar Ba're ceriola Shere ame an aleiody a0
AP o eser o dlap S TR FRsAE SomETY 5 5
riaur aboe! draciing i dowk. Ay shopld md g g
Feglnlir s poar G o 180 229 220 pis dappenier B
¥er, toer 22 b ised o Ao cvremers ar well as gy ea
e Domaad B Aded doa t be grend b lawch 2 ciml
Al Ipwrspanca TR doad o thing died Aok of 08 SAF
g

Diedr Jedd:

Swery A when 1 am on sy prare, il owill make 2
putse dialirg e seamd thnesph the plecos. TdodsnTurl
alby bacher =c when [ we wlkng on thee pidots, &40
theroph # i4 mallicr Joud Tur when | 2m oa my medem, &
reeres up everytiing, a0d 1 bave 1o dog off cf whaleeer [
arn doing, Sozenmes 1 aea pick up plher proplets s
versytions 2= wrll, even when 1a= pod o 22y gerdlass
phose, Tk e e asyp 3leis ohat i the world shis &7

MaRTeke

Ir'y just a o7 gwerr bar we's mre pehe g
croustath sendioes, RepaiT i fa poer D! aoenay wacd
eAd coodye faid 1T danpeme I she dan's B B proilen
oalle gre thee ) mmor e e e anether calde palv B2
aknryon ap Pow cax alee ek duen e ose rragdy ald
Nerlumard pern 1e the cogh bormicad wiy'r enill uning a
P phesar ead ot 2 M Al

Twear 2509
e, 1 ghoe oeg wovs shoel amad shirgle | was o oo
night and sirmchoer gl oy parenls” paseaord for the in-
terret. They Tound cul 1 hnew 5o they chamged it T wanl b
et i egiin, De yoo have sy tdeas o0 e how Lo et in?
srvab
Bl oy copld’ “romebon ™ o i gpale dhe same
ey o i b fhe et ame oo o conld Bt fham
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saaukaw wheeoeer ey dop on A dopboded il oo
s el marhine could o Ae b I iy aconally npe
i dn. W doule thoy ve BT 12 LY T ST B aou mea'd
el A s w0 meer inowiag vt e paneeard i

Eve pou've prokabiy going f beoapendier anesier
Fezpde o fie IR g g TR phars pangi, & uphi b wing o
sk e rakatn dhey dha ¥ wear po wany (Rele gliusinl
and e vl Bampes o pue e podCA0 RDAARET
it

{fmprovemenis

Dear 2600

Frst aff, I'd Bee e oy T've beca an eyl neodar of
N e a renmder of powd wiel énfoy T8 GOLHSIEDRD
aredl izanze whivh coeer B pOTASE D0 pocs di2r most poo-
ple would wlbersiss Tl o e atorn While nesEng the
wlicde entided “How 12 Gencrare Credit Card Kumhen
O aDakedoner” o e Sornp issee of 2600 1 frund o
rles of mismak ey (st Heely bypogpraphizal) in e sods,

The idza of genenlting, O ownbes onoa THIZ w
kzamn ahral the Lol alpesildon = 0 greer dea and ors 2
shame thal ¢ enall posteks gk ruin thal chaoca Sor the
corioud conder. The protlam & whers the code asipes
susberg e the soond DT (H elaris b the BoSem of
e Hrst cokomad The part where il wres:
[AJEY, 10 * & -» [W10E,12
[&1€1, 2% -» [A]12,22
[a101,23 * 2 -» [&]2,3%
[4701, 2% -= [AJ{Z, 42
<k, shoaild read
[AJEL, ) * 7 -» [8]72,1%
[AJEL, D - [A]02, 20
[alf1,33 * 2 -» [A]EL2,30
[A101,47 - [AJL2, 42
=te. g, el oarsd, T18 s matrx ehonld ko more=ont-
it Wil the second. Abter chis preall corestize i epplied,
the progras works poerfoady

Mutler

Numbers

Dhear TA0G:

Wadng throgh a2d Jbecking up an somes ofd prot-
rats of deabeps ad other essocied aumbers [Mve amamm-
lated oo TR piars, | camas aomee g rapmder D eciapmiesd
L5 1 service whizh, por some maperne sl wie soppesad
o pifer tree PR morviee: (2170 7933508 [ called irup
znd pol & semize ol werd doae which ' Dol =51 R
the time b allsund desosding o nsthmg, ten sams me-
chuanizal, actosened vaize: "Leal & L- | frem your cilliong
wii Hang ug, end dial #-1-1 Afer that, 1f you ey o0,
those same opes can o hraed faded 1 the backgpoarnd.
Any idaas? ]

Yrrakeg

TEare are il fashiongad B aenar Lalbee tha sonord
fap. We doa T dacw wial popars iy aemaa Al
arsukil frar plenres we 2ot g resnrdiag raping Do DOV
Mt prmeriag rr g conmeckos daTooCRAnY bareg
e Simce S ir ve-basd rireallitcg. & gap se & pin-
dle b Bl Boa ol el cachange .
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Whik: allkengling In geisech suppoo from Mcroscss
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all kneas, the Facteh ons e langer wacks, b icyou call
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forr @ wacks caly Telee fom fe samee nunbes Jinophs
o by chs A youn iy R
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il Az mart,
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Joemy Deik

Ll O
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T'm mhumsd of ya Vo canld pou prople cal
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Pl ity Telen 1 dmpered 26000 cren ad i€ b e o0
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[hear S48

Thores Foomvd o rerw ey bo m1zks b Juns cinail wer-
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Bimnafs il rurning Jene thesuph a bakch fils fremezoier
Sossl] TS allkeed pou ke welecl which imape 15 56 ba
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Raceswch now eage ender o diferend pames moite [MHGS
Apscky Mune Foen Bee JITNO M wherg = 00% o5
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2 wlellex QL o=’y ananchisls o g5
Ircrz aneoding hacher evan e i thin oo alen aophe
5 pdbernenis 12 cther wisopale ieclogics; say e oine
L GEMEIATISIS O peenanchisid 1Eepe 2907 will pro-
withs npace for 3 femgiby cepla o0 Tase getioes, [ wn
sz il will procdids for an sractaoning resd

Absinthm Yibrado

I Eriet i mepa nama! whea & mamer Aegd e

Al hope w2 ok T a7 e manceckivi

Notes From The Military

Tiear Jed0:

Frsy o, 1 as & meeker of the 115 Aro Specf-
lly = bagh ratking member 12 cather 2ol gl Lo gze-
vifee [ erad wour magezoe far the doepbes e e wd
oztnizna 1agres that los of infocmnaniza should T Tres
B lve (ared e LS milisey ckelenck ) & Semscracy m
which wop &ajos sou cighla.

ke reeponse wo Se Social Eiginsning wrlick: pom
Pablished [ haven't beard 1he 2o oo e Markies 2ol
Pil” lize since the 1950, IrF a Joad. The L% milirs
Sea T Wl paple whe w0 @ quesion wirk the [z B
wials bright, Toreerd-Rinkng poepls who anre mothated
b3 aieced 1y don'n winl ko be o part of the =%y
commpsity, then all v Bovs o posdss is e Jeins Lo
bearvs. ik up ueopy of e Aoy Thacs - dousand ef
soidicr ace being eliminaled besauss of dreadoans Do
#70 Dink che military wasks o i yon dan's wane 40 be

Avtumn 1§97

2800 Mogozine

there? Certaenby of yoo i niking abed suicide, pou'e
Feag b pel o requimee. Fizt ik whiooa “macial [LTHE
2™ thi2g i B5.

s TheEn §s 2 slereclype amrsp the acker cor
munry that e rodeey Eowl fres sperch ard anc1
Facter Yop wanld be arezed (ot s kuT oF the mibiey
Aharce pEr Vs on hig Roegidmerl” aned rghes -
Ifngznenl, thea! “nfpemation shoedd be free” 02 e
ctheer kel e one szl 4= ser frderel aod milizary Con-
Puteds ivaded ol icalle defsord. Whepever | see
qeasrars Ll *Lthizk B2 ia an Ay somprer, 1f apy
oo oan ger b Eledse bzl ms Tiras” il azesa che orapooin of
ms Thiok atour vour vt el iz veuiberite 2p
irvade thoee aeeas - 5 1 Sor hin end exploration™ Ok -
illzpzl T poar mermods work, whens oo soy snse-
02 ol mserupubas metives won’t besrrs w do e
s thidg, ol el maliz=T s, (s necozrary bo Bromg @
AT D 15 e Hinze - bul W nocesl o national secu
riew? NWegr o you wank e po muk wback Fechagrd,
thirk wheae the righis and Teedoms S greeme=al po-
wiler, I b realby wortd messing up poiwr B2 5 zepborz
Yink met There are ocier ways b fed
uliza, tem b ireads prnacy ansd se-
Cerfy of Ee L5 pover ez

Pivalls, 2600 s an cubizelizg pehloertion, and o
wenzetly poines cu the reasen “hachers” szck nzl mrw
hrewledze in mot for persenal profi bt Sor el
kecwhedez, Dol besy it B gy,

Junghe Bab
IR2AdT for e Kad worat, Swt o doabahal mar iy
Eacder soier oo 0 sreisod 2 ogaly wapfaee compaters
Ll e wed “ederal iefererl C The Bmer e darey (Re
v the vhalieape AN the Broopds foomy o woa
GLRENaEY o diforeiises il parieelaeg o sy A
A AT T M Erperionee a Il ko sraixiag
and frar, FRy Banr e cga Bepe Bam i Far dackeer 42 e
the mphe fueg® agee e e decsvened somubiag, P
imelancr, 3 a facker wene u gt et afva rempater
Pl Lareal cant do belp fo o Beseimal anT (7 cosfeliod
parce! fcaeds, ww badieae B v maias wenlt cok-
WG P AOTEIR B ged i oo saal s Sdn 't wegrk
et e aud (Rerdlinls arnidicg petinr beld sercoet
anle far the fram by o sooking Cremarioes L I ke
mililary and She grrsteamens gre rersecial. IOE Lak 25
wEET B be efoed i he e manaer W o basd
MorrAss b har Jhe ropee! el aseeer b acknesed
thrcug oo ang fesaldoros, roparatlen A B mzay
ity plexy e falliad

Foar The Record

Mrar 8-

[ thizk dhat varr magazins kicks 255 end [wndid e
0 bz pard e il [ ired ila crent sooree of Eforpaston o
wel s cubar lirenenl. Dwse dincked mroenih otwn | read
& brer o e Sovisg W7 issae (peae 34350 whens some-
= ralod tnem sl Meglzarn [hae s Toad Tael Lag For peam
and have Feen neng F fac jrer 25 locg. SO 1 wio i Uk
priszzos nf bocomimg 2 well krer past of ike hazki
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contineed from poge-£3

Yirar Eost classifization @ diopd by the Ragon
Crcsigmrangs at BOF Regionzl Headguariers. As &
coonprier hacker vou will mrst kY be pliced in
4 eacng or o byw FOL Thds is assusdng e wiran T
pulling hak jobs va the sade [ you do wind up in
2 FOIL wou should make it 1o a camp afler six
e, This 15 assoamizg wora hehave wourssll

Aother thing the Rgpion Designator il do
iz wr place & “Conmpuber Mo™ oo your Ele. This
rmeEns o will g0l B allowed in operate a oo
piner gt yowT prison work assignmen, Dn foy ¢ass
[ wasn'l alkwed ta ke within L0 feet of oo It
wi zaplzined bo me that they dida't gven want
= 1 Endw the oypes of softaare they wers ran-
reng. [ncidentally, tne BOF vies PO Server hased
La™a with MNetWame 41 runnhpg on Fiber
LobhassT Etherme pnpecsions 1o Cabletrom
saitches 2nd Bubs. PO bascd gateways raside 2
ey priecs. The conzectan to the |GM main-
freme [Sentry) is dong through lessed linss via
Lprimmnet® Frame RBelay service with 3270 gmu-
letice seftaarshardwan: resident oo che local
sarvers Sencry resides in Washingion, DO, wiath
TMA, vl peracrk pancentratns al B regional
affices. And I picked all of fis ap without even
ying wn Meedless i say, BOF compuler 3is-
rbw i5 wery lax, Many of their publicly availabls
“Program Blalemends” cootidn fpecite informa-
a0 on hew oo use Sentry and whal % Josigndd
Lo di TRy have other netanrks 25 well, but thix
i5 nota balocial on ke 1 hack the BOE Tl save
thar rar if they ever really piss me olf. (humark

Mal qurpasingly, the BOP i5 very pamanedd
abvet compater hacksss., [owent out 97 oy way
ool 1 b cnberested in cheir systems cor 1oone-
ceive computsr setunily felamad mail, Naverite.
25, they tried nestricting ony mail o nuomeos
acrasioed, Afer [ fized numercas grisvances and
nad 2 meeting with e wanien, they decided 1
was probably poing 1o behave mpsctl My 20 or
sa magasing FEeripions were parmiced 1o
cooie in = afier a spocial sergening. Despie all of
“hat [stll had eocasional problems, usually when
I meceived seorfhing caclerie i naterg, [U% miy
understanding, howsver, ab many hackers ar
alzer prisons wers ned 35 fortunate as 1 was,

I Izncrant femates
i will et somme af s stupackest pedple an
the planel in prisen | sepoose thatis why they an
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thare, too dummb Lo do anytfing except crime. And
fir sedne srange reasco Chiss usebocatsd low
class cooumiea thicves think they deseras war fe-
spect 1n fact they will often demend it These zre
the saone peaple whi condema everyocs ko fo-
oparated, whibs 2t ths same cime fael i1 fime
hrcak Zhte wrur booss or rob a oot at gunpond
Thegs ane b bypid o tnmates pou will be incar-
soraned with, 2nd cocasionally Deese mrates w1l
ry te gl cne on ol They will do this foc e
reason coher than the Fact yoaz are an exiy mark.

Tosre e few ricks Fackors Gan use W pro-
tect themselves iz przson, The key tn your sucocss
is artisg hefore the problem ceclates, [1is also
irnporiant b have sameens sutside (pochorzbly
anger hacker} who qn do sorse secial angi-
ceering Gor iz The ofjective is simply 90 have
woaar problem inmate movid o ancter insttu
Han 1 @Gon's want i give zemy my mottods b if
saff heleves 1Ral an inm=be is gotng O cause
trorable, or if they Belicve his Life |5 in danger, tuey
will mone ki o fock him away iz sepregation
Gocial engimeered lobms joffcial fookisg) or
phene calls Froon che right sourse S e right de-
pamment will ofcn cvck bk acbion. [ alwe
fuire gimepls t make 2o inmales 10 quiss miser-
zale. [ 1he BOF his reason o beliove that an in-
mabe is an escape risk, 8 sk thres oo has
piendizg charges, they il kandls thaz oouch il
ferenliy, Tacking trese labels on an inmate weakl
be o oreal masty ek 1 kave 3 sapirg: “Hackers
szuadly hewe the bast wood i acpumicnes.” [ndgad

Chancrs ans yod woe't have mamy trouklss in
prmen. This especially applics if yoib go W a
camp: mi=d wooar own husiness, end walch youe
meurch. Weverthelkess, [ve covered oll of this in
the event yoea find voursslf caughs up i the igne-
mant behavier of ez whoss Ioes reveive
aroumd prison. And one st pee of advice
Dant make threats, Truly stupld poople 206 100
shopid bo Fear anything, partizalzrly 2o intelligent
man JFast dait.

F. Pepuistion

The dismrivrden of blacks, whiks, and Hispan-
fics varies froon imatilunan oo instiution. Ozl 7
walis ot b roughly W64 whits, 306 Hispanic,
and 3% Wlack, The remaining 1074 anc varkns
coher races. Somes jodnts s o high percenlzgs of
beasks and vios varsa ['momol cocessanly & prejo-
diced pesven, bul prisons where blacks are in the
Al ars 2 nighimnare. Actizg oo, dinespect-
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Fal, and tryicg bo run the place i par it the course.

1z 1erns of crimes, 60% of the Federsl in-
pabe population ars incarceratsd for drag relaied
crimes, The paxt masl copamon would be hask
robisery Quually for quick dnag moneyh, Then
varloums white collar erimes. The Faternl prison
popuiatios his changed over the years. [ sl i
be & plece for 1he criminal elfie, The tougs doug
larws have changed all of that,

Just to quels the Tamers, 1'ey g2IEg ta oot
the taple of prison rpes. Craive simply, ia mredizm
and lew sevuricy bevel Fodiral priscos i s o
heard of. In the highs i rarely baposss, When it
does happen, one could argos that e viction was
askirg for it 1 beard on omale sy once, e
cam'l make nooinmate suck ook that dant
wanna” Indeed. In ey 41 montks of incarcers-
tien, 1 pever el in any canger. [ would R
ally hawve inabes chet would fubehy ask o
questans 1o see whers my prefoendss ke, But
once [made it clear thar 1 Gidn s saing tzar way [
weou'd be left aloges. Hell, T gat hit on eaore ofien
whien 1 wes hanging ot =n Holhrwood!

O 15 coher hand, state peisons can be g hias-
rile emvircoment for rape and fightizg |n gaoeml
Wlany of s heard boa Bernle 5. got boat up over
use of the phone, ndeed 1 kad o pet busy a oou-
ple ol tomes, hMost peisen arguments GHEar over
Phree simnple things: he pheoe, the TW &nd
praney doags. [0 wou wast o sfay ol af traukls
in a ware prison, o Faderal for that marer, deoo't
wse the phone 100 bang, don’t charge the chaneel,
2= don't get izwolved in gembling of drogs. As
Far as pape goes, pick vour Fiends carchidly asd
stick with them Aed always, atwiys, be nespedt-
ful. Even if the guy 15 2 fucking e (and most
Erumalis Are), SRy SROISE MU

My final piece of prisen sugoerds advioe
woiald be o Terver 1ake youT inmate prohlems o
*he man” {priien stafl), Despiiz the fael gt
st averyane n pesson snitchod oo 1heir co-der
Tendams ar trial, there is £ excuse for Being a
prison rab The rules are sel by e prisecors
themseives. 1§ someons steps oul o Jine shers
will Hkely B mnother inmate who will be Fappy
10 knceck hion back . In snovs prisans inmaes are
sy afraid of being labeled rat that they refuss ta
bee gaien Jaliging alome wilk a proson szl meeber
1 showld close this paragraph by stazing Enat tis
bit of ciiquetts i routinely ignored s orher is-
frates will smitch o you far any reason whats-
ever. Frison 5 & stange cnvincament.
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F. Daiag Time

Wiwa can make wEal w0 want b oul o priscn
Some propks st eround and do Gope all day Oh-
ers imearsa themaelis bn & ruting of work and
sxercize. | smdied bechoolopy and music. RPe-
pardless, prisons ane i bonger a phace of rehabil
itbon They serve onby to panlsh and conditiens
gre ooty going to worsen. The offoct 53 that angry,
vovalacabed, and unpouditive iTmales 226 bETE
relezsed back inta society.

White | was incasérated in G355, the prsan
hared program wns sl oin corztion. [ oplayed
drums foo bao diffires prison bands [ realty
helped pass ke cme and when 1 gel out | will
conbinue =ih my career B owshe, Mow the pre-
grarm s been canoelal, all hmcause s senalor
wanbed 1o be saen 25 heing tough on crime. Bils
wort: passed in Congress. The cable TV 15 gone,
pomegraphy Fags are ma loogs permited, amd
e weight plles are being memoned, All this
igans 35 Uk prisoness wall bave more span Hime
cen chair bands, and e mooe guand will have o be
hirad o watch the priseners. T dom'l want 16 gel
started oo his subject. Essanthally what I'm sa-
g is make soonarhing oot of pour tme. Soudy,
gl £n 1 & roastine and befre yod koo wiouz Il b
going koo, and a betber parsinan bop afil.

15 Dinciplinary Actions

Whal fun is 1 if you g 1o praon and ded
gl infa seme mischicr? Well, I'm happy 0 52y
tre ey “shots™ (volations) [ever received wits
for having 2 friend place acall with kig three-wary
calling Far e (yow can't ol sveryooe eallect),
ard drinking komemade wins. The prisoo ocra-
ineally mociees vour phone calls aed oo the
seven e eipht handredth e | eade a thros-w i@y
[ pot cazghl, My ponishmenl was ten hours of
eateh daty [cleaning wp), Orher punishments for
st ncluids bass af phoss use, boss of somemis-
zary, loss oF vizits, and getting throws in the hale
Shots can aleo inengse yoor sscurity level nnd
can pel vou eknsfermed 1o & Righer level insfite-
ti, BF you find woirseif having trpztle in this
area yiap may wasd o pick up the book, “Hew o
win prisen disciplinay kesrings” by Alen
Permeles, (305) 328-2875,

M. Admimistresive Remedy

11y haovs & disagreement with Che way slall’
is handlifg wour case (2= won will) of amarcher
cecplaint there is an pdminisimative remedy pro-
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cedure. Firsl yow paust iy bo resolve it infor:
ially. Then sou can fise & form BP-% The BP-G
Foes bo the warden. Adler that you cam Gle 3 BF-
10 wiRich gt the repaan. Finzlly, a BP-11
oes Lo the Nativral BOF Headguasras (Dentral
CHiee). The whole procedure is 2 joke and lakes
abaocd six moechs W setglets, Dy 4] oo
ceaer 1% the BOP mote. Afler wou cémplele 2o
pemredy peccess w0 noaveil, wou may fle your ac-
ticn iz a civil court. 1z woeme oxircrie Cascd yau
ey Taies vour cass directly ta e coarts witboat
exhausting 1be Momedy procdsss. Again, the Fris-
oveee 5 Selifels fanparian Manwai covers LkRis
gl wil

%4y besl adwice wilk this remedy nonsense is
1 Eolp yous rayasst boed, clean, ooncize, @nd
orly sk for ong specitc thing peor form, Usezlly
iF peu tpor e comeng” wou will gez it IF wou
dom'l, or L the BOT can find any cedsen W diny
yrieT request, they il

Far 1z reson | afien ok my pocilems oot
side the prison from the starl 173 was 2 substlan-
il enciagh issas 1 would inform the media, the
dizecier ol ihe BOFE all thras of g anf ey s, o
jladps, amd e ADLLYL Ofen this worked. It zl-
wavs pissed ther off, Het a%s, I'eyoa man of
priccipls znd if you deprive me ol my righis I'o
puinp b mise kel Ln ke pasc | eight have re-
sormed o hiacker tacfivs, ke Jistupling the BOP %
snbing gamomunicatian sysbem bringing I crash
m.l..u“ dran! Bt [mmorerabalizazed momyn Incsden-
lally, most OOT afficials and uealis havs o
sanzeps of the kind of haves 2 hacke mn wicld
on az indiviciaals life 50 omdil somne Backer
sherws the BOP which ¢id is 0p s will Fave o
accept the fact mast everyone you med iz prisos
will have only rominsl respest far o Dl
with ik, woa're nel in cyberspaas ansnere.

£ Fricam Oyficials

There ars tan tppes, domb and durcber. 1hve
Y repens foc ssveral but ['ve rever me ooe
that impneesnd o a8 bring pacticularly talented
i a wer other han folloadng onders Tapically
vy will tied szaff chat are gicher juss doing their
Jak, or saff at zre delermined bo advanos their
carcir The Jerter ks cheir jobs and cuemselves
aay boo mericasty, They doa’l el ameadere by
Deimp mie 1o oAl g hey Ane e gl an
Ex-military and law enforcement warmahes are
cooumplacs. Al in all chey're 2 pain in che ass
out easy oo dezl with, Anyeos wha has over bacn
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dewwn iimcarcecated) Sor zahile keoss i1 Bt Lo
keap o Jow predile. 1f chey don't know vou by
NAINRE Fous'1e b0 pood shaos

Ume of the problems that cooaputer hackess
Wil ensaunoer with prsan seaff is fear andion re-
senlmeal. 19y ane a prelentious arizouhis oda-
cared whrte haw 1iee mypsel Fyo avazld ke wise to
acl a 12l stupdd, Thess peopis m wasl K re-
spect yoi and some of them wilt hate sveryiting
That po erassd e, Many dishik all druswanss o be-
gin with. And the concepl of vou someday -
ing & prest pob and being epcesssul hothers
them. [1% all 3 rather bivarrs sovironment whens
eerpane oG 1o hate their jobs. | press e led
a shellered life,

Bafrce [ mowe on, secnatirnss ciere will ke
crrlain @all momsery, ke vour Tase Manager,
aha wtll have 2 sehstanlin]l amouant of cororol
ontr yaur sifudtioss The besh way 1o deal wirh ke
person i ba slay aut of their way. Be palfte, den™
file prievamces zpzinst tham, 2od hope chad they
will vake caoe ol you wiem i Gomes Times, [0 ks
cozsn 'L smesn 1o wrrk, then vou need Lo e a Lotz
paum int the g55 and nde them avh evary passible
request yoe can muster. 10 miposally halpful if
wria heve gatside peaple willing o maie calis.
Streng media sllention szl wally, o the wcry
lmast, moks the prison deowhal they are suppos=d
L sk, B won havsd pedtswid 8 1o OF Bl pingss, this
could be a dosadvanizge. 1 your came conlizuss
to e 2 problem, the prizson will crassfer you o
ancier Eﬂ__n”_..._._.__.r._n ok Ane s lEely T g6
d break All 3 ad hivw vou Shaose b deal wilh
saff is eflen a Gifficult decision. My advice is
1rar anless won Bre really pelting goreacd oeer ar
really hete the prison yew are o, don™ rock the
bt

XL The Ilale

Lepragaran ks, Pul chanoes ars v will
fimd wowarsell there 2l some point 2nd wsuzlly for
the mast ridicwloas of reasons. Somelimes oo
will wirkd vy thers Bevaucs 7 Whan Sodyraiers ¢lad
did. The kole 8 &' & 10" ceniree rigem witha
chegl hed and seel niler. Your privileges =zl
vary, bl al [l s ged nodking Dol 4 shires
svery coaple of days Materzlly they foed yoe
bul, 1% arver cooagh, and iUy Glen old, Wath g
snasks yodz often find wwearself guite kungry iz-
belween meals. There is nothing to Ja thans ¢-
sepe read znd hepefully some puard hes boen
ki srauph W Wheiedy poas w0ivs o3 nevsl
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Disciplinary safices will land you inthe heks
far rypically 2 aeek or Pek, 10 500w Cases you
mighl ot snack there for a month oo thise, Iode-
pends o the wbhod and On e iz rtenznt that senl
vouthers, Sometmes people novee kave the bole

£, Gopd Hme

e i 54 days per vear aff of your seRlEncs
far good behawsor [ anysne w2lls yoo that a bl
is going 10 be passed to give LO8 daws, they ars
Lying. 54 daws a wear woclks oot e 15% 2zd poa
have 10 o eronething sipnificant oo just fy ge2-
ting that aken awsy, The BOF has come oo with
the et coonplicaied and riddculocs way oocel-
cilate how much posd ome you kavs earncd.
They kave 2 hock aboal thea: ifches shick thal
dispasses honw o calmalate woor emacl neliasec
fate, §shodied the ook inrsvsshy and came o the
conclusicn that the only puspost il $6res i5 03
coverhy steal a Tow days of prod 1ime from yaa.
G igazre

L. Matfeay Mewse

All "eligible” inmatex arc va gerve the last
141% 0f their seyenss (rot o exceed sin mociths)
in & Comrunity Commeicens Center §OOC). Al
the COCC, which is pothizg meot tkan & large
house it 2 bad part af tossn, wou are o find a jok
in e pomounity and spend your evenings and
mights 2 the GO Yow kave ba give 25% of e
gross amount of your ¢heci i the COC to pay
far gl of your expenises, unlioss ¥ouU 4ne a e
Fedeml prisoses sanbenced o serve all §F poacr
time ar the COC in akich case it is B0, They
will brearhabyee and urinanalbys: yia rutnsly to
make sume you are i hawing toa moch Fom. [0
v e a pred litle hacker wou”ll pet 2 weeoend
pass sa e o sty oo all might, Blosr OGS
will traz=fier vou o kit sonfmement slabas al-
tef 3 fea werics, This means win ¢an free inko
szt eran plads (iF they appoove ich, bul 51201 bave
to be in for e cverings. They check up on veu
b plaocrs. A noy voo are ool allosesd cal? for-
warding, sichy rabbir

M. Supervized Refeate

Just wben yu think e Fan is 2l aves, aflee
woea are released From prisen ec the COO, you
Will b requinsd 1 fepart 20 2 Probatien Oicer
Far the neat thoee io five vous ol wili be oo S
perviied Brleass. The povernment sbolished pa-
role, thershw preverting comvigls fromn getfing
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gut of prison sarly. Dospits this they soill wart do
ke by ooy Yo for 2while

Supervised Rrlesss, in my ppoios, & nols-
i=g mone than extended pomiskanent. ¥ou ars not
3 Free man able ) raved and work 25 you please
Allof your activities will have ta ke presemiad o
your Frobatoon Officer (PO} And probatioa is
essentially whal Supervised Releass is. Your PO
i viclane wou far any technical viclaticed and
serd you back o prisen for several moeths, or
oyt @ wear [P yoia have auy history of g s
vour will be pegeret o schmit o nodom
[wockl) pnnalvess. [F you come up dufy 05
back ba the jocnl.

A% a hacker vou oy find tThal S0Gr 400855
work with, oo posssssion af, compuier equip-
roast oy be restricted While this pay seund
PraRIEALS 1 the pubiic, in pracic: il $eras oo
ceher purpose than ta punizh and limiz a farmer
Facker's ahilicy o support himselL Wich eompa-
ers = [hrarics, eapy shops, schools, a=d virhally
evenpwhese, it much like peorizing someane
whe nsid g ocar o et o 2xd from & sk pobbery
%2 nok ewr drive again. 1F & kacker is predisposcd
% hacking he's going to b able t kA with oo
wilkoul restsictans o reality many hackers
dant even ooed 4 Gomploer to schieve their
gaals A yei probably knaow, a phone i & lidle
social engingening go & leng way

Faut nih any ook v will be assigred o rea
sepable B0, 2md o will stay oot of tohle, 1f
wau give your FOL ne crise o k=zp an eye on
yau, you may fizd the neing loosenleg upe You
may alsa ke able i have your Suopervised R
lezse berminaled carly By the sourt Afber 2 year
of &, with pood cause, azd all of your gorvsrs-
merk dots paid, it eniphs he plazsible, Bline anat-
tormey, file a malzan.

For many comdicis Suprrvissd Bdldsce 15
ssmply toa much ke beirg in poson. Foo thoss
perpie, it is best o viclale and g0 bask o priscs
for a few moechs, and hope the judge lermizanes
thair Supervised Relesss Ahhoogh the jodpe
iy SanEinue wour supervision, he'the nepecally
will el

Parr i - Healthy flacking
Al Bt Aveid Derevelon

PMimw Emab you koworer wiar kind af roubde wou
are Tacing 'l g0 back te the boginning, If whas
1w st ooearsd docsa 't make 10a wanl by shop
hacking then you kad hester learn how b probect
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voursglE M hackers fmel ey hawe saice god
Fiven consbntanal riphs e heck, Mamy don™
Peetievg it oshocld b legal, Well, cecoesis 2
personalily disnrders work in errarme was, K-
gardless, Il coneer 13e waiv of slealih Placse
s thal 1 in oo owey adwacats or ensnirags
hzzking. This technical infarmanion is bring pro
viged S aluetkmal poposes oelv, And as |
mentonsd yoa may feel won ke a porfactly Lo
wibemate meRsi T asidding detoction. Simphy
rving 1o sty clear of ocher hackers would Be &n
poceptabie rezsan Tha anicls (Uomoseme) will
zlur serve o edumbe lew enforcement aficials
nn the mechods ciorenrly Bring deploved by
hgariere B ogasps] Gelasizan,

Awcidizg being icentifed while kacking is in
acbAnty & rather simple lial, assuming yoe fal-
Jow g Frw basic rales. Unforiemanety, very fow
poople briter wtih chan, e typacally 1o arre
garce ang =53, | have noficed the! chis szems o
b & toail whick i a precequisics o being a sue-
cessiul hacker 've never mer & hecher wha did
0T think e was the w2l And when it geos meht
thawn i it tha? was the rezsan thar Mictich gal
cangne. el exzmised this inciderd a livtle laer,

i will Lisl Brane a frar of the basic rales 1 pserd,
ard then [ expeesd upon teers & 1inle Later.
= Wasr isnptass o all, 1 wiald zever tell an-
ofher hacker who I aas, whers 1 lived, or pive cur
= Rome phoce romber (0K 1 geeasd up oo
trak ang )
= | dIn™ 552 up netavrk access ACOOUNGE in iy
real care ot ase ey rezl addiess
* Lididin? Sl o phoms numbess in oy real nare
* [ eeuld sever Szl dirscthy into ansa®ing [ was
Fackizg.

» Twpulid 53 up somes kind of ootificazinn syenas
that waoald Je? me know if semeane wiss ioying Lo
Epurs ot aters [ wag connedizg fom.

= [ izl Lransnis persanal darz on spsiems | Bad
hacked inba.

= When Tused a nebagik or comgrater for work o
sovizl ohjeiives, ©ided 1o keep it separars from
oy haciting.

* [ never aseuswad that jusl by conzectng throcgh
# bumch ol ElMeren! melwosies or wsing sellular
phomes that | was safe, Faen Souph most cellu-
Lar pizwearks di ool ks trismpudaticn equimmaent
istalled they still have the ohility 15 narroe 2
Wpnesnng WeCRtion o 1o 8 spmre mile of
e 2 bra blocks, even rell after your have diz-
Bl o]

Page 44

2800 Mogarzing

= The movinute [ petinte 3 gveion [ woald exzmine
and sdicall o the ks, [ would 2lso look for erail
Ecmens vn admin or admin eseecisa wasounls
LRk ment oo oo OF Lhe systen secwrity loes

* When SiIlng uo gocoamis an sysseas, | owould
use dfTerent logiz 11

= Trevar wgnt i Backir cons densil 1 woreers wizh
i FEIL

= 1wecald chanpe netwosk aoass Sial up eccounss
ar digl vp nurshens every soooftzn [ wouald alss
change l2ving bacarians cvery $-12 oonl=s.

= Tweitkd kesp in mind (Rat the pembers 1 da0s!
oy phoce could svenrally be wsed Lo track
me 2pain, Far ecxampls, 5[ celled my pidifriend
treguently, afler I chanped members and ocalion
[ might sitl ke call=g 1kt numder. The selogs
oW P T3] moeord database sedtenre rar can
wisd refvrence and track this sype o 1Rdng.

* Drareby used IRCanid | wgrked with the FHIL 06
o e, $ladgs vour handle freguenchy, seicaiz
in izehible mede, and if pogtne ke mmough
spoenf yoaar [F Bsembor 12at woo should revar
tra e hackers, Mame times assosiatian wth
bz will czase yraz g3 eoush Iaoudls as a nandin
wirk che Fids,

Al ves the PRI logs 2l of the 1RO charmels
and rearches Cwrn fiw by wenls when they are
kg Giroinformeticn on soomsang of woong
bocock. There is 2 secret kppisg propoom nm-
ning oo @ special iegeer that deesn® accepr
POt 567 conmeriions, elc. Dessn shove ppaza
|k wlker Hmm.

Tollowing all of these rules weld he pagh,
Th fwd ol the matter 5 9F poe pencrat: cough
interesm ond piss arf the right posple, they will
cemer ater you, Mowver, the FRD reocinsly
passcs pver low level hoomers, When [ worked
with the Baremi | was suirucied tha coly che
st mal S0 and sy ressive haokers wers r B
invusligabed. TFine with me, was" oo gasd in e
to pue a bunch of licls Facker docks izl [s ot
real sasy W e2nch an acvomplished hacker by o
cun b doce. 1t reaily just 2 mener of cootacting
allof thex Aighe pecerk: and pulting a ligle sime oz
o, Typically tavkes get caughs becase someane
smilched. Thus the icoartans: ol my firstoole - [
nevar o 3o whir [really was. The ather ari-
tary neasen for petlizg caoght 18 arcepase: or
urcersstimaring ke ghilfivs of the ashorites
Fraztssn didn'l bolisve an fnvestpzzar woald i)
ulside of a grocery sbome For 4 weck on the aff
ciarce B wight show up. Pocleen kad used the
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puplones & LEak slone & bow Umes, wiich was
daczrrained by acoll rezord search. Mimick didn't
thick sarrasos wigl po toceah e cooanlks of
daing wall s=arches o cell phone reconds tken rz
i Tpeueny nacsulati=g his keesshon

Poadlsen 2nd 1 weml Grough some rether clab-
orale asci-deteton procsctares. Sirce [ had
prvsival aeoess Lo my local Wwleo aenlral c0ies §
wild adtivate, connes, and wime 21l of mx own
Pl g, TESTG Wag Ciaitially 5 reeard
of mw phane number ur cxble and pair data. In
pddizion, 1 ran the wirss gring inca my apartmes:
IEmzagh & Irmsh chodi, over G noal aincead by
tar, and drewn a vert pipe in my hzthroom. The
onnilice 1o the Bridgeng erminal (F2) was
threegh a hele drilled into che back of the junc-
T ko, Exaciirargn af the elaphane box in
the baszment of oy buikling revcaled ne cenma;-
e - vt stk bave bad ootk the box 2pam
far seg Il A U1l waga't aadaph, ceer ar the
0L 1 dzpped onlo 12e oulpal shaome] (301
which wad e Tead 1 S005] of the 1ARSS 12]e-
phone switgh and ran i up G o0y &ATment
Thene T had an ald PC-XT wilh a Bell 202 mo-
Gern walchisng the [AESS autperl Prulsen arooe
a small basic program That lookad foc call eacs
ané any orner suspicicos aclivily, The KT woulé
wiar] boiaing sned point Qut any af those et
cesszpes. Elaborabe indeel.

K. The Stexlth BEorx

Hut 2 triy good ank deteclion syshem wild
nediny pog ghectaehy if someane was acempting
Lo oz o conneciion. [nsdditiom, it s fe-
mnae the cannaction before il alkewed someane
1 5ot wheare aas poimg. What 1 2m suggestme
is somme type of dial in'dial cof methaniies, Fot
axample, b meders connecled back to back,
with theic 232 pans cannecisd, They wozld chen
e placed in a gemeric wall mounled boa @ &n
ancEvmeus pheee close semeshere. In addition,
a stun gun woudld be wioed B give e medems g
death shac if the hax was opened by an wractha
T prrson. A pasieond wionld be set oo the ma-
demn for dizl out and the phene lices Saalmg the
o Mo weattld have oo ke met ap under sepa
Fals accousds, Thos wickd eoguing ameane Irwesti-
fAbkng bo oome o and dxkhe a geadar At shis
Sevice t chararml otk 2% not the locattom ol the
Fagkiz, and tmat wol anotker call pase is in order
3 sex wia is dialmg o, Hovesver, having opomeal
o2 by 1R Dmecslipane Fas dizabded the devics
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and whin you Jdial o4 Tl keara thed samething
is up. Cvem if they allemp? to oeplais the Goese,
trey crvald never knonw che ooginal passwond, ar
even 15 thene wag omi, B woald be e advss-
anle in disgiise the belephoce lines feoding the
dhiredias, coaking il SRSANY DD Gpen O hoy b
id=miti fy cham.

Wiell, thens Just an idea far the esign of an
achi-delectiva deyvice, s abvioasly & B cip-
ole, bur wou pet P idea. My poict is Lat avaoid-
ing deledics i noe a simale sk 1 sameene
wanks wod they vea el you Tha nldly dsn®
sirch & thing as a sexare ponnection; wirtzz by
everyliing van be lanl, shor oFa highly diva:-
rignal caca borst satellile uplink. A1 Eat paice the
A Fomoe Matone] Foacmaissanc:  (HECn
(MECH ar the BEA mou’d have 1o get imoolved.
Big bokka,

Aside oo setlicg up physical hardwart an-
reheer idez would ke oo find a swsadmin who wil
Lt woon sz Bis palfirs 1 oottt throas _mu.ﬁ_L
et him o el you i theoe bas been an dnguiry
rezandine waur comnscoion, then woa mighl be
CUEL I el aleo be wise to s i backproisd
processes the monifor Emper amd other relaiad
probes of woor aceoaunt “warch them aatch yoe

A [ owntioewal (aclaa, ol pou Bl pncke gur-
veillance these will be twa-way mdio Irsffic iz
wr wicisity, Lsing the Openflectrenscs Fx-
plocer will deteat ds aned wou <z TuriBe ide G-
pais 1o ss2 wha # may he. Good physical
surviillase: is difficuis o cerect Had physscal
surveillzmce is comical.

€. Mere Protechivn

[ covered encryplion warlier #nd a3 [ owe-
ticed i mealiy is mol sofe to assame that it azll
proiid i Do samciee whid ERes passeiskn
of wour comperier. The eely fruty safic eneryplion
winpld B A military spes Pardwernelsortwane im-
plementation. When poople lals abou @ecurs &t
crypeinn they are net aking izie acoount 1kal 211
the power of 3 poarcnsnt mighl e trying e
crack iz, and thas they will kave physical actiss
2 the encrypaicn device: wour compuber? This
leavos ws with ane wher methed: Esrrggnng the
data. Mrw chis tn and of itse]f can b comsir
as ohsrrecrior of qustice. However, showdd wou
fiazt the maal W instanrly destroy 2l of the data
o your kard drive, for oh... k3 sy educabonal
purpases, | wauld supgest momling & bulk mag-
nelic taps sruser oot 16 war hird drive. You can
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pick one up al Radio [lack, orr Shack O lip of
the punic wwitch, thus powerizg wp e erse
wiile the drive is cornimg, and =ap! Mount a
ST ekt hio wour hed.

This mzy or may nat desineg 21 of tRe dal
om weear drs 1 the drive 435k 9 serneved Bnd
Matnd oo a speciz] rezder some dzia may sl
B recovered  THIs i9 a gslence noiceelf [OD
A piéguires that a haod drive be wrillen to
wilk s T dimes hafare o is sonsiderad srassd.
Simply crasing a Fle, formatiing, or delrageing
@il nie suffice. [ook far a shareware wilicy
camed B wjpe”, Thiz wiall eoass o mihzary
A You mey 2lso went 1o inslall soos vps o
programn Eral aucd erases undsr cerain condi-
ticns, Raraniless, cempaier specialists wha
wik with compater crirne zre freized to look
Too this

Teere 2o il a bot of iesoes Chat cowld ke
viverad with resped o avaiding dataction 2nd
kespenp clear of hackers. [n Tael I could 5l a
bz, ané o retrespect | prohzhby shoald bave,
Ber Ttold a lnaf pamle Dweckd write ths amicle
znd rake il puklic. [ Rope wou foesd 0 al soene
Hasisamce,

Clpsrs

What a Ionp araszs Wip 10 Bbaen | hawve B
grear deal of mined emotions aboul my =bale
rideal. 1 can homever, say chat [ Ao heneficed
from Nty incarcealion. Hlewever, it corainly wel
ned bozuse af how [ was handled by the goserns
ment Mo daspoog their erbars t bk nee when 1
Wis doren, use oo, turn theic Backs alter [ had
E5sizied theon, and, in geremnl, just violabe my
rights, [ raes sull albs o eneenge Berer educeied
tzan when 1 went in. Teut frankly, v meleas:
fficn prisen was Just tn the nick of time. The
locg-teren &lfeis ol Incanccrstion &nd sTress
Wers Crexping ap on me, and T oould see prison
sopditinns wers worsaning, 1% kard o axpress
lhe paignickn a7 e siteation bul ke ity
a7 Wi incarceroted feel thar if drastic changes
wonet made Adcdricd D3 0 [0 SO0 BSOS
turmail, pochaps even a oivil war. Yex, 12e crimi-
nzl jusboe gystan is 1Eal scoewad Up The ra-
tioe _w, thirmt for wengeance ve ornminzls i3
lediing v icdm a vicinas feedback boap of crime
a=d peanishuuent, 2= cnee again criss Chiile
sirgly, the syszem is nab rocking. My pupose
in wrkng tris art-cks was st t send any kind nf
messape, [mozol delling vou how ot e g
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cquzght anc ey ned lling o b siep hacking, 1
wrale this simply becasse 1 feel s [ ose 3t 1o
wheever might zoc use of it For some scrange
rsn | am oldly compelled to lell s wha
hzppened o me. Perhaps this is sece kiznd of
theraoy, perhaps 17% just oy epo, pedhaps 1 jest
wazy ba help some pooe 18 wear old hacker wha
really dresn't knesw what e is gecing hizaself
inta, Whateyver the reason, 1 josl sal Jowdy ooc
dezw znd sramed writing.

17 thine i3 a Conrral theme s this pricle 5t
would he hos uply your wodd daz become,
Dt you i grabied by che Lo, sucksd i
theic veooen, and 125 shing the spodig=t on
waod, thers will he likle woa can da 1o protect
vaurselD The volrars 40d prodaars will v 16
pick what tkey can oif of wvou. [t's open sezson
fir the E15. Ardemeys, wour altarnsy, ocher in-
malks, aml prison ofivials. Yoo Secome Taic
garme. [efendng wourself froma pli of these
Ieepess will negezing all af woar wits, all af your me-
sources, and accasionzlly voar fists.

Farthering che hamiliaban, toe press, as a
geraeral tuls, will md B Gomtrned with predsnt-
ing the trath. They will prize wha: suiis theom 2nd
oftes cealt rearmy relasand facts [F yop have rend
any ol the v buoks [am covered in s will ng
cionibe hane A rather raded apicizn of me, Lt me
agsure weaa Lhal i wou el oos loda s wigkl
quickiy see thal [am gaile lGabls 2and not the wil
lain many (especially Jon Laaa) have made
me out w0 ke You may ool 2gre: with haw [ il
nry life, hut wex aruidn' bave any trochles cndec-
slandzg why 1 ehése B ok 1 kat way Jfranned,
I"ve made my misizkess - groaing up bas ko o
leng racd for me. Mevartheless, 1 have o short-
e el peoad Fonds, Fricnds that Lac irenenssly
liyzl to. Ourif you betieved everching vou rrd,
v s the imprassion thar Milicy is o vin-
diclive Joser, Poalsen 2 furiiee talker, 2nd [ a
twa-faced rzi. All of thome assessments wockd be
LT

Sa mrach for firsl fmpoessions. 1 jusl koos 1
was mhbs tooanlighisn you 2nd o somie way o
help o znzha the; right chodes Whetker ivs peo-
teczing yoemself from what coald he a treamatic
Il altering sepericaed, o aompsd ling v o firs-
ox wolr comprier skills on ether avenocs, it
impartant fiar e i knew the proprom, the 2o
guagy, and 1k s,

Bee woadin the movies
Sneciad thands T Werma (e and Bvize 8 St
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NEW _|0<<m _ﬂ

We've come up with a niew ‘u:n__.._m __.nTu.._._n to help us ﬂ_um _._ﬁameE ta
ger you more reading _._._mnnﬂm_ for less! Listen carefully I__.._.nu _._.u.__.._. it wiarks:

Ordinary u..wmnqiﬁ.ﬂ:u are ﬂuu forindividinle, 350 for uu..n_u_.wn.n,._u.ﬁ_._.ﬂ
require invoices: Chverseas (not Canada): those prices are $30 and 55
...... e Hﬁﬂ.ﬂhﬂ_..._.m"u_.
Back issues are $23 | per-year $30 overseas, En_ﬂnn from 984" o, _n_“__c__u,E_
issues can be _”__u:mrn frofn (988 on H m_m,.um each, $7.50 ﬁ:m:E_u

Imﬁmﬁ __.__..__._..uﬁ.n Zm.i__. :

Order mare than taur-years of back issuss w:...._ yile prce par _E..:u ﬁ_ﬂ.u..um.
From $6:25 15 $5.00! So i yol erder four years of issues 4t $6.25 zach it
would cost you § 100 Order one mare issue and your cost drops 10°§5 per
issue which means you weuld pay 320 for the fobryears and §5 for the
EXLra _.umc_m ﬂD....mE.En. erders walld _“_.._u_u frorm $7.50 16 $6.25 per issie -
unidet the sarme copditions.)

Sounds _”.E._G___.nuhmn_u Too bad! Keep reading it unol you understa _.H_ _._.,.._i it
< weorles I we can da it, u:mnan can,

— e A C R R T,

One More Thing

Just 1o rmake it even mare fun; order a lifetima subscription at $260 {same

rate for anywhere on the phnet) dnd, in sddifion to'two tskires and back

issues fram 984 oo E_m? your price for all Frture back issus _n_amu ta ,mm
Am_m,.um overseas).

A E__“_...w_m..n_ﬂwmﬂm.. .m._..___u_u__:w wz.u__.._i_“_m_m:m are included.
Allavwr 46 wesks for everything to happen.

- 2600
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cortineecdf feoun peroe 39

caminy, 1 wenkd greerly appreeads o pou wenld re
Leger ooy aovcies o berers 1 be pubished usles fey
orpiyes Frocn ook of e addnesrs b 15 this s b nrach
of & Zassle L undesiana ol il worahd b groally appieci
wd
The *REAL® Mealzar
Tor e et prodten u Jl i i B,

Mecting Problems

Dear 260

First [ wxel 0o osow hal D1 wias yoour Sacelend
mar Chal gl 2 inls the scene and Cor rkak macy
(hanks. Mow | waared 3o share somsthizr that hap-
peced af oor raost recens 2400 mesting that wis wl
the legst unpsoal, Ak our meskings we caeally pelal
Teast cniTen fase 3 manth and we gheidss welooms
rks now alenl This menl® &2 @on three ol soayed
wrd wers Sz Adothie, however, showed up m 2
wangicieak mannes and 1&B very shooely afhereaods
E:z came 1o the maddle of s progg and slaseed ask-
aeg I hls was the meeting and whal we wers deieg
and if aryrhing waw kappeniag that night. e 2ame
or handle piven, Jaxl wuy Ses diany Jasitiacr, We
all weze very cahn wed redpended &:i7h no real ok
elbar Uisn weos Chia 05 e mesoing, Lo Do0 dor anouk
Lznorninules aad Clen menicned wery possnd off and
cussing &7 us ez saermp rxteps like T wauld have
gever expeorsd exak from Lhis proup” ohwitasie
feh Jiserminazzd aguinal or sometLing. A7 ary
radz, he Tefl again kil J538 por retara 1he maa
ching thal eodies 12 mind now i thar | am surprises
that samezze wonld coma ra a meesing of thic na-
rors pad aor reabize shat some dacl and diserelica

are in nrdor an far me iatreduclicds ars foencacned
In fazt, when mast of e geople shaw Cor ke Oicse
rimie Thay pend 10 ba2g cur and watch fram 2 dus-
tagee, then work their waw 12 and talk la progle anc
3¢ 3 rrme wasil they are ok least Familiar wilk and Lo
she group [ jasd theuphl thiz skl be a geed e
2o pend for peoeis whba Lave nor ver gons 10 2 Toees-
ing but ere cosideniog it As far as rhs duscrimina-
tian goes, we don'e sk all T2 factk enc of the newkbicx

why stowed wax 11 a=d dragpiep hiv melker witk
b, nal e pecklens of all, We are Tozky ox hive the
wide variely of pacpis o odr Fooup an we heee
and s Seriailehy trnefik foom the 2nages lerds of
sxch.
W Fatrimc
S everaces bk ke Tpreper ™ v o e @
few grouy, Freor rules dne T eesemandy aupdy o aihors
Feaple cas Be werr sevibve b B adhvalion, enseciall i
1hes o adrendly Sl RN Ol A0 £ wad
wp Beiny DR ST FLame M e gropp, Lnlie rooee
k15 S FETMe Gngl ainariens, B vk 8 A et -
Pa fenged e max har abes v comBeralle e St dme
oy e i T poesd’ ot i pueties 2o bo T sl
ebet iy
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I have recerey kemmse imerezlsd 0 lzarstne all
atoer hackonp ancd the Bee 1 fooed that hers waas o ezl
o Bdml in oy wrow aned [ anticiponed il gzeelly. 10dagEL
P e thal Doz oe0ubd b paaple thare oo peet aod f2a
1mighn b ebde o Bnd mops mERTmEnon and ey rae
angas [rescd or ran

Ar it meckng [ aew onlp one “procp” oF peogle anes
cobdn't be rore an | eal w=il wailed Sor azolbar poe

athering e ae rasl & dis wvkedy, 1 evesially

eonclulal theel Eiy was U “immap” wed desided e
ranl iz VT ey weoie 2R | B Do siy thal Cis s
Cae lust gpoup of peogls [ exgerosd 1o B2 3 soperiie],
soegeanspacal. prepuctesd baunch of einei focks, i that 2
emarly whar ibeyp saoard chemechen oo be T owan wery
unesmbiabb asd waked sy wler they relied ek
= in the T while speutizg e bicare? shebie abod
Being fnm snother ackok a2d ool aking Calls an ks
time 3ot aller welkizg o bondesd Teer of 52 2 nuomed
aroeand end valkd them, cre of them spocthcalb exacihe
wiazr Lsard ghowe M Ssis pomt L eeas offerd s chaie &1L
coubd sxp wae v beres ot e ke focking Ridkine me'

and wealerad wassy

Frery o lakes o ey ol te e poink Bl e
sz adeoiUie e iessling s o2 v webane ond beld thes
i1 pable plaves 1 esi assaoed that anwbody =g wrl-
come. Lol dhar sines Sacee peopls are crporeenem g wal
F B pon v a0 aheort, Shak yen ghoald brorw Rirwe they re-
crivn newesnmers whes ars intereeinl o thae e

Uniirturely ®is parlicer proug i fllad wih Mon
teucho=d=a ™ ws [adid ool dhioew up e geqoined unidors
2 Moribn Menson ©shins, hucksd up e sd 2 ek
toard. Zorse paagle haer 3o move on afier hich el
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minike of widde g my eraligeeen | a liekang ke
arpane wha o erealise ine Igen seoere, and ruy
with 1 finger on the pulie of ehe world of true
rpsespuriaTachnopuni tubums te ahare
corrrapendence w U Fiease regeond = Erifie A
Farrgey PO Ra o | FOATE Victariy, v 11974

1E YIOL) KEOWY OF AMY UNDERGROUND
BBS5'S o alre hacknp preusa i Tamge, FL pleaze
coreact e BEAR Terd mad oo GRECC, 3001
Breersice Dr, Ganedvile GA 105011217,

= w2 Buyllegin Boards T & & T

AMARCHY OHLUINE. A comzunar biliesn beard
redcurce lor anarchists, eorvwalies. a deanmirers.
imwmetigaterd, reseanchery, compaoer hackers, and
phome shreake Schedofed Padker char —asorge
Erecrppocd a-malitile machanpe WY -

himp iVararchy-anine.com Telreer amarchy-enlne oon.
Modem: (2 147 132-E128

FLUID BB% s a bodlagn board gpatem cozaned dor
comepreatian Ove e, Call and pow mazeget,
gownlmad O packens, et Mo fiiesre dazre [elptl
ard o spuped renegyde mesda b Senple boand Chas U
zall up Lo mal oo each orizes and kg ol HEAEE
relaned omewar [ 3030 463 F),

HMONTREALS HF BBS s hare ol
Hazkrewledpe gine. Lase Terrmry {504) 5855754

THE BDEF COMYOICE BBS SYSTEM (201) B35
131E wil b mowing’ The rew leadios wll Peamure KO
shamiem szice brifges juss T4 Loy, amd the dame
Wi BRS, ¥54Ba, and wawe beidge strociune When che
chargs haospesa toe o’ nomber wil refer yos oo the

FEDS LM

THE AMSWER I5 MO! You CANMOT take cut
a classfied ad i 2600 i you don't sebesribe!
Yau cannot pay us oy wrasal of Money oo
adwertise cither bere cr elresbere in the
magarine. Se pliaie don't ask - yra prakably
wan't even pet o reply 1N you do subscribie, you
are enticled to 2 free ad in the Markesplace an
space and szandards pormit Sead pour ad o
TEOG Marketplace, PO Box 9, Middle Dilarsd,
HY 11555, inchude peur address label or
photucapy. Peadline for Winter issues
TEANET.

Pogs £3




The: a@ahene nipof] conlinues with the
Kessing o] the Federal Communicarkng Com-
mnissien [V enpeceed that pasphone rares will
gazr lhesks o the near FOD noicg which daregiz-
Tags them In bogic shat we canmis grisp, te
FOC pulad thet looe disanos cocmanies mast
imen=dialely  zive peyphooe commpanics 4
censs for eveny el e an B00 number, 2s wall 45
zalling card w950 calle. This supidity will t3-
sultin 2 kizds af sapdiarpes far hasic serdoos
a5 well 25 incmeased mtes far bocad and Tong dis-
tangs paypeons calls, Some companies, such as
Sarint, plan oo Slocking caman 20 oalls oo
payphores. s 2 known faer car greed tends o
sepea 1 lelecomomuzirices. 115 & real shame
L gess the FOC help it along.

G was apoarently the mativanicn behind
Sprint's reoms ralke change (8 profated te FOC
action). Tha had been offering a 15 &&0E &
mirze phoce card with ne surcharge. After
snepping a bumed of custamers wha sere Gad up
wilt paying sxira socharges for mzking a simple
aheee call, they cuictly chanped cheir pricing W
30 eonis 4 mimcte end and 4 30 ceot soochargs
pir cal ! They Il prohaaly be shaur 25 quict whez
it v 70 Telling eavnne hoo oy aoslishis
1y weend up dasing.

Iz shoolde™ core a5 3 Sarpriss Lo Sians
wanlng in ﬂn_.._.._u._ 3 gonrroversial peh page s
Arastoa Online is fot e plzce bo Soil Svrial
esibars may S0 Jonger fut up pages zoceodizg o
AL spokeswommen Trea Primirose, noc will any
e e allwed o Lok B sock peges. s be-
lieve ina persin’s Aahe to speak™ sha eaplads,
s we Sont bekiese inddviduals Bave a fight 16
frirce us ba afsoiank Rt chal spoech™

Wanderizg ancand oo wwwgovingh e o
sar really pet g Eess a5 1o how s olher sads
toinks Check ouf these exoempis fom Compeees
Loiderce Proceysing by Buchzel R Andersio
Tthis dacurmes) is 3 Boacsa for Law mforacrsst
irvolved in mmitinp boases end seing cepa-
ere. me section is enbsled “Asseme That Evory
Computer 1las Been Rigeed To Destaoy Evi-
Geme ! Faidirs ars odvised not 1o operals 2 505
qecr'’s compuaier il a Rl bagkup s nade.
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“ormal cuenpuli Bckcps wen't de s fll Si
streamn bachup 19 peocssaryt Also, 3% advised
shal evervihing abways be rzkec since vilad wei-
denice ey b ol i “special™ hasdwars. “En-
crvoled Ol can pzase you serious gricl amd
foding 2 peawond serawled oo 2 desk vo v s
catendar van help amake your cue” In the case of
serazlly barming ofl 1Be svstem ahen seizing it
all kinds of coocerns ars falssd, “To preserve the
isngze ro the soeen, & guick phesagisph of cthe
sepaert desplay may be aporoprizts, Thin 2 decl-
caaf hes i ke made 25 40 whether ee pet the ¢oen-
pter will b unplageed from e waldl or sher
G grsrematically based om lhe moguintmenrs
il the aperating sysbem .. Usually, nerwinhid
compulers shauld be st doan following nes-
mz] shundoen procedures as dictated by e op-
erwting systern velved Usazlbe sland-alene
compulers ez b unplupped 25 5ang 25 backs
Frund preecsssacs arg il astive, & podisk deifrag-
mentabon.” Prohably the mes: fascimaring part of
ihis dacument is Le vonvezn vt destroying evi-
snor [avestipaiors are waffsd pod W run any
programs oo ihe commpuler Sicce mperany files
sanld b creabed thas pould peinwrite svidence
Fren uaing the keyhiand a2 bé dangeroas sincs
“ane wrang press of & hiy ¢33 rigger destmictivs
Fiernony TESIGEnE progrecns that mdy fave heso
prarsed om thie cocnputer™ 105 suggeseed that pic
tares e taken of the esast eanfguresicn of the
copputer svslem frum oI difersrs anples, wires
clearty marked so they pel pligged hack Inte the
sight ploces, and (2o vecpurer clearly marked as
eidence 5o other. oplioeess don't seres the
whils thing up by plaving arqund with iz Agpar
axthykars boesa-prablem SA - destrieliee
[ragess can bes Sitiasal in & heashear ard the res
ol ‘can bo diswsreoas” the document warms.
“onsider usicg 3 abvarhige o remove the aper-
zher frome the camplser 53 eliminabe cthe possibil-
iy of theon dustoiyizg poeertial evidence. Raid
piarming is very impomant, and this is cspocially
rrax if the probabiline of desinicEve processes
exis. Wasch et Jior ‘Barn baxes’ al ke rid s
ahich might ke rigped aoincinerabs Cappy
cliskelnes and wip disks.” Mraw there 2 cool thing
i pick cpoal CoppliSa. Finallx, a voupis ol
hazedy tips Gor thoss oy enforcemenl peaple Jde-
termimed Do sonew up “aedd soning the ois-

Autamn 1E7

pulur cocponenl fear the pebioe ear radio, Toe
magnelic lield creawed by the cperating redic
M e Eng encoagh o destroy evidence. A
aprl Lo 13 wiss - don'T anspoet the seimed
ceemuler in e resk an g of the radin mans-

Clill”

Cear zeady Tor mooe confusian. The nea seven
digit carrier aooss ol weTwE B warmkag
yriL Zhout zre set to bocome mend=tery in Janu-
e MMM bhecomes IOLMMMX  (izdially
1ELN N, This oughtz B fm.

A5 reporied i aur las issue, oce has o be
carsfal when calling Oroipoint GEM phone k-
chanpe sinee *67T b-ignored om all calls that go
1 valeamail-As Teporied in an H”._.mn..ﬁ.u._._ this -

so¢, thiziz _.L_"._.Eﬁmn..._“..._pﬁ_”._uﬁ Caller DL S -
T icah v protect yolsse I For shdrbefs- hers

is 3 cugrent s of Orminipnint excharges thmugh-
aul the ermtey - calfing ther could revead yowr
skt even (v ve hlocked it 2002349, 200
4B, U757, 21892, 215705, 215520, 215,
Q3F, IOZ-SAE VIE-G90, 516113, GR35,
SRS, A= S L0, GI0-Z0R 610203, Gld.E0d,
FIT-ald, E-53E, Sl 36, 914320, SITA5],
GIT-2A7, S1RIT, GETSTASTHELS, BLTARIS,
and 174245, Bl this inda is poetty oseless if
someane foraznds a regular phome line 1o one of
these exchanpes, Thers is no ey you woudd e
ketiora wan wers gaicg o 2o Omoipedint exchange
1 rsar gase. (Ine possihle prodection is 1o reccg:
nize zhe voioe mail system thal Omeipoist wees.
Here are rome distnguishing charcheristics: if
yriz Gon't spezk zfier ths Doop, the raconling will
sy FYoear message 5 foo sho " Hinizg 1 durizg
e ceataoing message azll allew o 1o sed a
numeTss pge, 2 a el page thraugh an operdiee,
3 owill send a “callbac: ookt 7 owill say
“Flease bepin recerting & the tane,” & will allns
il bo seoed a Tax, and O owill edihoce frasm e pou o
# referrz] extecsicn oo g an Dimcdpoisl cedand-
izg. Hilting = allows youz ko enler & passwond, hit-
Img & sikips the oulgoing message. (AL niw
Omzipeint ascounts have oo passenol initiadly

The woice mazil systerm lselll can be avomssed Al

FOOXNXN-MAILL in all Ocmipoint cacdazgs.)
W' alza notioed that dialing *67 or 82 befap:
dialing coe of the MAIL numbers wiikin the
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came stabe ahasys pets you 2 nearder as if thoss
oomrards wers samehow comfusing the Cmnt.
pairt saiich. 1f chis is somehoo relatsd to e
capraring af Czller 103, =% possinls fat blocked
calls are only capiursd i they come from Lo
K2me skabe.,

Sarint FCS uses CUMA technolagy as np-
pased 1o P We don't s alole letofind
oy Chimt Hgkl s -BOT-wa da - thas shey
area’|L capharing blockied nombers, W alio know
Uhal ey Lo e Uha MAILL E..._.m.u_. gk Thair wiidan-
mx] system and that tke Sefeult password thal
Eany saberibers don Wokange i wot gusssed i,
SFRINT: Twd af Heic ssckanges ac: 917-T01
and &1 T-205,

< Thezels 3 fair dmiunt ‘o 2600-related als-
chiel i the ait recebiby: Pages imi6e from moms:
other than the White Houss b baked hosased,

“in-responss o draconian lews acd propesals o

make Hetacing 4 ceclic frequencies dlleogal, we
d=cided to redeaze this 1o (ke meinstnem media
“The purposs aus ba democsiree how ahaurd and
anenforceable sach lows arc. The neal way 1o poo-
teod privecy is lhrough endmyplion, domething
lew mloreement winls kel Quict sonds they
wezld stil] ke allooeed Lo Hsten o the “ilegal”
Trequens s 1o gaiber izfirmation casdy, 110 1me
we started fighling ek

Eome  ulher anonyroous sorl o owest Azl
changed a3 sigm in 120 sobedy e il HRe our e
of corr covers, According a the Associated Presa,
“eloctronic sipgns s cobeagy riders W VAch
i Sep” and "Have & Ureat Iy wane Nlsshizg
the message "The Hacker {hactarly” and "al-
otk P, Musnber Three” inged™ during &
pooenl meming rash hoer, Apparenty wond s
gretring: ol 1%ar were shoet an eover deas .

Ard add o this che vanoes mischiaf cozssd
by Beyeed Hooe Just sk the Empirs Stats
Bailding, Sinpagoers, and K-Mam for szrers
A, of course, thare wene twse Heyend Hops
richess that looksd jusr like the NYNEX signs
Gt R0, Wane iold thar was the Fnal sy
trar mede Bell Atlardic decide 1o take ever
MYMEX, Thats preonfirmed
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Hawve you sver walhed into & store Tike
Caldor or Targed 2nd 2oen one of the ein-
playess on the phone? Ever wonder whas it
wonahd be like to phosak the phane system in
ore af thoss speses? Well, wonder o for-
ther. 1 this amizle 1 will siternpt to cxplain
0w how the phones 2t your Jocal Wal-
Mart wink and bepe to answer any gues-
tiens that youw might have,

First olT, a's impormant fo knome L Lype
aof abone that you'll be dealing with. bost
Wal-Marts use a Lucent Technolagies ar
ATET model MLX-100 or S102. For these
of vou who might keppen o 800 3 Bell Lab-
paone, don't panic. Bell Labs iz the sams 23
[ws=nt.

Les™ start with the AT&T §10E, This 1«
waur standard noo-display ype phooe with
a secies of 10 budtoos amangad i pairs of
pwos These ars wour programmmable bt
tons, They usually contain fhres outsids
lines, and the eosn are usualiy just diflecent
departnenrs, of iFyoure seal by backsy ooe of
ihem iz for the paging system, (711 explain
mnare albowed that in a minate.)

Tha three lines that ans for outside alls
an thews phooes are for imcoming only
RLost of them have a block on the lines fhat
won't 2l low v fo gt an oostsicle dul oae
brar will allow you 1o piek up an outside
all Pl wea can dizl %171 just by picking
iz 2ind hitiing 9 For adial toae, thon 811,

The next set of buteas you'll see are
thres 1 2 straight Jine, These are wour flash,
veadizl, ar hall. Beep inoeind thai tha Aash
buzttem decs nof give you sreugh o 10
tuly Azsh rhe receiver, so almost always
this has b ke docis manaally,

Al your bald buston row 15 a Goomal
aumeriz teuch toas pad for weu b dial the
different extensians on. All the ealensions
i ewvary Wal-Marl are the same no maiter
where vou go, soins of whick are as fol-
lawes.

105: electronics.

123 een's
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129 fillng £0010.

[ 50; Fron: courtssy desk,

L& oy

11 Uperator

Which brings me o my next point, The
Operaton She s located o de Iadies Httng
room; she has the best phone n Ge whole
aLonz, 50 if you wunt o phreak e system
vou bave to get teough ber

Inbar-gsore commumication 5 possible
simply by picking up any house phone znd
shialing oz of the following numbers:

O L-T00-T0T s,

QLTI T -0

aann stends for the stores aumber that
vour 372 caliing. This i3 the number of the
wtare i the coeder of when it was buill, not
the shone oumber. BExameplel stors 2046
was built befoes store 2153 so iF you
warded to call store 2185 the moio would
ha 2155, ({iel 27 Amroay, e next step
will b the store code - vou muost eoler this
to complebe the cull. Lhis is, in most cases,
she steee mber thar you are caliing f2om.
Exarnpls: if you cial 1-700-T07-2333, @
vl ask o Lo crter woar code. 1T e store
you asz calling from is store number 0042,
then OOH2 is Gie code vea would enter Lo
complee e calk,

That just whoet covers the model S102.
Peevar et b e good sff; made] M LXK- L0
BALM-L00 has 211 the sares feghares bt it
lzoks tatelly differonr, The fimst rotceable
thicg wou'll see is that & has & display
szreen, Wilch oul for this byvpe of phone, L
will display whoover is calbeg ard whess
thaar are calling fram.

[Hrectly onder the sereen you will o0
fouar bwtrens [black). Dhrectly below zach of
ther zre anather so0 of for Atemns, karnes,
nspect, meny, ard mare. Bech of thess bue-
tors doss 2 dilfecent spoialized Ametion
which is of oo melevance e Uins acliele, Be-
Lo them yoie witl sec a serof 19 Back bt
tars - Lhiz 55 the gocd stulT.

Thare are s Follows: (b side) paging,
privacy, blask, infercom woice, and Lter-
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woen ring. The risht sud=s has pick up line
ane, pick up line ters, pick up line throe,
failawed by twn hlank hieoms, Lets st
with the paginge bardon, Thas batton 2 pre-
programimnsd by the store 1o dial 796, This
15 the extension on Pie phones thet is nsed
wr pify other cinplovess oF custeoners of
whai™s going oo, Bur please node this is oo
an exlenisian, Lnlike ¥.-Mart, whose paging
svstem i3 slmply an ecension oo the
phone: ke a department, Wzl-Marte is
nok. [owses the # for @ reason, 5o 25 ol o ks
cxnfussd with any other depacimens that
Bas o W5 onit. Ths is the prly wiy i peie
o1 anry of the phoes, If the phos vaa have
dozsn't have a paging bufton, then you
rnust manuadly dral §es o aclivele e PAL

“Privacy’ 15 ued e koop vour calls pei-
vate and oot have anvene pick wp the line
wouure using ared lsten i o opowr calls If
the Privasy light is oot on. you do oot have
i securs call.

“Blank™ - ihese are the ooa-pro-
gErammned bulions. Pressing these wall do
rothing. However, try wour luck amyaas
Some of tham zre prosrammed with Giffer-
enl degrariznenls ar slhier SIeres.

"Inrercom voloe™ allows 1o 6 speak to
a persor in anather room (they mst z2lso
have an MLM-L00} wsing the speskes-
phone

“lotcicom nng't is the same &g inlecson
wvpice, bk pEed 25 A prequel to it to sec if
thay are availible.

"Pickup line's 1-3 are pretny mouch szlf
crplanatory, [ you are receiving an oubside
call you muns pick up cac of the thoes hat
the call is on.

Miorw oo sonns of the BLX-100% there s
bo wary o pet an outside line withoot
PUiting inoa 3-digil code. The code 5 usus
ally Feaswre Sxx, theo wou must pick up a
fre: Jinie. This is the only way an the “'nons
cisentiz]” phonee to ged an outsids line, But
N £00ME cices the omly sy af line youn can
Bl is an doter-store e no metier what.
Some af the phanes (35 vou're Iucky enough
Lo ged into the buck of tha store] ban™ even

Smzod acede fo gor an cacside line, Jost sim-

P pick up the phome, choose an pursids
Litze, and dial away.

2400 Magozine

e, 5o wew that 1've covered most of e
buttans oo this tepe af phone, we will mowes
rn to the finzl aroup of batons. They ane:
featmre, HFAL mutes, speaker. mansfen
conference, drop, ard hold

Let’s start with “fearuze™. This in con-
Jursstion with the code Snx allows you bo
pick wp an cwrside linz, The = can be aoy
set of numbers that your besrt desires, Each
one 55 suppossd to be assigned o a daTer-
ent deparmient head to kesp frack of who is
rnzking what cells arl o where,

SHEAL - 1 have oo idea what this does
anid 1 can’s seemn f2 Agure out what purpose
it s, wr we wall dosrsgrnd it far noes

“hgte”, “speaker”, and “hald” are all
welfemxnipnatary

“Tiansfer” allows you o abvicasly
transfer calls o other ascas of the store,
simply by hitbirg transfer 2nd chan ,“_.r._”T__..q.
the departmend aumber.

“Conference” allaws you 1o make con-
ference calls fsimalar o that of a party line).

“Dirop™ hang= up a call opce it's placed
o bald.

Cmez last thing bafors [ go: 800 numbers.
ol ol Lhem are G L chial on thzs tvpe nf
phooe, but some of then wob't g through.
1 can galy specubzte that the BN mumber iz
oz thar allows returm kalling for secvices
(such a5 soms weh supports and phons sex
limex]. Q) numbers zre stnctly Fachicdden
and wen’t work se don' cven oy

5o wrapping everything up roa, we sz
th ing and ouis of the Wal-Marn phons sys-
tzr. S0 next time you're in 2 Wel-hart znd
a aew pnpbovcs 5 bavieg troekls witk the
phanes, simply pull aut fhis article and
veu'll ke able e oget the pob Sone, Happy
Hackingz!
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