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IHackers On Planet Earth ;

It was g lictde less \kan 2 year ago
that the ides of a major hacker event
in the United States thiz summer was
lirst expressed. The success of
Hzcking at the End of the Universe
(HEU} in Holland led manw n_nn._.”___...
o 2ik why such ae event couldn't
occlr in the United States. In our
Aulumo 1993 iss0e, we wondered if
such a thing would cver happen here.
But it wasn’t until a couple of
reontks apo that the enthusiaam here
began o spread like ad infectious
diseaze. It's been a long time coming
and this summer seemed like the
perfect ticne. Afier all. ics par tenth
aoniversary and the kacker world is
hipger than it's ever Been.

And o, Hackers On Planst Earth
[HOFE), the first-zver zlobal hacker
CVCRL o fake place in this country,
will be held in New York City on
August 13 and 14, {Fall regisiration
info can ke found on pages 13 apd
A7, ux well 22 a special inserl sent to
all subscribers.) One wav or another,
history is liahle 1o be made.

What exactly is a “global hacker
cvent”ToIt s differcnt from. the
varions backer conferences thal fake
place in this country - Summercos,
Def Con, and HohoCon are a1l well
worih attending and uwsually 1ake
place every vear. The annual
Hackers Confersnce that takes =lace
in - Californis might also he
worlthwhile - W Can'h seom 1o find
any hackers who have ever heep
invited to | though., The Za00
meetings o various ciliss are siill
morc ways: for hackers to-gen
together. this time on 2 manlh]ly
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basgie:

We believe HOPLE will have
ingredients of all of thess events but
will also add something io fhe
cqualion that just hasn’l happened
bere ver. Hzckers will work together
for tweo dave and nights 2nd celebrate
their - existence  in what  has
unferienately become an aoften
estile cavironment. The general
pubrlic will have 3 chance to see
things from our perspsctive .« the
cnnference will take place in the
middle of New York City and will be
choeap enough for nearly anvons o
altend. = Bcminars,  1alks,  aod
workshops will ta%e place arownd ihe
clock in an epeo atmosphere. The
uscs and abuses of techoolagy wiil
he discussed - and demonsiraied. A
giany ethernet, similar o the one
crearcd b last wear's HEU, will be
canstructed  here Jeveryone s
encodraged to bring o compuier Tor
maximun effect). This, along witk
our benkep to the Internet, will give
rmany progle their first taste of the
ret. And it will he hackers. not large
serporalions, leeding the way,

An exccllent example of what we
intead ~ do o de o owas recently
demonstrated on Mew York's WBAIL-
F¥. During » fundraiser for this
nencommercial  radio  statiom,
Irsteners were offered o vear of
unrestricted Interpet access op
BECAQL.CONL, 4 new Internet service
in New York for a pledge of $100,
Feople in the hacker community
have designed this sysiem and are
the ones who keep it going. (The
noermal rates for thes svstem zre

Strareer 1904

516.50 gor o menth with no rime
Jimits, m_?u.m..:._u.._u.. the cheapest ot
conpechion  possible, Yoo o can
connact ai (2127 858-8212 of call the
virice lice 2t {212) $8%-R7E00 New
Yorkers jurmped ar the ckapce to get
e access 1o ke oot withoot baving
i always watch thke clock and pay
DULFaEEdus Fees.  In twa . hoors,
cacape.com hrovght 8% now gcoople
onto the net and rafzed 55600 for a
nansommercial ridio stati Tz
mieans something, These are swarms
cf people in odr society wheo want o
listen 10 what we are saying and who
amderstaml our spirc, f nor oor
larguape. The hacker spirit has
mandPestad itsell 1m many of us ol il
hes dermant in a far greater number.
If we have 2o oppartunity to reach
g1l rgre people, we shoold, Some
won't understand bur those whao de
could turn oul Lo he very drmpsorlant
tr the kacker world, QOniy when the
aeneral pullic hegins 1o ser that
thezre s Tar more oas than what they
read in tabloids will their perception
i us kegin 1o change. And thar
could change everything.

"5 2lwaays been in b of Lhe
phone eompanics and corpocate online
sarvices in putinl us i as ewil a light as
pesssshle, “Thon they can contines o play
by theic reles, charping consumers s
reuck as they want and not haviog
arpvore coodible o challenze them. But a
m:u..u..mn_..q. oumnber of penple ane realizing
that s not @5 htack and whicz as these

ies want us to belizve,

We've seen il happen lwice m
Hlollancd. The Linited Srates is wong
owzrdue. But this isn't the coly “Hacker
Congress” happening this year, Un
Octinher .- &. cand 9, the “First
[oterrational Congress aboof Viroses.

Hacking,

Undergroand™ will tabe place in Boeoos
Alres, Arpenting at the Centro Cu 1
Recnlzts, Tunin 1830 froon 3 pim oo 9 po
Welre happy e learn thar thers iz a
thriving hacker culluze there as well ard
we bope many Americans and Argentoos

rel bt evenLs.

According to the organizers, “the
congress will e oriznted o discuss
subjects related o hacking, vicdses, end
the wechinology impact in the sociely of
o 2nd i the Teluce, We will alar have
Figgussions aboul cyberponk, virmaal
realily, the Tnweenet, the ghene eystem,
programming, &lc,... We axpscl the
congress 0 B a3 open as possible,
offering - freedom to speak tooall
atteadants, being from the ‘Bad’ or
sgond” side of the discussed issues. As
we in Argenting den’t yel have laws
apainsl baoeking nr ovirus wiiting or
specading, we think I is very important
lo discuss all those ileors &% frecly and
deeply as o possikle™  For more
infarmation, | ernaal [
lerpando@ ubik . salink. ner, Fidonel:
4:901/303, ¥ou van phene +3534-1-A54-
(5 or fas +54-1-40-5010 or sond papar
mgil e Guemes 10, e 2.0 Hamnas
SMaiia (17040, Provincia de Buenos Alres,
Republica Argenina. Admission Lo L
evedt 15, incredinly snoceh, wially froe,

There am= & Jot of bad thinge we cin
focus on - the Chipper chip, ncecased
surveillance, lechaological ripnlls,

ed heckers, ard s moch DOEE,
But there’s also @ grean deal too b
oplirrisiic abeor We've gob the means o

25 in different, non-traditicral
wavs ard, most importanily, share thess
n_,"._..p._n_.._.__.__..w with ench other This Awgast,
wieetl] have the chance to lake that ane
step urtler, [Emay be the only hape we

haws.
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by Zaphraud
Specifia Telephone Telecommunications

Firsl, k2t me s:3%s thal | & geare it
GTDE is nod a0 acue, physical swilch, bud
rashar a seiwars poatocol tingy, that can
TN ON NUMEercUs switches, GTE vses
OMS-1002, ESS'es - | kFave avan heasd
that sama =mall GTE argss vse PEY
awitcihes designed for businsssas”

GTOS is a stranga satich b b undsr
Thia st obvious sign ol 2 GTDS seesch s
having fo dial xx8 [0 access spacial
leatures - {cancel call waiting, cal
forearding, &%) as cppased to dialng “xx
uresar 18 more Sorrrnan Switches,

In facd, the firs! thing that | sebced wader
GTDE Iz thal o & key iz a sange kind of
enfar ke, it will 123l the satch 9 al done
TOW, Process my digds” 'monol sure whas
iha sigrificance of 1hs 5. or what can be
done with it

AlEG worth knowing Is thal thers ara
vanols ssb-versions of STOS. | am undar
_md._um.n.u: 2 in Camerille.  (That's
interssling Lecause the lzst bree | checked
11owas 5011120 ) just chacked now, and
sumprEs! Bolh 501012 gnd SOH12 arg 2ha
Sama, 55 lar as | can te¥, snd the f17 pan
s neves changed, Dmnand, a dty naarky,
uses st GTOE ard they da it wat have
P Proctor Test 521, | sissect thal's whare
the 501 part eomes in. Thausand Daks
Fas 5010, Mo T exdersion, | heve abaoitEly
Ao idea what the { extanzion means

Whenever | dial & cel. befarg ihs ring !
hass m_.__.u_dm, and afler B1e ine stans daing
something il.e. daging, busy, eto]. | can
_.__wE.. & quiet, high pischad sound, IF | really
w__.:.,___._ iy ears iz that possibla 7, | beleva
this i e sound that Ha digial to ansiog
Lonvertel makes, a5 i zounds aboul the
fahit frequency for it | like tis, bacause |
rave 3-Way calling, and i1 lets me krcay
when to flash the cthar line o, withaus
harving b wait for 3 ring signal, .

e 11X Dialing Foatures

prosides o wids waria it
baszad tooks o linemen ] rﬁ.m..w_:”u,_uﬂnm.ﬂ_.._“u._.._nu_.._.w
FRin B 11X diatng area Thoy cannce be

: Eﬂﬂ ﬁ .M.Eﬁ h:h.w.nﬂ.ﬂmhﬂ

life under GTD5

dialed of the back of a local PEX that | uge,
probably bocause thess is a disact ink inln
the GTE swich wia ootical cahle, and ko
fMave coppel Bne lesting features wondd be
silly, Here iz a sl and desoriplicn of tham,
a5 ey &re fpund Inoour arca, Mofe that
they vary from area 1o arza, but fat thiey
are still going to ba 11X numters, For
sxamala, tha Proctar Tast Selin Los

tgefes i ned 117, bt rathes 117, This =
the: list 3 it gpesrs it Gamariio, 114, 119,
arid 113 work a2 descrikad in Cxnard 204
Thowsand Deks, Thowsand Oaks alsn has
117 ezl 1o that of Camadio.

119 - No real fupection. Naat-o
meg2aga | have nof heand armwhes alse,
Rirgs imtrrediataly afer diafing third one.
ArEwers aller org bo fowe rings wilh "We're
2y, your gall cannot be complated as
digled. Pleasa chesk yvour instroction
rmarual, ar call the repair office Tor
exsElance ™ Basically it talls tha Insman he
srrawa g

Ti2 « Have not discovered anplhing
o o funefion,

113 « Strangs method of olaling. You
can dial 11570, and if 70 |z a phone
sumber fat Iz in your axchange, fien ong
of teen things will haggen: It will conneat
exiclly like & reguler coll (even requires 25
coents from & payphone, dspositad batoa
cal and vields same eror message i ooin
is rot deposiled); It will come up with &
rather Eanga error message; “We'ne somy.
vour call cannet Ba completed as dialed
mam s telephang, Please chock 1hs
niurrbes and dial anain, or call your oparator
for sssistance,”

1 yow dial any other nureber, whater i
2 local, rone unit [2haorl distancs) or fong
distance, if if's fof i your gxchanga, 7 will
22y tral tha call cannot be completed as
dialed (tha crdivary error messags ranmally
heard) and 2o chiesk the numbes and Sal
Eoain

Whal delermings whether a phong has
113+ 70 digling capabilifes or not I'm nat
2Ure of, Tut | ean pszs akng the folowing
fndngs:

Sumineer J904

E
i

r
B
i

Every pavphoas | hava been al lerd
113+7D dizling g through, pravided a
cuaner was geposied firsl,

The odds of @ narmal line a _,.u.-_..:..m
113470 o go through appear fo be abow
1:4, from the test divfing my Fiends and 1
rave done,

Arciner ___..mm_-m.m_n_-_m th m] B2 nzha 1= 1has
whan 1 digl 193+ |[Nurmber of & peyphons
fhat does nol mnnm_u__ :.__uﬁ:.:._m n..m“_wu_ Hiaem
my fne (not 113470 cormpatibia), | oot the
ordinary ¢all zanngt  be  compleiod
maszzaga, but if | call tha same numiar
front a n,m.__..u_..n__-_m. | hear the “trom this
n_m__m__u__.__u_-_m1 ﬂ._mm..wmﬂm_ Thiz haz led me o
weorides il there arg phonas hal can bypsass
1k m_.__n.n._.n:-m el EEE_._..M. o Rar | Fave nol
fewrnd fary.

114 « Local ANAC. Gives a single
iopch tane, than reads back your phang
number. The officizl name is not ‘Local
AMIY, bud | prefer caling it that, a5 AN is 50
rrizh assiar to remamber (and say) when
compared to the ofical nama, ANAG

115 - Have nof discovered anything
oF A Funciion,

{15 - Limvied dats avaliabla, Walts for
_u_.ﬂm._m.. AHear mosl, zays: "Wa're ECHTY. 'Wa
camnal Lrosess your CUENN _uum____.__m regidest
g1 ks Uima. Wil you Iy agen katar paasa?
Whan | dial 116+8=x..., 11E=5xx...,
118+ xe..., or 11EB+8xx... _-_n_n_.___-__m
nappensd. ARsr several digits, ncudieg =
ard ¥, _m,.u._“ i ._“__.n_n.m_ BFIGr masfana.
11E6+3+"+¥ wields this messags.

117 - Proctor Test Sel (in my sresk
This iz the reatest featura _n____. far. Sea
B fior Fstruections.

118 - Have nof disesvered sapihing
or a0 funchion.

112 = Line Qpen. This is ideatical to
using e Proclor tesh et eplion 13,0
performs exactly the same function, z2nd
axists only for comaatibility i Camarilla
Cienard needs this last until they obtain
ETD5.01 or bettar,

117 - Dial Test (in Oxnard) Thiz test
weill _n_m..m_.._ fodr Temes, and tesd &n additonal
faur fires afer cach DTF kay pressed.
has ro ather goprrend lincion,

The Proctor Test St
The Practor Test Set can be used for anany
thigs. the most common geing:

Wysrnrrer §904

Cheching the ine fov bugs
..._.___.m_ o & rad box
Amger fast (maka your phond ning)
ideniifplng 8 DTMF Sigif
Mading the e go dead for s few minales

SR ined

Dial 117, ¥ou will hear the following
men. Baar in mind thai you can aiways ra-
hiesr the many either by wating for i to
reglay o by fMashing the hook, end that &
hockllash iz a lal ke an abart kKey.
(Exarngie: Proclor says “Flease deposi
goin® but you're catling from horee
gxpanmanting. Just flash the hook ard it
goes on 1o the nexd pat of the best )

A owaord about the Proctor Tast Seb's
numbariag syetern - 0-8 ara, quils
ateiously, 0-3. BUl a ille known 1act i tat
all e "._..ma.w can al soerea lirme or another b2
LsEd s NUNGers, 1A slrange way, Harg is
A barsiation Labla:

09 = -8
A-10
B-11
C-12
0-13
. fa.
#-15

This works hecausa GTOE's tanc
dagoda thingy is =6t ko dirl mode, and
thaza are the acthual Rexedecimal vaues it
croduces... in the ofher mcde, row'column
mizoa, tha chip's first tag bits will determinag
s, tha last dwio, column. That rmode is
raretyusad...

Intarasinghly, dialing 14 is tha same as
dialing &0, Ever see & it kid cowunting
“eighbesan, ningteen, tetaen, elevenioen™?
wWell, Froctor does fhis It's base len
hesadecinal! Thals why dialing B veocks Tor
dialing 11... the security feaiure spparcnily
orly slanis kaking o bloox out the conlig
aftar the Fret one 12 digsad,

Alsa warthy ol note is that il in
parsmater salect you dal (a-d@ o 1(a-dit,

voul will b read the rumber back 83 you
gialad ! Example: Digling 1A% resulis in
hearng fane fen” read back booyoul But
thats mot why. . Procior doesn’ kKoo ik
weord 4en’ peocpl 85 i "Flease daposd 160
sets” 5o | baoked gorme mone and found:
-5 says 0-9
A says "Ten”

2600 Magazine  Page?




E says "Twenty-Five'"
L says “Please go on hook™
O says “Pass”

By doing thiz, yeu are Estening ta the
hidden ardar of the sounds in Prackor's
program, and achualy leaming a Bile about
now It wes made! Each sowd has an [D#,
and by Silvar Boxing, you can find ol
£0Me more sound [10F's]

Pleaze ba careful changing parsmetars.
I'tuned ESS Salaci on, accldentally, this
Sunday momirg. IF5 now Sunday night and
e test set sl wor't work 1 Fave to wais
wrilil Monday for tham o fix it | guess]

Tive Main Menuw
“Proctor Tesl SaL™
{afier tha ‘pleage” starls, you may press
MmNy seaciiong)
"Plopsa seleet test
Ling fasl oiaf 2
Coin collect fast diaf 3
Lol refund test dial 4
Laodn relay biming dial 5
Caln test oial 6
Parlfy ground tost gdisl 7
Ringar fest dial &
FParly 2 ringer tost alal 9
Dial teat aial 0
Ack suppress tefaphona test oial 19
Ravarse Kne dial 12
Lima open dial 13
Complele data mada alal 14
Ack suppress fost § dial 15
Agk suppress fost B oisl 16
14 Coln Relay dial 17
For access o other tasls gial 79,7
= Mote thal 11, and 16 do net appesr on
Bz Bet Mare on that later....
Explanaticn

{inside parenthasiz iz cho'ca) linslda
breckelz iz only heerd if Complets Data
Modi 15 on]

Ling Test (dial 2)
; The lne test checks for probéems on tha
ling, namaly that of shorks. It sien, Becausa
of 5 on-hoos naturs, can be vead o chook
e ringear.

What hagpena: Thera will be SOMe
clicks heerd, and then it will say-"Line
cufrent {oassdaill [ milliampz]. This is
oy sy amps tha phone is ELing ot
_u.* thi wall. It macs than ana phere iz
picked L, B1a mimber will chamge k& tha

Page & 26t Magazine

phone fat susis mare, becaise picking up
“.u__..u_“_._m; oRone Causes the woitage 1o drap,
La,, tha curmeat should newer be B ruch,
Line tzz1 wil then say "Loop leakaoe fest
Flaasa go on hook,® At this peinl. hang up.
wiail 1of the phong toring, then answer.
When vou aaswer, 1 will say “Laop laakage
(passdail) [(eeceeds 300 K Ohmsfos K
Céimg]] ling ground (passfail) [[excesds
200 K Ciimsios & Ohms]].

Whal s dedls you ks e follewings Line
lgakage - The impedamca of the phong lire
vhze no phoras are off hooks An off hook
covdition is generated al abova 2K Coms,
Zul il should definitaly be cear 200K Ohims
althcugh not infnite (ithe ringers have bo be
atkached! ). & fail condition wiil read the
impadance of e line, Magt bugs powersd
from tha chora Ene will ceuse this dest o
lail. It could also indesle problems in the
fnger of vaalar in the lina. Line ground - s
Ina leakage, only for the ground ling.
Payphonns bave a ground line, the welow
wire usually, ang a failure here could
adicabe water in the linez or & faulny coin
Gincuit.

Coin Collact Teal (dial 3}

Thi= {6t cheoks that the coin hopger n
& pay (forrass) feiephone propedy dumps
ooing intn tha siorage area, where thay will
await o telephone man b pick them up.
Thial is all 1 coes. 1t wil ask you to gepoeit
3 poin, which i wi promply dumg info the
slarage arga BE £00N0 as il reachss the
fepper. No mere inforration is gaen, eean
il cormgdete data moda is one Pass o fall ks
indicated by tha peth the cnin takes. &
inerran shoukd Ses 0t come ot 1ha hole on
the bottom laft slde of the ghoae. An
urhiappy phreaker will hear it chunk in wic
colntass ofer coins, where it wil bectme
unrecovarala and property of GTE. For
vou technbcal 1olks, cain refend ard coin

oolect signats are 100 w0t pulces that are
e don the ling, &nd geounded by the
proneg oflo she yellow [(grourd) wire
Hiregh the boppar contraller.
Coin Refund Tesi {dial 4}

Thiz tast iz axacy the sama 35 1ha e
s opdect test except that the coin is send
2t the botiom mghl side of the phoma, o,
Sack indo the coiy refund sast, IFs fun bo oo,
bacsusa it sAccis them sght bask in, A

Srerreer 19098

neat ok b pull 15 depost aboul 2500 00
migcallanecis ooins intg the phoae befom
salacting this tast, fen call & flend over
and gay "Chack this cut.” Select the tast
qrd drop in & nickal. Your amazed dricnd
veill wabch your nickel, and il the ofar
money that you sluck i (whlch was waitirg
in the hopper] come oul, and probasly
nevar stop begging ared pleading vour to el
bt o mar hoaw wo did it
Cain Relay Timing Test (dial 5)

Thig fests the trmng ol @ goin grognd
pedlse. It will respond with “Coln refay timing
ipass/fail] [xxx millizeconds].” Typicsl
valuas are betwean 300 and 700
miflsaccnds, This wor't iesh the 1008 ireg
ol a coin,

Caln Test {dial 6)

Flegea deposit coln* This iesls con
fone pulses. A lyples ool pulse consists o
1700HE and Z200HZ. A nickal s one pulsa
of 68 millisaconds, a dime 15 twa such
pulses separaled by an equa’ fima of
silpnce, and a guarss ig tive 33 millisecond
pulsas separated by 33 miltisszonds of
silence. L will accast wild varlatons in
timirg. howoeser, The reslencas mist e
within phus or mires 30Hz. The fasporsd s
(Coin fiming lailf[S canlaN D canls/23
cants) Low-iang [reguancy (passfaill
wexxHz. High-tore frequency (passtfal)
ooy, Lowone level [pasedall) negative
wr 38 High-tone level {pesads]) ragaine
wi B, Pleasa desasil ooin.”

A great Akl 1o liremen whe need b i
thie coin ono sechan on thair red, & ah,
payphones .

Party Ground Test [dial 7)

'm not really sure whal this does, bt
tor e it says *Party groured (passftai) [
Chms]”

Ringer Test {dial &)

Trie tact will sk you in harng up, han
will ring your phona. When you answer, i
will replay e menu. Trat's i,

Party 2 Ringer Test {dial 9)

I am urs {0 distinguish how this is

e shghthy diffzreat [rom & Ringer tesk.,
[al Test (dial )

Thiz will do ona of two things. If
Compiate Cata Mods i5 af, it will 3k you
k2 “Pleasa dal all digds.” Dial theqn lelt 1o
right. bottom ba foo {1232587E30F). I wil

Nummier 1954

respond with *Dial test {passitaily. If
Dorrplate Data Mode is on, it wil sk you
1o “Fiease dial one digt.” Did a dgit 1wl
lhan raszpond with Low-lane [requency
[pazsstally xxxerz, Highdona fregquency
[passitall) auxgxHz, low-gne level
[passlaf} negative o dB. High-tone leved
[passsail) negative a0 dB. Pleaze dial cne
Jigit." Digits consist of one tong for the
w-tara group and poe kone Irom the figh-
ket groudp, Tra grovps are as folows: Low
Tone: EATHz, TT0Hz, @6@Hz, 841 Hr Hign
Towe: 1209Hz, 1336Hz. 1477y, 165H:
The high lana group describgs the
Aorizonkal coardrata of the digs, whereas
the low-bene group descitas tha verbeal
ooordinate of the digit. By using this list 0
conjunchon wih the dal ket 'with complata
dala mede on, one can dentily amy OTMF
ferne, Thesa are, howassr, Betar ways o o0
thig, but not with Procter,
Ack Suppress Telephone Test (dial 10 or
Al
Aller setactng this fast, wou will hear:
“Farly one bleghons. Ling cumens pass,
Ploase dixl g1 cigits.” Dial all of the digits. i
will resgand with "Dial {851 (passiacl).
Please iz ona digi.” Cal 1, and lishen be il
sy “Dogil detested. Plesse o on hook.”
Hang ug, and whan ha phora rngs, pick
up and it will 12l wol § e test passes or
dails. Bemnch e whiat its pood for.,
Caonfigure Proctor Test Set (dal 11 or B)
Like 1, fivs Is nof resd on the mens,
Alsc geod o Enow 15 thal acoess o this
feahure by daling 11 e be wrned off, 20
hat it can ooy te acsesssd fom the GO
A o one reasen of anctar, diakng B will
atways work! Aler daling 11 or B, 2 3 digd
sEcurty code may be aesdad. The defaud
tor this o is D0 (hree zeross) ard i e
{as1 58t has baen contlgured to bloo
accass via 11, thon most Hiosby you wil b
abla {0 accsss it by dialing BOO0, bocauss
they wilt not be anlicipating thal remota
acefss B oavan possibial
The Set will then g5k you o "Plesss
sefoct pararmatar. It will nof read & list of
raramatess, bt will idantfy a parariebar
afier il & keyed. Ta selact B paameter, dal
15 rorrbar, then dial g, Tha Setwil Hpa
rond e peramcles nuTaer, name, and itz
current vahs, 11 awill than ask you o enler a
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new valug, You do thiz by eilher: Dialing
e rew value Bd hedting poand or, if itf's B
beggle value, typlng *# {astedisk pound).
Mode that I'monod exactly positive that *2 =
cormech, but it works for mel

Parameter List:

1 - Dial Speed Low Limit {set to B.0 pps)
2 - Dlal Speed High Limlt (=& to 11.0
ppe)

3 - Dial Ratio Low Limit [set to 58%)

4 - Dial Batlo High Limit (set to §4%)

Faramaters 1-4 are for pulze dialing,
pR5 i5 "pulzes par second™ and ihe
parceniEages reler to percantage of Brre of-
Mook ve. oni-haak,

5 - Teen Dial frequency tolerance {set ko
1.5%)

E - Tone Dial Level High (set to 3d8)

7 -Tone Dial Level Low (5ot fo -2d8)

4 = Twist High Limit (sct fo 448)

9 - Twist Low Limif (sef 1o -5d8)

Parameters 8.9 are for tone dialing.
Twist refers b Bre ratio of low-trequency 1o
high-fraguency in the OTMF sone.

10 « Line Ground leakage [sct to
100K ohm)

Fafers 10 minimuwn or-hoo resiskance
that is acceptable batween phane wiras
and ground wire)

11 - Loop Leakage {set to 100Kohm]

_um.m..“.mu.m 10 ramimum ocn-hosd resistance
,_.Ti 15 Boteplabie betwasn red and grean
wings
12 = Loop Current low limit (st to 20
_._.._=”=ﬂ_._._nxw."_

Rafera io 1he minimum amaent of
turrent an off-hock phona may draw, There
15 no maxitium as the currant deaw Is
firtited by e awitch #sal,

13 - Party Ground high limit (st to 3.0
Kahm)

14 - Party Ground jow limit [sat to 1.0
Kakrn)

13 - Coin Tone frequency tolarance {sct
1 1.5%)

Hirw picky should Proctor ba abeut ynor

red Bax’?

16 = Cain Tona level high {set ta 0 di&)

17 = Coin Tone level low (5ot bo -25 JB)
18 - Coin Ground high (zet to 1.5Kohm)
18 - Coln Ground lew (set bo 5§ Hohm)

20 - Eecurity Caode {sct o 000, default
changeabla B wsarl) -

Page I0 2600 Magarine

21 - Security Cods (on'afi)

22 - Line Raverse (el to off, delault
vialue)

23 - 1A Coln Relay {sat to off, default
walua)

24 - User Pragram is on (777

5 - Dial Timing {set to 10.0) {777)

26 - ESS Soloct (et i off)

27 = Coin Tone Frequency select (gel fo
2} (iype of coin tenes)

28 - Coin relay timing, fow limit [scf to
500 millizeconds)

23 - Cain relay timing, high limit (set fo
700 millisecends) How picky is Proclor
aitut your paper-elip technique?

30 - 1A Coin relay timing Fow limlt (zet to
400 millissconds)

31 = YA LCoin relay timing high limit (set
to 500 mifliseconds)

TA users beltar have quick papar-clip
Txthon!

dd - Cein Refund Current {set 1o -
(negativej}

el o positve, walch the fneman fose
fig Guariers whan he does a coin test
3% - Divided digit test (is off) (FFT)

34 - Remaova Coin Greund Test fset to
o)

33 - likegal Paremeter

35 - Telephona Dial access to parameter
program {set to off)

This means | caa't Fal 11 % use it bul
dialing B warks!!

37 - llkegal Paramebar
Raverss line (dial 12 or ©)

This will exchange, emoorariy, the Lp
and ring wires, theraby reversing the
pelarty of the line. On payphones in my
area, the DTMF dial circuit will nel work
after doing thiz, because thare Iz no Bridgo
rectifar on it The ing will be changed back
o rormal if you flash the hook, harg vp, or
dial 13 again.

Linc Open {dial 13 or O

Thig rermmrees the phone frem tha switch
1af abowd 26 saconds. This is very smilar to
Cutling the wines to the phana, YWhat this is
good for is f 4 Ewaman wants b tast ling
irperaice Wit a VO, chack the lire i
slray vollape, sfe. H's alsc handy for
sriaking quarers from people o0 duma o
chack for diallores 2t a payohona. . open
ihe lina, hang up it dossn's Krow i1 you

Sumtmer 904
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harg up « How can it with o wollge (and
therefore no sensor abdity) an e ingj and
just wait for Joo Suckar 1o deposil a
geeartar, Then coma back and pick up the
prana. Walt patienthy dor the tast mano and
whsn you hear it select Goln Aafurd Tast
Degosit a nickel, and you get 5.30 back!

Cemplete Data Made (dial 14 ¥

This is a logg'e modifer thal conbals
whothar the tasi st will read back
avarything it knows, or just & passifail
conztiicn, Eveny fima you disd 14, ds stalus
will ba toggled. Hs datault va'us is off.
Prassing the ® key will &ls sefect compieta
data mede. This is convenient, as it's
priobabhy S roosl oflen wsed faslune,

Aok Suppress Test 1 {dial 15 or )

“Flease daposit five cents.” "Pleasa
dopost irifal mta,”

Ack Suppress Test 2 (dial 16)

"Plgase depesil fva cants ® "Flease
dsposit tan cents,” “Please deposiy 25
cants" "

1A Coln Relay (dial 17)

This 5 & teggle moddler thal conirols
bz tha syslem Intemprats coln tming. s
dalault |5 off. Apparently tha ESS1A switch
used diferant fming In ks ool tonas, &nd
thira s =till some 1A paychonss i use |
balicys the Rado Sheck Dialer 65536 Mhe
Crystal combinatiaon produces tha 14 tonss,
ot | am unsane,

GTD werslon number {dial 18)

This will 4ol wou $e wersion rumber of
e GTD saitch wou are urder. This kind of
thing is essenial for thase phase phreaks
whno mrg "socialies angd wish o leam mone.

For access to cther tasss, hal 19, The
other 15515 ana wone tests, Mot lika dial and
redhan, out iha offwe way srovnd. They spit
iones oul inde your phone. Mothing special
trawgh, Tha toas tests can be used for
mEasUring frisquenty responsga, sigral in
nzisa ratio fa zarp tong test amelinga vs a
midTivat bast tons ampliiude) and oiher nifty
thengs. Ona ting § Eea is option numoer 7,
at a pevpnote, b s 52 keud thet it can be
fueard 1or up 10 23 of 55 fest away on &
quiat day!

Hera is a il of thea et
Millbwatt tast tore {dial 2)

Lases for 3 minutes, is il Blast 1000M:
e
Zera Tone test 1 {dial 3)

Lagis for 3 minutas, absaluts silenca
iread fior massonng ling moise,
fero Tonae test & {dial 4)

Handizal i Jaro Tone fest 1 a5 faras e
50 Rl
Thres tona tast (dial 5)

1E0HE for 15 ssoonds, S00 Hz for 15
H300NEs, 2000HE for 15 seconds
10 tone test (dial &)
10 tone ack suppress fest {dial ¥)
Frazsing O will raburm cne be e main
Manl
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the joys of voice mail

by shas
TI:& ey Lo most waloe mail spshema i that
Ihey & vary user-fizrdy, Dot onke 2 vou ke
hoew 0 pER Iher, | your cafege has a wdS
Jen vt pofaldy krnow how 1o use Bae mala
atioes. 9 he other fard, i you call Inand
Iy 1z widen var VIS Fodizans, Then woa will
Frobably notics thal il Searas oonsidarabiy
dcre difcut. They e desigred this viay, so
¥l sl ba pahers in icarning e esss ol te
sysiare Okie thirg 1o remember b 10a s asey
to gel swstery adinirislration fa help o - al!
vou bave B do i sl extremoly fochnlos Ty
drincliced. Examplial you wark inbo someone
alea's maiooe for-a imiied frs, soovou lel
yiur edinisiralor fhat somaone Bes chanped
vl pessawind and you can’l e i, Whan ha
A5EE M0 oL rEibox numaer, say e nueiers
Sowte, and L0 A Ginle srabcalty. This makeas
iU Sound urfamiiar with rombers, machincry,
e Farenbern one of the bas hasis is 1o act
1z a vicsim O S, Mow that woo Raea gors
pencnd Ideas of Wit rEl, onoadthoshe real
Beicw is Isted encogh of ke mrczcies of
‘Mericis Mai® o g2t you geing, Il &mvining, s
iz wik ha & quidsine sooodes can documert
eir sysioms or 15 rast ol us Anyiing Taied in
tullrie form b simply for sssy reading are guick
ALTESRA
Toogel inld 4 maifooy, dizl the gyclam
fLETET, e dizd e oo digh makaas noriber,
deen % Dl the panswonsd (2ee beloa’s 1ian 4",
1 s sysleen, most malboe Gommands am
Ler cigils. Thase iaclude cha-gging the
Feasswd, reoording messanes of 2l Kirgds, srd
e, W can aven chsioae 1ha prersd Tar
Operatar aszslance. Boecelse oF & prank |
Playad in sarly 1582, my =chogl fisw has
RArdoTly Ssicned passwards at tha Eedriing
U mach waar, Hoaower, wher & malbax s Tegl
cragled, 5 paseword 1= [ha 2ame as tha
maiibix numbar, The lazy ad@in af most
dabeges feaves B ke this, Tne telp hotkey 4or
Macidan Mai i lhe 7 kay, Pressing this wiz
boing sawst Ms. Mardan o wowr sl Playiag
PERNies 0 just kecping an o Gn'your sthdan
SUVEIIman - the key B85 inonod o nm._m ond
- malbos hunction, but raltes in combinig o,
Mnfortanately, thaie are cemain salapadrds
St passvaord hacking In this syston. This
HE0 A work 13 youd sevantags: in this
Fystem, aller the third frosrrec passworg
.u.__.n..._.__u__..n_.:w AEETEIN I questin will lock up
PIEVERING. 20cass 1 anyora, even 1 the
PR RN Ihe nond passacet (i), I vou do
il the gl PESEward, FOU TARIEY Wa Ak La
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SAnge L DEGEIse a5 s5on A% 1he TATEr fins
Lo ARCRSE O 1My woult ral gel in gred
iradverently 05K il up. soroaing ug (mayke
P TR o) i Semes bo that miaily,
rone sidant A erlalt persan wan ke
wiclim of a lairty good rackirank This semes
a% a =hedy and crabled colecstion of g great
dea! of infocrmatian ceaceing he erlirg
syRRm Fir ol prachzal pandcsas, we wil i
IR ot ths mame Tany. Torw did nol charee
s passedad lom the deaull, whica mede
Mings quite sinple] In Menzian K&, thece 15 5
command cafled “digleibulica st which
enables a massage o be sent ko A ligt ol
rienbess aready Rrianad irlo the malbos, &% i
ras Dul, i hag the cRpAete 19 hold about 500
Aumners gilsgether (Urforunatedy, ab of frese
o i he endAnad by hand.) sncther sxrmann
it callcd "ackrowledssimers® which sands o
mwitage back 0 e mcdher mailbox {in b
mand, Torn' B whin Ihe mesaais wss listored
1z The thind erd essorda maibox loiston was
hmed dalbeany” ahich shouls Be feirk ol s,
Al ol mese wew fed Koather when al of e
rrbess wers croared Nl ks detabuson e,
egged 1o ashaowiodzomert, and get for red
Solivery, 2 oo corsooaiive days. 'Wass s
did was scnd A juny mesage a0 SO0 pecy e
31 eack time someoas lizglened S0 i, tiew
unkagwingly © sent A massago !
ackradedgerar ack bo Tany's meilbos Thiy
resubed IR fpomadiralely 350 messages a day
i Frd prooe souTs makhox | oy foor dlays. Thzy
Ired chatgng his passsord, his ruTther. uzt
aboidl ewaryTing. Bul Bio system gl had e
remainng ressa0as =rd sbll knew whama he
lived, so he confinued 1o gel therm, Syslem
Adimin Fdmn’t kraw thely wes limed, so lhay
Fad a0 ¢hiics bt 1o assuma that somesra
kraw their aemn commards and codes A
Inerd <F PUne veas Sed from sls CETpnEr 2k
fub and rehired oaby #her e oorsinced proger
afmin thal A complier was fel uzed, an?
daliniledy nol the colene’s corpller syslen
whith P Ieve 20 much abols, Savaral pacpls
wane 2ensnized during that wesk, bof reving
Sould be done Decsracs all o wank was done
Irii publle access phoenes, Now bowase -
E4nd schocls maoniter usse LE s poinl &1
rennndg & onodisk and paper. as ey schoo!
dd 3zl waar. They have stopped besause ol
Da menacenerd, bl o akiily remains, 52 i
¥ da shet, dan'l da & from your phone. Ths
LHinegis key is to play doenb ard ask guastions,
Gecalne ha rrost imponans sassess in b aa
aniruslod o e suoid,
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foiling the finger command

by Pkt Bat
The Ficper command 35 2 command rhar
on the Intermet bave. Te allows
azvens, anvwhere on dhe Infernsr o ged
informarian on anyooe els: an e Ioeoe. This
has borh pesines fond pepative aspiects. On the
pensirive gide o alkews poaple (e loave massages
aboml their whersabouds, phone numbere, e,
This alao Bappens Lo be the negerive 528
Dipeeding oz how the syster ad ministzlor
canfigunes fimger”, info such $5 wour phoos
nurdee, address, fell meme, and whet yoa are
doing (ie., whar commnmnds you s eusouting

e availenle b0 anvans (and poe hzve na way
ol kzowizg who hes been poking eoonnd), .....,“
vl may or may 80 Ky, informasion such £g
that sizted above could 2dversely 2iTesl 1
Ineemer uger, Fuo emamnple, wiry yogr name and
phane nomber peopls caold casily sovial
Copimaer s ool leoe o conpany warkss: izra
viving cut vour rddress, Social 320y pembe
toh zell and o sensilive infa Witk yony
Social Srcurity pucher, people can casse you
BIE proh (lkat’s anather sl You nay
atk, “What can 1 de? Weall, kere are seme
ulions:

¥! 'hin'sh
UOUSNTEILE=FITOMEF! finperd

tiha

case $1 io
echn B = tmptaarvhouse
MbinTinger 41 == Ampdsafebanise

rin Stmpsofehaonse
el §1 5 mpdlepices:

date = fimplrevting

o Sena o, revfing
val Empspy wx Ampd spics

L pepy;
5

S et SCOUNTFILE 4 1 = SCOUNTFILE  filncieas COUNTFILE by 1
et *My privacy has heen violated  cat $COUNTFILE limes" #5ce Messshpe

risnoled echo “People feme §1 sure are nosy!™

fuspuchimol] 5 “REMOTE FINGERD UIDs < Ampdssfebase

Bl Sz rfoch's | grep “finpec® | oot -7 - 11 Fiunplepy

echo “Hey “cat fenplapy”, stop poking around here!™

m_._ﬁ_;_.-_.nuff._._n..ﬂ.uu._u, s frm pf renfing

fusriueiymnail 5 SFINGEREDN? <17k < /Lnplrerfing

YCreare varigble Lo poiod bo Gl 1hal will
Fhall pumber of dimes finzi el

Avariable 32 detects remiode ur locul
Flinperer

EV¥ariable 51 i slee of Tuvzerer
FA R Mingerer Ate name o Gle

5 imp sadebouse

#Finger fingerer s sile

#5end mall with veverse Onger infa
fRemore temp Gl

FFPul fEngerer site name in Gt of
#ingerers

fhat kave Angercd e

#Wha ks runsiog foger locally e the
Prime 1'm bing Ongered. SOTFF: -pecp
Yfinger* can b replaved with:

¥ erep Hoger <U10"

ANICer message

FT i and Date stzmp for Anpec mail

FHeverse Inog fnper 1o gl fngerer's
#hoger info. Appond to mail file.

Filall me fingerer’s finger info
fRemov lemp Lle

dadd Nogerer name i Hsd of
Afinpecers

dHcmove temp file

FEnd case sladement

Fage 14 L] Magazing

Srmirmer J004

il

111 Chengs your Fingsr indonnaiiva, Oin
sl ML spslims usiers cin ¢xesule b
command “shin™ (change EET anla) o
“macewd -7 By romnicg “chin® or “passsad -
YOI CAN CHRRDE Vour Lame, phoos numbc, or
2oy other Bl of Anger information, Male: Sooes
symiem adminisiratocs disable thece comemands
QF Sprns e asireanlag (s

121 Moy woor plan fks The plae fle s a
FEle thal &5 céhocd to e seraca of Uk porson
fingering wou. Sa oo thing your ram dir ds creale
a.plza foll of emiply lizes (E00 oo so shewld di),
This will hizve the =ffex of serelling wour finger
izfo off the fingerare ecreen. This warks if the
pereen 3 usang o durad tzrminal, bur cseless it
b Fgs ecpollinask oo his reomingl Yoo soakd
lick weur plan (e to g Boary Ole such as
his will dizptay
garbagpe charscicrs and possibly mmake nodses
{eow D on Lhe fizgerer's sysveo.

(3} If your UNTX sysiem is nenning GNU
finger (finger program written 28 MITh, yoz ran
capy the incloded soripl inte a file called
fingarrc. The file “.fizgernc” is executsd and
outpez poes ro skdout This seripe will:

o) Kezp crack of how many Tmes you were
fingered

by et you know whe fingersd vou, or
whers you wer fnpened from.

o [ a reverse finper on the fingersr ar kis

EEE

Ay Las re fipsrer knom shar wan bave his
infa

21 Mo give any of vaor infe oo (depends on
hesas G L Finpar ie ser opl,

Change <L e wonr osername. Alzn, yoa
shaald chasas ooy rooa diceerory that is

wralable by snpone apd acceshbe oo a0y

syalen ek yoer Jecal oer, Also greane the ke

niegerd o peds Fonns dredtany with g Chin =
al = finperd

Q

<UTHL-D=

The .Mngeme Ele aml vour hoe direcocy
mizat have the read 2od execirte permissians sef
s s have oocese The fmperd file shoeld
b wrmiakle by “othess™ alsd, Thas is peoessany
Beocaust UMD Onger i3 ool &3 ustn “wibade". IF
viour syslom is sel vp w0 oulpul is Tilteoed
through vour .fizgerrs. vou can scl up 3 sercs
of “prep - pipes o Fleer out any icfo oo do
e want che workd in see. Or vou can jusd pul
"o hy dtself oo display nedhing. Another fun
Lhinz 13 doy 15 pes ..m:.__”“.._. -l LS ER=T in woar
Tenaeree - This wall have 1he effecr of people
scing SOnsEone eLseTs Hidger tafe itslead o
WA,

Wime: L 33 passible B Sovald A propoain thal
will Bill all fimpor dzeiron processss as so00 s
they ar= slaried. Thix is due {0 the Lacl that siza:
your fingernc serpl ds run as wseer ool all
commnznds 0 it 20 un as “mobody™, just Hke
the daemon finger processes. [ urge wou not to
try this since yoor local syslem sdrdnistrator
would ger quice mad.

14] Thers ar= otker dhfngs vou cza dowa stop
or ltmit rhe amoes of Anger izfo har goes out.
Al rheese requice nooo thighes) acoess. As oot
woo z2n dn rany rhings. Some ophcns are:

a} Imcohle Anger {shar sheuld warkD)

hy Ckee o “Wirapper” poogram Ao Hmil whal
nfo the finzer dazman sapples

o1 Modify the finger source code (i
avoilable.

playing with your fingers

b Shidoshi

Seems thatl a lob of pecple are asking
quesrions phowt backfingening poople over the
inremer wha have heen fingering them. 1 koge
1 enplore the different oocicns available 1o you
in thig amiclk:, and while not divolging much
sourds ¢ode, A1 Jeasteffer a few idess tha
sheudd pavs e Drod dapborer Badly any boubis
diwgloping a wale 2nd ellicient backlinger
drvite,

What's the point? Well, you probably hawe
been Texploming” a few sysberms lately and bao

sumumer 584

no doubl czughl dbs aitcatian af rhe sysbem
sdreinistratar's wve (or oo of Ris staff ) thal
ir, if ke cares. You should have oheclutely oo
diuzhe Brar iF you've bren Ielociing r poct 25 of
the same bex Sregoently, Chel the sysadmin has
keen loaking 2t wour drail. In my case, 1 ek
finerrsd fy cyaadming chal | dea’n even koo,
bt they ksep checking e Wrong account

lie 170 ceslly da 2mpriking Crom my pmdversily
zevguni. Anarher giod Thisg aboot Lagging
ficgeis - it teaches 3 very important partof
UEx edocatien, rhor beiag Eockel
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programming. 14 wou don'e keow how 1o handle
w0k ey your ERNIX Ben you're wasting
seur fime gol xheold  go puell out the
Coamneadore and ga back fo writing “cete”
BASIC pragrams.

Musl peopls who want to Anger g cnly
wanl 1o impress thedr friends. wheress ofhes
have a sarfone naed to Edcw whi's beon
..nqu._n_.___._ﬁ an rheir windaws, 1 hios yea boedh
can fied spothing ol valus e, The fine thing
SIHNE
o8l Always remember that nzlees yion re
nning yaar own ARGBSN, LINLE, of
sguivalent hox vou ars on ptimeshasng cvsiers
snd your sysrem admenisiratad wil! colice

_..m_._m that is fro praasg-mnicnsive and wilf

Il ir and disabde the il 1L starl with the
wors wars ihal acen’ oeelle ollodive anpway)
of Bapping finsers and oo oo up o something
rasr, il & 10 thaught, cocld give woa moce
[rwer than oo asked Tor, [lell, 1'm osing
=g, o UL even Laraw in some exzmales
ahong s way.

Hially Bad Things To Type

A bel's sy you jusd bozght wour Arst 10w 16
ek, or v just read a fro mes pages and
voil e ready o nuznbde with some commuands
va' v lrarned skout. What zre somse really
Slupid things you might do? (MNore” these
sxaplkes are 2l ested ondar SenddS 405 mnd
ey oy nol work far oo, saodon'n swens by
Thainh

Lat™s say wiuw've gor the abilicy fo nse a
Tonperre [le {which execetes 2oy soripn voeo
EivE ik upon your being ficpered) thar creqains
aerng ke Lds:

Bod my read promgi - can stegil Fagoce
u..__.:._...u__
P 13 pringg Lo wchadly by e b Sager repmsl =ik his
&1 ama il
Tl o e Aneaelogialbe ' e

Wy ks 5 jusn plain shuepid:

13 The "w” conusiand (ethaty is prahasly the
vRisl process-inleosive thicg yeu can mus B r
chedks oimp for ceery single king thar svary
ssfple person legpsd on ds dedng jusr o ok Cor
¥ slupid nams.

23 It will enly log peopls oo wvaur homs
LR

20 You wan't accomplish moch L4 pm
s.u_,.."_._.“_.ﬁ Kol i 3443 20 vour foiend derides
B ownibe a perl sinipt bo finper vog 1000 1

Pape I 2600 Magazine

Fhei o jusl plamn causcaliog, and ic's all pag
oowieds that yoo™ig duoing it (remember, paiesls
divonor usnally ke (o koow somanne 5
rerwiding w Rl ey ne dotng )
Thas alsd vesls way oo much in puocess
1ok B b pracicl for azypons. The &, p=. and
widslal vonemasds cousd all be asad for wying e
impracteabiy log fingers (read Mo man pepes 1
sze what they da) and vaually are used hy frlks
wha don’t really Enow whal UNIX ds 21 abot,
Wit g bave g oemerminer 3= that TIMEE i an
opeialing svsiom boile arcend dcselF angd dkar
anything that faz be done in ane wav gan he
reproduced iz another o reozed (heres b v
Widget for vou X-windows hacksrs)
You really shoald ger 2o ko the aprapes
command if vou dea’t alzeads, 'L help yeu
when yrare el 1o think af powr LEEngs oo 1,
e prEn'T guite sors of whal o ook for Wg
sysafmnin or Jeeal urg (unless you' e hisher
Zonad friendly is poing 1o vuplain Gris 1o you fhes
w00 alotady koo thal o yoa've been hacking
fer @ whils, rght?y.
Check s el
sl nadme grampd = Spreqe b
a1 H] - brgid einug
aced 120 - wrile 3 racvad oo ches ansdi i
il g (B - g alunly ausdil dral S0
brancuba 4] - vivw 3-10 San kgn
S, calgtivag (300 . ol s apn froem & mesaage
ralalzp

vadgie i, Calcbome (M0 - cpentcloss 3 THeRSE Pamdieg

chueg_t=gin (8) - domtral soreen Wanking wed chvee of
hirgit mLikTy

rhairpelon, rhpared Sradik Reogin, asmmicl ralbeding
prciiip, prfuls, poesd, rursert, Sirkeect. siarten,
faresert A - aell prve pine B’ soeoealing

ab Ay - LAk driver For Xabogis 70 aud 451
S0 D Cenlraders

74 k) - Filoey BRE0 SCT sxial dumnmaroosbons drier

1tis wild grvg wan & oL o7 enlfonalian, and,
wetd, w0 shiedd pooand pissd abeozt all you can.
L thisg iF won'C Lell wou wbout is idenl, anid
iehier i cooumnts. These comanands
ar: very usclul in lopging zlmest everylhing
thal bxppens on the syseem. 1 voo're ra
wour owa box yoo alresdy know ihis, b
wou're a2 newhis ta the warld of TCRIP
idenrifacoticn, yoo prabably had oo tdea thet
e daernen wis g fed redling rhe spsham
odminisraiess whens yoa' ve bazn relrerling,
fingering, loepine m, amd seoding ud requesls
Lik= [ said, 1 won'l pal an e nm._.n.nm_q__..u_ nf
pood logeing, Ban oo i be gasured that 1he

Sumirrer JW04

forhidden commands (forbidden bBecamse, if
uzed wrong, they coold boing the sywsizm doewe
wery, very fasr) will he extemely advanlagecus
in findirg ol whin's who. I 1 wers jost staring
aur, I aoald d=Finiraly wars ra ger a baak ar the
et of £ pood “wrapper” program that already
“__r.:q.u_ cveryllhing cilicicarly . IF ven™ve szec
tepwrapper weaking, then i koee wihal |
mean. B you're cunning & L0 s Ueen &
shauld kave absolubely na problemn munzing
eificienrly wrinzn soarce when somecne fingers
wan, O course, if vou don't wand o copy lots of
crdie, irs & Gacd Thisg (ra) if woa can become
i, Bl That™s doe 300 10 fack o4 on voor awn
Adgod Bonis
“Explorizge’ vour finperrg

[F yoed' v beoon ruaning vous diogome T
a while, en vou mo doubl havs dosedeinal,
o at least taught zhool dilfsenl things yoo
might tre. Some 50T thar Pyve dops or soen
done have ranged from juverile 2] Be oway
up te brilliant. Ficger logging definilely
covers that entire spectrum. Ooe wery
juvenile thing o de is ta have yoor ficgoms
fimper someone else when you ame fngered.
This will ger you in trochle, of course, 3f the
person v finper decides o drog a line in bis
ar her-.fingerrc that fingers wou. The
syandmin won'n like that one bik tnzst me.

Anotker near thing 1o do is Lo ey azd
inzdverrznily rum inczracrive shells. This is

fculr a5 i snunds, bot if vou dnk

abonr-ic really hard, 2nd whae e fizgerrs s
daing, some things begin bo come Lo light. Al
having your fizgerre open up telnet sexsions s

a Bad Thicg {Lm} too. L enee bad mins 49
somelhizg lke Leinel codas. soas opend odu 19
whenewer 1owas Bogercd (i wag Jide™ knoe,
Lhat's the charssivr sondralion porl ussd Sof
print Lesdng it serolls lols of neal alpdasonens
chzraciers for as keng as rool lels 2 orund, Ccher
process-intessive thizgs that run as yoo oo root
[rhar’s simaply ©p ra vow)d zon da destructive
thinags, and of course vioa can zlways plead
izneceal with the o2d e of: “Hey, 1 dida't
knew i was ﬂ..-_mnuw. La chr thal ™ Bar, whaen poisr
sysadmon sians calling wou by your feal name.
it"s probably Eme Lo Jay oll.

1 knaw thzt ['ve been talking zlomosl
sxclzzively abour peopls who suppurl Lhe
fenparrc fike an cheir svsteme bul unless poas ane
beand spankine new o DMLY, poa shoold koow
ther v can e do moch of this &y using the
“I™ corimand, ' Ler wan r=ad rhe man papes
oo el s 3l woad don T knesw whin i does (end
el o Qe r, shan: chame)

Chig frndl o0 Toy 00 remembar while
won o Jeaking frousd wous aysrem and alsa
creAlnp ool on DS, al rhings Thar exedme
weilhy e LI sl odeir B egaled wrirchle,
cepecially i0ACs ons oFthese oo Rles Somerhing
1ol Fod an ey axszent is a fingere wrices
b o powics wha thanks (har  Fas oo be world
writable 16 b @xecursd, Yoo ald pros can
probably already gosss the darmage thar could
b ansaa ar SCa TR e 0 0 A
prompl =% cohe "eeha Y4+ wn rhosds" o
-Toolish useri.fimgerre pnd then finger the
porsen . w ek Daddy

Have Cun, and Fappy hockang.

O the 26ih of each month, hackers
from around the world converge on
Interneci Relay Chat channel "#2600".
If vou're on the net, ask yonr system
admin how yvou ¢an access ire. If this
resulls in failare, you must continue the
seareh until you find a sysiem ihad lets
vou in. Only then ean you truly be
happy. Good Iuck and don't get Inrt.
Sce you on the 26ih.

Suminer 1994
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CORDLESS FUN

by Moam Chomski
NYMEPITD
(& Fark Merrepalizan
Fhread Mok (2 gadizaied)

D ¥au Kneed Ther wan S de ol iiognlion
peaple Of Ol Cocdises phaones  "WhoopleeD™
wdn say? WL T think is sbopendous! Mooe
and murs paople are gelidng condless and even 1,
an incredibly likely tanret for condless scannicg,
lez juicy hits of info flow over my cordlass
{afheit poTe incriminaging .

¥es, aven thoagh cellular is a no-ng, vy
are Gporentty Repally sloswasd e drive around in
Yol oo gar aed s rape o people’s o cordless
CORVEESALLEDE. I a0 <aa Jda il en fool.
Heogivers Lhal pick up 45-50 Mz go for
argund 0001 soppesl igporing Fat Skack and
headong Sown & vour focal karn cleb o kam
8L - bam stpres ane great becauss they are
Sl Lk fumksards. Mot only can vou gef o
harpiin, yoa mitht be zble te find an ald
Fecsrver thal prcks wp ke pow Banned 50 MH=
Traquenie:.

Evca theeph Uve verned my receiver fior
fees than & wodk, 1 aloeady can carsgon e most
coaversatiomi: 1} methers talkice abaur theie
childien, 2§ fehers talking ahour hasdyman
work, Cormpuicis o covporadicantack supike
31 people ralkiap in Spanish, Greek, Bosean,
sto, 23 girls wlking shoul wex with acher girls,
5y bovfriendfpicdiviend conversations. Hoywavaer,
I'm sure evervoss can Niod very inreresring
mres, especially figce vou can drive op e
somecne's bomse and “Msvaver” whether o gat
they have cordless (A scan of a koepl Backer
viclded his farher talking aboor dBass will
andber guy, Fips Alio, we picked up a poy
talkicg abaud biz BBS's doors and [yabao’)
ohess manch soreen savers I'm s waur kel
COnpressman ar snitkcs ader bas thangs EY
thal you'd like 10 get on 2 THK 1ape. Or
whetewr,

ATET = ﬂ—u....rikn._u ane of the frcst _u.c_mﬂ._n_h
brands of cordless phones ia the States, and |

fave che spece for we of Ui wodals, an older
oo (R 2o the pewds ons {5514]:
Chonnel B-H H-B
i déhl 4057
Jb 65 40845
4eisF 2080
4071 43,77
73 42875
65,77 4953
LB 1359
1587 4%.3%
1593 4095
1k 47 40597
The ATET 5515 bas 110 ol s, wlok be
5300 has only 3, which are he anes starrsd
zhowe (0, 2, o0 B oo rhe: 5515 ac 1,2, znd 3
respecrively o the 330000, A% the Croguzncias
Hsred ere ia Mepaherie. Thros are Lwa
freqguencies for cach possible channel thas o
cpntrsarion can b Go, the Base o 1andser
excke Aewd b Handsa:r 10 Base side. The B-F1 wide
15 The oe 00 “EEn" with bocausse 1) 1 kas che
towsal amd the neaneote caller, Uras woa hear a ran.
saligm; 2 sings Lthe base un
pluzged in {130 w0lis), its signal is stronger than
the Bandses, and you can pick it up ferker
awdy Then with the handsel side, The H.IL side
aled has #s advantages: 15 As yoo can hear ocly
Lhe bazdect sigmal, voa can discera the local
spizk sy Do B neanrele speaker; 23 40 the 113
sipnal has a shorter redios than the BOH, you
a0 Thome: o7 on whers the speaker is, eseful
wlin yies 2o seimnizg in a well-popolabed ana.
You might evea b= able ro gzr thess
Mmeguencies with an old waddhand radin or a
walkic-lalkie used ad wark. The heacr would
probably be to g2d a porakis seRnner o plog
into vour car's Ziparers hahesr, and haaok op a
wvery good ankenna o Fonr can's franl Howeever,
if can he done wxhotn 3 i jusst as casily, with
O ECRANET 10 00 pockel, @ e neoopds o the
orhesr, and & pair O beadplonss cer pied e2rs.
I'd Rzp a2l of this 2 ssonel, bul as Beremey
Sy%, “Cicing means sharing !

the 2600 voice bbs has a nhew number:
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ADMINS WITHOUT A CLUE

by Kevin Urow

Here is a colleclion of guolss Lkal have
been grthered during Lhe receel pasl that
xpress 2 position an securicy tkat [ would
like rp enticle “Famsouee Lasr Waords™.

Tl sameane P hacedd Aue Fpitem, we'd
cerfainfy ke to bnow aboul i aflikeupk
ity very doxENal more (ikslv, thir ir fussf
ramsene [rying (o meke vag Kervaarn.”

Here we bave the svstem administrators
of Metcom Communiczrio=s aut of %San
lasz, Californiz responding fa 2 very real
hack on chair svstem. This kind of srtirede
1pwands sE0UT will oftentimas lead 19
dicpeser

ey for gn) redpuedicg soonsr, o) A
pEr oowe affier emani, your gccenr! for
baen restored. Yopr Rame gdireciory wos
e cfgdentofly mizolooed due (o owr error.”

In andther lelier. Mélcom aclualls
Blamed themrefees, ool cvin consfdering
Lhe possibilily, Way (o eal

“Yowr o home directory fos heen
rerfored, Pleare fed ve Enow (f vou have
aay move froakle. T

These woarls ol wecudly backs sov olloolanes
dacesled ewards a persan speeilacally, Lot
sy they can B eoch roone malicious.
Pethaps pesl dime thees 83 “oons iuble™ they
wion l oeed 10 e Wl thiy I jost Dind cal
TEmselves when they oo slaring Jircclly ar
oy Jisks.

“We kave ve orecend of remaving yeur
groeeal. bui o owe apelogize for any
iRcanveriencs we Aove cavrsd. "

Again. il they cefoss 1 koep their eyes
open, they may kave na records i all!

Maw 1'd like Lo owe on da anather
collection. This voe comes from a
compater science university. In the words
of th= syscem zdmin:

“Abru &) percent of the pasowerds oa
the CAmBENE FOTPRCE SVITEm Aave bden
crpcked T

AT Least dn this ¢ate, The seguriry
aditizislealion was ad ing o puobicms

"7 yoeu frave dellipopr riffing 1g frond
cf the stere, semebody’s gpoisy (e dake
e’

TN mar porrdhle foomake a ryitem
caerpleledy secausg "

Vs, Lhiz iz (oes Bul thees ace ar leasr
cerlain measures 0o be akon 0 1kar
Compromising syslein securily isn™l as
easy a% picking [ollipops off Lthe fleor

If peanle Beoome mare awars of tke
parsilie penaities, there will be many
fewpr peaple dhar will be willing ra take
g Filske, "

Thiz ig rgd a eolurlan ip sysrem
SECUNTY, 83 ollenrimes thers s “..m_._._h.._____ L5
way [0 Track dawn he peopls invalved
Theeats ke these cad lead 50 challenges i
the &pes 0T some svsleil Srackers.

'The resfem iy recpre from dveryore
wha jr propecly peing e syeiem, ™

Erilliaer. Now tkat thev™ve masiered
1hat, perbaps ot would B g pood ides 1o
scuze Lhe avslém Trom thoze who geen'r
usizg i1 properly! Seourily 0% an ssies thal
1% A constanl Scegiily o'l ol up 0 Keap
oyl the poople whbd fuea™ $oing 10 10y D
corzke Lo agpwas, G0 wers, 10 wopldn'r he
called seonfily,

S den’t phind we'd pre Phat foandard
Farany ofher phare of our fives ™

Well, it svems Loome Thal bf “rhar
standard”™ fsn't wsed Cor any phase of his
life, tken maybe he shaald consider bis
arrogance Lo cempuler seeariny, and do
something aboat i Otherwiss, b really 1=
taking no zction fuwards Computer
security.

I kope that those of you reading chis
will benefic frem this arrozanss, Whils it's
not always possible Lo spend time seCUTIZg
& sysram, the first step is (ecopnizing thal
& secyniny prohlem can cxish

(516) 473-2626
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HACKING PRODIGY

by Devillage Foal

SBelora | stand 1 wousd Fke to tell you a
fitie story. Hod o kang ago | used la be
a Prodigy subschber. Ore day | had this
idea al zhanging my real rama 10 a
batler wre, “F-ck Faza®, Wall, the naat
day | receivad an E-mall from Prodigy
saving 1hat “-* 1z not allowad. So |
tigurad, G&, I'll change my name tg
“Fugk Face™. Mo *-" lhare. The naxl day
Frodigy farawards me anethar E-mall
Zaying thal 1his kind of language i=
“inappropriale inoa family service®
{whalever that's supposed 1o maan).
Cnrce again | changed my name. This
lima e “Fves Face®. English is not my
first languaga but trem whal |ocan iell,
“Pvck™ is not even a word, right? Na.
Appargnily, ihe Feadigy pofice have their
awn English vergion. Tray ware quick o
respand with & third theezt.

Theea days had pessed and the “Fuck
Face” glg wes gatting kind of ok, | figured
whiy mass Ground with fat cursed 17 when
| bad four othar fresh 10°s 4o play with, |
raqistared & legitimate name on & new 1
and put e entire “Fuck Face™ controversy
2 rask, O 50 | thought

Mot 2 weak had passed before a fourh
E-maid had srrived. This tima from Sod
himsetf - tha Bozrd Manager, He mass it
short and simple, “Changs your nama o
get locked oul of the service.” | politaly
replied, *Kiss my fucking assi® and now
whanevaer | log onto the service | get the
following meszage: “Thera is & problem
......_u__.w.n_E accolnl. Pleasa call custormer
service at 800-TI8-3244 Jor sesictance

I guass | can'l changs the waedd. But
with a littke hedp from 2600 | can sure wits
this article,

Prodigy 15 juzl Bue Compuszesie, Genia,
etz They all un o tha same basic format.
They have an account and a passwaord
which i e pessword of whslever chosan
by the ciwrier of e scoount.

A Prodigy 10 congists of four letters plus
vt digils plus any fatter betwesn A and E
{a tetler for each mermber of tha househald

Pape 20 2600 Magarine

- i rrain |} & Eways TAT
Exampla:
DOVFESA

| wiziibd estirmale that a%out 10 peccent
of the users will use somea part of their
rarmd in e passesad.

Ecamype;

Account: DDVFESA
Chwmar: Jamie Walis
P

o Jarmie

Wallis

Jam

Thit is et 50 esemple. And with ahbou
10 peroent of the people being dumhb
anoigh o do 1hal oo wowtd think that wou
would have a4 real goad chance, and /n
resity, wou Do Bt consider this - thera are
usially sbcut 300+ users who share any
ora name. Ten percent of 303 s 300 Thirty
uerg ot ol 300 - that is sl going 2 be a
fun litte fob just o ind one of thosa Koz,
S0 oL st juergy incthinking thet wou hawe
£ mada,

I have never found any programs ke
Pop Code Hacker, S0, most of the wark
Tl you fave o odo will hava to be done
manaly, which wit tum mety peopia ol
S i you are lary and uniucky, e nesd one
ks for yol:

Firgl thing you'll need is tha Frodigy
Softeare. F wou don't have the sollware
you can copy it from a friend or you may
by thez Prodige S1am-Uks Ki for £30.

Gio W Saars, Radio Shack, or any otfier
store - that  provides - an  an-line
dermonstration of Prodigy (e system of &
Faithiful frievd Wil oo da micely). Ask for a
demonstration. Memarize tha |D ard the
pasewcrd Bngth as thay are being entered
(A" wil Be daplayed for gach charactar of
tra passward). When they kg of, wait for
therm b hedrve and foliow this slmple tres-
Slegr procadure (e whols deal shousd take
¥y mg benger an 15 seconds): 1. From
Fu dos prompt type DEBUG.

2. Type S0 FFFO phos the 3 characters
of the ID, startng with Bee fouth cofemn
froem the ledt

Sprrrer I994

Examplz: f the 10 is CEWFESA you will
Ly 50 FFFD *FAS [remambar o ePways
cagitalize!).

Tha campiter will disglay all ihe
focations of fie disk saciors where FE3 was
Ioeatad (usuzlly 1-4 Iocations will be
dispiayad).

3. Mext, tvpe & plus the nmbsr aftar
e " ol the disk secior which wou lozassd
in Slep 2.

Exampia: if tha dizk gactor is 12FF:A170
type: 1170 Rapeat fis sfep Tof each dick
seCioe number you locale.

Each  fime yau exgcute tha "07
coemimand, the computer will display tha
sacior with e partial 1D phis savan other
sechors, IF the password is displaped it will
in eost cases follow right efter Be 10, Mast
passwords chosen by slores are very
sterpobycal sinca ey must appes b the
mireds of their dim-witled emplogess and
wit he axtreraly essy 1o delect if placed
gatween a line of "parkage”. Wkils the
passeord may nol be displayed in pwary
hacking ssssion. you should have a solid
threa cut of five succoss mbal

Hara |5 how a complate Backing spssmon
may ok whese D = DDVFERS and PW =
ASEROLE:

CleDEBUG
-0 FFFO “F&g™
12FF:-1170
-01170

O Peadigy you gat unlimited hours
and up 1o ik gpeople can be on the
zame |0 al the same tima, S, it's &
goad idea o st ug your own (D and
passward when you first log in {just
don’t use your raal namse!l. This can
poly be dors through tha main 10, “A7
as loang as thare ara emply (D' 1ol
[thare era a totzl of five ID's to gvary
accaunt). This will insurg that you
wan't get locked out in case the
password changes.

Ona way to prolong yous visit is to
ordar a brend new sccount threugh the
heckad 1D This fs a sarvice provided
by Prodigy. The entire lransaclion
costs §2.

Cnce you recawd the new acooent,
sirmnply register it on a fake name and &
fake address. Thare is a down slda:
since the new account witl be E-malled
to the hacked 10, you'll heve to ba the
first to grab 1. Sy the fime the ID
pwngr o recsives his unuswal bill and
Prodigy's brelnless amployess evan
bagin fo assess 1the situalisn, vou
should have & full month of werrg-fres
service. Nsvar rapeal this sbag under a
orevicusty ordered accounl.

TEFFATTG 41 12 06 OF 34 21 37 62-39 32 11 20 33 14 28 FEGA ASSHOLE.OE.1
TAFF 1180 2E 12 06 0F 59 00 00 00-00 74 00 00 00 TA 12 T26Y ... LYY
T2FFA150 ER 12 00 00 D0 00 00 D0-00 00 00 00 00 0 84 ... i)
T2FF11AG 00 00 00 00 O 00 00 D3-00 00 00 00 00 00 00 ...,
T2FF211 840 00 00 00 00 00 00 00 D3-00 300 00 00 00 O3 00 e

12FF:11C0 00 00 00 00 00 00 03 00-00 00 O 00 00 00 00 ...
T2FF: 0100 00 O 00 00 00 00 03 00-00 00 O 00 00 00 00 ...,

T2FFA 12D D0 00 0 00 O Do 00 OO0 D0 000 O 00 060 B0 v

-3
Gl
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i Hacking the SMALL Stuff |

e e e I e i

by Lesourdo Brandson

['ve always boeo a hacker. When 1 was in
third grade, th= math tesis that my ciass
wivald ke srhjecred to hod fhe ansaers at the
botram of the pees, encrvprad wdmh 8 sanple
spbstpeiisa ceplasr, The oode changed freain
wirk W0 wock, Ralkdr than wok By whole
guiz, I'd just do ibe first few problems,
dochle check themn carefally, 15en crack the
code, 2nd fill cat the rest af che quiz in oo
rime, Semerimes 1'd even pass the cods along
e the orher kids.... Wasn't chiz o whole I
rerdar than just daing rhe arishmene?® OH
coures 1t was, The cosr-Dencetil ratso was
definitely mor in oy favce, BT 1 jusr fod e
Nigure this ol ool Amd 178 thal gpacil
inguiry Lhel is, Lo aess, what backing i< all
Wimsl

Thisx artick: won'L pive e &dails on the
Talest swvitches the REOCs are installing, oo
will iL tel]l fow Lo peverse-ongiacar your
cellular pheéowe, In Tacl, toost of the hacks I'm
absond B descrabe are quite obsolete, What
brrpes they wall d0, thoah, 35 alusale some
ol e thoaghl pricesses bl go inlo kackicg,
urad show Bow a bBacker should always tike
tine Lo play wilh Lochrology, and be
veggslaally akerl & the 1y Getals thal soeosd
wiher peoplc awveTlook.

Automaric Teller Machines

There are sovoral Jilleren] variclivs of
ATM s, On (k¢ version sl mv cld bank, [
flways plaxed around, Irring different
siquences of kevpresses whenever [oused G0 [
tound that if, al the r2d of my fing tramsaction, [
requested  *apother*  transaction,  thewm
imorcdiately pulled my card oot of the slar
belars {ke machine coald sock it beok iz, the
rinng would lower the window thar procscred
s display, and a fittle rad “CLOSER sign
wauld pop up. The machine @auld then sraw
down [or abozt five minoies, 45 i1 B2aan
cliking and oycling s2ch mompoeect densclio:
sled, bl comter, e, in sequenns, Prosenably,
it a5 prrlomming some soet of Sagnoatic s
fst Food inioules laver: the gign woald switch
back o "OPENT, 2od the ATM wicld mesume
s wsual bebavior

After a coaple of years, the fimnas: on
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these mackines gol revved, and this rick o
tenger weorked. Buar 1 srill try dring weisd
things during ATM rrensactions, jost o goo
what elee T mighe discaver, IF i1 ears my cand,
welE, iU acove in iy oAl & wessk O Cwa
lanez .

(g Caleulators

When 1 was in high schocl, calculaiors wers
mather Jarge things with LEDr displays thar era
harerizs ke craxy. T had a Texas Insromenss
T1-30 caleclzar chat did licthe moce then sqoan:
roer, reciprocal, and mig funcrans Al e koys
Wwind arranged o 3 sranciacd eactinzalar odlix,
o whedne cich key, wlin grdsssd, Slised a
Sl beravtn oo weclisal and oo borfeonlal
wing, Thiz kind ol atranperenl ¢f cozrse
precledes oy meanizglul deceding when
i Niphs hoyvd ans prssad simoltameis]y.

One Jay. while droming my [ngers
aroend va the caleulater Cwhich was Lorned
iU, sty LED segiments Bl up! Intrigued. [
starlid gaporicnecting. The ONACLEAR ard
OFF bullons wore parl of e same marix as
1he pesl ol the keys, OF course, wilk Lhe
s OLF, Lhere would be no way [or Lhe
ONACLEAR kew to be detected, so ot was
wirid 1o an addiional circwil This iocacl.
theugh, Gial the separate circuil could b
iriggered, nal anly by pressing (the
ONSCLEAER ke, bul by prossing any
combination of keys dbal woald complicls
circuit belween the row and columa of the
ON/CLEAR Zey. [n facl, the OFF ey
worked the same way. So now 1 occld e
my czlcnlxor oo and off withoul dpaching the
N and (0T keye.

Thzt was nifiy but uirerly womhless, s
111 mrve oo 4o 2 mone inkeresting coloclator:
the Skamp EL-51L T koughr this nos severzl
years aftar the TT-3E It hed an DO dispiay,
aed ali ks of wsefal funcrions, like 1w
warpable  s1EDENEs,  proprammehility,
(actorials, and kepadecinal conversion.
Somelimes. though, i1 weald gel coafised
acd putl garbage oo the screcn - nof even
numhers, jost odd LCE segments, OF soense,
[ hed iz Figure ool why and how this
happened, sa 1 could spell cut woods oo my
[nemecic-onby ) display.

Swmprer 1004

e

Hare g5 whar | orousd Wiss 3 diedcdmab-4e-
hex eonversicn is perfoimed. the EL-512
checks 10 moke surs that the pumber is ool
already expressed tn hea, {This calculalor
prafales the cumtnl method of hex conversion,
which 1s [ bave a separale mode for each base:
“bex made™, ebc.} I the number is already in
hex, no conversion i= performsd  Whan the
COSVErSEIN GoCTS IN A POoSrRm, however, o
soch chesk 05 made, fod the jumblod-up seneen
resulicd foom 2lempiing to converl to hex a
number thal was already capressed i hex.

The lize segmenls on the fop half of rhs
display were consistent: they were the apoer
foor segments of the namber which had been
pravicasly displayad. The barram seamenls,
thaugh, dzpendad oo e calzolalzans wihch had
gons befere, Eveatually 1 dsamingd et o
ke depandeni snly vpon tke value io the
fotupnulalle register. Those segments woald be
Foieaned a3 Ballows

Staring Crome the dk3nd digil of the number
in the smcurwlalen, exck bi in that dight would
Cerrespeed 10 2 segment in the bower paot of the
ligit wm the dsplay (slarticg from e frst digit
ua the display, si ondy the top regmends of the
[azs pwoa dgins wiudd be controll=dn

Gellizg - Lke  desired wvalue into the
gocumnulalor was trivial: the EL-312 had o key
iarked wilh a doable-beaded 2rmow;, poinricg
up and down. Iix funclion was to swap the value
in the display register with the voloe tn the
accumulator register. [lx ictendsd uss was 1o
enler ardered pairs of valees for the 1wo-
variable statistics: yoa would enter X, press rhis
beriloa bo stare X in ihe accomrslator, then ender
T Al could, of cormse, he used far orher thinge.
wach 25 recalling che lasr intamoediote waloe in a
rizfies of caloulzxions afizr the finad resulc was
neged. s

Her="s an example: Werk the display
resding PAFH ISR AN and the aecumulaco
canraining PSOOOEO0, the reanly woold 2
“FELizELice™ Wik a display of “CUSLIRR1
antd g perirlans vetox af THAOEEE, e posull
sl b ool C AT

And st on. Mot of any practcal vzhee, bat
anzusingg... [ kept a small lip of paper wich
that caleclatar, listing all of the characrers |
could produce with this msthod, oy apciph
ared inverlod. Uprighe, 1T ooeld teenssizably
FeneTare versions of;
ACCEFIThil ooy rloy?

Sememrer 4994

The upsides down characesr =t T'I1 leave

s an excnoise for e reader.
Vending Machines

Hzcking vending machines end orher
codn op devizes is 2 whale tnpic oo ireelf.
Bur this example illusrrazes rhe chaim of
reasaning ther l=d ra my diseoeery of the
hack

There 34 e Ol vindize eeckdne whach
has il Wiackad iz mela] spirals. When you
make joar s=lection, the spiral wire rorms oo
ull revolution, sffectively screwing a single
packoge (condy bar, bz of chijs, o whatoes)
off the end, Gopping s b kooper Below
Mpswaday e, mesr f s il v & panel
whine poun ol oy e row and column of
viaur chotee, bul carlier versions af thase
machines simply kad oo bulloo per selecoon.

The mackdne in the office where [ worked
was of the Lziver type, znd had taa separors
banxs af buttons, about 20025 husens on each
Maw. 1 found myself wendering why the
kutrans had hesn separaced inea rwe sEparete
hanks The s=prrafion was nor really sigrificaes
zpangh o ke helpful in Encaring yeor celeczion,
and rhey did nor s=er ra have any logical
separaricn herwsen rheny, sirher. | concioded
that shey wars par inre fw0 separare banks
heeanse of some miernel imitaton, seme
circair rhar ceu’ only read ane bant of homans
at o nme, semething ks char,

| fued alrepdy rrisd poinng My MOoey et
e manchane, then sicalranesusly pressing rwa
kurens o rhe same bank i1 wes simply a race:
whichewver buren ciazed firer woukd determins
the sefectan | gof Hor poae §oded pressizg rao
sovresspoeding boncas, ans ia each hank, ar rhe
SR Line, Seec eeopgh, 45 loag as [ bad porin
eroigh eoing Te cover ke mare sxpensive of
the pwsy dleer, BOTH coil wonld ram, 20d T'd
2l T soachs Too Uss pasos of oo

I Cigonclnsion

[ ser spany poeple £s¥ing, in larrer
calumns, oo Lhe oct, ©n BES 'S, 1he same
yossticn: “1loer pan [ becine 8 hocker?™” The
answer, of caourse, iy always the same:
expeacimeant. play arcend, oy 10 fipere cal foo
yrarself just how the lchoology works: Hal
hagkeng 150"t pasc phooes and eovnpaters - the
s prowess can be applicd o the small sl
Ihar we came inta cooladl with every day.
Waver Miss an opporlunily 10 prachice, ot
racking skills!
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LETTERS TO READ BY

A Brsy Conneciion

Lk 2k
[ bes come oo dtemEon oo dhe pad Fow v e
= g o odonas with P bed fee it ke 900
bed dhe by wtl be by, Coas dBaameseda e sncdonges:
hed B prec i Be bty srn] B v Temg on ko ek
o wiE b ot Chok pel A e el elers i Te
e ol yoi dwwadid sy Bl Thee gty 2 choked n widl
Foer B b anicd . Hoseawer cine nees oo of wn they'd
Cirk w0 T e porson that they were g 1o cdl Ym
sl harve 2l rvpes of Fonowrh s - s B2 Voo ImEEredion,
The berd port = 3¢ nd the excharges the w3l wan's Bbe i
Flint, The by sdpreds dee paule wirk nephe cned g Gy
it ko= e B reenred lss
Risahsen
WYL
S g BTVAY e ST A 0 e (ot e
A o Oy B A ke

Fotch Towe Ted! Tales

Dz Seaek
Thi artde, 25800 RPobbedd of Towch Tomes ™ mansbst
e B pdveral nzenes. I JOFE, T Broupht o kaech ok
e beeewee Tt Clisig o oy e Dadacee i Ik weint
e o the Facific ooxd that sT11 rure oiosher equiprent |
pluzped dhe phooe ini the oid sy medile i foir prmgp
sebpier, Salezl o ks of nesbers and ko sl Befel e 1owses
kg thed Do 2 e fha g ! (R'e wavs peobaldy e Toi o dhad
COMTreny 10 hares 3 moisct 10ne phione. s My mom made £
2l the phone comapony tosee F Ewas 2 ngho o s 3 oach
“ewe plwe, 1k B 0 on che Bch dore boypesd and bkl
with I ppemair, The aresaraon werl wandbing bhe des
Cpermos "Hedo, ey LEaks you
Pede = Relbe, Tes oo oo, T LE= o X of 1 can et
pleg i g aeme phean: g ca: § weitundd soy probhae™
Opmaaiin. i we Toeas b jud s wliaes on B bas:
and hed chargs o 5150 exka sad poonh”
Ml U, Oy oy, well wee D cal vou when o toicich
ke o, Earks
By my cbeldines, my parcms have seend sbosr
00 o, ey 20 ke i, B plucee campzery ke odeal sn
i $1.50 2 monh 1o deirg ebechaedy il
Dkrwrw whera hessde 1 can e 1o beve w po hack e pube,
Bt 1 beresl s e ek whhile beng o Boml oo saokes e
AP piise dlelice. Misd of the phones wese roany (5 3
o of ot L ofily caive aiess ove: banh o phore. inthe
g ol wopearh To ook the phores Gom azadeeied na:
tecarse v et dlenpal dorees loca calls, dey vkl o
bocsing, mechansim o Ju: diding rowr of G chaoe A KA L
Tagquanal b by with shirsed e boes b ke the “on hook
mrecheriun b bl Be pikss Plaa: nonbers wih a b
of %5 and (5 e & B haBoon hot ot practioe, e dea:
wamniems well b 2 breeze, By puoling dows ond upoon B8
mecanism cuichly e wem abke w ewhe oF o phooe cils
wee twzzkal wned ther some!
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Pz ol 3wty pleinis with o deied bl 2o Thagp s
(i bre g ol phesse w0 22aa0i For e Toofe ackd wech
whk warking 1Y, Sore, o pocimt doder weockd da de save
rhirg (e w0 T i the 2900 pefoe tn Fere Y ark!, b e
newer ko when the boneres are 2oona die or somedeng, S
whemever v o ope of Bose Jocking sirecrs o eber 2
teamzh ko gesl o dhe ooy pedon o @ pheme, ek wnzam
o elint Az by cad e wadmmpae!

Prassrr Syuke

Ao i el wemin B D wa, el ke we
EOTEIN TR T2 PEE T LI DO T T o SR N T o e F
o, &F S AV e Shesined dr alshheant e e aloee A
IOMFIEE arat DU SRS ssBerabees B Kared o
Seasrd Aoy o FIUKIS fovianes fony e, Sl R,
bald i | o a frly bew prce, Toock donr zrmagpe o
antaay: Frasave amng hunbaiol - et oml waiay b
Sy chure wwen 2 astoraae G eessne,

Drproving Girades

T 2T

e wandke T leil 4 e @ desadron o oy Grieke §ovenke]
i b o ier e oy teceks 1 ook place: oa the poper that
el =] e porpoEr o Ee e 2 bener soom. [ ink: thet
e compuier they e is aome [EM model Also oot v
kT o Tazw B v prgrem in BACRDC dod o] gt e
inr: & Fyrkein Bl e Blsynet™ [ d=res oy Bocal oollsps's
R 08 Bave 2006 mbe T door oo whe i ooses
realy perting i [ herss po means of dang o 1 e gk Bl
peng i s e opllers: ibadl b Thee: b be s sluckad i
arzelig ks el Qe

Therths fon s bl ..

firkin

Vb kele v popers b e ahe b of aeenos
S cinbn of Pl st T e e ey 0 s
el oF Aeianig ed o o e Fomanter e ok
FlaaT 42 0 e e i SO B G ety e netee
R o s ae momee o o’ e ek Y e e e
a myper et e akoeds! dack o cheas S cutivie or
bl DN, Curmpadir alner ar sowr groaps dre S0
s o i I vou devede 3 e oeoughe b o
cokege. B e b e v wlalo ko o d s thare fahat
RN P AT 0 e socamn [rafs B pesalle, s ian
abagys 2z dhraveh sencfocty slos wha areede the mfurd Bat
draza't B cn idena o ibe et
Ty 2

This e L avee g B Progmroaning e siph sdesd
When our ieaches poree 15 eurdels for our Appoc Tk s du: par
o a diferect passweord on 2ach dek o privnd s Trem
wpsing pegrame Fom oo dik e medber, The fognam he
sl i the Eesaand on oo Bk wes s by Nzl
in 1035 0 ik i oo de Sk Peseond propratt
This is Terw € s Wi boat i o2 a0 Appin The o LGs
Wi ol dk o the drbes Iwnd] mE o R ponn pramaers
s oo e 11 i Then you hune. bessopl s, el 20 Th3
ix Dby Adior pon i wine 1980n (i 10 RNy pedr
P 2 2l won ore dofe Yo st prepres On B

Surmier F90d

s Whed e Compansr 2065 10 Savs, F B0ks 2 your disk
arsd chesky b ke e e e swoed on 35 A s the same
pem dunbek B i, Fe propsern ko] i kbl i
wrpch BUF e Thes ot deng Teppers wlen pou el 2pa
presgrden B odan oied i ol op: the connpuker willondd B ek,
aned ez e o boaci phe progronn ot e same resuc e
P20 £ am eling you s 15 becaks our ke ache boes o
boras i e pears no e ke goten mond e pem poosec,
She s iF amyvone cn ped arcond o Bey w1l g an A fordhe
ks Tl beke e teed am A1

Fibach ™

i

Y oy pripram s e mack Sn PO e e aare
s S el wooared T b ek ond’ vl S an e e S
ACEEDA B GRRTERE T o I G SO (F A S
A e Ao con o re Relp T Caoe! Bk
Hegression
D e

B pesporee 1o @ kaer oo Sxma repardag dsaies
d=ippearng froe ALRT Publc Phore X000} s [ pever sow
o o these pharmes warsing. 1 made sramd sl and Really
el mronn: W ATE T 30 il m the oy Seems e plames
szt fuddkal sl ATT uperchal he w:ftwse: m dars, FOC
pogoed ey had s in e (hhe o modess o oE] 2o
o0 Rervae) X wos 0ol pemnd e Lo e mors. Ko woed oo
Bera the: O mimadd tharon the initd micass. 5o, ATAT wor
Borced i dbalde thens: Feaiozs undl dhey pod pormesdon o=
e Bk, 1w oold . ches TI20 00 wairhasd, Bt 1 e
checiind ool IEem b alse an BILT ok oo g piicde thid
2l aors o) b DA VLT DT COTpURET devioe,

Feetkly, T firal tha arp wmapdng | ooy So emiane
siyd Tl we T fomen e werling Saas fnnn the beadh e
g vpdeophione Sals e bn B TR oommecol 1
el fis mory and ssare tem o we've O E IRy e
wai bidors they coan ddies g of e st Uinfornuxly,
o prizebe ol Dengs B e loe, wind chrwm s kol of pagh:
whey waoehd hures acneddy defissesd sone of Das sl Asdl
otz Do Games v B uimede vapore s syasmas!

Fred

Huer gean sar powa ored of Secring S rillar
ATET dvamertuly elidean g orduld B Dol 28 & Tewdn
A2 15T Foon el
Car Trocking
Dhear 2ol

I st in e winker 9594 ismoe Ohen's OCDCEM 300K
kgad, This devece 1= pood for Backing “deden” s b wewdes
by vond fclometry informualion et B sor L specilic
Fevry prazad woaond ile: eesa Thes Quorey & el 3 e cor &
el okl b bacad ot Aizping Sop

I rabry, it Bt AR e T CTOCE TICing V0 1
v frvorne shops, hargoan, e, Al the ome. Mars
Eraewrcr. comparmes regurre Sopck e Jevaces 0o cena
S umacilly Biph performance sporis cams. Swob, Porsche,
ok Boteoldly B mamoor compoy anbd s e kojak
Sompy B e spend of o o end gpneiakcly
e yorr e, I imasey B S0 ol e bopadk ooy ey
Ok =T powr b 20 Incrkering sonmpres. Thers 5 2 Boge
e by Einpowe wedng e bojocks dervace oo ety
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L Ll e bojoacks devkoe ol defesied by vandeng
st the arerny These = ke boop arensas. Them ax fav
imlersectng kap amlenice dhead i ingh e doescir They
hrpsdized in e D00 BTH: area demed by dnakewr 353
e, (I o we g bend a0 ol inke e wilh D ok
e, St o Sall o e BT These peopie one maly
e, a0 e qune ok i feel peamd fary by

Tummy H,

B b ahar maeyiaar sy b of menoafonee or
raceeny dene 1 a aaly cmaapachde Bud eeacery Bialm
e are aking comganel o wdea dheer things walcdo b ur

Hemw Ter Be Honest

Lhzar 25
o addendom g mah e 3 mal inompek 0 Be
kel o heeddng Temedy keds caserers sk monkng
ez, Saeoe mdel sk ae noking, o mindles
avrbiy st ateeeig T D a0y guslions pliced
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dtmf decoder

by Paul Bergsman

Inthe Bpring B4 issee of 2500, Xarm Koy
deacrbad a Gncail that dacedas OTMF touch
tanc mgnals and fransmets thal tomalion 1o
f Cormodore B4 or ¥IZ-20 computer. This
aricle cxpands on thal by datadng how 5
Inbeetasa a smgle OTMF decoder cicut 1o an
1Bt compatihle compuler Wa its pesslial pon.
Since |BM-compatibles comprisa the vas:
rajority of exising compubers, this solution iz
taldy universal Inlfaimalion contained in this
arficha was 1zkan fnom my new ook, o)
Toa Wiord Wal Yoy Covipoder.

Il you dor't already own an 1SM-
campalibla computar, sldar PCOXT and AT-
e Samputars ans ofion avatable Tor updas
E100 &t hamfests, suctions, ele. Far from
baing obecleta, many usts can e fourd for
thesa incxpensha and pbiquilaus cormpulers,
This afficle dagcrbes in detail a simple crzui
ard softazee that wikl monisr & 1slephons e,
decoda &l DTME sigrats, and fog the data ta
a comguter. I will ovon decode ihe A B, O
arnd D "Edver Box” fores Lessd by tekess, the
mitany, hiam radic aparatars, ard SOC0TS
[Guslamer-Ownned Coingd-Oaarsted
Talzphanas).

Theory, DTME {(Dual-Tong  Myltl-
Frequency] fones, or ouch Iones, & g ther
rname imgiles, somprigad of a pair of audia
slne waves Thare arc cight distine
frequencics {four raws and fous columes)
ranging brom 657 o 18R cpdles porseoand
[Hetz), The tved requences thal nbarssds on
A 4xd matix maka up asch of the 14 DTS
foras 0 -9, " & ACG, T, arvd 0, Trea fouith
coiumn (1833 Mz isn't usad on consumar
talepfiones, bt i osad onthe LS mibtands
AUTOVON Laleshone nateork 10 desigrata
recting priority. As just reatoned, it s also
uEed intornally by same teloos, ham radio
repoater syslems, and soma COCOTS dor
malnberarss pUpoess.

SYEIRMS &Ma some examples. You can pal
dalz gelbecied fram a remobe oo W poor
compliar ovar & Iwisled pair. OTMF signals
&En ewen Go frarsmiflad ovar b aiveaves via
an nexpsrsive FM ransmitler, reocrasd wiih 5
mating FM roccivars gnd descdad by yaur
emplifar. Working in rowerse, T hawe veed &
OTRF-cncoded FR traremitfectaceier pairio
cenlrol & small rabatic wahicle wiin my
coriptar.

Nl B many years ago, ong Aad 1o
tanstakingty corsiruct and align 4 ssparate
Lt b decods each Tooch-Tanc Mo mors
Several companigs now  madulasiore
daciceiad B chips desgned 1o decoda, tter,
and convert all DTMF signals 1o Binery
rumhars, Basialy, oo plug audo conkaning
DTMF tenes in cne ord, &2nd gat & Linary
rambar qut kg cthar The IC does all the
work The situt flesfralcd bers 15 hased on
Ihe gopular B270 DTS decoder chip.

Thea Circuit

Figure 1 shaows a circuit b gesoding
OTHF signals s knbefasie them be an 188
comgatible competer via its paraisl pricder
poel. Hearly all pads can be purchasad al
Fladin Snack o from Digi-Rey [sex pars ast).
Coatieclion lavout is ret oidical, gad tha
Girovilt can b 1Ak ouk and soldaras an g Radao
Sheck procact Boand. You may wart 1o soider
P sockets for tha ted 10 chipe o9 1ha boasd
a7c plug e ohips i lales o present tharmal
damage [ sodesding. Bocawss of 1halr hy
casl, (about $10.03) a sacond parallel pon
card BB mecarrmended for your PLOnsicad ol
feceated'y swapoing your prssr cable.

FHatfer tan rainvenl the wheal and design
My v phare line interace fram scraich, |
Jsed Hadle Ehack's 43-236 “Telephone
Azcerding Conlrad® (324,851 This handy
davicz provides microphone-lavel audis from
the phone line and an electronic swiick
clssure in responss 19 80 "OH-NoORT SondTion,
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DTMF DECODER VIA PARALLEL PRINTER PORT

Torch fona sigrals wers developed by the  Drawing ils power -om tha phara ling, # 15 R v
m_ﬂ_ System over 30 vears aga for Inhand - FCC-approved far direst coanestion o the A —
_.w n.:n.._.._.w w_m-.._n tng. Tha Audie requercies - dlal-up network and can be attached ) o o s el 1 b
.....m:w— taraivlly chasen 12 avoid hermonic - anywhere alzng the phora Ura - 1om tha b I z m:l..,_p
mertarenca anhd false tiggenng by voice  tslaphons 2a9¥ al the way back ta the comiral o |_I| i — ERiEs Ll
=anals, Tha graling lormat is g0 eficctivg — aiffice switch. An BJ11 coupler, R 1-to- 5 e o - o
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& 1apa rRcorTer wia s remote conbol |aok) can
ba vead W gigral tha computar that & phara iz
off o hook. The “MIC" phag s wired 0 tha
FE7YE pin £ inplE, The 370 machve high 51
fire fpin T5) wil 0o Do active lew e lira a
wabd DTME signal {dagr) hes teen decaded

Tha 51 s is wived b the prirder poct's ACK
line at pin 100 The computer wais far the AGHK
T 10 Fizs B A &cts K, Whan | does, the
DTMF comearaon is read 275 the parals! grinles
parl's ERACR, SELECT. PAFZR-END, and
BUSY Iines az bina ry blts  Solware than
decndes Foga 4-Lil codas ard arites them o
HaM.

Because P 8870 is a CWOS 10 cup s
cutpats @ rated for operating ool e -
perwar TTL loed. The 2049 inveting hox buffer
is desicres fo alow ke-possr GRDS 509l
Lo gk TTL porawr Evals s ndusan provdas
mane reiable cncal apanation B vl nledaca
cable B over Sy indes _U_._..u_. Withi tha 4045,
tha conrecting cable gan be Lo 1o i et
o IF wou requirg & keeger ceble (up 1o 1on
faetl, you ot add a pul-up resisor feteesn
each ol e 085 bothes Gulpals and +5 volls.
Thés mraans you wor'd connect @ 47K ohm
rasistar bohwicnn 45 woits and pins £, 4. 6,13,
12, and 15 on thea 4043 irverling hox oflcr
Ghig.

Ewitch 51 iz cpticnal, bl it Fagilitales
‘g ielercepied cardlass and cellular
teleghone OTME sigrals 10am | scaners
earphong ol Tasa the mini “MICT plug frzm
the Fadis Shack recording contrallar and
inser i inkg your szarnars aaphone w0 [
V-adestar panmits simuiancous manitaring)
Dizsamnect the recomdng controlars subming
"REMOTE" piug frorn 12 daceder and install 2
SEST toagke swiich bebeeen Bd and growd.
Clasing 51 ganargtes the slrobe signal
requred by the soltsae. The componer thirks
the pfrores is alf-hook, 200 slads writng Binasy
DTMFE values to mamory. Whaa S1 13
rabrased, e DTRIF digits ara leged 50 & disk
1 wfiich is hme s dale-slampes.

Abematively, you courd reoond looch ones
directiy o 3 phone ling with the rocardicg
orriedl and a smal lape rooordar g dascda
tham latar by replaging them inla your
Teondenrcirguter. Likavize, wau coufd recond
1och taes “odf tha air” from cordloss or
sellular telephonas with your scannar by
canreching an attenuating cagls betwesen the
FRANTECE saphona fack and ta recarders
mitréphone 1Ak YWou can manitar the
sacording inoraal tima with an carphone
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pirkgeed o tha 1aps reocider. Mole thal lzpe
racerded DTMF 1aq4s may suffor same
distartan due Io faps speed Fuciiatons and
tape hiss, ard may not slways cocada
socuraiely. Wawr fape recorder shauid hava
naw atkatine baltariss or run ali an AC
adaplor. For optimum desedng rasuls, wou
may hava b adjesl your szarnar or lape
recorders wolume contrgl (bre miklway firsl)
‘whan playreg e audo back inde the docedar,
Tha Sofwana

CTRE2PARM.BAS is o Q24810 program
thal g all DTWF fonae dacodad ofl 3 phona
lie. The program cpens a file on your 6"
Frive, aamed “DTMF{datel . DAT". Fo:
axariple, il the date is 47/0£/18994, 1ha
program apans ] lila rnarned
“ASDTMPEF04.0ATY. Eack tmo the phane i5
pizked ap (gr 51 i daged), all subsagquand
OTWF fones ara Socodod ard stancd in Rakd
when the call 15 complated and tha phane
Feary ug, F1e dalz is saved as 2 record in e
disk flg: "SDTRFOTME.DAT. Eash naw [ne
of tha 1ita begne will & lime-samrp in 22-hour
[armat [DD:DOC0D). A& fen seoond pause
Betwean dogils will 33 & Sirgs 7w indicate
4 pause, and a twa minetc lapse ot tach
tones sfars a singla res Foa, I1 yod i wour
sorpober off, and Ten back on later that day,
ary acw DTRF reconds will be added 13 the
and o e "AMDTKFOTM. DAT fie (as=umirg
the TER = kaded.) Each day, the program
crates a raw Ma gnd oz &7 of that .n_wu_..u
OTWF brafta irds ik

TER Softwars
_.|_.Q_._u._m_.._unm.u_.._n_uﬂ_m..__..ﬁﬂﬂmn_n_._n”__

Tee parzlizl prirter port's ACK bne was
rarzhily chasen ¥ Input the STROBE =onal.
On &1 IBM-compatbic paraliz! pors, the AGE
lire can b2 usad as a hardwara interrupt.
Irsbaad of dedizaling vour comzuiar sakely as
3 DTMF lagoger, wou can heee d do the o i
1R *hackground. Wilh TSR sofivwarna, your
comipatar can stop whatever it's daing end
gt special Irsbuaciinn s vwheneye e ACK
ire = broughl o Sagic kich. This mears your
compines oLkl e exasuling ofver tasks, fien
#lop everything wherever the ACGK pin s
brough 1o logic high and mecond the ime and
dale-stanped DTMF data 1o a dsk fike. Whaen

LK retums v Bha PQowil ratum o the
wriginal tagk it was perorming.

wWrbng a kandwans marnct-grivan TSR i
il @ Ariveal matter, and is impractical i
BAZIC, 1 hava wTittan many TSAs in Fascal
ared C, and have devoted an eatire chaptar of

Surtmeer ]004

my beok 10 e subjoci, Tha compied and
axculsbke TSR softwars wilh over 400 Areas
of solrce cofa & included an e prooram
ok s plied with the bk,

Applicaticns

Yol ciuld uze Hhis system as a ‘poa-
megisler” 1 bog &1 chone rumaes caliad lrom
A particular lelephone fna. For asxarple, i you
ghara & phore Ine with soommatas this could
b vary Relpful in rosabang biling disouias by
dotumerndicg all ling usege. Sirca all looch
tenas are legood in the comgabar, acsouni
ninrises ookl De s2signed 1o each caller and
chiv'ed BMar wach phars number 1o dshrguish
callars.

An atlomey ar olher “professionzl who
bitls cliznts by the minutz could uza this
system b decumert Gillshle ghore Bme, By
eatacing cach glienl’s daccourd numbar with
touch anes alber e stam of evary tolophions
call ivoiving Edlabie time, a recond 2o ba
kept tor sooourting purpceas end printed aut
lakar.

A law-anfoiisrnent otiosr powd attach an
Fi phaore line transmittar {2uch as the DECO
WTT-20) 1o any point alang a phong line ta
fransm the auda B2 4 remabs FM recaivar
Fuirdreds of fzet away, The carphors oolpat
o a porabia rada or EM wakman could be
fef 10 the decoder's fput jack through 8
allenuating catde, ard a laplop PG arplayod
fa remalely kg &l DTMF fralfic decoded fram
that phone line.

H desired, & mirdature volsg-sclivabed 1zpa
reonder connachen Belwaen B atieniating
cable zad 1ha decoder's input (Hrough a r.
adapher) seud recard welcs fralfis 1o faciitate
sUbsequens corefalion of DTME goags. A
racorning FM wilkman oe poctainls starco wiih
A tape racordar could alse ba usad. An
garphong plugged inla the tape resordor
wiilbl abioe feal Eme awdio gupervisian, The
ecilire symtemn would fit sasily inside a shouder
baxg or brisdease dor portaniiby

Ay such cormactions o or mandaring of
LTRF o wirica tralfiz o a payphons, Chargg-
A-CaEll, CODOT, mw-arisroamant, or FECLFily-
relziad phona line is dafinitedy naf encoumged
by lhe muthar. Coreul 8 quaificd afemay o
determing 1he legality of pen-register ang
telephara call recorder usage in your area,
Unzuthorized recoption of celluiar ngf
oordkass] rediolekphone trarsmissans is
wioeation of ederal law.

Farts Lizt
Covnpanents Aveisble af Rade Shack:

Telephone Reconding Cordrol, 45-F28, 35485
P12t Epaca-Lag Sable, 2752501, 51.99°
Alarialing Pabch Cakle, 45-2152 5257
TE-Fin D87 Socked, 276-1809, 5 50°

18-Fin DIF Socket, 276-1302, 5.45°

DE25M Conrector, ETE-1847, 51,43

Alligabor Cligs, 2700355, 51.79-

1uF sapacitors, F72-102, £1.85

TEOK, regislos, 2711547, 3.49

4.7 rasizhar, £71-1350, 545

FO0E rasiztar, 2711315, 545

Frojoct Boand, 270-265, $4 35

BT Cougder, 2753538, 2,49

SPET swiigh, 275-624, &2.29°

¥-Adapter, Br4-310, 52 39

Covnporanis A raitsble from

Lgi-Ksy (B0 S48 2500

L5570 MHz Cryslal, CTHOLE, 51.43
A3 Invaniny Mox Butter, COM04SURE. §,47
SWDE Rrgulated Fower Supply, ERS723-40,
RIRTS
Quher Componanis;
EET0 OTMF Touch Torm Decnder _U.I_n... iram
T authior, B6.00 poefpaid,
Wircless Talaphone Transmitter, WTT.2n,
DECD Industrios (914} 232-557E, tra.nse

{7 Cpticral)

Lorpiale gpesficatons and applcation males
b the D873 DTRS decoder chip ane aeaiatle
froc from Telone Corparation (00} 426-3326,
AsH lar their Falecom Design Solublons
Cevngoaont Dafy Book,

Available From The Authar

This avthor can suppdy fie fsbowing tems;

A Eroatl The Wiood Wish Foor Sovpoler,
frery HighText Pablishers, 52395

O A& Rally assamiblad and tosied DTREF
decnder Giiut boand, compizhe with QBASK
ard compiled Fascal EXE eoltwarn for TSR
aperalign. The board includes jacks for
Cinresling direchy & Radio Shack 43205
lelephone recs réing contral, a D325
sonnactar for conrechon do an 1EM carallel
grrmer pod, end 8 SVDG power sapply, al foc
H50.00 [z $5.00 shipping).

C} An 2370 DTRIF Deoadar Chip slona, for
5500 posipaid

Ly A compiled and readystoeren (EXE
rrogram 1hal opecstas tha crcuit in Figune 1
a5 a TSR, for 85,00 pastpad (specly diskelia
farma)

The st wll mpaly o ATy e el el
s 8 o onckene o stenped] sed AoiieRssd!
anvakyps, Adisss aV aonmsponoones fon Pa
Corgeman, £21 £ Wianawond Aoad, Moonon
S, B TR 15
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SLE FILE: DTHPFFRN.RAR, 'L

SEM Trpatiw 4 bBic datay oo an HARss
any TBE-commatikle Farallal

trom Eome
R B =L

irpms KIRTD S

70 iz vems-drks Eha

ko fBame K Fr

wa HIZA, khe reme byte ovalaw dix
mEM dlzplayed om bhs sazesrn

I Aloe boovged 5= oA hardwars
¥ OTES, Terminate and] Skaw Realdenci ]

It wmarm adzibiceal

b csoTated arom TER device.

Driwvo At P11 Failea Lepln wlith

REE cotbwere ism addsd
BRIV The prrs

irg Tofav'e dabe. Cbor eanmplo o if

LR,

i

ooy s daTe d 1 34 he progral opone s File Ea

)
irj
B

=
[}
H-

wil] me sbtezed fn the

Caign

" =

calisd DTRSIZZE. k] N 3 1 m obhe Elle will mtacs wilk Lhsr riges

o
o R
1
=

e

4 wWid Lamon chE-- sollouwmd b all DTHE cedas,  &02

witkh cha tipe of Darg-us. Tha Fila wili tafe a p7 . Lzr oa
chan 16 soconde T4 thas pruzEa-l8 Jodger TNAR WO

3 closers the correnk paoozd 2af walcs foran

mEArs - A cikw rescod.

Tach Ay etarThe s paw Tilel 1f cporating At misnigab ke Lrogran

clesee tup surrent Tile 2ad opons A moW ome for bke e Jdalal

WM T EXDT LR proguran, pross CFB
N

R The followisg T ships smce piaivalent:
B THD CHRN G, Copaetal CSIETD.  Mztorola MOEEIC. Aoz

E=

e HAETE

fperFilsa:
Filetiaand & DATES
Flladamet <. *OTHE
Filolames = "An "
DFEH Fi
b, B

Llofared, R.Zi = [ae"

ZEM add rocords bo tedayt's Eile

mHdanes K
om0 Aackiveton ;0 QitHToER = GO ToreFres=nt o= 0
D3 = LDl L: DA = 2&: LpL= :
LorbartdMross = 2£%: - REM - Esse sddress of Graghic Cazdeg pricrar port
ZEA U= £42 Far 33D priocler PIarL Dasc adivoss

ar Uee 956 for. Nonachrome SaFd‘s.prinTer Ferk.

g P et of . S

i DAT RS
PRINC 0w Eils = = FLleMarss
WaiTForiall:
QffHook = IHPILpLiorchidrcss + 10
§-TESN COTS TloneTile:: REM ran o

ELE

raeasd ik fI1le

LR = THERTS

IF (Chd e "we ) OR rRE = "EF THFE o

TP, I02tHI0k A0 Did = ¢ TEEW S077 Mai

BEW ‘whbacs mow Cocosd

Erartlitmes = TINES

FRanadigbord a TIHES + 5 =0 M= razord bogins with skarck time
WAl CPor DTS fcdim
SEATETITCL = T2

T
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WIT ilpnlzrbaddress + 21,4 BEM ses Al glts HIDH wich 00001100
TomeFInSCan . s IKP Ik Par

roEm =4
+ 11
fFogk PAD IC = S0 THEY 30T0 DLigcstiriis
nes = CTIMER: Elifa=iTitel: = ErdTiTzcs
~f IE-apeedTimeos = 1231 TEEN GO ClossEL
I¥ (ElapsedTinci = 103 2340 |RIGHTS(Pho

PURTET R T R e
Erly - 1F

THE a0 T HLY

rlpspockadsr

wafsunlsr G « "F "

T D00 -= 0 i o
it o] S oo s I

fala R +
srbzTmal row Jdata s

IF 1T epens

Juw r
lCis = AcbaveaToos X

J vl Leie RKT 1 EB!
Errivelcoe = ] iNor e Toms 1281 = 21 173
FOT0 Enifesaiyg]

(LEE

ETINE - Aclive
LHD IF
Shifeiki

Faon ipal oy K LTS

Azzivelons -« RitiveTone

S AckiveTons

=]

- =2

TAZlACELwveTarnAs ST 0 hana

JrgES 4 "
F= Jdisplay

R met all s

AT R kP TE S rod s
FRINT
SaaeRsErars
Terp% = ToTpd o+ Tlkgs AN
T A1, Tomps: Hic |
FRIKT Tefps:

LEForDTES oods

w1t sE

CLOSCFL s
[ EELH:
A3 [mwrFie
HxitFrogran:
CLoE3
]
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monitoring keysirokes

by O, Dedam

t sooms a5 fhaugh many peopls nave oeen
warking an tha same carcaps 1or some fime
waw... caglunng kopsinokos f0 obiain passwarnds.
weghead pres=nled a descrpfon noic Epring
139¢ ig=oe of 2555 of his 1BM Koyspy® program
il is a TSR whish lakshes DRSS roerpt 15010
w3 Belh Baaoy 1028 dhiz and 21 the 2ars L
& b sumprized

In 19%) 1 was Iwing In & s badicom
apscimart wih foir pecpla,.. &1 BES rss, Wi
BES paties went an angoing owort, secmingly
chory dey. & wasn lang bodoce it R e that with
al S fogins tal lock place from the aparmes, f
| Fezd & weay %0 Gaslora baysbokes | ooald ule ke
kel GBS scene L 25 mEs ha case slar ha
dewglapment ol "TREPLERET, | mada mantian e
Oream Piled. an okl hagkar whae had Been
aragrammirg dar pears (ibc bes? grogrammer |
aw) and is scquairded with ore of tha three
man who sroa COSMISE He wigls TRIP.EXE in
aasembly and gecidad he waried the ailures &5
acll 50 he implemanhod encnption an the save
Hes =0 e Fave o “amen the caotures b him.
Thiz was e for 3 whits, bul e greed gl 1 me
ard [ Fad 1o either crack e ancryplian or
develad scmething on my asn..o: | chase e
latber .

Tha firgl Ives wesks of fMay 1351 | zoeal
worklng on the DEPL pislecl DEFL i an
aororym far "Calam's Elbe Passward Leochaer
(08, g3 I'm 2 Icfe arogant). On May 13th | nad
oy Treyl wargion resdy S disrbition, DEPL 3 &
syshom of $aar exaediabia Res wiither i © and 50
infarmaton tle, il deskgred Far sieatih
iralamantlaticn and recovery of pasowords.
DEFL. GO s Tha fove pedgrar and is nola TERL
bLt 3 shal peogramn wiich, whan e, Bskes ha
kevboard hardware Inkernapt 3 and then execuias
P& targel progreme The three ather axeculabies
AR SROEGITING  programes: INSTALL EXE,
m_n.:.u._u.mm.mu..u. ard] DERODEREXE. As L
FEcfas imply, INETALL wil inslad he syslem,
SURAFT wil tane o cepianes Inom e syaiam,
ard DEKDOER will dasoda the paglunes. Wehen
IMETALL or SECRAFER &6 tun, thay wil da ther
wirk wih na screen Q) ard grocced ioown
whatavar grogram you paint them 1o, This
efleclively makes tha inslallabion and PRGGVERY
Prodasagas "saakh” N Ihal vou can haws somenns
standing thers walching &5 U mn your “gama”
or whaboyer, ared Py wil b nane the wiser

Unkeknowrst 4o ma, Chrs Boves, just mies
VY ..._._.._.,._m_ Efme mtabo ard Al SpomaimaEy he
SEmae LmE, Was Wiilirg 2 Fragran called
KEYCOPY which alse parlorms kayelioke
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AR I AT Ll 1 year thad | dssoaeed
ME¥COPY varson 1.0, witon May 22, 1551 {c]
1380, KEYCOPY is ot the compicaled =4efl
syslem thal DEPL is. bul it is & TEA lixe
Wenbead s,
Tha lollowiryg 2 an seapl from (ke
KEYCOPY Do [Re:
Py
Fow 15 KEVZORY I kaan 3 roosd of 2
Fephaand Sy 50 Jour caTsuton
THE Inciodes vsage M Wardgerfoor 5.0,
Monmarle, Sanon Biioy. KEYDOPT mopias aach
fopsircks do a bulfar witkin s KEYOOPY
proovans area. Bhag ftha KEVDOFY Bualar has
200 Eepntiphag B dnaidy, KEVZOPY okl sopp
tha huffer 10 & We with A dafe and Bme siams.
Tha a defxr & CANEYDOEY. Yoo S0 spochy
arve, subdinectoy, and Ao mamo Sy hovng the
caram=i=r fle calsg KOPAM 0 dha sobavecree
witees FOPCO0Y & geadufed T, W wow hange
e KCPAM RMa and wsol e chamge fo ki
gffarh with KEYEOSY, e aompaher wal e o
b roboobod, and XEVOOPY orcoohed again.
HEYOODY fam bedn Malag and vesd wilf DO
T A A0 BT ngas s [Ran R o ey
Thaa Rxsls ane pokblam win each of Hwose
progrAms. 2no thatl Is that waen she bufler iy
ard tie TSR or =hell wriles e kepulosss 16
cisk, U driee B3kl wll S0ona G b7 ssemingly ro
reasnn, This can ke samadiad by latehing the
opRn, resdéarite, 2o ciosa Inzomupds for file
maripuaticns. Evary tima one of the e everis
eadd, check e kayDoand bufa o ssa ¥ 1hars B
cEla 7 b weitten, and wriia it This way, the
aclivizies are masked 4y ather "normal™ ar
expeched drive achivEes., The criy problam s
peses is il 1he beyboard ke HEz ard thera 2
ro difes aciivdiiss, This b nor & hand probliem i
soive, &5 Orve aotivitg is Irequent far mest
Frograms and unicss Tie porscn |5 wrhing a novel
withoa ! 37 auborszve fSaature, veey §llly ey
reads b be mloled, One rest aled reenambas
th=at sl weidieg 0§ fle does not ensurs thal
thi inloomatian s 2aved. 1T wawsd B a good
Implrmenialion 5o apor., wrhs, and close evesy
Hme a griva access coours... fere bava baon
agmravaling timas when somesrs toired off 1k
sompulsr willdul axig e paegram gnd fha
ealire caplusa was 1087 (s5ch &5 A slme
reETERRT wWhen g syson kad logged inho ns BRS
(L)

Zhiis BaVes's KEYLOPY conbe aoqared hor
£20 on 257 or 5.25° disk by wrilireg 2 Cheis
Co'ee, Bax 7421, Helywiid, FL 35081

DEFAL. ard v O a0 ooda 5 avallanbks e
tor datrbesion and maddeatian, It can be found

Sumrner 49084

it

o somo HP boards 1 have no ides whera if hag
aropagalsd ), and | was informed that & 15
availaiia on The Hasker's Chvomclale SO-HOM
a0 mol ko i et eonilaine e aeeculablz ony
o B fha moorps 15 also awailanis

I am prasenty oo busy bz mska any Turbs:
vargins of DEFL, Lt if aryane wishes 1o maka
maw varsiens ard distribate them, thay are
wElpame 0. e i i o gree poaer 10 tha
Fecdonrs of e venirid

About a year &3 3 bl ago o diend of mire
askec me f Fd ks 1 hefp law snicroement by
using my DEFL program. Whs | ingared about
whey hey wesce inlercstod 0 0 | eas iAlanmed 19at
say warded & wabtsn an Indivicaal wha was
suEpasiad of ipvilvement 1 the S0 searadal,
After realizing T4 implicebors of heping 10 shan
somechs ineded i somethlg hat tig. | Endle
coclnod 3o helpe 59 849 Cre Gan see, 12 uses 29
far-rzaching ard i &5 MO oet 27 isgue of some
Iy o Aacker wcapan in | plol 1o destroy tho
wid . IS =gritcarce depercs on The ros o
W3 LEE0 A8 v programmer, | &M nodhing inans
e a feclmakar, | kaye no control cver tha bac
poopic who wart 1o s il for hamm, and seihar
dues the porson wha makes & hammer.

The mere corccat of GEFL has fighiered
ey B oweas etsctivaly kicked out of 8 Fur pear
schood for simply dismrsing the progrem | had
wrtho i Irkemsas mail, &5 3 cormpaler scisnos
i usng HCX-3 and WAX compulers o do miy
sohd work 112 adminkiratan, whe was macing
my e-mail D i uzin himsct o shil dawn my
apcourts 1 wss unakds 1o do school wok g
thancforne recehed Fa i oy dassss Even wks
[ETare bo the president of she sehod, §ebil get
shafied, | wis ifommod il @ veas ilegal tar the
ACEErIS A0 [0 read rmy mak, bl |owrd shara
was realy nothing | cauld do. Tance yoars heve
passed anc 1 Just row received an associates
degres fram & unior collega, by bramel apcecs
B Haralers limiled 22 the systems | has o an
sndoaves | Ind justifalle havng boon drarcialy
carmaged oy an IGnoeant sy,

flis my 2dvisa to fhose sesking 8 coilege
edipalon o avoid afonding four vear sohodds in
Ihe Mebaare, Fiocda arcal [ woaukd 2750 adviss
Vo 13 cixtain ga il aaceas bo lhe potilie asssi
WAmwn 25 e Intarnel wih 8¢ many foois as
padble (such a5 KEYSFY, KEYCOPY, and
DEPL)Y. YWita adminlstratars sush 82 e oo |
crasied gaths with i power, tha Inlerrs] wil
FEVRT 588 it righthy’ place whh evaty paman on
the ganat, Mo ode owns e ireeTel nor sheuld
ey Poopia 25 laxpayers nave a fghs 1 ves
onfege lrsies, yal Ireeriet 2ocoss bas baen
Tesiched. Fighl for wour sghis ar feas the growing
P of the govorning Berdiss . it's your chaioe.

Koy T954

Fules ol
DP.EXE - Cream Pict's Sl
DEFL.COM - [ Diatarn's Shal
INSTALLEXE - Frograr o irslal the shedl
SCRAFE.EXE - Fragram Lu scrags up
saphre e
o DEROLER.EXE « Program %0 desdads caohurc
1
GAMET.EXE - Program 1 to cover up what

YOLITa divk)

GQAMER.EXE - Progam 2 1o cover up whial
e i

INFOLEIN - Tex] conlipration Hie

What i DEPL?

DEFL is He masd soohisticeisd, yel simpse b
use melned o grabbing peeswords, reading
puiwie rEssages, % Erging ol b gt do
FrE Al pow shoukdns srow ho b oot

S0 e s 1L waoek?

T B fisdussrg Mow il works, wis naad o
hodi 2% whak each of e Has me lor

DEPL,COM

DEPLACCM is ibe maln proagram whvca all
OFnan rivocve arount. DEFLCONM &2 g ghel, and
@ shell Baire] & program which runs angthar
program froe within jlsell, To st simple wa'l
pive an exampie with DEPL's predecossor
LCP.EXE.

How DP.EXE Has Boon Used

I ward b S4raps up passworts hat my friand
{or fioc) Sy b whia he's Grloe with bis TELGE
tmm programe.. S0 owhat |dd i when he's not
&40, rerame his TELIX.EXE progeam 1 some
citer Aaame, drdd repame CE.EXE 13 TELEX, EXE
50 whon hesshs apee whial they Hhirk Is TELE,
they ans actucily rurning tha shek, piow bow daes
TELLE Get ram™® Whahever woul named T hag 1 ke
w1 ke shell B ofhe case of Orean Plai's
pregram. P EXE will always lcak 1o runa
progrerm calicd TRIP.EXE. Thi means you must
rarp e |ELIXEXE | TRIP EXE,

The chain of events so 1ar; Frignd runs
TELIX EXE {mchoalty DF EXEL Infum TELIX.EXE
urs TRIPEXE (azumiy TELIK.EXE),

Sc what's oI an fotw 1hal we'ra uAaniag
TRIP.EXE through TELEE SXFET Eueary kaysincka
iz bamig recordod! CP.EXE wil create files namod
by e, corlzining 2 the keysinones, saompled
Tre cagiera fleg aa hiddan in 8 drasndty caled
OWVERLAYE DS within the QOIS direchory. The
s ang hickder, remamber Soowhat you nesd
ncat b5 a dacnplar and a way o snaak ickr ol
fremd s camputer to scraps up 21 he Mas 50 pod
can g back bo wour Fowel and decnpl e 2
G whl waor [f55ed has beon hping.

Wi DEPL | b carsed tha whila proeess In
a couple of ways For and, instead of Favg K
sreak oeta your Irend s computer ard 3 Eeing
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ceught, 1 grovided IHETALL.EXE - and
ECRAMERERE.
MSTALLEXE

o the gTace, INGTALL EXE appcars o bo
a ‘gama, but i zcfiality it wil ses op tie shal
toirg al the roccssary aclions that vou woald
bavs bad o do o retal §f pourzell! And tha Lesl
part aboul it & yow s nan § P Inoey of woae
Terd! Ha'l jus! Tin iz & gaha

SCRAFEREXE

Aagdie, gnothe surlage SCAAPER.EAE
appears ho ba 3 gare {or aofdaly anylhing wau
mant i 12 bl

SCRAFPER.EXE bakos case of gulhering L=
cncrppbod captune Sle by moving o bo por gisk,
a2l off af his. It &al=a bat & leaturs, where by
changing 8 s=0ng wou Gan meekong yius Mand's
pragrar: &% rerces e =l Bl e ore o) Geeal
il ha's plared 10 0zl Saspicious.

Mata: maka sure that e saptane e yod 2
soraping o wour fand's des is nal onoyour disk.
This causes a confict when copying. S6 afles
sorapirg, A befiore dacoding, il's & goes Hed K
ferars e s ik

DEXCDER.EXE

This one practoaily descnbes el f wil
desocs e captared Sle o ceading (b be dan= i
s Aty of woue cwn opber apace].

GANET EXE arnd GAMELEXE

GAMST EXE & nun by INSTALL.EXE when £
has finisked, 2rd GAMEZ.EXE is run by
DERODERLEXE wha & Fas finkhe

Meitfar of thesa bas 13 B used, and (hay
may e A GAme o 2ny cthor pxecitable program

INFO.BIN

Ankd, Gaaly, tha sala bist

Weithizy the infa Bin i5 coataiagsd &l he
infarmator recded 1o make DEPL & woreoig
syslam. Example: INFCUBIN contards could
b
REWFILE C:\DOS\WEIRE EXE
CLOFILE CATELIXNTELIX EXE
CAPFILE CATELLOSWITCH.OVL
CAMEONE GAMELEXE
GAMETWO GAME2.EXE

CODEREY
TAKEALL

Hzne's o brick deserpban of what DEPL wolls
33 with Ihose sobings

Copvms TELI EXE o the DOS grechony
sl ¥ VSTE CNE

Condas DEPL COM ity TELIN oivasfory
raliviy & TELLY EXF

Vakes tha S50 Na's Aama SaTOROW,
erelly el o capruras saVa et ]
CATERLIOSHAITOH QL fenapalady

Sois WS TALL EXE'S ohild grocass 143 2
FAMELEXE,

Sely SCRASER EXE's chid procesy 13 e
SAMER EXE.

s ander coda O Saslye oo Fetaded
FELL TN RS B T e varsin)

CALERs SOAAFTR. ahad 18T, 12 radiiey [T
shad and Sed SN e e way I weann

GAEMECONE CAMETWO, and TAKEALL o
sclional keywords. The ract 2w net!

Wiher creatirg your cadtem INFOLBIN,
reemiEehar Wouka @ space altar 1ha keywircs
i ahes

&nd Fleaily, the anc Hie rat merflaned
preyiachy

ERRAGH.LOG

Taig i whara all grabdams aed (krgs bt
My hawe oong wiong &% slared Sammer, ot
Wiel, pou wouidn'h wart 20 oTor 0 pop Up o
pour sorssn whele wod wese runrig your vabeme
SEARAET I Trorit o wiur friaded, &0 b proviced s
#0 y0 andid reel wihal thas: el wert varco

Final Comments

L't Fargct ic renamss IMNGTALLEXE and
SURAPEN EXE 1o =oitalbls ramas Lhal haye
samelhing 12 8 wih e programs tey spavn

The pogram has many possibifes for Lae.
Wrin zome simgie modficabons, 4 oolld b mace
Frre? erby record kewsirokes, bt play them ek,
33 wmedl Foer e Gul ¥ gwige andl afacs all ar
e, DEFL GO ooid &asly Ba a camier. o
iTes MUTRE UseT At home, Wl can hawe kel
sanswenens as welk

Thm sossbiilies 2re ercless
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Join us on usenet for an ongoing discussion of hacker issues
available on all infernet sites worth their sali
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E AMARCHIET S BEE. & esmputer Eulen Boytd
rriSAFLe IGr anarchiess, sprshealisss, moncead ios
aelgalin TR OCTES, coSpaler tockes, ol phong
presais, Encnplad e-mailie eschanges eaiabie Cal
A1 4-ENF-N2TH. Coeprnp warnad - B2wn mossage for
By,

THE MACHIAVELLEAN maraminbior ges 1M inSie sasidg
o b kting 1he sytan! Edth 2eza oonlalng newdy-
Seatesnred oophows, enoasy shonloii, Susnibs sessmes
sackx, :n.._:...:.:h_...ﬂ audgeirg, tps on doing shi
“amcsHbie™ and e matian veu'te cel aupscesd 1
knga! Conly $0ene Sanpis 55 Mactiavebon, PO Bex
B2, Sakviza. K¥ 42803 0081,

FREL INTERMET WP BASED B335, Malaors Duram,
10000 HPOWVAC T HE C0erpm a'ng! & podos! 270
SAF-BLAT, BoheF 145, BEA-DAET. Mo SUP, et mezsms 4er)
Al Sscurily spdcniuh e araprrockorsVinig Skl
2l wrioms!

KON PUSLISHED PHONE NUNBERS, 100 simi busk
ACRSont oates, offvecs hialotine, =adiza! hislonos.
Eimine smocrds, and much mone! Call B1A-4%s-o0nE,
ke T and 20CeEs ko dehelr 3nd oo Frl or e,
ALS L D 424, Largo, FL 34840, Warle: cunant kel
of e sl Doarme wnd Adormes (04 dopatnont
STecs, Flacas pass Ooliod, wl vada'

“THE QUARTEA" DEVICE. Corpicle KT o7 2] pots
mchping 2ede! 1D o5 oOnkd e SomTmas 1585
e of ZB0G. A o aopply =3 vol Domerny and Wit
Coniy %58 or 3 klls bor 552, Sord mney catker bor S0 daw
Shipoingy chacha nes 2 washe aod liora' 10 okodr. A 4
bz mbher 1 oor 2 ks bor 2mrpdang e-d nopanes Aeg
prallabio. B G535 Whe eyraln in quaclty: £ o S0, 10
dex oy 530 FOSTRAD, cod widions crwnlal onty £3
FOSTPAID. AF srdae frorm avbeids US, pod 512 par
ardar, U5 1onds oy, For quinlily deccunls on elther
A2, inCluda your phone numizer and noeds. E. Mawiran
EO0C g, East -3 10N, Wl Nerw Fioa ML OT0ECG,
MEED A 503 OTMF GENCAATOAT Wi have Fadr b
£5 [LE5) + £2 shipoing and hand kg, S o moncy order
Qoly. Sand yeur crdar by Durtar Teoheio! Produsts -
By Mo 237, Aclingien, TH 7e0cd LSS |Iefenal
Bdrass: bhddbat lonsctarong! Chips i gooniiy: 23 for

CERD pach aonal otis &4 - w picR up the potiagr

BAMG diy swreon on mosd ondors! WA o @l wa far
our pars B5L.. s Four crsal.

WANTED: Dezcrarbieg Inlaemanon 4o the flaeng
frmguengiss toed by Pens i ckan Tomrehin 2nd Camden
Counly, bl aithordion; 450,200, 4800000, ass 20817
R, 00281 ceth S Peonemskee, N0 05140

THE BLACK RAG TRIVIA QU On =25 ako D005 ciex

Ik, hmeraive OGS an Buggieg. whslaoping. Kok,

BHrne, wa ot 3t ohetr wence T s Tess yeu:
Enowtodig of e siver sciencas Ererianig. very
Sducrtonal acd FAEE! sl Snd ted F ceel dimies
By Pulsoalnae s, Bere 108057 Aebarp Park, B 07712
CARD FREADERVWRITER/PAOCAAMMERS inr
BAlafrach. P Sotomalad Tempest Moduls JATH, 2la T-
2 mrovial, Wilior s Van Bt S (WWES) KX Radar
Emite: [KXRE) - much mard. Fios backs, rmanunis,
soritwidra irscic et I compifen, prong, AT and
Ersrgy harhdig ond pheaahing, seelmy m=d sucecl 300,
weapansy and rpckabty. Enancial and medieel Mo
cuivieg £ (o lidw cxleiogr Camsomerroanics, PO
R 237, Blamogonds, bk S35

DEF CON H iw @ cenvestine for 20 el greund”

Swmmer J9Y
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alomonss of the eofipulm opHusa, Bath skocs of 1r
wtrmzuter cobum et e s Yegas oty m, 7 aed 24
o ihe Saheia ol ke mpesches, orosocialions, acd
sy Gremeing Aspols Of R dirkst ass of comptng,
oiteacy, And srnemmton Tk woar wil ocluch @ 3 hous
Trig e o7 redyie s, 2adman lenminal aonnootion
1 1w Il e WL Crodlo dwants, Tl the Fed
coniasl, inferatian duseminailan, and olargy et
BpoCrianily b meel Slhend, Speakng wil Bo ail day
Sy woe Sumatay, Wit e OOMAINEN Sty Froba
thernosn, E-mil: SlungantBdatcon.ceg 1or mans
nlarmabian, vwoize: O-T00 TAM GENT, B&S: 5319-851-
S50, warl mat PR E Madisn 5, F10Z, Sedte WA
ST Fogimer wnder DES GON 1 al the Savacm Hobal 1-
ﬂ.._.m.ﬁ..._.....,._; Hegiee 4o £15 i odviow, o 590 9! e
CELLULAR SDFTWARE! Lnigue “enu-crve 305
progran nabii sasy marcgrarming of E3W MM, Si3,
s ol Malgrolz, MEC, Fdsascrnic- Bfeishl,
TondyFesa F-ask, Noxlahobbz Unidan, and clber
cefular ghoncs Comorafstovm 40-page thehated son

Ey-slag memual phpws shopks hockoup dagieta med
mop. Can b 3one in micciae! Seve monay o thas
sidrad phene by Goring pour original uris W' soks
hundrads - rafy rapeal ardarg O 526 plus £4
=png e UHRE Frioy Mo, UEFE monsy crder o
a5 ol Cal Maten #220 Weich Aoad Phizcepria,
FA 191521033 Wz el be o HOWF.E!

GENUINE CUSTOM 8.43 WHT eibmi~aturs gui-le
ryulala - che oolimens Poqud ey o arba hon porr prcject

Moot Boa® sobronalum ob swichos prable oo

lusiex and "spasial” fonds Ince tha Sime unt, megss
Fiomaly B duarslce. FHEE delailed nslaiaion roes
rchides, Cniy 55 oot poopaid, Fakd sl s ST
o TREAL, USRS menay nrgiees of cash chipood noal day,
=acie Bloe 3 WO, Frosd iishiiiion cany mans BASE

Elprverss Duage Syelame, 144 Winet Exgie Rood, Suile
TN, Pl FA& 13RS

EXPLORE THE DAAK WOE OF COMPUTERS, ful of
ferhndan imowlod o o T HESSA ssne Samrar
S X0 Wit reduced prices ol ot Sond ooty §1 for
B rae CaRAko Wit Rnw o be SatE S, B0 S
STE, -Lang 2asch. M5 39550, Backs,  Fshd,
sherc SRS, I A, .

TAF BACK ISSUES, complate o1 Vel 1.01 &
BUALITY copics from orgpicsbe Ineiiag scmeamatics
ard indeens FI00 posipaid Wil UFS o Sirsl Cliss
P Copy of 1971 Espna adisia "Tra Secrte ol 2
Lirths: Eives Dhoed™ 55 B Jarge SASE witd oaeia of saimps
Paba Q.. PS Bow 453, ML Laursd, B 0B, Wi ams

U Corigprusd?
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(eorfinued from page 31}

Fighting The Sline

Dhicar Fedis

Ripprdizg th: nrpdery kdepleas paipd ded Belbcach
Sabentd Foond 1 oderw Hring 98 pui 311 ol he Franl
calia] o Mpeediaiee Baka”, ok of B ekt Loceik:
oA % ket i o by the el e Lo, wellens wartng
fer nre diotize, g O RREnE Mo sing rochine,
air, R w0l Fand 5 2 Lt of mumbers of i well g svesy
CTRr o 3 e Fefeee. oAt some Teroengs ikl
e 1makst calls, 30 1 des 2 buscs of calls o dhe same dze.
ey el poopreze a meadem o 22 @nd b up, merking
thed secan MG He BOCA (Bonp M Areoscrs prmiers sl
rizrkas] B ndrp bier W does aapie naapmibon Gx el and
i P olter poearhiblas e cae erialy dereeansnane Tidaenia
un areeecitp rachene and o hiosen When it fiods a “bBee
noe . X Tarefers e col oo the Deax avElitle selestms,
popping vp infs soce the call (pomber. zame. sicj voa
arexn in el of the wledime [F# oos o b oo S shead, it
will rop calks the! en: sirping anld Tovon™ seesamad 32,
o i Tett T ey ot i ALESREGs o besith e iy
and pepremazs of e atswert o posdict boe for sheod it
shogld be prizng

An ke ps Tm sadeng sheet ehabime, 1 wonld bie i
s chong el ey weith s cxd b [dean® jued lemp g, The
ot [ e ek e o ot snmnnre e | o iy My
‘uh-huh®, ez, 3 dew ames 1o oo tem aamed o0 ther pich
dwn przs my bold bordon and beng up, [ hoee 2 sanle e
e w2 1ain sl wornics] afoud huspine 3 S while I
sofretioess whes BOoe L5 e for e sBiie i nadia b
t5 Zobody thers 3ovmor end Eve U I yoe Baes ool os
Finwe, e e it i and ipncee 3 vy hear 3 dizl wone o
ek wpml

R
Loes A gl
Secrets of a Supwer Hacker
Lhzar 2k
I oy B isspe of 2200 ol Srered 1 vere Lrimeeaiag, 1
Bhr: copeially the amick 2o te NYNEX Chaepe Cand Ty
Kevin Dratiel Tuazeis: Tun; in Bodgien we beree the oo
Fpem eedled Tehecind In "Hacker Beviews”, yoe plke:d
Ahoin Secres o o Sapvr Hacker By £ Kziple=uin Thix
Erce ke inkmvmge e, G b e 2] e e T et
Ju
ELater-La-Mevue, Belzhom
R 2o e meghded Jo Mt people Bnew howe o 2
S Bk Foow cae vt i Lovengerion ol IO Bee (007 P
Totarzienel WA RSN Tha bock (8 S1R G5
Thoughts
Do 2600
The “Crime ‘Wewes™ srticls Eriaes i the Sronurs
fisaubrbring of who e oime I e ey b

Tl DR & risie which ok & e, ot s iecdls
i o] starbard erime, and L] i “Cornguis Crene™ wiahar
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i oy mbder, eevToon. epesdpricE posEp, bockmnl e
To = igergeder sxine is ooe which cosld pof oxit mathon
e eoneakir. oo af 2 ol secli-kend ocime, lik:
Snnbederrent, Chorge wudd whin it akd g corgai, b
iy ane b o enres. | would ory e thee e Ffow ned
“oneperer Cemes” i you By nme defzinon Even PR o
phonr cndit tard hesckeing o= merznad. Can vou come o
il meary mal prpe e crimes

Lazead b “hnrme Bem™ articie: bur i brosghe op an ol
igueion Bad lee Toflemal ma: 1heBews reed srmaiz] keam
shpBgliy e am indiedion eoil o dhe shenl b semss 12m
il von pud i priond 228] on da: Soeng of 3 cor aed g a:
el oo ped oy ey Wow Pavs dmie Rl oy 12
il Do poenar sonms o et 2l

“Sofryae Prace™ was he oo sopikary | haee ssen
Sre Ty SR Gk was L pomnped. Yhes e disiaze hops
e T s pancher, sheoting, “oopy e, onde then wal copreng
i bz B papmivehos of the eazpe of PRilipise dociors = Link
wisids s oy hober and ol a saler and erone ekt
envirmeienl Wlen T ensa ap in M, o hbdsnen EX i
weh hes gt ko e A pedgde wlan jadked b Rdews T
Sz dead ot DTN SOf R, BO0 o AThing e ears
of EFazihood, Same 1deg & haazing borse dbewas 1o ohe C0d
Wed

PR
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SERTAAA S Chaln BF S Bar won woehd B sV
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A Letter in 2600 Could
Change Your Entire Life!
SEND YOUR LETTERS AND
COMMENTS TO:

2600 LETTERS, FO BOX 99,
MIDDLE ISLAND, NY 1125

OR FAX THEM TO:

(518) 474-2677
OR E-MAIL THEM TO:
28008 well sfca.us
(R SPEAK THEM INTO QUR
ANSWERING _.,_En_.__zm AT:
(516) 751-260

solages o speak e i ol Eaves t_:w”w_ ]

Sommer 1904

TacTts

ATl ol D g demapirs and T teos o Tal s A 10
Hew Yook Lty _._.._...u. Bedn poing on shooi the new
st cameres thak have besn irstalled i weored
lecanons 10 cwich drvers ronmisg = lights, Thae's
chghe, thaey Srep A picrire of the hack of wour oo
rezad the Bersas plale, and s=pd vou £ ek ia the
maail Wl has il ey dpmors 2y en® Feon o of
e ) The way in which the siocy his B=en eimail
B cmany Hew Yook dhivery acling paranodd sieed
dobody knows whens sumily thme comeras lork.
That iy, until now. If you'r=in Mankadtan, the
CAEDrrds pArs sorboolnd an Zrd Avesce and Las
Slmal Slesit, Wien Boreer and West Houslon Sireed,
meerthouind e Zesl Avezie ar Easr 720 Sirect
Aanstecdam Avenee el Wes Tad Soeei In
Brpcihn, Dceas Parkw sy aod Church Avesus
Hamiloon Avens: Kech and Clinten Sirees
Izormhboan:d ). PencnIvaniz Aveous snd Azlanoe
A, Borm Piace and Adlantic Avenos
Flataszh Avenae by Toys B s soatbeand). T2
Uoeems, 2L Sl i Qoeeas Doulsvard, Asen
Avenne wod Qoezns Boulesand (epboind),
Morthen Gianlevard and Dougliston Py,
Rk ey Fronlevand oo Bopoire Tl Bl
{wesbennd). [n Rlaben Tubandd, Hyloz Boulevanl
and Forbank Avence Gechboand and Wicoooy
Eoulevard g1 Moman Swest (mechennd). Tinaliy, in
The Brdmn, Grand Coooporse and Fica [67ih Sirees
Cootthboicel), Prlthemn Packoay and Stillwed]
Averie, roes Seane Fopressouy Sanvice R sl
Rrscdale Avenze {westbouncty Now o bezr ool
oo wheer the wachess me witeling From. Steep
well,

YW'e had one Eellof o serpriye whes NYNEX
called us recemly. 0 cor Caller [T displas the
oz 31 6-215-1067 shomed up. 215 iz an
imponsle enclunge in 515 oo 215 i3 e wren
bk o Fruladelphis and we're pos recniesd wx did
Lo loag distenes. Se il we &al 2015, cur swich
BT IRink thor we e diclitg an ance code, ot an
cachangs (Skot=g in Sepoambar, 506 wall ke
Eoqoired o Jiad | Gt in preparanon for the new
T code en piosioal ol [995.) Thiz is the Eirst case
*etvr found of 2 fake namber Weing wonl Lo 2 Calle
ID) b According no the Lody pesen al MYMNEX
who keew what we wars @lkisg shoul, this is
abyally 2n inlrmnzl sratcn ember in thax ACTI
el Send of Yk an operapce consals [T

e ve had sofe Men plaving with Cedl Mover
s frzm BOEREN, the servica: chal allves pil 1o
Feofd w0 oW h IInerdpl mienips wed iransher
Peiple caliizyg the cld nosvser 13 the cew nomser. A
finple of the pearrcial bugs ae discussad iz the
tetter: wecpon, The rumbir el sachaings o

Swmmer F0d

teiardbng 5 | B 20 LR EE ool [Rsaand g are o
digita. Yo s puksoobe oo gz e i e B
enlid ded il cores 34 8 mmon Foe having the
reconding, 512 amonih if wou uss e ol
Izature. Flus a 5146 ssiallonon e, Poetty alick of
SAYNEX 1 chigs Fir inskillation on a discrmmesne:]
oumer
To say we're disguatal with 1he criminal
Tehvinr of rhe federal praon syslss world ke
it mildiy. Take cae czse of Fuof Soirg
{Secagrien), a (end of 2600 Impradal s vix
mienhs S dard “conspiracy” charges. U pcek Pl
3 ooUple of prass ko o che pooper Jonms oo fend
0 pobe 0TI WERals. He send the Fooms 10 2400 n
Fanzary which didn't wrive wiril the e=d of
Fehruzary, "W rmesadiziely filled them g and in
Lz Muech they came back bacazse oe hae hadn's
baen filled cul easaly mdphe dhis name 2od ea b
wogve o e insled of a=der it or some Soch fhieg)
Singe Faul was baing rehzsal on Apr] 15, it mode
lite menss o coninoe tus chasde. s a nza’t of
ches kil Eing, Puwil went drzigh wia meeihy of
prisas witlna? 4 vinplz wisinor, And that's sl |11
Wi thoeght his stes weoald ke made 2 limds mone
heruzle wars o full sen of bick eam: We E®a
lzer from e fnderal pisen peopls seying thet ey
Tourd objeclicn=ke materiz] 1o @ oF Gor iisues s
thar wie ad dhe rigkk be sopeal as fong 25 we did i@
within fean daye. The pesumack of theie lemar wes
il durbee dazs pase when th letier wies wrisen
nd delivensd veen days Javer, leaving us oo dir e
bave cur ajraesl w2 thesr hands This 15 e second
img we ve pociced s Casdfen? Bebadiar from
lez Fiumzan of Eosons. Al anocher karp wail, they
T2y pedid oy therall of oor kssues UEive Do
ope on ilegal etivilis: pach as cpvesdronolisy aod
relecommunication frencd”™, Thats ag wpoctdic as they
g The basizrds Sefin 7 evsn relant the s
wiich they irdtizily said they were zeing to do. ThS
15 Thee wary Federal priscn epparsndy works, Tisz one
Infice after ancnber with sobody wroond crpatde
_,..ﬂ..nw.l.nm -t lasepers, =od the modia, nobaady.
Awn o to poesd, Mau'k sbens (Phiber Opdis)
iz 11i7] imprisoned 204 Is baing danisd medicine that
his Aot izeeritees 89 mew el Peacerful,
It leitiad preopdic ane ellarly dmpodent what it
Do b dezaling with e Eiuazion ke this. Whole e
coninos Lo leok for egal sopoor, dh mesd ol dia
oftar mord suppoct by wrrming Mol end Saconing
whabover wi can affend hx Mak's phone fund =5 hz
zAn cpntinues iy shop in SO0l ok tus Fricess. dead
Family. Tee address: Mark Aene FEFL052 | make
are the name and pomber apgedr o0 Ay checks o
iy oeskerdh, FPO, SeherGodl, Limit 1, POy Box
&1, Missraidle, PA 1 TSLGATO
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How corporate leaks are detected

b Farity Checl

Fweryday in tha news we sea
4 TlaWw FOVETInCNL O eorperale
seandal wrhlch has bean lealed to
the press. During khis bimes, the
sorpnrate apocka are ugually
trying to figura ool wing has
leazed the memo to the press in
the first place. This practice has
denreloped into an art.

The firat step iovolves finding
cut who had soeess ko Lha
informoation insids the
crganization. A lst of names is
shen compiled and bhoge persons
ama targeted by the =courity
Fraam,

Jmne mebhod u3sd Dy Seourity
parsonnel to stop dasuments
framn being passed sround is to
put them on restriched
distriontlaorn lisls. These are Haks
of names or pogitions that s
authorized o viaw and/or eccoss
she document. T ¥ou atain’s on
tme UMet, you don'h geh ke
daocurnank.

This has & dnal stfect: first,
the dooument is restricked,
making tt harder for the
opponent b get the document.
Secord, should Lhe decumesnt ke
leaked to the media or
cpponents, aecurity officara wrill
have & ready made 1ish of
susperta to start their
inwestigation from.

Once a leak hag osourred, tha
Inwestigation beam will sttemph
Lo lodsbe bhe sourcs of the laak
by using multipls techniques
such as interrogakian,
haskeround screaning, motives,

Fage 44 2000 Magazine

ek, These are all hayond the
soops of Bhis decument and
should be looked up in other
publicaticns (LOT Technizal

Journals, ety I will deal here

with seibing 1p traps for the
sourcs o revesal itself and the
passible aourtarmesaures thet
mey b uzed.

Cme method to find leakess in
sl organization is to sst up other
restricted distrioution lisis from
Lhe origingl Hac In each cass &
sepment of the criginal st will
ke u=s=d wntil all of the
indlviduals ara listed on differen:
listes iry & wnique ecmbination.
‘Then each of the lists are Ted
tond - forged documenta that the
target wold want o leak - end
ther the scueee is Tound by
sross-referoncing the dosuments
khat are sotually leaked with the
distribation lats.

Thiz mmebiied has jhs problemes.
"2 time consuming beeanse ar
Lhe forgaries which need to bo
srcaked and Dessuse of the lists
raquired. Furthermore, the
sanres will in most ceses boacms
suspieions when muitipls Nate
ars created and when "Tood”
starhe appesring in above:
avanage quantities. Alsc, nothing
guarsntess bhab the sonnes will
teak all of the documenbs senl ko
hlr

Ancther methicd used s the
oreaticn of “mouse-trap”
docqurnenks, tailor-mands Eo cetch
tne soures. The original
doeument 13 fed into a compuier
along with & thesaurna. The

Sumimer F904

compuber then Uges synanyins to
replece some wards in the
dosument, Punstuation
rplacement of comma, &ic.) Iz
alap altersd &2 s the header
style and the spaces betwesn
parsgrapha. Using & combination
of hhese teohnlgues, a unique
document i3 meds for ezch
person 1t 12 to ba gent Lo, while
Teeping the essenes of the
resdafde intact. Should the
source dizeuss the mesaage with
angbher par=on on the
docment's distribation Tish,
susplicion 13 not aroused =3 the
central idea remelns the ssme.
Then, the docurment is
released to the individoalz.
Ahould the dooument be ehowm
on televiaion or publizhsd in the
newspsper, the saourily officors
will ba able b0 Jetermine who
lekexd] the dosument. Howavan,
the media have caaght on Bo this
and aome cnly quole part of the
documeant. Here afaln, becausze
of the wiording and punciuation,
the sourcs cen b fonund, T somes

CROrporeiicns and goveriinent

entitles, this prodtess iz
wun_“:._._m_._“.m& tap to bobtom, & new
version of the documsent ereated
earh time it 12 requesled. Of
couarea, Lhis technigue hes ks
Urnits as the source can elwaye
gtéal = colleague's copy and leak
Litat werston of the document.

A pogsible countermeasurs 13
the eomplete reverssl of the
Brooass - use & hhcsaumis and
again ¢hange the punctuation, In
this manner, regardless of what
was planted inside the dosument
Drovided i 12 not shaswen in a

CHare, nothing ean be traesd
back to the original copy.

Summer TEed

The lest technigue =
csgontially a watarsd-down
veraion of khe above, Bhodles or
dacurnenks are raleased in
meazalve quentizies o bho
inditviduale, hub each with &
small dizerepency (opa, Tidures
off by 254, wrong daks, etal).
The informetion in the dooiment
ia Iow-leval whils 28101 Deing
conficdential, The theory, ot
alwaya truthfal, behind the
technibque is thab someone willing
Lo leak large quenticies of low-
lenwel Informetion will also be
willing Lo leak high-devel
information. The procsss is
repeated senraral timness unkil a
patiern gan ke isalated from an
Individual,

In conczlualon, there are
several technlgues earh with
their strong poinks and
weaknesses. The best possthle
solution to finding a 1as% within
B OTEENIZEtion 5 probally Some
hvbeicd of all of khom.

Thursday, The ¥th of April 1994
Docoment revision 1.0

Getting ready to fax us a
secret docurment?

WAIT!

We have a new
fax number:

(516) 474-2677

kr=wwa, it may cven spell s
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How corporate leaks are detected

by Parity Check

Freempday in the news ws aes
a naw govoriuncih or sorporate
smandal which hea besn leaked o
the press. Duoreing this bime, the
sOTpeTats spooks ars naually
tryping ko figure oul who has
l=aked the mamo to the press in
{he figal place. This practice has
developod inko an s

Tiha firat step involves finding
cub who hiad zocsss b0 the
information insids the
crganizakian. & Ust of names i3
bhen eompiled and Lnse persang
ars target=d by the scourity
[ESEA T

Qe mekhod nged Dy sscurity
personnel bo stop dosumsn ks
from baing pasasd sround i= to
pat Lheam an restrictad
disgtribution lists. Thess are llsta
of nemes or positions thak are
suthorized to view and/or accsss
Lhe dooement. TF 30w 2ren't on
bhe lisk, wou don't ges the
decument.

Thiz bas a dual effect: first,
the document i3 rastriobed,
making it hander for the
opponent to get the document.
Becond, should the documeant he
lzaked Lo ke media or
apponents, scourity off iosrs witll
have 5 ready made ilgh of
auapects to starl Eheir
Inwestigaticn from.

Colees 2 leak hea ooourrsd, the
investigation teamn will attomph
ta locats the sourcs of the leak
by uzing multiple techniques
such ss Intarrogation,
background soreening, motives,
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i These are =21l beyond the
zoope of Ehla document and
Shiould Le Iodked up in olher
publizations (LOD Techoies]
dournals, et Twill desl here
wikth ==tiing up traps for the
apurea to reveal itaeld and tha
pogsible counbermeasures thab
may he uged.

One methad W flod leakers in
an orgenization iz to =et up other
rastrictad distritution Nats from
the criginal list. In each case i
szpment of the criginal list will
ke wsad until 211 of the
apdividuals are lsted cn different
lizta in 8 unigus combicstion.
'hen esch of the Hats are fed
road - forged docaments that the
target would want Lo leak - and
then the =purcs 13 found by
croga-referencing tha documenta
thab are actually leaksd wikh the
distribution lisks,

‘I'niz msthod has ita problams.
Thg time consuming becanss of
Ehe forgeries which nesd Lo he
created and because of the lists
required. Farthermors, the
source Wl in most caces Nesome
guapiclous when multiple lists
ara created end when “food”
starda appearing n abova-
average guankibics, Alse, nothing
Zunarantsss that the souree will
eak all of the dooyments 2ent to
it

Ancther method ussd iz the
creation of *mouse-trap”
documents, tallor-mads bo esich
the souree. The orlginal
documenh is fed ints a coraputer
along with s thesaurus, The
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compuler then wses symenyms o
raplad: BOMe words in the
cocument, Punctuetion
(placsment of comma, otol) iz
Blie alters] a5 15 the headep
style and the spaces hetwresn
parsgrapha. Using a combinesion
of these eohnlguss, a unlgue
document 12 made for cach
person It 55 to e sent to, whils
Ieeping the sazence of tha
msasage nbaok. Should cthe
sowrce diseuss the messacs with
anather person on the
document's distritnution list,
sUspinton is nok arcuzed as Lthe
caniral ides remaing the same.
Then, the dosument 13
refeassd] Lo the individuzla,
Should the docurment be showmn
on telewision or published in the
nEmrapapar, the scourity officers
will he atle to detarmine wha
leaked the document., However,
ihe media have caught cn o this
and some ondy quote part of the
document. Here agaln, Decause
of b wording and punstiuation,
the scurce can be found. In soms
CArporstions and governmens
entitles, this procssa iz
Butormated top o battom, a new

Version of the dodunent crested

gach tlme I is requested. OF
courss, this techniquea has ihs
limits as the souros can alweys
eleal & collezgue™s copy end leak
that werzicn of the documsnt.

A possitle siunbermeasure is
Eha oomplete rovarsal of the
DOOeiEs - 1use a thesaurus and
Again change the puneteation. In
this manner, regandless of whak
was planked inside the document
pravided i€ 13 not shown fn g
niature, nothing ean be traced
back to the criginal copy.
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The last technique iz
eszentially & watered-down
weraion of thwe above. Snudiss oF
doournents ars released in
massElve quantifies to the
indrrtdnals, bab each with a
small dizcrapency (Evpo, figures
aff by 284, wrong date, eta).
The informetion in the docurment
is Tow-lewel whils still being
confidential, The theory, Tob
always trothiun!, behind the
bechnique s thal somecne willing
o leak large quankitiss of low-
leviel informatlon will alsa be
willing to laak high-lewvel
Imformation. The proceas is
repcabed saveral times until &
rattern can he jsolated from an
individual,

11 congluston, thers g
spverel techniques each with
their atnang points and
weaknesses. The best poagible
soluticn to finding & lesk within
e orgentzation is probebly soms
hyerid of all of thom.

Thursday, The Tth of April 18994
Document revision 1,0

Getting ready to fax us a
secral document?

WAIT!

ke have a new
fax number:

(516) 474-2677

¥W'h Ve, 1L may e spell Hirg
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All meetings take place on the
first Friday of the month from
approximately 5 pm to & pm local
time unless otherwise noted. To
start a meeting in your city, leave
a message and phone number at
(516) 751-2600.
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