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Introduction

Whether you're a programmer or a system operator, you'll find essential information in
this book to help you understand some of the basic concepts and nuances of the iSeries
and AS/400 — information that will make your job easier and increase your comfort
working on these systems.

The strong suit of the iSeries and AS/400 is their operating system, OS/400. Compared
with other operating systems in the industry, OS/400 delivers an unmatched level of function-
ality. However, with these many integrated functions also comes a complexity that you
must learn and manage. We've written the chapters of this book to expose some of those
complexities and help you leam how to manage them.

The book is arranged in logical order from basic system setup information — such as
how to plan for installation, suggested actions to perform during installation, how to establish
a basic work environment, how to create user profiles, and how to establish default public
authorities — through some of the more important areas you need to understand to operate,
program, and manage your system. At the same time, each section and chapter is tightly
focused, so you can go directly to a particular topic and leam what you need to know
without reading the entire book.

The book is divided into six sections. Following the chapters on system setup, we
address the area of operations. This section offers you insight into basic system operation
functions such as message handling, working with printer files and output queues, disk
management, and job scheduling. You'll learn how to communicate with users on the
system using messages; how to use OS/400 functions to automatically monitor for and
answer specific messages; how to locate, work with, and secure spooled files on output
queues; and how to move toward unattended operations using OS/400’s job scheduler.

The next section focuses on system management and is tied closely to system operations
with two chapters devoted to save and restore features and strategies. Anyone involved in
system operation and application development needs to understand these concepts to take
advantage of the save and restore capabilities that the iSeries and AS/400 offer. These
chapters teach you both the technology and the strategies you'll find helpful as you plan
and implement an effective backup and recovery approach for your systems.

The next three chapters of this section present practical help concerning iSeries and
AS/400 work-management objects and functions. The concept of work management
includes many objects — job descriptions, user profiles, subsystem descriptions, routing
entries, and job queue entries — and the many relationships these objects share to process
work through your system in a managed and efficient work environment. These chapters
introduce you to both the key objects and those relationships. This complete description
of work-management objects, together with sample work-management configurations, will
give you a good taste for this oftenfeared area of the system while spurring your confidence
and curiosity to learn more.

The section covering file basics tackles one of the most troublesome areas for those
new to the iSeries and AS/400 architecture: file structure. Because of your previous
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experiences, the definition and administration of the OS/400 integrated database is some-
thing new and foreign to many of you. But you must master defining and using files on
the system to ensure that your applications take advantage of OS/400’s database functions.
We've devoted several chapters to building your knowledge of iSeries and AS/400 files
and how you can manipulate those files to use them effectively in your applications.

We've dedicated an entire section to basic CL programming tasks. This material, which
covers everything from CL style, to using CL programs with display files and database files,
to teaching programs to talk to each other, to using commands will certainly give you a
firm foundation on which you can build your CL programming skills.

The final section of the book address two of the newer and increasingly used features
of the system: TCP/IP connectivity and Operations Navigator. TCP/IP is the de facto
standard in connectivity today, and we give you a basic understanding of the protocol.
Operations Navigator offers you a graphical interface to iSeries and AS/400 operations;
we introduce you to its functions as well,

The information presented in these 34 chapters will help you develop a basic working
knowledge of some of the key concepts and functions you’ll encounter on the iSeries and
AS/400. With this foundation, you’ll be solidly prepared to explore each subject in depth
using the manuals and other resources mentioned in the Further Reading recommendations.

If this book makes you feel more comfortable with your new system, serves as a useful
reference tool, and inspires you to further explore the iSeries and AS/400 systems, it will
have served its purpose.



Chapter 1

Before the Power Is On

From its birth combining the power of the System/38 with the ease of use of the System/36
through today’s race for server prominence, IBM’s AS/400 — now reincarnated as the IBM
eServer iSeries 400 — has sported a robust array of productivity features. Highly developed
menu functions, extensive help text, and electronic customer support are just a few of the
features that contribute to this system’s user-friendliness.

Nevertheless, the system’s ease of use stops short of “plug-and-go” installation. OS/400’s
complex structure of system objects — used to support security, work environment, per-
formance tuning, backup, recovery, and a host of other functions — lets you configure a
finely tuned and productive machine. However, these objects don’t readily lend themselves
to education on the fly. As a result, the iSeries and AS/400 require thought, foresight,
planning, and preparation to ensure a successful installation.

Believe us, we know. We've experienced this planning and installation process as
both customers and vendors, and we’d like to share what we've learned by suggesting a
step-by-step approach for planning, installing, and configuring your system. First, we
discuss the steps you can and should take before your system arrives. In subsequent
chapters, we take you through your first session on the machine, address how to establish
your work environment, and show you how to customize your system.

A Note About Names

In October 2000, IBM relaunched its AS/400 product line with the debut of its eServer
family of e-business servers. The 270 and 8xx models introduced earlier that year —
systems featuring IBM’s silicon-on-insulator and copper processor technologies — were
rechristened with the iSeries 400 name. The iSeries line now also includes IBM’s
Dedicated Server for Domino and the iSeries 400 model SB2/SB3.

Although IBM will continue to sell systems known as “AS/400s” through at least the
end of 2001, the new name of the computer family that is the focus of this book is
“iSeries.” Throughout the book, therefore, we use the name iSeries to refer to both groups
of systems (unless otherwise noted).

An Installation Checklist

The iSeries setup checklist in Figure 1.1 outlines the installation process. You might want
to use this checklist as the cover page to a notebook you put together to keep track of
your iSeries installation.
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FIGURE 1.1
iSeries Setup Checklist

Action Date completed

Before you install your system
Develop overall installation plan
Plan and schedule education

Develop a migration plan

Develop a security plan

Develop an effective backup and recovery plan

Establish a naming convention for devices and user profiles

Signing on to the system for the first time
Establish user ASPs

Verify software and PTF levels

Set the security level

Set the password format control system values
Change the system-supplied user profile passwords
Enable/disable autoconfiguration

Set general system values

Establishing your work environment
QMchPool — Machine pool size

QBasPool — Minimum size of base storage pool

QBasAdLVI — Base pool activity level

QMaxActLvl — Maximum activity level of the system

QActJob — Active jobs for which to allocate storage ’
QTotjob — Initial total number of jobs for which to allocate storage
QAdIAct) — Additional number of active jobs to add

QAdITot] — Additional number of jobs to add

QCtShsD — Controlling subsystem

Establish your subsystems

Retrieve and modify the start-up program

Creating user profiles that work

Understanding user profile parameters
User profile creation strategy
User profile sign-on strategy
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Before You Install Your System

The first step in implementing anything complex — especially a computer system — is
thorough planning. A successful iSeries installation begins long before your system rolls in
the door. The first section of the setup checklist in Figure 1.1 lists tasks you should com-
plete before you install your system — preferably even before it arrives.

These items may seem like a lot of work to do before you ever see your system, but
this effort will save you and your company time and trouble when you finally begin
installing, configuring, securing, and using your new system. Let’s look at each item in this
section of the checklist.

Develop an Installation Plan

A good installation plan serves as a road map. It guides you and your staff and keeps you
focused on the work ahead. Figure 1.2 (page 4) shows a sample installation plan that lists
installation details and lets you identify the person responsible for each task and track the
schedule.

Note

Although the installation plan includes important considerations about the
physical installation — such as electrical, space, and cooling requirements —
these requirements are well documented by IBM, and we don’t discuss
them here.

An overall installation plan helps you put the necessary steps for a successful iSeries
setup in writing and tailor these steps to your organization’s specific needs. The plan
also helps you identify and involve the right people and gives you a schedule with which
to work.

Identifying and involving the right people is critical to creating an atmosphere that
ensures a smooth transition to your new system. Management must commit itself to the
installation process and must understand and agree to the project’s priority. Other pending
IT projects should be examined and assigned a priority based on staff availability in light
of the iSeries installation schedule. Management and the departments you serve must
understand and agree on these scheduling changes.

On the IT side, your staff must commit to learning about the iSeries in preparation for
installation. Your staff must also commit itself to completing all assigned tasks, many of
which (e.g., verifying any conversion of programs and data) may require extra hours.

The time frame outlined in your installation plan will probably change as the delivery
date nears. However, even as the schedule changes and is refined, it provides a frame of
reference for the total time you’ll need to install, configure, and move to the new system.
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FIGURE 1.2
Sample Installation Plan

Start  Completion
Action Person date date

General
Verify expected delivery date
Determine education requirements and scheduling

Physical requirements

Plan physical location

Complete electrical work

Install UPS system

Install additional cooling if required

Physical installation

Set installation date (delivery may change)
Arrange physical installation with vendor

Verify with vendor what system or program product
software will be preloaded on the system

Arrange with vendor or in-house personnel for
installation of non-preloaded software

Program/data migration (if applicable)

Establish migration plan ‘

Contact appropriate personnel about involvement
in migration, planning, work, and testing

Identify and document objects to be migrated

Identify and plan tests to test successful migration

Operation/support
Develop security plan
Develop backup and recovery plan

Develop strategy for creating appropriate user
profiles

Establish memory pools for the appropriate
subsystems

Determine how users will gain access to the system
and the software they need to perform their
tasks, and develop an initial sign-on program
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As part of your plan, you must also answer an important question: Can you run the
old and new systems parallel for a period of time? If you can run parallel, you can greatly
reduce the time needed for the installation process. Running parallel also reduces the risk
factor involved in your conversion process.

Plan Education

We can hear you now: “We don't have time for classes! We're too busy to commit our
people to any education.” We're sure this will be your response to the suggestion that you
plan for training now. We're also sure those statements are absolutely true. But education
is a vital part of a successful iSeries installation. Realistically, then, you must schedule key
personnel for education.

What key groups of personnel need training? The end users, for one. Their education
should focus on the products with which they’ll work, such as Client Access. You, your
operations people, and your programming staff will also need some training. You must
leamn such things as security concepts, how to modify your work environment to improve
performance, and how to control printer output. Training in relational database design and
implementation will improve the applications you install or write, and learning something
about the system’s fast-path commands will help you feel more at home and productive.

If all this sounds complicated, you're getting the point: You need system-specific
education for a smooth transition to the new system. Where can you get such education?
Start by asking your vendor for educational offerings. If you buy from a third party,
training support will vary from vendor to vendor. You can also arrange to attend courses
at certain IBM locations.

In addition, you can find a variety of educational offerings in seminars, automated
courses, study guides, one-on-one training sessions, and classroom training courses. The
key to successful education is matching education to the user. Matching ensures
productive use of the time that employees spend away from their daily duties.

Develop a Migration Plan

The next step in pre-installation planning is to develop a migration plan. It's almost certain
that, at a minimum, you’ll need to migrate data to your new system. If you're migrating to
the iSeries from some other type of system, it’s also a safe bet that this data will need to
be reformatted for your new applications. A well-prepared plan can greatly reduce the
time required to get your applications up and running, and it can increase the odds that
your applications and data won’t suffer from integrity problems.

Running parallel for a while greatly reduces the risk involved. You can migrate your
applications in stages, testing and verifying each program as you go. If you can't run
parallel, you must complete your migration process on the first try — a much trickier
proposition. If you take this route, we recommend you seek an experienced outside
source for help in the migration and conversion process.

If you decide to begin conversion immediately, be sure you know what you're getting
into. Depending on your current system, conversion could involve one week to six months
of work for your staff. Again, a good outside consultant, used in a way that provides
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educational benefits for your staff, could be an immense help. True, you could simply pay
a consultant to convert your database and programs for you, but that approach doesn’t
educate your staff about the new system. Also, let us offer you a warning:

Caution

If you plan to replace your existing system and completely remove it before
installing your iSeries, you are absolutely asking for trouble! If you find
yourself forced into such a scenario, get help. Hire a consultant who has
successfully migrated systems to the iSeries or the AS/400.

Develop a Security Plan

We can’t overstate the importance of a sound security plan. You want to ensure system
integrity, and implementing a robust security scheme from the outset is crucial to this
endeavor. Figure 1.3 shows a basic security plan.

FiGuRre 1.3
Sample Security Plan

Before iSeries installation:

After iSeries installation:

1.

Select security level (@ minimum of 30 is
recommended, with 40 suggested).

7.

Set QSecurity system value to chosen level (10,
20, 30, 40, or 50).

2. Determine password format rules. 8. IPL the system to activate chosen QSecurity level.

3. Identify all system users. 9. Change passwords of system-supplied profiles.

4, List user roles (i.e., security groups, such as 10. Set password format system values.
programmers, accounts receivable, accounts 11. Create role (group) profiles (these should have no
payable, operations). password assigned so that they can’t be used

5. Place users into role categories for user class and when signing on to the system).
special authorities. 12. Create individual users’ profiles, specifying the

6. Examine application software (e.g., accounting proper group profile where appropriate. Grant
packages, inventory packages) for specific authority for group profiles to access objects on
security provisions, and determine whether users the system needed to perform tasks.
need specific authorities for these objects. 13. Grant or revoke specific individual user

Document methodologies for using application
security provisions to ensure they fit with the
system security plans you've developed.

authorities as necessary.
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System Security Level
The first and most significant step in planning your security is deciding which security
level you need. The iSeries provides five levels of security: 10, 20, 30, 40, and 50.

Security Level 10

System security level 10 might more aptly be called security level zero, or “physical
security only.” At level 10, the physical security measures you take, such as locking the
door to the computer room, are all you have. If a user has access to a workstation with a
sign-on screen, he or she can simply press Enter and the system will create a user profile
for the session and let the user proceed. The profile the system creates in this case has
*AllObj (all object) special authority, which is sufficient for the user to change or delete
any object on the system.

Although user profiles aren’t required at level 10, you could still create and assign
them and ask each user to enter his or her assigned user profile name at sign-on. You
could then tailor the profiles to have the appropriate special authorities — you could even
grant or revoke authorities to objects. However, level 10 provides no way to enforce the
use of those assigned profiles and, thus, no way to enforce restricted special authorities or
actual resource security.

Simply stated, level 10 provides no security. In fact, beginning with Version 4, Release 3
(V4R3) of OS/400, you can no longer set the security level to 10. (Level 10 was the default
security level value shipped with earlier releases of 08/400.) If, however, your system is at
security level 10 and you upgrade to V4R3 or a later release, the system will remain at
security level 10. If you then change the security level to some other value, you won't be
able to change it back to level 10.

Security Level 20
Security level 20 adds password security. At level 20, a user must have a user profile and
a valid password to gain access to the system. Level 20 institutes minimum security by
requiring users to know a user profile and password, thus deterring unauthorized access.
However, as with level 10, the default special authorities for each user class include
*AllObj special authority; therefore, resource security is, by default, bypassed.

At security level 20, only a security officer or a user with security administrator
authority can create user profiles. Also, the limit capabilities feature is honored.

Although you can tailor the user profiles, the inherent weakness of level 20 remains:
By default, resource security is not implemented. The *AllObj special authority assigned by
default to every user profile bypasses any form of resource security. To implement
resource security at level 20, you must remove the *AllObj special authority from any
profiles that don’t absolutely require it (only the security officer and the security
administrator need *AllObj special authority). You then must remember to remove this
special authority each time you create a new user profile.

This method of systematically removing *AllObj authority is pointless because, by
default, level 30 security does this for you. On a production system, you must be able to
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explicitly authorize or deny user authority to specific objects. Therefore, level 20 security is
inadequate in the initial configuration, requiring you to make significant changes to mimic
what level 30 provides automatically.

Security Level 30

Level 30 supports resource security (users do not receive *AllObj authority by default).
Resource security lets objects be accessed only by users who have authority to them. The
authority to work with, create, modify, or delete objects must be either specifically granted
or received as a result of existing default public authority.

All production systems should be set at security level 30 or higher (level 40 or 50).
Production machines require resource security to effectively safeguard corporate data,
programs, and other production objects and to prevent unintentional data loss or
modification.

Security Level 40

Although security level 30 provides resource security, it's possible for programs to
circumvent security in some instances. To address this shortcoming, level 40 adds a level
of operating system integrity security. System integrity security strengthens level 30 security
in four ways:

¢ by providing program states and object domains

¢ by preventing use of restricted machine interface (MI) instructions
¢ by validating job initiation authority

¢ by preventing restoration of invalid or modified programs

Level 40 provides the security necessary to prevent a vendor or an individual from
creating or restoring programs on the system that might threaten system integrity at the MI
level. This protection ensures an additional level of confidence when you work with
products created by outside sources. Yet if the need arises to create a program that
infringes on system integrity security, you can explicitly change the security level to 30.
The advantage of using level 40 is that you control that decision.

Some packaged software (e.g., some system tools) may require access to
restricted MI instructions and will fail at level 40. In these cases, you can ask
the vendor when the product will be compatible with level 40 and decide
what to do based on the response.

Security Level 50
The primary purpose of security level 50 is to comply with the U.S. Department of
Defense (DOD) C2 security requirements. IBM added specific features to OS/400 to
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comply with DOD C2 security, as well as to further enhance the system integrity security
introduced in level 40. In addition to all the security features and functions found at all
lower OS/400 security levels (e.g., 30, 40), level 50 adds

e restrictions for user domain object types — *UstSpc (user space), *Usrldx (user index),
and *UsrQ (user queue)

e parameter validation
e restriction of message handling between user and system state programs
» prevention of modifications to internal control blocks

e provisions to make the QTemp library a temporary object

Because of the additional checking that the system performs at level 50, you may
experience some performance degradation.

Those whose shops require DOD C2 compliance can find more information about
security level 50 and other OS/400 security features (e.g., auditing capabilities) in the IBM
manual Security — Enabling for C2 (SC41-5303).

Password Format Rules

Your next task in security planning is to determine rules for passwords. In other words,
what format restrictions should you apply for passwords? Without format requirements,
you're likely to end up with passwords such as “joe,” “sue,” “xxx,” and “12345.” But are
these passwords secret? Will they safeguard your system?

You can strengthen your security plan’s foundation by instituting some rules that
encourage users to create passwords that are secret, bard to guess, and regularly changed.
However, know that “hard to guess” sometimes translates into “hard to remember” — and
when that happens, users simply write down their passwords so they won't forget them.
The following password rules will help establish a good starting point for controlling
password formats.

Rule 1 says passwords must be a minimum of seven characters and a maximum of 10
characters. This rule deters users who lack the energy to think past three characters when
conjuring up that secret, unguessable password.

Rule 2 builds on Rule 1: Passwords must have at least one digit. This rule ensures that
passwords are more than just a familiar name, word, or place.

Rule 3 can deter those users who think they can remember only one or two characters
and thus make their password something like “XXXXX6” or “X1X.” Rule 3 simply states
that passwords can't use the same character more than once or can’t use the same character
consecutively.

On a similar note, Rule 4 states that passwords can’t use adjacent digits. This
restriction prevents users from creating passwords such as “1111,” “1234,” or even their
social security number.

With these four rules in place, you can feel more confident that only sound pass-
words will be used on the system. You can enhance your password security still further
with one additional rule. Rule 5 says you should assign passwords a time interval for
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expiration. You can set this interval to let a password remain effective for from one to 366
days, thus ensuring that users change their passwords regularly.

Passwords are a part of user profiles, which you'll create to define the users to the system.
Laying the groundwork for these user profiles is the next concemn of your security plan.

Identifying System Users
Before you install the new machine, you should identify the people who will use the
system. Obtain each user’s full name and department and the basic applications he or she
will require on the system. Some users, such as operators and programmers, will need to
control jobs and execute save/restore functions on the system. Other users, such as
accounts receivable personnel, need only to manipulate spooled files and execute
applications from menus.

Once you identify the users and determine which system functions they need access
to, you can assign each user to one of the following classes:

e *SecOfr — security officer

e *SecAdm — security administrator
e *Pgmr — programmer

e *SysOpr — system operator

* *User — user

To better understand these user classes, let's examine the special authorities you can
assign to users. Figure 1.4 shows the default special authorities for each user class.

FIGURE 1.4
Default Special Authorities

Default special authorities

User class *AlObj  *Audit  *1OSysClg  *JobCHl  *SavSys  *SecAdm  *Service  *SpICH
*SecOfr 4 v v v v/ Y 4 K4
*SecAdm 4 4s K4

*Pgmr V1 ; -/ 4

*SysOpr /1 v v

*User V1 V1

T Security levels 10 and 20 only

Special authorities let users perform certain system functions. Without the appropriate
special authorities, these functions are unavailable to a user. The iSeries provides eight
special authorities:
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¢ *AllObj (all object) authority, as you've seen, lets users access any system object. This
authority alone, however, doesn’t let users create, modify, or delete user profiles.

e *Audit (audit) authority lets users start and stop security auditing and control security
auditing characteristics.

¢ *IOSysCfg (system configuration) authority lets users change system configuration
information. For example, they can configure I/O devices, work with TCP/IP servers,
and configure communications.

¢ *JobCt (job control) authority lets users change, display, hold, release, cancel, and
clear all jobs on the system. Users can also control spooled files in output queues for
which OprCtl(*Yes) is specified.

* *SavSys (save system) authority lets users save, restore, and free storage for all objects.

e *SecAdm (security administrator) authority lets users create, change, and delete user
profiles.

e *Service (service) authority lets users perform functions from the System Service Tools,
a group of executable programs used for various service functions (e.g., line traces,
diagnostics).

¢ *SplCtl (spool control) authority lets users delete, display, hold, and release their own
spooled files and spooled files owned by other users,

Keep in mind that the functions mentioned above are only a primary subset of the functions
that special authorities permit.

Your IT staff members normally will be in either the *Pgmr or the *SysOpr class. Your
end users should all reside in the *User class. Typically, the *User class carties no special
authorities (as Figure 1.4 shows), which is appropriate for most users. These users can
work within their own job and work with their own spooled files.

Caution

One rule of thumb when assigning classes is that you should never set up
your system so that a user performs regular work with the *SecOfr class.
The iSeries has a special QSecOfr user profile; when the security officer
must perform a duty, the person responsible should sign on using this
profile to perform the needed task. Using security officer authority to
perform normal work is like playing with a loaded gun.

When you create user profiles, you can use the special authorities parameter to over-
ride the authorities granted by the user class. Doing so lets you tailor authorities as appro-
priate for specific users. For instance, a user profile might have a user class of *SysOpr,
which grants the user special authorities for job control and save/restore functions. By
entering only *SavSys for the special authorities parameter, you can instruct the system to
grant only this special authority, ignoring the normal defaults for the *SysOpr user class.
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In addition to considering special authorities, you must plan specific authorities,
which control the objects a user can work with (e.g., job descriptions, data files,
programs, menus). Going through the remainder of the pre-installation security planning
process — checking your applications for security provisions — will help you decide
which users need which specific authorities and will help you finish laying the
groundwork for user profiles on your new system.

Of course, that’s not the end of your security planning. You'll also need to address
such issues as Internet- and TCP/IP-related concerns. You can find useful information
about these topics in the following IBM documentation:

o AS/400 Internet Security: Protecting Your AS400 from HARM on the Internet (SG24-4929)

o An Implementation Guide for AS/400 Security and Auditing: Including C2,
Cryptography, Communications, and PC Connectivity (GG24-4200)

e Tips and Tools for Securing Your AS/400 (SC41-5300)

Wizardry and Advice

To help with your security configuration, IBM provides automated assistance with two
helpful tools: Security Wizard and Security Advisor. We suggest you take advantage of
these options.

Security Wizard asks a series of questions, using the responses to generate reports
with various security configuration suggestions. You can optionally apply the suggestions
to your system’s configuration automatically.

To use the wizard, you must connect to the iSeries using Client Access and a user
profile with *AllObj, *Audit, *IOSysCfg, and *SecAdm special authorities. To begin using
the wizard, take these steps:

1. In Client Access, open Operations Navigator.
2. If necessary, expand the tree for the system with which you want to work.
3. Right-click the Security folder, and select Configure.

Then simply follow the prompts to complete your session with Security Wizard.

If you're not using Operations Navigator, you can take advantage of Security Advisor.
Security Advisor is a Web-based version of Security Wizard. Unlike the wizard, however, the
advisor won't automatically configure your system (although it will create a CL program
you can cut and paste onto the iSeries to do the task). You can access Security Advisor by
pointing your browser to bttp./www.as400.ibm.comytstudio/securel/index_av.htm on the
Internet. Simply answer the questions, and then click Calculate Recommendations.

Develop a Backup and Recovery Plan

Although it may seem premature to plan for backup and recovery on your as-yet-
undelivered iSeries, we assure you it isn’t. First, you shouldn’t assume that the backup and
recovery plan for your existing system will still work with the new system. Second, the
iSeries has a variety of powerful backup and recovery options with which you may not be
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familiar. Some of these options are difficult and time-consuming to install if you wait until
you've installed your applications and data on the new system.

The single-level storage of the iSeries minimizes disk-head contention and eliminates
the need to track and manage the Volume Table of Contents. However, single-level
storage can also create recovery problems. Because single-level storage fragments objects
randomly among all the system’s disks, the loss of any one disk can result in damage to
every object on the system.

An auxiliary storage pool (ASP) is one of those features that are much easier to
implement when you install your system rather than later. An ASP is a group of disk units.
Your iSeries will be delivered with only the system ASP (ASP 1) installed. Figure 1.5A
shows auxiliary storage configured only as the system ASP. The system ASP holds all
system programs and most user data.

FIGURE 1.5A
Disk Configuration with Only a System ASP
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You can customize your disk storage configuration by partitioning some auxiliary
storage into one or more user ASPs (Figure 1.5B).
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FiGURe 1.5B
Disk Configuration Including User ASPs
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User ASPs provide protection from disk failures by segregating specific user data or
backup data. Thus, if you lose a disk unit in the system ASP, your restore time is reduced
to the minimum time of restoring the operating system and the objects in the system ASP,
while data residing in the user ASPs will be available without any restore. If you lose a
disk unit in a user ASP, your restore time will include only the time it takes to restore the
user data in that user ASP.

You can use user ASPs for journaling and to hold save files. Journaling automatically
creates a separate copy of file changes as they occur, thus letting you recover every
change made to journaled files up to the instant of the failure. If you have online data
entry — such as orders taken over the telephone — that lacks backup files for the
entered data, you should strongly consider using journaling as part of your backup and
recovery plan. Although you don't need user ASPs to implement journaling, they do make
recovery (which is difficult under the best of circumstances) easier. If you don't journal to
a user ASP, you should save your journal receivers (i.e., the objects that hold all file
changes recorded by journaling) to media regularly and frequently.

User ASPs also protect save files from disk failures. A save file is a special type of
physical file to which you can target your backup operation. Save files have two major
advantages over backing up to media. The first is that you can back up “unattended”
because you don't have to mount and dismount media. The second advantage is that
backing up to disk is often much faster than backing up to tape or diskette. The major
(and probably obvious) disadvantage is that save files require additional disk storage.
Nevertheless, save files are worthwhile in many cases, and when used, isolating save files
in a user ASP provides that extra measure of protection.
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Two methods for safeguarding against disk failures and data loss are mirrored protec-
tion and device parity protection. Although there’s an initial investment with either of these
methods, the level of protection is significant for companies that rely on providing 24-hour
service.

Mirrored protection is a software function designed to prevent data loss. It does so by
using duplicates of disk-related hardware components. Should one of the components fail,
your system remains available with no loss of data. Different levels of mirrored protection
are available, depending on the hardware you duplicate. You can duplicate the following:

e disk units
e disk controllers
e disk I/O processors

e a bus

Like mirrored protection, device parity protection is designed to prevent data loss and
to keep your system available in the case of a disk failure. Unlike mirrored protection,
though, device parity protection is a hardware function. Device parity protection is similar
to RAID-5 technology. Parity information is created and, for performance reasons, is
spread across multiple units. When a disk failure occurs, the disk subsystem controller
automatically reconstructs the data using the active units in the disk unit subsystem.

The point of this discussion is that you need to plan ahead and decide which type of
disk protection you'll employ so you can be ready to implement your plan when the
system is delivered, when the disk drives aren’t yet full of information you'd have to save
before making any storage configuration changes.

For more information about iSeries backup and recovery, see Chapters 15 and 16.

Establish Naming Conventions

Naming conventions vary greatly from one IT department to the next. The conventions
you choose should result in names that are syntactically correct and consistent yet also
easily remembered and understood by end users and programmers alike. A good standard
does more than simply help you name files, programs, and other objects; it also helps you
efficiently locate and identify objects and devices on your system. If your naming
conventions are in place before you install your system, they'll help installation go
smoothly and quickly.

Device Names
The naming convention you choose should be meaningful and should allow for growth of
your enterprise. Let’s look at an example:

e You have three locations for order entry: Montgomery, Alabama; Orlando, Florida;
and Atlanta, Georgia.
¢ You have five order entry clerks at each location.

¢ You have one printer at each location.
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You could let the system automatically configure all your workstations and printers,
which would result in names such as DSP02, DSP03, and PRT02. But by configuring the
devices yourself and assigning meaningful names, you could give your devices names
such as ALDsp01, ALDsp02, FLDsp01, FLDsp02, and GAP1t01. Because these names
contain a two-letter abbreviation for the state, they are more meaningful and useful than
the names the iSeries would assign automatically. However, this convention would pose a
problem if you had two offices in the same state. To allow for growth of the enterprise,
you might instead incorporate the branch-office number into the names, resulting in
names such as CO1Dsp01 to identify a control unit for branch office 01, display station 01.
Such a naming convention would help your operations personnel locate and control
devices in multiple locations.

User Profile Names

You'll also need a standard for naming user profiles. There are those who believe a user
profile name should be as similar as possible to the name of the person to whom it
belongs (e.g., WMadden, MJones, MaryM, JohnZ). This approach can work well when
there are only a few end users. This strategy lets operations personnel identify employees
by their user profiles. The drawback to this method is that it results in profiles that are
easily guessed and thus provides a door for unauthorized access, leaving only the
password to figure out. For example, one of us once had a friend and co-worker, in a
shop with such a strategy, whose Italian ancestry was of particular importance to her. It
took only a few tries to sign on to the system under her user profile. Next, the focus
shifted to the password. Let’s see... TORTELLINI, CAPELLINI, RIGATONI — ah, there’s the
password! Good guess? No. Bad profile and password. There are only so many Italian
pasta names.

Another opinion holds that user profile names should be completely meaningless
(e.g., 2LR50M3ZT4, Q83S@06Y7B, SYS23431) and should be maintained in some type of
user information file. The use of meaningless names makes profiles difficult to guess and
doesn’t link a name to a department or location that might change as the employee
moves in the company. The user information file documents security-related information,
such as the individual to whom the profile belongs and the department in which the user
works. This naming method is the most secure, but it often meets with resistance from the
users, who find their profiles difficult to remember.

A third approach is to use a naming standard that aids system administration. Under
this strategy, each user profile name identifies the user's location and perhaps function to
sharpen the ability to audit the system security plan. For instance, if you monitor the
history log or use the security journal for auditing, this approach enables you to quickly
identify users and the jobs they’re doing.

To implement this strategy, your naming convention should incorporate the user’s
location or department and a unique identifier for the user’s name. For example, if John
E. Smith works as one of the order entry clerks at the Georgia location, you might assign
one of the following profiles:



Chapter 1 Before the Power Is On 17

e GAJSmith — In this profile, the first two letters represent the location (GA for Georgia),
and the remainder consists of the first letter of the user’s first name followed by as
much of the last name as will fit in the remaining seven characters.

¢ GAOEJES — This example is similar, but the location code is followed by the depart-
ment (OE for order entry) and the user’s initials. This method provides more depart-
mental information while reducing the unique name identifier to initials.

» B120EJES — This example is identical to the second, but the Georgia branch is iden-
tified by its branch number, B12.

When profile names provide this type of information, programs in your system that
supply user menus or functions can resolve them at run time based on location, depart-
ment, or group. As a result, both your security plan and your initial program drivers can
be dynamic, flexible, and easily maintained. In addition, auditing is more effective because
you can easily spot departmental trends. And user profile organization and maintenance
tasks are enhanced by having a naming standard to follow. However, such profiles are
less secure than meaningless profiles because they're easy to guess once someone
understands the naming scheme. This leaves only the password to guess, thus rendering
the system less secure.

As you'll discover in Chapter 3, we believe in maintaining user profiles in a user
information file. Such a file makes it easy to maintain up-to-date user profile information,
such as initial menu, initial values for programs (e.g., initial branch number, department
number), and the user’s full name formatted for use in outgoing invoices or order
confirmations. When a user transfers to another location or moves to a new department,
you should deactivate the old profile and assign a new one to maintain a security history.
A user information file helps you keep what amounts to a user profile audit trail.
Furthermore, your applications can retrieve information from the file and use it to
establish the work environment, library list, and initial menu for a user.

A final consideration in choosing a naming convention for user profiles is whether
your users will have access to multiple systems. If they will, you can simplify functions by
using the same name for each user’s profile on all systems. To do this, you must consider
any limitations the other systems in the network place on user profile names and apply
those limitations in creating the user profiles for your system. For instance, another
platform in your network may limit the number of characters allowed for user profile
names. To enable your user profiles to be valid across the network, you’ll have to abide
by that limitation.

You need to determine what user profile naming convention will work best for your
environment. For the most secure environment, a meaningless profile name is best. User
profiles that consist of the end user’s name are the least secure and are often used in
small shops where everyone knows (and is on good terms with) everyone else. A
convention that incorporates the user’s location and function is a compromise between
security and system management and implementation that suits many shops.
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What Next?

Okay, you've made it this far! You've planned and prepared, and then planned some
more. You've planned education, scheduled classes, and started to prepare your users for
things to expect with the iSeries. You've planned for security and for backup and
recovery, and you know how you’'ll name the objects on your system. You feel ready to
start the installation. But after your vendor helps you install the hardware, how do you
implement all your carefully made plans? In the next chapter, we discuss what happens
once the power is on.
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Chapter 2

That Important First Session

Up to this point (if you've done your homework), you have committed, planned, and
planned some more for your new iSeries system. Planning is a significant portion of the
total installation process, but now the system is up and running! The microcode is all
there, the operating system is installed, all your program products are loaded on the
system, and the vendor is packing up the tools.

Once the power is on, it’s time to take some immediate steps to put your carefully
made plans into action. Figure 2.1 lists the steps you'll need to take once your system is
installed.

FIGURE 2.1
First Steps After Installation
Signing on to the iSeries for the first time: Fstablishing your work environment:
Establish user ASPs Set system values for work-management objects:
Verify software and PTF levels QMchPool Machine pool size
Set the security level QBasPool Minimum size of base
Set the password format control system values storage pool
Change the system-supplied user profile QBasActLvl Base pool activity level
passwords QMaxActlvi Maximum activity level of
Enable/disable autoconfiguration the system
Set general system values QActjob Active jobs for which to
allocate storage
QTotob Initial total number of jobs
for which to allocate
storage
QAdIAct Additional number of
active jobs to add
QAdIToy Additional number of jobs
to add

Establish your subsystems
Retrieve and modify the start-up program

Establish User ASPs

First, examine your backup and recovery plan to see whether you've decided to use
auxiliary storage pools (ASPs). If you have, work with the installation team to remove disk
units from the system ASP and configure them for a user ASP.

Allocate plenty of time for this process. It may take a long time to remove the units
because the system must copy their contents to other units in the system ASP. If ASPs are
part of your backup plans, you can begin breathing easier once this work is done,
knowing that you're already better prepared for disasters.
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Verify Software and PTF Levels

Next, verify that the program products you ordered are installed on the system. The vendor
should help you load these products if they aren't already preloaded on the system. (If
you don’t have your program products and manuals, make sure you follow up on their
delivery.)

Next, determine whether the latest available cumulative program temporary fix (PTF)
package, as well as the appropriate group PTF packages, are installed on your system.
The vendor should know the latest PTF level available and can help you determine
whether that level exists on your system. If you don’t have the latest PTFs, order them
now so you can apply them before you move your iSeries into the production phase of
installation.

For more information about PTFs and installing PTFs, see Chapter 6.

Signing On for the First Time

With ASPs configured and the latest PTFs installed, you're ready to sign on to your iSeries.
Use the user profile QSecOfr to sign on, and enter QSECOFR — the preset password for
that profile. Don'’t start playing with your new system yet, though! You have some
important chores to do during your first session.

Set the Security Level
Your iSeries is shipped with the security level set at 40. We suggest you operate at least at
this level. If you desire some level other than level 40, you need to reset the security level
as the first step in implementing your security plan.

You can change the security level now by keying in the ChgSysVal (Change System
Value) command:

ChgSysVal SysVal(QSecurity) Value(nn)

where nn is 20, 30, 40, or 50. The change will take effect when you perform an initial
program load (IPL) of the system.

Because you must perform IPLs to implement several settings on your iSeries, you
might as well practice one now to put the chosen security level into action. On the
system panel, select a normal IPL from the B source, and then power down the system
with an automatic restart by keying in

PwrDwnSys Option(*Immed) Restart(*Yes)

When the IPL is completed, your new security level will be in effect.

Set the Password Format Control System Values

The next important step in implementing your security plan is setting the system values
that control password selection. You should have decided already on the password rules.
Changing the system values to enforce those rules is relatively easy.
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In Chapter 1, we recommended five rules to guarantee the use of secure passwords
on your system. To implement Rule 1, that passwords must be at least seven characters
and at most 10 characters, enter the commands

ChgSysVal SysVal(QPwdMinlen) Value(7)
ChgSysVal SysVal(QPwdMaxlen) Value(10)

The system value QPwdMinLen (Minimum password length) sets the minimum length of
passwords used on the system. System value QPwdMaxLen (Maximum password length)
specifies the maximum length of passwords used on the system.

To implement Rule 2, that passwords must contain at least one digit, enter

ChgSysVal SysVal(QPwdRqdDgt) Value('1')

Setting system value QPwdRqdDgt (Required digit in password) to 1 requires all
passwords to include at least one digit.

For Rule 3, passwords cannot use the same character more than once or the same
character consecutively, enter either

ChgSysval SysVal(QPwdLmtRep) Value('1')

or

ChgSysVal SysVal(QPwdLmtRep) Value('2"')

respectively. Setting system value QPwdlmtRep (Limit repeating characters in password) to
1 prevents characters from repeating at all. A value of 2 prevents characters from repeating
consecutively.

For Rule 4, passwords cannot use adjacent digits, enter

ChgSysvVal SysVal(QPwdlLmtAjc) Value('1')

System value QPwdlmtAjc (Limit adjacent digits in password) prevents users from creating
passwords with numbers next to each other, such as a social security number or a
telephone number.

Rule 5 states that passwords should be assigned a time frame for expiration. You
implement this rule by entering a ChgSysVal command such as

ChgSysVal SysVal (QPwdExpItv) Value(60)

System value QPwdExpltv (Password expiration interval) specifies the length of time, in
days, that a user’s password remains valid before the system instructs the user to change
passwords, The value can range from 1 to 366. You also can set the password expiration
interval individually for user profiles by using the PwdExpltv parameter of the user profile.
This option is helpful because certain profiles, such as the QSecOfr profile, are particularly
sensitive and should require a password change more often for additional security.

Change the System-Supplied User Profile Passwords
05/400 provides several user profiles that serve various system functions. Some of these
profiles, such as default-owner user profile QDftOwn, have no password, which means
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you can't sign on using that user profile. However, every iSeries is shipped with passwords
for the system-supplied profiles listed below, and these passwords are preset to the profile
name. For example, the preset password for the QSecOfr profile is QSecOfr. Therefore,
one of your first steps should be to change the passwords for these profiles:

* QSecOfr (security officer)

* QSysOpr (system operator)

¢ QPgmr (programmer)

¢ QUser (user)

* QSrv (service representative)

e QSrvBas (basic service representative)
To enter the new passwords, sign on as the QSecOfr profile and execute the following
command for each user profile listed above:
ChgUsrPrf UsrPrf(UserProfile) Password(NewPassword)

You can accomplish these changes more easily using the SETUP menu provided in

08/400. Type Go Setup, and then select option 11, “Change passwords for IBM-supplied
users” to work with the panel shown in Figure 2.2.

FIGURE 2.2
Change Passwords for IBM-Supplied Users Panel

(ﬁ Change Passwords for IBM-Supplied Users Aﬁ\\

System: AS4&DOD
Type new password below for IBM-supplied user, type password again to verify
change, then press Enter.

New security officer (QSECOQOFR) passuord e e e e s
New password (to verify) . . . . s e e e m e e e

New system operator (@QSYSOPR) password . . . . . . . . . . .
New password (to verify) . . . . . . . . . . « .« .+ o .+ . .

New programmer (QPGMR) password . . . . . . . + + « + . -
New password (to verify) . . . . . . . « « & « & o o . .

New user (QUSER) password . . . . &+ & o =« = « = o« o« +» « o =
New password (to verify) . . . . . . . . « & &« & « . .

New service (QSRV) password . . . « & « « o« &« = « = = & = «
New password (to verify) . . . . . .« « & + & &« & o & & . .

More...

F1=Help F3=Exit F5=Refresh F12=Cancel

/

You can assign a password of *None (for any of the above profiles except QSecOfr),
or you can assign new passwords that conform to the password rules you've just
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implemented. Once you change the passwords for the system-supplied profiles, write
down the new passwords and store them in a secure place for future reference.

Enable/Disable Autoconfiguration

After you've taken steps to secure your system, the next important action concerns system
value QAutoCfg (Automatic device configuration), which controls device autoconfiguration
and helps you establish your naming convention.

When QAutoCfg is set to the value 1 (the shipped default), devices are configured
automatically and are named according to the standard specified in system value
QDevNaming (Device naming convention). The possible values for QDevNaming are
*Normal, *S36, and *DevAdr. If QDevNaming is set to *Normal, the system assigns device
names according to its own standard (e.g., DSP01 and DSP02 for workstations, PRT01 and
PRTO2 for printers). If the option *S36 is specified, the system automatically names devices
according to System/36 naming conventions (e.g., W1 and W2 for workstations, P1 and P2
for printers). When QDevNaming’s value is *DevAdr, device names are derived from their
addresses (e.g., DSP010207, PRT010218).

Although automatic configuration gives you an easy way to configure new devices
(you can plug in a new terminal, attach the cable, and — poofl — the system configures
it), it can frustrate your efforts to establish a helpful naming convention for your new
machine. Therefore, after the system has been IPLed and the initial configuration is
complete, you should set the value of QAutoCfg to 0, which instructs the system not to
autoconfigure devices. You can reset autoconfiguration by executing the command

ChgSysVal SysVal(QAutoCfg) Value('D')

This change takes effect when you IPL the system. (If you haven’t done so already, you
should TPL the system now to put into effect the changes you've made for security level,
password rules, and autoconfiguration.) You must now configure devices yourself when
needed.

Admittedly, configuring devices is much more of a pain than letting the system
configure them for you. However, we recommend this approach because it usually
requires more planning, better logic, better structure, a better naming convention, and
better documentation. At times, you may want to enable autoconfiguration temporarily to
create a configuration object automatically and then disable autoconfiguration again.
Configuring devices is beyond the scope of this chapter, but you can find more
information about it in Basic System Operation, Administration, and Problem Handling
(SC41-5200).

Set General System Values

Several times now, you've set system values. The iSeries provides many such values to
control basic system functions. To further familiarize you with your new system, let’s take
a look at a few of the most significant system values. (You can use the WrkSysVal, or
Work with System Values, command to examine and change system values.)
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System value QAbnormSw (Previous end of system indicator) isn’t a value that you
modify; the system itself maintains the proper value. When the system is IPLed, this
system value contains a 0 if the previous end of system was normal (meaning you
powered down the system and no error occurred). However, if the previous end of
system was abnormal (meaning a power outage caused system failure, a hardware error
stopped the system, or some other abnormal termination of the system occurred),
QAbnormSw will be 1. The benefit of system value QAbnormSw is that during IPL, your
initial start-up program can check this value. If the value is 1, meaning the previous end
of system was abnormal, you might want to handle the IPL differently, such as in the
start-up of the user subsystems.

System value QCmnRcyLmt (Communications recovery limits) controls the limits for
automatic communications recovery. This system value is composed of two numbers. The
first number controls how many times the system will try to recover from an error. The
second indicates how many minutes will expire between attempts at recovery. The initial
setting is '0' '0". This setting instructs the system to perform no error recovery when a
communications line or control unit fails. If left in this mode, the system prompts the
operator with a system message asking whether to attempt error recovery. The value '5' '5'
would instruct the system to attempt recovery five times and to wait five minutes between
those attempts. Only if recovery had not been established at the end of those attempts
would the system prompt the operator with a system message.

Note

A word about the use of QCmnRcyLmt: If you decide to use the system error
recovery by setting this system value, yowll add some work overhead to
your system because error recovery has a high priority on the iSeries. In
other words, if a communications line or a control unit fails and error
recovery kicks in, you may see a spike in your response time. If you
experience severe commurnications difficulties, reset QCmnRcyLmt to the
initial value of '0' '0' and respond manually to the failure messages.

System value QMaxSign (Maximum sign-on attempts allowed) specifies the number of
invalid sign-on attempts to allow before the action specified in system value QMaxSgnAcn
(Action to take for failed sign-on attempts) is taken. We recommend a QMaxSign value of
3 for reasonable security. Setting QMaxSign to 3 means that after a user tries
unsuccessfully three times to sign on to the system (because of using an invalid user
profile or password), the system will disable the device, the user profile being used, or
both (the action performed depends on the value of QMaxSgnAcn). You'll have to re-
enable the device or user profile to make it available again.

System value QPrtDev (Printer device description) specifies which printer device is the
default system printer. The initial value is PRT01; however, you can change this value to
specify a printer device of your choice.
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These are just a few of the system values available on the iSeries. For a complete list
of system values and their initial values, consult 0§/400 Work Management (SC41-53006).
It's worth your time to read about each of these values and determine which ones need
to be modified for your installation.

Establishing Your Work Environment

Okay, you've covered a lot of ground so far. You've made the system secure, reset the
autoconfiguration value, and looked at some general system values. However, it's not time
for fun and games yet. Now, you should establish your work environment.

When the system is shipped, your work environment is simple. Memory is divided
into a few basic storage pools. For instance, the machine pool provides storage for system
jobs. The base storage pool contains storage that’s not assigned to any other pool. In the
simplest of environments, dividing storage between the machine pool, a storage pool for
spool writers, and the base storage pool is adequate. Your interactive and batch jobs share
the main storage from the base storage pool.

For many environments, this arrangement may be functional, but it's neither effective
nor efficient. For example, if the system value that sets the machine pool size is too low,
performance is slow; if the value is too high, you waste main storage. Thus, you need to
tune your system for optimal performance.

Performance tuning, because of its complexities, usually evolves over time. You
typically work to achieve a reasonably adequate performance model and then fine-tune as
you go. It's beyond the scope of this chapter to teach you to tune your system. For that,
we suggest you employ the help of performance experts, but we can introduce you to
some important work-management system values that govern performance characteristics.
You can leam more about these values in OS/400 Work Management.

QMchPool (Machine pool size) is the system value that specifies the amount of
memory allocated to the machine (*Machine) pool. OS400 Work Management provides a
formula for calculating the amount of storage to reserve for the machine pool. You should
consider performing the calculations and comparing your results with system value
QMchPool.

QBasPool (Minimum size of base storage pool) specifies the minimum size of the
base (*Base) storage pool. Memory not allocated to any other storage pool stays in the
base storage pool. This pool is shared among many subsystems, and it supports system
jobs (e.g., QSplMaint, QSysArb, QSysWtk, Scpf, and subsystem monitors) as well as
system transients (e.g., file open/close operations). Enter the WrkSysSts (Work with System
Status) command to see the amount of storage the machine has reserved for these
functions.

QBasActLvl (Base pool activity level) sets the maximum activity level of the base
storage pool. This value indicates how many system and user threads can concurrenty
compete for the base storage pool’s storage.

QMaxActLvl (Maximum activity level of the system) sets the maximum activity level of
the system by specifying the number of threads that can compete at the same time for
main storage and processor resources. By examining each subsystem, you can establish
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the total number of activity levels; QMaxActLvl’s value must at least equal that number or
be set higher. We suggest you set QMaxActLvl to a value five above the total number of
activity levels allowed in all subsystems. This setting will let you increase activity levels for
individual subsystems for tuning purposes without having to increase QMaxActLvl.
However, if the number of subsystem activity levels exceeds the value in QMaxActLvl, the
system executes only the number of levels specified in QMaxActLvl, resulting in
unnecessary waiting for your users. Therefore, if you increase the total number of activity
levels in your subsystems or if you add subsystems, you must increase QMaxActLvl.

QActjob (Active jobs for which to allocate storage) is the system value that specifies
the initial number of active jobs for which the system should allocate storage during IPL.
This value should reflect the estimated number of jobs active during a period of typical
heavy usage. We suggest you set this number to approximately 10 percent above this
estimated number of active jobs. For example, if you have an average of 50 active jobs,
set QActJob to 55. Setting QActfob and QTotJob (covered next) to values that closely
match your requirements helps the iSeries correctly allocate resources for your users at
systemn start-up time instead of continually having to allocate more work space (e.g., for
jobs or workstations). It also provides more efficient performance.

QTotJob (Initial total number of jobs for which to allocate storage) specifies the initial
number of jobs for which the system should allocate auxiliary storage during IPL. The
number of jobs is the total possible number of jobs on the system at any one time (e.g.,
jobs in the job queue, active jobs, and jobs having spooled output in an output queue).

QAdIAct] (Additional number of active jobs to add) specifies the additional number of
active jobs for which the system should allocate storage when the number of active jobs
specified by system value QActJob is exceeded. Setting this value too low may result in
delays if your system needs additional jobs; setting it too high increases the time needed
to add the additional jobs.

QAdITot] (Additional number of jobs to add) specifies the additional number of jobs
for which the system should allocate auxiliary storage when the initial value in QTotJob is
exceeded. As with QAdlAct], setting this value too low may result in delays and
interruptions when your system needs additional jobs; setting it too high slows the system
when new jobs are added. We recommend keeping the IBM-supplied default value.

You'll need to document changes you make to any of these system values. We
suggest you record any commands that change the work-management system values (or
any other IBM-supplied objects) by keying the same commands into a CL program that
can be run each time you load a new release of the operating system. This ensures that
your system’s configuration remains consistent.

Establish Your Subsystems

The next task in establishing your work environment is selecting your controlling
subsystem. A subsystem, defined by a subsystem description, is where the system brings
together the resources needed to process work. IBM ships two complete subsystem
configurations: QBase and QCtl. System value QCtiSbsD (Controlling subsystem
description) determines which of these two configurations the system uses when you IPL.
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When the iSeries is shipped, the controlling subsystem for operations is QBase. This
configuration consists of the following subsystems:

» QBase — This is the controlling subsystem. It supports interactive, batch, and commu-
nications jobs. An autostart job starts subsysterm QSpl.

e QSpl — This is the spool subsystem, supporting reader and writer jobs.

e QSysWrk — This is the system monitor subsystem. It contains jobs that support
system functions started automatically at IPL time and when the system exits restricted
state.

e QUsrWrk — This is the user work subsystem. Its jobs are started by servers to do
work on behalf of users.

e QServer — This is the file server subsystem.

The QBase configuration is a simple configuration, with most main storage shared
among subsystems. However, we recommend implementing separate subsystems for each
type of job to provide separate memory pools for each activity. One memory pool can
support all activities, but when long-running batch jobs run with interactive workstations
that compete for the same memory, system performance is poor and the fight for activity
levels and priority becomes hard to manage. Our experience with iSeries and AS/400
systems has taught us that establishing separate subsystems for batch, interactive,
communications, and server jobs gives you much more control. Using QCtl as the
controlling subsystem establishes separate subsystems for these types of jobs and can be
the basis for various customized subsystems.

Use the following command to change the controlling subsystem from QBase to QCtl:

ChgSysVal SysVal(QCtLSbsD) value('QCTL QGPL')
You can also use the WrkSysVal command to change the system value. The new value

will take effect after the next TPL.
The QCtl configuration consists of the following subsystems:

e QCtl — This is the controlling subsystem. As shipped, QCtl supports sign-on only at
the console. An autostart job starts subsystems QlInter, QBatch, QCmn, and QSpl.

e QInter — This subsystem supports all interactive jobs, with the exception of the console.

e QBatch — This subsystem supports all batch jobs.

¢ QCmn — This subsystem supports all communications jobs.

» QSpl — This is the spool subsystem, supporting reader and writer jobs.

e QSNADS — This is the SNA Distribution Services (SNADS) subsystem. It supports jobs
controlling the functions of the SNADS network, as well as IBM-supplied transaction
programs such as document interchange and object distribution.

e QSysWrk — This is the system monitor subsystem. It contains jobs that support system
functions started automatically at IPL time and when the system exits restricted state.
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e QUsrWrk — This is the user work subsystem. Its jobs are started by servers to do
work on behalf of users.

¢ QServer — This is the file server subsystem.

The QCtl configuration enables more granular control of your system. For instance,
you can easily prevent users from signing on over the weekend yet permit batch jobs to
continue to run by ending subsystem Qlnter and leaving subsystem QBatch active.

One advantage the QCtl configuration offers is the ability to allocate memory to each
subsystem based on the need for each type of job and to set appropriate activity levels for
each subsystem. No system values control the memory pools and activity levels for
individual subsystems, but the subsystem description contains the parameters that control
these functions. For example, when you create a subsystem description with the CrtSbsD
(Create Subsystem Description) command, you specify the memory allocation and the
number of activity levels. You can find more information about subsystem descriptions in
Chapters 17, 18, and 19 and in OS/400 Work Management.

The QCtl configuration will also help if you decide to create your own subsystems.
For instance, if your system supports many remote and local users, you may want to
further divide the Qlnter subsystem into one subsystem for remote interactive jobs and
another for local interactive jobs. Thus, you can establish appropriate execution priorities,
time slices, and memory allocations for each type of job and greatly improve performance
consistency.

Retrieve and Modify the Start-up Program
When you IPL your system, the controlling subsystem (QBase or QCtl, whichever you
decide to use) submits an autostart job that runs the program specified in system value
QStrUpPgm (Start-up program). The IBM-shipped default start-up program is QStrUp in
library QSys. This program performs functions such as starting the appropriate subsystems
and starting the print writers on your system.

However, you may want to modify the start-up program to perform custom functions.
For instance, you may have created additional subsystems that need to be started at IPL,
or you may want to run a job that checks the QAbnormSw system value each time the
system is started. To retrieve the CL source code for QStrUp, execute the command

RtvCLSrc Pgm(QSys/QStrUp) SrcFile(YourLib/QCLSrc) SrcMbr{(YourMember)

Notice that we suggest you retrieve the QStUp source into a different member name.
Because the new start-up program will be user created, it should have a name without the
look of an IBM name.

Figure 2.3 shows the source code for program QStrUp.
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FIGURE 2.3
CL Source Code for Start-up Program QStrUp

[ % e e e e e e e de e ke e e e de e e e e e e e e e e e e e e e v ke e e o e vk e e ke vk e ke e sk ok o ke ke ok ok e ok e ok e ok o ok ke ek ok /

/* */
/* 5769SS1 V4R4MD 990521 RTVCLSRC Output 07/13/00 10:42:48 */
/% */
/* Program name . H QSTRUP PN*/
/* Library name . . QsyYs PL*/
/* Original source f1Le . SN*/
/* Library name . SL*/
/* Original source member e e e e e el SM*/
/* Source file change */
/* date/time . . . . . . . . . . . . . .0 SC*/
/* Patch option . . . . . . . . . .« & . . . = *NOPATCH PO*/
/* User profile . . . . . . . . . .« & « « . = *USER UP*/
/* Text . . . : TX*/
/* Owner . . C e e e . : QsyYs ow*/
/* Patch change ID f e e e e . PC*/
/* Patch APAR ID C e e e s e . PA*/
/* User mod flag . . . . . . . . . « & .« . & *NO UM*/
/* ED*/
/********************************************************************/

PGM
DCL VAR(C&STRWTRS) TYPE(*CHAR) LENC(1)
DCL VAR(RCTLSBSD) TYPE(*CHAR) LEN(2®)
DCL VAR(C&CPYR) TYPE(*CHAR) LEN(90) VALUE('5769-SS1 (C) COPYRIGHT-
IBM CORP 1980, 1999. LICENSED MATERIAL - PROGRAM PROPERTY OF IBM')
QSYS/STRSBS SBSD(QSPL)
MONMSG MSGID(CPFOO0O)
QSYS/STRSBS SBSD(QSERVER)
MONMSG MSGID(CPFOOO®)
QSYS/STRSBS SBSD (QUSRWRK)
MONMSG MSGID(CPFOD000)>
QSYS/RLSJOBQ JOBQ(QGPL/QS36MRT)
MONMSG MSGID(CPFQO0D)
QSYS/RLSJOBQ JOBQ(QGPL/QS36EVOKE)
MONMSG MSGID(CPFOO0O)
QSYS/STRCLNUP
MONMSG MSGID(CPFOO0D)
QSYS/RTVSYSVAL SYSVAL(QCTLSBSD) RTNVAR(C&CTLSBSD)
IF COND((&CTLSBSD *NE 'QCTL QsyYs ') *AND (RCTLSBSD *NE-
'QCcTL QGPL ")) THENCGOTO CMDLBL(DONE))
QSYS/STRSBS SBSD(QINTER)
MONMSG MSGID(CPFOO0D)
QSYS/STRSBS SBSD(QBATCH)
MONMSG MSGID(CPFOO0D)
QSYS/STRSBS SBSD(QCMN)
MONMSG MSGID(CPFOOOD)
DONE:
QSYS/RTVSYSVAL SYSVALCQSTRPRTWTR) RTNVAR(&STRWTRS)
IF COND(&STRWTRS = '0') THENC(GOTO CMDLBL(NOWTRS))
CALL PGM(QSYS/QWCSWTRS)
MONMSG MSGID(CPFOO00)
NOWTRS:
RETURN
CHGVAR VAR(&CPYR) VALUE(&CPYR)
ENDPGM
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After retrieving the source, you can modify it to perform additional functions. Figure 2.4
shows a sample user-modified start-up program you might use when QCtl is the
controlling subsystem, with the addition of subsystems QPgmr, QRemote, and QLocal.
The sample program also checks the status of the QAbnormSw system value and starts
the subsystems only if the system previously ended in a normal fashion.

FIGURE 2.4
User-Modified Start-up Program

/* H+ i+ttt -ttt i1+ttt -ttt */
/* = Program....... StartSys = */
/* = Source type... CLP = */
/* = Description... System start-up = */
Pgm
/* ] */
/* = Variable declarations = */
/* 4ttt */

Dcl &Strwtrs *Char ( 1 )

Dcl &AbnormSw *Char ( 1 )
/* FHt i+ttt ittt 11t 1t */
/* = Global error trapper = */
/* ===z ozsozomzoo—ssmsmsmsssssosoosSoosZI=STCTosTSs=S=S=ssxs===xzzzzzzz=x kK

MonMsg ( CPFOO00 MCHOQOO )
/* Mttt ittt */
/* = Start basic subsystems = */

StrSbs asSpl

StrSbs QServer

StrSbs QUsrWrk
/* R S S S S S T S S S S N N S N S NS S oS S oo oo oo oo oo oSS ===S========== */
/* = Start Operational Assistant cleanup operations = */
/* e -ttt */

StrClnUp
/* ==xmomssrssrsssssssssosoosoooEoTSSESSSSSSESSSSSSSoESsszssoszsszss R/
/* = 1If system previously ended normally, start subsystems = */

RtvSysVal QAbnormSw ( &AbnormSw )

continued
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FIGURE 2.4 ConTINUED

If ( &AbnormSw *Eq '0' )
Do
StrSbs QInter
StrSbs QBatch
StrSbs aCmn
StrSbs QPgmr
StrSbs QRemote
StrSbs QLocal
EndDo
/* ===c=cc==zzzz=zzo=-o==s===-—==Szzzzz-==z====
/* = Start writers if indicated
/* ittt
RtvSysVal QStrPrtWtr ( &StrWtrs )
If ( &StrWtrs *Eq '1' D
Call QSys/QWCSWtrs
/* 4ttt 3t -
/* = Exit program
/* 4+ttt
Return
EndPgm

Once you've modified your new start-up program, recompile it into a user-created
library. Before you change system value QStrUpPgm so that it reflects the fact that your
new program is to be the system start-up program, be sure your program includes good

error-handling techniques and that you test it well.

Now What?

You've made the most of your first session. You've secured your system, set the
autoconfiguration values, customized your work environment, established the controlling
subsystem, and modified the start-up program. Now, you need to create user profiles for
your users and further customize your system. We'll tell you how in Chapter 3.
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Chapter 3

Access Made Easy

If you've followed our recommendations about iSeries setup to this point, you planned
carefully for installation, education, migration, security, backup, and recovery before you
even received your system. You created consistent and meaningful naming conventions
for system objects, and you established your work environment. Now that you've
powered on the iSeries, it’s time to start thinking about putting it to work. Your next step
is to set up user profiles.

IBM supplies a few user profiles with which to maintain the iSeries, such as QDftOwn
(default owner), QSecOfr (security officer), and QSrv (service, used by the customer
engineer). In addition to these profiles, you need profiles for your users so they can sign
on to the system and access their programs and data. For this aspect of setting up your
iSeries, you first need to understand user profiles and their attributes. With that
knowledge, you can, if you like, turn over to a program the job of creating profiles for
your users,

What Is a User Profile?

To the iSeries, a user profile is an object. Although the object’s name (e.g., Pgmr0234,
WDavis) is what you normally think of as the user profile, a user profile is much more
than a name. The attributes of a user profile object define the user to the system, enabling
the system to establish a custom initial session (i.e., job) for that user at sign-on. To make
the best use of user profiles, you must understand these attributes and how they can help
you control access to your system.

You create a user profile using the CrtUsrPrf (Create User Profile) command. Only the
security officer profile (QSecOfr) or another profile that has *SecAdm (security
administrator) special authority can create, change, or delete user profiles. You should
restrict authority to the CrtUsrPrf, ChgUsrPrf (Change User Profile), and DItUstPrf (Delete
User Profile) commands to those users responsible for creating and maintaining user
profiles on your system.

The CrtUstPrf and ChgUsrPrf commands have a parameter for each user profile
attribute. If you prompt the CrtUstPrf command and then press F10, the system displays
the command’s parameters (Figure 3.1).
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Type choices, pre

User profile . .
User password .
Set password to e
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User class . . .
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*USRPRF

*NO,

*ENABLED_

*USER__

*SYSVAL__
*CRTDFT
*NONE

MAIN
*LIBL

*NO
*BLANK

Name
Name, *USRPRF, *NONE
*NO, *YES

*ENABLED, *DISABLED

*USER, *SYSOPR, *PGMR...
*SYSVAL, *BASIC, *INTERMED...
Name, *CRTDFT

Name, *NONE

Name, *LIBL, *CURLIB

Name, *SIGNOFF

Name, *LIBL, *CURLIB

*NO, *PARTIAL, *YES

*USRCLS__

*SYSVAL

*SYSVAL
*SYSVAL
*SYSVAL
*SYSVAL,

*NOMAX

3

QDFTJOBD__
*|IBL
*NONE______

*USRPRF

*NONE

*PRIVATE

*NONE
*BLANK,
*NONE
*USRPRF
*NOTIFY
0

*WRKSTN,
*WRKSTN

*SYSVAL,
*SYSVAL

*SYSVAL

*SYSVAL

*SYSVAL
*SYSVAL__

*SYSVAL

*SYSVAL

*USRCLS, *NONE, *ALLOBJ...
*SYSVAL, *NONE, *S$36
*SYSVAL, *NO, *YES

1-366, *SYSVAL, *NOMAX
*SYSVAL, *YES, *NO

*SYSVAL, *NO, *TYPEAHEAD...
Kilobytes, *NOMAX

0-9

Name

Name, *LIBL, *CURLIB

Name, *NONE

*USRPRF, *GRPPRF

*NONE, *ALL, *CHANGE, *USE...
*PRIVATE, *PGP

Name, *NONE

Name, *NONE

Name, *USRPRF

Name, *LIBL, *CURLIB
*NOTIFY, *BREAK, *HOLD, *DFT
0-99

Name, *WRKSTN, *SYSVAL

Name, *WRKSTN, *DEV

Name, *LIBL, *CURLIB

Name, *NONE, *SYSVAL, *ASSIST
Name, *LIBL, *CURLIB

Name, *SYSVAL, *HEX...

Name, *LIBL, *CURLIB
*SYSVAL...

*SYSVAL. ..

*SYSVAL, *HEX...

*SYSVAL, *DEVD, *JOBCCSID
*SYSVAL, *NONE, *CCSID...

*NONE

*GEN

*NONE,
*USRPRF

*NONE, *CLKWD, *EXPERT...

*GEN
*NONE, *GEN

1-4294967294,
1-4294967294,

*EXCLUDE__

*ALL, *CHANGE, *USE, *EXCLUDE
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Before you create any user profiles, you should first decide how to name them. In
Chapter 1, we stressed the importance of developing a strategic naming convention for
user profiles. Once you've performed this task, you're ready to create a user profile for
each person who needs access to your system.

Creating User Profiles

Figure 3.1 shows all the available parameters for creating a user profile. Except for the
user profile name parameter, each parameter has a default value that will be used unless
you supply a specific value to override the default. Following are the key user profile
parameters that you'll frequently change to customize a user profile.

UsrPrf (User Profile)

The first parameter, UstPtf, specifies the user profile name on which you decided. This is
a required parameter; you enter the name of the user profile you're creating.

Password (User Password)

As we mentioned in Chapter 1, passwords should be secret, hard to guess, and regularly
changed. You can’t ensure that users keep their passwords secret, but you can help make
passwords hard to guess by controlling password format, and you can make sure users
change their passwords regularly.

This discussion assumes you let users select and maintain their own passwords. No one
in IT needs to know user passwords. The iSeries doesn't let even the security officer view
existing passwords. This would violate the first rule of passwords — that they be secret!

The CrtUstPrf command’s Password parameter lets you specify a value of *None, a
value of *UstPrf, or the password itself. *None, which means that the user profile can’t
sign on to the system, is recommended for group profiles, profiles of users who are on
vacation and don’t need access for a period of time, users who've been terminated but
can't be deleted at the time of termination, and other situations in which you want to
ensure that a profile isn’t used. The default value, *UsrPtf, dictates that the password be
the same as the user profile name.

Caution

You shouldn’t use Password(*UsrPrf). If you do, you forfeit the layer of
security that’s provided by having a password that differs from the user
profile name.

You can control the format of passwords by using one or more of the password-
related system values discussed in Chapter 2 or by creating your own password validation
program. For details about how to create such a program, see the discussion of system
value QPwdVIdPgm (Password validation program) in OS/400 Security — Reference
(SC41-5302).
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The password format you impose should encourage users to create hard-to-guess
passwords but shouldn't result in passwords that are so cryptic that users can’t remember
them without writing them down within arm’s reach of the keyboard. As we said in
Chapter 1, we suggest the following guidelines:

¢ Enforce a minimum length of at least seven characters (use the QPwdMinlen system
value).

* Require at least one digit (use the QPwdRqdDgt system value).

e Don't allow an alphabetic character to be repeated in a password (use the
QPwdLmtRep system value).

¢ Don't allow adjacent numbers in a password (use the QPwdLmtAjc system value).

To ensure that users change their passwords regularly, use system value QPwdExpltv
to specify the maximum number of days a password will remain valid before requiring a
change. A good value for QPwdExpltv is 60 days or 90 days, which would require all
users system-wide to change passwords every two or three months. You can specify a
different password expiration interval for selected individual profiles using CrtUsrPrf’s (or
ChgUsrPrf’s) PwdExpltv parameter, which we discuss later in this chapter.

PwdExp (Set Password to Expired)

The PwdExp parameter lets you set the password for a specific user profile to the expired
state. When you create new user profiles, you may want to specify PwdExp(*Yes) to
prompt new users to choose a secret password the first time they sign on. The same is
true when you reset passwords for users who forget theirs.

Status (Status)

Parameter Status specifies whether a user profile is enabled or disabled for sign-on. When
the value of Status is *Enabled, the system lets the user sign on to the system. When the
value is *Disabled, the system doesn't let the user sign on until an authorized user re-
enables the user profile (i.e., changes the Status value to *Enabled).

The primary use of this parameter is with the QMaxSgnAcn system value. If
QMaxSgnAcn is set to 2 or 3, the system will disable a profile that exceeds the maximum
number of invalid sign-on attempts (system value QMaxSign determines the maximum
number of sign-on attempts allowed). When a profile is disabled, the system changes the
value of Status to *Disabled. An authorized user must then reset the value to *Enabled
before the user profile can be used again.

UsrCls (User Class) and SpcAut (Special Authority)

These two parameters work together to specify the special authorities granted to the user.
Special authorities let users perform certain system functions, such as save/restore
functions, job manipulation, spool file manipulation, and user profile administration. (For
more information about user profile administration, see the discussion of user classes and
special authorities in Chapter 1.)
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Parameter UstCls lets you classify users by type. Figure 3.2 (repeated from Chapter 1)
shows the five classes of users recognized on the iSeries — *SecOftr, *SecAdm, *Pgmir,
*SysOpr, and *User — and their default special authorities.

FIGURE 3.2
Default Special Authorities

Default special authorities

User class *AllObj *Audit *JOSysCfg  *JobCtl  *SavSys  *SecAdm  *Service  *SpiCtl
*SecOfr oo/ v v v K4 4 v
*SecAdm 4 ; v/ A 4

*Pgmr 4 ; /1 /1

*SysOpr /1 v v

*User e /1

1 Security levels 10 and 20 only

These classes represent the groups of users that are typical for an installation. By specifying
a user class for each user profile, you can classify users based on their role on the system.
When you assign a user profile to a class, the profile inherits the special authorities
associated with the class. Although you can override these special authorities using the

SpcAut parameter, the default authorities are often sufficient.

The default value for the SpcAut parameter is *UsrCls, which instructs the system to
refer to the UsrCls parameter and assign the predetermined set of special authorities that
appears in Figure 3.2, You can override this default by typing from one to eight individual
special authorities that you want to assign to the user profile. After sending a message that
the special authorities assigned don’t match the user class, the system creates the user
profile as you requested.

Consider this example:

CrtUsrPrf UsrPrf(NielsenKar) +

Password(Password) +
UsrCls(*SysOpr)

Once this CrtUstPrf command is executed, user profile NielsenKar will have *JobCtl and

*SavSys special authorities. The command
CrtUsrPrf UsrPrf(NielsenKar) +
Password(Password) +

UsrCls(*SysOpr) +
SpcAut(*None)

creates user profile NielsenKar in the *SysOpr class but with no special authorities.
Figure 3.3 lists the allowed values for the SpcAut parameter and what each value
means.
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FIGURE 3.3
SpcAut Parameter Values

Special authority value Description

*UsrCls The default special authorities are based on the value specified for the UsrCls
parameter.

*None - No special authorities are assigned. ; -

*AllObj All object authority. Lets users access any system object. This authority alone, how-
ever, doesn't let users create, change, or delete user profiles.

*Audit Audit authority. Lets users start and stop security auditing and control security
auditing characteristics.

*OSysCfg System configuration authority. Lets users change system configuration information.

For example, users can configure I/O devices, work with TCPAP servers, and con-
figure communications.

*JobCtl Job control authority. Lets users change, display, hold, release, cancel, and clear all
jobs on the system. Users can also control spooled files in output queues for which
OprCtl(*Yes) is specified.

*SavSys Save system authority. Lets users save, restore, and free storage for all objects.
*SecAdm Security administrator authority. Lets users create, change, and delete user profiles.
*Service Service authority. Lets users perform functions from the System Service Tools, a
group of executable programs used for various service functions (e.g., line traces,
N diagnostics). ;
*SplCtl Spool control authority. Lets users delete, display, hold, and release their own

spooled files and spooled files owned by other users.

Special authorities should be given to only a limited number of user profiles because
some of the functions provided are powerful and exceed normal object authority. For
instance, *AllObj special authority gives the user unlimited access to and control over any
object on the system — a user with *AllObj special authority can perform virtually any
function on virtually any object on your system. The danger in letting that power get into
the wrong hands is clear.

Generally speaking, no profile other than QSecOfr should have *AllObj authority. This
is why the security level of any development or production machine should be at least 30,
where you can control resource security and *AllObj special authority with confidence.

Your security implementation should be designed so that it doesn’t require *AllObj
authority to administer most functions. Reserve this special authority for user profile
QSecOfr, and use that profile to make any changes that require that level of authority.

The *SecAdm special authority is helpful in designing a security system that gives
users no more authority than they need to do their jobs. *SecAdm special authority
enables a user profile to create and maintain the system user profiles. Using *SecAdm, you
can assign an individual to perform these functions without having to assign that person’s
profile to the *SecOfr user class.



Chapter 3 Access Made Easy 39

The *SavSys special authority lets a user profile perform save/restore operations on
any object on the system without having the authority to access or manipulate those
objects. *SavSys shows clearly how the iSeries lets you grant only the authority a user
needs to do a job. What would it do to your system security if your operations staff
needed *AllObj special authority to perform save/restore operations? If that were the case,
system operators could access such sensitive information as payroll and master files.
*SavSys avoids that authorization problem while giving operators the functional authority
to perform save/restore operations. (Be aware, though, that the ability to display
information from the save media still makes it possible to view sensitive information.)

Special authority *SplCtl provides access to all spooled files on the system. Spooled
files containing confidential information can’t be protected from access by a user with
*SplCl special authority, so you'll want to be particularly careful when assigning this
special authority to users.

*Service is another special authority that should be guarded. *Service special authority
enables a user profile to use the System Service Tools. These tools provide the capability
to trace data on communications lines and to actually view user profiles and passwords
being transferred down the line when someone signs on to the system. The tools also
provide the capability to display or alter any object on your system. So be stingy with
*Service special authority. The QSrv and QSecOfr profiles provided with OS/400 have
*Service authority. You should change the password to *None for system profile QSrv and
assign a password only when a customer engineer needs to use the profile.

You should also carefully control *Audit special authority. OS/400 provides security-
related auditing functions, and a user with *Audit special authority can start and stop this
auditing and change the auditing characteristics. These abilities pose an obvious risk in
environments that rely on security auditing functions.

To guard against changes to system configuration, you need to control special
authority *IOSysCfg. This special authority gives a user the ability to change such things as
the communications configuration, TCP/IP server characteristics, and the HTTP server.

Initial Sign-On Options
CurLib (Current library)
InlPgm (Initial program to call)
InlMnu (Initial menu)

LmtCpb (Limit capabilities)

Three user profile parameters work together to determine a user’s initial sign-on options.
The CurlLib, InlPgm, and InlMnu parameters determine the user profile’s current library,
initial program, and initial menu, respectively. Why are these parameters significant to
security? They establish how the user interacts with the system initially, and the menu or
program executed at sign-on determines the menus and programs available to that user.
Let’s look at a couple of examples.
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Consider the user profile User, which has the following values:

Current library . . . . - « » CURLIB ICLIB

Initial program to caLL . « - . INLPGM *NONE
Library . c e e e e e e e

Initial menu . . . . . . . . . INLMNU ICMENU
Library . . . . . . .+ . « « . ICLIB

When User signs on to the system, the current library is set to ICLib, and the user receives
menmu ICMenu in library ICLib. Any other menus or programs that can be accessed
through ICMenu and to which User is authorized are also available.

Here's another example:

Current Llibrary . . . » « « CURLIB ICLIB
Initial program to caLL . » « « INLPGM ICUSERON___
Library . . . . . . . . . . . SYSLIB
Initial menu . . . . . . . . . INLMNU *SIGNOFF___

Library . C e e .

With these values, when User signs on to the system, ICLib is the current library in the
library list, and program ICUserOn in library SysLib is executed. Again, any other menus
or programs accessible through ICUserOn and to which User is authorized are also
available.

The value of *SignOff for the InlMnu parameter is worth some discussion. When a
user signs on, OS$/400 executes the program, if any, specified in the InlPgm parameter. If
the user or user program hasn’t actually executed the SignOff command when the initial
program ends, the system executes the menu, if any, specified in parameter InlMnu. Thus,
if the default value Main were given for InlMnu and program SysLib/ICUserOn were to
end without signing off the user, the system would present the main menu. When
*SignOff is the value for InlMnu, OS/400 signs off the user from the system when the
initial program ends.

Parameters CurLib, InlPgm, and InlMnu are significant to security because users can
change these parameter values at sign-on. Users can also execute OS/400 commands from
the command line provided on iSeries menus. Obviously, allowing all users these
capabilities is a bad idea from a security standpoint, and this is where parameter LmtCpb
enters the picture. LmtCpb controls the user’s ability to

¢ define (using the ChgUsrPrf command) or change (at sign-on) his or her own
initial program

o define (using the ChgUsrPrf command) or change (at sign-on) his or her own
initial menu

¢ define (using the ChgUsrPrf command) or change (at sign-on) his or her own
current library

¢ define (using the ChgUsrPrf command) or change (at sign-on) his or her own
attention key program

* execute OS/400 or user-defined commands from the command line on iSeries
native menus
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Figure 3.4 shows the effects of the possible values for the LmtCpb parameter.

FIGURE 3.4
LmtCpb Parameter Values

Functions allowed with LmtCpb
LmtCpb Change initial Change initial Change current  Change attention Enter
value program menu library key program commands
*No v/ v/ v/ v/ v/
*Partial v/ v/
*Yes /1

T Users can execute only commands that allow limited-capability users. Q$/400 is shipped with the following commands that allow limited-
capability users: Dspjob (Display Job), DspjobLog (Display Job Log), DspMsg (Display Messages), SignOff (Sign Off), SndMsg (Send Message),
StrPCO (Start PC Organizer), and WrkMsg (Work with Messages).

Notice that LmtCpb(*Yes) prevents changing any of these values or executing any
commands other than those that explicitly allow limited-capability users.

Production systems usually enforce LmtCpb(*Yes) for most user profiles. The profiles
that typically need LmtCpb(*No) are IT personnel who frequently use the command line
from OS8/400 menus. You can still secure these user profiles from sensitive data by using
resource security. Although you could specify LmtCpb(*Partial) for such IT personnel and
thus ensure that they can’t change their initial program, they could still change their initial
menu, which would be executed at the conclusion of the initial program.

System Value Overrides
DspSgnInf (Display sign-on information)
PwdExpltv (Password expiration interval)
LmtDevSsn (Limit device sessions)

You can override the system values QDspSgninf (Display sign-on information),
QPwdExpltv, and QLmtDevSsn (Limit device sessions) through three user profile
parameters that control these functions: DspSgnlnf, PwdExpltv, and LmtDevSsn. You'll
notice (in Figure 3.1) that each of these parameters has a default value of *Sysval. The
default lets the system value control these functions. To override a system value, you
specify the desired value in the user profile parameter. The available choices are the same
as those for the system values themselves.

DspSgninf controls whether the system displays the Sign-on Information panel after
the user signs on. This panel shows

e the last sign-on date
e the number of invalid sign-on attempts

¢ the number of days until the password expires if it expires within seven days
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The parameter can have the following values:

e 0 — Do not display sign-on information.
e 1 — Display sign-on information.

The Sign-on Information panel lets users monitor attempted uses of their profile and
reminds users when a new password is about to be required.

PwdExpltv lets you specify, for each user, the number of days a password remains
active before requiring a change. We suggest you set system value QPwdExpltv to a
reasonable value that would apply to most of your users (for instance, 60 to 90 days).
Then, for profiles with special considerations, such as increased security concerns, use
parameter PwdExpltv in the profile itself to override the system value.

The LmtDevSsn parameter controls whether a user can sign on to more than one
device at a time. As with PwdExpltv, you should assign system value QLmtDevSsn so that
it applies to most users and use LmtDevSsn in the profile for special cases.

Group Profiles
GrpPrf (Group profile)
Owner (Owner)
GrpAut (Group authority)
SupGrpPrf (Supplemental groups)

All the parameters discussed up to this point are used to define profiles for individual
users. The GrpPrf, Owner, and GrpAut parameters let you associate an individual with a
group (or with several groups, using parameter SupGrpPrf) of user profiles via a group
profile. When you authorize a group profile to objects on the system, the authorization
applies to all profiles in the group.

How is this accomplished? You create a user profile for the group. The group profile
should specify Password(*None) to prevent it from actually being used to sign on to the
system — all members of the group should sign on using their own individual profiles.
For instance, you might create a profile called DevPgmr to be the group profile for your
programming staff. Then, for each user profile belonging to a member of the
programming staff, use the ChgUsrPrf command and the GrpPrf, Owner, and GrpAut
parameters to place the user in the DevPgmr group.

Parameter GrpP1f names the group profile with which the user profile will be
associated. If you created the group profile DevPgmr, you'd specify DevPgmr as the
GrpPrf value for the user profiles you put into that group.

Parameter Owner specifies who owns the objects created by the group profile. The
parameter value determines whether the user profile or the group profile will own the
objects created by profiles that belong to the group. There is an advantage to having the
group profile own all objects created by its constituent user profiles: When the group
profile owns the objects, every member of the group has *All authority to the objects. This
arrangement is helpful, for instance, in a programming environment in which more than
one programmer works on the same projects. However, there’s a way to provide authority
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to group members without giving them *All authority. If you specify Owner(*UstPrf),
individual user profiles own the objects they create. If a user profile owns an object, the
group profile and other members in the group have only the authority specified in the
GrpAut parameter to the object.

Parameter GrpAut specifies the authority to be granted to the group profile and to
members of the group when *UsrPrf is specified as the owner of the objects created. Valid
values are *All, *Change, *Use, *Exclude, and *None. The first four of these values are
authority classes, each of which represents a set of specific object and data authorities that
will be granted. Chapter 4 discusses these values in detail as part of the discussion of
specific authorities. If you specify one of the authority class values for GrpAut, the
individual user profile that creates an object owns it, and the other members of the group,
including the group profile, have the specified set of authorities to the object.

*None is the value required for GrpAut when *GrpPrf is specified as the owner of
objects created by the user. Because the group profile automatically owns the object, all
members of the group will share that authority.

You can assign a user to multiple group profiles using the SupGrpPrf parameter. The
user then receives authorities to objects from the group profile as well as from all
supplemental groups. To specify SupGrpPrf, you must also specify GrpPrf.

JobD (Job Description)

The JobD parameter on the CrtUstPrf command determines the job description associated
with the user profile. The job description specifies a set of attributes that determine how
the system will process the job. Not only is the job description you specify used (as the
default) when the user profile submits a batch job to the system, but values in the job
description also determine the attributes of the user profile’s workstation session. For
instance, the initial library list that you specify for the job description becomes the user
portion of the library list for the workstation session. If you don't specify a particular job
description for the user profile on the JobD parameter, the system defaults to
JobD(QDfJobD), an IBM-supplied job description that uses the QUsrLibL (User library list)
system value to determine the user portion of the library list. The JobD parameter affects
no other portion of the library list. After the user profile signs on, the initial program can
manipulate the library list.

One way to manage the user portion of the library list is to use system value
QUisrLibL to establish all user libraries. Then, when someone signs on to the system,
QUistLibL supplies all possible libraries, and users can always find the programs and data
they need. However, this approach disregards security because it lets all users access all
libraries, even those they don't need.

Another approach to setting up user libraries is to create a job description for each
user type on the system. Then, when you create the user profile, you can specify the
appropriate job description for the JobD parameter, and that job description’s library list
becomes the user library list when that profile signs on to the system.

The approach we recommend is to specify only general-purpose user libraries in
QUistLibL. These libraries should contain only general utility programs (e.g., date routines,
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extended math functions, a random number generator). Each profile’s job description (and
potentially initial program) should specify only the application libraries needed by that
particular user profile. You can use department name or some other trigger kept in a
database file to determine library needs.

Message Handling
MsgQ (Message queue)
Dlvry (Delivery)

Sev (Severity code filter)

When you create a user profile, the system automatically creates a message queue of the
same name in library QUstSys. The user receives job completion messages, system
messages, and messages from other system users via this message queue. Three CrtUsrPrf
parameters relate to handling user messages.

The MsgQ parameter specifies the message queue for the user. Except in very unusual
circumstances, you should use the default value, *UstPrf, for this parameter. If you keep
the message queue name the same as the user profile name, system operators and other
users can more easily remember the message queue name when sending messages.

The Dlvry parameter specifies how the system should deliver messages to the user.
The value *Break specifies that the message will interrupt the user’s job upon arrival. This
interruption may annoy users, but it does help to ensure that they notice messages. The
value *Hold causes the queue to hold messages until a user or program requests them.
The value *Notify specifies that the system will notify the job of a message by sounding
the alarm and displaying the message-waiting light. The user can then view messages at
his or her convenience. The value *Dft specifies that the system will answer with the
default reply any message that requires a response; informational messages are ignored.

The last parameter of the message group, Sev, specifies the lowest severity code of a
message that the system will deliver when the message queue is in *Break or *Notify
mode. Messages of lower severity are delivered to the user profile’s message queue but
don'’t interrupt the user or sound the alarm and turn on the message-waiting light. The
default severity code is 0, meaning that the user will receive all messages. You should
usually leave the Sev value at 0. But if you don’t want certain users — because of their
operational responsibilities, for instance — to be bothered by a lot of low-severity
messages, you can assign another value (up to 99).

Printed Output Handling
PrtDev (Print device)
OutQ (Output queue)

Print direction on the iSeries is complex enough to be confusing to many. In Chapter 9,
we unravel the chain of possibilities for print direction in detail. One of the links in that
chain is the PrtDev and OutQ parameter pair found in the user profile. For the time
being, simply know that the print device and output queue from the user profile are used
when the printer file specifies that the job’s attributes are to be used to determine print
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direction (the OutQ parameter value in the printer file is *Job) and the job description
also specifies that the user profile should be used in deriving the print direction (the
OutQ parameter value is *UstPrf). Let's see how the system uses these values to further
direct print.

PrtDev specifies the name of the printer (actually an output queue with the same
name as the printer) to which output is directed. The PrtDev parameter allows the
following values:

e *WrkStn — The printer assigned to the user’s workstation (found in the device
description) is used. This is the default value.

o *SysVal — The default system printer specified in system value QPrtDev is used.

o PrintDeviceName — If this device does not exist when referenced, the system directs
print to the default system printer specified in system value QPrtDev.

Note that parameter PrtDev is used only when the OutQ parameter value is *Dev.
The OutQ parameter specifies the qualified name of the output queue to which
output is directed. You can use the following values for OutQ:

e *WrkStn — The printer assigned to the user's workstation (found in the device
description) is used. This is the default value.

* *Dev — The system directs output to an output queue with the same name as the
value specified in the PrtDev parameter.

e OuiputQueueName — The system directs output to the output queue herein named.

In our experience, print direction is typically derived from the OutQ information rather
than from that found in PrtDev. For more in-depth information about print direction, refer
to Chapter 9.

Text (Text Description)

The last parameter we’'ll look at on the CrtUsrPrf command is Text. Text gives you 50
characters in which to meaningfully describe the user profile. The information you
include, as well as its format, should be consistent for each user profile to ensure
readability and usability. You can retrieve, print, or display this text to identify who
requests a report Or uses a prograr.

Plan Your Profiles

Before you actually create any user profiles, consider each parameter and develop a plan
to best use it. Once you determine your company’s needs, devise standards for creating
your user profiles. The CrtUstPrf command shown in Figure 3.5 creates a sample user
profile for an order entry clerk at branch location 01.
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FIGURE 3.5
A Sample CrtUsrPrf Command

CrtUsrPrf UsrPrf( NielsenKar )
Password( *UsrPrf )
PwdExp( *Yes )

UsrCls( *User )

CurLib( *CrtDft )

InlPgm( QGPL/UserInlPgm )
InlMnu( *Signoff )
LmtCpb( *Yes )

Text( 'Karen Nielsen, Branch 01, Order Entry' )
SpcAut( *UsrCls )

JobD( QGPL/OEJobD )
GrpPrf( OEGroup )

Owner( *GrpPrf )

GrpAut( *None )

MsgQ( *UsrPrf )

Dlvry( *Break )

PrtDev( *SysVal )

out@( QUsrSys/BO10EOuUtR )

R R

It often helps to chart the various profile types and the parameter values you'll use
when creating user profiles. Figure 3.6 shows a sample table that lists values you could
use if your company had order entry, inventory control, accounting, personnel, IT
operations, and IT programming departments. Such a table can serve as part of your
security strategy and as a reference document for creating user profiles.

FiGURE 3.6
Sample Parameter Values for User Departments

User department UsrCls Curlib InlPgm LmtCph  GrpPrf outQ

Order entry *User QGPL UserinlPgm *Yes OEGroup BnnOEOUtQ
Inventory control *User QGPL UserlniPgm *Yes ICGroup BnnlCOutQ
Accounting *User QGPL UseriniPgm *Yes AcGroup BnnAcOutQ
Personnel *User QGPL UserlnlPgm *Yes PsGroup BnnPsOutQ
IT operations *SysOpr Userlib [TinlPgm *No OpGroup UserOutQ
IT programming *Pgmr Userlib [TinlPgm *No PgGroup UserOutQ

nn = Location (e.g., 01 = Orlando, 02 = New York)
UserLib = Personal library with same name as user profile
UserOutQ = Personal output queue with same name as user profile

Maintaining User Profiles

After you've set up your user profiles, you'll need to maintain them as users come and go
or as their responsibilities change. You can change a user profile with the ChgUsrPrf
command. As with CrtUsrPrf, you must have *SecAdm special authority to use ChgUsrPrf.
The ChgUsrPrf command is the same as the CrtUstPrf command except that ChgUsrPrf has
no Aut (Authority) parameter, and the parameter default values for ChgUstP1f are the
parameter values you assigned when you executed the CrtUsrPrf command.
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Changing a User Password

Typically, you might employ ChgUsrPrf when a user forgets a password. Because the
system won't display a password, you'd need to use ChgUsrPrf to change the forgetful
user’s password temporarily and require the user to choose a new password at the next
sign-on. To accomplish this, execute the command

ChgUsrPrf UsrPrf(ProfileName) +

Password(Password) +
PwdExp(*Yes)

This command resets the password to a known value and sets the password expiration
value to *Yes so that the system will prompt the user to choose a new secret password at
the next sign-on.

Deleting a User Profile

Another user profile maintenance task you’ll perfform from time to time is deleting a user

profile. For example, when an employee leaves, the security administrator should promptly

remove the employee’s profile from the system or at least set the password to *None.
Here are a few rules you should know:

® You can’t delete a user profile that owns objects. You must first delete the objects or
transfer their ownership to another profile.

e You can't delete a user profile if it’s the primary group for any objects. You must first
change or remove the primary group for objects.

e If the profile is a group profile, you can’t delete it when it has members. You must
first remove each member from the group by changing each member’s GrpPrf or
SupGrpPrf value.

The DItUsrPrf command has parameters that let you handle the objects owned by the
profile as well as the objects for which the profile is the primary group, letting you address
rules 1 and 2 above. For rule 3, you can list the members of a group profile using this
DspUstPrf (Display User Profile) command:

DspUsrPrf GroupProfileName *GrpMbr
DltUstPif’s parameter OwnObjOpt (Owned object option) tells the system how to
handle any objects owned by the user profile being deleted. The parameter can have one
of three values:
¢ *NoDIt — The profile is not deleted if it owns objects.
¢ *Dlt — The owned objects and the profile are deleted.
e *ChgOwn — The owned objects are transferred to a new owner, and the profile is
deleted.

Avoid the *DIt option unless you've used the DspUstPrf command to identify the owned
objects and are sure you want to delete them. Remember, a backup of these objects is an
easy way to protect yourself in case of error.
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If you specify *ChgOwn for parameter OwnObjOpt, you must specify the new owner
of these objects in the second part of the parameter. For instance, if a programmer owns
some objects privately and you want to delete that programmer’s profile, you might
specify
DLtUsrPrf UsrPrf(ProfileName) OwnObjOpt(*ChgOwn IT)

to transfer ownership of the objects to your IT group profile.

If you want to handle the owned objects individually, you can use command
WrkObjOwn (Work with Objects by Owner). You can then selectively delete objects as
well as change their ownership. This option makes it possible to specify different owners
for different objects, if you so desire.

DltUstPrf's PGpOpt (Primary group option) parameter tells the system how to handle
objects for which the profile is the primary group. The parameter can have one of two
values:

* *NoChg — The profile is not deleted if it is the primary group for objects.

e *ChgPGp — The objects for which the profile is the primary group are transferred to
a newly specified primary group.

If you want to handle objects for which the profile is the primary group individually, you
can use the WrkObjPGp (Work with Objects by Primary Group) command.

If you write a program to help you maintain user profiles, you may find the RtvUsrPrf
(Retrieve User Profile) command helpful. You can use RtvUsrPrf to retrieve into a CL
variable one or more of the parameter values associated with a user profile. For details
about this command’s parameters, see OS/400 CL Reference — Part 4 (SC41-5726). You can
also prompt this command on your screen and then use the help text to learn more about
each variable you can retrieve.

Figure 3.7 shows the prompt screen for command RtvUstPrf.

FIGURE 3.7
RiwUsrPrf Command Prompt

Retrieve User Profile (RTVUSRPRF)
Type choices, press Enter.

User profile . . . .

e .. . > *CURRENT__ Name, *CURRENT
CL var for RTNUSRPRF “as

Character value

CL var for SPCAUT «“es) . . Character value
CL var for MAXSTG “1 0 . . Number

CL var for STGUSED 15 0) . . Number

CL var for PTYLMT “) . . Character value
CL var for INLPGM «“10) . Character value
CL var for INLPGMLIB «“e .. Character value
‘CL var for JOBD “o) . . Character value
CL var for JOBDLIB «“o) . . Character value
CL var for GRPPRF «“o) . . Character value

continued
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FIGURE 3.7 Continuep

CL var for OWNER «“o .. Character value
CL var for GRPAUT “10) . . Character value
CL var for ACGCDE “5) . . Character value
CL var for MSGQ “10) . . Character value
CL var for MSGQLIB «“o . . Character value
CL var for 0OUTQ «“o) . . Character value
CL var for OUTQLIB “o) . . Character value
CL var for TEXT 50 . . Character value
CL var for PWDCHGDAT 6) . . Character value
CL var for USRCLS “10) . . Character value
CL var for ASTLVL “o .. Character value
CL var for SPCENV “o) . . Character value
CL var for CURLIB «“o .. Character value
CL var for INLMNU «“o .. Character value
CL var for INLMNULIB «“o .. Character value
CL var for LMTCPB “0) . . Character value
CL var for DLVRY 10) . . Character value
CL var for SEV 2 0 . . Number

CL var for PRTDEV «“o .. Character value
CL var for ATNPGM «“o .. Character value
CL var for ATNPGMLIB «“o .. Character value
CL var for USROPT (240> . . Character value
CL var for DSPSGNINF a . . Character value
CL var for PWDEXPITV 50 .. Number

CL var for PWDEXP (4) . . Character value
CL var for STATUS «“o .. Character value
CL var for PRVSIGN “13) . . Character value
CL var for NOTVLDSIGN (11 @) . . Number

CL var for LMTDEVSSN 7y . . Character value
CL var for KBDBUF «“o .. Character value
CL var for LANGID «“1o) . . Character value
CL var for CNTRYID a“o) . . Character value
CL var for CCSID 50 .. Number

CL var for SRTSEQ “o) . . Character value
CL var for SRTSEQLIB «“o .. Character value
CL var for OBJAUD «“o .. Character value
CL var for AUDLVL (6490) . . - Character value
CL var for GRPAUTTYP “aey .. Character value
CL var for SUPGRPPRF 50 . . Character value
CL var for UID “1o o . . Number

CL var for GID «“o o . . Number

CL var for SETJOBATR (160> . . Character value
CL var for CHRIDCTL «ao .. Character value

The prompt lists the length of each variable next to the parameter whose value is
retrieved in that variable. The RtvUstPrf command is valid only within a CL program
because the parameters actually return variables to the program, and retum variables can’t
be accepted when you enter a command from an interactive command line. You might
use this command to retrieve specific user information and use this information to make
application decisions. For example, the code segment in Figure 3.8 retrieves into variable
&GrpPrf the group profile for the current user and tests to see whether it is OEGROUP.
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When this condition is met, the code might display a certain menu or determine which
application libraries to put in the user's library list.

FIGURE 3.8
RtwUsrPrf Example
RtvUsrPrf UsrPrf( *Current) +
GrpPrf( &GrpPrf )
If ( &GrpPrf *Eq 'OEGROUP' ) +
Do
éndDo

Integrity: The CpyUsr and CrtUsr Commands
An important characteristic of system administration is consistency. Consistency in both the
approach to and the results of a task is key to shaping overall system integrity.

The automation of administrative tasks is a powerful approach to effective system
administration. Not only does a programming solution effect consistency, but it also saves
time and money — and user profile maintenance is a prime target for automation.

In planning your user profiles, you'll see that your users fall into one of a few general
categories (such as those depicted in Figure 3.6) and that users within each group share
the same general attributes. With the WrkUsrPrf (Work with User Profiles) command, you
can use the copy option to duplicate user profiles. However, this approach requires
manual interaction, relies on a person to supply valid and consistent input, and lacks the
full control and flexibility of an automated process. Therefore, the first step in a
programming solution to user profile maintenance is the creation of a routine to copy user
profiles.

We've created user-defined command CpyUsr as a sample on which you can base
your own command. Figure 3.9A shows the command source.

FIGURE 3.9A
CpyUsr Command Source

/* e et */
/* = Command....... CpyUsr = */
/* = CPP....vueuueans CpyUsr@o1 = */
/* = Description... Copy user = %/
/* e e e */

Cmd Prompt( 'Copy User' )
Parm Kwd( FromUsrPrf ) +
Type( *SName ) +
Len( 10 ) +
Min( 1) +

Prompt( 'From user' )
continued
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FIGURE 3.9A Conrinuep

Kwd{ ToUsrPrf )
Type( *SName )
Len( 10 )

Min( 1)
Prompt( 'To user' )

Kwd( Text )

Type( *Char )

Len( 50 )

Min(C 1 )

Case( *Mixed )

Prompt( 'Text description' )

The command accepts three input parameters:

* a user profile to be copied

¢ 2 user profile to be created

® a text description for the newly created user profile
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+ 4+ + +

+ 4+ ++ o+

With the exception of the text description, the newly created user profile’s attributes are
taken from the user profile being copied.
Figure 3.9B shows CpyUsr's CL command processing program, CpyUsr001.

Figure 3.9B
CpyUsr001 CLLE Source
/* 1ttt 1ttt -ttt -ttt */
/* = Program....... CpyUsr@01 = */
/* = Description... Copy user = */
/* = Command processing program for CpyUsr = */
Pgm Parm( +
&FromUser +
&ToUser +
&Text +
)

/* 1+ttt i ittt ettt rrrr i i */
/* = Variable definitions = */
/* J— e i o 4k s 4 e e e e e e S B e 4 O P i . e e e e e e e e */
/* - Input parameters - *f
I H e e e e e e e et ot e e e e e e e */

Dcl &FromUser *Char ( 10

Decl &ToUser *Char ( 10

Decl &Text *Char ( 50

continued
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I* e -_ - */
/* - Work variables - */
Y2 — —_— — —— — */

Dcl &TextA *Char ( 52 )

Dcl &Cmd *Char « 3000 )

Dcl &CmdlLen *Dec ( 15 5 C 30008 )

Dcl &Counter *Dec ( 5 0)

Decl &From0ffset *Dec ( 5 0)

Decl &To0ffset *Dec ( 5 0)
[* e - _— —_—— %/
/* -~ Retrieved user profile variables and their work variables - */
/* _____________________________________ - */

Dcl &SpcAut *Char « 100 )

Dcl &SpcAutA *Char « 120 )

Dcl &MaxStg *Dec ( 11 0

Del &MaxStgA *Char ( 11 )

Dcl &PtyLmt *Char ( 1 )

Dcl &InlPgm *Char ( 190 )

Dcl &InlPgmLib *Char ( 10 )

Dcl &InlPgmA *Char ( 21 )

Decl &JobD *Char ( 10 )

Dcl &JobDLib *Char ( 10 )

Dcl &JobDA *Char ( 21 )

Dcl &GrpPrf *Char ( 10 )

Dcl &0wner *Char ( 190 )

Dcl &GrpAut *Char ( 10 )

Dcl &AcgCde *Char ( 15 )

Dcl gouta *Char ( 10 )

Dcl goutalib *Char ( 10 )

Dcl &0utQA *Char ( 21 )

Dcl &UsrCls *Char ( 10 )

Dcl &AstLvl *Char ( 10 )

Dcl &SpcEnv *Char ( 10 )

Dcl &Curlib *Char ( 10 )

Dcl &InlMnu *Char ( 10 )

Dcl &InlMnulLib *Char ( 10 )

Dcl &InlMnuA *Char ( 21 )

Dcl &LmtCpb *Char ( 10 )

Dcl &Dlvry *Char ( 10 )

Dcl &Sev *Dec ( 2 0

Dcl &SevA *Char ( 2 )

bcl &PrtDev *Char ( 10 )

Dcl &AtnPgm *Char ( 10 )

Dcl &AtnPgmLib *Char ( 10 )

bcl &AtnPgmA *Char ( 21 )

Decl &UsrOpt *Char ¢ 240 )

Dcl &UsroptA *Char ¢ 270 )

Dcl &DspSgninf *Char ( 7 )

Dclt &PwdExpItv *Dec ( 5 0)

Dcl &PwdExpItvA *Char ( 7 )

Dcl &LmtDevSsn *Char ( 7 )

continued
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Dcl &KbdBuf *Char C 10 )

Dcl &LangID *Char ( 10 )

Dcl &CntryID *Char ( 10 )

Dcl &CCSID *Dec ( 5 0

Dcl &CCSIDA *Char ( 7 )

pcl &SrtSeq *Char ( 10 )

Decl &SrtSeqLib *Char ( 10 )

becl &SrtSeqA *Char ¢ 21 )

Dcl &0bjAud *Char ( 10 )

Dcl &AudLvl *Char C 640 )

Dcl &GrpAutTyp *Char ( 10 )

Dcl &SupGrpPrf *Char « 150 )

Dcl &SupGrpPrfA *Char « 170 )

Dcl &ChriIDCtl *Char ( 19 )
/* i+t 13 it i3ttt ittt 4+ttt */
/* = Global error trap = */
/* 4+t r s */

MonMsg ( CPFOO00 MCHOOOD > Exec( +

GoTo Error )

/* B P e F e P e L P L PP P S L P P F L P T * /
/* = Put apostrophes around text = */
/* ===z =z==czzz==zc-rs=Sz=SSCSSsSSTCESSSSTSZZTSosSSSS=S=SsssE==zzoszs=== kf

ChgVvar &TextA ( ''"'' *TCat &Text *TCat '''' )
/* 4+ttt i3ttt et ettt 1t */
/* = Retrieve existing user profile information = */

RtvUsrPrf UsrPrf( &FromUser )
SpcAut( &SpcAut )
MaxStg( &MaxStg )
PtyLmt( &PtyLmt )
InlPgm( &InlPgm )
InlPgmLib( &InlPgmLib )
JobD( &JobD )
JobDLib( &JobDLib )
GrpPrf( &GrpPrf )
Owner( &Owner )
GrpAut( &GrpAut )
AcgCde( &AcgCde )
out@( &Out@ )
Out@Lib( &OutQLib )
UsrCls( &UsrCls )
AstLvl( &AstLvl )
SpcEnv( &SpcEnv )
CurLib( &CurLib )
InlMnuC &InlMnu )
IntMnuLib( &InlMnuLib )
LmtCpb( &LmtCpb )
Dlvry( &Dlvry )

R E E R T T

continued
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Sev( &Sev )

PrtDev( &PrtDev )
AtnPgm( &AtnPgm )
AtnPgmLib( &AtnPgmLib )
UsrOpt( &UsrOpt )
DspSgnInf( &DspSgnInf )
PwdExpItv( &PwdExpItv
LmtDevSsn( &LmtDevSsn )
KbdBuf ( &KbdBuf )
LangID( &LangID »
CntryID( &CntryID )
CCSIDC &CCSID D

SrtSeq( &SrtSeq )
SrtSeqLib( &SrtSeqLib )
ObjAud( &0bjAud )
AudLvl( &AudLvl )
GrpAutTyp( &GrpAutTyp )
SupGrpPrf( &SupGrpPrf )
ChrIDCtLC &ChrIDCtL )

~

R

/* H+ 34ttt 3ttt ittt ity ettt e */
/* = Extract and construct special case parameters = */
/* i e b */

YA J e e e e et et e e e e — */
/* - Extract elements from List parameters and construct blank - */

/* - separated Llist - %/
2 Sy - e */

ChgVar &Counter 1
SpcAutBeg:

Chgvar &FromOffset ( ( ( &Counter - 1 ) * 10 )
ChgVvar &ToOffset C C ( &ounter - 1 ) * 11 )

If (
( &Counter *LE 10 ) *And
( %Sst( &SpcAut &FromOffset 18 ) *NE ' ' )

++ + +

)
Do
Chgvar %#Sst( &SpcAutA &ToOffset 10 )
( %Sst( &SpcAut &FromOffset 10 ) )
Chgvar &Counter +
( &Counter + 1 )
GoTo SpcAutBeg
EndDo

+

Chgvar &Counter 1)
UsrOptBeg:

ChgVar &FromOffset (¢ ( ( &Counter - 1 )

*10 ) + 1)
Chgvar &ToOffset C ¢ ( &Counter - 1) * 11 ) + 1)

continued
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If ( +
( &Counter *LE 24 ) *And +
( %Sst( &UsrOpt &FromOffset 10 ) *NE ' ' ) +
) +
Do
Chgvar %Sst( &UsrOptA &ToOffset 10 ) +
( %Sst( &UsrOpt &FromOffset 10 ) )
ChgVar &Counter +
( &Counter + 1 )
GoTo UsrOptBeg
EndDo
Chgvar &Counter 1)
SupGrpBeg:
Chgvar &From0ffset ¢ ( ( &Counter - 1 ) * 10 ) + 1)
Chgvar &ToOffset ( ¢ ( &Counter - 1) * 11 ) + 1)
If ( +
( &Counter *LE 15 ) *And +
( %Sst( &SupGrpPrf &FromOffset 10 ) *NE ' ' ) +
) +
Do
ChgVvar %Sst( &SupGrpPrfA &ToOffset 10 ) +
( %Sst( &SupGrpPrf &FromOffset 10 ) )
Chgvar &Counter +
( &Counter + 1 )
GoTo SupGrpBeg
EndDo
/* e —_—— - */
/* - Convert special case parameters to appropriate values - %/
/* ————m———————ee */
If ( &MaxStg *Eq -1 ) +
Chgvar &MaxStgA ( '"*NOMAX"' )
Else +
ChgVar &MaxStgA ( &MaxStg )
If ( &PwdExplItv *Eq O ) +
ChgVar &PwdExpItvA ( '*SYSVAL' )
If ( &PwdExpItv *Eq -1 ) +
ChgVar &PwdExpItvA ( '"*NOMAX' )
If ( +
( &PwdExpItv *NE @ ) *And +
( &PwdExpItv *NE -1 ) +
) +

Chgvar &PwdExpItvA ( &PwdExpItv )

continued
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1f ( &CCSID *Eq -2 ) +
ChgVar &CCSIDA ( "*SYSVAL' )
Else *
ChgVar &CCSIDA C CCSID )
/*  e———————— e e */
/* - Construct qualified parameters - %/
/% - */
If ( &InlPgmLib *NE ' ' ) +
ChgVar &InlPgmA ( &InlPgmLib *TCat '/' *TCat &InlPgm )
Else *
Chgvar &InlPgmA ( &InlPgm )
If ( &InlMnuLib *NE ' ' ) +
Chgvar &InlMnuA ( &InlMnuLib *TCat '/' *TCat &InlMnu )
Else *
Chgvar &InlMnuA ( &InlMnu )
If ( &0utQLib *NE ' ' ) +
Chgvar &0utQA ( &outQlLib *TCat '/' *TCat &OutQ )
Else *
Chgvar &0utQA ( &OutQ )
If ( &JobDLib *NE ' ' ) +
ChgVar &JobDA ( &JobDLib *TCat '/' *TCat &JobD )
Else *
ChgVar &JobDA ( &JobD )
If ( &AtnPgmLib *NE ' ' ) +
ChgVar &AtnPgmA ( &AtnPgmLib *TCat '/' *TCat &AtnPgm )
Else *
Chgvar &AtnPgmA ( &AtnPgm )
If ( &SrtSeqLib *NE ' ' ) +
ChgvVar &SrtSeqA ( &SrtSeqLib *TCat '/' *TCat &SrtSeq )
Else *
Chgvar &SrtSeqA ( &SrtSeq )
/* */
/* - Convert numeric parameters to alpha - */
/*  mem—————— _— */
Chgvar &SevA ( &Sev )

continued
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= Create user profile = */
14t -ttt sttt */
Chgvar &Cmd ( +
'"CRTUSRPRF' *BCat +
'"USRPRF (" *TCat &ToUser *TCat ')? +
*BCat +
'"PASSWORD (' *TCat '*USRPRF' *TCat ')°' +
*BCat +
'PWDEXP(! *TCat '"*YES'® *TCat ')' +
*BCat +
'USRCLS (! *TCat &UsrCls *TCat ')° +
*BCat +
'ASTLVL(! *TCat RAstLvl *TCat ')' +
*BCat +
"CURLIB(! *TCat &CurLib *TCat ')! +
*BCat +
YINLPGM(' *TCat &InlLPgmA *TCat ')* +
*BCat +
'INLMNUC(C? *TCat &InlMnuA *TCat ') +
*BCat +
'LMTCPB(" *TCat &LmtCpb *TCat ')° +
*BCat +
'TEXTC(! *TCat &TextA *TCat ')!' +
*BCat +
'"SPCAUT(! *TCat &SpcAutA *TCat ') +
*BCat +
'SPCENV(' *TCat &SpcEnv *TCat ') +
*BCat +
'DSPSGNINF(' *TCat &DspSgnInf *TCat ')* +
*BCat +
'PWDEXPITV(' *TCat &PwdExpItvA *TCat ')’ +
*BCat +
'LMTDEVSSN(' *TCat &LmtDevSsn *TCat ')' +
*BCat +
'KBDBUF (! *TCat &KbdBuf *TCat ')* +
*BCat +
'MAXSTG(' *TCat &MaxStgA *TCat ')° +
*BCat +
'PTYLMT (! *TCat &PtyLmt *TCat ')° +
*BCat +
'JoBD (! *TCat RJobDA *TCat ") +
*BCat +
'GRPPRF (' *TCat &GrpPrf *TCat ') +
*BCat +
"OWNER(' *TCat &Owner *TCat ')! +
*BCat +
'GRPAUT(! *TCat &GrpAut *TCat ')! +
*BCat +
'GRPAUTTYP(' *TCat &GrpAutTyp *TCat ')’ +
*BCat +
'SUPGRPPRF(' *TCat &SupGrpPrfA *TCat ')' +

continued
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&AcgCde
'*USRPRF'
&DLlvry
&SevA
&PrtDev
&0utQA
&AtnPgmA
&SrtSeqA
&LanglID
&CntryID
&CCSIDA
&ChriIpCtl

&UsrOptA

*TCat
*TCat
*TCat
*TCat
*TCat
*TCat
*TCat
*TCat
*TCat
*TCat
*TCat
*TCat

*TCat

*BCat
'ACGCDE(! *TCat
*BCat
'MSGQ(! *TCat
*BCat
'DLVRY (! *TCat
*BCat
'SEV(! *TCat
*BCat
'PRTDEV(! *TCat
*BCat
routac! *TCat
*BCat
"ATNPGM(' *TCat
*BCat
'SRTSEQ(" *TCat
*BCat
"LANGID(! *TCat
*BCat
'CNTRYIDC(C! *TCat
*BCat
'CCSID(! *TCat
*BCat
"CHRIDCTL(® *TCat
*BCat
'USROPT(! *TCat
)
Call Pgm( QCmdExc )
Parm(
&Cmd
&CmdLen
)
/* B e e -t S - -
/* = Exit program
/* F— e e b St S S -+ S S
Return
/* S S S S
/* = Error handler
/* F e e S ]
Error:

SndPgmMsg MsgID{( CPF9897 )
MsgF( QCPFMsg )

Msgbta( 'Error in CPYUSRPRF.' *BCat

'See job log for details.

MsgType( *Escape )
MonMsg ( CPFOO0D MCHOOOO )

EndPgm

')

O I T T O S S G G s

+ 4+ 4+

*/
*/

*/
*/

+ o+ + o+
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The program is quite simple. It performs the following basic tasks:

1. Format the text parameter.

2. Retrieve user profile information for the profile to be copied.
3. Format the retrieved parameters.

4. Construct the CrtUstPrf command string.

5. Execute program QCmdExc (Execute Command) to create the new user profile.

CpyUsr001 implements global error trapping; if an error occurs, the program exits by
sending an escape message up the program stack.

The CpyUsr command serves as a framework around which you can build a robust
user profile maintenance application. For instance, you may decide that you want to
maintain a database of past and current user profiles. In addition to serving as an audit
trail, the contents of the database let you perform such tasks as set an initial environment
when a user signs on to the system.

Figure 3.10 shows sample DDS for file UserInfo. With this file’s information, you
might provide the correct branch location in an inquiry program or identify the user
requesting printed output by placing the user’s name and department on the report.

FIGURE 3.10
DDS for File UserInfo

= Filesswuaunns UserInfo =
* = Description... User information for user profile audit =
= and creation =

A UNIQUE

A R USERINFOR

A USRPRF 10A COLHDG('User' +
A 'Profile')

A AUTDATE L COLHDG('Authorization’ +
A 'Date’')

A FIRSTNAME 15A COLHDG('First" +
A 'Name')

A LASTNAME 15A COLHDG('Last’ +
A 'Name ')

A LOCATION 2A COLHDG('User' +
A ‘Location')

A DEPARTMENT 2A COLHDG('User’ +
A 'Department')

A K USRPRF

A K AUTDATE DESCEND

The UstPrf and AutDate fields together serve as the primary key for the file. As a result,
you can maintain a history for each user should a change occur, such as transferring to a
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new location. The sample assumes you don't need to maintain multiple records with the
same date for a user. Note also that the AutDate key is in descending sequence. This
order makes it easier for your applications to access the current (most recent) information
for a user.

One good strategy for consistent user profile creation involves the use of a set of
model user profiles that you copy. Consider the six user categories depicted in Figure 3.6
(page 46). For each of these categories, you can create a shell profile with parameter
values set appropriately. The sole function of these shell profiles is to provide parameter
values to a user profile creation application. These shell profiles should have their
password set to *None so they can't be used. You should develop a naming scheme for
the shell profiles that facilitates application development. For example, the categories
shown in Figure 3.6 might result in the following user profiles:

e OECpy — order entry shell profile

» ICCpy — inventory control shell profile

® AcCpy — accounting shell profile

¢ PsCpy — personnel shell profile

» OpCpy — IT operations shell profile

e PgCpy — IT programming shell profile
Notice that each of these shell profiles has a name constructed by appending Cpy to a
two-character department ID. It’s now a simple task to create a command that uses a

department ID to create a new user profile.
Figure 3.11A shows the source for such a user-defined command, CrtUsr.

FIGURE 3.11A
CrtUsr Command Source

/* =+ttt -+ttt 1ttt 1ttt */
/* = Command....... CrtUsr = */
/* = CPP...cuccann. CrtUsr001 = */
;: = Description... Create user profile and Log to file UserInfo = :;

Cmd Prompt( 'Create User' )
Parm Kwd( FirstName ) +
Type( *Char ) +
Len( 15 ) +
Min( 1 ) +
Case( *Mixed ) +

Prompt( 'First name' )
Parm Kwd( LastName ) +
Type( *Char ) +
Len( 15 ) +
MinC 1 ) +
Case( *Mixed ) +

Prompt( 'Last name' )
continued
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Parm Kwd( Location )
Type( *Char )
Len( 2
MinC 1 )
Prompt{( 'User location' )

+ 4+ +

Parm Kwd( Department )

Type( *Char )

Len( 2

Min(C 1 )

Rstd( *Yes )

Spcval( ( ORDER OE )
INVENTORY IC )
ACCOUNTING AC )
PERSONNEL PS )
OPERATOR OP )
PROGRAMMER PG ) )
User department' )

B R

A

Prompt(

Parm Kwd( UsrPrf )
Type( *SName )
Len( 10 )
Dft( *GEN )
Spcval( ( *GEN ) )
Prompt( 'User profile' )

+4++++

Parm Kwd( Password )
Type( *SName )
Len( 10 )
Dft( *USRPRF )
Spcval( ( *USRPRF ) )
Prompt{( 'User password' )

+4++++

The command accepts the following parameters as input:

e user’s first name

e user’s last name

e Jocation code

e department code

¢ user profile name (optional)
e password (optional)

With this information and the shell profiles you've created, you can create your user
profiles.

A closer look at CrtUsr’s optional user profile name parameter reveals that you can
supply a user profile name or accept its default special value, *Gen. This special value
instructs the utility to generate the user profile name using the user’s name (up to the first
seven characters of the last name followed by up to the first three characters of the first
name). You should let the utility generate the profile name whenever possible. In those
cases when the result would duplicate an existing profile name, you should supply a user
profile name based on some altermnate naming scheme. For instance, you could replace
the last character of the profile name with a number.
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The password parameter is also optional; its default value of *UsrPrf instructs the system
to set the password to the same value as the user profile name. The utility sets the password
to an expired status so that the user must change the password at the next sign-on, but if
this approach presents a security concern, you can supply a password to be used.

Figure 3.11B shows CrtUsr’s CL command processing program, CrtUsr001.

FiGure 3.11B
CnrtUsr001 CLLE Source
/* ittty i - i+ 1 -t 1+ */
/* = Program....... CrtUsr001 = */
/* = Description... Create user = */
/* = Command processing program for CrtUsr = */
/* B e P T P E S P P e P P P P T T */
Pgm Parm( +
&FirstName +
&LastName +
&Location +
&Department +
&UsrPrf +
&Password +
)
/* S e S S S T */
/* = Variable definitions = */
/* ________________________ —_ J— */
/* — Input parameters - %/
/* _____________________________________________ - */
Dcl &FirstName *Char ( 15 )
Dcl &lLastName *Char ( 15 )
Dcl &lLocation *Char ( 2 )
Dcl &bepartment *Char ( 2 )
Del &Text *Char ( 50 )
Decl &UsrPrf *Char ( 10 )
Decl &Password *Char ( 10 )
/* - */
/* - Work variables - */
/* */
Decl &CpyPrf *Char ( 10 )
Decl &Text *Char ( 50 )
Decl g&outQ *Char ( 10 )
/% B L T e T P e e * /
/* = Global error trap = %/
/* B e P P P P PP PP T P T T T * /
MonMsg ( CPFOOOD MCHOOOO ) Exec( +
GoTo Error )

continued
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= Generate user profile name when requested = */
( &UsrPrf *Eq '*GEN' ) +
ChgVar &UsrPrf +
( +
%8st ( &LastName 1 7 ) *TCat +
%Sst( &FirstName 1 3 ) +
)
4t 4+ttt bttt */
= Generate text description = */
gVar &Text ( +
&FirstName *BCat +
&LastName *TCat +
', *BCat +
‘Loc.' *BCat +
&Location *TCat +
! *BCat +
'Dept.’ *BCat +
&Department +
)
= Copy user profile based on department = %/
4+ttt ittt -1t -+ */
gVar &CpyPrf ( &Department *TCat 'CPY' )
yUsr FromUsrPrf( &CpyPrf ) +
ToUsrPrf( &UsrPrf ) +
Text( &Text )
= Set output queue = */
e */
- If member of IT, create and set personal output queue - */
_______________________________________________________________ */
( +
( &Department *Eq 'PG' ) *Or +
( &Department *Eq 'OP' ) +
) +
Do
crtoutQ outQ( QUsrSys/&UsrPrf ) +
Text( 'Personal output queue’' )
MonMsg ( CPFOO0O MCHOQOO )
Chgvar &outa ¢ & UsrPrf >
EndDo

continued
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[* e —————— _— */
/* - I1f not a member of IT, set location/department output queue - */
/* —_— */
If ( +
( &Department *NE *PG' ) *And +
( &Department *NE 'OP' ) +
) +
Do
Chgvar gouta ( +
'B' *TCat +
&Location *TCat +
&Department *TCat +
'ouTR! +
)
EndDo
/* ——— [ —— - —— o e e o e . L i o e e o v P */
/* ~ Change user profile's output queue - */
/* e e e o e e e e i i e e e e e e B S */
ChgUsrPrf UsrPrf( &UsrPrf ) +
out@( QUsrSys/&0ut@ )
MonMsg ( CPFOOOD MCHODOD )
/* R R N N S L S o S S S S S o S S oSS S NS oSS SN NS SSS=E=o=SSo==S====== */
/* = Log information to audit file Userlnfo = */
/* e e P P P T PP P T R S P T P PR P PP T T P * /
call Pgm( CrtUsr®02 ) +
Parm( +
&FirstName +
&LastName +
&Location +
&Department +
&UsrPrf +
)
/* =+ttt -ttt sttt */
/* = Exit program = */
/* Lttt e */
Return
/* e b */
/* = Error handler = */
Error:
SndPgmMsg MsgID( CPF9897 ) +
Msgf( QCPFMsg ) +
MsgDta( 'Error in CPYUSRPRF.' *BCat +
'See job lLog for details.' ) +

MsgType( *Escape )
MonMsg ( CPFOODD MCHODOD >

EndPgm
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CrtUsr001 performs the following basic tasks:

1. Generate user profile name when necessary.

2. Generate text description consisting of user name, location, and department.

3. Copy the departmental shell user profile.

4. Perform a special processing routine to set output queue.

5. Log the user profile to audit file UserInfo.
You can tailor this program as necessary. For instance, the special processing section
described in step 4 is a likely candidate for enhancements. Like CpyUsr001, CrtUsr001
implements global error trapping; when an error occurs, it exits by sending an escape

message up the program stack.
Logging the user profile is accomplished by RPG IV program CrtUsr002, shown in

65

Figure 3.11C. This program simply sets the authorization date (field AutDate) to the system
date and updates the UserInfo file. Figure 3.12 shows creation information for the CpyUsr

and CrtUsr commands.

FiGure 3.11C

CrtUsr002 RPGLE Source
R b P e e L P P P E R P P e
* = Module........ CrtUsrd@2 =
* = Description... Log user profile information to audit file =
* = UserInfo =
* N TSSO N S S NN T T S S S o oSS o SOOI mEToSCS=D Do s sCS
* I S S S LS oS S S S S S S S S S S NS oSS S TS S oSS S Sn oSS SDTSsmo====
* = Files =
* s 1 et e e e e
T e e e o 0 i e e e o 4 i e e P P S i e . VY o o o P S . 80 S o S B o . A Y M e S B o . S . A S Bt o
* - User information audit file -
* - — i o e e e i S e e e e A e e e S e o e e
FUserInfo UF A E K Disk
* B+ttt 1ttt -ttt 0t
* = pefinitions =
* 4+ 3t -+t -ttt -ttt
* P —_— o o e e . e T e e e e e . e P i e e e o e e
* - Entry parameters -
* A e e e o e D S . e e B D 60 i o e e e e Y U e e e . e 8 B i o e e e s R 8l S B e e e P S e e e e e ot S Y
D EntryParms PR ExtPgm( 'CRTUSROO2' )
D pFirstName 15
D pLastName 15
D pLocation 2
D pDepartment 2
D pUsrPrf 10

continued
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D EntryParms PI
D FirstName

D LastName

D Location

D Department

D UsrPrf

FiGgure 3.11C Conrinuep

15
15
2
2
10

D AutDate S D DatFmt( *ISO )
D Inz( *Sys )
* 4t e b ]
* = Key Lists =
* Hii i3ttt r ittt -ttt ettt ittt
c UserInfoKey Klist
C KFLd UsrPrf
[« KFLd AutDate
* CooooosSTSCRCCCSSSS SN SrCSCCCSSSSSSSTSSCCCoSSSCSISSSSSSSSESSSESSSmIIss
* = Mainline =
* ==
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c EndIf
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FIGURE 3.12
Creating the CpyUsr and CrtUsr Objects

CrtPF File( YourPgmLib/UserInfo ) +

SrcFile( YourSrcLib/YourSrcFile )
CrtBndCL Pgm( YourPgmLib/CpyUsr081 ) +

SrcFile( YourSrcLib/YourSrcFile ) +

DftActGrp( *No ) +

ActGrp( *Caller )
CrtCmd Cmd( YourCmdLib/CpyUsr ) +

Pgm( YourPgmlLib/CpyUsr@01 ) +

SrcFile( YourSrcLib/YourSrcFile ) +

continued
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FIGURE 3.12 Conminuep

CrtBndCL Pam{ YourPgmLib/CrtUsr001 )
SrcFile( YourSrcLib/YourSrcFile )
DftActGrp( *No ) +
ActGrp( *Caller )

+ +

CrtCmd cmd( YourCmdLib/CrtUsr ) +
Pgm( YourPgmLib/CrtUsr@01 ) +
SrcFile( YourSrcLib/YourSrcFile )

CrtBndRPG Pgm( YourPgmLib/CrtUsr@®2 ) +
SrcFile( YourSrcLib/YourSrcFile ) +

DftActGrp( *No ) +
ActGrp( *Caller )

With these examples, you should be able to develop a fully functional user profile
maintenance application (with create, change, and delete features) that implements your
rules. Should a rule change with time, requiring a change to one of the parameter values
in a departmental shell profile, it's a snap to update all user profiles for the department.
Simply include in your user profile maintenance application an UpdUsr command that
retrieves the new user profile information from the shell profile, selects current users for
the department from file UserInfo, and updates each of the selected profiles.

Keep in mind that there will be exceptions you'll need to handle individually. You
should usually use these commands to create and maintain user profiles. Only in an
exceptional case should you directly use the OS/400-supplied commands.

Making User Profiles Work for You

Whether you create user profiles with CL commands or employ user-written commands,
planning is important. Careful planning will save literally hundreds of hours over your
system’s lifetime. Maintaining a database file such as UserInfo with the appropriate user
information provides essential historical data for auditing and a way to extract significant
information about the user profiles. You'll have a consistent method for creating and
maintaining user profiles, and you can easily train others to create and maintain user
profiles for their departments. Moreover, you'll be able to retrieve information from file
UserInfo using a high-level language program, and you can use that information in appli-
cations to establish the work environment, library list, and initial menu for a user profile.

When you set up your iSeries, take the time to examine your current standards for
establishing user profiles, and make your user profiles work for you!
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Chapter 4

Public Authorities

High among the many strengths of the iSeries is a robust resource security mechanism.
Resource security defines users’ authority to objects. There are three categories of authority
to an object:

e Object authority defines the operations that can be performed on an object. Figure 4.1A
describes object authorities.

* Data authority defines the operations that can be performed on the object’s contents.
Figure 4.1B describes data authorities.

e Field authority defines the operations that can be performed on data fields. Figure 4.1C
describes field authorities.

FIGURE 4.1A
Object Authorities
Authority Description Allowed operations
*ObjOpr Object operational * Examine object description o
* Use object as determined by data authorities
*ObjMgt Object management e Specify security for object

* Move or rename object
* All operations allowed by *ObjAlter and *ObjRef

*ObijExist Obiject existence * Delete object

* Free storage for object
e Save and restore object
L]

Transfer object ownership

*ObjAlter Object alter ¢ Add, clear, initialize, and reorganize database file
members
* Alter and add database file attributes
* Add and remove triggers
¢ Change SQL package attributes

Specify referential constraint parent

Add and remove users and their authorities from
authorization lists

*ObjRef Obiject reference
*AutLMgt Authorization list management
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FiGURe 4.1B
Data Authorities
Authority Description Allowed operations
*Read Read * Display object’s contents
*Add Add * Add entries to object
*Upd Update * Modify object’s entries
*Dit  Delete * Remove object’s entries
*Execute Execute * Run a program, service program, or SQL package
* Locate object in fibrary or directory
FiGure 4.1C
Field Authorities
Authority Description Allowed operations
*Mgt Management ; ~ Specify field’s security
*Alter Alter ¢ Change field's attributes
*Ref Reference * Specify field as part of parent key in referential
e ~ constraint
*Read Read ¢ Access field’s contents
*Add Add * Add entries to data -
*Update Update - e Modify field's existing entries

Because of the number of options available, resource security is reasonably complex.
It's important to examine the potential risks — as well as the benefits — of resource
security’s default public authority to ensure you maintain a secure production
environment.

What Are Public Authorities?

Public authority to an object is that default authority given to users who have no specific,
or private, authority to the object. That is, the users have no specific authority granted for
their user profiles, are not on an authorization list that supplies specific authority, and are
not part of a group profile with specific authority.

When you create an object, either by restoring an object to the system or by using one
of the many CrtXxx (Create) commands, public authorities are established. If an object is
restored to the system, the public authorities stored with that object are the ones granted
to the object. If a CrtXxx command is used to create an object, the Aut (Authority) param-
eter of that command establishes the public authorities that will be granted to the object.

Public authority is granted to users in one of several standard authority sets described
by the special values *All, *Change, *Use, and *Exclude. Following is a description of each
of these values:
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*All — The user can perform all operations on the object except those limited to the
owner or controlled by authorization list management authority. The user can control
the object’s existence, grant and revoke authorities for the object, change the object,
and use the object. However, unless the user is also the owner of the object, he or
she can't transfer ownership of the object.

*Change — The user can perform all operations on the object except those limited to
the owner or controlled by object management authority, object existence authority,
object alter authority, and object reference authority. The user can perform basic func-
tions on the object; however, he or she cannot change the attributes of the object.
Change authority provides object operational authority and all data authority when the
object has associated data.

*Use — The user can perform basic operations on the object (e.g., open a file, read

the records, and execute a program). However, although the user can read data

records or entries, he or she will be prevented from adding, updating, or deleting
data records or entries. This authority provides object operational authority, read data
authority, and execute data authority.

¢ *Exclude — The user is specifically denied any access to the object.

Figure 4.2A shows the individual object authorities defined by the above authority sets.
Figure 4.2B shows the individual data authorities.

FIGURE 4.2A
Individual Object Authorities
Object authorities
Authority set *ObjOpr *ObjMgt *ObjExist *ObjAlter *ObjRef
*All v v v v v
*Changé , Lo ; e
*Use v
*Exclude
FiGURE 4.2B
Individual Data Authorities
Data authorities
Authority set *Read *Add *Upd *Dit *Execute
*All v v v v v
*Change i v v v v v
*Use 4 | /
*Exclude
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Creating Public Authority by Default

When your system arrives, OS/400 offers a means of creating public authorities. This
default implementation uses the QCrtAut (Create default public authority) system value,
the CrtAut (Create authority) attribute of each library, and the Aut (Public authority)
parameter on each of the CrtXxx commands that exist in OS/400.

System value QCrtAut provides a vehicle for system-wide default public authority. It
can have the value *All, *Change, *Use, or *Exclude. *Change is the default for system
value QCrtAut when OS/400 is loaded onto your iSeries. QCrtAut alone, though, doesn’t
control the public authority of objects created on your system.

The library attribute CrtAut found on the CrtLib (Create Library) and ChglLib (Change
Library) commands defines the default public authority for all objects created in that
library. Although the possible values for CrtAut include *All, *Change, *Use, *Exclude, and
AuthorizationListName, the default for CrtAut is *SysVal, which references the value
specified in system value QCrtAut. Therefore, when you create a library and don't specify
a value for parameter CrtAut, the system uses the default value *Sysval. The value found
in system value QCrtAut is then used to set the default public authority for objects created
in the library. You should note, however, that the CrtAut value of the library isn’t used
when you create a duplicate object or move or restore an object in the library. Instead,
the public authority of the existing object is used.

The Aut parameter of the CrtXxx commands accepts the values *All, *Change, *Use,
*Exclude, and AuthorizationListName, as well as the special value *LibCrtAut, which is the
default value for most of the CrtXox commands. *LibCrtAut instructs OS/400 to use the
default public authority defined by the CrtAut attribute of the library in which the object
will exist. In turn, the CrtAut attribute might have a specific value defined at the library
level, or it might simply reference system value QCrtAut to get the value.

Figure 4.3 shows the effect of the new default values provided for the CrtAut library
attribute and the Aut object attribute. The lines and arrows on the right show how each
object’s Aut attribute references, by default, the CrtAut attribute of the library in which the
object exists. The lines and arrows on the left show how each CrtAut attribute references,
by default, the QCrtAut system value.

The values specified in Figure 4.3 for the QCrtAut system value, the CrtAut library
attribute, and the Aut parameter are the shipped default values. Unless you change those
defaults, every object you create on the system with the default value of Aut(*LibCrtAut)
will automatically grant *Change authority to the public. (If you use the Replace(*Yes)
parameter on the CrtXxx command, the authority of the existing object is used rather than
the CrtAut value of the library.)

If you look closely at Figure 4.3, you'll see that although this method may seem to
make object authority easier to manage, it’s a little tricky to grasp. First of all, consider that
all libraries are defined by a library description that resides in library QSys (even the
description of library QSys itself must reside in library QSys). Therefore, the QSys
definition of the CrtAut attribute controls the default public authority for every library on
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FIGURE 4.3
Effect of Data Values for CrtAut and Aut

i > System value QCrtAut(*Change)

QSys/QSys library description
CrtAut(*SysVal) - 4
Aut(*LibCrtAut)

QSys/MyLib library description
CrtAut(*SysVal) - A A
Aut(*LibCrtAut)

MyLib/Pgm1 object description
ObjType(*Pgm)
Aut(*LibCrtAut)

MyLib/File1 object description
ObjType(*File)
Aut(*LibCrtAut)

MyLib/Cmd1 object description
ObjType(*Cmd)
Aut(*LibCrtAut)

the system (not the objects in the libraries, just the library objects themselves) as long as
each library uses the default value Aut(*LibCrtAut).
Executing the command

DspLibD @QSys

displays the library description of QSys, which reveals that *SysVal is the value for CrtAut.
Therefore, if you create a new library using the CrtLib command and specify
Aut(*LibCrtAut), users will have the default public authority defined originally in the
QCrtAut system value. Remember, at this point the Aut parameter on the CrtLib command
is defining only the public authority to the library object.

As you can see in Figure 4.3, for each new object created in a library, the
AutC*LibCrtAut) value tells the system to use the default public authority defined by the
CrtAut attribute of the library in which the object will exist.
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When implementing default public authorities, consider these facts:

* You can use the CrtAut library attribute to determine the default public authority for
any object created in a given library, provided the object being created specifies
*LibCrtAut as the value for the Aut parameter of the CrtXxx command.

e You can elect to override the *LibCrtAut value on the CrtXxx command and still define
the public authority using *All, *Change, *Use, *Exclude, or AuthorizationListName.

¢ The default value for the CrtAut library attribute for new libraries will be *SysVal,
instructing the system to use the value found in system value QCrtAut (in effect,
controlling new object default public authority at the system level).

e You can choose to replace the default value *Sysval with a specific default public authority
value for that library (i.e., *All, *Change, *Use, *Exclude, or AuthorizationListName).

Limiting Public Authority

The fact that public authority can be created by certain default values brings us to an
interesting point. The existence of default values indicates that they are the “suggested” or
“normal” values for parameters. In terms of security, you may want to look at default
values differently. Default values that define the public authority for objects created on
your system are effective only if planned as part of your overall security implementation.

Your first inclination may be to change QCrtAut to *Use or even *Exclude to reduce
the amount of public authority given to new libraries and objects. However, let us wam
you that doing so could cause problems with some IBM-supplied functions.

Another tendency might be to change this system value to *All, hoping that every
system object can then be “easily” accessed. Unfortunately, this would be like opening
Pandora’s box!

Let us make a few suggestions for effectively planning and implementing object
security for your libraries and the objects in those libraries.

Public Authority by Design

The most significant threat of OS/400’s default public authority implementation is the
possible misuse of the QCrtAut system value. There is no doubt that changing this system
value to *All would simplify security, but doing so would simply eliminate security for
new libraries and objects — an unacceptable situation for any production machine.
Therefore, leave this system value as *Change.

The first step in effectively implementing public authorities is to examine your user-
defined libraries and determine whether the current public authorities are appropriate for
the libraries and the objects within those libraries.

Then, modify the CrtAut attribute of your libraries to reflect the default public
authority that should be used for objects created in each library. By doing so, you're
providing the public authority at the library level instead of using the CrtAut(*Sysval)
default, which references the QCrtAut system value. As a general rule, use the level of
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public authority given to the library object (the Aut library attribute) as the default value
for the CrtAut library attribute. This is a good starting point for that library.

Consider this example. Perhaps a library contains only utility program objects that are
used by various applications on your system (e.g., date-conversion programs, a binary-to-
decimal conversion program, a check object or check authority program). Because all the
programs should be available for execution, it’s logical that the CrtAut attribute of this
library be set to *Use so that any new objects created in the library will have *Use default
public authority.

Suppose the library you're working with contains all the payroll and employee data
files. You probably want to restrict access to this library and secure it by user profile,
group profile, or an authorization list. Any new objects created in this library should
probably also have *Exclude public authority unless the program or person creating the
object specifically selects a public authority by using the object’s Aut attribute. In this case,
you would change the CrtAut attribute to *Exclude.

The point is this: Public authority at the library level and public authority for objects
created in that library must be specifically planned and implemented — not just
implemented by default via the QCrtAut system value.

Object-Level Public Authority

If you follow the suggestions above concerning the QCrtAut system value and the CrtAut
library attribute, Aut(*LibCrtAut) will work well as the default for each object you create.
In many cases, the level of public authority at the object level coincides with the public
authorities established at the library level. However, it's important to plan this rather than
simply use the default value to save time.

We hope you now recognize the significance of public authorities and understand the
process of establishing them. If you've already installed OS/400, examine your user-
defined libraries and objects to determine which, if any, changes to public authority are
needed.
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Chapter 5

Installing a New Release

One task you'll perform at some time on your system is installing a new release of
0S/400 and your IBM licensed program products. The good news is that this process is a
“piece of cake” today compared with the effort it required back when IBM first
announced and delivered the AS/400 product family. No longer must you IPL the system
more than a dozen times to complete the installation. When you load a new operating
system release today, you can have the system perform an automatic installation or you
can perform a manual installation — and either method normally requires only one
machine IPL.

To prepare you for today’s approach, this chapter provides a step-by-step guide to
planning for and installing a new release of OS/400 and new IBM licensed program
products. We cover the essential planning tasks you should accomplish before the
installation, as well as the installation process itself.

Planning Is Preventive Medicine
Just as planning is important when you install your iSeries system the first time (as we
covered in Chapter 1), planning for the installation of a new release offers the benefits of
any preventive medicine — and it’s painless! You'll no doubt be on a tight upgrade
schedule, with little time for unexpected problems. By planning ahead and following the
suggestions in this chapter, you can avoid having to tell your manager that the system will
be down longer than expected while you recover the operating system because a missing
or damaged item prevented completing the installation.

Before we describe the specific steps that will ensure a successful system upgrade,
there’s one other important preventive measure to note:

Caution

Unless it’s impossible, don’t perform a hardware upgrade and a software
upgrade at the same time. If 2 new system model requires a particular
release of 0S/400 and that release is compatible with your older hardware,
first install the new release on your older hardware, and then upgrade your
hardware at another time to avoid compounding any problems you might
encounter.
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The Planning Checklist

Every good plan needs a checklist, and in this case the list of steps in Figure 5.1 is your
guide. You can find a similar list in the manual Software Installation. (SC41-5120).

FIGURE 5.1
Installation Planning Checklist

Pre-installation-day tasks

Step 1 When you receive the new release, verify your order (make sure you have the correct
release, the right products on the media, and software keys for any locked licensed
programs), and review the installation documents shipped with the release. If these
documents weren't shipped with the release, you should order them; they may detail
additional items you’ll need to order before the installation.

Step 2 Determine whether you'll perform the automatic or the manual installation.
Step 3 Permanently apply any temporarily applied PTFs.

Step 4 A few days before installing the new release, remove unused objects from the system.
Step 5 Verify disk storage requirements.

Step 6 A few days before installation, document o save changes to IBM-supplied 6bjects.

Step 7 A few days before installation, order the latest cumulative PTF package if you don’t
have it. You should also order the latest appropriate group packages, particutarly the
HIPER PTF group package.

Step 8 A day before or on the same day as the installation, save the system.

Installation-day tasks

Step 9  If your system participates in a network, resolve any pending database resynchroniza-
tions. If your system uses a 3995 optical library, check for and resolve any held
optical files.

Step 10 If your system has an active Integrated Netfinity Server or Integrated xSeries Sérver,
deactivate the server.

Step 11 Verify the integrity of system objects (user profiles QSecOfr and QLPInstall and the
database cross-reference files).

Stép 12 Verify and set appropriate system values.

Because IBM makes minor changes and improvements to the installation process for
each release of 0S/400, each new release means a new edition of the Software Installation
manual. To ensure that you have the latest information about installing a new release, you
should read this chapter in conjunction with the manual. Read the chapter entirely to get
a complete overview of the process before performing the items on the checklist. If IBM’s
instructions conflict with those given here, follow IBM’s instructions.

Pre-Installation-Day Tasks

The first group of tasks in Figure 5.1 (steps 1 through 8) should be accomplished before
the day of the installation. By attending carefully to these items ahead of time, you'll be
on firm footing when the time comes to perform the installation itself.
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Step 1: Is Your Order Complete?

One of the first things you'll do is check the materials IBM shipped to you to make sure
you have all the pieces you need for the installation. As of this writing, you should
receive these items:

¢ distribution media (normally CD-ROM)
¢ Media Distribution Report

¢ Read This First

e Memo to Users for OS/400

e PTF Shipping Information Letter

¢ individual product documentation

* Software Installation

Don't underestimate the importance of each of these pieces.

Examine the CD-ROMs to make sure they’re not physically damaged, and then use
the Media Distribution Report to determine whether all listed volumes are actually present.
For each item on the CD-ROMs, the Media Distribution Report identifies the version,
release, and modification level; licensed program name; feature number (e.g., 5769551,
5769RG1); and language feature code. For V4RS, you'll find the version number listed as
V4 (Version 4) in the product name; the release number and modification level are
represented as ROSMOO (Release 5, Modification Level 0) on the report.

Note that the Media Distribution Report lists only priced features. Some features, such
as licensed internal code and base OS$/400, are shipped with no additional charge. The
report contains no entries for these items, nor does it contain entries for locked products.

The Read This First document is just what it sounds like: a document IBM wants you
to read before you install the release, and preferably as soon as possible. This document
contains any last-minute information that may not have been available for publication in
the Memo to Users for OS/400 or in any manual.

The Memo to Users for OS/400 describes any significant changes in the new release
that could affect your programs or system operations. You can use this memo to prepare
for changes in the release. You'll find a specific section pertaining to licensed programs
you have installed or plan to install on your system.

You'll want to read the PTF Shipping Information Letter for instructions about
applying the cumulative PTF package. You also may receive additional documentation for
some individual products; if you do, review those documents as well — they may contain
information unique to a product that could affect its installation.

In addition to reviewing the deliverables listed above, you may want to review
pertinent information found in the Preventive Service Planning Information document. This
document lists additional preventive service planning documents you may want to order.
To obtain it, order PTF SF98uvrm, where v = version, r = release, and m = modification
level for the new release. (For information about PTF ordering options, see Chapter 6.)
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After reviewing this information, you should verify not only that you can read the
CD-ROMs but also that they contain all necessary features. An automated procedure called
Prepare for Install (available through an option on the Work with Licensed Programs
panel) greatly simplifies this verification process compared with earlier releases, which
involved considerable manual effort.

The panel in Figure 5.2 shows the installation-preparation procedures supported by
Prepare for Install.

FIGURE 5.2
Prepare for Install Panel

4 N

Prepare for Install

System: AS400
Type option, press Enter.
1=Select

o
k=
"

Description

Work with user profiles

Work with Llicensed programs for target release
Display licensed programs for target release
Work with licensed programs to delete

List licensed programs not found on media
Verify system objects

Estimated storage requirements for system ASP

Bottom
F3=Exit F9=Command Lline F1@=Display job log F12=Cancel

o J

One of the panel’s options compares the programs installed on your system with those on
the CD-ROMs, generating a list of preselected programs that will be replaced during
installation. You can inspect this list to determine whether you have all the necessary
features.

To perform this verification, take these steps:

1. Arrange the CD-ROMs in the proper order. Chapter 3 of Software Installation contains
a table specifying the correct order. You should refer to this table not only for
sequencing information but also for any potential special instructions.

2. From the command line, execute the following ChgMsgQ (Change Message Queue)
command to put the system operator’s message queue in break mode:

ChgMsgQ QSysOpr *Break Sev(95)

3. From the command line, enter the command

Go LicPgm
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4. You'll see the Work with Licensed Programs panel. Select option 5 (Prepare for
install), and press Enter.

5. Select the option “Work with licensed programs for target release,” and press Enter.
6. You'll see the Work with Licensed Programs for Target Release panel. You should

a) load the first CD-ROM

b) specify 1 (Distribution media) for the Generate list from prompt
© specify the appropriate value for the Optical device prompt

d) specify the appropriate value for the Target release prompt

e) press Enter

When the system has read the CD-ROM, you'll receive a message asking you to load
the next volume. If you have more CD-ROMs, load the next volume and reply G to

the message to continue processing; otherwise, reply X to indicate that all CD-ROMs
have been processed.

7. Once you've processed all the CD-ROMs, the Work with Licensed Programs for Target
Release panel will display a list of the licensed programs that are on the distribution
media and installed on your system. Preselected licensed programs (those with a 1 in
the option column) indicate that a product on the distribution media can replace a
product installed on your system. You can use F11 to display alternate views that pro-
vide more detail and use option 5 (Display release-to-release mapping) to see what
installed products can be replaced.

8. Press Enter until the Prepare for Install panel appears.
9. Select the option “List licensed programs not found on media,” and press Enter.

10. You'll see the Licensed Programs Not Found on Media panel. If no products appear
in the panel’s list, you have all the media necessary to replace your existing products.
If products do appear in the list, you must determine whether they’re necessary. If
they’re not, you can delete them (we describe this procedure later when we talk
about cleaning up your system). If the products are necessary, you must obtain them
before installation. Make sure you didn't omit any CD-ROMs during the verification
process. If you didn’t omit any CD-ROMs, compare your media labels with the
product tables in Software Installation and check the Media Distribution Report to
determine whether the products were shipped (or should have been shipped) with
your order.

11. Exit the procedure.

Step 2: Manual or Automatic?

Before installing the new release, you need to determine whether you'll perform an
automated or a manual installation. The automatic installation process is the recommended
method and the one that minimizes the time required for installation. However, if you're
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performing any of the following tasks, you should use the manual installation process
instead:

* adding a disk device using device parity protection, mirrored protection, or user
auxiliary storage pools (ASPs)

» changing the primary language that the operating system and programs support (e.g.,
changing from English to French)

» creating logical partitions during the installation
* using tapes created with the SavSys (Save System) command

s changing the environment (AS/400 or System/36), system values, or configuration
values. These changes differ from the others listed here because you can make them
either during or after the new-release installation. To simplify the installation, it’s best
to automatically install the release and then manually make these changes.

The automatic installation will install the new release of the operating system and any
currently installed licensed program products.

Step 3: Permanently Apply PTFs

One step that will save you time later is to permanently apply any PTFs that remain
temporarily applied on your system. Doing so cleans up the disk space occupied by the
temporarily applied PTFs. That disk space may not be much, but now is an opportune
time to perform cleanup tasks. For more specific information about applying PTFs, see
Chapter 6.

Step 4: Clean Up Your System

In addition to permanently applying PTFs, you should complete several other cleanup
procedures. These tasks not only promote overall tidiness but also help ensure you have
enough disk space for the installation. Consider these tasks:

* Delete PIF save files and cover letters. To delete these items, you'll use command
DItPTF. Typically, you'll issue this command only for products 5769999 (licensed
internal code) and 5769SS1 (OS/400).

* Delete unnecessary spooled files, and reclaim associated storage. Check all output
queues for unnecessary spooled files. A prime candidate for housing unnecessary
spooled files is output queue QEZJobLog. After deleting these spooled files, reclaim
spool storage using command RclSplStg.

e Have each user delete any unnecessary objects be or she owns. You’d be surprised
how much storage some users can unnecessarily consume. If possible, have users
perform a bit of personal housekeeping by deleting spooled files and owned objects
they no longer need.

» Delete unnecessary licensed programs or optional parts. Some licensed programs may
be unnecessary for reasons such as lack of support at the target release. To review
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candidates for deletion, you can use the Prepare for Install panel’s “Work with
licensed programs to delete” option. To reach this option, display menu LICPGM
(type Go LicPgm) and select option 5 (Prepare for install). The “Work with licensed
programs to delete” option preselects licensed programs to delete. You can use F11
(Display reasons) to determine why licensed programs are selected for deletion.

We rarely see a system that doesn’t contain unused licensed programs or licensed
program parts. For instance, it's not uncommon to see systems with many unused lan-
guage dictionaries or unnecessary double-byte-character-set options. Prepare for
Install’s “Work with licensed programs to delete” option won't preselect such unneces-
sary options because they’re valid options. If for any reason you can't use this proce-
dure to delete licensed programs, you can use option 12 (Delete licensed programs)
from menu LICPGM.

* Delete unnecessary user profiles. It's rarely necessary to delete user profiles as part of
installation cleanup, but if this action is appropriate in your environment, consider
taking care of it now. The Prepare for install option on menu LICPGM also offers pro-
cedures for cleaning up user profiles.

e Use the automatic cleanup options in Operational Assistant. These options provide a
general method for tidying your system on a periodic basis.

For additional information about how to make more disk storage available to your system,
see Chapter 12.

Step 5: Is There Enough Room?
Once you've cleaned up your system, you should verify that you have enough storage to
complete the installation. Like most installation-related tasks today, this one is much easier
than in earlier releases.

To determine whether you have adequate storage, perform these steps:

1. From the command line, enter Go LicPgm.

2. You'll see the Work with Licensed Programs panel. Select option 5 (Prepare for
install), and press Enter.

3. Select the option “Estimated storage requirements for system ASP,” and press Enter.

4. You'll see the Estimated Storage Requirements for System ASP panel. At the Additional
storage required prompt, enter storage requirements for any additional software (e.g.,
third-party vendor software) that you'll be installing. Include storage requirements only
for software that will be stored in the system ASP. Press Enter to continue.

5. You'll see the second Estimated Storage Requirements for System ASP panel. This
panel displays information you can use to determine whether encugh storage is
available. Compare the value shown for “Storage required to install target release”
with the value shown for “Current supported system capacity.” If the value for “Current
supported system capacity” is greater than the value for “Storage required to install
target release,” you can continue with the installation. Otherwise, you must make
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additional storage available by removing items from your system or by adding DASD
to your system.

6. Exit the procedure.

If you make changes to your systern that affect the available storage, you should repeat
these steps.

Step 6: Document System Changes

When you load a new release of the operating system, all IBM-supplied objects are
replaced on the system. The installation procedure saves any changes you've made in
libraries QUstSys (e.g., message queues, output queues) and QGPL (e.g., subsystem
descriptions, job queue descriptions, other work-management-related objects). However,
any changes you make to objects in library QSys are lost because all those objects are
replaced.

To minimize the possible loss of modified system objects, you should document any
changes you make to these objects so that you can reimplement them after installing the
new release. We strongly suggest maintaining a CL program that contains code to reinstate
customized changes, such as command defaults; you can then execute this program with
each release update.

When possible, implement these customizations in a user-created library rather than in
QSys. Although the installation won't replace the user-created library’s contents, you
should regenerate the custom objects it contains to avoid potential problems. Such
problems might occur, for example, if IBM adds a parameter to a command. Unless you
duplicate the new command and then apply your customization, you'll be operating with
an outdated command structure. In some cases, this difference could be critical. The CL
program that customizes IBM-shipped objects should therefore first duplicate each object
(when appropriate) and then change the newly created copy.

Step 7: Get the Latest Fixes

Normally, some time passes between the time you order and receive a new release and
the date when you actually install it. During this elapsed time, PTFs to the operating
system and licensed program products usually become available. To ensure you have the
latest of these PTFs during installation, order PTFs for the new release the week before
you install the release.

Obtain the latest cumulative PTF package and appropriate group packages. Of the
group packages, you should at least order the HIPER group package. (IBM releases
HIPER, or High-Impact PERvasive, PTFs regularly — often daily — as necessary to correct
high-risk problems.) For more information about ordering PTFs, see Chapter 6.

Step 8: Save Your System
Just before installing the new release (either on installation day or the day before), you
should save your system. To be safe, we recommend performing a complete system save
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(option 21 from the SAVE menu), but this isn't a requirement. We advise performing at
least these two types of saves:

® SavSys — saves OS/400 and configuration and security information
¢ SavLib Lib(*IBM) — saves all IBM product libraries

I's also wise to schedule the installation so that it immediately follows your normally
scheduled backup of data and programs. This approach guarantees that you have a
current copy of all your most critical information in case any problems with the new
installation require you to reinstall the old data and programs.

Installation-Day Tasks

Once you've completed step 8, you're nearly ready to start installing the new OS/400 release.
The remaining steps (9 through 12) are best performed on the day of the installation Gf
they apply in your environment). They, together with the installation process itself, are the
focus of the remainder of this chapter. (If you'll be using a tape drive on installation day,
see “Installing from Tape?” on page 86 for some additional tips.)

Step 9: Resolve Pending Operations

First, if your system participates in a network and runs applications that use two-phase

commit supportt, you should resolve any pending database resynchronizations before

starting the installation. Two-phase commit support, used when an application updates

database files on more than one system, ensures that the databases remain synchronized.
To determine whether your system uses two-phase commit support, issue the

following WrkCmtDfn (Work with Commitment Definitions) command:

WrkCmtDfn Job(*ALL) Status(*Resync)

If the system responds with a message indicating that no commitment definitions are
active, you need do nothing further. Because the typical iSeries environment isn't
concerned with two-phase commit support, we don'’t provide details about database
resynchronizationt here. For this information, refer to Software Installation.

Next, if your system has a 3995 optical library, check for and resolve any held optical
files — that is, files that haven't yet been successfully written to media. Use the
WrkHIdOptF (Work with Held Optical Files) command to check for such files and either
save or release the files.

Step 10: Shut Down the INS/IXS

If your system has an active Integrated Netfinity Server (INS) or Integrated xSeries Server
(IXS), the installation may fail. You should therefore deactivate this server before starting
the installation. To do so, access the Network Server Administration menu (enter Go
NwSAdm) and select option 3.
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Installing from Tape?
If you'll be using a tape drive during the new-release installation, be sure to clean the drive on
installation day. Although this task sounds rather mundane, it can save you a lot of trouble. Cleaning
the tape drive immediately before installing the release will minimize the chances of an interruption
due to a simple problem such as the inability to read a tape because the tape drive is dirty.

In addition, if your tape drive has a history of problems such as this, clean the drive before
mounting each tape during the install. Again, this step represents a small price to pay for valuable
preventive medicine.

Step 11: Verify System Integrity
You should also verify the integrity of system objects required by the installation process.
This includes the following:

e System distribution directory entries must exist for user profiles QSecOfr and
QLPInstall.

e Database cross-reference files can’t be in error.

e User profile QSecOfr can't contain secondary language libraries or alternate initial
menus.

To verify the integrity of these objects, you can use the Prepare for install option on
meriu LICPGM. This option adds user profiles QSecOfr arid QLPInstall to the system
distribution directory if necessary and checks for errors in the database cross-reference
files. To use the option, follow these steps:

1. From the command line, enter Go LicPgm.

2. The Work with Licensed Programs panel will appear. Select option 5 (Prepare for
install), and press Enter.

3. From the resulting panel (Figure 5.2, shown on page 80), select the Verify system
objects option, and press Enter.

4. If errors exist in the database cross-reference files, the system will issue message
“CPI3DA3 Database cross-reference files are in error.” Follow the instructions provided
by this message to resolve the errors before continuing.

5. Exit the procedure.

A couple of items remain to check before you're finished with this step. If you're
operating in the System/36 environment, check to see whether user profile QSecOfr has a
menu or program specified. If so, you must remove the menu or program from the user
profile before installing licensed programs.

Also, user profile QSecOfr can't have a secondary language library (named QSys29xx)
at a previous release in its library list when you install a new release. If QSecOfr has an
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initial program, ensure that the program doesn’t add a secondary language library to the
system library list.

Step 12: Check System Values
Your next step is to check and set certain system values. Remove from system values
QSysLibL (System library list) and QUsrLibL (User library list) any licensed program
libraries and any secondary language libraries (QSys29xx). Do not remove library QGPL,
QSys, QTemp, or QUsrSys from either of these system values.

In addition, set system value QAIwWODbjRst (Allow object restore) to *All. Once the
installation is complete, you'll need to reset the QAIWODbjRst value to ensure system
security.

Ready, Set, Go!

With the planning behind you, you're ready to install your new release! The rest of this
chapter provides basic instructions for the automatic installation procedure, which is the
recommended method. If you must use the manual method (based on the criteria stated
in planning step 2), see Software Installation for detailed instructions about this process.
When you perform an automatic installation of a new release of the operating system
and licensed program products, the process retains the current operating environment
(AS/400 or System/36), system values, and configuration while replacing these items:

e IBM licensed internal code
e (0S/400 operating system

¢ licensed programs and optional parts of licensed programs currently installed on
your system

e language feature code on the distribution media that’s installed as the primary language
on the system

B Note

If, during the installation process, the System Attention light on the control
panel appears, you should refer to Chapter 5 of Software Installation for a
list of system reference codes (SRCs) and instructions about how to continue.
The only exception is if the attention light comes on and the SRC begins
with A6. The A6 codes indicate that the system is waiting for you to do
something, such as reply to a message or make a device ready.

To install the new release, take the following steps.

Step 1. Arrange the CD-ROMs in the order you'll use them.

Step 2. Load the CD-ROM that contains the licensed internal code. Wait for the
CD-ROM In-Use indicator to go out.
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Step 3.
Step 4.

Step 5.

Step 6.

Step 7.

Step 8.

At the control panel, set the mode to Normal.
Execute the following PwrDwnSys (Power Down System) command:
PwrDwnSys *Immed Restart(*Yes) IPLSrc(D)

This command will start an IPL process. Note that SRC codes will continue to
appear in the display area of the control panel.

You'll see the Licensed Internal Code — Status panel. Upon 100 percent comple-
tion of the install, the display may be blank for approximately five minutes and
the IPL in Progress panel may appear. You needn’t respond to any of these
panels.

Load the next volume when prompted to do so. You'll receive this prompt sev-
eral times during the installation process. After loading the volume, you must
respond to the prompt to continue processing. The response value you specify
depends on whether you have more volumes to process: A response of G
instructs the installation process to continue with the next volume, and a
response of X indicates that no more volumes exist.

Next, the installation process loads the operating system followed by licensed
programs, During this process, you may see panels with status information. One
of these panels, Licensed Internal Code IPL in Progress, lists several IPL steps,
some of which can take a long time (two hours or more). The amount of time
needed depends on the amount of recovery your system requires. As the instal-
lation process proceeds, you needn’t respond to the status information panels
you see.

Once all your CD-ROMs have been read, be prepared to wait for quite some
time while the installation process continues. The process is hands-free until the
Sign On panel appears.

When installation is complete, you'll see the Sign On panel. If you receive the
message “Automatic installation not complete,” you should sign on using the
QSecOfr user profile and refer to Appendix A, “Recovery Procedures,” in Software
Installation for instructions about how to proceed. If the automatic installation
process was completed normally, sign on using user profile QSecOfr and continue
by verifying the installation, loading additional products, loading PTFs, and
updating software license keys.

Verify the installation. To verify the installation, execute the Go LicPgm command.
On the Work with Licensed Programs display, choose option 50 (Display log for
messages). The Display Install History panel (Figure 5.3) will appear.

Press Enter on this panel, and scan the messages found on the History Log
Contents display. If any messages indicate a failure or a partially installed
product, refer to “Recovery Procedures” in Software Installation.

Next, verify the status and check the compatibility of the installed licensed pro-
grams. To do so, use option 10 (Display licensed programs) from menu LICPGM
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FIGURE 5.3
Display Install History Panel

-

Type choices, press Enter.

Start date . . . . . . 87/17/00 MM/DD/YY
Start time . . . . . . §9:32:35 HH:MM:SS
Qutput . . . . . . . . * *, *PRINT

F3=Exit F12=Cancel
(C) COPYRIGHT IBM CORP. 1980, 1998.

Display Install History

)

to display the release and installed status values of the licensed programs. A
status of *COMPATIBLE indicates a licensed program is ready to use. If you see
a different status value for any licensed program, refer to the “Installed Status
Values” section of Appendix E in Software Installation.

Load additional products. You're now ready to load any additional licensed
programs and secondary languages. Retumn to the Work with Licensed Programs
menu, and select option 11 (Install licensed programs). You'll see the Install
Licensed Programs display that appears in Figure 5.4 (page 90).

The installation steps for loading additional products are similar to the steps
you've already taken. Select a licensed program to install, and continue. If you
don't see a desired product in the list, follow the specific instructions delivered
with the distribution media containing the new product.

Load PTFs. Next, install the cumulative PTF package (either the one that arrived
with the new release or a new one you ordered, as suggested in the planning
steps we discussed earlier). The shipping letter that accompanies the PTF tape
will have specific instructions about how to install the PTF package.

Note that to complete the installation process, you must IPL the system or install
a cumulative PTF package, which will also perform an IPL. An IPL is required to
start the Initialize System (InzSys) process. (The InzSys process can take two
hours or more on some systems, but for most systems it's completed in a few
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FIGURE 5.4
Install Licensed Programs Panel
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5769881 *COMPATIBLE 0S/400 Online Information
5769551 *COMPATIBLE 0S/400 Extended Base Directory Support

5769581 0S/400 - S/36 and S/38 Migration
5769551 0S/400 System/36 Environment

5769581 *COMPATIBLE 0S/400 Example Tools Library

5769551 *COMPATIBLE 0S/400 AFP Compatibility Fonts
5769SS1 *COMPATIBLE 0S/400 *PRV CL Compiler Support
5769551 0S/400 S/36 Migration Assistant
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minutes.) In addition to installing a cumulative PTF package, you should install
any group PTFs you have — particularly the HIPER PTFs group package. (For

information about installing PTFs, see Chapter 6.)

After the cumulative PTF installation or IPL is completed, sign on as QSecOfr and
check the install history (using option 50 on menu LICPGM) for status messages

relating to the InzSys process. You should look for a message indicating that
InzSys has started or a message indicating its completion. If you see neither
message, wait a few minutes and try option 50 again. Continue checking the
install history until you see the message indicating InzSys completion. If the

message doesn’t appear in a reasonable amount of time, refer to the “INZSYS

Recovery Information” section of Appendix A in Software Installation.

Update software license keys. To install software license keys, use the WrkLicInf

(Work with License Information) command. For each product, update the
license key and the usage limit to match the usage limit you ordered. The

license information is part of the upgrade media. You must install license keys

within 70 days of your release installation.
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Step 9. The installation of your new release is now complete! The only thing left to do
before restarting production activities is to perform another SavSys to save the
new release and the new IBM program products. Just think how much trouble
it would be if you had a disk crash soon after loading the new release and,
with no current SavSys, were forced to restore the old release and repeat the
installation process. To make sure you don't suffer this fate, perform the SavSys
and the SavLib Lib(*IBM) operations now.

Before starting the save, determine whether system jobs that decompress objects
are running. You should start your save only if these jobs are in an inactive
state. To make this determination, use the WrkActJob (Work with Active Jobs)
command and check the status of QDCPOB]Jx jobs (more than one may exist).
You can ensure these jobs are inactive by placing the system in restricted state.
Don'’t worry — the QDCPOBJ.x jobs will become active again when the system
is no longer in restricted state.

Final Advice

The only risk you take when installing a2 new release is not being prepared for failure. It’s
rare that a new-release installation must be aborted midway through, but it does happen.
If you take the precautions mentioned in the planning suggestions in this chapter and turmn
to “Recovery Procedures” in Software Installation in the event of trouble, you won't find
yourself losing anything but time should you encounter an unrecoverable error. For the
most part, installing new releases is only an inconvenience in time.

Now that we've covered all the basic steps involved in planning and installing a new
iSeries operating system release, in the next chapter we'll specifically address maintaining
and installing PTFs.
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Chapter 6

An Introduction to PTFs

Much as we’d like to think the iSeries is invincible, from time to time even the best of
systems needs a little repair. IBM provides such assistance for the iSeries in the form of PTFs.

A PTF, or program temporary fix, is one or more objects (most often program code)
that IBM creates to correct a problem in the IBM licensed internal code, in the OS/400
operating system, or in an IBM licensed program product. In addition to issuing PTFs to
correct problems, IBM uses PTFs to add function or enhance existing function in these
products. The fixes are called “temporary” because a PTF fixes a problem or adds an
enhancement only until the next release of that code or product becomes available; at that
time, the fix becomes part of the base product itself, or “permanent.”

Hardware and software service providers distribute PTFs. Your hardware maintenance
vendor is typically responsible for providing microcode PTFs, while your software service
provider furnishes system software PTFs. Because IBM is both the hardware and the
software provider for most shops, the focus here is on IBM distribution of PTFs.

In this chapter, you'll leam the necessary information to determine when PTFs are
required on your system, what PTFs you need, how to order PTFs, and how to install and
apply those PTFs.

When Do You Need a PTF?

Perhaps the most difficult hurdle to get over in understanding PTFs is knowing when you
need one. Basically, there are three ways to determine when you need one or more PTFs.
The first way is simple: You should regularly order and install the latest cumulative PTF
package, group PTFs, Client Access service pack, and necessary individual HIPER PTFs.

A cumulative PTF package is an ever-growing collection of significant PTFs. You
might wonder what criteria IBM uses to determine whether a PTF is significant. In general,
a PTF is deemed significant, and therefore included in a cumulative package, when it has
a large audience or is critical to operations. IBM releases cumulative packages on a regular
basis, and you should stay up-to-date with them, loading each package fairly soon after it
becomes available. You should also load the latest cumulative package any time you load
a new release of OS/400. To order the latest cumulative PTF package, you use the special
PTF identifier SFO9urm, where v = OS/400 version, r = release, and m = modification.

A group PIFis a logical grouping of PTFs related to a specific function, such as
database or Java. Each group has a single PTF identifier assigned to it so that you can
download all PTFs for the group by specifying only one identifier.

Client Access service packs are important if you access your system using Client
Access. Like a group PTF, a service pack is a logical grouping of multiple PTFs available
under a single PTF identifier for easy download.

HIPER, or High-Impact PERvasive, PTFs are released regularly (often daily) as
necessary to correct high-risk problems. Ignore these important PTFs, and you chance
catastrophic consequences, such as data loss or a system outage.
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A second way you may discover you need a PTF is by encountering a problem. To
identify and analyze the problem, you might use the AnzPtb (Analyze Problem) command,
or you might investigate error messages issued by the system. If you report a system
problem to IBM based on your analysis, you may receive a PTF immediately if someone
else has already reported the problem and IBM has issued a PTF to resolve it.

The third way to discover you might need particular PTFs is by regularly examining the
latest Preventive Service Planning (PSP) information. You can download PSP information
by ordering special PTFs. (To leam more about PSP documents and for helpful guidelines
for managing PTFs, see the section “Developing a Proactive PTF Management Strategy” on
page 100.)

How Do You Order a PTF?

You can order individual PTFs, a set of PTFs (e.g., a cumulative PTF package, a group
PTF), and PSP information from IBM by mail, telephone, fax, or electronic communications.
Each PTF you receive has two parts: a cover letter that describes both the PTF and any
prerequisites for loading it, and the actual fix.

You have two choices when ordering PTFs electronically. You can use Electronic
Customer Support (ECS) and the CL SndPTFOrd (Send PTF Order) command, or you can
order PTFs on the Intemet.

Electronically ordered PTFs are delivered electronically only when they're small
enough that they can be transmitted within a reasonable connect time. When electronic
means are not practical, IBM send the PTFs via mail on selected media, as it does for
PTFs ordered by non-electronic means.

SndPTFOrd Basics

The SndPTFOrd command is a simple command to use; however, a brief introduction
here may point out a couple of the command’s finer points to simplify its use. Figure 6.1
shows the prompted SndPTFOrd command.

For parameter PTFID, you enter one, or up to 20, PTF identifiers (e.g., SF98440,
MF98440). The parameter actually has three elements or parts. First is the actual PTF
identifier, a required entry. The second element is the Product identifier, which determines
whether the PTF order is for a specific product or for all products installed on your system.
The default value you see in Figure 6.1, *OnlyPrd, indicates that the order is for all products
installed or supported on your system. Instead of this value, you can enter a specific
product ID (e.g., 5769RG1, 5769PW1) to limit your order to PTFs specific to that product.

The third PTFID element, Release, determines whether the PTF order is for the
current release levels of products on your system or for a specific release level, which
may or may not be the current release level installed for your products. For example, you
might order a different release-level PTF for products you support on remote systems. A
Release value of *OnlyRls indicates that the order is for the release levels of the products
installed or supported on your system. If you prefer, you can enter a specific release
identifier (e.g., V4R4MO, V4R3MO) to limit the PTF order to that release.
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FIGURE 6.1
SndPTFOrd Command Prompt
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PTF description: PTFID
PTF identifier . e e e e
Product . . . . . . . . . . . *ONLYPRD___
Release . . . . . . . « . . . *ONLYRLS___
+ for more values
PTF parts . . . . . « . « « « . PTFPART *ALL,
Remote control point . . . . . . RMTCPNAME *IBMSRV___
Remote network identifier . . .RMTNETID *NETADR_____
Additional Parameters
Delivery method . . . . . . . . DELIVERY *L INKONLY
Order . . . . . . . 4 444 ORDER *REQUIRED
Reorder . . . . . . . . . . . . REORDER *NO_

Bottom
F3=Exit F4=Prompt F5=Refresh F12=Cancel F13=How to use this display
F24=More keys
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Two restrictions apply to the Product and Release elements of the PTFID parameter.
First, if you specify a particular product, you also must specify a particular release level.
Second, if you specify *OnlyPrd for the product element, you also must specify *OnlyRls
for the release element.

From time to time, you may want to download only a cover letter to determine
whether a particular PTF is necessary for your system. The next SndPTFOrd parameter,
PTFPart (PTF parts), makes this possible. Use value *All to request both PTF(s) and cover
letter(s) or value *Cvrltr to request cover letter(s) only.

The next two parameters, RmtCPName (Remote control point) and RmtNetID (Remote
network identifier), identify the remote service provider and the remote service provider
network. You should change parameter RmtCPName (default value *IBMSrv) only if you
are using a service provider other than IBM or are temporarily accessing another service
provider to obtain application-specific PTFs. Parameter RmtNetID must correctly identify
the remote service provider network. The value *NetAtr causes the system to refer to the
system’s network attributes to retrieve the local network identifier (you can view the
network attributes using the DspNetA, or Display Network Attributes, command). If you
change the local network identifier in the network attributes, you may then have to
override this default value when you order PTFs. Your network provider can give you
the correct RmtNetID if the default doesn’t work.

SndPTFOrd’s Delivery parameter determines how PTFs are delivered to you. A value
of *LinkOnly tells ECS to deliver PTFs only via the electronic link. The value *Any
specifies that the PTFs can be delivered using any available method. Most PTFs ordered
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using SndPTFOrd are downloaded immediately using ECS; however, PTFs that are too
large for electronic download are instead shipped by mail.

The next parameter, Order, specifies whether only the ordered PTFs are sent or also any
requisite PTFs you must apply before, or along with, the PTFs you're ordering. Value
*Required requests the PTFs you're ordering as well as any other required PTFs that accom-
pany them. Value *PTFID specifies that only those PTFs you're ordering are to be sent.

The last parameter, Reorder, specifies whether you want to reorder a PTF that's
currently installed or ordered. Valid values are *No and *Yes. Reorder(*Yes) is necessary if
you've previously sent for only the cover letter and now want to order the PTF itself. If
you permit Reorder to default to *No in this case, OS/400 won't order the PTF because it
thinks it’s already done so, when, in fact, you've received only the cover letter.

Ordering PTFs on the Internet
IBM provides a detailed overview of the Internet PTF download process, along with
detailed instructions, at the IBM iSeries and AS/400 Technical Support Web site,
bttp:/www.asd00service.ibm.com. The service is free and available to all iSeries and
AS/400 owners.

When you visit the site, select “Fixes and Updates” and then select “Internet PTF
Downloads (iPTF)” to reach the Internet PTF Downloads page. Then simply complete the
following few steps, and you’re ready to download PTFs:

1. Register for the service.
2. Configure your system, and start the appropriate services.

3. Test your PC’s Internet browser to ensure it supports the JavaScript programs used in
the download process.

4. Log on, identify the PTFs you want to download, and begin the download.

5. After you've downloaded the PTFs, you simply continue normal PTF application
procedures.

How Do You Install and Apply a PTF?

Installing a PTF includes two basic steps: loading the PTF and applying the PTF. The
process we outline here performs both the loading and the application of the PTF. Note
one caution concerning the process of loading and applying PTFs: You must not intervupt
any step in this process. Interrupting a step can cause problems significant enough to require
reloading the current version of the licensed internal code or the operating system. Make
sure, for example, that your electrical power is protected with an uninterruptible power
supply (UPS). Also note that for systems with logical partitions, the PTF process differs in
some critical ways; if you have such a system, be sure to read “PTFs and Logical
Partitioning (LPAR)” (page 97) for more information.

First, we'll look at loading and applying PTFs for the IBM licensed internal code. Then
we'll examine the process for loading and applying PTFs for licensed program products.
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Caution

Anytime you plan to add a significant number of PTFs to your system, you
should have a current backup. Our preference is for a full system backup,
but if that’s not possible, you should at least have a current backup of
system data (you can use option 22 on menu SAVE to back up system data).
Applying even a single PTF can result in catastrophic problems that require
you to reload the system. Fortunately, PTF application rarely causes such
devastation, but if this does happen, youw'll be relieved to know you have a
backup with which you can recover your system.

PTFs and Logical Partitioning (LPAR)

Although the basic steps of installing PTFs are the same for a system with logical partitions, some

important differences exist. Fail to account for these differences when you apply PTFs, and you could

find yourself with an inoperable system requiring lengthy recovery procedures. For systems with

logical partitions, heed the following warnings:

¢ When you load PTFs to a primary partition, shut down all secondary partitions before instalfing
the PTFs.

*  When using the Go PTF command on the primary partition, change the automatic IPL parameter
from its default value of *Yes to *No unless the secondary partitions are powered down.

These warnings, however, are only the beginning with respect to the differences imposed by logical
partitioning. There are also partition-sensitive PTFs that apply specifically to the lowest-level code that
controls logical partitions. These PTFs have special instructions that you must follow exactly. These
instructions include the following steps:

1. Permanently apply any PTFs superseded by the new PTFs.
2. Perform an IPL of all partitions from the A side.

3. Load the PTFs on all logical partitions using the LodPTF (Load PTF) command. Do not use the Go
PTF command.

. Apply the PTFs temporarily on all logical partitions using the ApyPTF (Apply PTF) command.
Power down all secondary partitions.

Perform a power down and IPL of the primary partition from side B in normal mode.
Perform normal-mode IPLs of all secondary partitions from side B.

Apply all the PTFs permanently using command ApyPTF.

© N o

When you receive partition-sensitive PTFs, always refer to any accompanying special instructions
before loading the PTFs onto your system.
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Installing Licensed Internal Code PTFs

Step 1. Print and review any cover letters that accompany the PTFs. Look especially for
any specific pre-installation instructions. You can do this by entering the DspPTF
(Display Program Temporary Fix) command and specifying the parameters
CoverOnly(*Yes) and either Output(*) or Output(*Print), depending on whether
you want to view the cover letter on your workstation or print the cover letter.

For example, to print the cover letter for PTF MF12345, you'd enter the following
DspPTF command:
DspPTF LicPgm(5769999) +

Select(MF12345) +

CoverOnly(*Yes) +
Output(*Print)

E Note

You can also access cover letters at the IBM Tech Support Web site by
following the “Technical Information & Databases” link.

Step 2. Determine which storage area your machine is currently using. The system
maintains two copies of all the IBM licensed internal code on your system. This
lets your system maintain one permanent copy while you temporarily apply
changes (PTFs) to the other area. Only when you’re certain you want to keep
the changes are those changes permanently applied to the control copy of the
licensed internal code. The permanent copy is stored in system storage area A,
and the copy considered temporary is stored in system storage area B. When
the system is running, it uses the copy you selected at your last IPL. Except for
rare circumstances, such as when serious operating system problems occur, the
system should always run using storage area B.

To apply PTFs to the B storage area, the system must actually IPL from the A
storage area and then IPL again on the B storage area to begin using those
applied PTFs. On older releases of OS/400, you had to manually IPL to the A
side, apply PTFs, and then manually IPL to the B side again. The system now
handles this IPL process automatically during the PTF install and apply process.

To determine which storage area you’re currently using, execute the command
DspPTF 5769999

and check the IPL source field to determine which storage area is current. You
will see either ##MACH#A or ##MACH#B, which tells you whether you are run-
ning on storage area A or B, respectively. If you are not running on the B
storage area, execute the following PwrDwnSys (Power Down System) command
before continuing with your PTF installation
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PwrDwnSys Option(*Immed) +
Restart(*Yes) +
IPLSrc(B)

Step 3. Enter Go PTF and press Enter to reach the Program Temporary Fix (PTF) panel.
Select the “Install program temporary fix package” option.

Step 4. Supply the correct value for the Device parameter, depending on whether you
received the PTF(s) on media or electronically. If you received the PTF(s) on
media, enter the name of the device you're using. If you received the PTE(s)
electronically, enter the value *Service. Then press Enter.

Step 5. The system then performs the necessary steps to temporarily apply the PTFs and
re-IPL to the B storage area. Once the IPL is complete, verify the PTF installation
(for instructions about how to do so, see “Verifying Your PTF Installation,” below).

Installing Licensed Program Product PTFs

Installing PTFs for licensed program products is almost identical to installing licensed internal
code PTFs, except that you don’t have to determine the storage area on which you're
currently running. The abbreviated process for licensed program products is as follows.

Step 1. Review any cover lefters that accompany the PTFs. Look especially for any spe-
cific pre-installation instructions.

Step 2. Enter Go PTF and press Enter to reach the Program Temporary Fix (PTF) panel.
Select the “Install program temporary fix package” option.

Step 3. Supply the correct value for the Device parameter, depending on whether you
received the PTF(s) on media or electronically. If you received the PTF(s) on
media, enter the name of the device you're using. If you received the PTF(s)
electronically, enter the value *Service. Then press Enter.

Step 4. After the TPL is complete, verify the PTF installation (see “Verifying Your PTF
Installation”).

Verifying Your PTF Installation

After installing one or more PTFs, you should verify the installation process before
resuming either normal system operations or use of the affected product. Use the system-
supplied history log to verify PTF installations by executing the DspLog (Display Log)
command, specifying the time and date you want to start with in the log:

DspLog Log(QHst) +
Period((StartTime StartbDate))

Be sure to specify a starting time early enough to include your PTF installation
information. On the Display Log panel, look for any messages regarding PTF installation.
If you have messages that describe problems, see Basic System Operation, Administration,
and Problem Handling (SC41-5206) for more information about what to do when your
PTF installation fails.
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When installing a cumulative PTF package, you can also use option 50, “Display log
for messages,” on the Work with Licensed Programs panel (to reach this panel, issue the
command Go LicPgm). The message log will display messages that indicate whether the
install was successtul.

How Current Are You?

One last thing that will help you stay current with your PTFs is knowing what cumulative
PTF package you currently have installed. To determine your current cumulative PTF
package level, execute the command

DspPTF LicPgm(57695%1)

The ensuing display panel shows the identifiers for PTFs on your system. The panel lists PTFs
in decreasing sequence, showing cumulative package information first, before individual
PTFs. Cumulative packages start with TC or TA and end with five digits that represent the
Julian date (in yyddd format) for the particular package. PTF identifiers that start with TC
indicate that the entire cumulative package has been applied; those starting with TA
indicate that HIPER PTFs and HIPER licensed intemnal code fixes have been applied.

To determine the level of licensed internal code fixes on your system, execute the
command

DspPTF LicPgm(5769999)

Identifiers beginning with the letters TL and ending with the five-digit Julian date indicate
the cumulative level. Typically, you want the levels for TC, TA, and TL packages to match.
This circumstance indicates that you've applied the cumulative package to licensed
program products as well as to licensed internal code.

Developing a Proactive PTF Management Strategy

We can't overstate the importance of developing sound PTF management processes. A
proactive PTF management strategy lessens the impact to your organization that can result
from program failures by avoiding those failures, ensuring optimal performance, and
maximizing availability.

Because environments vary, no single strategy applies to all scenarios. However, you
should be aware of certain guidelines when evaluating your environment and establishing
scheduled maintenance procedures. Your PTF maintenance strategy should include
provisions for preventive service planning, preventive service, and corrective service.

Preventive Service Planning

Planning your preventive measures is the first step to effective PTF management. To help
you with planning, IBM publishes several Preventive Service Planning documents in the
form of informational PTFs. The easiest and fastest way to obtain these documents is from
the IBM Service Web site. Following are some minimum recommendations for PSP review.
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You should start with the software and hardware PSP information documents by
ordering SF98vrm (Current Cumulative PTF Package) and MF98urm (Hardware Licensed
Internal Code Information), respectively. These documents contain service recommendations
conceming critical PTFs or PTFs that are most likely to affect your system, as well as a list
of the other PSP documents from which you can choose. You should order and review
SF98vrm and MF98urm at least monthly.

Between releases of cumulative PTF packages, you may need to order individual PTFs
critical to sound operations. If you review no other additional PSP documents, review the
information for HIPER PTFs and Defective PTFs. These documents contain information
about critical PTFs. At a minimum, review this information weekly.

In years past, PSP documents contained enough detail to let you determine the nature
of the problems that PTFs fixed. Unfortunately, that's no longer the case. With problem
descriptions such as “Data Integrity” and “Usability of a Product’s MAJOR Function,” you
often must do a little more work to determine the nature of problems described in the
PSP documents by referring to PTF cover letters.

In addition to reviewing PSP documents, consider subscribing to IBM's AS/400 Alert
offering. This service notifies you weekly about HIPER problems, defective PTFs, and the
latest cumulative PTF package. You can receive this information by fax or mail. To leam
more about this service, go to b#tp.//www.ibm.com/Services.

Preventive Service

Preventive measures are instrumental to your system’s health. Remember the old adage
“An ounce of prevention...”? Suffice it to say we've seen situations where PIFs would
have saved tens of thousands of dollars. Avoid problems, and you avoid their associated
high costs.

Preventive maintenance includes regular application of cumulative and group PTF
packages and Client Access service packs. Because all of these are collections of PTFs,
your work is actually quite easy. There’s no need to wade through thousands of PTFs to
determine those you need. Instead, simply order and apply the packages.

Cumulative PTF packages are your primary preventive maintenance aid. Released on
a periodic basis, they should be applied soon after they become available — usually every
three to four months. This rule of thumb is especially true if you're using the latest
hardware or software releases or making significant changes to your environment.

In conjunction with cumulative PTF packages, you should stay current with any group
PTF packages applicable to your environment, as well as with Client Access service packs
if appropriate. You can find Client Access service pack information and download service
packs by following the links at bup./uww.as400.ibm.com/clientaccess.
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Corrective Service
Even the most robust and aggressive scheduled maintenance efforts can’t thwart all possible
problems. When you experience problems, you need to find the corrective PTFs.

Ferreting out of PSP information about individual problems and fixes is without a
doubt the most detailed of the tasks in managing PTFs. However, if you take the time to
learn your way around PSP information and PTF cover letters, you'll be able to find timely
resolution to your problems.

Your goal should be to minimize the corrective measures required. In doing so, your
environment will be dramatically more stable operationally. With robust preventive service
planning and preventive service measures, your corrective service issues will be minimal.
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Chapter 7

Getting Your Message Across: User-to-User

Sooner or later, you'll want to use messages on your system. For instance, you might need
to have a program communicate with a user or a workstation to request input, report a
problem, or simply update a user or system operator about the status of the program
(e.g., “Processing today’s invoices™). Another time, your application might need to com-
municate with another program. Program-to-program messages can include informational,
notification, status, completion, diagnostic, escape, and request messages, each of which
aids in developing program function, problem determination, or application auditing. “File
YourLib/YourObj not found” is an example of a diagnostic program-to-program message.

You or your users can also send messages to one or more users or workstations on
the spur of the moment. Sometimes called impromptu messages, user-to-user messages
aren’t predefined in a message file. They might simply convey information, or they might
require a response (e.g., “Joe, aliens have just landed and taken the programming
manager hostage. What should we do??”). User-to-user messages can serve as a good
introduction to iSeries messaging.

Sending Messages 101

To send user-to-user messages, you use one of three commands or a feature of
Operational Assistant (an OS/400 facility that provides menus and displays to help end
users perform common tasks). Commands SndMsg, SndBrkMsg, and SndNetMsg are
similar, yet each offers its own unique features.

SndMsg (Send Message) is the most commonly used message command — you can
use it even if LmtCpb(*Yes) is specified on your user profile — and the easiest to leamn.
Figure 7.1 shows the SndMsg prompt screen.

To access the SndMsg command, you can

* key SndMsg on a command line
e select option 5 (Send a message) on the System Request menu
e select option 3 (Send a message) on the User Task menu
The message string you enter in the SndMsg command’s Msg (Message text)
parameter can be up to 512 characters long. To specify the message destination, you enter

a user profile name in the ToUsr (To user profile) parameter. ToUsr can have any of the
following values:

o UserProfileName — to send the message to a user's message queue (which may or
may not have the same name as the user profile)

* *SysOpr — to send the message to the system operator’s message queue
(QSys/QSysOpr)
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FIGURE 7.1
Send Message (SNDMSG) Panel

Send Message (SNDMSG)
Type choices, press Enter.

Message text . . . . . .

To user profile . . . . . . . . Name, *SYSOPR, *ALLACT...

To message queue . . . . . . . . Name, *SYSOPR, *HSTLOG

Library . . . . . & « . o . . *LIBL, Name, *LIBL, *CURLIB

+ for more values
*| IBL

Message type . . . . « .« . . . . *INFO *INFO, *INQ
Message queue to get reply . . . *WRKSTN_____ Name, *WRKSTN

Library . . . . . . . - e e s Name, *LIBL, *CURLIB
Coded character set ID . . . . . *JOB, 1-65535, *HEX, *JOB A/J

e *AllAct — to send the message to the message queue of every user currently signed
on to the system (note that *AllAct isn't valid when MsgType(*Ing) is also specified)

¢ *Requester — to send the message to either the requesting user profile’s message
queue (for interactive jobs) or the system operator message queue (when the command
is executed from within a batch job)

For example, say you simply want to inform John Smith, a co-worker, of a meeting.
You could enter

SndMsg Msg('John - Qur meeting today will be at 4:00. Jim') +
ToUsr{JSmith)

Another way to specify the message destination is to enter up to 50 message queue
names in SndMsg’s ToMsgQ (To message queue) parameter. You can specify any external
message queue on your system, including the workstation, user profile, or system history
log (QHst) message queue. (For more information about sending messages to QHst, see
“Sending Messages into History,” page 105.) Specifying more than one message queue is
valid only for informational messages, with the exception that inquiry messages can
specify two message queues if one of them is *HstLog.

The MsgType (Message type) parameter lets you specify whether the message you're
sending is an informational (*Info, the default) or inquiry (*Ing) message. Like an
informational message, an inquiry message appears on the destination message queue as
text. However, an inquiry message also presents a response line to the user and waits for
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Sending Messages into History

One feature of the SndMsg (Send Message) command s its ability to send a message to the system'’s
history log, QHst. QHst automatically tracks high-level activities on your system, such as job starts
and completions, device status changes, system operator messages and replies, and PTF activity. (For a
more thorough description of QHst, see Chapter 14.)

Sending messages to QHst can enhance application auditing. For instance, say you want to
monitor a certain report to determine who uses it and how often. In a CL program that submits or
executes the report, you could simply add a statement such as
SndMsg Msg('Report ABCPRINT requested by user' *BCat +

gUsrPrf) +
ToMsgQ(QHst)

where &UsrPrf is a CL variable that contains the current user profile name, which the program can
retrieve by using the RtvUsrPrf (Retrieve User Profile) command. You could then use the Dsplog
{Display Log) command to display the contents of QHst.

This is just one example of the kind of tracking you can do. For instance, the SndPgmMsg (Send
Program Message) command lets you perform this function as well. Experiment with these commands,
and see how sending messages to QHst can give you insight into the way your applications are
being used.

a reply. If you wanted to schedule a meeting with John and be sure he received your
message, you could enter
SndMsg Msg('John - Will 4:00 be a good time for our meeting today? Jim') +

ToUsr(JSmith) +
MsgType(*Ing)

The RpyMsgQ (Message queue to get reply) parameter specifies which message queue
should receive the response to the inquiry message. Because the default for RpyMsgQ is
*Wrkstn, John’s reply would be sent to your (the sender’s) workstation message queue.

Message Delivery with SndMsg

As you can see, the SndMsg command provides a simple way to send a message or
inquiry to someone else on the local system. However, it has one quirk. Although SndMsg
can send a message to a message queue, it is the message queue delivery mode attribute,
Dlvry (Delivery), that defines how the message will be received. The delivery mode can
be any of the following values:

e *Break — This mode is typically used so that the user is interrupted with a message
when it is received. When you specify *Break mode for the message queue, you also
specify a program to process the message immediately upon its arrival in the message
queue. You can specify special value *DspMsg for the program attribute, in which
case the program is a system-supplied program that interrupts the user by displaying
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the message. Or, you can designate a user-written program to receive control when a
message arrives on the message queue. This program can perform any desired pro-
cessing, and, unless that processing includes a command to display the message, the
user is not interrupted. It’s possible to defeat the interruption by setting the job’s
BrkMsg (Break message handling) attribute to a value other than *Normal — namely,
to *Notify or *Hold. In that case, the message is processed as if the message queue
itself specified a delivery mode of *Notify or *Hold.

* *Notify — This mode causes a workstation alarm to sound and illuminates the “message
wait” indicator on the display to alert the user to the fact that a message has arrived.

¢ *Hold — This mode causes the system to make no notification of the arrival of a
message. The user must display the messages on the message queue to determine
whether any messages have arrived.

e *Dft — This mode causes the system to reply to messages requiring a reply with their
default reply value. No messages are added to the message queue unless the message
queue is QSysOpr.

Each of these delivery modes is appropriate for specific circumstances, and the mode you
select is largely a matter of personal preference.

| Break for Messages

With command SndMsg, the recipient determines the message delivery mode. The
SndBrkMsg (Send Break Message) command, on the other hand, lets the message’s sender
specify that a message should interrupt the recipient regardless of the delivery mode,
break-handling program, or severity filter specified by the recipient. This option is useful if
you must send an urgent message to another user. There’s a consideration, however: The
recipient can prevent the interruption by setting his or her job’s BrkMsg attribute to *Notify
or *Hold.

Figure 7.2 shows the SndBrkMsg prompt screen. Three other differences exist
between the SndBrkMsg command and the SndMsg command. First, SndBrkMsg provides
only the ToMsgQ (To work station message queue) parameter on which to specify a
destination (i.e., you can name only workstation message queues as destinations). Second,
SndBrkMsg lets you specify the value *AllWs (all workstations) in parameter ToMsgQ to
send a message to all workstation message queues, Third, when SndBrkMsg sends a
message to a message queue whose delivery mode is *Dft, the message is added to the
message queue.

The following is a sample message intended for all workstations on the system:
SndBrkMsg Msg('Please sign off the system immediately. The system +

will be unavailable for the next 30 minutes.') +
ToMsgQ(*Allws)

This message will go immediately to all workstation message queues and, when possible,
will be displayed on all active workstations. If a workstation isn't active, the message will
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FIGURE 7.2
Send Break Message (SNDBRKMSG) Panel

(f Send Break Message (SNDBRKMSG)
Type choices, press Enter.

Message text . . . . . ., . . . .

To work station message queue . Name, *ALLWS
Library . . . . . . . . . . . *|LIBL Name, *LIBL
+ for more values
* | IBL
Message type . . . - . . .« = . . *INFO *INFO, *INQ
Message queue to get reply . . . QSYSOPR____ Name
Library . . . . . . . . . .. *LIBL Name, *LIBL

Additional Parameters

Coded character set ID . . . . . *JOB 1-65535, *HEX, *JOB

- J

simply be added to the queue and displayed when the workstation becomes active and
the message queue is allocated.

Messaging with Operational Assistant

0S8/400’s Operational Assistant provides perhaps the simplest user-to-user messaging
interface. You can access the messaging feature either from the ASSIST menu (enter Go
Assist and select option 4, Send messages) or by calling the menu option’s system-
supplied program, QEZSndMg. Figure 7.3 shows the resulting Send a Message panel.

You'll probably notice right away that this option is straightforward in its use. At its
simplest, you type the message you want to send (up to 494 characters), list the users to
whom you want to send the message, and then press F10 to send it. The system sends
the message to the user message queue of each user you list.

If you require a reply to the message or you want to interrupt the users, you can
specify so. Be aware, though, that QEZSndMg sports one characteristic that's less than
straightforward: If you indicate that you want to interrupt the users, the message isn't
actually sent to the user message queue of the selected users. Instead, for each listed user,
the system sends the message to the workstation message queues of all workstations to
which that user is signed on. If a user is signed on to four sessions, he or she will receive
the message four times — once at each session. And if you've required a reply, you'll
receive four responses! If the user isn't signed on to the system when the message is sent,
the message is sent to the user message queue.
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FIGURE 7.3
Send a Message Panel

- )

Send a Message

Type information below, then press F1D to send.
Message needs reply . . . . . . N Y=Yes, N=No
Interrupt user . . . . . . . . . N Y=Yes, N=No

Message text . . . . . . . . . .

Send to . . . . . .. ... . Name, F4 for Llist

- _J
In Chapter 29, we discuss user-defined command SndBrkMsgU, which enhances the
function provided by program QEZSndMg. The enhancements are primarily for use in

programs, but you can also use SndBrkMsgU to send message to users if you prefer a
command interface to that provided by the ASSIST menu.

Casting Network Messages

The remaining command available for sending messages to other users is- SndNetMsg
(Send Network Message), shown in Figure 7.4. As with SndMsg and SndBrkMsg, you can
type an impromptu message in this command’s Msg (Message text) parameter. However,
with SndNetMsg, the maximum length of the message is 256 characters, rather than the
512-character limit of SndMsg and SndBrkMsg.

The distinguishing feature of the SndNetMsg command is its destination parameter,
ToUstID (User ID). The value you specify for ToUstID must be either a valid network user
ID or a valid distribution list name (i.e., the name of a list of network user IDs). You can
specify up to 50 user IDs to receive the message, and you can mix user IDs with distribution
lists if you like. If necessary, you can add network user IDs to the system network directory
using the WrkDir (Work with Directory) command. Each network user ID is associated
with a user profile on a local or remote system in the network.

There are two situations in which the SndNetMsg command is more appropriate than
SndMsg or SndBrkMsg. First, you might need this command if your system is in a
network, because SndMsg and SndBrkMsg can’'t send messages to a remote system.
Second, you can use SndNetMsg to send messages to groups of users on a network
(including users on your local system) using a distribution list. You create a distribution
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FIGURE 7.4
Send Network Message (SNDNETMSG) Panel

Send Network Message (SNDNETMSG)
Type choices, press Enter.

Message text . . .

User ID: -
User ID . . . . & « & &« &« o & Character value
Address . . . . . . . . . . . Character value

N _J

list using the CrtDstL (Create Distribution List) command and add the appropriate network
user IDs to the list using the AddDstLE (Add Distribution List Entry) command.

When you specify a distribution list as the message destination, the message is
distributed to the message queue of each network user in the list. For example, if
distribution list Pgmrs consists of network user IDs for Bob, Jim, Linda, and Sue, you
could send the same message to each of these users (and give them reason to remember
you on Boss’s Day) by executing the following command:

SndNetMsg Msg('Thanks for your hard work on the order entry project. +
Go home early today and enjoy a Little time off.') +
ToUsrId(Pgmrs)

The only requirements for this method are that user profiles have valid network user IDs
in the network directory and that SNA Distribution Services (SNADS) be active (you can
start SNADS by starting the QSNADS subsystem).

As you can see, you have more than one option when sending user-to-user messages.
You're ready now to move on to program-to-user and program-to-program messages, but
these are topics for another day. Meanwhile, this introduction to messages should get you
started and whet your appetite for learning more.
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Chapter 8

Secrets of a Message Shortstop

by Bryan Meyers

What makes the OS/400 operating system tick? You could argue that messages are really
at the heart of the iSeries. The system uses messages to communicate between processes.
It sends messages noting the completion of jobs or updating the status of ongoing jobs.
Messages tell when a job needs some attention or intervention. The computer dispatches
messages to a problem log so the operator can analyze any problems the system may be
experiencing. You send requests in the form of messages to the command processor
when you execute commands. You can design screens and reports that use messages
instead of constants, thus enabling multilingual support. And, of course, users can send
impromptu messages to and receive them from other workstation users on the system.

With hundreds of messages flying around your computer at any given moment, it’s
important to have some way to catch those that relate to you — and that might require
some action. IBM provides several facilities to organize and handle messages, and you can
create programs to further define how to process messages. This chapter explores three
methods of message processing:

» the system reply list
s break-handling programs

o default replies

The system reply list lets you specify that the operating system is to respond auto-
matically to certain predefined inquiry messages without requiring that the user reply to
them. A break-bandling program lets you receive messages and process them according
to their content. The reply list and the break-handling program have similar functions and
can, under some conditions, accomplish the same result. The reply list tends to be easier
to implement, while a break-handling program can be much more flexible in the way it
handles different kinds of messages. The third message-handling technique, the defauit
reply, lets you predefine an action that the computer will take when it encounters a
specific message; the reply becomes a built-in part of the message description.

Return Reply Requested

The general concept of the system reply list is quite simple. The reply list primarily
consists of message identifiers and reply values for each message. There’s only one reply
list on the system (hence the official name, “system reply list”). When a job using the
reply list encounters a predefined inquiry message, OS/400 searches the reply list for an
entry that matches the message ID (and the comparison data, covered later). When a
matching entry exists, the system sends the listed reply without intervention from the user
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or the system operator. When the system finds no match, it sends the message to the user
(for interactive jobs) or to the system operator (for batch jobs).

A job doesn’t automatically use the system reply list; you must specify that the reply
list will handle inquiry messages. To do so, indicate InqMsgRpy(*SysRpyL) within any of
the following commands:

* Bchjob (Batch Job)
e Sbmjob (Submit Job)
* ChgJob (Change Job)
e CrtfobD (Create Job Description)
e ChgJobD (Change Job Description)
IBM ships the iSeries with the system reply list already defined as shown in Figure 8.1.

This predefined reply list issues a “D” (job dump) reply for inquiry messages that indicate
a program failure.

FIGURE 8.1
Shipped System Reply List

Sequence Message Comparison Start Reply Dump
number (SeqNbr) identifier (MsgiD) data (CmpDta) (Start) (Rpy) (Dump)
10 CPA0700 *None — D *Yes
20 ~ RPGO00O *None — ; oD ~ *Yes
30 CBE000O *None — D *Yes
40 PLI0O000 *None — D *Yes

Each entry in the system reply list consists of a unique sequence number (SeqNbr), a
message identifier (MsgID), optional comparison data (CmpDta) and starting position
(Start), a reply value (Rpy), and a dump attribute (Dump). Note that the reply list uses the
same convention as the MonMsg (Monitor Message) command for indicating generic
ranges of messages; for example, “RPG0000” matches all messages that begin with the
letters “RPG,” from RPG0001 through RPG9999.

You can modify the supplied reply list by adding your own entries using the
following commands:

o WrkRpyLE (Work with Reply List Entries)
o AddRpyLE (Add Reply List Entry)

¢ ChgRpyLE (Change Reply List Entry)

¢ RmvRpyLE (Remove Reply List Entry)

Figure 8.2 lists some possibilities to consider for your own reply list. Let’s look at each
component of the system reply list individually.
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FIGURE 8.2
Modified System Reply List
Sequence Message Comparison Start Reply Dump
number (SeqNbr) identifier (MsgiD) data (CmpDta) {Start) (Rpy) {Dump)
8 CPF3773 *None — ! *No
9 CPF3130 *None — R *No
10 CPAO700 *None — D *Yes
15 CPA3394 PRT3816 41 c *No
16 ~ CPA33%4 *None — *Rqd *No
17 CPA4002 ~ PRT3816 1T I *No
18 CPA4002 PRTHPLASER 1 | *No
19 CPA4002 ; *None —_ *Rad *No
20 RPGO000 *None — D *Yes
30 ‘ CBE000O *None ’ — D *Yes
40 PLIO00O  *None - D *Yes

A Table of Matches

The system searches the reply list in ascending sequence-number order. Therefore, if you
have two list entries that would satisfy a match condition, the system uses the entry with
the lowest sequence number. The message identifier can indicate a specific message (e.g.,
RPG1241) or a range of messages (e.g., RPG1200 for any RPG messages from RPG1201
through RPG1299), or you can use *Any as the message identifier for an entry that will
match any inquiry message, regardless of its identifier.

E Note

The reply list message identifiers are independent of the message files. If
you have two message files with the message ID USR9876, for example
(rarely a good idea), the system reply list treats both messages the same.

You should use the *Any message identifier with great care. It is a catch-all entry that
ensures the system reply list handles all messages, regardless of their message identifier. If
you use this identifier, it should be at the end of your reply list, with sequence number
9999. You should also be confident that the reply in the entry will be appropriate for any
error condition that might occur. If the system reply list gets control of any message other
than the listed ones, it performs a dump and then replies to the message using the default
reply from the message description. If you don't use *Any, the system sends unmonitored
messages to the operator.

The comparison data is an optional component of the reply list. You use comparison
values when you want to send different replies for the same message, depending on the
contents of the message data. The format of the message data is defined when you or IBM
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creates the message. To view the format, use the DspMsgD (Display Message Description)
command. When a reply list entry contains comparison values, the system compares the
values with the message data from the inquiry message. If you indicate a starting position
in the system reply list, the comparison begins at that position in the message data. If the
message data comparison value matches the list entry comparison value, the system uses
the list entry to reply to the message; otherwise, it continues to search the list. For example,
Figure 8.2 shows three list entries for the CPA4002 (Align forms) message. When the
system encounters this message, it checks the message data for the name of the printer
device. If the device name matches either the “PRT3816” or “PRTHPLASER” comparison
data, the system automatically replies with the I (Ignore) response; otherwise, it requires
the user or the system operator to respond to the message.

You use the reply value portion of the reply list entry to indicate how the system
should handle the message in this entry. Your three choices are

* indicate a specific reply (up to 32 characters) that the system automatically returns to
the job in response to the message (e.g., I, R, D, and C in Figure 8.2)

¢ use *Dft (Default) to have the system send the message default reply from the message
description

¢ use *Rqd (Required) to require the user or system operator to respond to the message,
just as if the job were not using the reply list

The system reply list's dump attribute tells the system whether to perform a job dump
when it encounters a message matching this entry. Valid values are *Yes and *No. You can
request a job dump no matter what you specify for a reply value. The system dumps the
job before it replies to the message and returns control to the program that originated the
message. The dump then serves as a snapshot of the conditions that caused a particular
inquiry message to appear.

Although the reply list is a system-wide entity, you can use it with a narrower focus.
Figure 8.3 shows parts of a CL program that temporarily changes the system reply list and
then uses the changed list for message handling, checking for certain inquiry messages
and issuing replies appropriate to the program. At the end, the program returns the system
reply list to its original condition.

You should limit this approach to programs run on a dedicated or at least a fairly
quiet system. Candidates for this method include such jobs as software installation or
nightly processing.
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FIGURE 6.1
SndPTFOrd Command Prompt

Send PTF Order (SNDPTFORD)
Type choices, press Enter.

PTF description: PTFID
PTF identifier PP
Product . . . . . . . . . . . *ONLYPRD___
Release . . . . . . . . . . . *ONLYRLS___
+ for more values
PTF parts f e e e e e .PTFPART *ALL
Remote control point . . . . . .RMTCPNAME *IBMSRV____
Remote network identifier . . .RMTNETID *NETADR____
Additional Parameters
Delivery method . . . . . . . .DELIVERY *LINKONLY
Order . . . . . . . . . . . . .ORDER *REQUIRED
Reorder . . . . . . . . . . . .REORDER *NO__

Bottom
F3=Exit F4=Prompt F5=Refresh F12=Cancel F13=How to use this display
F24=More keys

\_ J

Two restrictions apply to the Product and Release elements of the PTFID parameter.
First, if you specify a particular product, you also must specify a particular release level.
Second, if you specify *OnlyPrd for the product element, you also must specify *OnlyRls
for the release element.

From time to time, you may want to download only a cover letter to determine
whether a particular PTF is necessary for your system. The next SndPTFOrd parameter,
PTFPart (PTF parts), makes this possible. Use value *All to request both PTF(s) and cover
letter(s) or value *Cvrltr to request cover letter(s) only.

The next two parameters, RmtCPName (Remote control point) and RmtNetID (Remote
network identifier), jdentify the remote service provider and the remote service provider
network. You should change parameter RmtCPName (default value *IBMSrv) only if you
are using a service provider other than IBM or are temporarily accessing another service
provider to obtain application-specific PTFs. Parameter RmtNetD must correctly identify
the remote service provider network. The value *NetAtr causes the system to refer to the
system’s network atiributes to retrieve the local network identifier (you can view the
network attributes using the DspNetA, or Display Network Attributes, command). It you
change the local network identifier in the network attributes, you may then have to
override this default value when you order PTFs. Your network provider can give you
the correct RmtNetID if the default doesn't work.

SndPTFOrd’s Delivery parameter determines how PTFs are delivered to you. A value
of *LinkOnly tells ECS to deliver PTFs only via the electronic link. The value *Any
specifies that the PTFs can be delivered using any available method. Most PTFs ordered
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using SndPTFOrd are downloaded immediately using ECS; however, PTFs that are too
large for electronic download are instead shipped by mail.

The next parameter, Order, specifies whether only the ordered PTFs are sent or also any
requisite PTFs you must apply before, or along with, the PTFs you're ordering. Value
*Required requests the PTFs you're ordering as well as any other required PTFs that accom-
pany them. Value *PTFID specifies that only those PTFs you're ordering are to be sent.

The last parameter, Reorder, specifies whether you want to reorder a PTF that's
currently installed or ordered. Valid values are *No and *Yes. Reorder(*Yes) is necessary if
you've previously sent for only the cover letter and now want to order the PTF itself. If
you permit Reorder to default to *No in this case, OS/400 won't order the PTF because it
thinks it's already done so, when, in fact, you've received only the cover letter.

Ordering PTFs on the Internet
IBM provides a detailed overview of the Internet PTF download process, along with
detailed instructions, at the IBM iSeries and AS/400 Technical Support Web site,
butpr/www.as400service.ibm.com. The service is free and available to all iSeries and
AS/400 owners.

When you visit the site, select “Fixes and Updates™ and then select “Internet PTF
Downloads (iPTF)” to reach the Intemet PTF Downloads page. Then simply complete the
following few steps, and you're ready to download PTFs:

1. Register for the service.
2. Configure your system, and start the appropriate services.

3. Test your PC’s Internet browser to ensure it supports the JavaScript programs used in
the download process.

4. Log on, identify the PTFs you want to download, and begin the download.

5. After you've downloaded the PTFs, you simply continue normal PTF application
procedures.

How Do You Install and Apply a PTF?

Installing a PTF includes two basic steps: loading the PTF and applying the PTF. The
process we outline here performs both the loading and the application of the PTF. Note
one caution concerning the process of loading and applying PTFs: You must not interrupt
any step in this process. Interrupting a step can cause problems significant enough to require
reloading the current version of the licensed internal code or the operating system. Make
sure, for example, that your electrical power is protected with an uninterruptible power
supply (UPS). Also note that for systems with logical partitions, the PTF process differs in
some critical ways; if you have such a system, be sure to read “PTFs and Logical
Partitioning (LPAR)” (page 97) for more information.

First, we'll look at loading and applying PTFs for the IBM licensed internal code. Then
we'll examine the process for loading and applying PTFs for licensed program products.
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Caution
Anytime you plan to add a significant number of PTFs to your system, you
should have a current backup. Our preference is for a full system backup,
but if that’s not possible, you should at least have a current backup of
system data (you can use option 22 on menu SAVE to back up system data).
Applying even a single PTF can result in catastrophic problems that require
you to reload the system. Fortunately, PTF application rarely causes such
devastation, but if this does happen, you'll be relieved to know you have a
backup with which you can recover your system.

PTFs and Logical Partitioning (LPAR)

Although the basic steps of installing PTFs are the same for a system with logical partitions, some

important differences exist. Fail to account for these differences when you apply PTFs, and you could

find yourself with an inoperable system requiring lengthy recovery procedures. For systems with

logical partitions, heed the following warnings:

¢ When you load PTFs to a primary partition, shut down all secondary partitions before installing
the PTFs.

¢ When using the Go PTF command on the primary partition, change the automatic IPL parameter
from its default value of *Yes to *No unless the secondary partitions are powered down.

These warnings, however, are only the beginning with respect to the differences imposed by logical
partitioning. There are also partition-sensitive PTFs that apply specifically to the lowest-leve! code that
controls logical partitions. These PTFs have special instructions that you must follow exactly. These
instructions include the following steps:

1. Permanently apply any PTFs superseded by the new PTFs.

2. Perform an IPL of all partitions from the A side.

3. Load the PTFs on all logical partitions using the LodPTF {Load PTF) command. Do not use the Go
PTF command.

Apply the PTFs temporarily on all logical partitions using the ApyPTF (Apply PTF) command.
Power down all secondary partitions.

Perform a power down and IPL of the primary partition from side B in normal mode.
Perform normal-mode IPLs of all secondary partitions from side B.

Apply all the PTFs permanently using command ApyPTF.

When you receive partition-sensitive PTFs, always refer to any accompanying special instructions
before loading the PTFs onto your system.

97
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Installing Licensed Internal Code PTFs
Step 1. Print and review any cover letters that accompany the PTFs. Look especially for
any specific pre-installation instructions. You can do this by entering the DspPTF
(Display Program Temporary Fix) command and specifying the parameters
CoverOnly(*Yes) and either Output(*) or Output(*Print), depending on whether
you want to view the cover letter on your workstation or print the cover letter.

For example, to print the cover letter for PTF MF12345, you'd enter the following
DspPTF command:
DspPTF LicPgm(5769999) +

Select(MF12345) +

CoverOnly(*Yes) +
Output(*Print)

2
Note

You can also access cover letters at the IBM Tech Support Web site by
following the “Technical Information & Databases” link.

Step 2. Determine which storage area your machine is currently using. The system
maintains two copies of all the 1BM licensed internal code on your system. This
lets your system maintain one permanent copy while you temporarily apply
changes (PTFs) to the other area. Only when you're certain you want to keep
the changes are those changes permanently applied to the control copy of the
licensed internal code. The permanent copy is stored in system storage area A,
and the copy considered temporary is stored in system storage area 3. When
the system is running, it uses the copy you selected at your last IPL. Except for
rare circumstances, such as when serious operating system problems occur, the
system should always run using storage area B.

To apply PTFs to the B storage area, the system must actually 1PL from the A
storage area and then IPL again on the B storage area to begin using those
applied PTFs. On older releases of OS/400, you had to manually IPL to the A
side, apply PTFs, and then manually IPL to the B side again. The system now
handles this IPL process automatically during the PTF install and apply process.
To determine which storage area you're currently using, execute the command
DspPTF 5769999

and check the IPL source field to determine which storage area is current. You
will see either #MACH#A or ##MACH#B, which tells you whether you are run-
ning on storage area A or B, respectively. If you are not running on the B
storage area, execute the following PwrDwnSys (Power Down System) command
before continuing with your PTF installation
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PwrbDwnSys Option(*Immed) +
Restart(*Yes) +
IPLSrc(B)

Stepr 3. Enter Go PTF and press Enter to reach the Program Temporary Fix (PTF) panel.
Select the “Install program temporary fix package” option.

Stepr 4. Supply the correct value for the Device parameter, depending on whether you
received the PTR(s) on media or electronically. If you received the PTF(s) on
media, enter the name of the device you're using. If you received the PTF(s)
electronically, enter the value *Service. Then press Enter.

Step 5. The system then performs the necessary steps to temporarily apply the PTFs and
re-IPL to the B storage area. Once the IPL is complete, verify the PTF installation
(for instructions about how to do so, sce “Verifying Your PTF Installation,” below).

Installing Licensed Program Product PTFs

Installing PTFs for licensed program products is almost identical to installing licensed internal
code PTFs, except that you don't have to determine the storage area on which you're
currently running. The abbreviated process for licensed program products is as follows.

Step 1. Review any cover letters that accompany the PTFs. Look especially for any spe-
cific pre-installation instructions.

Step 2. Enter Go PTF and press Enter to reach the Program Temporary Fix (PTF) panel.
Select the “Install program temporary fix package” option.

Step 3. Supply the correct value for the Device parameter, depending on whether you
received the PTE(s) on media or electronically. If you received the PTF(s) on
media, enter the name of the device you're using. If you received the PTFE(s)
electronically, enter the value *Service. Then press Enter.

Step 4. After the 1PL is complete, verify the PTF installation (see “Verifying Your PTF
Installadon™).

Verifying Your PTF Installation

After installing one or more PTFs, you should verity the installation process before
resuming either normal system operations or use of the affected product. Use the system-
supplied history log to verify PTF installations by executing the DspLog (Display Log)
command, specifying the time and date you want to start with in the log:

DspLog Log(QHst) +
Period((StartTime StartDate))

Be sure to specify a starting time early enough to include your PTF installation
information. On the Display Log panel, look for any messages regarding PTF installation.
If you have messages that describe problems, see Basic System Operation, Administration,
and Problem Handling (SC41-5200) for more information about what ©© do when your
PTF installation fails.
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When installing a cumulative PTF package, you can also use option 50, “Display log
for messages,” on the Work with Licensed Programs panel (to reach this panel, issue the
command Go LicPgm). The message log will display messages that indicate whether the
install was successful.

How Current Are You?

One last thing that will help you stay current with your PTFs is knowing what cumulative
PTF package you currently have installed. To determine your current cumulative PTF
package level, execute the command

DspPTF LicPgm(5769SS51)

The ensuing display panel shows the identifiers for PTFs on your system. The panel lists PTFs
in decreasing sequence, showing cumulative package information first, before individual
PTFs. Cumulative packages start with TC or TA and end with five digits that represent the
Julian date (in yyddd format) for the particular package. PTF identifiers that start with TC
indicate that the entire cumulative package has been applied; those starting with TA
indicate that HIPER PTFs and HIPER licensed internal code fixes have been applied.

To determine the level of licensed internal code fixes on your system, execute the
command

DspPTF LicPgm(5769999)

Identifiers beginning with the letters TL and ending with the five-digit Julian date indicate
the cumulative level. Typically, you want the levels for TC, TA, and TL packages to match.
This circumstance indicates that you've applied the cumulative package to licensed
program products as well as to licensed internal code.

Developing a Proactive PTF Management Strategy

We can't overstate the importance of developing sound PTF management processes. A
proactive PTF management strategy lessens the impact to your organization that can result
from program failures by avoiding those failures, ensuring optimal performance, and
maximizing availability.

Because environments vary, no single strategy applies to all scenarios. However, you
should be aware of certain guidelines when evaluating your environment and establishing
scheduled maintenance procedures. Your PTF maintenance strategy should include
provisions for preventive service planning, preventive service, and corrective service.

Preventive Service Planning

Planning your preventive measures is the first step to effective PTF management. To help
you with planning, IBM publishes several Preventive Service Planning documents in the
form of informational PTFs. The easiest and fastest way to obtain these documents is from
the IBM Service Web site. Following are some minimum recommendations for PSP review.
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You should start with the software and hardware PSP information documents by
ordering SFO8vrm (Current Cumulative PTF Package) and MF98vrm (Hardware Licensed
Internal Code Information), respectively. These documents contain service recommendations
concerning critical PTFs or PTFs that are most likely to affect your system, as well as a list
of the other PSP documents from which you can choose. You should order and review
SFO8vrm and MF98vrm at least monthly.

Between releases of cumulative PTF packages, you may need to order individual PTFs
critical to sound operations. If you review no other additional PSP documents, review the
information for HIPER PTFs and Defective PTFs. These documents contain information
about critical PTFs. At a minimum, review this information weekly.

In years past, PSP documents contained enough detail to let you determine the nature
of the problems that PTFs fixed. Unfortunately, that's no longer the case. With problem
descriptions such as “Data Integrity” and “Usability of a Product's MAJOR Function,” you
often must do a little more work to determine the nature of problems described in the
PSP documents by referring to PTF cover letters.

In addition to reviewing PSP documents, consider subscribing to IBM's AS/400 Alert
offering. This service notifies you weekly about HIPER problems, defective PTFs, and the
latest cumulative PTF package. You can receive this information by fax or mail. To learn
more about this service, go to hlp://wune.ibm.com/services.

Preventive Service

Preventive measures are instrumental to your system’s health. Remember the old adage
“An ounce of prevention...”? Suffice it to say we've seen situations where PTFs would
have saved tens of thousands of dollars. Avoid problems, and you avoid their associated
high costs.

Preventive maintenance includes regular application of cumulative and group PTF
packages and Client Access service packs. Because all of these are collections of PTFs,
your work is actually quite easy. There’s no need to wade through thousands of PTFs to
determine those you need. Instead, simply order and apply the packages.

Cumulative PTF packages are your primary preventive maintenance aid. Released on
a periodic basis, they should be applied soon after they become available — usually every
three to four months. This rule of thumb is especially true if you're using the latest
hardware or software releases or making significant changes to your environment.

In conjunction with cumulative PTF packages, you should stay current with any group
PTF packages applicable to your environment, as well as with Client Access service packs
if appropriate. You can tind Client Access service pack information and download service
packs by following the links at b#tp:/wwiw.as400.ibm.comy/clientaccess.
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Corrective Service
Even the most robust and aggressive scheduled maintenance efforts can't thwart all possible
problems. When you experience problems, you need to find the corrective PTFs.

Ferreting out of PSP information about individual problems and fixes is without a
doubt the most detailed of the tasks in managing PTFs. However, if you take the time to
learn your way around PSP information and PTF cover letters, you'll be able to find timely
resolution to your problems.

Your goal should be to minimize the corrective measures required. In doing so, your
environment will be dramatically more stable operationally. With robust preventive service
planning and preventive service measures, your corrective service issues will be minimal.
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Chapter 7

Getting Your Message Across: User-to-User

Sooner or Jater, you'll want to use messages on your system. For instance, you might need
to have a program communicate with a user or a workstation to request input, report a
problem, or simply update a user or system operator about the status of the program
(e.g., “Processing today’s invoices”). Another time, your application might need to com-
municate with another program. Program-to-program messages can include informational,
notification, status, completion, diagnostic, escape, and request messages, each of which
aids in developing program function, problem determination, or application auditing. “File
YourLib/YourObj not found” is an example of a diagnostic program-to-program message.

You or your users can also send messages to one or more users or workstations on
the spur of the moment. Sometimes called impromptu messages, user-to-user messages
aren't predetined in a message file. They might simply convey information, or they might
require a response (e.g., “Joe, aliens have just landed and taken the programming
manager hostage. What should we do???”). User-to-user messages can serve as a good
introduction to iSeries messaging.

Sending Messages 101
To send user-to-user messages, you use one of three commands or a teature of
Operational Assistant (an OS/400 facility that provides menus and displays to help end
users perform common tasks). Commands SndMsg, SndBrkMsg, and SndNetMsg are
similar, yet each offers its own unique features.

SndMsg (Send Message) is the most commonly used message command — you can
use it even if LmtCpb(*Yes) is specified on your user profile — and the easiest to leamn.
Figure 7.1 shows the SndMsg prompt screen.

To access the SndMsg command, you can

e key SndMsg on a command line
o sclect option S (Send a message) on the System Request menu

o sclect option 3 (Send a message) on the User Task menu

The message string you enter in the SndMsg command’s Msg (Message text)
parameter can be up to 512 characters long. To specify the message destination, you enter
a user profile name in the ToUsr (To user profile) parameter. ToUsr can have any of the
following values:

e iserProfileName — to send the message to a user's message queue (which may or
may not have the same name as the user profile)

s *SysOpr — to send the message o the system operator's message queue
(QSys/QSysOpr)
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FIGURE 7.1
Send Message (SNDMSG) Panel

; N

Send Message (SNDMSG)

Type choices, press Enter.

Message text

To user profile . . . . . . . . Name, *SYSOPR, *ALLACT...

Additional Parameters

To message queue . . . . . . . - Name, *SYSOPR, *HSTLOG

Library . . . o . « ¢ o . . . *IBL Name, *LIBL, *CURLIB

+ for more values
*IBL

Message type . . ... *INFO *INFO, *INGQ
Message queue to get reply e . *WRKSTN____ Name, *WRKSTN

Library . . . P Name, *LIBL, *CURLIB
Coded character set ID e e e . *JOB 1-65535, *HEX, *JOB

. J

e *AllAct — to send the message to the message queue of every user currently signed
on to the system (note that *AllAct isn't valid when MsgType(*Inq) is also specified)

e *Requester — to send the message to either the requesting user profile’s message
queue (for interactive jobs) or the system operator message queue (when the command
is executed from within a batch job)

For example, say you simply want to inform John Smith, a co-worker, of a meeting.
You could enter

SndMsg Msg('John - Our meeting today will be at 4:00. Jim') +
ToUsr(JSmith)

Another way to specify the message destination is to enter up to 50 message queue
names in SndMsg’s ToMsgQ (To message queue) parameter. You can specify any external
message queue on your system, including the workstation, user profile, or system history
log (QHst) message queue. (For more information about sending messages to QHst, see
“Sending Messages into History,” page 105.) Specifying more than one message queue is
valid only for informational messages, with the exception that inquiry messages can
specify two message queues if one of them is *HstLog.

The MsgType (Message type) parameter lets you specify whether the message you're
sending is an informational (*Info, the default) or inquiry (*Inq) message. Like a