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Introduction 


Since I first began working with NetWare I have accumulated quite a stack of papers with notes 
and tips that I have learned. My library of networking books has grown each and every year. 
NetWare may not be the most difficult operating system in the world, but there is lots to know 
and plenty of "gotchas." Then, approximately six months ago, I started looking at the stacks of 
paper and my assortment of books and thought how nice it would be to have all the information 
I need about NetWare in one simple book. The result of this thought is the book you are holding 
right now. 

This book may not be a monster-sized 1,000+ page book, but don't let the size fool you for there 
is lots of information packed into these pages. Before I started writing I had several objectives for 
this book that had to be met, these being: 

• 	 The book must provide as much information about NetWare as possible in the least amount of 
space as possible. Basic theories of networking are not covered in this book. Here, you find 
almost everything you need to know about installing and managing your NetWare V3.12 
server. 

• 	 The readers ofthis book must be warned ofany pitfalls they may encounter with NetWare. 
Throughout this book, you find text, known as a "Caution," that stands out from all other 
text. As topics are being discussed, these "Cautions" are used whenever there is something 
you must know about, which could cause a potential problem for you. 

• 	 Tips and tricks should be shared with the readers. Before consulting, my position was as a Net
work Administrator for a large financial institution. During this time, I had the opportunity 
to uncover various ways of performing different tasks. To bring this "real world" experience 
to you, you find numerous tips and shortcuts throughout this book. 

• 	 The book must be usable. One of my primary goals was to create a book the reader could 
actually use. During my discussions with various networking professionals, the one thing I 
found is that many of them spent hundreds of dollars on a variety of books only to leave 
them on their bookshelves at home, collecting dust. Hopefully, if I have met my goal, that 
is not the case with this book. The generous use of tips, notes, cautions, and valuable refer
ence material should keep you coming back for more! 



2 Introduction 

• 	 The book must have something for everyone. Instead of trying to target a specific audience, 
whether that be the beginner or the advanced reader, this book has been written to provide 
valuable information for readers of all experience levels. Whether you are brand new to 
NetWare or an experienced veteran, this book gives you what you need to know! 

Based on these objectives, Que Publishing and I now present this book to you. Hopefully, you 
will enjoy reading this book as much as I did writing it. If you have any comments or suggestions 
that could be used in later revisions, please feel free to contact me on CompuServe at 70751,767. 
Thank you. Doug Archell. 

How This Book Is Arranged 
One of the key features of this book is that it is task oriented. Each of the sections and chapters 
has been broken down into specific tasks, not based on a specific utility. By doing so, instead of 
having to remember which utility performed what task, by using the index you can look up the 
task you want to perform. Following is a summary of each of the parts contained within this 
book: 

Part I: Installation covers the various aspects of installing your LAN, such as topology and 
architecture selection, and file server and workstation installation and configuration. 

Part II: Environment Setup covers the various steps you must take to access the server such as 
logging in, and creating user IDs, login scripts, and menus. 

Part III: Environment Management covers a variety of commands you will use to manage your 
NetWare environment such as MAP, SESSION, FILER, and a host of others. 

Part IV: Security Management covers everything you need to create and implement a secure 
NetWare file server. 

Part V: File and Directory Management covers the various utilities Novell provides to manage your 
file and directory structures. 

Part VI: Network Printing covers printing in the NetWare environment with detailed information 
on creating and using your print servers and queues. 

Part VII: Console Management covers the console commands and utilities you use to manage your 
file server from the console. 

Part VIII: Troubleshooting covers some of the more common problems you run into when using 
NetWare and the steps you should take to resolve them. 

As you read through this book, there are a few things you should know regarding the different 
typefaces: 



3 How This Book Is Arranged 

1. 	Whenever a command is being presented to you that you must type, the command is 
shown in BOLD letters. For example, USERLIST / A. 

2. 	Unless noted otherwise, the square brackets used within the command syntax signify an 
optional parameter. The information contained in the square brackets can be used at your 
discretion, and when used, you should not enter the square brackets in your command. 

3. 	Throughout this book, you find instances where you are asked to type a command on the 
server console or the workstation. To save space and to be as concise as possible, occasion
ally you are asked to "enter the following command." Whenever you see examples such as 
this, unless noted otherwise, you should press the Enter key after entering the command. 





Chapter 1 

The Basis of Networking 


Compared to the history of computing, LANs may seem fairly new, but a lot of work has gone 
into their production and development. To understand how LANs have gotten where they are 
now, you need a basic understanding of some of the "Who's Who" of the networking world. 

In this chapter, you read about: 

• Different Standards Organizations 

• The OSI Reference Model 

Standards Organizations 
Large corporations like Novell, Microsoft, and IBM have all played a crucial role in determining 
the fate of LANs, but in many cases, they have received guidance from outside their walls. Stan
dards organizations have helped the industry by setting and/or recommending guidelines about 
how hardware and software should communicate. 

In the past, many manufacturers produced proprietary hardware and software. The big problem 
with proprietary systems is that they are not always fully compatible with other manufacturers' 
systems. By adhering to generic standards, manufacturers have a better chance of making sure 
their products will work with other vendors' products. Organizations such as the Consultative 
Committee for International Telegraph and Telephone (CCITT), the Institute of Electrical and 
Electronics Engineers (IEEE), and the International Standards Organization (ISO) have worked 
hard for a number of years to promote their research and the open systems environment. 

Consultative Committee for International Telegraph and 
Telephone 
One of the best known standards organizations, the Consultative Committee for International 
Telegraph and Telephone (CCITT), is responsible for many of the communications standards we 
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have today, such as Asynchronous Transfer Mode, the V series (V.24, V.32, VA2) of modem 
standards, and X.2S, a common packet switching architecture. 

The Institute of Electrical and Electronics Engineers 
The largest professional organization in the world is the Institute of Electrical and Electronics 
Engineers (IEEE). In 1980, the IEEE embarked on a new task: to develop a series of standards to 
govern how LANs should operate. Their work resulted in the 802 series of standards. 

When the IEEE began working on the 802 series, they realized one standard governing all aspects 
of LANs and WANs would not suffice. Consumers want standards, but they also want a choice as 
to what product best suits their requirements. 

In keeping with this spirit, the IEEE established separate workgroups to provide standards for 
different areas of the 802 series. Each workgroup is charged with a certain task they should fulfill. 
These workgroups are noted in Table 1.1. Should you want a further description of a particular 
workgroup, you can look in the Glossary, found at the back of this book. 

Table 1.1 IEEE workgroups. 

Workgroup Responsibility 

802.1 Interoperability 

802.2 LLC 

802.3 CSMA/CD !1 OOBaseX (Fast Ethernet) 

802.4 Token Bus 

802.5 Token Ring 

802.6 Metropolitan Area Networks 

802.7 Broadband Technology 

802.8 Fiber-Optics 

802.9 Integrated Voice and Data 

802.10 LAN Security 

802.11 Wireless Communications 

802.12 1 OOVG-AnyLAN 
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International Standards Organization 
The International Standards Organization (ISO) was formed in 1977 to develop standards on a 
wide range of topics. With offices throughout the world, the ISO has a presence in approximately 
100 countries. In the United States, the ISO's representative is known as the American National 
Standards Institute (ANSI). The ISO is most famous for its development of the OSI Reference 
Model. 

The Open Systems Interconnection (OSI) Reference Model is one of the best-known recommenda
tions from any standards committee. This model is unique because it does not detail any specific 
communications standard that must be used. Instead, the OSI model gives developers a set of 
rules or guidelines to follow. Unlike some standards that only govern one portion of the networks 
communications, the OSI Reference Model looks at everything from the electrical characteristics 
of the cabling all the way to the manner in which an application is presented to the user. 

Visually, the OSI Reference Model is a tower of building blocks (see fig. 1.1). Split into seven dif
ferent layers, the operation of the model begins at the bottom block, or layer, and works its way 
to the top. 

Fig. 1.1 The Open Systems Interconnection Reference Model. 

Each layer in the model has a specific focus, such as electrical specifications of the cabling, packet 
addressing, and encryption. Below, a brief description of each layer is provided to give you an 
idea how the model works . 

• 	 Layer i-Physical: The Physical layer deals with issues such as the electrical specifications of 
the cabling, how data is accessed from the cable, and how the network interface cards con
nect with the cabling. At the Physical layer, data is referred to as bits. 
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• Layer 2-Data Link: The Data Link layer is capable of reading the source and destination 
physical addresses contained in a packet. Based on this information, the Data Link layer 
can determine for what node the packet is destined. 

• 	 Layer 3-Network: The Network layer of the OSI model examines the network layer address 
and directs the data to the appropriate network. Information passed by the Network layer is 
referred to as a packet. 

• 	 Layer 4--Transport: The Transport layer ensures data is sent and received properly over the 
network. At this layer, acknowledgments are generated from the receiving station to con
firm a packet was received properly. 

• 	 Layer 5-Session: The Session layer of the OSI model establishes and terminates connections 
between nodes on the network. After a connection has been established, the Session layer 
manages what occurs between the two nodes and directs problems from the upper layers. 

• 	 Layer 6-Presentation: The Presentation layer translates data into a format the sending and 
receiving stations can read. In addition to translation, the Presentation layer also manages 
services such as data compression and encryption. 

• 	 Layer 7-Application: You probably are most familiar with the Application layer. This layer 
provides the communications interface between the computer and the user. Examples of 
Application layer services are electronic mail, network management, and file transfers. 

Unofficial Standards 

It may seem contradictory to call something a standard, yet not an official standard, but this 

happens in the world of computing. Not all standards are formed by official standards bodies. 

Instead, they may be a result of widespread user acceptance-or by government legislation. 


Two terms to know are de jure (By Law) and de facto (By Fact). When something has become a 

standard based on widespread use, such as TCP/IP, it is known as a de facto standard. If it has 

become a standard solely due to government legislation or some other law, it is known as a 

de jure standard. 




Chapter 2 

The Network's Platfor 


Now that you know some of the standards that have been developed for networking, we can look 
at the foundation of a network-the network's platform. 

NetWare is a very complex operating system that has a lot of "bells and whistles," but on its own, 
it's nothing. Consider networking as a pyramid of building blocks carefully balanced on each 
other. If one block is not placed just right, the entire pyramid comes tumbling down. In any 
structure, the most important part is the platform that supports it. 

In this chapter, we look at: 

• Topologies and how they are used 

• Architecture restrictions 

• The different types of cabling 

• Installing your network architecture 

Topologies 
The meaning of the word topology, as it pertains to networking, is frequently confused with the 
meaning of the word architecture. While new architectures pop up from time to time (such as 
FAST Ethernet and ARCnetPLUS) and current architectures improve, there are five topologies 
that have not changed. The topology defines how the network is physically laid out. Within a 
topology, there are no specifications that provide details on the types of cabling that can be used 
or how fast it will run. 

The Bus Topology 
The simplest of all topologies is the bus (see fig. 2.1). Unlike other topologies that make use of 
additional hardware, the bus is extremely simple. In a bus, each node is wired onto a length of 
cable that connects each station in sequence. The ends of the cable do not connect with each 



10 Chapter 2-The Network's Platform 

other and usually are terminated in some fashion. While the bus is easy to install, it does provide 
some additional headaches when troubleshooting cabling and network problems. Since each 
workstation is wired in succession, a failure anywhere on the bus brings that segment to a grind
ing halt. 

Fig. 2.1 The bus topology. 

The Hybrid Topology 
The hybrid topology is the most complex of all the topologies. While the other topologies have a 
single definition to describe the layout, describing the hybrid is not that easy. Essentially, the 
hybrid is a mixture of two or more topologies in the same network. For example, if a network has 
a bus segment, a star segment, and a ring segment, the overall network topology is said to be a 
hybrid (see fig. 2.2). 

/Router 

-Router 

-Hub 

t 
Router 

Fig. 2.2 The hybrid topology. 
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The Mesh Topology 
The mesh topology is the most fault tolerant of the five shown here. In the mesh (see fig. 2.3), 
each node is wired to every other node in the mesh. If one connection fails, data can be rerouted 
through another connection to reach the desired destination. While the mesh topology provides 
a high degree of reliability, it is an extremely expensive system to implement and is usually only 
used in large packet switching networks such as X.2S. 

Fig. 2.3 The mesh topology. 

The Ring Topology 
A ring topology is one with nodes wired together in succession (see fig. 2.4). In this topology, the 
ends of the wiring segment are closed together to form the actual ring. Like the bus, a break any
where along the common cabling causes the entire segment to go down. 

-Node 

Fig. 2.4 The ring topology. 
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The Star Topology 
The star topology defines a network where each node is directly connected to a central point such 
as a hub or concentrator (see fig. 2.5). Overall, the star provides a certain degree of protection 
because each node is directly connected to the hub. When a failure occurs on one of these dedi
cated links, the hub usually can reroute the electrical signals to ensure that the rest of the net
work will continue to function. The main fault with the star topology is that the hub or concen
trator acts as a single point of failure for the LAN. 

Fig. 2.5 The star topology. 

Architectures 
Choosing the architecture that best suits your needs is an extremely important task when design
ing your LAN. Before making any decisions, you first must determine what the LAN is used for 
and the required type of response. 

The LAN's architecture defines restrictions such as the overall size and speed at which your LAN 
will operate. Depending on your circumstances, you may require only a low-speed solution such 
as ARCnet, yet, maybe you need something a lot faster such as FDDI or 16Mbps Token Ring; only 
you will know. 

This section describes what each of these architectures is, and some of the things you should look 
out for when installing them. 

There may be only three key networking architectures, ARCnet, Ethernet, and Token Ring, but there are 

hundreds of companies involved in producing associated equipment. While this section provides information 

about the installation and configuration of your hardware, a/ways read the manuals that come with your 

hardware. 
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ARCnet 
ARCnet is a 2.SMbps networking solution designed in 1977 by Datapoint Corporation. While 
electrically operating as a token-passing bus, ARCnet is physically wired as either a bus or star 
topology with a passive or active hub at the center of the star. One of the key benefits to using 
ARCnet as your architecture is its low cost. Compared to other solutions, ARCnet is very afford
able and fairly easy to install. 

Components Required for a Standard ARCnet Installation 
When installing the ARCnet LAN, you need several components to get everything up and run
ning. The first item is cabling. In most cases, ARCnet is run on coaxial RG-62 cabling, but there 
are ARCnet cards available that use unshielded twisted pair (UTP) or even fiber-optic cabling. 
Each type of cable has its own little quirks (refer to the heading "Cabling," later in this chapter); 
you must assess each for your specific application. 

Next, you need ARCnet Network Interface Cards (NICs) to install in each node attached to the 
network. There are several manufacturers of ARCnet cards, such as Datapoint or Standard Micro 
Systems. 

With the type of cabling and NIC you will be using in mind, you then require a passive or active 
hub. While they both serve the same purpose, they operate differently. 

When using a passive hub, your overall network size is reduced. As described in the next section 
on restrictions, the maximum distance between a node and passive hub is 1/20 that of the maxi
mum distance between a node and an active hub. The main reason for this restriction is that the 
passive hub merely passes the signal through the LAN, while the active hub amplifies the signal it 
receives, so the signal can travel a longer distance. Depending on your LAN, this may immedi
ately eliminate the possibility of using a passive hub. 

Finally, if you are using a passive hub, make sure you have available a few terminators that corre
spond to the type of cabling you plan to use. When using RG-62, you need a 93 n terminator, 
while UTP installations are terminated at 100 n. 

Restrictions when Installing ARCnet 
Like everything in life, there are rules and regulations you must know before proceeding. ARCnet 
is no different. In Table 2.1, several restrictions regarding the maximum distances are shown. Be 
careful not to go beyond these ranges. Failure to comply with these restrictions will result in in
termittent network problems that are not always easy to isolate. 
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Table 2.1 ARCnet restrictions. 

Restriction Value 

Maximum distance between nodes 2,000 feet 

Maximum distance between two farthest nodes 20,000 feet 

Maximum distance between node and passive hub 100 feet 

Maximum distance between node and active hub 2,000 feet 

Maximum distance between passive hub and active hub 100 feet 

Maximum distance between two active hubs 2,000 feet 

Aside from the restrictions shown previously, there are four more you should know: 

1. 	Any unused ports on a passive hub must be terminated. 

2. 	Two passive hubs cannot be connected together in succession. 

3. 	A passive hub can only connect a node to an active hub; the passive hub cannot connect 
two active hubs. 

4. 	You should never set two stations to the same physical address. 

Installing ARCnet 
Unlike other network architectures like Ethernet or Token Ring, which have the physical ad
dresses burned into the chips, ARCnet NICs require you to set the physical address, using dip 
switches on the card, to a value between 1 and 255. Before you set the station addresses, you 
should first install the cabling and the hubs. Addresses should be set in an orderly fashion to 
ensure the optimal performance of your LAN and make life easier when you're troubleshooting. 

Tip 

When setting the workstation addresses, you should leave a bit of a space between each number. For ex

ample, if your LAN has ten workstations, number the interface cards in increments of five or ten-the first 

workstation's address would be 1, the second 5, and so on. This makes life easier when you add workstations 

down the road. 
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Communications on your ARCnet LAN are based on a process called the ARCnet reconfiguration 
process (referred to as RECON). Here's how it works: 

When a node wants to join the network, the RECON process is initiated. Each node on the net
work has a table containing two addresses, a Source Identifier (SID) and a Next Identifier (NID). 
Each node's SID is equivalent to its physical address you set with the dip switches. The NID is the 
physical address of the next station (in numerical order) attached to the network. For example, 
assume your node's SID is 1. If the node with the physical address 5 is turned off, but the node 
with the physical address of 10 is on, your node's NID would be set to 10. 

The RECON process determines which nodes are attached to the network and the order in which 
their requests should be processed. When a node first joins the network, it issues a RECON re
quest that disrupts the normal flow of the token. At this point, the node with the highest SID 
releases a new token onto the network. The first node then determines where its NID should be 
set by polling stations with a higher SID value. When its NID is determined, the token is passed 
to the node at this NID, which repeats the process. Once the RECON process is over, normal op
eration of the network will be returned and nodes will pass tokens to the workstations shown as 
being their NIDs. 

If care is not taken when setting the physical addresses of your LAN, the network communica
tions may follow a path like the one in Figure 2.6. In this diagram, an ARCnet LAN is configured 
with five stations using a mixture of the star and bus topologies. As you can see, data is not flow
ing in the logical order of the cabling. 

SID 40 

NID 50 


Fig. 2.6 The ARCnet reconfiguration process on a LAN where station physical addresses have not been 
set in an orderly fashion. 
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Now take a look at Figure 2.7. The person who set the physical addresses on this network took the 
time to plan where each node would be physically located and set the addresses accordingly. 

Fig 2.7 The ARCnet reconfiguration process on a LAN where station physical addresses have been set in an 
orderly fashion. 

Based on figures 2.6 and 2.7, you should have a clear understanding of the importance of proper 
planning. Certain situations may require you to rush through a specific job, but planning the 
basis of your LAN is no place for sloppy work. Any installations you do should be well thought 
out and planned even before you buy any equipment. 

10Base2 Ethernet 
One of the most popular networking solutions is a version of Ethernet known as lOBase2. Operat
ing as a lOMbps bus topology network, lOBase2 is easy to install and reasonably priced. Based on 
the IEEE's 802.3 specifications, lOBase2 uses the Carrier Sense Multiple Access with Collision 
Detection (CSMA/CD) protocol. 

Components Required for a Standard 10Base21nstallation 
Of all the available flavors of Ethernet, lOBase2 is the simplest to install. To install your lOBase2 
LAN, there are several basic things you need. 

To start with, lOBase2 uses RG-58 A/U coaxial cabling, a thin coaxial cable with an impedance of 
50 il, hence its nickname: Thinnet. Depending on the size of the LAN you are installing, you may 
want to purchase the cabling in rolls and cut the cabling to the desired length. For small installa
tions, precut cabling would be an easier solution. 

Next you need one Ethernet interface card for every node connecting to the LAN. Most Ethernet 
cards today have several ports on the back: a coaxial connector and a DB-9 (nine-pin connector), 
and maybe one for RJ-45 cabling. Make sure the card you are using has a coaxial connection. 
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Most cards that have multiple ports-a coaxial and a DB-9-require you to set a jumper on the card to 


signify which port you are using. Make sure you check the NIC's manual for a description of the proper 


configuration. 


To connect the workstations to the cabling, you need a connector known as aT-Connector. T
Connectors are fairly inexpensive, so you should always have a few extras on hand. While reason
ably sturdy, there is always a possibility a connection will short. A failure at the T will cause the 
attached station to lose its connection to the file server and may bring the entire network seg
mentdown. 

The only other thing you need to get your lOBase2 LAN up and running is a SO Q terminator for 
each end of the segment. Since lOBase2 operates as a bus topology, where the ends of the cabling 
segment do not connect, the ends must be capped in some fashion. This is where the terminator 
comes in. The terminator ensures signals are not reflected or echoed down the segment, which 
would make data transmissions difficult if not impossible. In addition to terminating the bus, one 
end of the segment must be grounded. Grounding terminators are available for roughly the same 
price (as non-grounding terminators) and have a wire that comes out the side and attaches to a 
suitable ground. Always have a few extra terminators on hand in case one fails. 

Restrictions when Installing 10Base2 
Although the installation of a lOBase2 LAN is fairly simple, there are several potential hot spots 
you should be aware of before tackling this architecture. The most important thing to look out 
for during installation is the length of cabling being used. Cabling-related problems can be costly 
and time-consuming to resolve. 

Table 2.2 details the physical limitations that must be observed while you are installing or up
grading your lOBase2 LAN. Within this table, you may notice two terms that are new to you: taps 
and populated segments. A tap is a fairly basic term that signifies any location where a piece of 
hardware has been added directly to the network. For example, if your network has five PCs and 
one printer attached directly to the network cabling, you are using six taps. A populated segment is 
a segment that has PCs, printers, or any other type of node directly wired to it. If you are now 
asking yourself why you can have five segments, yet only three can be populated, don't worry
that's a common question. The additional two segments enable you to expand your network over 
a greater distance. 
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Table 2.2 Physical limitations of a lOBase2 network. 

Restriction Value 

Minimum distance between stations .5 meters (1.5 feet) 

Maximum segment length 185 meters (607 feet) 

Maximum network length 925 meters (3,035 feet) 

Maximum node separation 5 segments/4 repeaters 

Maximum taps per segment 30 

Maximum populated segments per LAN 3 

Aside from the restrictions shown previously, there are two more you should know: 

• 	 Nodes must be connected directly to the network cabling with a T-Connector attached to 
the NIC. Drop cables are not allowed. 

• 	 Each end of the segment must be terminated. Failure to terminate one end will result in a 
network that doesn't work! 

Installing 10Base2 
Installing any bus topology LAN is easy, but requires much advance planning; lOBase2 is no 
exception. Because each node is wired in succession, you should determine where each PC will 
be before cutting any cabling. 

Once you know where each node is situated, plan your cabling accordingly. If you have SO 

nodes to attach to the LAN, a repeater is required somewhere to split the LAN into at least two 
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segments. Whatever you do, plan ahead. If there is a reasonable possibility you will be adding 
more nodes in the near future, try to predict where they might end up. While no one can be a 
mind reader, it will make your life a lot easier if you are prepared. For example, a LAN with SO 
nodes requires at least two segments connected by one repeater. These SO nodes could be split up 
as 30 nodes on one segment and 20 on another or 25 nodes on each. By going the latter route, 
you are giving yourself a little leeway to add a node to either segment. If you went with the 30/20 
split, and someone on the first segment wanted to install a JetDirect card in their HP LaserJet IV, 
this would force you to rewire several areas on the LAN to ensure that no more than 30 nodes 
were connected to any segment; such rewiring is not a fun task. 

Since 1OBase2 operates as a bus topology, adding or removing nodes from the LAN requires you to bring 

down the entire system. Therefore, by planning ahead, you make your life easier by minimizing the amount 

of changes needed down the road, and you will reduce the amount of down time to which your users are 

subjected. 

When connecting the workstation to the network cabling, you should attach one T-Connector to 
the NIC and then attach the cables from the station upstream and the station downstream to the 
two ends of the T. If this is the last node on the segment, a terminator should be attached to one 
side of the T. 

Never attach the cabling directly to the network interface card. The only thing that should ever connect to 

the NIC is the T-Connector. 

After cabling the stations together, terminating both ends of each segment, and grounding one 
end, your LAN should look something like the one shown in Figure 2.8. 

RG58A1U 
coaxial 
cable 

Fig. 2.8 Physical layout of a lOBase2 network. 
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10Base5 Ethernet 
Like 10Base2, lOBaseS is a bus topology LAN operating at lOMbps. As an IEEE 802.3 standard, 
10BaseS uses the CSMA/CD protocol to transfer data back and forth on the LAN. While lOBaseS 
is a little more expensive than lOBase2, and requires more work to install, it offers a lot more 
flexibility for growth and upgrades than lOBase2 offers. 

Components Required for a Standard 10Base5 Installation 
Along with the added complexity that comes with lOBaseS, there are a few additional pieces of 
equipment you need to get your LAN up and running. Let's start at the beginning. 

First, while lOBaseS still uses coaxial cabling, it's not the same type. For this architecture, you 
need RG-8 or RG-ll coaxial cabling. These thicker and more expensive types of coaxial cable 
have been given the nickname"garden hose" because of their thickness. 

Again, as with lOBase2, you need a SO Q terminator for each segment's end. One should be a 
grounding terminator. 

Next, a network interface card is required for each node attached to the LAN. Unlike lOBase2, 
which uses the coaxial connector on the Ethernet card, lOBaseS uses the DB-9 connector (also 
called the DIX connector). 

Finally, there are two new components you need for your lOBaseS installation-a transceiver, 
also called a Medium Attachment Unit (MAU); and a transceiver cable, also called an Attachment 
Unit Interface (AUI) cable. The transceiver is used as a wire tap into the common cabling system. 
The workstation then connects to the transceiver using the transceiver cable. lOBase2 does not 
use an external transceiver, but rather an internal transceiver, since the card must be attached 
directly to the network cabling. 

Restrictions when Installing 10Base5 
Table 2.3 lists the various restrictions you should consider when installing or upgrading your 
lOBaseS LAN. As with any other architecture, it is important that you stay within the established 
guidelines to ensure your LAN runs as smoothly as possible. Going beyond these limits could 
result in intermittent problems that are difficult to troubleshoot. 

Table 2.3 Physical limitations of a 10BaseS network. 

Restriction Value 

Minimum length between transceivers 2.5 meters (8 feet) 

Maximum transceiver cable length 50 meters (164 feet) 
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Restriction Value 

Maximum segment length 500 meters (1,640 feet) 

Maximum network length 2,500 meters (8,200 feet) 

Maximum node separation 5 seg ments/4 repeaters 

Maximum taps per segment 100 

Maximum populated segments 3 

Installing 10Base5 

Compared to lOBase2, lOBase5 is a far more physically robust LAN architecture. Not only is the 
physical size of your LAN increased, but there is more room to grow because the maximum num
ber of nodes per segment has more than tripled! 

Nodes within the 10Base5 LAN do not connect directly to the network cabling, but instead use 
transceivers and transceiver cables to tap into the main segment, sometimes called the lOBase5 
backbone. This makes life a lot easier for you when adding stations to, or removing stations from, 
the LAN because the amount of rewiring is minimized compared to that on a lOBase2 LAN. 

Even though adding nodes to, or removing nodes from, the lOBase5 LAN may be a little easier, 
this does not mean less planning is required. There are still restrictions on the maximum number 
of nodes and on cable lengths. Before installing your LAN, plan, plan, plan. 

These are additional things to keep in mind when installing your lOBase5 LAN: 

• 	 When attaching repeaters to a segment with an external transceiver, make sure you disable 
the SQE test on the transceiver. 

• 	 Both ends of the segment's backbone must be terminated with a SO n terminator and one 
end must be connected to a suitable ground. 

Once you have installed your cabling, network interface cards, and transceivers, your LAN will 
look something lik'l the one shown in Figure 2.9. 
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Fig. 2.9 Physical layout of a lOBaseS network. 

10BaseT Ethernet 
Several years after lOBase2 and lOBaseS hit the market, users were looking for more flexibility in 
Ethernet LANs. To meet these requirements, a new version of Ethernet, called 10BaseT, was intro
duced. Unlike the initial versions of Ethernet that relied on the bus topology, lOBaseT makes use 
of the star topology while still keeping with the CSMA/CD protocol operating at lOMbps. 

Components Required for a Standard 10BaseT Installation 
There are few differences between the hardware used for lOBaseT and the older versions of 
Ethernet. Instead of using coaxial cable, lOBaseT uses UTP, which is lighter and cheaper. 

Next, you need a hub or concentrator. Since lOBaseT operates as a star topology, a hub (or COn
centrator) is required to act as the LAN's wiring center. 

One of the benefits to using lOBaseT is that it is a flexible network architecture. If you are upgrad
ing from lOBase2 or lOBaseS, you can integrate your current cabling and network interface cards. 
With lOBaseT, you can either upgrade your cards, or use your existing IEEE 802.3 NICs as long as 
you purchase a lOBaseT transceiver for each one. The lOBaseT transceiver converts the electrical 
signals from the DB-9 (DlX) connector to lOBaseT's UTP cabling. 

Unlike lOBase2 and lOBaseS, lOBaseT does not require any terminators to be installed along the 
cabling. 

Restrictions when Installing 10BaseT 
As with the other flavors of Ethernet, it is important to keep a watchful eye On the nodes of your 
network and cable lengths. Table 2.4 notes the most important restrictions. 
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Table 2.4 Physical limitations of the 10BaseT network. 

Restriction Value 

Maximum workstation to concentrator length 100 meters 


Maximum nodes per segment 512 


Maximum concentrators in sequence 4 


Maximum node separation 5 segments/4 repeaters 


Aside from these restrictions, the only other thing to remember is that if you connect a repeater 
to a transceiver, the transceiver's SQE test must be disabled. 

Installing 10BaseT 
One of WBaseT's key selling points is that it is easy to install. Each node can be wired directly to 
the hub or concentrator using UTP cabling with RJ-4S connectors. 

Once your hubs have been installed, and the workstations have been connected to one of their 
ports, your LAN should look something like the one shown in Figure 2.10. 

Fig. 2.10 Physical layout of a lOBaseT network. 
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Token Ring 
Initially developed by IBM, Token Ring is a 4 or 16Mbps architecture wired as a star topology, but 
operates electrically as a ring. Using a central wiring center known as a Multi Station Access Unit 
(MSAU), Token Ring has nodes connected to the MSAU where internal circuitry creates the actual 
ring. While slight modifications were made (such as the maximum number of supported nodes), 
the IEEE has included Token Ring in its 802 series of standards within the 802.5 workgroup. 

Components Required for a Standard Token Ring Installation 
With Token Ring, you have two primary cabling options: shielded twisted pair (STP) or 
unshielded twisted pair (UTP). STP cable uses UDC connectors (also referred to as IBM data con
nectors), while UTP uses RJ-45 connectors (see fig. 2.11). 

RJ45 
CONNECTOR 

Fig. 2.11 UOC and RJ-45 connectors. 

Next, you require a network interface card for every node attached to the LAN. Token Ring cards 
are not as readily available as Ethernet or ARCnet cards, and they cost more, so be prepared. 

Now, you need an MSAU or Token Ring hub. There is a wide variety of products on the market, 
ranging from "dumb" MSAUs (such as IBM's Model 8228) and newer, "intelligent" MSAUs or 
hubs. Unless money is really tight, look into the intelligent MSAUs or hubs. These systems offer 
varying levels of diagnostic capabilities that can be a real asset when troubleshooting problems 
on your LAN. 
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Finally, when using multiple MSAUs, you need some Token Ring patch cables. These cables con
nect multiple MSAUs together to form one larger ring. 

Restrictions when Installing Token Ring 
As with any architecture, you must consider some guidelines regarding cable lengths and the 
maximum number of nodes. Table 2.5 shows the variables you should be aware of about the 

standard Token Ring LAN. 

Table 2.5 Physical specifications for Token Ring. 

Restriction Value 

Maximum number of nodes 96 

Maximum number of MSAUs 12 

Maximum patch cable distance between two MSAUs 150 feet 

Maximum patch cable distance connecting all MSAUs 400 feet 

Maximum distance between MSAU and node 150 feet 

Installing Token Ring 
Token Ring is one of the more expensive LAN architectures on the market. Even though it offers 
improved diagnostic facilities and performance over systems such as Ethernet or ARCnet, many 
users shy away from it solely due to its cost. In most cases, the power of Token Ring is reserved 
for larger LANs and internetworks (a series of LANs interconnected to form one large network). 

When installing Token Ring, many users choose to run STP cabling that contains several pairs of 
wires. By doing so, an installer can run one cable per station that is usable for both Token Ring 
communications and the user's phone, thus reducing the amount of work required and the cost 
of an additional cable for the phones. 

Providing instructions on implementing a large scale Token Ring LAN is beyond the scope of this 
book, but knowing the basics is not. 

To illustrate a small installation, let's assume we are setting up a LAN with nine workstations and 
one file server. Once the cabling has been pulled to each of the workstations and the file server, it 
then must be connected together in some fashion. Since Token Ring is physically wired as a star, 
this is where MSAUs come in. An MSAU uses its internal circuitry to form the actual ring. Con
fused? Don't worry, it gets easier. 

The first thing to consider is that the standard MSAU has 10 ports on it. Eight of them are used 
for node connections and the other two are called the Ring-In (RI) and the Ring-Out (RO) ports. 
We'll get to these in a minute. 
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Because we must install 10 stations in all, assume we will be using two MSAUs. The first eight 
stations are wired to MSAU #1 and the other two are wired to MSAU #2. 

Now that the stations have been connected to the MSAUs, we must link the two MSAUs together 
in some fashion. By running a cable from the Ring-In port of MSAU #1 to the Ring-Out port of 
MSAU #2 and running a second cable from the Ring-Out port of MSA #1 to the Ring-In port of 
MSAU #2, we have finished creating the logical ring. Figure 2.12 shows you what we just did. 

Fig. 2.12 The basic Token Ring network. 

Cabling 
Assuming you aren't running a wireless system, the cabling is one of the most important parts of 
any network. Cabling for your network is as important as tires on your car, for just as the tires on 
your car carry you from place to place, the cabling carries your data from place to place. 

Depending on the network architecture or topology you use, your cabling options may be re
stricted. Therefore, you must choose with care the perfect blend of architecture, topology, and 
cabling to ensure they are all compatible. 
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Always make sure the type and classification of cabling you choose are 100 percent compatible with your 

network. Using the wrong type of cable can result in a completely unusable network, or one that suffers from 

intermittent problems. Cabling can be the toughest point in the network to troubleshoot. 

There are three main types of cabling you may use in your network: coaxial, twisted pair, and 
fiber-optic. Each of these varieties is discussed in the following section, along with detailed infor
mation on finer points such as the different certified versions and some of their electrical charac
teristics. 

Coaxial Cable 
Coaxial cabling (also called coax) was the cabling of choice for the first network architectures. 
While Token Ring has always relied on twisted pair cables, architectures like ARCnet and Ethernet 
started off with coaxial, and to this day still have specifications that call for it. 

The coaxial cable is made up of four parts. At the center of the cable is a stiff copper conductor 
that acts as the medium for the data being sent from node to node. Surrounding the core, a thick 
layer of plastic is used as insulation and to protect the cable from breaking. The third layer is a 
type of wire mesh protecting the electrical signals from being distorted by electrical interference. 
Finally, the whole cable is surrounded by a durable layer of plastic or PVC that keeps everything 
in a tight bundle and protects the cable from wear and tear-cuts, nicks, and so on. If you strip 
off the layers, the coaxial cable would look something like the one shown in Figure 2.13. 

• Inner conductor (copper) 

.. Thick plastic insulation 

~ 
\l'I ~ 
~ 

~ 

~ •\l'I 
\l'I ~, 
,~ -'~, 

- Plastic covering 

Fig. 2.13 The coaxial cable. 
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Things to Know Before Choosing Coaxial Cable 
While coaxial cable is durable and long lasting, it is important to know it is susceptible to electro
magnetic interference (EMI). EMI is generated by heavy machinery, fluorescent lighting, and 
various types of office equipment such as photocopiers. When running your cabling, it is best to 
avoid placing the cable too close to any of these potential hot spots. 

Another area for concern is the cost associated with coaxial. For the small- to medium-sized net
work, the overall cost involved with using coaxial may not be much of an issue. But for larger 
networks, the cost of running coaxial to each station may be too steep. Compared to twisted-pair 
cabling, coaxial can run you almost twice as much per foot. Buy in bulk when you can to save 
money. 

One final problem you should consider before choosing coaxial cabling is its weight. Compared 
to twisted-pair cabling, coaxial cabling is heavy and a lot bulkier. Depending on your specific 
application, this may affect your decision. 

Even with these drawbacks to coaxial cabling, one thing in its favor is that it is readily available. 
Since coaxial is used for a wide variety of applications, even smaller electronics stores often carry 
it in bulk. 

Types of Coaxial Cable You Can Use 
Earlier, you read about the importance of making sure you choose the right cabling for the job. 
Unfortunately, it's not as easy as just saying that you will use coaxial. There are several varieties 
of coaxial cabling, each with differing electrical characteristics. Luckily, instead of having to 
know detailed information such as the cable's impedance, all you need to know is the "type" of 
coaxial to use. 

Table 2.6 shows the different types of coaxial, the typical application, and the type of terminator 
you need when using this cabling. Make sure you pick the proper one when designing your net
work. A few of these coaxial types look almost identical, yet their electrical specifications differ. 

Table 2.6 Types of coaxial cable. 

Cable Type Architecture Terminator 

RG-8 10BaseS son 

RG-ll 10BaseS son 

RG-S8A/U 10Base2 son 

RG-S9/U CATV 7Sn 

RG-62/U ARCnet 9H2 
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Tip 

If you don't know what type of cable you have, examine the writing on the cable's outer sheath. The 

manufacturer's name, a part number, and the cable type usually are imprinted every few feet. 


Installing Coaxial Cabling 
Installing coaxial cabling requires a certain degree of skill, but overall it is a fairly simple task. 
Once you have your cable, you must determine whether to use a crimp-on or a screw-on BNC 
connector, as shown in Figure 2.14. Both are within the same price range, but the screw-on cables 
are a little easier to put on and require fewer tools. 

Fig. 2.14 Screw-on and crimp-on BNC connectors for coaxial cabling. 

Following are the basic steps to installing your coaxial cable. The only tools you really need are 
something to cut the cable, a cable stripper to remove the sheath, and a crimper (if using crimp
on connectors). 

1. 	Run the raw cabling from point to point. 

Tip 

It is always best to run the length of cabling between the two nodes before attaching any connectors 
or cutting the cabling. This way, you are assured you won't fall too short or too long. Falling short 
means having to run a whole new stretch of cable (which gets expensive) and if the cable is too long, 
you have to cut it back, thus wasting cable and forcing you to reattach connectors. 

2. 	Strip the ends of the cabling. When stripping the coaxial cabling, be very careful, because 
stripping too much results in unreliable cable. Many of the crimpers on the market have 
details about the amount to strip directly on their handles! 
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3. Place the BNC connector on the end of the cable and make sure there is a good, tight fit. 

It is extremely important to have a good solid connection between the cable's inner conductor and 

the BNC connector. A loose connection will result in intermittent network problems. 

4. Once a solid connection has been established, twist or crimp the connector into place. 

If you are using crimp-on connectors, be sure you do not crimp them too tightly. While each connec

tion should be snug and secure, a connector that has been crimped too hard might cut into the inner 

conductor and result in intermittent network errors. 

Twisted-Pair 
Twisted-pair (TP) cabling is probably the most widely used cabling for network applications. Un
fortunately, while TP may be widely used, it can be a bit confusing when determining what type 
you should use for your network architecture. 

As discussed earlier, there are two general classifications for TP, unshielded twisted-pair (UTP) 
(see fig. 2.1S), and shielded twisted-pair (STP) (see fig. 2.16). Both types are made up of one or 
more pairs of wire twisted a certain number of times per foot (the value changes depending on 
the cable) contained within a plastic or PVC sheath to protect the cable from nicks and cuts. 
The key physical difference between the two is that the STP cable has a layer of shielding 
wrapped around the pairs beneath the outer sheath, to provide additional protection from ex
ternal influences such as EM!. 

Fig. 2.15 Unshielded twisted-pair cable. 
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Fig. 2.16 Shielded twisted-pair cable. 

Things to Know Before Choosing Twisted-Pair 
Like anything, there are pros and cons when making a decision about using twisted-pair cabling. 
Overall, the cable is durable, light, and fairly inexpensive. The main problem you must consider 
is that twisted-pair is very susceptible to the effects of EM!. With this in mind, you should assess 
your proposed installation site for potential sources of EM!. As with coaxial cabling, you should 
avoid placing twisted-pair cable anywhere near these sources. 

If there is an excessive amount of EMI at your site, you should stick with STP. Versus UTP, STP 
offers improved protection against EM!. 

Another issue to consider is the proposed size of your network. STP can support a greater number 
of users and greater distances than UTP. The actual numbers regarding maximum users and dis
tances vary between architectures. 

Types of Twisted-Pair You Can Use 
Coaxial cabling makes life a little easier by only having five varieties with which you must con
cern yourself. With twisted-pair, you have two general varieties (STP and UTP) and then several 
classifications for each. 

Due to TP's widespread use, standards are required to ensure electrical specifications of the ca
bling match those required by the architecture. With TP, there are three main bodies that certify 
and standardize TP cabling: Underwriters Laboratories, EIA/TIA, and IBM. 

Underwriters Laboratories (UL). Aside from UL's work with certifying cabling for safety stan
dards, the organization also provides performance certifications of TP cabling. Using a test called 
the Data Transmission Performance Level Marking test, the laboratory classifies TP within one of 
five groups called "levels./I Cable classified within this program can be used for applications such 
as voice or data transmission. 
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• 	 Levell: Intended for voice transmissions and not suitable for data. At this level, there are no 
set performance requirements. 

• 	 Level 2: Can be used for voice transmissions or data transmissions up to 1 Mbps. Because 
current network architectures range in speeds from 2.SMbps to 20Mbps, Level 2 cable 
should not be used in a network. 

• 	 Level 3: Intended for voice or data transmission up to lOMbps. Typically used for lOBaseT 
networks, Level 3 cable is tested up to 16 MHz. 

• 	 Level 4: For 16Mbps Token Ring networks or large Ethernet lOBaseT LANs. Tested up to 20 
MHz, it is comparable to Category 4 cabling certified by the EIAJTIA. 

• 	 Level 5: Tested up to 100 MHz and intended for use in high-speed networks operating up to 
100Mbps, such as CDDI, TCNS, or the 100Mbps Ethernet proposals. 

EIA/TiA. The Electrical Industries Association and ANSI published a report in 1991 called EIAJ 
TIA-S68. This report certified cabling within five groups known as "categories" covering both 
voice- and data communications-grade cable. Each category in the report is downwardly compat
ible. For example, an installation requiring Category 3 wiring could also use Category 4 or 5 
cable. 

• 	 Category 1: Low-speed data and voice. 

• 	 Category 2: Low-speed data and voice. 

• 	 Category 3: Used for voice or data communications. Tested up to 16 MHz, this cable usually 
is used for lOBaseT or 4Mbps Token Ring. 

• 	 Category 4: Tested up to 20 MHz, this cable is for voice communications or 16Mbps Token 
Ring. 

• 	 Category 5: For 16 Mbps Token Ring or FDDI over UTP, this cable is tested up to 100 MHz 
and also can be used for voice communications. 

IBM's Twisted-Pair Standards. IBM's specifications are the only ones geared toward a specific 
architecture. When Token Ring was introduced into the marketplace, IBM felt there was a need 
for a certification program to ensure the cabling being used was up to par for Token Ring's re
quirements. With this in mind, IBM came out with a cable certification program for its Token 
Ring environment. Aside from one exception, IBM's specifications are for shielded and 
unshielded twisted-pair cabling. 

• 	 Type 1: For use in networks up to 16Mbps with a maximum of 260 nodes. This shielded 
cable contains four wires (two pairs) of 22 A WG (American Wire Gauge) cable. 

• 	 Type 2: For use in networks up to 16Mbps. Contains 12 wires, two shielded pairs of 22 AWG 
plus four pairs of 26 A WG cable between the insulating sheath and shield. 
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• 	 Type 3: For transmission up to 4Mbps when a media filter is used, with a maximum of 72 
nodes. Intended as a voice grade telephone cable, this unshielded cable contains four pairs 
of 24 AWG wire. 

• 	 Type 4: No published specifications. 

• 	 Type 5: A fiber-optic cable (100/140 microns). 

• 	 Type 6: Used in patch cables to connect ports on the MSAU. This shielded cabling contains 
two pairs of 26 A WG cable. 

• 	 Type 7: No published specifications. 

• 	 Type 8: A flat cable (no twists) with two parallel pairs of 26 AWG wire intended for use 

under carpeting. 


• 	 Type 9: Shielded cabling intended for use in building plenums (the area in between the 

ceiling and the floor above used for air conduits, piping, and cables). 


Installing Twisted-Pair Cabling 
Installing tWisted-pair cabling is a little more complex than installing coaxial. There are different 
types of connectors-RJ-11 and RJ-4S, as shown in Figure 2.17-that must be taken into account 
and depending on the category, level, or type you choose, there are varying numbers of pairs. 
Unfortunately, detailed information on cabling pinouts is out of the scope of this book, but you 
may want to check your local bookstore or vendor for any literature on wiring. 

Fig. 2.17 RJ-ll and RJ-4S unshielded twisted-pair connectors. 

Fiber-Optic Cable 
The newest type of cabling to enter the network arena is fiber-optic cable (see fig. 2.18). Made of a 
glass or plastic core, fiber-optic cable uses pulses of light rather than electricity to transmit data. 
Surrounding the inner core a thick layer of cladding is used to reflect the pulses of light down the 
cabling. Although fiber-optic cabling is expensive, it offers increased security (to tap into the 
network, someone must actually cut the cable) and problems are minimized due to its immunity 
to EMI and other outside interference. 
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During installation, extreme care must be taken if you are cutting your own cable lengths. Preci
sion tools designed specifically for this type of cable must be used. If you have never worked with 
fiber-optics before, you would be wise to consult a professional in this field. Because both the 
cable and the required tools are so expensive, learning by trial and error can put a huge dent in 
your pocketbook. 

.. Glass or plastic optical core 

- Protective cladding 

- Outer plastic covering 

Fig. 2.18 Fiber-optic cable. 

Conclusion: Advice for the Do-It-Yourselfer 
There are all types of do-it-yourselfers in the world. Some like doing things on their own to learn 
more about what they are working with. When they're stuck, they seek out more experienced 
people for assistance. 

Then, there are those who try to do everything on their own without asking for advice. Unfortu
nately, this philosophy and networking do not mix well. 

Designing and building the platform of any LAN is an involved task requiring much patience and 
planning. A LAN that has been designed without these factors will not perform as it should. 

In this chapter, the main networking architectures, cabling, and topologies were discussed. While 
instructions and tips were given regarding the installation and configuration of your network's 
platform, depending on the proposed size of your LAN, there is a great deal more to know. When 
in doubt, ask. There are many qualified LAN and cabling specialists around who would be happy 
to help you out. And, remember that designing a small LAN is one thing, but a big LAN-well, 
that's a whole different ball game. 
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Installing NetWare on 
the File Server 

Novell has made the NetWare installation process easier with each new release. 
In previous versions, the installation was a prolonged process that was tedious if 
nothing else. In NetWare 3.12, Novell has taken most of the "grunt" work and 
made it the responsibility of the installation program, where it belongs! 

Even though the process of installing NetWare has become far easier with recent 
versions, the method you use will vary depending on your environment. While 
it is not possible to cover every type of installation, this section discusses: 

• 	 Preparing the file server for NetWare 

• 	 Selecting an installation method 

• 	 Installing NetWare using CD-ROM and diskette 

• 	 Basic configuration procedures for the server 

Pre-Installation Setup 
Before you install the NetWare operating system, you must weigh your options 
regarding the initial configuration and the steps you follow to complete the 
installation. Primarily, there are three questions you must ask yourself: 

• 	 How will the hardware be set up? 

• 	 Will I use a DOS partition on the server hard disk or will I use a floppy 
boot diskette? 

• 	 From where will I be installing NetWare? 
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File Server Hardware 
Before setting up the file server hardware, there are a few NetWare requirements of which you 
should be aware. If you have already purchased your server hardware, make sure you can meet 
these requirements; otherwise, you may want to consider upgrading your components. The file 
server hardware should: 

• 	 Be a 386 or 486 with an SX or DX processor. 

• 	 Have at least a SOM hard disk installed. 

• 	 Have a minimum of 4M of RAM. This minimum will change, depending on several 

variables (refer to the following heading, "Memory Requirements"). 


• 	 Have at least one Network Interface Card (NIC). 

While detailed instructions for installing your hardware are beyond the scope of this book, there 
are three key areas we can address to some degree: Memory Requirements, Disk Configuration, 
and Network Interface Cards. For information on installing the server's NIC, refer to the heading 
"The Workstation's Network Interface Card," in Chapter 4, "Installing Workstations." 

Memory Requirements 
When calculating the amount of memory required in the file server, there are several consider
ations that must be taken into account, such as how much disk space will be installed and if you 
will be supporting multiple name spaces. To determine the minimum amount of memory you 
need, follow these guidelines: 

1. 	The server should have a minimum of 4M of RAM. 

2. 	Add 2M if you are running the print server on the file server (PSERVER.NLM). 

3. 	Add 2M if you are running BTRIEVE.NLM, STREAMS.NLM, or CLIB.NLM. 

4. 	Add 2M for each additional NetWare product on the server-such as NetWare for Mac. 

5. 	Multiply the total system disk space (in M) by .008 and add this amount-for example, 
1Gig Drive x .008 = 8M of RAM. 

6. 	Add a minimum of 1M, preferably 4M or more, of RAM for caching. 

When the file server is up and running, you can use the MONITOR.NLM utility to see how the 
memory is being used. Depending on whom you speak to, the available cache buffers should be 
between 60 percent and 80 percent, but the exact value in this range is more or less a judgment 
call. If the server is operating with 65 percent cache buffers and it is performing fairly well, don't 
worry. Ideally though, try keeping the cache buffers at a minimum of 70 percent. Chapter 23, 
"The MONITOR Console Management Utility," discusses the MONITOR.NLM utility and the 
different types of memory pools in more detail. 
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Installing Disk Drives 
NetWare enables you to protect your data by using one of two features: disk mirroring or disk 

dupJexing. With disk mirroring, a single hard drive controller is used with drives installed as pairs. 
Data stored on the file server will be maintained on both disk drives. If one drive fails, the server 
continues to function by using the second drive until you replace the faulty drive. 

Disk duplexing is an enhancement to mirroring. While in theory the two operate in a similar 
manner, disk duplexing makes use of two hard drive controllers instead of one. Where the drive 
pairs were installed on the same controller when mirrored, duplexed drives are installed on oppo
site controllers. For example, assume there are two controllers we will call Controller A and Con
troller B, and two hard disks called Disk A and Disk B. When duplexing, you would install Disk A 
on Controller A and Disk B on Controller B. Should any single drive or controller fail, the server 
will continue to function. 

Using a DOS Partition on the Server 
With your NetWare installation, you can run the server with or without a DOS boot partition. 
While using a DOS partition on the server reduces the overall space available to NetWare, there 
are several benefits for having one: 

• 	 Booting the file server is much faster when the boot files are stored on the hard drive as 
opposed to using a floppy disk. 

• 	 Floppy disks are more prone to failure than hard drives and they can be lost. 

• 	 Floppy disks hold considerably less than hard drives. You can allocate sufficient space to the 
DOS partition on the hard drive for diagnostic tools in preparation for hardware problems. 

• 	 If enough space is allocated to the DOS partition, it can be used as a storage area for debug 
information should the server ever have an abend error. When there is no DOS partition, 
dumping debug data to floppy disks can take a considerable amount of time and requires 
numerous diskettes. 

Hopefully, based on the pOints above, you have decided to use a DOS partition on the server's 
hard disk. Creating the actual partition requires a minimal amount of work on your part. 
The basic steps are as follows: 

1. 	 Boot the soon-to-be NetWare server with a DOS system diskette. 

2. 	Using the FDISK DOS utility, create a DOS partition of at least SM on the server. 

3. 	Within FDISK, flag the partition as Active. This means the server can boot from this 

partition. 


4. 	After exiting FDISK, the server reboots. Keep the DOS system disk in the floppy drive and 
when the DOS prompt comes up, format your new partition using the FORMAT utility with 
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the /S option to copy DOS system files (for instance, type FORMAT C:\ IS). Once the for
matting is complete, you can remove the diskette and, after rebooting the server, the c: \ 
prompt should appear. 

Tip 

While SM is the minimum partition size that should be used, consider increasing this minimum to be SM + 

1 M for every M of RAM installed in the server + 2M. For example, if your server has 48M of RAM, create a 

SSM DOS partition. This gives you SM for the basic NetWare files, 2M for any extra files you want to place 

on there, and 48M of free space available to perform a dump of DEBUG information if your server crashes. 

Using a Boot Diskette 
If you decide to use a floppy boot disk instead, you need to create a DOS boot diskette and 
manually copy at least the following files to the diskette: 

• 	 SERVER.EXE 

• 	 INSTALL.NLM 

• 	 *.NAM; the boot disk must contain the name space files for any additional name spaces on 
the server, such as MAC.NAM 

• 	 ????????DSK; where ???????? is the name of your disk driver. If you bought NetWare on 
diskette, you can find the disk drivers on the SYSTEM_2 diskette, but if you bought 
NetWare on CD-ROM, you can copy the appropriate driver from the directory 
\NetWare.312\ \DISKDRV 

After you have created the boot diskette, you then can boot the soon-to-be NetWare server using 
this diskette. When the A: \DOS> prompt appears, type SERVER to run the SERVER.EXE program. 
NetWare then starts to load. 

If you are following this book to do your installation, and you are booting the server from a 
floppy diskette, you should skip ahead to the heading "Installing Your NetWare Operating 
System-Phase 2," as the Phase 1 section will not apply to you. 
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Determining From Where to Install 
The final aspect you need to determine is where you are going to install the server from. 
Depending on your environment, and the package you purchased-CD or diskette-there 
are three options: 

• 	 Install from Diskette 

• 	 Install from CD-ROM 

• 	 Install from Another Server 

Installing from Diskette 

Installing NetWare from diskettes takes longer than the other methods, but it is the easiest to 
prepare. To start the installation procedure from diskette, you first can boot the server with DOS, 
then insert the diskette labeled INSTALL, and run the batch file INSTALL.BAT. 

Installing from CD-ROM 
If you are installing from a CD-ROM, besides having a CD-ROM device on your server, you need 
the NetWare CD-ROM and the SYSTEM_l floppy diskette. To start the installation from CD-ROM, 
insert the CD into the drive, make the CD-ROM drive your default drive (if the CD-ROM is as
signed to drive E:, type E: from the DOS prompt), change directories to NETWARE.312\ENGLISH, 
and run the batch file INSTALL.BAT. 

Installing from Another Server 

Instead of using diskettes or a CD-ROM drive to install your new NetWare server, you can install 
NetWare from another file server on your network. There are a few benefits to installing NetWare 
from another server: 

• 	 If you purchased NetWare on CD-ROM, you can copy the CD-ROM to another server from 
a workstation on the network that has a CD-ROM drive; therefore, you will not require a 
CD-ROM in the new server. 

• 	 If you purchased NetWare on diskette and are installing multiple servers, you won't have to 
switch diskettes for every install. 

Before you can proceed, you must first copy your NetWare disks or CD-ROM to the server that 
will be the source for your installation. The following steps will get you set up: 

1. 	Log in to the source file server from a workstation on the network. If you bought NetWare 
on CD-ROM, log in from a workstation that has a CD-ROM device. 

2. 	Once you are logged in, make the F: drive your default. 

3. 	Make a directory called NWINSTAL by typing MD NWINSTAL. You can call this directory 
anything you want. 
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4. 	 If you bought NetWare on CD-ROM, typeXCOPY drive:\*.* F:\NWINSTAL IS IE IV. 
Replace drive: with the drive letter assigned to the CD-ROM device. 

5. 	If you bought NetWare on diskette, you must first make a subdirectory within NWINSTAL 

based on the DOS label of each diskette except the SYSTEM_l disk. For example, if you 
insert a diskette in the drive and run a directory on the disk, it may tell you the disk is la

beled SYSTEM_2. Therefore, beneath the NWINSTAL directory, make a subdirectory called 
SYSTEM_Z. Then, copy the contents of each diskette into the appropriate subdirectory. 

Once you have completed the steps above, you can start the installation process by: 

1. 	Logging into the source file server from the soon-to-be NetWare server. 

2. 	From the F:\NWINSTAL\NETWARE.31Z\ENGLlSH directory, typing INSTALL to run the 
batch file INSTALL.BAT. 

Installing NetWare on the Server-Phase 1 
The first portion of the installation procedure is initiateq by using a batch file called 

INSTALL.BAT. If you are not sure how to start the INSTALL.BAT file, refer to the previous 
section, "Determining From Where to Install,lI for detailed instructions. If you already 
have loaded INSTALL.BAT, your initial screen should be like the one shown in Figure 3.1. 

Fig. 3.1 The INSTALL.BAT main menu screen. 

Within the initial screen, three options are presented to you: Install new NetWare v3.12, Upgrade 
NetWare v3.1x, and Display Information (README) File. If this is your first time installing 
NetWare, you should take the time to read the README files. These files contain some recent 
information regarding any installation quirks you should know about and some other basic 
information on installation. 
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Depending on your specific installation, upgrading your file servers from previous versions 
of NetWare can be a fairly in-depth procedure that is beyond the scope of this book. Refer 
to the installation and upgrade instructions that accompany your NetWare software for 
detailed information. 

Creating a Disk Partition 
After you select Install new NetWare v3.l2 from the main menu of INSTALL.BAT, you are pre
sented with an option to create a new disk partition or maintain your current disk partitions on 
the server. If you have been following the installation instructions from the beginning, you may 
already have a DOS partition on your server. In this case, you should select Retain current disk 
partitions from the Disk Partition Options menu (see fig. 3.2). 

~t\J~1.t'e fn«;tallatu1H Utility V3.1 

Existingdi..K Surt End SI"" 

DOS Huge partition 8 519 519.8 tl8.. 

• Disk l'art,i1,lon Optiana 

Inmiiil,;;1"."".'!'.;'''!,
Cre<t'te a new DOS partition 

Continue <E'ntep) ftllldicafeF tht"t actIve p"rtition 
Help <F1y
Prev iou", ,,(;1 POll -< L·" ) 

J-:Xlt to DOS ;Jtlt~FlB) 


Fig. 3.2 Choosing between using the current disk partitiOns or creating a new disk partition. 

If you did not create a DOS partition on the server, and you want to do so, select Create a new 
DOS partition from the Disk Partition Options menu. 

Choosing the second option to create a new DOS partition deletes any data currently stored on the hard 

disk. Be absolutely sure this is what you want to do before you proceed. 

Selecting a File Server Name 
Before selecting a name for your file server, consider setting some sort of standard naming 
convention. Depending on your organization, there could be only one server, or there could 
be 100. Using a standard naming convention makes it easier to determine what the server is 
actually used for and by whom. For example, if you are naming a server to be used by the ac
counting department on the fourth floor of your Toronto office, you could call the server 
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FS-TOR4-ACCOUNTING; where FS stands for File Server, TOR4 stands for Toronto, fourth floor, 
and ACCOUNTING is the name of the department. 

Whatever naming convention you select, the server name must be between 2 and 47 characters 
and cannot include any of the following characters: 

"*[]<>?=;:+,/I\ 

Setting the IPX Internal Network Number 
Every NetWare 3.12 server on your LAN/network must have a unique internal IPX network num
ber. As shown in Figure 3.3, the NetWare install program randomly generates one that includes 
alphanumeric characters for you. At this point, you can either accept the value that INSTALL 
generated, or you can type in your own. If you select your own IPX internal network number, 
follow these guidelines: 

• 	 The IPX internal network number must contain one to eight characters 

• 	 You can use any number between 0 and 9 or any character between A and F 

• 	 The IPX internal network number must not be equal to 0 or FFFFFFFF 

• 	 The IPX internal network number must not be equal to the IPX internal network number of 
another file server 

• 	 The IPX internal network number must not be equal to the physical network number used 
by any connected network 

Fig. 3.3 NetWare installation-Generating the IPX internal network number. 
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Tip 

By creating your own numbering scheme, you can have more control over your LAN/WAN and at the same 

time, make network management easier. For example, IPX internal network addresses starting with AMAA 

could be for servers in one building while addresses starting with BBBBB could be in another. Just make sure 

that, overall, each address is unique. 

Copying the Server Boot Files to the DOS Partition 
The next step is to install the file server's boot files to a DOS partition on the file server. As shown 
in Figure 3.4, the INSTALL program presents you with two boxes, one for the Source path, and 
the other for the Destination path. By default, INSTALL wants to copy the boot files to a directory 
called C:\SERVER.312; if this directory does not exist, INSTALL creates it. 

Fig. 3.4 NetWare installation-Selecting the directory to install the boot files. 

If the values shown in these boxes are acceptable, press the Enter key to continue. Otherwise, you 
can change them to suit your specific requirements. 

Once you press Enter, INSTALL asks you to insert the SYSTEM-l diskette into the A: drive. 
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Make sure you have not used the same SYSTEM-l diskette for any other file server on your LAN/WAN. Serial

ization information is stored on this diskette and if you do use it, the file server broadcasts copyright violation 

messages across the network. 

Selecting the File Server Locale 
After the boot files are installed, INSTALL asks you some questions regarding the file server's "10
cale." As shown in Figure 3.5, you are presented with three options: Country Code, Code Page, 
and Keyboard Mapping. If these values are not acceptable, you can select each one and scan 
through the listing of what is available. 

Fig. 3.5 NetWare installation-Selecting the file server's locale. 

Selecting a File Name Format 
In previous versions of NetWare, it was possible to create files using certain characters that were 
not acceptable by DOS. On this screen (see fig. 3.6), INSTALL asks you if you want to use the DOS 
file format or the NetWare file format. Unless you are upgrading a file server that has files stored 
with the characters that are unacceptable to DOS, you should stick with the default option: DOS 
Filename Format. 
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Fig. 3.6 NetWare installation-Selecting the filename format to be used on the server. 

Specifying Special Commands for the STARTUP.NCF 
Next, the INSTALL.BAT program asks you to specify if you want to include any special commands 
in the STARTUP.NCF file. The STARTUP.NCF file runs when the server is first booted and con
tains information such as the load commands for your disk controllers and several other settings. 
For a complete listing of these settings, please refer to the heading "SET" in Chapter 22, "Console 
Commands." 

Running the File Server Automatically 
The last step in the INSTALL.BAT program is to specify if you want the server's AUTOEXEC.BAT 
file to be edited to automatically run the SERVER.EXE program. If you want the server to auto
matically boot when the server is turned on, select Yes; otherwise, select No. 

Whether you select Yes or No, INSTALL.BAT then loads the SERVER.EXE program. SERVER.EXE is 
the NetWare operating system program loaded to start your file server. Once SERVER.EXE has 
finished loading, you then are presented with the file server console prompt SERVERNAME:, where 
servername is the name specified at the beginning of the INSTALL.BAT program. 

Tip 

If you are not prepared to continue installing the NetWare file server, you can type DOWN at the console 
prompt to shut down the server. The server will then initiate the shutdown process. Once completed, you 
then can type EXIT to go back to DOS. 
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If you want to shut down the file server, never just turn it off as problems will arise with the files on your hard 

disk. Always use the DOWN command. 

If you shut down the server at this point, you can restart the installation procedure later from 
where you left off. To do so, from the DOS prompt, change directories to where the boot files 
were installed-the directory name and location were specified earlier in the INSTALL.BAT pro
cess-and then type SERVER. The NetWare operating system then loads and you are presented 
with two mandatory prompts: 

FILE SERVER NAME: 

IPX INTERNAL NET: 

Either type in the same values you specified in the INSTALL.BAT procedure, or select new ones; 
just make sure you still comply with the rules specified earlier regarding the server naming and 
IPX numbering. 

Installing NetWare on the Server-Phase 2 
The final phase to get your NetWare server up and running involves configuring the hard drives, 
loading the NetWare utilities, and loading any necessary NLMs. While each of the steps is dis
cussed in the following sections, listed below is a brief rundown of what is required to complete 
the installation: 

• Create the NetWare partition(s) 

• Configure disk mirroring/duplexing if required 

• Create one or more volumes 

• Copy the NetWare utilities onto the server 

• Load any necessary NLMs or drivers (such as NIC drivers) 

• Create and configure your boot files, STARTUP.NCF and AUTOEXEC.NCF 

• Reboot the file server 

Activating the File Server's Hard Disks 
Before you can install the NetWare utilities or create a NetWare partition, you must inform the 
operating system about the types of drives you are using. You tell the OS what disks you are using 
by loading a disk driver module. 
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Disk driver modules are included with your NetWare software and are placed in the boot direc
tory during the initial installation procedure. You should scan through the listing of DSK files to 
find one that matches your hard drive controller. If there is nothing suitable, you should contact 

the manufacturer of your controller to see if it has a driver that is suitable for NetWare 3.12. 

Some disk drivers that worked with NetWare 3.11 will not work with NetWare 3.12. If you are using a driver 
that was not supplied with your NetWare 3.12 software, consult the driver manufacturer to ensure it will 
work properly. 

Once you know the name of the driver you will be using, you can load it from the server colon 

prompt by typing: 

LOAD driver [parameter(s)] 

Based on the syntax above, replace: 

driver with the name of the disk driver you are using. If the disk driver is not stored in the 
boot directory, you also must specify the full path leading to the driver. 

parameter(s) with one or more of the parameters found in Table 3.1. If you do not specify 

any of the parameters, NetWare prompts you for the ones it needs. In some cases, there 
may be additional parameters that are available with your specific driver. Consult the docu
mentation that came with your disk controller for further information. 

Table 3.1 Parameters used when loading the disk drivers. 

Parameter Example 	 Description 

DMA=number LOAD AHA 1540 DMA=5 	 Specifies the disk controller's DMA setting. 

INT=interrupt LOAD ISADISK INT=3 	 Specifies the disk controller's interrupt 

setting. 


MEM=memoty address LOAD AHA1740 MEM=CCOOO 	 Specifies the RAM and ROM addresses for 
the disk controller. 

PORT=1/0 port LOAD DCB PORT=330 	 Specifies the I/O port address used by the 
disk controller. 

SLOT=slot # LOAD DCB SLOT=3 	 Specifies the slot in which the disk 

controller board is installed. 
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Preparing the File Server's Disks 
Before you can install any NetWare programs and utilities, you first must prepare the server's 
disks by using the INSTALL.NLM console utility. You access this utility by typing LOAD 
INSTALL from the file server's colon prompt. 

Next, from the Installation Options main menu of INSTALL.NLM, select the first option, Disk 
Options. Once selected, you are presented with the Available Disk Options menu shown in Figure 
3.7. The following sections provide you with detailed information on each of the available op
tions and the tasks you can perform with them. 

Fig. 3.7 INSTALL.NLM's Available Disk Options menu. 

Formatting the Disk 
The first option, Format (optional), is used to format the hard disk. Most drives today come 
preformatted and are ready for NetWare to use. Before you choose this option, first check the 
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instructions that came with your disk drive. This option performs a low-level format that could 

destroy your disk, rendering it unusable. 

If you decide to choose this option, NetWare shows you a listing of the available drives where 

you then must select the drive you want to format. 

Formatting the disk deletes 01/ the data on the hard disk. Make sure you are positive you do not need any
thing stored on this disk before proceeding. 

The NetWare Partltion-Creating, Deleting, and Changing 
If you do not need to format the drives, your first step is to create a partition on the server's hard 

disk. To do so, select the Partition Tables option arid you are presented with another window 
entitled Partition Options (see fig. 3.8). 

Fig. 3.8 The Partition Options screen of INSTALL.NLM used to create, delete, or modify the NetWare disk 
partition table. 

Creating the Partition 
To create the NetWare partition, select Create NetWare Partition from the Partition Options 
menu. At this pOint, you are presented with three options pertaining to this partition: 

• 	 Partition Size: NetWare needs to know how big you want the partition. By default, the maxi
mum available free space is selected, but you can manually change this value to change the 
size of the partition. Unless there is some reason why you do not want to use all the avail
able space for the NetWare partition, stick with the default. The only way to change the size 
of the partition is to re-create it and you cannot have more than one NetWare partition per 

disk. 
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• 	 Data Area: The data area is the amount of space NetWare allocates for data storage within 
the NetWare partition. By default, this option is 98 percent of the NetWare partition size. 
Changing this value automatically adjusts the amount of space allocated in the redirection 
area. 

• 	 Redirection Area: The redirection area is the amount of space allocated for Hot Fix. Hot Fix is 
a NetWare feature that automatically remaps bad blocks found in the data area. While the 
default value of 2 percent is more than sufficient for almost all implementations, if you 
decide to adjust this parameter, the data area will be reduced. 

After setting these options, you can create the partition by pressing the Esc key. When asked if 
you want to create the partition, answer Yes. If you are not happy with the values you set, you 
can answer No and start over. 

Changing Partition Information. While you cannot change the size of the NetWare partition 
on a disk, you can change how the space within the partition is allocated for data and Hot Fix by 
selecting the option Change Hot Fix from the Partition Options window. Once selected, INSTALL 
presents you with a window where you can modify the size of the data area (the amount of space 
available for data) and the redirection area (the amount of space allocated to Hot Fix). After mak
ing the desired changes, press Esc to return to the Partition Options window. 

Any changes to the Hot Fix information require that you delete the NetWare volumes, thus losing all data 

stored on these volumes. Unless there is some critical reason for you to increase the Hot Fix size, don't. 

Deleting a Partition. If the drive you are using is old, or if you made a mistake when creating 
the NetWare partition, you can delete a partition by selecting Delete Partition from the Partition 
Options window. INSTALL then presents you with a listing of the available partitions on the 
drive. By selecting one of these partitions, INSTALL will remove the partition from the disk. 

Once a partition is removed, data stored on the partition will not be available. The only way to recover the 
data would be to restore it from the latest backup. 

Mirroring Hard Disks 
To mirror or duplex the hard drives in the file server, select Mirroring from the Available Disk 
Options menu. Once you select this option, you are presented with a screen entitled Partition 
Mirroring Status. Mirroring the drives is achieved by: 
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1. 	Selecting the first drive in the listing to be used as the primary drive in the mirrored pair. 
A window entitled Mirrored NetWare Partitions appears, showing the device you just 
selected (see fig. 3.9). 

2. 	Pressing the Insert key and selecting the partition of the second disk to which you want to 
mirror the primary disk. 

Fig. 3.9 Configuring disk mirroring/duplexing on the server. 

When you first configure the mirroring, NetWare proceeds to duplicate the primary drive onto 
the secondary drive. Depending on the amount of data and the size of the drives, this can take 
several minutes to more than an hour. 

Running a Surface Test 
The fourth option on the Available Disk Options menu is called Surface Test. Previous versions 
of NetWare forced you to use a utility called COMPSURF that tested the hard drive for defects. 
While drives used in the earlier days of NetWare were prone to media defects, the architecture of 
modem drives has drastically reduced the number of potential problems, and therefore, the test
ing of the drive has become optional. 

If you decide to run the surface test, NetWare asks you if you want to run a Destructive or a Non
Destructive test. If you choose a Destructive test, NetWare performs a read-write test for each 
block on the disk, destroying any data currently on the disk. 
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Tip 

Most people do not run the surface test since modern drives are fairly reliable and the test can take some 

time to run, but defects are still possible, even with the most advanced drives. If this is a new server install 

and you are not pressed for time, you may want to run the surface test. It is better to isolate any potential 

drive problems now, instead of when the server has been running in a production environment for several 

weeks or months. 

The NetWare Volumes 
After a NetWare partition has been created, the next step is to create one or more volumes. 
NetWare enables you to span a single volume over as many as 32 physical disk drives. When 
spanning, you are using several disk drives to provide the single volume. 

One of the key benefits to spanning a volume over multiple drives is that you can improve the 
performance of your server by enabling NetWare to search multiple drives when performing a 
read or write request. The following sections provide you with the information that you will 
need to create, delete, or modify your NetWare volumes. These tasks are achieved using the 
INSTALL.NLM utility. If INSTALL.NLM is not already loaded, you can load it by typing LOAD 
INSTALL from the file server prompt. 

If you are creating a volume that spans more than one drive, seriously consider using disk duplexing or disk 

mirroring in your file server. Otherwise, if a single drive containing one of the volume's segments fails, the 

entire volume will be unusable. 

Tip 

For optimal performance, you can span your volumes and duplex the drives. 

Creating a Volume 
To create a volume, select Volume Options from the Installations Options main menu of 
INSTALL.NLM and INSTALL presents you with a new window called Volumes. If this is a new 
server, INSTALL.NLM does not show any volumes in this box. By pressing the Insert key to create 
your first volume, you are presented with a screen like the one in Figure 3.10. On this screen, 
there are three options you must complete: 

• 	 Volume Name: If this is the first volume on the server, it must be called SYS; otherwise, you 
can select a different name, such as VOLL 
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• Volume Block Size: The volume block size determines the smallest size block it will use to 
store a file. If the server primarily is made up of smaller files, choose a maximum 4K or 8K 
block size, but if your server contains large database files, choosing 16K or higher for your 
block size improves performance. 

Once the block size has been chosen, it cannot be changed unless you delete the volume, thereby 
losing all of the data stored on the volume . 

• Initial Segment Size (BLOCK): The initial segment size tells NetWare how big you want the 
volume to be. By default, NetWare chooses the entire NetWare partition for the volume. 
You can select the default, or specify a new one. 

Fig. 3.10 The Volume Information screen in INSTALL.NLM for creating a NetWare volume. 

When you are finished, press the Esc key to continue. NetWare then asks you if you want to cre
ate this volume. If the parameters you chose are acceptable, say Yes; otherwise, answer No and 
start over. 

Adding More Space to a Volume 
If a volume currently on your file server is running out of room, you can add additional space by 
following the steps below: 
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1. 	 From the Installation Options main menu of INSTALL.NLM, select Volume Options. 

2. 	 Choose the volume to which you want to add space by selecting it and pressing the Enter 
key. 

3. 	 Next, you are presented with a screen entitled Volume Information. Cursor down to the 
Volume Segments option and press the Enter key. 

4. 	The Volume Segments screen displays the segments currently in use by the volume. To add 
additional space, press the Insert key to view and insert space from any NetWare partition 
not already allocated to a volume. 

Renaming a Volume 
As the administrator, at some point, you may want to rename a volume on your file server. 
Using the INSTALL utility, you can do so by following the steps below: 

1. 	From the Installation Options main menu of INSTALL.NLM, choose Volume Options and 
press Enter. 

2. 	Select the volume you would like to rename from the listing of Volumes. 

3. 	On the Volume Information screen, dismount the volume by selecting Status and then 
Dismount Volume. 

4. 	Once the volume is dismounted, choose the first option, Volume Name, and press Enter. 
Once the cursor appears after the volume name, change the name as required. 

5. 	After changing the name, complete the name change by pressing Esc and confirming that 
you want to change the volume's name. 

6. 	Remount the Volume by selecting Status and then Mount Volume from the Volume 

Information screen. 


You should not change the name of a volume when people are logged into the server, nor should you 

change the name of the SYS: volume unless you are intending to add a new drive that will become SYS:. 

Every server must have a SYS: volume; it will not boot properly without one. 
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Deleting a Volume 
If there is a volume you no longer want currently on your server, or if you created a volume that 
was too big, you easily can delete it using INSTALL.NLM by following the steps below: 

1. 	Select Volume Options from the Installation Options main menu of INSTALL.NLM. 

2. 	Next, INSTALL.NLM displays a listing of the currently configured volumes on the server. 
Select the volume you want to delete and then press Delete. 

3. 	Finally, when asked, confirm the deletion process. 

Loading the NetWare Utilities 
For the server to be fully functional, you must install all of the utilities and other programs that 
were provided with your NetWare software. During the loading procedure, NetWare creates 
the basic directory structure and places each file in the appropriate area. Depending on the 
method you are using to install your file server-such as from diskette, from CD-ROM, or from 
another server-the method you use varies. The following sections will provide you with the 
detailed instructions you will need to install the NetWare utilities and programs using the 
INSTALL.NLM utility. If INSTALL.NLM is not already loaded, you can load it by typing LOAD 
INSTALL from the file server prompt. 

Installing from Diskette 
To install the necessary NetWare programs and utilities from diskette, follow these steps: 

1. 	From the Installation Options main menu of INSTALL.NLM, select System Options. 

2. 	Next, you are presented with a screen entitled Available System Options. From this screen, 
select Copy System and Public Files. 

3. 	Insert the INSTALL diskette into drive A: and press Enter to continue. 

4. 	Insert the remaining diskettes as requested. 

While copying the diskettes, there is one disk, the UNICODE disk, that takes an especially long time. Don't 

worry; your server is not stalled. This diskette can take up to an hour depending on the type of server you are 
using! 

Installing from CD-ROM 
Until this point, the programs you were running to install the server-such as INSTALL.NLM or 
SERVER.EXE-were located on the boot partition you created during Phase 1. Now, NetWare 
requires you to make the CD-ROM accessible so it can copy all the necessary files from the 
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CD-ROM to the server's hard disk. Before you can access files from the CD, you first must 
make it accessible to NetWare by following these steps: 

1. 	 From the server colon prompt, load the driver ASPICD.DSK from the boot 

partition you created earlier (for instance, C:\SERVER.312) by typing LOAD 

C: \SERVER.312\ASPICD.DSK. 

2. 	 Load CDROM.NLM from the same directory by typing LOAD 

C:\SERVER.312\CDROM.NLM. 


3. 	Once CDROM.NLM is loaded, there is a new command-line option, called CD, available to 
you. This option can be used to view and change the status of your CD-ROM systems. 
To view the CD-ROMs currently available, type CD DEVICE LIST. 

4. 	If all is well, NetWare displays the volume name of the CD currently installed in the server; 
you should see a CD with the volume name NetWare_312. You must mount this CD by typ
ing CD MOUNT NetWare_312. After you press Enter, it could take 10 minutes or more to 
actually mount the CD, so be patient. 

Once completed, the CD is available to NetWare as a mounted volume. Now, to load the system 
and public files, follow these steps: 

1. 	 From the Installation Options main menu of INSTALL.NLM, select System Options. 

2. 	 From the next menu, Available System Options, select Copy System and Public Files. 

3. 	 INSTALL.NLM then asks you to insert the INSTALL disk in drive A: or press F6 to install 
from another location. Press F6 so you can install the files from the CD-ROM. 

4. 	When asked to specify the location of the files, type 

NETWARE_312:\NETWARE.312\ENGLISH and then press Enter. 


NetWare then copies all the necessary files from the CD-ROM to the server's hard disk. 

From Another File Server 

If you have been installing NetWare from another file server, you can copy all the necessary files 
by following these steps: 

1. 	From the Installation Options main menu of INSTALL.NLM, select System Options. 

2. 	Next, from the Available System Options screen, select Copy System and Public Files. 

3. 	 INSTALL.NLM then asks you to either insert the INSTALL disk in drive A: or press F6 to 
specify another location. Since you are installing your server from another server, press F6. 

4. 	Finally, type the path where the files are located, 
drive:\directory\NETWARE.312\ENGLISH; where drive: is the drive letter of the drive 
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from which you ran INSTALL.BAT, directory is the name of the subdirectory on the other 
server where you copied the disks or CD-ROM, and NETWARE.312\ENGLISH is the path 
requested by INSTALL.NLM. 

Activating the Server Network Interface Cards 
To activate the server's Network Interface Card(s), you must load a driver that tells NetWare what 
card is installed and how it is configured. Depending on your card, you may be able to use a 
driver supplied with your Novell software, or you may have to use a driver supplied by the ven
dor. The actual name of the driver varies from card to card, but their naming scheme is usually 
self-explanatory. For example, 3CS03.LAN is the driver for the 3COM 3CS03 network interface 
card. You can load the driver by typing the following from the file server prompt: 

LOAD driver [parameter(s)] 

Based on the syntax above, replace: 

driver with the name of the LAN driver you are using. 

parameter(s) with one or more of the parameters shown in Table 3.2. 

Table 3.2 Parameters used from the command line when loading the network 

interface card drivers. 


Parameter 	 Example Description 

DMA=number 	 LOAD 3C503 DMA=5 Specifies the NICs DMA setting. 

FRAME=frame type 	 LOAD 3C503 FRAME= Specifies the frame type used with 

ETHERNET_802.3 the NIC. 


I NT =interrupt 	 LOAD 3C503 INT=3 Specifies the NICs interrupt setting. 

MEM=memory address LOAD 3C503 MEM=CCOOO 	 Specifies the RAM and ROM address for 
the NIC. 

NAME=board name 	 LOAD 3C503 NAME=BCKBONE Gives the board a recognizable name. 

NODE=node address LOAD 3C503 NODE=101 	 Sets a locally administered addresses for 
the NIC. This address overrides the 
address bumed into the card. 

PORT=1/0 port LOAD 3C503 PORT=330 	 Specifies the I/O port address used by 
the NIC. 

RETRIES=# LOAD 3C503 RETRIES=10 	 Specifies how many times the NIC will 
retry a failed transmission. 

SLOT=slot # LOAD 3C503 SLOT=3 	 Specifies the slot in which the board is 
installed. 



58 Chapter 3-lnstalling NetWare on the File Server 

Note 

oaramleter from the preceding tabI.e.I!i~~tj)adcommand. For example, If you 
N:!l"·..\>li~.·af.liQ~ address of 300 and a memOtj~teSs of (CooO, you could load the 

Note 

Before loading }'<)ut~~~~~, •. make sure ·the· NICis·C~~:~~~ netw<>rkcabf'n~~ystem. 
ers/cards, such asr()k~n.tIn9 cards, will not initialize properlyWl'len the cabllng.is not set up. 

Binding a Protocol to the Network Interface Card 

The last step in activating the NIC is to bind the protocol it uses. By binding the protocol, you 
actually tell NetWare which protocol the NIC can use. The format you use for the BIND com

mand will differ depending on whether you have one or more NICs. 

Binding a Protocol when You Only Have One NIC. When only one NIC is installed in the file 
server, you bind the protocol by following this syntax: 

BIND protocol TO driver or board name NET=network number 

Based on the syntax above replace: 

protocol with the name of the protocol being bound, such as IPX. 

driver or board name with the driver name, for example, 3CS03, or the name you assigned 

with the NAME parameter during the load command, as in BCKBONE. 

network number with the number of the physical network to which the server is attached, 

not the IPX internal network number that is unique to each file server. 

An example of a bind command when there is only one NIC installed is: 

BIND IPX TO 3CS03 NET=lO 

Binding a Protocol when You Have Several NICs 

When there are several NICs installed in the file server, binding the protocol requires a little more 
work on your part. Since there are multiple NICs, you must tell NetWare which NIC you are refer

ring to. To actually bind the protocol, the format is: 

BIND protocol TO driver or board name [config information] NET=network number 

http:cabllng.is
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Based on this syntax, replace: 

protocol with the name of the protocol, such as IPX, being bound. 

driver or board name with the driver name, such as 3CS03, or the name you assigned with 
the NAME parameter during the load command, as in BCKBONE. 

[contig information] with the configuration information specific to the card to which you 
want to bind. This information must be enclosed in square brackets! 

network number with the number of the physical network to which the server will be 
attached, not the IPX internal network number that is unique to each file server. 

An example of a bind command when there is more than one NIC installed is: 

BIND IPX TO 3C503 [PORT=300 FRAME=ETHERNET_802.3] NET=10 

The above command tells NetWare to bind the IPX protocol to the 3CS03 board using the I/O 
port 300 with a frame type of Ethernet_802.3 to the physical network 10. 

Using More Than 16M of RAM in an ISA Server 
When your file server uses an ISA bus, you must specifically inform NetWare when you are using 
more than 16M of RAM. The ISA bus does not automatically recognize the memory above the 
16M limit. 

This process of notification is known as Registering the Memory. To complete this task, use the 
following syntax (the values used must be in hexadecimal): 

For example, assuming you have an ISA server that has 32M of RAM, the correct syntax to register 
the memory would be: 

REGISTER MEMORY 1000000 1000000 

The above example shows you that the start of the memory segment is 16M (1000000 is the HEX 
value for 16M), and the length of the segment is 16M, therefore a total of 32M. 

You can check in Appendix C, "Hexadecimal Memory Conversion Table," for your specific 
requirements. 
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Creating the Server Boot Files 
On your NetWare server, there are two boot files that must be created, AUTOEXEC.NCF and 
STARTUP.NCF. The STARTUP.NCF file resides on the DOS boot partition of the file server and 
contains the load commands for the disk drivers as well as several other parameters that affect 
the way the server is configured. The AUTOEXEC.NCF file is stored in the SYSTEM directory on 
the file server and is used in a similar fashion to your workstation's AUTOEXEC.BAT file. In the 
AUTOEXEC.NCF file, the commands needed to load and bind your NIC, mount volumes, load 
other drivers, and set certain parameters that affect the server's configuration are used. For a com
plete listing of the different settable environment variables, refer to the SET parameter in Chapter 
22, "Console Commands." 

Using the INSTALL.NLM utility, you can create or edit these file by following the steps below 
(if INSTALL.NLM is not loaded, you can load it by typing LOAD INSTALL from the file server 
prompt): 

1. 	From the Installation Options main menu of INSTALL.NLM, select System Options. 

2. 	Next, you are presented with a screen entitled Available System Options. To create the 
AUTOEXEC.NCF and STARTUP.NCF files, select Create AUTOEXEC.NCF File and Create 
STARTUP.NCF File. 

When you are installing NetWare 3.X, the commands you typed from the server prompt
such as LOAD and BIND-are automatically shown on-screen when you create the files 
previously named. At this point, you can add any additional commands you want or you 
can press Esc on each screen to save your changes. 

Rebooting the File Server 
Once you have completed the installation process, reboot the server to make sure all your hard 
work paid off. Type DOWN at the file server colon prompt to shut down the operating system 
and ensure all files are closed properly. From there, type EXIT to get back to the DOS prompt. 

If you enabled NetWare to edit your AUTOEXEC.BAT file to automatically load SERVER.EXE (this 
was done during the INSTALL.BAT routine), you can cold- or warm-boot your server and it should 
load all the necessary files. But, if your AUTOEXEC.BAT does not include SERVER.EXE, you can 
start the server manually by first changing directories to where you installed the boot files and 
then typing SERVER from the DOS prompt. 

If your server does not boot properly, the problem may be attributed to the parameters you in
cluded in your STARTUP.NCF or AUTOEXEC.NCF files. Since both files are loaded automatically 
by SERVER.EXE, you can use a command-line switch to override the loading of these files. 
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To start the file server without loading the STARTUP.NCF file, type SERVER -ns, where-ns 
stands for No STARTUP.NCF. 

To start the file server without loading the AUTOEXEC.NCF file, type SERVER -na, where -na 
stands for No AUTOEXEC.NCF. 





Chapter 4 

Installing Workst 


Getting a workstation up and running on the LAN can be a simple process, or it can be quite 
lengthy and require a great deal of attention to detail. While it would be almost impossible to 
cover every possible workstation configuration, this section provides you with valuable informa
tion to get the job done. 

In this section, you find detailed information on: 

• Installing ODI/NETX 

• Installing the DOS Requester 

• Configuring your NET.CFG file 

• Advanced configuration options 

Configuring the Workstation's 
Network Interface Card 
When it comes to connecting your workstations to the network, you must ensure that each one 
has a network interface card properly installed and configured. Physically installing the card into 
the workstation is fairly straightforward and only requires that the card is firmly seated in the bus 
and that it is screwed in tightly. The one part of installing your NIC that requires the utmost care 
is the actual configuration. 
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Always screw the adapter board into place. If you have lost the screw, find it or get another one. When the 

board is not screwed in, it is possible the board can become dislodged from the workstation's bus, thereby 

causing intermittent communications problems, or possibly damage to the board itself. 

Depending on the type of NIC you are using, it may use jumpers, dip switches, or a program to 
establish the required settings. While the method will vary from card to card, there are four set
tings you should know about when configuring your NICs: 

• 	 DMA Channel: The NIC uses the DMA (Direct Memory Access) channel to access memory 
directly without having to go through the workstation's CPU. If the card requires the use of 
a DMA channel, care should be taken not to use a channel already occupied by another 
device. Table 4.1 provides you with a listing of the commonly used DMA channels. 

Table 4.1 Commonly used DMA channels in an 80X86-based Pc. 

DMA Used for 

o Available 

Available 

2 Floppy disk controller 

3 Available 

4 First DMA controller 

5 Available 

6 Available 

7 Available 

• 	 IRQ: The NIC uses the IRQ (Interrupt ReQuest) to request a service from the workstation's 
CPU. Since most adapter cards and other services such as the workstation's parallel or serial 
port use an IRQ, it is not always possible to assign a dedicated IRQ to the NIC. While you 
should try not to use the same IRQ for more than one NIC, it is possible to use the IRQ 
typically assigned to another device, if the device is not present. For example, if the serial 
ports are not being used on the file server, you can assign their IRQs to your NIC. Table 4.2 
shows you a listing of the most common IRQ assignments for your PC hardware. 
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Table 4.2 Commonly used IRQs in an 80X86-based Pc. 

IRQ Level Used for 

0 System RAM 

Keyboard 

2 Cascade to IRQ 9 (available) 

3 COM 2/4 

4 COM 1/3 

5 LPT2 

6 Floppy Controller 

7 LPT1/3 

8 System Clock 

9 Available (redirected from IRQ2) 

10 Available 

11 Available 

12 Motherboard mouse port 

13 Co-Processor 

14 ISA Hard Disk 

15 Available 

Avoid using IRQ 15 in the file server for the NIC or any other hardware for that matter. There is a 

known problem when using this interrupt that could result in intermittent file server abends . 

• 	 I/O Port: The CPU uses I/O ports to communicate with hardware devices such as NICs, print
ing ports, and other adapters. I/O ports cannot be shared within the workstation; therefore, 
care must be taken when setting the NIC's I/O port to ensure it does not conflict with any 
other settings. 

• 	 Memory Address: Many NICs on the market have their own memory (ROM) installed directly 
on the card; this memory is used to store low-level information about the card and how it 
should operate. When your NIC uses on-board memory, you must allocate a portion of the 
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PC's memory for interaction with the on-board memory. This memory address cannot be 
shared with other devices; therefore, care must be taken to ensure there are no conflicts. 

Tip 

If you are using EMM386 or another memory manager on your workstation, you may encounter problems 

accessing the network if your NIC uses a memory address. This problem occurs frequently with Token Ring 

cards. If you encounter such a problem, try adding an exclude parameter to your memory manager for the 

memory address of the NIC being used. 

Tip 

If you are noticing that your workstation freezes when loading the network drivers, the problem could also 

be caused by QEMM. If QEMM is being run in STEALTH mode, some drivers will not operate properly. 

Consult your QEMM documentation on how to disable STEALTH mode. 

After you have spent the time configuring and installing the NICs, do yourself a favor: Document 
your work. Knowing the specifics on how each workstation is configured makes things easier 
down the road when you troubleshoot or upgrade. 

Tip 

Once the workstation hardware is fully configured, write the NIC Physical Layer address and the location of 

the user's desk on a small sticker. Place the sticker around the associated cable in your wiring room. This tiny 

sticker can save you hours trying to figure out which cable goes where. 

ODI and the DOS Requester 
When NetWare 3.0 first came out, getting the workstation to actually connect with the LAN 
was something of a chore. To start with, two files were used, IPX.COM and the shell (such as 
NET3.COM, NET4.COM, or NETS.COM). After a year or two, Novell decided to do away with the 
NET3, NET4, and NETS files by replacing them with a new shell called NETX.EXE. Unlike the 
previous programs-that were dependent on the version of DOS you were running-NETX.EXE 
didn't care about your DOS version. 

While this made the administrator's life a little easier, there was still IPX.COM. IPX.COM could 
not be run straight from the box. Instead, the administrator actually created this file using a util
ity called WSGEN that took two files-IPX.OBJ and a NIC driver-and combined them into one 
command file. While IPX.COM offered many functions in one compact file, it made things 

http:NETS.COM
http:NET4.COM
http:NET3.COM
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difficult for the administrator when changes were needed. It was especially difficult when NICs 
from several different vendors were in use; since IPX.COM included a NIC driver, multiple ver
sions of IPX.COM also had to be used. 

After a while, Novell released the Open DataLink Interface (ODI) method for network access. 
Instead of using one file to handle many functions, ODI broke the tasks up into three separate 
files (LSL.COM, a NIC driver, and IPXODI.COM). When Novell did so, upgrades, installations, 
and modifications were simplified for the administrator. When updates were required, instead of 
having to regenerate the IPX.COM file for each brand of interface card, the administrator could 
just copy the updated program over the old version. In addition to easier management of the 
workstation, ODI gave the administrator a lot more freedom by supporting multiple frames and 
protocols on the same interface card. 

When NetWare 4.X first came out, Novell decided to further enhance the modular nature of ODI 
by introducing the Virtual Loadable Module (VLM) architecture, otherwise known as the DOS 
Requester. While the initial versions of ODI used NETX, EMSNETX, or XMSNETX as the work
station shell (hereafter referred to as ODI/NETX), the DOS Requester has done away with these 
three files in favor of one executable file (VLM.EXE) and 15 modules known as VLMs. 

With the DOS Requester, the workstation's interaction with DOS and NetWare has been changed 
radically. Instead of acting as a front end to DOS as NETX did, the Requester blends with DOS to 
share common tables and functions. Because it does so, the utilization of memory and system 
performance is improved. 

Whether you use the older ODI/NETX implementation or the new DOS Requester is up to you, 
but depending on which one you choose, the manner in which you configure your workstation 
differs. The first difference we look at lies in the files you use on the workstation. 

With ODI and the DOS Requester, there are several common files used on the workstation: 
LSL.COM, the MUD, IPXODI.COM, and NET.CPG. Descriptions of these files are found in 
Table 4.3. 

http:IPXODI.COM
http:IPXODI.COM
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Table 4.3 Files used with ODI and the DOS requester. 

File Description 

LSL.COM The LSL.COM (Link Support Layer) file manages communications between the 
Network Interface Card (NIC) and the workstation protocols currently in use. 

MUD The MUD (Multiple Link Interface Driver) is used by the NIC. This driver supplies 
configuration information about the card and handles requests from other processes 
for its services. The actual name of the MUD will vary from card to card as the drivers 
are usually supplied by the manufacturer; NetWare, however, comes with several 
MUD drivers such as TOKEN.COM (for IBM Token Ring cards). 

IPXODI.COM The IPXODI.COM file allows the workstation to communicate with the network using 
the IPX/SPX protocols. As the primary protocol used on the NetWare LAN, this file is 
used with the older ODI/NETX implementations as well as the Requester installs. 

NET.CFG Unlike the other programs shown above, NET.CFG is a standard ASCII text file that 
can be created with any text editor. This file stores configuration information such 
as frame types, protocols used, and preferred server names. 

The program used next depends on your decision whether you use the older ODI/NETX imple
mentation or the DOS Requester. As shown in Table 4.4, four different programs can be used. 

Table 4.4 Programs that determine whether you are using the ODI/NETX 
implementation or the DOS requester. 

File 	 Description 

NETX.EXE 	 NETX.EXE acts as a front end to DOS by intercepting requests and determining if 
they should be handled by DOS or itself. While NETX.EXE can be loaded into upper 
memory, it is primarily designed for use in conventional RAM. This file loads after 
IPXODI under the ODI/NETX implementation. 

EMSNETX.EXE 	 While the functions of EMSNETX are the same as those for NETX.EXE, EMSNETX.EXE 
was designed for use in the expanded memory region of the workstation. 

XMSNETX.EXE 	 While the functions of EMSNETX are the same as those for NETX.EXE, XMSNETX.EXE 
was designed for use in the extended memory region of the workstation. 

VLM.EXE 	 VLM.EXE is a replacement for the older NETX.EXE configuration. Instead of acting 
as a front end to DOS (like NETX), VLM.EXE blends with DOS to handle the 
workstation's requirements. Both DOS and VLM.EXE can share table information, 
thereby improving performance and memory utilization. This file loads after IPXODI 
when using the DOS Requester/VLM architecture. 

If you use the DOS Requester, several other programs unique to the Requester also are loaded (see 
Table 4.5). For the most part, these files are loaded automatically by the VLM.EXE program, but 
there are a few exceptions, mainly RSA.VLM, AUTO.VLM, and NMR.VLM. These files are loaded, 
depending on the manner in which you set up your NET.CFG file. The options included in this 
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file are covered later in this chapter under the headings "Installing the DOS Requester" and 
"Configuring And Customizing Your NET.CFG File." 

Table 4.5 Files used only with the DOS Requester. 

Loaded with 
Module Default NET.CFG? Description 

AUTO.VLM No Restores the connection between the workstation and file 
server after a critical error has occurred (for instance, the 
server has crashed). Once the file server has been brought 
back on-line, AUTO.VLM handles tasks such as reestablishing 
the connection, driver mappings, and printer assignments. 

BIND.VLM Yes Logs into the bindery servers such as NetWare 2.X or 
NetWare 3.X. BIND.vLM is not required in the NetWare 4.X 
environment. 

CONN.VLM Yes Acting as the connection table manager for the workstation, 
this module maintains a table of server connections-up to 
fifty-and informs the other VLMs of your current connec
tions. This module can also supply APls to check a current 
connection handle or gather statistics. 

FIO.VLM Yes The FIO.VLM (File Input/Output) manages features such as 
packet bursting, caching, and NetWare's Large Internet 
Packet facility. FlO also accesses files stored on the NetWare 
file server. 

GENERAL.VLM Yes The GENERAL.VLM does not have any specific responsibility 
focus, hence the name GENERAL. One example of what the 
GENERAL.VLM controls is management of NetWare drive 
mappings and first drive assignments. This module is used 
mostly to supply information to other modules. 

IPXNCP.vLM Yes Handles communication between incoming and outgoing 
IPX/SPX packets from the network and the workstation's DOS 
Requester. Builds IPX packets with the proper NCP headers. 
Note: IPXNCP is not a replacement for the IPXODI file. 

NDS.VLM No The NDS.VLM is only required for installations involving 
NetWare 4.X. NDS.VLM allows the workstation to access 
directory services features of the NetWare 4.X environment. 
Note: When a NET.CFG file is not found, VLM.EXE automati
cally loads the NDS.VLM module. 

NETX.VLM Yes This module is optional within the NetWare 4.X environment. 
NETX.VLM manages the communications and function calls 
associated with the NetWare 2.X and 3.X operating system as 
well as programs and utilities designed for these versions of 
NetWare. 

(continues) 
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Table 4.5 Continued. 

Loaded with 
Module Default NET.CFG? Description 

NMR.VLM No NMR is the NetWare Management Responder module that 
acts as an agent on the workstation for Windows or OS/2. 
This module can be used to gather and supply configuration 
and diagnostic information. 

NWP.VLM Yes Known as a multiplexor, or parent VLM, NWP.vLM handles 
the communications between BIND.VLM or NDS.vLM and 
other modules within the VLM suite. 

PRINT.vLM Yes As the name implies, the PRINT module is responsible for 
redirecting print jobs from the workstation to the network 
printers. 

REDIR.VLM Yes The REDIR module is known as the DOS Redirecter and 
handles the requests for files and directories stored on the 
NetWare file server. 

RSA.VLM No An optional VLM, RSA is another security type of VLM that 
authenticates and encrypts when used in the NetWare 4.X 
NDS environment. This VLM is required if you are using the 
auto reconnect feature of the VLMs. 

SECURITY.VLM Yes SECURITY.VLM manages security-related features of NetWare 
such as packet signing. 

TRAN.VLM Yes Known as a multiplexor or parent VLM, TRAN.VLM manages 
the communications between the DOS Requester and 
protocol VLMs such as IPXNCP.VLM. 

VLM.EXE VLM.EXE is the executable file run in place of NETX.EXE, 
EMSNETX.EXE, or XMSNETX.EXE. Manages and loads the 
Virtual Loadable Modules-files with the extension .VLM
used to connect and communicate with the network. 
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Installing the Workstation Files 

Before you install the workstation files, you first must determine if you are going to use the older 
ODI/NETX implementation or the DOS Requester. While ODI/NETX has proven itself to be quite 
stable and reliable, it doesn't offer as many benefits as the Requester, including packet bursting 
and large internet packets (the ability to send packets larger than 576 bytes through routers). The 
choice is really up to you, but unless there is some particular reason, such as company standards, 
why you cannot use the Requester, you should choose it over the ODI/NETX implementation. In 
addition to the added benefits of the Requester, Novell is pushing this method the most. Eventu
ally, Novell probably will stop supporting ODI/NETX, so it may be best to plan ahead. 

The following headings show you how to install the ODI/NETX and DOS Requester workstation 
files. To review how you can configure how these files operate, refer to the heading "Configuring 
and Customizing Your NET.CFG" later in this chapter. 

Installing ODI/NETX 
Since Novell is moving away from the ODI/NETX implementation, installing these files takes a 
little more work on your part. Unlike the DOS Requester, that has a spiffy little installation pro
gram, this installation process is completely manual. 

Finding the Necessary Flies 

When you are sourcing the ODI/NETX files, the most difficult part is finding them~actually, 
many people don't even know they're there! Table 4.6 shows the files you need and where they 
are located: 

Tip 

You can view a file called FILES.DAT to find out what directory or disk a specific file is on. If you bought 

NetWare on CD-ROM, the FILES.DAT file is located in the directory \NETWARE.312\ENGLlSH\INSTALL; and 

if you bought NetWare on diskette, the FILES.DAT file is located on the INSTALL disk. 

Table 4.6 Locations of flies you need from the CD-ROM or Diskettes to use the 
ODljNETX implementation. 

Filename Directory on CD-ROM Diskette 

LSL.COM \CLlENT\DOSWIN WSDOS_' 

MLiD FILES \CLlENT\ \WSDRV_2\DOS WSDRV_2 

IPXODI,COM \CLlENT\DOSWIN WSDOS_l 

NETX.EXE \NetWare.312\ \3 SYSTEM_2 

(continues) 
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Table 4.6 Continued. 

Filename Directory on CD-ROM Diskette 

EMSNETX.EXE \NetWare.312\___\3 

XMSNETX.EXE \NetWare.312\___\3 

NLUNPACK.EXE \CLlENT\DOSWIN WSDOS_l 

Creating an Installation Disk 

If you are going to use ODI/NETX, you should make an installation disk containing all the neces
sary files. It may take you a bit longer at the beginning, but it makes life easier down the road. 
To create an installation disk, copy the following files to a floppy diskette: 

LSL.COM 


IPXODI.COM 


NETX.EXE 


EMSNETX.EXE 


XMSNETX.EXE 


Next, you need your MUD file. If your NIC did not come with a driver diskette, you can check 
the directory to see if Novell has supplied one (see Table 4.6). The drivers on the CD-ROM are 
packed (compressed) with an extension of CO_ (for example, TOKEN.CO_), so they must be 
uncompressed before they can be used. To uncompress a file, you must use the NLUNPACK.EXE 
program stored in the \CUENT\DOSWIN directory. The syntax is: 

NLUNPACK path\driver_filename destination 

http:TOKEN.CO
http:IPXODI.COM
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For example, if you want to unpack the file TOKEN.CO_ that is on the CD-ROM drive (in this 
case, drive E) directly to the floppy drive A, type: 

NLUNPACK E:\CLIENT\___\WSDRV_2\DOS\TOKEN A:\ 

Once you have the necessary files on the floppy disk, you can copy them onto each workstation 
of your LAN. While the ODI/NETX installation does not create a default NET.CFG file as the 
Requester installation does, you can create your own. Refer to the heading "Configuring and 
Customizing Your NET.CFG File" later in this chapter for further information. 

Tip 

When installing files, place them in a subdirectory off the root. Placing them in their own directory minimizes 

the chance the user will delete them by accident, and makes future upgrades easier. 

Installing the DOS Requester 
Installing the DOS Requester is a fairly straightforward procedure that can be completed by the 
administrator as a new installation, or by a current network user who is running an older version 
of the shell. Depending on your circumstances, you will be running the install from one of the 
following locations: 

• NetWare 3.12 CD-ROM 

• NetWare 3.12 diskettes 

• A directory on the file server 

• Requester installation disks 

Loading the Install Program 

To assist you with initiating the installation procedure, the following headings provide you with 
detailed instructions for each method. 

The actual installation is the same from each location, but the manner by which you get into the 
installation program differs. 

Loading Install from the NetWare 3.12 CD-ROM. If your workstation is equipped with a CD
ROM drive, you can start the installation process directly from the CD. To do so, just follow these 
steps: 

1. Insert the CD into the CD-ROM drive. 

2. Change drives to the CD-ROM (for instance, E:). 

http:TOKEN.CO
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3. 	Change directories to \CLIENT\DOSWIN. 

4. 	Run the install batch file by typing INSTALL from the DOS prompt. 

Loading Install from the NetWare 3.12 Diskettes. If you did not purchase NetWare 3.12 on 
CD-ROM but instead opted for the disk-based version, you should have received several diskettes 
pertaining to the DOS Requester. To start the install program, you should: 

1. 	 Insert the WSDOS_1 disk into the floppy drive. 

2. 	Make this drive current (such as by typing A:). 

3. 	Run the install batch file by typing INSTALL from the DOS prompt. 

Loading Install from a File Server Directory. To run the install program from a file server 
directory, you must first copy the required files from your 3.12 disks onto the file server. While 
you can copy the programs into any directory, it is recommended that you install them in a 
directory called SYS:\PUBLIC\CLIENT\DOSWIN. If you have not already done so, you can 
create the installation directory by: 

1. 	Logging in to the file server as a SUPERVISOR or SUPERVISOR-EQUIVALENT from a work
station with a CD-ROM. 

2. 	Mapping a drive to the root of the SYS: volume (for instance, by typing MAP G:=SYS:\) 
and making this your current drive (for example, by typing G:). 

3. 	Creating the installation directory by typing MD \PUBLIC\CLIENT\DOSWIN. 

4. 	With the server prompt still at G:, changing the prompt to the drive with the CD-ROM (for 
example, E:) and then, from the E: \ prompt, typing XCOPY CLIENT\DOSWIN\*.* 
G:\PUBLIC\CLIENT\DOSWIN IS IE IV. This command copies all files and sub
directories from the CLIENT\DOSWIN directory on the CD-ROM to the file server directory 
you created. The IV switch is used to verify that each file was copied correctly. 

Tip 

While the IV switch-used to verify the copy was done correctly-is not mandatory, and increases the time it 

takes to copy a file, you should use it when creating a directory from which many users will be copying files. 

Once all the files have been copied over to the server, you then can make 
SYS: \PUBLIC \ CLIENT\DOSWIN your current directory and run the installation 
batch file by typing INSTALL from the command line. 
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From the Requester Installation Disks. Instead of using the file server as your installation base, 
you can make a set of install disks from your CD-ROM. This scenario is ideal for situations where 
you will be installing new workstations that do not have older shells loaded, or if you will be 
traveling around to different sites doing installs and/or upgrades. To prepare your installation 
disks, first make sure you have four high density formatted diskettes available, then: 

1. Insert the NetWare 3.12 CD into the workstation's CD-ROM. 

2. Make the CD-ROM drive current (such as by typing E:). 

3. Change directories by typing CD\CLIENT\DOSWIN. 

4. Run the program MAKEDISK. 

This process creates each of the disks necessary to run the installation program and also tells you 
what to label each one. Once completed, insert the disk labeled WSDOS_1 into the floppy drive, 
and after making the floppy drive your current default drive, type INSTALL to initiate the DOS 
Requester installation. 

Using the INSTALL Program 
No matter what method you use to run the INSTALL program, the result will always be the same. 
Once you run INSTALL, you are presented with a screen like the one shown in Figure 4.1. 

Fig. 4.1 NetWare Client Installation screen for installing the DOS requester. 
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Step 1: Client Directory Name. The first step asks you what you want the client directory name 
to be. Unless there is some particular reason why you must choose something other than the 
default C: \ NWCLIENT directory, don't. Where possible, it is always best to stick with the default 
settings. 

Step 2: Allow Changes. The second step asks if you want the INSTALL program to make the 
necessary modifications to the workstation's CONFlG.SYS and AUTOEXEC.BAT files. If you 
choose YES, INSTALL makes the following changes: 

• 	 A line that says LASTDRIVE=Z is added to the CONFIG.SYS. This change is mandatory if you 
want to use the Requester. 

• 	 A line that says @CALL C: \ NWCLIENT\STARTNET . BAT is added to the AUTOEXEC.BAT. This com

mand calls a batch file called STARTNET.BAT that contains the commands to load all 
the necessary files. 

Note 
" ,(i;r'~'i""''4/;' 

ff yoU do.not aflqw theINS\'f~¥~f()gf~m to make ~ nece5Silry.cha~$i'Y ,.<s'·~fa tnininitifn"in$ettt~ 
command LASTDRIVE=lin th~vvof'J(station's CONFlG..SYS file, . .. '.. 

If you choose not to allow INSTALL to make these changes, it creates two files in the directory 
specified in Step 1: CONFIG.NEW and AUTOEXEC.NEW. These files contain the same informa

tion stored within the current versions plus the changes that INSTALL would have made. 

Step 3: Install Support for Windows. If the workstation where you are installing the Requester 
uses Microsoft Windows, answering Yes to this option will make several changes to your WIN
DOWS directory and the configuration file such as WIN.lNI and SYSTEM.lNI. After answering 
Yes, INSTALL then asks you for the name of the directory where you installed Windows. 

By telling INSTALL to install Windows support, you are authorizing the following changes to be 
made to the workstation's Windows installation: 

These changes only work with the DOS Requester and do not operate properly if you are using the 001/ 

NETX implementation. Make sure you make a backup copy of your \WINDOWS directory before installing 

the requester. 
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• 	 Install new files in the \ WINDOWS directory: 

SYSTEM.BNW 

WIN.BNW 

ET.INI 

NOVELL.BMP 

NOVLOGOl.BMP 


NWADMIN.INI 


NWCALLS.DLL 


NWIPXSPX.DLL 


NWLOCALE.DLL 


NWNET.DLL 


NWPSRV.DLL 


NWRCON.PIF 


NWUSER.EXE 


TASKID.COM 


TBMI2.COM 


NWUTILS.GRP 


• 	 Create a new directory called \ WINDOWS \NLS with 75 files known as unicode tables. 
These tables are used for such things as language support. 

Tip 

If you do not require language support beyond ENGLISH, you can delete all the files in this directory 

except for the ones with the extension .001. 

• 	 Create a new directory called \ WINDOWS \NLS \ ENGLISH with the following files: 

TASKID.MSG 

TBMI2.MSG 

NETW ARER.DRV 

NETWARE.HLP 

http:TBMI2.COM
http:TASKID.COM
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• Install new files in the \ WINDOWS \ SYSTEM directory: 

NETWARE.DRV 

NETWARE.HLP 

NWPOPUP.EXE 

VIPX.386 

VNETW ARE.386 

• Make modifications to the \ WINDOWS \ WIN.lNI file: 

Section Original Line New Line 

[windows] load = 	 load= nwpopup.exe 

• Make modifications to the WINDOWS \SYSTEM.INI file: 

Section Original Line New Line 

[boot] network.drv= 	 network.drv=netware.drv 

[boot.description] network.drv= 	 network.drv=Novell NetWare (V 4.0) 

[386Enh] network=*dosnet, *vnetbios network=*vnetbios, vipx.386, vnetware.386 
TimerCriticalSection= 10000 	 ReflectDOSlnt2A=TRUE 

UniqueDOSPSP=TRUE 
PSPlncrement=5 
OverlappedlO=OFF 

Step 4: Install a Driver for the NIC. In this step, the INSTALL program is asking you what type 
of network interface card is installed in the workstation. You are presented with an additional 
menu like the one shown in Figure 4.2, which lists several NICs currently on the market. You can 
scroll through this listing or, if you can't find your NIC, you can select the last option in the list, 
Other Driver. If you select Other Driver, you must have a driver diskette supplied by the NIC's 
manufacturer. 

Once a driver has been selected from the listing, you are presented with another screen (see fig. 
4.3) asking for more specific information such as the frame type to be used and hardware configu
rations-Interrupts and Port Addresses. The actual options you see will vary from driver to driver. 
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HetW<l",k Board 

Fig. 4.2 Network board selection for the DOS requester. 

Settings for the 3CD" 3C583 EtherLink [J 

gmiM1m 
FIlAI1E £1.hernet.:.882.2 
lilT 3 

It you d ttl not change tIte JUMpers or :9"" i tche$ o~ your 

card, ,P""",", <Esc) ,to accept the current oal.."". 


If !,IOU "hanged tl.e Ju"p""" or switches oll !,IOU ~"'t~lIi> card, changa 
the~41u~';i'¥"" to ....teh the ju.._ setting".ijisll.li "lI,!'l/..e and 
I'~,>~~~>,.lres" {Esc> when !IOu ...... thNlugh. "" 

lIote:ii~~ue a p ...... llel printe" (this IncIUde,,~~~"~~i~rs) avoid 
"sing Hrhille ,Address 36!l. If !,IOU haue a "euice wMc"'u~'COI12 n,,: tal<, 
f'II;OUs:BJ ol',>~de:l'l\) avoid using Inter:rltpt Request 3. " 

Fig. 4.3 Network board configuration settings. 

Newer Ethernet driv¢rs default to,the ,802.2 format. If your LANstillusesth~, older. 802.3 format, you must 

manually select this within tl')e Frame Type option. 

Step 5: Install the Requester. The final step is to actually run the installation. If you are happy 
with the selections you have made up to this point, the INSTALL program makes the changes 
shown in Steps 1-4 and creates a basic NET.CFG file in the directory specified in Step 1. This file 
then can be customized even further for your installation, as described in the next section. 

Configuring and Customizing Your NET.CFG File 
Once ODI/NETX or the DOS Requester has been installed on your workstation, you have the 
opportunity to run it lias is" or to fine-tune the NET.CFG file-to try loading ODI/NETX or the 
Requester, refer to the heading "Loading the Workstation Files and Command Line Options" later 
in this chapter. NET.CFG is a standard ASCII text file that acts as a central location where other 
programs such as LSL.COM and VLM.EXE can read any configuration options you have set. 

http:setting".ijisll.li
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The NET.CFG file created upon installation will look something like the one shown in Figure 4.4. 
This file was created using the information supplied during the DOS Requester installation. 

Link Dr i vel" 3C1188 
FRAnE Ethe..net_B8Z.2 

HetWare D08 Requester 
FIRST NETWORK DRIVE = F 

USE IlEFAULrs = OFF 

ULI1 = CONN. UL" 

ULII = IPXMCP .ULII 

ULI1 = TRAN. ULI1 

ULI1 = SECURITY.ULI'! 

ULH = NOO .ULI'! 

ULII = BIHIl.ULII 

ULI1 = HWP .UL" 

IJLM = FlO. ULII 

IJLM = GEI'IERAL .IILII 

ilL" = REDIR.IILH 

ULI't = PRIMT .ULII 

IJLM = METX .\lLH 


Fig. 4.4 The default NET.CFG file created during the DOS Requester installation. 

Understanding the NET.CFG File Format 
Before you make any changes to the NET.CFG, or create a new one, there are several things you 
should know about how the file is formatted-that is, how it is laid out. 

The NET.CFG file is primarily made up of headings and configuration lines. Headings break up 
the NET.CFG into logical sections with a specific focus. As shown in Table 4.7, there are seven 
main headings used in the NET.CFG, shown in the order in which they are usually organized. 

Whether you are changing your current NET.CFG file or creating a new one, there are several 
rules you should follow. They are: 

• 	 Section headings are placed flush against the left margin 

• 	 Configuration options for each section are indented with one tab directly beneath the 
appropriate heading; there should be no space after the section heading 

• 	 A single space should be left empty between sections 

• 	 Each comment line to be inserted in the NET.CFG should be preceded by a semicolon 
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Table 4.7 Headings used within the NET.CFG file. 

Heading Used For 

Link Driver Configuration options used by the MUD (such as the NIC Driver). 

Link Support Configuration options used by the LSL.COM file. 

NetBIOS Configuration options used by NETBIOS.EXE. 

NetWare DOS Requester Configuration options used by VLM.EXE, the DOS Requester. 

NETX Configurations options used by NETX.EXE. 

PROTOCOL IPXODI Configuration options used by IPXODI.COM. 

TBMI2 Configuration options used by the TBMI2.COM file. 

Tip 

As well as comment lines, there may be actual configuration lines you want to remark out temporarily. 

Precede these also with a semicolon. 

NET.CFG Options You Can Use 
The following sections provide you with the various parameters that can be used in the NET.CFG 
file. Where possible, examples have been provided to demonstrate how the parameters are used. 

Link Driver Options 

The LINK DRIVER section of the NET.CFG file groups the configuration options for your 
network interface card. The heading for this section is called LINK DRIVER XXXXXXXX where 
XXXXXXXX is the name of the network board that you are referring to (such as LINK DRIVER 
3CS03). Table 4.8 details the options available for this section. 

Note 
o ,J,;/" 

','; '"i, '",' ',', " " ", ,,",; :,'<;'11",:"',-""",,,«<:, 

If the workstatlol'l~a$~<il'~~~~' you will hav«. two differ:~~~~,~QOS. For example, if you 
are using a 3CS03~1~M't;"~{~gCard, you would t)aveo~~~i$i~~I,.JNI<DRIVER 3CS03 and 
jlnothercaJleQ l1NI<,DJ,I:~$.1~~.· . . . .. ..... 
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Table 4.8 Available LINK DRIVER options to be used in the NET.CFG file. 


Option 

ALTERNATE 

DMA channel # 

FRAME frame name 

INT interrupt # 

LINK STATIONS # 

MAX FRAME SIZE frame size 

MEM memory address [length] 

Example 

ALTERNATE 

DMA 5 

FRAME EthernetJl 

INT 2 

LINK STATIONS 3 

MAX FRAME SIZE 4216 

MEM D8000 

Description 

Specifies Token Ring parameters for another 
adapter. 

Specifies the Network Interface Card's DMA 
channel. The default value is 1 . 

Specifies the frame type used by the NIC 
Multiple FRAME parameters can be included 
to make use of more than one frame type 
per NIC Note: Make sure your server is 
configured to support the frame type you 
specify here; otherwise, you will not be able 
to connect to the server. In NetWare 3.12, 
the default Ethernet frame type is 802.2, 
yet many of the older NICs and current 
installations are still using the old default, 
802.3. Keep an eye out for this! 

Specifies the interrupt, or IRQ used by the 
NIC 

When using the IBM LANSUP.COM 
program, you must specify the number of 
LINK STATIONS. The value changes 
depending on the number of applications 
using the LANSUP program. The default 
value is 1 and the maximum varies depend
ing on the type of network board being 
used. 

In Token Ring, specifies the maximum frame 
size that can be sent. The following formula 
will help you determine the valid number to 
insert: bytes of data + 6 bytes for NIC 
overhead + 114 bytes for the header. 
Therefore, if you wanted to use a 4K packet, 
the formula is 4096 + 6 + 114 = 4216. Note: 
The total number must be divisible by 8; if 
it's not, you miscalculated. Note: When 
using Windows in enhanced mode, the 
VIPX.386 driver will not operate properly 
when the maximum frame size is greater 
than 8,000 bytes. 

Specifies the ROM address of the NIC in 
HEX. The memory address is usually five HEX 
digits with the last digit usually being a O. 
Note: The length is rarely, if ever, needed. 

http:LANSUP.COM
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Option Example 

NODE ADDRESS node address NODE ADDRESS 
1 0005AC29415 

PORT I/O port address 

PROTOCOL protocol name 
hex_id frame type 

SAPS # 

SLOT # 

Link Support Options 

PORT 300 

PROTOCOL ABC 806B 
Ethernet_802.3 

SAPS 40 

SLOT 3 

Description 

You can use this option to override the 
burned-in address of your NIC. Do not 
change the station's address without a valid 
reason. For example, assume you have an 
application that is configured to allow only a 
specific node address to have access. If the 
NIC with the burned-in address fails, you are 
not able to access the application. Using this 
parameter fools the application into thinking 
the station is authorized. Changing the 
address from the burned-in value makes 
administration more difficult. 

Specifies the I/O port in use by the NIC. 

Allows you to use a protocol besides IPX/SPX 
with your existing drivers. For example, the 
new protocol ABC with the HEX ID of 806B 
would be able to use the EtherneC802.3 
frame type. 

When using the LANSUP.COM program, 
this option specifies the number of SAPs 
available. This value should be equal to the 
total requirement of all running applications. 
The default value is 1. 

When using an EISA or MCA workstation, 
this parameter specifies the bus SLOT in 
which the NIC is physically installed. You 
also can use this parameter when there 
are more than two NICs in the computer. 
The default value is SLOT 1 . 

The LINK SUPPORT section of the NET.CFG file provides configuration information to LSL.COM. 
This section is usually included when there is more than one protocol running at any given time. 
Table 4.9 provides the configuration options available for this section. 

http:LANSUP.COM
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Table 4.9 Available LINK SUPPORT options to be used in the NET.CFG file. 

Option Default Example Description 

BUFFERS # [size] obuffers, BUFFERS 10 2108 When packets are being transmitted 
1130 bytes and received, they are first stored in the 

station's memory. While IPX and SPX do 
not require the use of buffers, some 
protocols may (as in TCP/IP requires at least 
two). When setting the buffer size, it should 
be configured to be equal to the maximum 
packet size used on the network. The 
minimum buffer size that can be used is 
618 bytes. 

MAX BOARDS # 4 MAX BOARDS 2 Defines the maximum number of boards 
that can be installed within the workstation. 
This is a cumulative number that includes 
every physical board installed and every 
additional frame type added per board. 
The maximum value is 16. 

MAX STACKS # 4 MAX STACKS 2 Defines the maximum number of protocol 
stack buffers allocated from memory. Each 
protocol you will use on your workstation 
uses a minimum of one stack. The 
maximum value is 16.' 

MEMPOOL pool size MEMPOOL 4096 Defines the size of the memory pool buffers 
required by some protocols; IPX and SPX 
do not require this setting. When using 
TCP/IP, you should use a MINIMUM of a 4K 
MEMPOOL size. 

1Ifyou are trying to load a protocol stack and get an error stating an "out ofresource" condition, try increasing the 
MAX STACKS setting. 

NetBIOS Options 

The NetBIOS section of your NET.CFG file is for configuration options that will be used by 
NETBIOS.EXE. Table 4.10 details these options and how they can be configured. 



Configuring and Customizing Your NET.CFG File 85 

Table 4.10 Available NetBios options to be used in the NET.CFG file. 

Option Default Values Allowed Description 

NETBIOS ABORT TIMEOUT 
=# of ticks 

540 Determines the number of 
ticks. NetBIOS waits to receive 
a packet before terminating 
the connection. 

NETBIOS BROADCAST COUNT 
=# of ticks 

20r4 2 to 65535 Sets the maximum delay to 
broadcast a name resolution 
packet. The default setting is 
determined by the NetBIOS 
Internet setting. When set to 
ON, the default setting is 4; 
when set to OFF, the default 
setting is 2. 

NETBIOS BROADCAST DELAY 
=# of ticks 

18 or 36 2 to 65535 Determines the time, mea
sured in ticks, it takes to 
transmit a name resolution 
packet across the network. The 
default value is determined by 
the NetBIOS Internet setting. 
When ON, the default is 36; 
when OFF, the default is 18. 

NETBIOS COMMANDS 
=# of commands 

12 4 to 250 Determines the maximum 
number of NetBIOS com
mands an application is 
allowed to use at anyone 
time. 

NETBIOS INTERNET 
=ON or OFF 

ON ON or OFF Specifies if NetBIOS is running 
over a internetwork or one 
physical network. ON is used 
for an internetwork, OFF is 
used for a single network. 

NETBIOS LISTEN TIMEOUT 
=# of ticks 

108 1 to 65535 Sets the number of ticks-18 
ticks is roughly 1 second-a 
station will wait without receiv
ing a response before transmit
ting a watchdog packet. 

NETBIOS RECEIVE BUFFERS 
=# of buffers 

6 4 to 20 Used by NetBIOS to set the 
number of IPX receive buffers 
allocated for incoming packets. 

(continues) 
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Table 4.10 Continued. 

Option Default Values Allowed 

NETBIOS RETRY COUNT 
=# of retries 

10 or 20 10 to 65535 

NETBIOS RETRY DELAY 
=# of ticks 

10 10 to 65535 

NETBIOS SEND BUFFERS 
=# of buffers 

6 4 to 20 

NETBIOS SESSIONS = 
# of sessions 

32 4 to 250 

NETBIOS VERIFY TIMEOUT 
=# of ticks 

54 4 to 65535 

NPATCH =offset, value 

Description 

The default setting is deter
rmined by the value set for the 
NetBIOS Internet setting. 
When set to ON, the default is 
20; when set to OFF, the 
default is 10. The NetBIOS 
RETRY COUNT determines the 
number of unacknowledged 
packets that may be sent 
before the connected station is 
deemed inactive. 

Specifies the amount of ticks 
that must pass before an 
unacknowledged packet is 
resent. 

Used by NetBIOS to set the 
number of IPX send buffers 
allocated for outgoing packets. 
You should increase this option 
from the default when the 
stations are using several 
NetBIOS connections. 

Determines the number of 
NetBIOS sessions the work
station can run. 

Specifies the number of ticks 
that must pass without 
receiving a packet from a 
connected station before 
requesting verification that the 
connected node is still on-line. 

Used when applying patches 
for NetBIOS supplied by 
Novell. Always read the 
accompanying documentation 
thoroughly for the correct 
settings. 

NetWare DOS Requester Options 
Several options can be used in your NET.CFG file under the heading NetWare DOS Requester. 

Table 4.11 details the options currently available. While this listing is complete at the time of 

writing, new options may be available when file updates come out for the DOS Requester. 
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Table 4.11 Available NetWare DOS requester options to be used in the NET.CFG file. 

Option Default Values Allowed 

AUTO LARGE TABLE = OFF ON or OFF 
ON or OFF 

AUTO RECONNECT = 
ON or OFF 

ON ON or OFF 

AUTO RETRY = 
# of seconds 

5 oto 3640 
seconds 

AVERAGE NAME LENGTH = 
# of characters 

48 2 to 48 

Description 

Establishes a large table of 178 
bytes (ON) or a small table of 34 
bytes (OFF) per bindery server 
connection. Whenever a connec
tion has been broken (such as due 
to server failures), the workstation 
can automatically reattach to the 
server and reestablish drive 
mappings and printer assign
ments. Using a small table saves 
memory but decreases your 
chances of a successful reattach
ment. You should set this value to 
ON if your username and pass
word are more than 16 characters. 
Note: You must include BIND 
RECONNECT = ON in your 
NET.CFG for this to work. 

Allows you to reconnect to a 
NetWare 4.X file server if/when 
your connection has been lost-
when the server goes down. By 
setting this value to ON, your 
connection, printer assignments 
and all drive mappings will be 
restored. You must include the 
line VLM=AUTO.VLM in your 
NET.CFG for this option to work. 

Specifies the amount of time 
- the AUTO.VLM should wait before 

attempting to reestablish the 
network connection after 
receiving a critical network error. 

Using this option, you may 
be able to save yourself a little 
bit of memory. The requester 
automatically reserves 48 bytes 
for each server name in your 
connection table. For optimal 
memory utilization, you should set 
this value to the size of the largest 
server name on your network. 

(continues) 
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Table 4.11 Continued. 

Option Default Values Allowed Description 

BIND RECONNECT = 
ON or OFF 

OFF ON or OFF When set to ON, this option 
automatically restores drive 
mappings, printer assignments, 
and your connection after a server 
failure. When set to ON, this 
option requires that you set AUTO 
RECONNECT = ON and 
VLM=AUTO.VLM in your 
NET.CFG. 

CACHE BUFFERS = 
# of buffers 

5 o to 64 Sets the number of cache buffers 
used to cache files open on the 
server.l 

CACHE BUFFER SIZE = 
# of bytes 

See 
Description 

64 to 4096 Sets the size of the local cache 
buffers to get the best perfor
mance by setting this value to 
match your packet size minus 64 
bytes. The default value for this 
option is the maximum for your 
media minus 64. For example, an 
Ethernet packet is 1,500 bytes 
long, therefore 1,500 minus 64 
would make the default 1,436 
bytes. 

CACHE WRITES = 
ON or OFF 

ON ON or OFF When set to ON, your PC 
reports writes to the cache buffer 
to the Requester before they are 
com-pleted. Setting to OFF will 
only report when the write is 
completed. Setting this value to 
off provides the highest degree of 
integrity while the ON setting 
improves performance. 

CHECKSUM = value oto 3 Determines if checksums are 
embedded within an IPX packet. 
O=Do Not Use Checksums, 1 =Use 
Checksums Only When Re
quested, 2=Use Checksums With 
Any Device Capable Of Using 
Checksums, 3=Always Use 
Checksums. 

CONNECTIONS = 
# of connections 

8 2 to 50 With NetWare 4.X, you can 
connect to more than eight file 
servers at a time. Setting this value 
higher than neccessary wastes 
memory. Note: Setting this value 
greater than 8 when using 
NetWare 3.X or NetWare 2.X 
servers does not work properly. 
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Option Default Values Allowed Description 

DOS NAME =name MS_DOS Any Name, 
Maximum 5 
Characters 

Overrides the autodetection 
of the DOS version you are 
running. 

FIRST NETWORK DRIVE = 
drive 

First 
Available 
Drive 

Any Drive 
Between A: and 
Z: 

Sets the first drive letter to be 
used when accessing the 
network; usually it is F:. 

HANDLE NET ERRORS = 
ON or OFF 

ON ON or OFF Setting this option to ON causes 
network errors to be viewed as 
DOS error codes and will be dealt 
with by the DOS error handler. 
Setting this option to OFF uses the 
NetWare error code. Note: Some 
applications will not work properly 
when this value is set to OFF. 

LARGE INTERNET PACKETS = 
ON or OFF 

ON ON orOFF If your router can transmit packets 
greater than 576 bytes, set this 
value to ON; otherwise, set it to 
OFF. Note: Some routers are pro
grammed to use 576 byte packets 
only; in cases like this, the DOS 
Requester will only use 576 byte 
packets regardless of this setting. 

LOAD CONN TABLE LOW = 
ON or OFF 

OFF ON or OFF This option first came about with 
NetWare 4.0 and does basically 

the same thing LOAD LOW CONN 
does except the default for this 
one is OFF. 

LOAD LOW CONN = 
ON or OFF 

ON ON or OFF Leaving this value set as ON loads 
CONN.VLM in conventional 
memory; it uses 3K of RAM. By 
keeping your server connection 
table in conventional memory, 
your PC will operate faster than 
loading it high. 

LOAD LOW IPXNCP = 
ON or OFF 

ON ON or OFF Leaving this value set to ON loads 
IPXNCP.VLM in conventional 
memory; it uses 4K of RAM. When 
packets are received and sent from 
the station, IPXNCP must examine 
each one. When loading IPXNCP 
in conventional memory, your PC 
operates faster than loading it 
high. 

LOCAL PRINTERS = 
# ofprinters 

3 o to 9 Sets the number of local printers 
you have attached to your Pc. A 
setting of 0 means you have no 
printers attached.2 

(continues) 
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Table 4.11 Continued. 

Option Default Values Allowed 

LONG MACHINE TYPE = name IBM_PC Any name up to 
six characters 

MAX T AS KS = # of tasks 31 5 to 254 

MESSAGE LEVEL = value o to 4 

MESSAGE TIMEOUT = 0 o to 10000 
# of ticks 

MINIMUM TIME TO NET = 0 Any value 
# of milliseconds specified in 

milliseconds. 

NAME CONTEXT = name "ROOT" "Any Context" 

Description 

Sets the machine name associated 
with the Pc. The value can be 
referenced by the MACHINE login 
script variable. 

Your PC uses up one task for every 
process running at any given time, 
including opening and closing 
files. This option defines the 
maximum number of tasks your 
PC can work on at once; Microsoft 
Windows workstations may 
require you to increase from the 
default. 

Specifies what the requester 
should display when loading the 
VLMS. O=Copyright, version and 
critical errors, 1 =Level 0 plus 
warnings, 2=Level 1 plus name 
and version of each loaded VLM, 
3=Level 2 plus configuration 
information for each loaded VLM, 
4=Level 3 plus diagnostic 
messages. 

Determines the number of 
processor ticks required before a 
broadcast message is cleared from 
the workstation's screen. A value 
of 0 means the user must clear 
this messages manually. Note: 
10,000 ticks is roughly 6hrs. 

Overrides the value set by the 
router during a connection. Used 
when connections are made 
through satellite links when the 
default restricts a station from 
making a connection when the 
transfer rate is less than 2400 
baud or when the NetWare 2.X or 
NetWare 3.X server on the other 
side of the link is not using packet 
bursting. 

Sets the starting context when 
logging into directory services. 
Context should be enclosed in 
double quotes. This option is not 
required for a NetWare 3.X LAN. 
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Option Default Values Allowed Description 

NETWORK PRINTERS = 
# of printers 

3 o to 9 Sets the maximum number of 
parallel (LPT) ports that can be 
captured. A setting of 0 restricts 
PRINT.VLM from loading. 

NETWARE PROTOCOL = 
protocol 

BIND or NDS Allows you to specify which order 
you want to load the protocol 
VLMs without having to set 
USE DEFAULTS=OFF and then 
specifying all of the VLMs within 
your NET.CFG file. 

PB BUFFERS = 
# of buffers 

3 o to 10 Determines whether the work
station can use packet bursting. 
A value of 0 turns packet bursting 
off; any other value uses packet 
bursting, when supported on the 
LAN. 

PBURST READ WINDOW SIZE 16 There is no reason to change this 
parameter. Doing so could cause 
serious network problems. 

PBURST WRITE WINDOW SIZE 10 There is no reason to change this 
parameter. Doing so could cause 
serious network problems. 

PREFERRED SERVER = 
server name 

Any Server Establishes what server your 
workstation will try to connect to 
first when loading the Requester. 
Do not use this parameter when 
logging in to your network as an 
NDS client. Doing so may result in 
authentication problems. 

PREFERRED TREE = 
tree name 

Any Valid 
Directory Tree 
Name 

Establishes the NDS directory 
tree you will be placed in when 
first loading the requester. 

PRINT BUFFER SIZE = 
# of bytes 

64 BYTES o to 256 bytes Sets the size of the print buffer 
used to cache print spooling 
between the software and the 
packet driver. When redirected 
printing is spooled, the size of the 
packets is very small. By increasing 
buffer size, you reduce the 
number of packets; therefore, the 
printing is sped Up.3 

PRINT HEADER = 
# of bytes 

64 BYTES o to 1024 bytes Sets the size of the print header 
to be used. The header holds 
setup information such as printer 
initialization strings. 

(continues) 
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Table 4.11 Continued. 

Option Default Values Allowed Description 

PRINT TAIL = 16 BYTES o to 1024 bytes Sets the size of the print tai I to be 
# of bytes used. The print tail resets the 

printer after each job. 

READ ONLY COMPATIBILITY = OFF On or OFF Set this value to ON if you are 
ON or OFF trying to use an application that 

insists on trying to open a file in 
READ/WRITE mode. 

SEARCH MODE = value o to 7 Specifies how an executable file 
will be able to search for other 
files (such as the CAPTURE.EXE 
command opens the file 
PRINTCON.DAT when run). O=No 
special instructions. DOS searches 
the path for COM, EXE, or BAT 
files. Executables will only search 
based on the locations encoded 
within the program. 
1 =Executables first search the 
encoded locations within the 
program and will then scan the 
path. 2= Only searches the 
working directory and ignores 
encoded locations. 3=Searches 
hard coded location except read-
only executables that will search 
encoded locations, working 
directory, and then the path. 
4=Not used. 5=Searches working 
directory and path-this is the 
option commonly used for 
CAPTURE.EXE. 6=Not Used. 
7=Read-only executables searches 
working directory and path 
regardless of the encoding. 

SET STATION TIME = ON ON or OFF Determines if your workstation 
ON or OFF synchronizes its clock with the 

server's when first connecting to 
the server. 

SHORT MACHINE TYPE = IBM Any name up to Can be used to override the short 
name four characters machine name used when using 

overlay files. Can be used by the 
SMACHINE login script variable. 



Configuring and Customizing Your NET.CFG File 93 

Option Default Values Allowed 

SHOW DOTS = ON or OFF OFF ON or OFF 

SIGNATURE LEVEL = value o to 3 

TRUE COMMIT = ON or OFF 

USE DEFAULTS = ON or OFF 

VLM = [pathj\name 

OFF 

ON 

ON or OFF 

ON or OFF 

Any .VLM file 

Description 

Unlike DOS, NetWare does not 
use a n." to symbolize the current 
directory or a " .." to symbolize the 
parent directory. Setting this value 
to ON will force the requested to 
insert a "." and a " .." in the 
directory listing. This option is 
required when using Windows 
prior to version 3.1. 

Packet signing can be used on the 
Novell LAN to prevent anyone 
from trying to "crack" into the 
server or network. Using this 
option, you can set the degree of 
protection required. 0=00 Not 
Use Packet Signatures, 1 =Use 
Packet Signatures Only When 
Requested, 2=Using Packet 
Signatures If The Server Can Sign 
Packets, 3=Require Packet 
Signatures For All Packets. 

Setting this value to ON ensures 
that an application does not 
receive an acknowledgment of a 
successful write to the server disk 
until the data is actually written. 
While using ON decreases the 
overall performance, it provides 
the highest degree of integrity. 

Determines if VLM.EXE loads all 
default VLM files. When set to 
OFF, the VLM= option is used to 
specify which VLMs should be 
loaded. 

Specifies what .VLM file should be 
loaded, including path, unless 
stored in the current directory. 

1 You will get the best performance by setting the CACHE BUFFERS equal to the number of files that are open at any 
one time, but you will use up more memory. 

2 If you have no locally attached printers, and you have /Jot captured to a print queue, setting the LOCAL PRINTERS to 
aprevents your PC from freezing ifyou press Shi(t+Print Screen. 

3 When you usually print large graphics jobs, increasing the PRINT BUFFER SIZE can increase performance. 

NETX Options 
The NETX section of the NET.CFG file provides configuration information when using the NETX 
shell. Table 4.12 provides a listing of the available options. 



94 Chapter 4-lnstalling Workstations 

Some of the parameters showrlin the DOS Requester section are also valid for NETX. If both 

in your NET.CFG, NETX scans through the DOS Requester Section and uses any settings 

Remember though, you cannot u~e NUX and the DOS Reques~~at .the same time. 

Table 4.12 Available NETX options to be used in the NET.CFG file. 

Option Default Values Allowed Description 

ALL SERVERS = ON or OFF OFF ON or OFF When this value is set to ON, an 
End Of Task (EOT) will be sent to 
all currently attached file servers. 

ENTRY STACK SIZE = value 10 5 to 40 Confirms if a program running in 
expanded memory should be 
visible in the memory frame page. 
Do not change this value unless 
required. 

ENVIRONMENT PAD = 
# of bytes 

17 17 to 512 Determines how many bytes 
should be added to a program's 
environment space before the 
program is executed. By increas
ing this parameter, you can allow 
a NetWare utility to update the 
workstation's path variable when 
adding search drives. 

EOJ = ON or OFF ON ON or OFF Specifies if a files should be closed 
automatically at the end of a job. 

FILE HANDLES= 
# of open files 

40 Determines how many files a 
workstation can have open on the 
network at any given time. Note: 
The value set here has no bearing 
on files stored locally to the 
workstation; for this, you must use 
the FILES parameter in your 
CONFIG.SYS. 

HOLD = ON or OFF OFF ON or OFF Specifies if workstation files should 
be held open when they have 
been accessed until the applica
tion is exited. 

LOCK DELAY = # of ticks Specifies how long the shell 
(NETX) should wait before trying 
to lock a file. You may want to 
increase this value if the station is 
getting frequent errors when 
a;:cessing a file. 
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Option Default Values Allowed 	 Description 

LOCK RETRIES = 3 	 Specifies how many times the 
# of retries 	 shell (NETX) should attempt to 

get a lock on a file. You may want 
to try increasing this value if the 
station is getting frequent errors 
when accessing a file. 

MAX CUR DIR LENGTH = 64 64 to 255 	 Specifies the maximum number 
# of bytes 	 of bytes that can be returned by 

DOS to specify the cu rrent 
directory. 

MAX PATH LENGTH = 255 64 to 255 	 Specifies the size of the maximum 
# of bytes 	 path excluding the server's name 

and file names. 

SHARE = ON or OFF ON ON or OFF 	 When set to ON, allows a process 
to use the same resources that its 
parent can, such as files or RAM. 

SIGN 386 MODE = value oto 2 	 Used for NCP packet signatures 
when using the NETX shell if 
Windows is loaded in enhanced 
mode from the network. O=Enable 
interrupts, 1 = disable interrupts, 
2= force 16 bit signing. 

PROTOCOL IPXODI Options 
The PROTOCOL IPXODI section of the NET.CFG file provides in-depth configuration options for 
the IPX protocol being run from the workstation. Table 4.13 provides a listing of the valid param
eters for this section. 

Tablt', 4.13 Available PROTOCOL IPXODI options to be used in the NET.CFG file. 

Values 
Option Default Allowed Example Description 

BIND board # BIND 3 When IPX/SPX loads, by 
default, it attempts to 
bind to the first NIC 
installed in the 
workstation. When 
multiple NICs are 
installed, you must 
include a statement 
informing the requester 
to bind IPX to any 
additional boards other 
than the first one 
installed. 

(continues) 
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Table 4.13 Continued. 

Option Default 

CONFIG OPTION 0 
# 

INT64 = ON ON 
or OFF 

Values 
Allowed 

ON or OFF 

Example 

CONFIG OPTION 3 

INT64 = OFF 

INT7A= ON 
or OFF 

ON ON or OFF INT7A = OFF 

IPATCH = byte 
offset, value 

IPX PACKET SIZE 
LIMIT = # of 
bytes 

4160 576 to 
6500 

IPX PACKET SIZE 
LIMIT = 1500 

Description 

Overrides the value 
chosen when generat
ing your IPX.COM file. 

Enables the workstation 
to use interrupt 64 
when accessing services 
from IPX. If you have an 
application that worked 
on earlier versions of 
NetWare but does not 
work on your NetWare 
3.11 or 3.12 server, try 
setting this value to 
OFF. 

Enables the workstation 
to use interrupt 7A 
when accessing services 
from IPX. If you have an 
application that worked 
on earlier versions of 
NetWare but does not 
work on your NetWare 
3.11 or 3.12 server, try 
setting this value to 
OFF. 

When patches are 
available for IPX, this 
option is used to 
actually apply the patch 
to IPX. Before doing so, 
carefully read the text 
file or document that 
accompanies the patch. 

Reduces the maximum 
size allowed for the 
packet. If you are 
getting errors about 
insufficient memory, 
you can try reducing 
this number; but for 
optimal performance, 
your should use the 
largest possible packet 
size. For Ethernet, the 
optimal setting is 1500 
while the optimal 
setting for Token Ring 
is 4160. 
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Option 

IPX RETRY COUNT 
= #of 
retries 

Default 

20 

IPX SOCKETS = 
# of sockets 

20 

MINIMUM SPX 
RETRIES = 
# of retries 

20 

SPX ABORT TIMEOUT 
= # of ticks 

540 

SPX CONNECTIONS 
= # of 
connections 

15 

SPX LISTEN 
TIMEOUT = 
# of ticks 

108 

Values 
Allowed 

oto 
65535 

10 to 150 

o to 255 

1 to 65535 

5 to 255 

1 to 65535 

Example 

IPX RETRY COUNT 
= 100 

IPX SOCKETS 
=40 

MINIMUM SPX 
RETRIES = 60 

SPX ABORT TIMEOUT 
= 1000 

SPX CONNECTIONS 
=15 

SPX LISTEN 
TIMEOUT = 15000 

Description 

Tells IPX how many 
times it should attempt 
to resend a packet after 
it has been lost. 

On the workstation 
one IPX socket is used 
for each process that 
communicates with any 
other IPX device, such 
as LANSchool. Depend
ing on the applications 
in use, this value may 
require that you 
increase it from the 
default. 

Specifies how many 
times the workstation 
should attempt to 
establish a connection 
via ~PX before giving 
up. 

Determines how long 
SPX will wait without 
receiving a response 
before it terminates a 
connection. Note: 540 
ticks is roughly 30 
seconds. 

Specifies the maximum 
number of SPX 
connections that can be 
used by the workstation 
at anyone time. 

Specifies the amount 
of time that SPX will 
wait without receiving 
a response before it 
requests the connected 
node to acknowledge 
the connection is still 
valid. The request sent 
from the workstation is 
known as a "watchdog 
packet." 

(continues) 
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Table 4.13 Continued. 

Values 
Option Default Allowed Example Description 

SPX VERIFY 54 1 to 65535 SPX VERIFY Specifies the amount of 
TIMEOUT = TIMEOUT = 12000 time that SPX will wait 
# of ticks before it sends a packet 

of information to the 
other connection that it 
is still on-line (known as 
being "alive"). 

* I(yoll have an SPX application that is losing its connections (rom time to time, try illaeasing the MINIMUM SPX 
RETRIES. 

TBMI2 Options 
The options found in Table 4.14 are used in the NET.CFG file to affect how TBMI2 operates in a 
multitasking environment such as Windows. These options are placed under the section heading 
"TBMI2 Options." 

Table 4.14 Available TBMI2 options to be used in the NET.CFG file. 

Option Default Values Allowed Description 

DATA ECB COUNT = # 60 10 to 255 Specifies the number of DATA 
ECBs (Event Control Blocks) 
allocated to buffer packets for 
NetBIOS or IPX/SPX programs 
running in Windows. The 
maximum amount of memory 
that can be allocated to ECBs is 
64K; therefore, since each data 
ECB requires 628 bytes of RAM, 
you would be hard pressed to use 
the maximum of 255 data ECBs. 
If 60 are not required on your 
station, you can try decreasing 
this value to 30 or 40 to salvage 
some valuable RAM. 

ECBCOUNT= # 20 10 TO 255 Specifies the number of non-data 
ECBs allocated. The maximum 
amount of memory that can be 
allocated to ECBs is 64K; there
fore, since each ECB requires 52 
bytes of RAM, in most cases, the 
maximum will be less than 255. 
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Option Default Values Allowed 	 Description 

INT64 = ON or OFF ON ON orOH 	 Similiar to the IPX INT64 setting, 
determines if IPX/SPX services can 
be accessed through interrupt 64.1 

INT7A =ON or OFF ON ON or OFF 	 Similiar to the IPX INT7A setting, 
determines if IPX/SPX services can 
be accessed through interrupt 7 A.2 

USE MAX PACKETS 	 Tells TBMI2 to use the maximum 
packet size specified as the 
maximum IPX packet size. 

USING WINDOWS 3.0 	 Tells TBMI2 it should use the 

TASKID program. 


If an application was working with older versions ofNetWare but will not work with your NetWare 3.11 or 3.12 
server, try setting the !NT64 parameter to OFF. 

2 If an application was working with older versions ofNetWare but will not work with your NetWare 3.11 or 3.12 
server, try setting the !NT7 A parameter to OFF. 

Loading the Workstation Files and 
Command-Line Options 
Up to this point, everything covered has been a preparation for actually loading ODI/NETX or 
the DOS Requester. Depending on the method you have chosen, there will be slight differences 
within this section. 

ODI/NETX 
Loading the older ODI/NETX implementation of the workstation files is rather simple. Once the 
files have been installed, loading the files is as simple as 1,2,3, and 4. With your default drive 
and directory at the location of the ODI/NETX files, type: 

1. LSL 

2. IPXODI 

3. MUD (replace with your NIC driver) 

Tip 

If you are using a Token Ring card, your workstation must be physically connected to the network 

cabling or the driver will not load. 

4. NETX or EMSNETX or XMSNETX 
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After Step 4, a confirmation line should appear on the screen stating something similiar to 
Attached To Server FS1. If you do not see this confirmation line, there could be something 
wrong with your workstation or LAN. Refer to the heading "Resolving Problems with Users that 
Cannot Log In" in Chapter 29 for instructions on how to troubleshoot these problems. 

The DOS Requester 
If you went through the full DOS Requester installation procedure and allowed the INSTALL pro
gram to modify your AUTOEXEC.BAT and CONFIG.SYS files, you can reboot the workstation and 
it automatically loads all the necessary files to let you log into the server. If you didn't allow the 
INSTALL program to make the necessary adjustments, you must make the following changes 
manually. 

First, in the CONFIG.SYS file, add the line LASTDRIVE=Z at the end of the file. Next, if you 
want the requester to load automatically when your PC boots, add the line @CALL 

C: \ NWCLIENT\STARTNET •BAT at the beginning of the AUTOEXEC.BAT file. 

Before you can load the DOS Requester properly, the workstation must be rebooted to make sure changes to 

the CONFIG.SYS are activated. 

If you do not run the STARTNET.BAT file, it is still possible to access the network by loading the 
necessary components manually. To do so, you should: 

1. 	 Change to the directory where the Requester files are stored (type CD \NWCLIENT and 
press Enter). 

2. 	Establish the language that you will be using by typing SET 

NWLANGUAGE=XXXXXXXX where XXXXXXXX is the supported language 

(for instance, ENGLISH) and press Enter. 


3. 	Type LSL to load the Link Support Layer driver and press Enter. 

4. 	Enter the name of the NIC driver (such as TOKEN) and press Enter. 

5. 	Type IPXODI to load the IPX om driver and press Enter. 

6. 	Type VLM to load the DOS Requester and establish a connection with the server and press 
Enter. 
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Tip 

Other 001 drivers can be loaded into upper memory but you should never try to force the VLM.EXE file into 

the upper-memory region (for example, by using the DOS LOADHI command). VLM.EXE automatically loads 

itself into the best available memory area. 

Once the requester (VLM.EXE) has been loaded, you should see a confirmation stating something 
like Attached To Server FS1. If you do not get a confirmation after loading VLM.EXE, there could 
be something wrong with your workstation or LAN. Refer to the heading "Resolving Problems 
with Users That Cannot Log In" in Chapter 29 for instructions on how to resolve these problems. 

Advanced Loading Switches You Can Use with ODI/NETX 
and the DOS Requester 
With the ODI files and the DOS Requester, there are several command-line "switches" you can 
use when loading the files for the first time or after they are already loaded; these switches are 
optional additions to the respective command lines. 

Tables 4.15 through 4.18 provide listings of the switches that are available at the time of writing 
this book. As updated files becoming available, some switches may be removed and others may 
be added. 

Table 4.15 Switches available for use with LSL.COM. 

Switch Example 

I? LSL /? 

!C=[path \]filename LSL C:\NEW.TXT 

IF LSL IF 

IH LSL IH 

IS LSL IS 

IU LSL IU 

Description 

Displays the help screen and version information for 
LSL.COM. 

Specifies a different configuration file to be used other 
than the default NET.CFG in the current directory. 

Forcibly unloads LSL.COM. Unlike the IU switch, IF 
unloads LSL.COM even if other TSRs have been loaded 
after it. This option should be used with caution, as it 
could cause errors that will force you to reboot. 

Displays the help screen and version information for 
LSL.COM. 

Provides statistical information on LSL.COM, such as that 
shown in Figure 4.5. 

Removes LSL.COM from memory after it has been loaded. 
You will not be able to use this option if any TSRs were 
loaded after LSL.COM. 
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Table 4.16 Switches available for use with IPXODI.COM. 

Switch Example Description 

/? IPXODI/7 Displays the help screen and version information 
for IPXODI.COM. 

IA IPXODI/A 	 Forces IPXODI to load without the diagnostic 
responder and SPX portion of IPXODI reducing the 
memory requirement by 9K. 

/C=[path\jFILENAME IPXODI/C=C:\NEW.TXT 	 Allows you to specify a configuration file to be 
used other than the default NET.CFG in the 
current directory. 

ID IPXODI/D 	 Forces IPXODI to load without the diagnostic 
responder portion of IPXODI reducing the 
memory requirement by 3K. 

IF IPXODI IF 	 Forcibly unloads IPXODI from memory regardless 
of the TSRs that were loaded after it. This option 
should be used with caution as it could cause errors 
that will cause you to reboot. 

IU IPXODI/U 	 Cleanly unloads IPXODI from memory. You will not 
be able to use this option if TSRs were loaded after 
IPXODI. 

lIeUlare Link Support Layer u2.05 (938918) 
(e) Copyright 1998-1993 "ouell, Inc. All Rights Reserved. 

The LSL Version is v2.85 
The LSL Configuration Table Version is u1.11 
LSL Initial Entry point ;:: IF};C:tB14 
LSI. Protocol Support Entry point = IFEC:8431 
LSL Genera 1 Ser II,! i ees Entry po i nt ;:: lFEe: BB6H 
LSL MLlD Support Entry point = IFEC:814Z 
LSL Config Table pointer = IFEC:BFF8 
LSL Stat Tab Ie po inter iFEC : BFC6 

The Configuration file used was C:""'WCLIEKTVlET.CFG 
Buffers B, Bufrel" size 8: bytes, f1el'flory pool 8 bytes . 

... 

Fig. 4.5 Running LSL.COM with the IS statistics switch. 

http:IPXODI.COM
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Table 4.17 Switthes available for use with NET.EXE, EMSNETX.EXE, and XMSNETX.EXE. 

The old shell files used with the ODI/NETX implementation (EMSNETX or XMSNETX 
can be substituted for NETX throughout the table). 

Switch Example 

I? NETX I? 

!C=[path \]FILENAME NETX IC=C:\NEW.TXT 

IF NETX IF 

IPS=XXXXXXXX NETX IPS=FSl 

IU NETX IU 

Description 

Displays help screen and version information of 
NETX.EXE. 

Allows you to specify a configuration file other than 
the default NET.CFG in the current directory to be 
used. 

Forcibly unloads NETX from memory regardless of 
the TSRs that were loaded after it. This option 
should be used with caution as it could cause errors 
that will cause you to reboot. 

Specifies a preferred server location when loading. 
Replace XXXXXXXX with the name of a valid 
NetWare file server. 

Cleanly unloads NETX from memory. This option 
will not work if you have loaded any TSR after 
loading NETX. 

Table 4.18 Switches available for use with VLM.EXE, the new DOS requester. 

Switch Example 

I? VLM I? 


IC=[path\]filename VLM IC:\NEW.TXT 


10 VLM 10 

IMx VLM IME 

Description 

Displays the help screen and version information 
for VLM.EXE. 

Enables you to specify a configuration file other 
than the default NET.CFG in the current directory 
to be used. 

Displays the VLM diagnotics screen as shown in 
Figures 4.6 and 4.7. You can use these diagnostic 
screens to determine what type of memory the 
Requester is using and what VLMs were loaded. 

Tells the Requester what type of memory you want 
to use. By default, VLM.EXE will try to use extended 
memory; if none is available, or it doesn't exist, 
VLM.EXE will try expanded memory. If no 
expanded memory is available, VLM.EXE will load 
into conventional memory. You can override this 
process by directing the Requester directly to the 
type of memory you want to use. Replace x with 
X for Extended, E for Expanded, or C for Con
ventional RAM. 

(continues) 
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Table 4.18 Continued. 

Switch Example 

/PS=xxxxxxxx VLM /PS=FSl 

jPT="XXXXXXXX" VLM jPT ="DJASYSTEMS" 

Nx VLM N3 

Description 

Specifies a preferred server location when loading. 
Replace XXXXXXXX with the name of a valid 
NetWare file server. 

Specifies the preferred tree to which you would like 
to attach in a NetWare 4.X environment. 

When the VLM loads, it is possible to control the 
amount of information that it provides to you. You 
have the following options for the value of x: 
O=Displays critical errors and copyright information 
only. l=Same as 0 plus warning messages. 2=Same 
as 1 plus names of VLM modules that are loaded. 
3=Same as 2 plus configuration parameters. Figure 
4.8 contains an example of VLM.EXE loading with 
the N3 switch. 4=Same as 3 plus diagnostic 
messages. 

VLII.EXE NetWare uirtual loaa..ble Module ..anager u1.18 (931289)

eel COPY"ight 1993 IIovell. Inc. All Rights Reserued. 

Patent pending. 


The VLII.EXE file u1.111 is currently loaded 
VLPI transient switch count : 135 
\lUI ea 11 count : 2111! 
VLM current ID : I1II48h 
\lLII MeMor!j type : XIIS 
VlJ1 fIIodules loaded cou.nt : 14 
VLI! block ID (8 if COli) : 1IIlIl4h 
IILI! transient block : EADFh 
\lLII global seg (II if CON) : E22Fh 
VLH async queue (h~ t" 51 : 8888:8888, 2743:B838J 0 
\lLII busy queue (h. t. sl : HHHH:HHIIl!, 2743:HH3C, Il 
VLH re-entrance leue.l : 1 
VLII full l'\ap count : 133 

Fig. 4.6 First half of VLM.EXE diagnostic screen. 
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UUt diagnostic intortlt8.-tion M4J"BSS "eMory Sizes: (deciMal) 
PIME ID Flag Fum: Maps Call TSeg G8eg Low High TSize GSize SSize 

\lL" 8881 1'11188 !lIIII5 IIBIIII 1I1BE 2743 I18AF FFYF IlIIIlII 4912 8 II 
con" 1111111 8111111 1lII11 IIBIIII BII3E E2ZF EZF3 FFFF FFFF 313& 3114 6600 
IPXHCP 111121 BIIIlII IIIlIlB 1I1I1I1l 111115 E3IIB E428 FITF FFFF 45GB 2928 1952 
TRAH IIIlZII EIIIIII 1lII8B 1IIlII1 1lII19 E3IIB E428 ITFF ITIT 285 183 1952 
SECUR lTV BIl61 AIIIlII 1IIlII5 1lII1l4 1!11113 EADF E4DF' 881111 1I1lII8 4192 8 3288 
MDS 1lII32 Allilil 111118 !l1l18 BII17 EADF E4DF 18bB I!III!II 5952 B9& 992 
BIND 1lII31 AIlIII'I 8818 H8Bb 1!11115 EADF E517 27AIl IIIIIlII 2992 448 nil 
HIIP 1!11311 AI!IIIl 81111 11812 1IIlII4 EADF E533 33511 IIIIIlII 29611 1824 12l£> 
FlO 1lII41 AIIIlII 8I!IIB 81!114 1111113 EMF ESA5 3EEII IlIIIlII 6832 1817G 41!11 
GEnEIlAL 111143 AIIIlII 8I!IIA 1lII18 1lII17 EADF E8Z1 5991l 8l!ll1l 1744 624 1328 
REDIR 81148 1'1111111 1IIlII9 811?B IIIl6E EADF _ f>II6II I!III!II 9528 2_ 121(, 
PRI"! 1lII42 A81l11 IlII8F 11819 111116 EMF ESDE 8598 1181111 393£0 28118 1528 
!lET)( 1IB58 1'111118 IlIIII7 11829 1IIlZ2 EADF E9BD 94m IIIl11Il B992 41116 2112 
"nD !ll!11! AIlIlll 1!11117 I'IIl89 1l1lll3 EADF _ BB18 1181111 1728 784 612B 
AUTO 1lII61l AIIIlII 8!186 81!116 118113 EADF EI'IIl9 DEDIl 118118 2Z5G 592 11lBB 
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Fig. 4.7 Second half of VLM,EXE diagnostic screen, 
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Fig. 4.8 Loading VLM.EXE so it displays detailed information while loading. 





Chapter 5 

Network Connection 


NetWare file servers can provide a wide variety of resources to users on the LAN or WAN, ranging 
from printing capabilities and basic file sharing to in-depth and advanced database and commu
nications systems. But before any of these services is available to the user, a connection must be 
established between the user's workstation and the file server. 

In this section, we explore the options available to you for getting to these resources, and 
specifically: 

• Checking a server's availability 

• Logging into a file server 

• Attaching to a file server 

• Logging out of a file server 

Locating a File Server 
While most people logging into the network already know what server they are to log into, the 
time will come when either someone will forget the exact spelling of the server's name or you are 
on a LAN/WAN with multiple file servers and want to check if a server is up and running. 

NetWare includes a utility called SLIST that provides a listing of all servers currently online and 
accessible. There are several ways to use SLIST, each of which are depicted below: 

To view a listing of all file servers currently online, type: 

SLIST 

To view a listing of the domains on your LAN using the NetWare Naming Service, type: 

SLIST /D 
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Tip 

Wild cards can be used with the SLiST command to reduce the amount of output SLiST will provide. This is 

especially helpful on large LANs or WANs with multiple file servers. Using the * and? wild cards, you can try 

to fine tune your search. For example, to search the LAN for all servers that begin with the letters PS, you 

could type SLiST PS*. 

Getting into the Server 
After the server operating system has been installed, the network cabling has been set up, and the 
workstations are installed and configured, the next step is to establish a connection with the file 
server. You are not able to make use of the resources that the server has to offer until you either 
LOGIN or ATfACH to the server. 

While attaching and logging into the server will both establish a connection, they serve different 
purposes. The purpose of logging in is to establish a connection with the server and run batch
like files, called login scripts, to configure your environment. Attaching to a server merely estab
lishes a connection. Depending on your requirements, you may log in, attach, or both. Either 
way, there are several options available to you that are discussed in this section. 

Logging in with LOGIN 
Stored within the SYS:LOGIN and SYS:PUBLIC directories, LOGIN.EXE must be run to log into 
the file server. By using LOGIN, you not only establish a connection with the server, but, by de
fault, you also will execute the server's login script and gain access to the server's resources. There 
are several methods to use with the LOGIN program, depending on your requirements. Following 
is a listing of the different options available to you: 

Tip 

If/When you update your LOGIN.EXE file with a newer version, always remember to copy it to the PUBLIC 

and LOGIN directories. Having two versions on the server can cause unpredictable results. 

To log into a file server other than your default, use the following syntax: 

LOGIN servernamelusername 
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To log into your default file server, use the following syntax: 

LOGIN username 

or 

LOGIN servernamelusername 

Note 

In addition to these commands, there are three switches that may prove useful when using the 
LOGIN program. 

To clear the screen after entering your password, use this syntax: 

LOGIN Ie servernamelusername 

To run a script file other than the system script when logging in, use this syntax: 

LOGIN Is=path\seriptname servernamelusername 

To run a script file when you are already logged into the file server, use this syntax: 

LOGIN Ina servernamelusername Is=path\scriptname 

Tip 

If you are logging into the server and getting a double mapping for the PUBLIC directory, it could 

be because the system login script and the default login script are being run. To prevent this, you 

can add a parameter to your system login script called NO_DEFAULT, but you must be running at 

least LOCIN.EXE version 3.70. To find out what version you are running, use the VERSION.EXE 

program stored in the PUBLIC directory. 

Attaching to a Server with the ATTACH Command 
Using the ATTACH command, you can access a file server and its resources-security permit
ting-without logging out of your current file server. Unlike the LOGIN command that runs 
a script file, ATTACH merely establishes the connection. 



110 Chapter 5-Network Connection 

To attach to a file server, use this syntax: 

ATTACH servername/username 

If you do not enter the servername and username on the command line, you will be prompted 
for them. 

Connecting to a Server from within the Menus 
Several of the NetWare menu utilities-such as SYSCON, FCONSOLE, and DSPACE-have a main 
menu option such as Change Current File Server or Change File Server. By selecting this menu 
option, you can see what servers to which you are currently attached and you can attach to other 
file servers. To do so: 

1. 	Where available, select Change Current File Server or Change File Server. 

2. 	 Once selected, a window appears, showing you the servers that you are currently logged 
into. To attach to another server, press the Insert key and a listing of available servers is 
shown. 

3. 	Cursor through the listing of servers and select the desired one by pressing the Enter key. 
When asked, type in your username and password. 

Getting Out of the Server 
Whether you want to change default file servers or you are leaving for the day, you must eventu
ally break the connection between your workstation and the file server. There are a couple of 
methods that you can use to do so, as shown below. 

Logging Out with LOGOUT 
The LOGOUT command breaks the connection between your workstation and the file server(s) 
that you are logged into. Once the connection is broken, resources on that file server will not be 
accessible to you. 

To log out of all file servers that you are logged into, use the following syntax: 

LOGOUT 

When you are logged into multiple servers at once, you can log out of only one by using: 

LOGOUT servername 
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Shortcut 

Wild cards can be used with the LOGOUT command. For example, assume you are logged into multiple 

servers called FS1, FS2, SERVA, and SERVB. If you want to log out of the FSl and FS2 servers but remain 

connected to SERVA and SERVB, you could type LOGOUT FS? or LOGOUT FS*. In either method, you 

would be logged out of FSl and FS2, but your connection to SERVA and SERVB would remain. 

Disconnecting from a Server from within the Menus 
Several of the NetWare menu utilities, such as SYSCON, FCONSOLE, or DSPACE, have a main 
menu option such as Change Current File Server or Change File Server. By selecting this menu 
option, you can see what servers you are currently attached to and you can log out from any of 
these servers except your default server. To do so: 

1. 	Where available, select Change Current File Server or Change File Server. 

2. 	Once selected, you are presented with a window showing you the servers that you are cur
rently logged into. Select the server that you would like to log out from and press Delete. 

Shortcut 

From this listing, you can log out from several servers at once. Press the F5 key to select each one from which 

you would like to log out. Once the servers are all selected, press Delete. 





Chapter 6 

Configuring the 
Default Setup 

For some individuals, setting up users on the file server is a long and drawn out process. When 
the server only has a few users, configuring each ID on an individual basis is not too bad, but 

when there are numerous IDs to be set up, individual configuration is not always an option. 

NetWare provides you with the option of setting up default configurations that pertain to all new 
users. By using default setups, the amount of time it takes you to get the users up and running 
can be drastically reduced. In this section, we look at using these defaults, and specifically: 

• Setting default account balances and restrictions 

• Setting default time restrictions 

Note 

~~4tlft.pat 
¢l1al19ed Ol1anindi 

Setting Account Balance/Restrictions 
Default account restrictions are established for a wide variety of reasons, such as setting pass
word requirements or connection limitations. To view or change your server's default account 
restrictions, first log in to the file server as a SUPERVISOR or SUPERVISOR EQUIVALENT. Once 
in, access the PUBLIC directory and type SYSCON. 

When SYSCON is loaded, you are presented with a menu entitled Available Topics. From this 
menu, you must select Supervisor Options, then Default Account Balance/Restrictions (see 
fig. 6.1). 
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This option establishes the default account restrictions that apply to all new users created on the 
file server. Any users currently set up on the server will not be affected by changes made within 
this area. 

Fig. 6.1 The Default Account Balance/Restrictions for the file server. 

Depending on your specific requirements, there are several items you may want to change from 
the default settings. Table 6.1 shows you what these settings are and what the acceptable values 
are. 

Table 6.1 Account restrictions. 

Setting Acceptable Value Description 

Account has expiration date Yes or No Determines if the account eventually 
expires. When an account expires, 
NetWare does not delete the account; 
instead, it disables it to ensure no 
one can access the account until the 
supervisor reactivates the account. Unless 
there is some specific reason why you 
would want all new IDs to have an 
expiration date, leave the default setting 
at No. 

Date account expires 01/01/1900 to When you answer Yes to the above, 
12/31/2155 NetWare asks you to specify an account 

expiration date in this field. 

Limit Concurrent Connections Yes or No Determines if you want to limit the 
number of stations a single user ID can 
be logged into the file server from at any 
given time. 

Maximum Connections 1 to 250 When you answer Yes to the above, 
NetWare asks you to specify the 
maximum number of stations the ID can 
be logged into the file server from for 
any given time. 



Setting Acceptable Value 

Create Home Directory for User Yes or No 

Require Password Yes or No 

Minimum Password Length 1 to 20 

Force Periodic Password Changes Yes or No 

Days Between Forced Changes 1 to 365 

Limit Grace Logins Yes or No 

Grace Logins Allowed 1 to 200 

Require Unique Passwords Yes or No 
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Description 

If you answer Yes, NetWare prompts you 
for the name of the user's home 
directory when you create a new 10. 

When set to Yes, NetWare requires user 
IDs to have a password on the server. 

When Require Password is set to Yes, 
NetWare asks you for a minimum 
password length. By default, this value is 
set to 5. 

When Require Password is set to Yes, 
NetWare asks you if you want to force 
the users to change their passwords from 
time to time. 

If Force Periodic Password Changes is 
set to Yes, you must then specify the 
number of days that can go by before 
the users must change their passwords. 

If Force Periodic Password Changes is set 
to Yes, you must tell NetWare if you 
want to limit the number of grace logins. 
When the password expiration date is 
reached, the user can continue to log 
into the file server without changing 
their password if this value is set to No. 

Shows the number of times a user can 
log into the file server after their pass
word has expired without changing it. 
Once the user has used all of their grace 
logins, and they have not changed the 
password, they cannot log into the file 
server until an 10 with the proper 
security level over the ID-such as 
SUPERVISOR or SUPERVISOR EQUIVA
LENT, Account Manager, or Workgroup 
Manager-goes in and either increases 
the number of grace logins left or gives 
them a new password. 

Specifies if users can reuse their pass
words. When set to Yes, NetWare keeps 
track of the last eight passwords that 
were used for at least one day. The user 
can make use of any password that was 
used prior to one of these eight 
passwords. 

(continues) 
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Table 6.1 Continued. 

Setting 

Account Balance 

Allow Unlimited Credit 

Low Balance Limit 

Acceptable Value 

+ or
99999999 

Yes or No 

+ or
99999999 

. 

Description 

If the file server is set up to use the 
accounting feature, this option specifies 
how many "credits" a user has when 
their account is first created. 

If the file server is set up to use the 
accounting feature, this option specifies 
if an unlimited number of "credits" will 
be granted to new users. 

If the file server is set up to use the 
accounting feature and unlimited credits 
are not allowed, this option specifies the 
minimum number of credits a user must 
still have for NetWare to continue 
servicing requests from the ID. 

Even if Require Password is set to Yes, it does not guarantee that a user is required to have a password. If the 

number of grace logins is not restricted and you do not assign an initial password for the users, they can get 

away without having a password. If you want all users to require a password, set the Require Password op

tion to Yes and either restrict the number of grace logins allowed or assign an initial password to the user ID. 

Setting Time Restrictions 
Default time restrictions specify when users can and cannot access the file server. To view or 
change your server's default time restrictions, first log into the file server as a SUPERVISOR or 
SUPERVISOR EQUIVALENT. Once in, access the PUBLIC directory and type SYSCON. 

When SYSCON is loaded, you are presented with a menu entitled Available Topics. From this 
menu, you must select Supervisor Options, then Default Time Restrictions (see fig. 6.2). 

On this screen, you see a box filled with asterisks (*) and row headings whose labels are based on 
the days of the week. Above each column of asterisks, the different times of the day are shown. 

By default, users are allowed to log into the file server 24 hours a day, seven days a week. Depend
ing on your environment, you may want to restrict the login times to certain days of the week or 
certain hours of the day. 
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Fig. 6.2 The file server's default time restrictions that determine when users can and cannot log in. 

To restrict the times a user can log into the file server, remove the asterisk (*) from the appropri
ate time spot by using the space bar or the Delete key. As an example, Figure 6.3 depicts a server 
with the default time restrictions adjusted so users cannot log in during the weekend or between 
the hours of midnight and 6:00 a.m. during the week. 

Shortcut 

When you want to remove large sections of text, you can do so by flagging the entire string of text instead 

of one character at a time by using the F5 key. 

Fig. 6.3 Default time restrictions that do not allow users to log in on the weekends or between the hours of 
midnight and 6:00 a.m. during the week. 





Chapter 7 

User IDs and Groups 


When the file server is first installed, NetWare automatically creates two IDs (GUEST and SUPER
VISOR) and one group (EVERYONE). While these two IDs and the group provide you with a 
method of getting into the server, you will want additional IDs and groups that are specific to 
your installation. Using separate IDs and groups, you can restrict network resources on a per user 
or per group basis. 

In this section, the following topics are discussed: 

• Creating Groups 

• Creating IDs with SYSCON 

• Creating IDs with MAKEUSER 

• Creating IDs with USERDEF 

• Configuring Individual IDs 

Groups 
Groups are created on the NetWare file server to logically group individuals who require similar 
access or functionality. In this manner, rights and applications can be assigned to a group instead 
of on an individual basis. This not only reduces the amount of administration time required, but 
it also can improve the organizational structure on your server. 

During installation, NetWare created the group EVERYONE on the file server. By default, all new 
users are automatically added to this group. 

Creating and Viewing Groups 
Using the SYSCON menu utility, you can create new groups or view the groups currently on the 
server by selecting the option Group Information from the Available Topics main menu of 
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SYSCON. After making your selection, you are presented with a window entitled Group Names 
that lists all of the groups currently set up on this server. 

From the listing of groups, there are several tasks you can perform, such as creating a new group 
or deleting an existing one as you see in the following sections. 

Creating a New Group 
To create a new group: 

1. Press the Insert key at the listing of Group Names. 

2. Enter the name of the group you want to create. 

After entering the new group's name, it is inserted into the listing of Group Names. 

Viewing Detailed Information on a Group 
After you have selected a group and chosen it by pressing the Enter key, you are presented with a 
new menu entitled Group Information (see fig. 7.1). Within this screen, there are several options 
you can use, as described below: 

Fig. 7.1 Group Information screen that is presented after selecting a group name. 
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• 	 Full Name: Enables you to specify the full name of this group, up to 127 characters. By using 
the full name, you can go into a little more depth to describe what the group is actually 
used for or by whom. 

• 	 Managed Users And Groups: Specifies the other users or groups this group manages. Refer to 
the heading "Operator and Manager Assignments" in Chapter 12, "Security Equivalences," 
for detailed information on what managers can do. 

• 	 Managers: Provides a listing of the users or groups that are managers of this group. Refer to 
the heading "Operator and Manager Assignments" in Chapter 12 for detailed information 
on what managers can do. 

• 	 Member List: Provides a listing of the users who are currently a member of this group. Refer 
to the heading "Adding and Deleting Users from Groups," later in this chapter for further 
information. 

• 	 Other Information: Tells you the group's bindery object ID number and if this group is as
signed as a console operator. Refer to the heading "Operator and Manager Assignments," 
in Chapter 12 for detailed information on what console operators can do. 

• 	 Trustee Directory Assignments: Specifies which directories to which this group has access. 
Refer to Chapter 13, "Trustee Assignments and Rights," for detailed information on the 
various rights and how they are assigned. 

• 	 Trustee File Assignments: Specifies which files to which this group has access. Refer to Chap
ter 13, "Trustee Assignments and Rights," for detailed information on the various rights and 
how they are assigned. 

Adding and Deleting Users from Groups 
There are two ways to add or remove a user from a group listing: within the personal configura
tion of a user (refer to the heading "Groups Belonged To" later in the chapter), or within the 
Group Information option of SYSCON. To use the latter, first you must select the group with 
which you want to work. 

From the Available Topics main menu of SYSCON, select Group Information and then select the 
group from the Group Names window. Next, you are presented with a window entitled Group 
Information; select the option Member List. 

At this point, a listing of the users who are currently members of this group is shown. To remove 
a user from this listing, select the user name and press Delete. To add a user name, press the Insert 
key and select from the listing of users within the window Not Group Members. 



122 Chapter 7-User IDs and Groups 

Creating Users with SVSCON 
Creating a user ID within SYSCON is a fairly simple process. First, you must login to the file server 
as the SUPERVISOR, SUPERVISOR EQUIVALENT, or WORKGROUP MANAGER. 

While not necessarily the most efficient utility in NetWare for creating IDs, SYSCON is one of the 
most popular. After using it for some time, creating IDs will become almost second nature to you. 
Using this utility, you can create an ID by following the steps below: 

1. 	 From the Available Topics main menu of SYSCON, select User Information. 

2. 	 Next, you are presented with a window entitled User Names. The screen lists all IDs cur
rently set up on the server. To add a new ID, press Insert and type the name of the new 
user's ID when prompted to do so. 

3. 	If the setting "Create Home Directory for User" was set to Yes in the server's default account 
restrictions, you are now prompted for the Path to Create User's Home Directory. Insert 
the pathname of the desired user's home directory and then press Enter. 

Tip 

Try to keep home directories all together. For example, a single directory, called HOME or USERS, could be 

created off the ROOT. Then, users' home directories could be created as subdirectories beneath the HOME 

or USERS directory. 

Once your home directory has been created (when applicable), NetWare inserts the new user ID 
name into the listing of User Names presented on-screen. At this time, the ID is set up and ready 
to go but, before you allow the ID to be used, you should review the configuration to ensure there 
is nothing you want to adjust. 
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To view the user specific configuration, select the user ID and press Enter. You are presented with 
a screen entitled User Information (see fig. 7.2). 

Fig. 7.2 User Information menu of SYSCON for configuring individual user IDs. 

Reviewing And Changing User Specific Configurations 
From the User Information menu presented after selecting an individual user ID from the listing 
of User Names in SYSCON, several options are available to you. While no additional configura
tion is required, you may want to step through each of the options to review the current settings 
or make any desired changes. For your reference, each of these options are discussed in the fol
lowing sections. 

Shortcut 

Instead of working through each user one at a time, you can flag several users with F5 from the listing of 
User Names. Once flagged, pressing Enter enables you to edit some of the following items for all users who 

were flagged. 

Account Balance 
When accounting is installed on the file server, this option sets the number of credits (used to 
access server resources) available to the user and if they should have unlimited credits. 

Account Restrictions 
Upon selecting Account Restrictions, you are presented with a screenful of options. These options 
are mostly identical to those detailed in Chapter 6, Table 6.1, but here, there are two new op
tions. For information regarding the other options, refer to Table 6.l. 

• 	 Account Disabled: Specifies if an account has been disabled. When set to Yes, the account is 
not deleted, nor will any files owned by this ID be deleted, but no one will be able to login 
to the file server with this ID until the status is changed to No. The account can be set as 



124 Chapter 7-User IDs and Groups 

disabled by anyone with the appropriate security or it will automatically switch to disabled 
if the ID has an expiration date that has been met. 

• 	 Allow User to Change Password: Specifies if a user is able to change the password for their ID. 
This option is usually used only if there are IDs used by a group. Unless there is some spe
cific reason why you do not want users to change their own passwords, leave this option as 
Yes. 

Change Password 
This option changes or assigns an initial password to the user ID. Once selected, you are 
prompted for the new password. After pressing Enter, you then must retype the password 
to ensure that you entered what you think you entered. 

Note 

Full Name 
The Full Name field of a user ID is optional from NetWare's standpoint but can be very useful to 
the administrator. In some installations, user IDs are created randomly or are made up in such a 
way that it is not easy to distinguish who the person is, based on their ID. For example, some 
companies may set up a user's ID based on the first three letters of their last name and their HR 
payroll number. Using this field, you can include information such as the user's full name, de
partment, or other criteria. Once set, this field can be called as a variable within the personal or 
system login scripts. 

Note 

Groups Belonged To 
This option tells you what groups of which a user is a member. By default, all users are members 
of the group EVERYONE. To make the user a member of another group, press Enter on the 
Groups Belonged To option, then from the next window, press Insert to select additional groups. 

Note 
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Intruder Lockout Status 
When Intruder Lockout has been installed on the file server, this option shows you if the ID has 
been locked and from what station it was locked out. For detailed information on using the in
truder lockout feature of NetWare, refer to the heading "Detecting Intruders" in Chapter 14, 
"Additional Security Measures." 

Login Script 
This option is used to view or change a user's login script. Refer to Chapter 8, "Login Scripts," to 
see how to create and modify a script. 

Managed Users and Groups 
This option is used to view or assign users and groups managed by this user. By pressing Enter on 
this option, you are shown a listing of the currently managed users and groups. To add an addi
tional user or group to this listing, press Insert and select the users/groups from the Other Users 
And Groups screen you want this user to manage. For detailed information on the different types 
of users, refer to Chapter 12, "Security Equivalences." 

Managers 
This option specifies which users or groups are managers of this ID. By selecting this option, you 
are presented with a window showing you all the current workgroup managers. To add a man
ager, press Insert and select the users or groups from the Other Users And Groups screen you 
want to have managing this ID. For detailed information about what the different types of man
agers can do, refer to Chapter 12, "Security Equivalences." 

Other Information 
By selecting Other Information, you are presented with a small window that provides some basic 
information on this ID. Within this window, the following information is shown: 

• 	 Last Login: The last time this ID logged into the file server. If the ID has never been used, 
this value will be set to <Unknown>. 

• 	 File Server Console Operator: Tells you if this ID is set as a file server console operator. Refer to 
the heading "Operator and Manager Assignments" in Chapter 12 for detailed information 
on what Console Operators can do. 

• 	 Disk Space In Use: Shows you how much space this ID is using on the file server. 
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• 	 User ID: The bindery object ID number for this user. The user's mail subdirectory is named 
based on this ID. 

Tip 

While the user lOs you create always have an eight-character 10 number, the SUPERVISOR 10 is always the 

number 1. 

Security Equivalences 
Once selected, a window entitled Security Equivalences is displayed, showing you the users and 
groups to which this ID is equivalent. To add an equivalence, press Insert and select a user or 
group from the listing of Other Users and Groups. For detailed information on how equivalencies 
work, refer to the heading "User and Group Security Equivalencies" in Chapter 12, "Security 
Equivalences." 

Station Restrictions 
When selected, a window called Allowed Login Addresses appears. When addresses are added to 
this listing, the user ID is only able to login from these addresses. By pressing the Insert key, you 
can specify the network and station address that you would like to restrict the user to. 

Time Restrictions 
This option enables you to view and change the times and days an ID can login to the file server. 
This option works in the same fashion the server's default time restrictions works, except here the 
option is specific to the user in question. 

Trustee Directory Assignments 
Trustee directory assignments specify the directories to which this specific user has access. Once 
selected, you are shown a window entitled Trustee Directory Assignments that displays the cur
rent settings. To add an additional assignment, press Insert and specify the desired directory and 
the associated rights. For information on how trustee aSSignments work, refer to Chapter 13, 
"Trustee Assignments and Rights." 

Trustee File Assignments 
Trustee file assignments specify what rights a user has to a specific file. Instead of granting rights 
to an entire directory, NetWare will let you pinpoint which files are accessible and how. Once 
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selected, you are shown a window entitled Trustee File Assignments that displays the current 
settings. To add an additional assignment, press Insert and specify the desired files and the associ
ated rights. For information on how trustee file assignments work, refer to Chapter 13, "Trustee 
Assignments and Rights." 

Volume/Disk Restrictions 
This option restricts the amount of disk space available to the user. To set a space restriction for 
this user, you should: 

1. 	Select Volume/Disk Restrictions from the user's User Information window. 

2. 	Next, select the volume on which you would like to impose the space restriction. 

3. 	You are then presented with a window entitled User Volume/Disk Restrictions. Within this 

window, answer Yes to the question "Limit Volume Space?" and then on the next line, 

specify in kilobytes to what you would like to restrict this user. 


Note 0 	 ' 

sr$CON. can be used only to impose space restrictions on a per volume basis. If you want to set a space 


restriction for a single directory, use the DSPACE utility'. 


Tip 

If you are going to set space restrictions for multiple users, you may want to look into the USERDEF utility. 


One of the options, Restrict Users, is much faster to use than SYSCON. 


Creating Users with USERDEF 
By using the USERDEF utility, multiple IDs can be created at one time by using a template-the 

template is used to tell USERDEF how you want the IDs to be set up. In addition to the creation 
of the actual user ID, you also can: 

• 	 Provide users with basic login scripts 

• 	 Copy print job configurations from other users 

• 	 Assign account and disk space restrictions 

• 	 Set up home directories 

• 	 Set up basic user security 

II 
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To set up the user IDs, you must first login to the file server as a SUPERVISOR or SUPERVISOR 
EQUlVALENT. Once in, run the USERDEF utility, which is stored in the public directory. When 
USERDEF first loads, you are presented with a screen like the one shown in Figure 7.3. 

Fig. 7.3 USERDEF's main menu. 

From the main menu, the three options are: 

• 	 Add Users-actually creates the user IDs. 

• 	 Edit/View Templates-creates the different user templates. 

• 	 Restrict User-imposes disk space restrictions on user IDs that have already been created. 

Creating USERDEF Templates 
The first option most people choose from the USERDEF main menu is the Edit/View Templates 
option. While USERDEF comes configured with a default template, most people want to config
ure their own. You can create your own template by working through the following steps: 

1. 	 From the Available Options main menu of USERDEF, select Edit/View Templates, which 
then displays a listing of the currently available templates. 

2. 	From the Templates window, press Insert to add a new template. Then, when prompted, 
type in the name of your new template-up to eight characters. 

3. 	Next, you are presented with a window containing two options: Edit Login Script and Edit 
Parameters. First, select Edit Login Script. 

4. 	The login script now shown is set up as the personal login script for each user created with 
the template. You can make additions to this area (refer to Chapter 8, "Login Scripts," for 
detailed information on the different login script commands and variables). Once you have 
finished with this screen, press Esc to return to the previous window. 

Tip 

The commands in this script are basic commands normally covered in your system login script. There

fore, if you already have a system login script on the server, you should delete this script. 
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If there is a system script and you leave this one intact, the result will be duplicate mappings to several 

areas such as the PUBLIC and DOS directories. 

5. 	After editing or deleting the script, select Edit Parameters from the Template window. 

6. 	You now are presented with a window entitled Parameters for Template (see fig. 7.4). On 
this screen, there are several options you can adjust, based on your specific requirements. 
For the most part, these options are similar to those found in the server's default account 
restrictions, but there are three unique to this menu, as shown below. If you want detailed 
info on the other options, refer to Chapter 6, "Configuring the Server Default Setup." 

Fig. 7.4 Account restrictions that can be set for IDs created with USERDEF. 

• 	 Default Directory: Specifies the directory where the user's home subdirectory should be 
created. By default, this option is set to SYS: but you can change this to something off 
of the root directory, such as SYS:HOME. While you need to create this master direc
tory before entering USERDEF, home directories should not be created off of the root. 

Tip 

If you do not want users to have a home directory, blank out this line. 

Normally, if you have a directory called HOME off the root of the SYS: volume, you could refer to it as 

SYS:\HOME. If you use the backslash (\) in this option, your setup will not work; therefore, the direc

tory HOME on the SYS: volume should be referred to as SYS:HOME. 
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• 	 Copy PrintCon From: Enables you to copy the PRINTCON.DAT printer database from an
other user's mail directory to each new user's mail subdirectory. As you see in Chapter 
21, "Printing Management," you can set up printing to use a shared PRINTCON.DAT 
stored in the PUBLIC directory. Therefore, you may want to select NONE for this option. 

If you are planning to use a shared PRINTCON.DAT, do not copy this file to every user's mail directory. 

When the file exists in both locations, and the user tries to print, NetWare will make use of the one in 

the mail directories. Therefore, any changes made to the shared PRINTCON.DAT will not be available 

to the user. 

• 	 Groups Belonged To: This option specifies groups to which the IDs should be a member. 
To have all new users added to other groups besides the default group EVERYONE, press 
Insert on the Groups Belonged To screen and select the other groups from the listing 
provided. 

In NetWare 3.11/3.12, a user cannot belong to more than 32 groups even though there can be more 

than 32 created on the server. By default, USERDEF will make all users members of the group EVERY

ONE, but it will also let you add 32 additional groups to this field, for a total of 33 groups. Even 

though it will not give you an error at this point, or when adding users, if you go into SYSCON and 

check group aSSignments, you will get an error. Do not add more than 31 groups if the user will 

remain as a member of the group EVERYONE. 

7. 	 Once you have set the desired options, press Esc until you return to the main menu entitled 
Available Options. When asked, confirm if you want to save the changes you made. 

Creating Users Using Templates 
Whether you have created your own templates or you are going to use the default template, cre
ating new user IDs is a cinch with USERDEF. To set up one or many user IDs, follow these steps: 

1. 	From the USERDEF main menu, select Add Users and then from the listing of templates, 
select the template you want to use. 

2. 	 Next, the Users window will appear with a listing of the user IDs currently set up on the file 
server. To add a user, press the Insert key. 

3. 	 You will be asked to enter the Full Name of the ID. While you can enter anything in this 
field, words should be separated by a space. Avoid using extended ASCII characters. 

http:3.11/3.12
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4. 	When you press Enter after typing the full name, NetWare asks you for the user's Login 
Name-the ID the system uses. By default, USERDEF tries to use the first name, or first word 
entered as the Full Name. If the default is acceptable, press Enter. Otherwise, backspace over 
the default and create your own ID. When you are done, press Enter to record your changes. 

5. 	After the Login Name is entered, you are returned to the Users window and you see the new 
ID was added to the listing. To the right of the ID, the word NEW signifies the addition. If 
you want to add more IDs, repeat steps 2 through 4; otherwise, proceed to step 6. 

6. 	To create the user IDs, press Esc and you are prompted to Create New Users Using 


Template?, then to answer Yes or No. To create the IDs, answer Yes. 


7. 	After answering Yes, USERDEF then creates each of the IDs on the file server. Once com
plete, a final screen appears, notifying you of any errors that occurred during the setup. 

Creating Users with MAKEUSER 
MAKEUSER is a powerful tool that enables you to create groups of users through the use of a 
scripting language. While MAKEUSER is a fairly basic menuing utility, writing the scripts can be a 
real challenge. The scripting language itself is not difficult, but you must exercise a great degree of 
care when writing the script. With the MAKEUSER USR scripts, layout is everything. 

To create a script for yourself and the users, you must first login to the file server as a SUPERVI
SOR or a SUPERVISOR EQUIVALENT. Once in, run the program MAKEUSER.EXE from the PUB
LIC directory. When MAKEUSER loads, you are presented with a screen like the one shown in 
Figure 7.S. 

Creating MAKEUSER Script Files 
To create your MAKEUSER script file, select Create New USR File from the Available Options 
menu. Once selected, you are presented with a blank screen where you can create your USR 
sCript. 
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Fig. 7.5 The main menu of the MAKEUSER utility, listing the available options. 

The script itself is written using keywords that tell NetWare exactly what you want to do. For a 
listing of these keywords and descriptions of what they can do, refer to Table 7.1. A sample script 
file is shown in Figure 7.6. 

Table 7.1 Commands that can be used in the MAKEUSER USR file. 

Keyword 

#ACCOUNT_EXPIRATION 

#ACCOUNTING 

#CLEAR 

#CONNECTIONS 

#CREATE 

#DELETE 

#GROUPS 

Acceptable Values 

month day year 

balance, lowlimit 

number 

username [,'fuJ/name] 
[;passworcl] [;group] 
[;directory [rights]] 

username 

group 

Description 

Sets the ID's expiration date. When not 
used, the account will never expire. 

Specifies the ID's accounting information. 

Starts a new setup of keywords within the 
same MAKEUSER USER file. Any commands 
prior to the #CLEAR command will have no 
affect on what follows. 

Sets the maximum concurrent connections 
that are available to the ID. When not 
used, the maximum defaults to 250, 
whether the server supports 250 or not. 

Creates an ID on the file server. 
Replace username with the ID name, 
fuJ/name with the user's full name, 
password with the user's password, group 
with the name of the group to which you 
want this user added, directory with the 
name of the directory to which you want 
to assign rights, and rights with the rights 
you want to assign. Multiple groups or 
directories can be specified by separating 
the group or directory names with 
commas. When rights are not specified, 
Rand F will be granted by default. 

Deletes a user ID. Multiple IDs can be 
deleted on the same line by separating 
the IDs by semi-colons (;). Also deletes 
the user's home directory if the 
#HOME_DIRECTORY command is included 
BEFORE the #DELETE command. 

Specifies groups of which the ID is a mem
ber. Multiple groups can be assigned by 
separating each one with a semicolon (;). 
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Keyword Acceptable Values Description 

#HOME_DIRECTORY path Specifies the location of a home directory 
for an ID being created or deleted. 

#LOGIN_SCRIPT path Specifies the login script file used as the 
personal script for each new ID. 

vol, number Specifies the space restriction imposed for 
each user, noted in blocks, not K. Multiple 
volume restrictions can be imposed by 
placing a semi-colon (;) between each set 
of variables. 

Specifies when no home directory should 
be created for a user. 

#PASSWORD_LENGTH length Specifies the minimum password length 
used on the server, between 1 and 20 
characters. When not used, the minimum 
length is set to 5. #PASSWORD_REQUIRED 
must be entered before this command; 
otherwise, it will not work. 

#PASSWORD_PERIOD days Specifies the password expiration period, 
between 1 and 365 days. When not 
used, the password never expires. 
#PASSWORD_REQUIRED must be entered 
before this command or it will not work. 

#PASSWORD_REQUIRED Specifies if a password is required. 
This command must be entered 
before the #PASSWORD_LENGTH, 
#PASSWORD_PERIOD, and 
#UNIQUE_PASSWORD commands 
for them to work. 

#PURGE_USER_DI RECTORY Deletes any subdirectories owned by an ID 
that you delete when using the #DELETE 
command. 

#REM Inserts remarks within the USR file. 
The leading # sign is not required. 

#RESET Same as #CLEAR. 

#RESTRICTED_TIME day, start, end Specifies the time restrictions set for the 
user ID being created. Multiple blocks of 
time can be specified by replacing each 
block with a semi-colon (;). 

(continues) 
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Table 7.1 Continued. 

Keyword Acceptable Values Description 

#STATIONS network, station Sets the station restrictions for IDs you are 
creating. Replace network with the network 
number you are restricting and station 
with the workstation's physical address. 
You can specify multiple stations by 
separating the workstation physical 
addresses with semi-colons (;), or you can 
specify all stations by replacing the 
workstation address with the word ALL. 

#UNIQUE_PASSWORD Specifies if a unique password will be 
required. 

Fig. 7.6 Sample MAKEUSER script file. 

As you create your script, remember that formatting is everything. If you place the commands in 
the incorrect order, the script will not operate as it should. Below, several rules are listed; they 
must be followed when you are creating a script: 

• 	 The #CLEAR command should be used to separate distinct areas of the script. Any com
mands used before the #CLEAR command will have no effect on those that come after. 

• 	 To create or delete a home direcory, the #HOME_DlRECTORY command must appear 
before the #CREATE or #DELETE commands and must not be separated by the #CLEAR 
command. 

• 	 If the #LOGIN_SCRIPT command is used, the login script file must be created before you 
attempt to execute the script. 

• 	 To use the #PURGE_USER_DlRECTORY command, it must appear before the #DELETE 
command. 
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• 	 When using any of the password-related commands, the #PASSWORD_REQUIRED 

command must be included first before any of them will work. 


When you are finished entering the script, you complete the process by following these steps: 

1. 	Press Esc and confirm if you want to save your work. 

2. 	At the Enter the new USR file name: prompt, type a file name up to eight characters in 
length. 

Running MAKEUSER Scripts 
After you have created a MAKEUSER sCript, you can use it anytime. The actual execution of the 
script is achieved in one of two ways: from the MAKEUSER menu or from the command line. In 
either case, you should change your default directory to where the script is stored. 

To run the script from the command line, use: 

MAKEUSER scriptname 

where scriptname is the name of the USR file. 

To run the script using the MAKEUSER main menu, select Process USR file from the Available 
Options menu. Then type in the name of the USR file you want to run. 

After executing the script, MAKEUSER displays a screen confirming the processes run and if there 
were any errors. 

Deleting User IDs 
There are two ways to delete an ID from the server: through the MAKEUSER scripts (refer to the 
previous heading "Creating Users with MAKEUSER" for further info), or with SYSCON. To delete 
an ID within SYSCON, select User Information from the Available Topics main menu, then from 
the listing of User Names, select the one you want to delete and press the Delete key. Confirm 
that you want to delete the ID. 

Shortcut 

You can delete multiple IDs at one time in SYSCON by flagging each one with F5. 
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Unforunately, since deleting IDs is so simple, there are a few points people overlook when delet
ing them. Specifically, you must determine what you want to do with the user's home directory
if it exists-and the mail directory. 

The home directory can easily be removed from the command line using the DOS DEL com
mand but you should not remove the mail directory in the same fashion. The mail directory is 
included as a parameter within the server's binderies and, therefore, you should let NetWare 
remove it. That is one minor flaw with SYSCON-it does not remove these mail directories on its 
own. To remove mail directories for deleted user IDs, you must use the BINDFIX utility included 
with NetWare. This utility is discussed in Chapter 28, "NetWare Utilities for Resolving Problems." 

Renaming User IDs and Group Names 
If you have created a user ID or group, and the name you chose is inappropriate, you can rename 
the object instead of re-creating it under the new name. 

To rename a user ID: 

1. 	Select User Information from the Available Topics main menu of SYSCON. 

2. 	Select the ID you want to rename from the listing of User Names and press F3. 

When prompted, type in the new name. 


Renaming the user ID has no effect on the name of the user's home directory. If your login scripts map the 

user's home directory using the LOGIN_NAME variable, you have to manually rename the directory or the 

user will get errors when logging in. 

To rename a group: 

1. 	Select Group Information from the Available Topics main menu of SYSCON. 

2. 	Select the group you want to rename and press F3. When asked, type in the new name. 

If you rename any groups, check in your system login script for references to the old name and make the 

necessary changes. Otherwise, users may not get all their mappings and environment settings during the 

login. 
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Login Scripts 


Login scripts provide a useful tool for connecting to the NetWare file server. While not neces
sarily a perfect comparison, login scripts can be considered detailed batch files that establish 
environment settings, drive mappings, and execute programs based on a wide variety of criteria. 
Essentially, the key benefit to using login scripts is that they can reduce the amount of work done 
each time a user logs in by automating these functions. 

In this chapter, we take a closer look at login scripts, and specifically discuss: 

• The different types of login scripts 

• How to create a login script 

• The different login script commands 

• The different login script variables 

• Using the commands and variables to produce a detailed script 

Different Types of Login Scripts 
For your NetWare file server, there are three different types of login scripts that can be used: 
SYSTEM, DEFAULT, and PERSONAL. Each script has its purpose and, depending on your 
requirements, you may use one or a combination of the three. 

System Login Script 
The system login script is the first script run when a user logs into the file server. This script sets 
variables and drive mappings that affect more than one person. When required, qualifiers are 
used to establish mappings or settings for a single user. This script is stored as an ASCII text file 
called NET$LOG.DAT within the PUBLIC directory of the SYS: volume. 
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Default Login Script 
When the file server is first installed, there are no system or personal login scripts. To establish 
basic drive mappings when the other scripts do not exist, NetWare uses a default login script. 
This script is part of the LOGIN.EXE program and cannot be edited or deleted. 

Tip 

If a user does not have a personal login script, NetWare runs the default script after the system script. This 

needlessly creates some duplicate mappings. To ensure that the default script does not run, either insert the 

command NO_DEFAULT in the system script or create an empty personal script for each user. 

Personal Login Script 
Personal login scripts pertain to a specific user. As the last script executed during the login pro
cess, the personal script establishes settings specific to the user in question. The personal script 
is stored within the user's mail subdirectory on the SYS: volume and is called LOGIN, or 
LOGIN.OS2 for OS/2 machines. 

Tip 

If you ever accidentally delete a personal login script, don't worry. NetWare backs up the script whenever 

changes are made. To recover the old script, go to the user's mail directory and check for a file called 

LOGINBAK. If there, you can just rename it LOGIN to return the user's login script. 
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Creating and Editing Your Login Scripts 
A login script can be short and simple or long and detailed. The contents of your scripts will dif
fer from those used in other organizations, or even between the servers on your LAN depending 
on your requirements. In this section, we look specifically at how to create the script and the 
options available to you. First, there are a few rules that you should know: 

• 	 Only the SUPERVISOR or SUPERVISOR EQUIVALENT can edit the system login script from 
within the SYSCON utility. 

• 	 By default, users can edit their own system login scripts. 

• 	 An ACCOUNT MANAGER or WORKGROUP MANAGER can edit the system login scripts of 
any user he/she manages. 

• 	 Regular users cannot alter other users' login scripts. 

Tip 

If you do not want users to edit their own login scripts, change their trustee rights in their personal mail 


directories to only READ and FILESCAN. 


SUPERVISOR and SUPERVISOR equivalent IDs may be the only ones that can edit the system script through 

the SYSCON utility, but if your security is not set up properly, others can do so from the command line. The 

system login script is stored as a file called NET$LOG.DAT in the public directory. If a user has sufficient rights 

in this directory, they can alter the system script using an ASCII file editor. 

Since the default login script is a part of the LOGIN.EXE program, it cannot be changed, but you 
can change the system and personal login scripts. To change these scripts, first LOGIN to the file 
server with an ID that has the necessary rights; refer to the rules posted above. Once logged in, 
you can edit the scripts by following the steps noted below. 

To edit the system login script: 

1. 	From the Available Topics main menu, select Supervisor Options. 

2. 	From the Supervisor Options menu, select System Login Script (see fig. 8.1). 

3. 	Enter the desired script options; then press Esc and confirm that you want to save the 

script. 
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Fig. 8.1 Selecting the system login script option within SYSCON. 

Tip 

If you are editing a current system login script, you may get an error when trying to save it because some 
users may be in the middle of logging in, thus using the script. If this occurs, wait a few seconds and then try 

again to exit and save the script. 

To edit a user's personal login script: 

1. 	From the Available Topics main menu of SYSCON, select User Information, and then select 
the desired user. 

2. 	From the listing of options in the User Information screen, select Login Script. 

3. 	If a script does not exist for this user, a window entitled Login script does not exist pops 
up (see fig. 8.2). Within this window, the prompt Read Login Script From User: with the 
current user's name after the colon appears. If you want to create a new script, press Enter. 
If you want to use another user's script, type in that user's ID and press Enter. 

Fig. 8.2 Creating a personal login script. 

4. 	Enter the new script, or the changes to the current script, and then press Esc and confirm 
that you want to save the new script. 

Organizing the Login Script 
When creating your script, careful consideration should be given as to how it is laid out. 

A script that is well thought out and organized is easier to expand and understand. As you 

write the script, break it into logical sections where you can group like commands. These 

section "headings" can be separated from the executable text by using the REM command. 

Below are five suggested headings that can be used for most system login scripts: 
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• REM This Section Is For DOS Environment Settings 

• REM This Section Is For GLOBAL Drive Mappings 

• REM This Section Is For Group-Specific Assignments 

• REM This Section Is For User-Specific Assignments 

• REM This Section Is For Printing Assignments 

Commands that Can Be Used in the Login Script 
Whichever script you are editing, if one previously existed, you can make any required changes. 
If the script is new, you see a blank screen in which to create the new script. To help you create 
your script, Table 8.1 details the various commands that can be used in the system or personal 
login scripts. 

Table 8.1 NetWare LOGIN script commands. 

Command Example 	 Description 

# #command 	 Executes an external COM or EXE file. 

Replace command with the name of the 

COM or EXE file. 


ATIACH ATIACH server/username 	 Attaches to another file server. 

BREAK BREAK ON, BREAK OFF 	 Enables or disables the use of CTRL-BREAK 
to interrupt the system login script. This 
command should be placed near the 
beginning of the script. 

COMSPEC COMSPEC=drive: \path \COMMAND. COM 	 Tells DOS where it should look for the 
COMMAND.COM file. Replace drive:\path\ 
with the drive and path of the required 
COMMAND.COM file. 

DISPLAY DI SPLAY drive: \path\filename 	 Displays the contents of an ASCII text file. 

DOS BREAK DOS BREAK ON 	 Specifies if you want the user to be able 
DOS BREAK OFF 	 to issue a CTRL-BREAK command when a 

program is being executed from within the 
script. Unlike the BREAK command, DOS 
BREAK does not terminate the execution of 
the login script, only the program running 
at that time. 

DOS VERIFY 	 DOS VERIFY ON Enables or disables DOS read-after

DOS VERIFY OFF write verification. 


(continues) 

http:COMMAND.COM
http:COMMAND.COM
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Table 8.1 Continued. 


Command Example 


DOS SET DOS SET variable="value" 

DRIVE DRIVE x: 

EXIT EXIT "command" 

FDISPLAY FDISPLAY drive:\path\filename 

FIRE PHASERS FIRE PHASERS x TIMES 

GOTO GOTO label 

IF-THEN-ELSE 

INCLUDE INCLUDE drive:\path\filename 

MACHINE NAME MACHINE NAME = "name" 

MAP MAP x:=server/volume:path 

Description 

Sets DOS environment variables from the 
login script. Refer to the heading "Vari
ables that Can Be Used in the Login Script" 
later in this chapter for further info. 

Tells NetWare what your default drive 
should be when the login script is 
complete. Replace x: with the desired 
drive letter. 

Halts the execution of the login script and 
executes the command specified within 
the quotes. If EXIT is used within the 
system login script, users' personal login 
scripts will not run. The command should 
be enclosed in double quotes. 

Displays the contents of a text file and 
filters any formatting characters. 

Makes a phaser-type sound when logging 
in. Replace x with the number of times you 
want the phaser to sound. 

Jumps to another section of the login 
script. Replace label with the label name 
to which you want to jump. Refer to the 
heading "Using IF-THEN-ELSE Qualifiers in 
the Login Script" later in this chapter for 
further information. 

Establishes conditional statements. Refer 
to the heading "Using IF-THEN-ELSE 
Qualifiers in the Login Script" later in this 
chapter for further information. 

Executes additional login script commands 
stored within another ASCII text file. 
Replace drive:\path with the drive and path 
location of the file. 

Changes the default MACHINE NAME 
setting during login. Replace name with 
the new machine name. Make sure the 
new machine name is enclosed in double 
quotes! 

Creates logical drive pointers to different 
areas of the NetWare server. Refer to the 
heading "Establishing Drive Mappings" 
later in this chapter for further information. 



Command 

MAP DISPLAY 

MAP ERRORS 

PAUSE 

PCCOMPATIBLE 

REMARK 

SET 

SHIFT 

WAIT 

WRITE 

Example 

MAP DISPLAY ON 
MAP DISPLAY OFF 

MAP ERRORS ON 
MAP ERRORS OFF 

REMARK Script Created 01/01/94 

SHIFT 3 

WRITE "text" 
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Description 

Determines if NetWare displays the 
commands being executed from the login 
script. 

Determines if NetWare displays 
errors that result from the login script. 

When used in the system login script, 
restricts the default script from running if 
there is no personal login script for the 
user. 

Temporarily halts the execution of the 
login script until the user presses a key 
to continue. 

Enables workstations with long machine 
names to use the EXIT script command. 

Inserts comments that will not be executed 
during the login procedure. Instead of 
using REMARK, you also can use REM, ; 
or *. 

Same as DOS SET. 

Shifts the position of the login command 
parameters. Refer to the heading "Ad
vanced Options" later in this chapter for 
fu rther information. 

Same as PAUSE. 

Writes text to the workstation's screen 
during login. Refer to the heading 
"Displaying Information" later in this 
chapter for further information. 

Variables that Can Be Used in the Login Script 
NetWare login script variables provide a greater degree of control and functionality within the 
login script (see Table 8.2). The variables assist you in many ways, such as setting DOS environ
ment variables, printing useful text on-screen, or creating conditional statements. Before using 
one of these variables, there are a few rules that you must know: 

• 	 Unless specifically stated, script variables must be entered in CAPITAL letters; otherwise, 
they will not work. 

• 	 When used within a pathname-as in a MAP command-or in a string of ASCII text, the 
variable must be preceeded by a % sign. 
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• 	 When used in a qualifier statement-as in an IF-THEN-ELSE-the variable is not preceded by 
a % sign. 

• 	 When used as the value in a SET command, if the variable is not enclosed in quotes, there is 
no preceding % sign. If the variable is enclosed in quotes, it must be preceded by a % sign. 

Table 8.2 NetWare login script variables. 

Variable 

ACCESS_SERVER 

DAY 

HOUR 

HOUR24 

MACHINE or MACHINE NAME 

MEMBER or NOT MEMBER 

MINUTE 

MONTH 

NETWORK_ADDRESS 

OS 

Description 

Returns an AM or PM setting based on the current time. 


Determines if an Access Server is functional. 


Returns a number between 1 and 31 based on the day of the month. 


Returns the name of the current day-Monday, Tuesday .... 


Returns an error level based on the last command. 


Returns the file server's name. 


Returns the user's full name as assigned within SYSCON. 


Returns the generic time of day-Morning, Afternoon, or Evening. 


Returns a number between 1 and 12 based on the current hour of the 
day. 

Returns a number between 00 and 23 based on the current hour of the 
day, in military time. 


Returns the user's login name. 


Returns the long machine name set in the NET.CFG file. 


Checks if a user is a member of a group. 


Returns a number between 00 and 59 based on the current minute. 


Returns a number between 1 and 12 based on the current month. 


Returns the name of the current month. 


Returns a number between 1 and 7 based on the current day of the 

week, where Monday is 1 . 


Returns the network address of the cabling system. 


Returns the name of the operating system used on the workstation. 


Returns the version number of the operating system used on the 

workstation-V.XX. 


http:workstation-V.XX
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Variable Description 

PASSWORD_EXPIRES Returns the number of days left before the users password expires. 

Returns the workstation's physical layer address-the node address. 

SECOND Returns a value between 00 and 59 based on the current second. 

Returns the version number of the workstation's shell or requester. 

Returns a number between 00 and 99 based on the current year-the 
year 1994 returns the value 94. 

SMACHINE Returns the short machine name setting from the workstation's 
NET.CFG file. 

STATION Returns a number identifying the workstation's connection number to 
the file server. 

Returns the user's bindery object number. The result is the name of the 
user's mail subdirectory. 

YEAR Returns the current year-1995. 

%1 Returns parameters specified after issuing the login command from the 
DOS prompt. Refer to the heading "Advanced Options" later in this 
chapter for further information. 

Knowing the different commands and variables will help you to produce a script that is more 
than just functional. The following sections provide some helpful insight and tips you can use to 
help you organize your script and use these commands. 

Setting and Using DOS Environment Variables 
Along with the environment settings established within the workstation's configuration files, 
NetWare has several commands that can be used within the login script. While these settings 
can be used anywhere within the script, you should keep them together for organization. 

The SET command can be used to establish DOS environment variables using NetWare sCript 
variables or values you directly assign. When used with the NetWare environment variables, the 
SET command is definitely enhanced. Using the SET command is fairly straightforward, but there 
are a few rules you must follow: 

• 	 If a NetWare script variable is used as the value in a SET command, the script variable must 
be preceeded by a % sign ifit is enclosed in quotes. If the variable is not enclosed in quotes, 
it does not require a preceeding % sign. For example: 

SET NAME="%LOGIN_NAME" 

or 

SET NAME=LOGIN_NAME 
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• 	 When you are specifically assigning a value, this value must be enclosed in double quotes. 
For example, if you want to set a DOS environment variable called COMPANY as ABC, you 
enter the following within the script: 

SET COMPANY="ABC" 

Using Environment Settings Elsewhere in the Script 
After a DOS environment setting is established with the SET command, it can be used elsewhere 
in the script, such as within a MAP command. When a DOS environment setting is used within 
the script, it must be enclosed between two angular brackets « and », and then preceded by a % 

sign. For example, assume you had the following command at the beginning of your script: 

SET COMPANY="ACME" 

Later in the script, you could use the DOS environment variable COMPANY. For example, you 
could map the J: drive to a directory named after the COMPANY environment variable by using 
the following login script command: 

MAP J:=SYS:\%<COMPANY> 

Establishing Drive Mappings 
NetWare uses drive mappings as pointers to areas on the file server's disk drives. You use drive 
mappings to reduce the amount of work necessary to run an application or to locate files by 
changing directories. 

Within the login scripts, drive mappings are created using the MAP command. With this com
mand, there are three types of drive mappings you can create: standard drive mappings, search 
drive mappings, and drives "mapped to the root." 

Standard Drive Mappings 
A standard drive mapping creates a pointer to an area within the server's disk drive. To access files 
stored within the drive painter, you must either reference the drive letter in your commands

such as F: \ HOME> g:install-or you must make the drive letter your default drive. 

There are two ways you can create a standard drive mapping: 

MAP drive:=servername/volume:\directory 

MAP *#:=servername/volume:\directory 
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Based on the syntax above, replace: 

drive with the. drive letter you want to assign, such as F, G, H .... 

# with a number signifying the 1st, 2nd, 3rd ... available network drive. When using this 
method, the number must be preceeded by an asterisk (*). 

servername with the name of the file server to which you are mapping. This parameter is not 
required when mapping a drive to your default server. If the servername is left out, the 
volume name should not be preceded by a slash (/). 

volume with the name of the volume on which the directory resides. 

directory with the name of the directory to which you are mapping. 

While both methods have the same effect, the manner in which they approach their tasks differs. 
As an example, assume your current drive mappings are: 

DRIVE G:=DJASYSTEMS/SYS: \ COMMON 

DRIVE H:=DJASYSTEMS/SYS: \APPS 

If you were to type MAP F:=SYS:\HOME\DOUG, your drive mappings would be changed to: 

DRIVE F:=DJASYSTEMS/SYS: \ HOME \DOUG 

DRIVE G:=DJASYSTEMS/SYS: \ COMMON 

DRIVE H:=DJASYSTEMS/SYS: \APPS 

But what if you didn't know that G: was the first drive mapped and you wanted to make sure the 
first available network drive was mapped to the user's home directory? You can achieve this effect 
by replacing the specified drive pointer-F: in the previous example-with *1. Therefore, typing 
MAP *l:=SYS:\HOME\DOUG would achieve the same effect. 

The one thing to keep in mind when using the *# method is that, when used, it overwrites a drive 
mapping currently in the position the command is mapping to. For example, if there was already 
a drive mapping for F: to the HOME directory, typing MAP *l:=SYS:\DATA would change the 
drive mapping of F: from the HOME directory to DATA. 

Mapping Search Drives 
Search drive mappings are similar to the settings in the DOS PATH statement. Once the search 
drive is created, you can access files no matter to what your default drive is set. When search 
drives are created, drive letters are allocated in the reverse order of the alphabet, starting at Z: 
and working backwards. 
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There are two ways you can create a search drive mapping: 

MAP search drive:=servername/volume:\directory 
MAP INSERT search drive:=servername/volume:\directory 

Based on the syntax above, replace: 

search drive with the search drive's drive number, such as Sl, S2, S3 .... 

servemame with the name of the file server to which you are mapping. This parameter is not 
required when mapping a drive to your default server. If the server name is left out, the 
volume name should not be preceded by a slash (/). 

volume with the name of the volume on which the directory resides. 

directory with the name of the directory to which you are mapping. 

The main difference between the two commands is in how the mapping affects the rest of your 
search drives and the DOS PATH settings. When you use MAP INSERT, NetWare inserts the map
ping into the desired path location. When you just use the MAP command, NetWare overwrites 
the path assignment stored in the position. For example, assume your current search drives are 
set as follows: 

SEARCH1: =Z: [DJASYSTEMS\SYS: \PUBLIC] 

SEARCH2: = Y: [DJASYSTEMS\SYS: \] 

If you type MAP INSERT Sl:=SYS:\HOME, your search drive's settings are adjusted as follows: 

SEARCH1: = X: [DJASYSTEMS\SYS: \HOME] 

SEARCH2: =Z: [DJASYSTEMS\SYS: \PUBLIC] 

SEARCH3: = Y: [DJASYSTEMS\SYS: \] 

Alternatively, if you typed MAP Sl:=SYS:\HOME, your search drive's settings would be: 

SEARCH1: = X: [DJASYSTEMS\SYS: \HOME] 

SEARCH2: = Y: [DJASYSTEMS\SYS: \] 

Using the MAP ROOT Command 
With either of the MAP commands shown above, you can also use a feature known as "mapping 
to the root." When you "map to the root," you create a false root directory in your drive map
ping. For example, if you mapped the F: drive to the directory HOME \JDOE, the user would have 
the following DOS prompt if they made the F: drive the default: 

F: \HOME\JDOE> 
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With this prompt, the user could use the CD command to switch to HOME or another directory. 
When mapped to the ROOT, the user's F: drive prompt would appear as: 

F: \> 

To map a drive to the ROOT, insert the command ROOT directly after the word MAP in your 
mapping statements. 

Using IF-THEN-ELSE Qualifiers in the Login Script 
There are times when you want a section in your login script to run only if certain conditions are 
met. For these cases, NetWare offers a function known as IF-THEN-ELSE. This means that IF a 
certain condition has been met, THEN execute the following commands, ELSE (otherwise) run 
the next set of commands. There are three different ways that IF-THEN-ELSE commands are 
structured, as shown below: 

IF condition THEN command 

IF condition THEN 

command 


END 

IF condition THEN 

command 

ELSE 

command 
END 

In these examples, you replace command with the command(s) you want to run if the condition is 
met. The condition is the actual qualifier for these statements created with the various login script 
variables. 

Using Conditions In the Login Script 
There is a wide variety of conditions that can be used with your IF-THEN-ELSE qualifiers. Based 
on the IF-THEN-ELSE formats shown in the preceding section, you can create qualifiers with 
conditions such as the following: 

IF LOGIN_NAME="JDOE" THEN WRITE "MEETING AT NOON" 

In this example, the condition is LOGIN_NAME="JDOE" and the command is WRITE "MEETING 
AT NOON." 

IF MEMBER OF "PRODUCTION" THEN 

MAP J:=SYS:\PROD\DATA 


END 


In this example, the condition is MEMBER OF "PRODUCTION" and the command is MAP 
J:=SYS:\PROD\DATA. 
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IF GREETING_TIME="MORNING" AND DAY_OF-.-\WEEK="MONDAY" THEN 

WRITE "IT IS MONDAY MORNING!" 

WRITE "MAKE SURE YOU RUN THE VIRUS SCAN." 


END 

There are two conditions in this example. The first condition is GREETING_TIME="MORNING," 
the second condition is DAY_OF_WEEK=/IMONDAY," and the commands are the two WRITE 
statements. 

Using Multiple Conditions 
As shown in the third example, you can use more than one condition in your IF-THEN-ELSE 
qualifier. In these cases, multiple conditions are used to narrow the search even further. 

When multiple conditions are used, they must be strung together to tell NetWare how to use 
them. There are several comparison statements to do this, and several ways to use them, as 
shown in Table 8.3. 

Table 8.3 Statements used to compare conditions in login scripts. 


Comparison Statement Or Or Or 


EQUALS IS 


NOT EQUAL TO != IS NOT <> 


LESS THAN < 


GREATER THAN > 


LESS THAN OR EQUAL TO <= 


GREATER THAN OR EQUAL TO >= 


AND 


Using the conditions shown in the above table, you can create some advanced qualifiers such as 
the following: 

IF MEMBER OF "DEV" AND NDAY_OF_WEEK >="3" THEN 

WRITE "YOUR REPORTS ARE ALMOST DUE" 


END 


IF NETWORK_ADDRESS="00000001 " , HOUR24 IS GREATER THAN "13" THEN 

WRITE "REMINDER - THE RING IS BEING TAKEN DOWN" 

WRITE "FOR MAINTENANCE THIS EVENING." 


END 
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Using GOTO Statements In the Login Script 
Using qualifiers is one way to restrict what is executed during the login procedure. Another 
method is the GOTO statement. Similar in function to a DOS batch file's GOTO command, you 
use the NetWare GOTO script command when you want to interrupt the standard flow of the 
script by jumping to another area. 

When you use it in conjunction with an IF-THEN statement, the GOTO statement is very simple 
to use. There are two lines that must be added to the script for each GOTO statement you want to 
include: 

• GOTO header 

• header: 

An example of a GOTO statement in action is: 

IF MEMBER OF "DEV" THEN GOTO DEVELOPMENT 

GOTO NEXT: 

DEVELOPMENT: 

WRITE "The developers' meeting is at 2:00pm. 

PAUSE 

GOTO NEXT 

NEXT: 

WRITE "THIS EXAMPLE IS OVER." 


In this example, anyone who is a member of the group DEV jumps down to the heading 
DEVELOPMENT, where he sees an on-screen message about a meeting. After this, he sees the 
text THIS EXAMPLE IS OVER on-screen. All other users are sent directly to the heading NEXT. 

Be careful when using the GOTO statement. Since it disrupts the flow of the login script, if you do not plan 

your script properly, important sections may be missed during the login. 

Displaying Information 
There are times when you want a line of text, or an entire file displayed when a user logs into the 
file server. To meet these demands, there are three login script commands at your disposal: 
WRITE, DISPLAY, and FDISPLAY. 
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Using the WRITE Command to Display Information 
WRITE is a basic login script command that enables you to display lines of text to the user during 
a login. The text you want displayed to the user is included between a set of double quotes, as in 
this example: 

WRITE 'Insert your text between these quotes!' 

For added functionality, you can use the WRITE command with the NetWare script variables. 
There are two ways to do this. First, the entire string of text is enclosed in double quotes, 
including the variables, but the variables must be preceded by a % sign and be in capital letters, 
for example: 

WRITE 'The time is now %HOUR:%MINUTE:%SECOND.' 

The second method uses double quotes only around the written text. The variables are placed 
outside of the quotes without the % signs, but a semicolon (;) is placed before and after the 
variable, for example: 

WRITE 'The time is now 'jHOUR:MINUTE:SECONDj' so don't be late!' 

When choosing between the two methods, go with the first. It is easier to enter and there is less 
room for error. 

Special Switches for Use with the WRITE Command. In addition to using the script variables 
to enhance your WRITE commands, there are four switches that can be used within the WRITE 
command. These switches, as shown in Table 8.4, are included directly in your WRITE command. 
For example, if you wanted the PC to beep in the middle of a WRITE command, add the follow
ing to your script: 

WRITE 'The PC will BEEP now \7 due to the backslash 7 switch.' 

Table 8.4 Switches that can be used with the WRITE command. 

Switch Description 

\7 Makes the PC's speaker beep. 

\" Displays quotation marks. 

\n Forces a line feed. The n must be in lowercase. 

\r Forces a carriage return. The r must be in lowercase. 

Using the DISPLAY Command to Display Information 
When your requirements go beyond a simple line of text, you use the DISPLAY command to 
display an ASCII text file to the user during a login. DISPLAY is meant specifically to display 



Creating and Editing Your Login Scripts 153 

straight text files that do not contain any special characters or printer codes. There are two 
methods to use the DISPLAY command. The first is: 

DISPLAY servername/volume:\directory\filename 

Based on the syntax above, replace: 

servername with the name of the server on which the file resides. The server name is not 
mandatory when the file being displayed is on the default server. When left out, the volume 
name should not be preceded with a slash (/). 

volume with the name of the volume on which the file resides. 

directory with the full directory path where the file resides. 

filename with the full file name, including extension. 

The second method is similiar to the first, but you specify a drive letter instead of the server name 
and volume. Remember, you will not be able to specify a network drive letter with the DISPLAY 
command if the drive letter has not already been mapped in the login script. 

Using the FDISPLA Y Command to Display Information 
Serving the same purpose as the DISPLAY command, FDISPLAY displays ASCII text files within 
the script. FDISPLAY differs in that it is capable of filtering some of the special character and 
printer codes that may be included in text files. There are two methods to use the FDISPLAY 
command; the first is: 

FDISPLAY servername/volume:\directory\filename 

Based on the syntax above, replace: 

servername with the name of the server on which the file resides. The server name is not 
mandatory when the file resides on the default file server. When left out, the volume name 
should not be preceded by a slash (I). 

volume with the name of the volume on which the file resides. 

directory with the full directory path where the file resides. 

filename with the full file name, including extension. 

The second method is similiar to the first, but you specify a drive letter instead of the server name 
and volume. Remember, you will not be able to specify a network drive letter with the FDISPLAY 
command if the drive letter has not already been mapped in the login script. For example, if you 
wanted to display the file DATES.ANN that was stored in the directory DATA and the F: drive was 
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mapped to the DATA directory, you could use either of the following commands in the login 

script: 

FDISPLAY F:\DATA\DATES.ANN 

FDISPLAY SYS:\DATA\DATES.ANN 

Pausing Data as It Scrolls Down the Screen 
When you use a command to display data on-screen during login, as in the WRITE, DISPLAY, or 
FDISPLAY commands, you want to make sure the user has a chance to read what you are display
ing. NetWare has two login script commands, PAUSE and WAIT, for just this purpose. Like the 
DOS PAUSE command, these options stop the screen from scrolling and wait for the user to press 
any key to continue. An example of a script using a PAUSE or WAIT statement is: 

WRITE 'All employees should report to boardroom C for" 
WRITE 'a meeting at 2:30' 
PAUSE 

In this example, after the two WRITE commands are executed, the script prompts the user to 
press any key before it proceeds. Without the PAUSE or WAIT command, the text would likely 
scroll off the screen before it could be read. 

Running External Programs from within the Script 
There are instances when you want to run an external program from within the login script. 
Examples of such requirements are: 

• Capturing to a print queue 

• Running a virus scanner 

• Exiting the script to a menu 

For these cases, and others like them, there are two commands at your disposal, # and EXIT. The 
first command, #, runs a program from within the script when the script has not finished. When 
using the # command, you use one of the following formats: 

#program name 
#COMMAND IC command 

In the first format, you replace the program name with the name of the EXE or COM program you 
want to execute. For example, assume you want to include CAPTURE statements within your 
script for each group; you use the # command as follows: 

IF MEMBER OF 'DEV' THEN 

#CAPTURE L=1 Q=PRINTQ1 TI=2 


END 


IF MEMBER OF 'ACCOUNTING' THEN 

#CAPTURE L=1 Q=PRINTQ2 TI=2 


END 
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These examples establish a printing capture to PRINTQl for users in the group DEV, and to 
PRINTQ2 for users in the group ACCOUNTING. After the CAPTURE commands run, the script 
continues. 

You use the second format when you want to run a batch file or DOS internal command, such as 
DIR, from within the script. When you run one of these files, you also must run the DOS com
mand processor for it to work. For example, assume you had a batch file, SCAN.BAT, to scan for 
viruses on the workstation. In this case, you use the following in your login script: 

IF DAY_OF_WEEK= "MONDAY " AND GREETING_TIME="MORNING" THEN 
WRITE "IT IS MONDAY MORNING, TIME TO SCAN FOR VIRUSES." 
#COMMAND IC Z:\PUBLIC\SCAN.BAT 

END 

This example runs the batch file SCAN.BAT stored in the PUBLIC directory every time a user logs 
into the server on Monday morning. 

You use the EXIT command when you want to completely stop the login script's execution. The 
EXIT command can either be used on its own, or with another command to run a program or 
batch file. When used to exit the script and run an external batch file or program, the program 
name must be enclosed in double quotes. For example: 

MAP F:=SYS:HOME\%LOGIN_NAME 

IF LOGIN_NAME="BACKUP" THEN 

EXIT "BACKUP.BAT" 


END 


MAP G:=SYS:\COMMON 

In this example, all users would first be given a drive mapping for the F: drive. Next, if the user's 
login name was BACKUP, the script's execution would be halted and the batch file BACKUP.BAT 
would be run. All other users would continue through the remainder of the script. 

Using the EXIT command entirely halts the login script procedure. When used within the system login script, 

any users' personal scripts will not be run. 

Advanced Options 
In addition to the login script commands and variables already discussed in this section, there 
are a few more to consider. These options are considered advanced and are not used in most 
installations. 
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Logging In with Additional Arguments 
You might want your users to log in to a file server and specify additional arguments from the 

command line. Examples of such a situation are: 

• When users use multiple printers or print queues 

• When users use different configuration files 

• When users occasionally require different mappings 

When logging into the server, the standard command string is: 

LOGIN servername/username 

NetWare can include additional arguments after the username. Each argument must be separated 
by a single space and is assigned a percentage variable by NetWare, such as %1, % 2, .... Then, by 
using the SHIFT command, these arguments can be used within the login script. 

To illustrate, assume the users occasionally use different databases, called DB3 and DB4, on the 
server. By default, the users are mapped to the DB3 directories and captured to print queue I, but 
they were instructed that if they require the DB4 directory and print queue 2, to specify this on 
the command line as follows: 

LOGIN servername/username OB4 PRINT02 

Based on the text above, NetWare assigns the percentage variables as follows: 

%0 servername 

%1 username 

%2 DB4 

%3 PRINTQ2 

To make use of these arguments, the following commands have to be added to the system login 
script: 

LOOP: 
IF "%2"="OB4" THEN MAP I:=SYS:\APPS\OB4 
IF "%2"="PRINTO_2" THEN #CAPTURE L=1 O=PRINTO_2 TI=2 

SHIFT 1 
IF "%2" <> •• THEN GOTO LOOP 

In the above text, the login process gets to the first line that asks if %2 is equal to DB4. As previ
ously shown, it currently does, so NetWare makes the appropriate mapping. The second line then 
asks if (Jlo2 is equal to PRINTQ_2, which it currently does not, so NetWare skips this line. The 4th 
line, SHIFT I, shifts the variables one place to the left. The process starts over, but this time, the 
word PRINTQ_2 is in the %2 spot, so NetWare captures to PRINTQ_2 as noted in line 3. After the 
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queue is captured, the third line shifts the variables one space to the left again. Since there are no 
more variables, %2 is left blank. Line 5 breaks the loop by not sending the login process back to 
the LOOP label. 

Manipulating Text 
One little-known feature of login scripts is their ability to manipulate text from a DOS or 
NetWare environment variable. One reason for doing this is that you want to map a directory 
based on a NetWare script variable, but the script variable is greater than eight characters-the 
maximum filename size in DOS. 

In these cases, there are two commands available to you: « and ». The syntax for these 
commands is: 

variable«x 

or 

variable»x 

For these commands, you replace the x with the number of spaces you want the variable moved 
to the left « or the right ». 

As an example, assume there are several people on your LAN with IBM Token Ring cards. You 
know the unique vendor ID of the address is lOOOSA and the entire address is 12 bytes long. For 
these people, you want to create a drive mapping to a directory called SYS: \ lOOOSA. 

If you use the P_STATION script variable on its own, you get errors since it reports a 12-byte 
address. So, to accomplish this task, add the following to your login script: 

SET ADDR=P_STATION»6 

MAP J:=SYS:\%<ADDR> 


The first line sets a DOS environment variable called STATIONDIR to the first six bytes of the 
twelve-byte station address and the second line maps a drive to a directory that was named after 
the first six bytes. 

This concludes the review of the various commands and variables that you can use in the 
NetWare login scripts. Next, we examine NetWare's menuing system and how you can configure 
it for your specific requirements. 





Chapter 9 

Menus 


In the initial days of computers, running applications required a lot of user legwork. Changing 
directories, running programs from the command line-it all takes time. With the popularity of 
LANs, it is almost mandatory to use some type of tool to automate these tasks. With LAN users 
ranging in experience from the novice to the expert, one cannot expect all users to follow com
plex commands to run an application. 

Many people use menus to automate the various tasks. By doing so, complex scripts and 
commands can be launched simply by selecting a menu option. Novell has recognized this 
requirement and has licensed a menuing system from Saber Software Corporation for its 
NetWare operating system. In this section, we look at these menus, and specifically: 

• Formatting the menu script 

• Commands and variables that can be used in the menu 

• Converting the older (pre-3.12) menus 

Using and Creating Your Own Menus 
As with most things related to computing, planning is a critical phase in the development of your 
menus. Before you even start to write your menus, you should sit down with pad and pencil and 
draw out how you want the menus to look. 

http:pre-3.12
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Since the NetWare menus can have several different layers of submenus, it is important to first 
visualize how the finished product will look. 

While you draw out the structuring of the menus, there are a few things you should keep in 
mind: 

• 	 What do the users do at their desks? By knowing what the users are doing on a day-to-day 
basis, you have a better understanding of what they require from the menus. 

• 	 What applications do the users use? Writing menus that do not include all the different appli
cations in use can be pointless. Remember, the purpose of the menus is to make the user's 
life easier. Loading and unloading the menu to run an application that was not included in 
the menu does not do this. 

• 	 Can you automate some of the more redundant tasks? If there are tasks users must do on a 
regular basis, see if you can automate the task as a menu option. By automating these 
tasks, users will be able to perform their jobs more efficiently and the chances of typos 
are minimized. 

• 	 How should the options be organized? Menus should be structured in a well-organized format. 
If users need in-depth training to figure out how you designed the menus, then your work 
has been wasted. Remember, the goal of using menus is to reduce the amount of work. 

Writing the Menu Script 
The menu you are creating is a standard ASCII text file that contains some special commands. 
This text file can be created with the editor of your choice as long as the editor does not add 
any special formatting characters to the document. After you have written the menu, this file 
(referred to as the SOURCE) must then be compiled using a utility called MENUMAKE. 

In the menu source file, there are some rules you must follow when entering the text. 

• 	 MENU commands are entered flush with the left margin. Each menu command must be 
followed by at least one ITEM line. 

• 	 ITEM commands follow the MENU commands and are indented one tab. Each ITEM 

command must be followed by at least one EXEC or LOAD command. 


• 	 EXEC or LOAD commands should be indented two tabs from the left margin. 

• 	 Remarks can be added to the menu as long as they are preceded by a semicolon (;). 

• 	 Menu source files should be named with an extension .SRC. 

To illustrate these "rules," Figure 9.1 provides a sample login script. 
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,.********************************************************************** 

. * , * 
j * Ruling 9 Menu MAIN.SRC * 
j * 
. * , 

Created 21:16:00 08/16/94 * 
* 

,.********************************************************************** 

jMAIN MENU 
MENU 01,Main Menu 

ITEM Word Processing 
SHOW 10 

ITEM Utilities ... 
LOAD UTILS.DAT 

ITEM Printing Commands 
SHOW 20 

ITEM SHELL TO DOS 

EXEC DOS 


ITEM UNLOAD NMENU 

EXEC EXIT 


ITEM LOGOUT OF LAN 
EXEC LOGOUT 

MENU 10, Wordprocessing 
ITEM Wordperfect 

EXEC F: 
EXEC CD H:\WP51 
EXEC H:WP51 
EXEC CD H:\ 

MENU 20, Printing Commands 
ITEM Capture To A Network Printer 

GETR Enter The Print Q Number To Capture To: {} 2,1, {} 
EXEC CAPTURE L=1 TI=2 Q=PRINTQ_ 

ITEM Capture To A Local Printer 
EXEC ENDCAP 

Fig. 9.1 Sample NetWare menu script file. 

The menu commands available to you have been summarized in Table 9.1. You can use these 
commands to create a powerful menuing system that can handle a wide range of tasks. 

Unless noted otherwise, the parameters shown in the tables of this chapter should be entered in capital 
letters; otherwise, they may not work properly. 
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Table 9.1 Commands that can be used in your menu. 

Command Example 

EXEC EXEC H:\WPS1.EXE 

GETO GETO Enter The PrintQ Name: 
{} 1 O,PRINTQl ,{} 

GETP GETP Enter The Name Of The 
File To Copy: {} 12,,{} 

GETR GETR Enter The New Default 
Drive: { } 2,F,{:} 

ITEM ITEM WordPerfect { BATCH} 

LOAD LOAD SUPPORT.DAT 

MENU MENU 02, WORD-PROCESSING 

SHOW SHOW 4 

Description 

Tells NMENU the DOS commands you want 

executed. 


Prompts the user for additional information 

on an optional basis. 


Stores information entered by the user 

for use later. 


Prompts the user for additional information 

that is required. 


Designates a menu entry. 


Loads an additional menu from another script. 


Designates the name and start of the menu or 

submenu. 


References a submenu within the same menu 

script. 


Specifying Menus and Submenus 
The MENU command names and identifies the beginning of the menu or submenu. When using 
this command, it must be entered into the script as: 

MENU menu_number, menu_title 

Based on the syntax above, replace: 

menu_number with the number of the menu or submenu. 

menu_title with the name of the menu or submenu. 

Note 

255m 

Tip 

The numbers assigned to each menu have no bearing on the order in which they appear in the Finished 

product. The ordering of menus and options depends on how the ITEM commands are included. But, for the 

purpose of organization, it is better if groups of menus and submenus are structured neatly. Therefore, you 

may want to number your menu commands in increments of five or ten. This makes life easier should you 

need to add new options down the road. 
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Identifying Your Menu Options 
The ITEM command signifies the different options within each menu or submenu. You can have 
a maximum of twelve ITEM commands per MENU command, and each ITEM command must be 
indented one tab from the left margin. When using the ITEM command, it is entered into the 
script as: 

ITEM item title {parameters} 

Based on the syntax above, replace: 

item_title with the name or phrase you want to be used as the menu option up to a 
maximum of 40 characters in length. 

parameters with one or more of the parameters shown in Table 9.2. When using multiple 
parameters, each one must be separated by a single space. When used, the parameter or 
group of parameters must be enclosed in curly brackets ( { I ). 

Table 9.2 Parameters that can be used with the ITEM command. 

Command Example Description 

BATCH ITEM HARVARD GRAPHICS 
{BATCH} 

Added to the end of the ITEM line to tell 
NMENU to remove the menu system from 
memory (temporarily) when executing a 
command. The BATCH parameter will save you 
32K of RAM but slows down the reloading of 
the menus slightly. 

CHOIR ITEM LOTUS { CHOIR} Added to the end of the ITEM line to tell 
NMENU to return to the previous default 
directory after the processing is completed. 

PAUSE ITEM DOS DIRECTORY 
LISTING { PAUSE} 

When PAUSE is added to the end of the ITEM 
line, messages are left on-screen until the user 
presses a key. 

SHOW ITEM DOS COPY { SHOW} By adding SHOW to the end of your ITEM line, 
NMENU displays the commands as they are 
executed. 

Menu options are listed in the order in which the ITEM commands are shown. Starting with the 
first ITEM, each line will be labeled sequentially, beginning with the letter A. 

Tip 

To override the line assignments, you can insert your own using the carat (A) symbol. For example, if you 

want the letter S to be for spreadsheets, you can enter ITEM AS SPREADSHEETS as the item name. 
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Running DOS Commands and Script Commands from the Menu 
The EXEC command executes a DOS command, or string of commands, following the ITEM com
mand. There is no limit to the number of EXEC commands that can follow an ITEM command. 
When using the EXEC command, it is entered into the script as: 

EXEC 	 command 

Based on the syntax above, replace: 

command with the command(s) you want passed to DOS, up to a maximum of 250 charac
ters. Since DOS will not accept commands of 250 characters on a single line, you can break 
up commands by using the + sign. An example is: 

ITEM 	 Capture To PrintQ1 

EXEC CAPTURE + 

L=1 Q=PRINTQ1 TI=2 


If the above were added to a menu, selecting this item would successfully capture to PRINTQl 

with a time-out value of 2. 

In addition to executing standard DOS commands, there are a few script commands that can be 
used as shown in Table 9.3. 

Table 9.3 Parameters that can be used with the EXEC command. 

Parameter Example Description 

CALL EXEC CALL REPORT. BAT Calls a batch file from within a batch file. 

DOS EXEC DOS Lets the users jump to a DOS shell from within 
the menus. When they want to return to the 
menu, they must type EXIT from the DOS 
prompt. 

EXIT EXEC EXIT Exits the menu program completely. 

LOGOUT EXEC LOGOUT Exits from the menus and logs the user out of 
the network. 
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Tip 

If you use the EXEC LOGOUT command in your menu file, selecting this option would produce the error 

Batch File Missing even though you would still be logged out. To get around this error, you could use the 

EXEC EXIT command with a batch file that would contain the LOGOUT command. To do so, first create a 

batch file called OUT.BAT in the LOGIN directory that contained the command LOGOUT. Then, add the 

following text to you menu file: 

ITEM LOGOUT OF SERVER 

EXEC F: 

EXEC CD\LOGIN 

EXEC EXIT OUT.BAT 


Once added, and you have recompiled the menu source file, users can select this option and logout of the 

server without getting an error message. 

Tip 

If you want the users to get out of the menuing system completely, but remain logged into the server, make 

sure you add the EXEC EXIT command; otherwise, they cannot get out. 

Getting Information from the User 
The NetWare menus enable you to request information from the user that then can be passed 
onto an EXEC command by using one of three commands: 

GETR-GETR requests mandatory information. The information gathered is added to the 
end of the following EXEC command. 

GETO-GETO requests optional information. The information gathered here is added to the 
end of the following EXEC command. 

GETP-GETP requests information that will be used in more complex EXEC commands 
from the user. There can be up to nine GETP commands after a single ITEM command. The 
information gathered from each GETP command is assigned a variable between %0 and %9. 
These variables then can be called into the following EXEC command. 

Regardless of which parameter you use, the syntax for entering it in the script is as follows 
(the parameters shown below are explained in Table 9.4): 

GETx prompt {prepend_text} length,prefill_text, {append_text} 
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Table 9.4 GET parameters. 

Parameter 	 Description 

prompt 	 The text displayed to the user. 

{prepend_textJ 	 The text entered before the user's text. Watch your spacing! Any spaces between 
the curly brackets will be used. 

length 	 The maximum number of characters the user can enter-up to 255. 

prefilUext 	 The text placed in the entry window by default. You can call DOS environment 
variables as the default by enclosing them in % signs (such as %SERVER%). 

{append_text} 	 The text entered after the user's text. Watch your spacing! Any spaces between 
the curly brackets will be used. 

Examples of acceptable GETx commands include: 

GETO Enter the print queue number: {PRINTQ_} 2" {} 

GETR Enter the username to scan for: {} 47,%NAME%, {fa} 

GETP Enter the file name: {} 12" {} 


Compiling the Menu Script 
After you have completed the creation of the script file, you must compile it before it can be used. 

To compile the script you must use the MENUMAKE utility found in the PUBLIC directory. 

The proper syntax for using MENUMAKE is: 


Based on the syntax above, replace: 

menu_source-file with the name of the source file your created. By default, MENUMAKE 
expects the source file to have an extension of SRC. If you used a different extension, you 
must specify the full file name. 

If there are no errors in your script, MENUMAKE converts your script and creates a new file 
called XXXXXXXX.DAT, where XXXXXXX is the name of your menu file. If there are errors, 
MENUMAKE tells you on which lines the errors have occurred, so you can resolve them. 

Running the Menu 
Once you have a finished menu (one that has been compiled without errors), there are a few 
more steps that must be completed before you actually run the menu. 

First, you must determine where you want the menu file to be stored. The menu file should be 
placed in one of the search drives where users have at least Read and File Scan rights. Many 
people choose the PUBLIC directory for this purpose. 
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Next, you must create a directory somewhere on the server that will be used for temporary files. 
NMENU creates temporary files whenever the users access the menu or shell to DOS. Since you 
usually have a search drive pointing to the public directory, you can create the temporary direc
tory as a subdirectory of PUBLIC. 

Finally, there are two environment variable settings you should add to the system login script: 

SET S_FILE="%STATION": NMENU uses this variable for naming the temporary files. 

SET S1ILEDIR="Z: \PUBLIC \ TEMP \ ": This variable specifies where the temporary files 
should be stored. You should replace the directory name with the one you created. But you 
must ensure there is a backslash (\) at the end of the path! 

When all is said and done, you should be able to login to the file server and type NMENU 
menuname from the command line to access your new menus (replace menuname with the 
name of your compiled menu). 

Tip 

You could add a command to the system login script to ensure that everyone uses the new menus automati

cally by adding the command EXIT "NMENU menuname" to the end of the script. Replace menuname with 

the name of your compiled script; also, remember, the quotes are needed when using the EXIT system login 

script command. 

Converting Older NetWare Menus 
If you upgraded from a previous version of NetWare, you may have been using the older menu 
system (MENU.EXE and MNU source menus). Instead of wasting time rewriting these scripts, you 
can convert them with the MENUCNVT utility. Once converted, they can be run in the same 
fashion as the newer menus. 

Follow these steps to use an old menu: 

1. 	Convert your old menu file by typing MENUCNVT oldfile.mnu newfile.src from the 
DOS prompt. MENUCNVT then converts your old script into the newer scripting language 
and creates a menu file with the extension SRC. 
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2. 	Compile the new menu source file by typing MENUMAKE menuname.src. 

3. 	Run the newly compiled menu by typing NMENU menuname. 

Changing the Colors of the Menu Utilities 

Anyone who has been using NetWare for a while is quite familiar with the menu utilities' stan
dard blue screens. Well, if so much blue has got you down, all is not lost. To spice up your menus 
with a variety of colors, Novell has included a utility named COLORPAL. Using COLORPAL, you 
can revise the color palettes with a wide range of colors. Before you start making any changes, 
there are two things you should be aware of: 

• 	 NetWare's default color schemes are stored in a file called IBM$RUN.OVL in the public 
directory. If COLORPAL is run from the PUBLIC directory, this overlay file is adjusted. To 
ensure that you still have the original file available (if things go astray), either back up this 
file or run COLORPAL from another directory first . 

• 	 When run from another directory where IBM$RUN.OVL does not exist, COLORPAL creates 
the overlay file and flags it as a hidden file. 

To change the colors of your utility menus, follow these steps: 

1. 	From the DOS prompt, type COLORPAL. You are presented with a window entitled Defined 
Palettes that contains five default palettes. 

2. 	Highlight the palette you want to edit and press Enter. If you want to create a new palette, 
just press the Ins key. 

Tip 

Palette 0 is used for the menu windows and palette 1 is used for the background (also called "wall
paper"). 

3. 	After selecting a palette, you are presented with a series of attributes you can adjust. For 
each attribute you select, NetWare presents you with a window of different colors to choose 
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from. As you make your selection, NetWare shows you what it will ultimately look like in 
the Current Palette window shown in the lower-left corner. 

4. 	After you have made all the desired changes, press the Esc key until NetWare asks you if 
you want to save your changes. Answering Yes updates the overlay file and returns you to 
DOS. 

Changing the color palette when there are workstations with monochrome monitors could cause problems 

for these users. Certain color schemes that may look great on the color screen may not even be readable 

on the monochrome. Should you run into this problem, you can prevent these stations from using the 

IBM$RUN.OVL file by setting the short machine name in the NET.CFG to CMPQ. Once set, these stations 

use the basic CMPQSRUN.OVL. 





Chapter 10 

Miscellane 

Environm 


In NetWare, there are various utilities that can be used to manage the environment in which a 
user operates. Whether these changes are to a user's password, or how your drive pointers are set 
up, NetWare has a utility for it. 

This chapter contains detailed information on various commands that play some role in the 
management of your NetWare environment but don't fit neatly into one of the other sections 
in this book. 

In this chapter, we discuss numerous commands, and specifically: 

• Changing passwords 

• Checking who is logged into the server 

• Sending and receiving messages 

• Changing and viewing the date and time 

• Reviewing information about your connection to the server 

Changing Passwords 
If your LAN is like most, users are required to have passwords on the file server. Although pass
words protect the server from unauthorized access, they are easily forgotten. Should a user on 
your LAN forget their password, or if you want to change it for security reasons, you can use the 
SYSCON and SETPASS utilities. 
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Before changing a password, first consider whether you're authorized to do so. Your security level 
on the file server will determine whether you can change a certain ID's password. The following 
"rules" will help you determine whether you can change a password: 

• 	 SUPERVISOR or SUPERVISOR EQUlVALENTIDs can change any password on the server. 

• 	 IDs set up as Account Managers or Workgroup Managers can only change the IDs of those 
whom they manage. 

• 	 All other IDs can only change their own password. 

Changing a Password within SYSCON 
With the help of the SYSCON menu utility, you can change your password, or the password of 
another user (depending on your security level), by following these steps: 

1. 	From the Available Topics main menu of SYSCON, select User Information and then select 
the ID of the user whose password you want to change. 

2. 	After selecting the user ID, you are presented with the User Information screen (this screen 
is specific to the user you selected). From this menu, select the option Change Password. 

3. 	NetWare prompts you to enter a new password. When asked, retype the password to make 
sure you entered it correctly the first time. 

Changing a Password from the Command Line 
The SETPASS command line utility enables you to change your password, or the password of a 
user ID you manage. The syntax is: 

SETPASS lservername/]lusername] 
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Tip 

After typing SETPASS, NetWare asks you to type in your current password before you can select a new one. If 

you don't have a password, just press Enter when asked. 

Based on this syntax, replace: 

servemame with the name of the server the user ID resides on. You must be attached to this 
server before issuing the SETPASS command. You don't need this option if you're changing 
a password on your default server. 

usemame with the name of the user ID for which you're changing the password. You don't 
need this option if you're changing your own password. 

EXAMPLE 1: To change your password on your default server, type the following from the com
mand line: 

SETPASS 

EXAMPLE 2: To change your password on the server that's not your default, NETWARE312, type 
the following from the command line: 

SETPASS NETWARE312 

EXAMPLE 3: One of the user IDs you manage, PETERVAN, on file server BILLING, requires a pass
word reset. After attaching to the server, you can change the password by typing the following 
from the command line: 

SETPASS BILLING/PETERVAN 

Messages 

Most people are familiar with e-mail and the many benefits of using it. Instead of sending letters 
or leaving voice mail messages, computer users are transmitting information in the form of an 
electronic message (e-mail). While there are various e-mail software packages on the market, the 
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ability to send brief messages across the LAN is included with your NetWare server. Using the 
utilities we discuss in this section, you can send messages to one or more users or block them 
from being received on your workstation (almost like a "do not disturb" sign). 

If you want detailed information on installing NetWare's Basic MHS system, used to send full
length messages or letters to other users, refer to the heading "Installing Basic MHS" in Appendix 
D, "Basic MHS and FirstMail." 

Sending Messages from the Workstation Command Line 
NetWare provides a command line utility, called SEND, for sending messages to users across the 
LAN. SEND lets you send messages to one or more users on any file server you have access to. The 
SEND command uses the following format: 

SEND "message" [TO] receiver(s) 

Based on this syntax, replace: 

message with the text you want transmitted. The message you are sending must be enclosed 
in double quotes. 

receiver(s) with one or more of the items shown in Table 10.1. 

Table 10.1 Receivers you can send messages to with the SEND command. 

Receiver Example Description 

USER NAME SEND "The Meeting Is At Sends a message to the user JDOE 
2:00" JDOE on the current server. 

CONNECTION NUMBER SEND "The Meeting At 2:00 Sends a message to the user logged 
Is Canceled" 12 into the server on connection number 

12. 

CONSOLE SEND "Please do not DOWN Sends a message to the file server 
the server yet!" CONSOLE console. 

GROUPS SEND "Expense reports are Sends a message to every user 
due today!!" ACCOUNTING within the ACCOUNTING group. 
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Receiver 	 Example Description 

MULTIPLE USERS 	 SEND "The backups did not Sends a message to users jDOE, 

run last night" jDOE BjONES BjONES, and KSMITH. 

KSMITH 


A USER ON SEND "The conference is Sends a message to 

ANOTHER FILE canceled" FSl/jDOE user jDOE on the file server. 

SERVER FSl 


Sending Messages and Broadcasts with FCONSOLE 

If you've used versions of NetWare prior to 3.X, you know FCONSOLE has lost a lot of the 
functionality it used to have. Even with the options that have gone astray, you can still 
use FCONSOLE to send messages on the LAN. 

Using FCONSOLE, you can either broadcast a message to all users or send a message to certain 
individuals. 

To broadcast a message to all users within FCONSOLE: 

1. 	Select the Broadcast Console Message option from the Available Options main menu. 

2. 	Type in the message you want to send, up to SS characters. 

To send a message to individual users within FCONSOLE: 

1. 	Select Connection Information from the Available Options main menu. 

2. 	From the listing of Current Connections, select the user to whom you want to send a mes
sage. Next, you are presented with a new window with two options-Other Information 
and Broadcast Console Message. By selecting the Broadcast Console Message Option, you 
can send a private message to the selected user up to SS characters in length. 
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Sending Messages with SESSION 
The SESSION menu utility probably provides the easiest method of sending short messages over 
the LAN/WAN. Using the menu interface, you can send messages to a group or a user by follow
ing the steps below: 

1. 	Select the option User List or Group List from the Available Topics main menu based on 
whether you want to send a message to a user ID or a group. 

2. 	If you chose the User List option, SESSION displays a listing of all users currently logged 
into the server. If you chose Group List, SESSION gives you a listing of all group names 
configured on the server. On either screen, select the user or group you want to send a 
message to. 

3. 	SESSION presents a listing of Available Options. In this window, select Send Message and 
then type in your message up to 42 characters in length. 

Shortcut 

Instead of selecting a single user or group to send a message to, you can flag multiple objects by using the 

F5 key. Once you've flagged all the objects, press the Enter key and carry on with Step 3. 

Broadcasting and Sending Messages from the Server's Console 
The BROADCAST console command lets you send a message to one or more users logged into the 
server. Since this is a console command, you must be working directly on the file server, or you 
must be in control of the console through the RCONSOLE utility. 

To send a message using BROADCAST, use the following syntax: 

BROADCAST "message" [userid J [connection_number J 

Based on this syntax, replace: 

message with the message you want to send. 

userid with the name of each ID to whom you want the message to be sent. If you want the 
message to go to every user/node attached to this server, don't specify any IDs. 
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connection_number with the connection number of the node to which you want to send the 
message. If you want the message to go to every user/node attached to this server, don't 
specify any connection number. 

EXAMPLE 1: To send a message to all connections attached to the server, type the following from 
the console prompt: 

BROADCAST "THIS IS THE FIRST TEST MESSAGE" 

EXAMPLE 2: To send a message to the user on connection 4, type the following from the console 
prompt: 

BROADCAST "PLEASE LOGOUT" 4 

EXAMPLE 3: To send a message to the users JSTEVENS and SSMITH, type the following from the 
console prompt: 

BROADCAST "THE MEETING IS CANCELED" JSTEVENS SSMITH 

Disabling and Enabling the Receipt of Messages 
Having the ability to send messages to users on the LAN can be a real time-saver, but for some 
people it can be a real pain. A user may be busy, or running a job on their PC that can't be dis
turbed. In these cases, receiving a message on the workstation wouldn't be acceptable. 

To stop messages sent by other stations from appearing on your workstation, the syntax is: 

CASTOFF 

To stop messages sent by other stations AND the console from appearing on your workstation, 
the syntax is: 

CASTOFF ALL 

To allow messages to be received from other stations and the console, the syntax is: 

CASTON 

Tip 

There is a NET.CFG parameter called MESSAGE TIMEOUT you can use to set the amount of time a message 

will appear on your screen. Refer to Table 4.11 in Chapter 4, "Installing Workstations," for further information. 
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Checking to See What Program Versions Are 
Being Run 
Someday, you may need or want to know what version of a program you are running. While this 
isn't a task you would need to run on a day-to-day basis, Novell sometimes releases updates or 
patches to existing programs, and then the version number might become a concern. 

Viewing the Version Numbers of Executables 
Novell provides you with the VERSION utility to help you determine what version of a program 
you have. This program is stored in the PUBLIC directory on the SYS volume and is capable of 
examining any of the NetWare EXE files to determine their version levels. To use VERSION, the 
syntax is: 

VERSION filename.exe 

Based on this syntax, replace: 

filename.exe with the name of the EXE file you want to examine. 

EXAMPLE: To determine the version of SYSCON you are running, type the following from the 
command line: 

VERSION SYSCON 

Checking Server and Workstation Driver Versions 

You can check the versions of the file servers to which you are attached and some basic informa

tion on your workstation drivers with a NetWare command line utility called NVER. To use this 

utility, type NVER from the command line. When you use this command, you see a screen simi

lar to the one in Figure 10.1. 


HETWARE VERS ION UTlL ITY, VERS ION 3. 7S 

IPl( Version: 3.3B 

SP)( Version: 3.38 


LAN Driver: 	 3Co," 3CSB3 EtherLink II Vl.BB 

IRQ 3 J Port 8306 ~ Port 87t1B, MeMory »888:8 


Shel L: U4.18 Rev, A 

DOS: MSDOS V6. 26 on IBM]C 


Fi leServer: DOUG-SERVER 
Nove t ( NetWare ",,3.12 (50 user) (8/12/93) 

Fig. 10.1 Version information provided by the NVER command line utility. 
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Working with the Date and Time 
On occasion, the date and time maintained on your server or workstation may be incorrect. To 
ensure the time is maintained properly and kept up to date (pun intended), the following options 
are available to you. 

Synchronizing Your PC's Date and Time with the Server 
The SYSTIME NetWare command line utility synchronizes the date and time of your PC with that 
of the file server. To synchronize the date and time of your PC, type the following from the com
mand line: 

SYSTIME 

Tip 

Unless you have configured your NET.CFG file not to synchronize your PC's date and time with the server, 


NetWare will do this automatically during a login. 


Changing the Server's Date and Time 

You can change the date and time maintained by the file server using the FCONSOLE utility by 
following the steps below: 

1. 	From the Available Options main menu of FCONSOLE, select Status. 

2. 	You are then presented with a window entitled File Server Status. On this screen, adjust the 
values in the Server Date and Time fields to reflect your requirements (see fig. 10.2). 

Fig. 10.2 Changing the date and time within the FCONSOLE menu utility. 

Changing the Server's Date and Time from the Server Console 
Using a command from the server's console, you can adjust the Date and Time maintained by the 
server by using the following syntax: 

SET TIME [month/date/year] [hour:minute:secondj 
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Replace the variables above with the appropriate settings. When changing the time, you should 
specify whether the time is AM or PM; otherwise, NetWare will assume AM (unless you use mili
tary time). For example, to set the date to February 6th and the time to 9:16 p.m., type: 

SET TIME February 61994 9:16pm 

Tip 

You can check the current date and time on the file server by typing SET TIME or TIME from the console. 

Checking Your Current Connection 
Information 
At times, you may want to check your current status on the file server such as your security 
equivalences or maybe the servers that you are currently logged into. The WHOAMI command 
line utility provides you with information about "who you are" on the file server or LAN. To use 
WHOAMI, the syntax is: 

WHOAMI [server] [option(s)] 

Based on the syntax above, replace: 

server with the name of the file server for which you want to check your connection infor
mation. If you do not specify a server name, WHOAMI provides you with the information 
for all servers to which you are currently attached. 

option(s) with one or more of the options shown in Table 10.2. 

Table 10.2 Switches that can be used with WHOAMI. 

Switch Description 

fA Displays information gathered from all other options. 

Ie Allows WHOAMI to scroll continuously. When not used, WHOAMI pauses after each 
fu II screen of text. 

IG Displays your group memberships on the specified file server. 

10 Displays supervisor object information and the objects (user and group) you manage. 

IR Displays your effective rights. 

IS Displays your user and group security equivalences. 
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Switch Description 

/Sy Displays basic system information such as the server you are logged into, your 10, 
NetWare version, and the time you logged in. 

/W Tells you if you are a Workgroup Manager. 

EXAMPLE 1: To determine which file servers you are currently attached to, type the following 
from the command line: 

WHOAMI 

EXAMPLE 2: To determine which users and groups you are the security equivalent to, type the 
following from the command line: 

WHOAMI/S 

EXAMPLE 3: To determine if you are a Workgroup Manager on the file server FS1, type the fol

lowing from the command line: 

WHOAMI FSI IS 

Checking which Server Connections Are Active 
At times, you may want to see who is currently logged into the file server. Some people like to see 
who is on-line before they send out a message, or maybe you want to know who is still using the 
server. In either case, there are several options available to you, some from the command line, 

and some from the console. 

Reviewing Current Connections to the Server from the 
Command Line 
USERLIST is a basic command line utility that provides you with a listing of all the users and 
nodes (such as print servers) logged into the file server, their connection number, and what time 
they initially logged in. Use USERLIST by using the following syntax: 

USERLIST fserverl]fname] [Ioption(s)] 

Based on the syntax above, replace: 

server with the name of the file server you want to check. You must be attached to the file 
server and a forward slash must be placed at the end of the server name. If left out, 
USERLIST scans your default server. 
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name with the name of the user ID you're looking for. If left out, USERLIST displays all user 


IDs logged into the file server. 


option(s) with one of the following options: 


Address-displays the network and node address of each user. 


Object-displays the object type for each connection. 


Continuous-forces USERLIST to scroll continuously through the output without pause 

after each screen is full. This option can be used in conjunction with the other two (for 

instance, USERLIST I A Ie). 


EXAMPLE 1: To get a listing of all connections to your default file server, type the following from 
the command line: 

USERLIST 

EXAMPLE 2: To check if the user ID JHOWELL is logged into the server FMAS-1, when you are 
attached to FMAS-I, but it's not your default server, type the following from the command line: 

USERLIST FMAS-l/JHOWELL 

EXAMPLE 3: To view the network and workstation physical addresses for all connections to the 
MICJEN server, when you are attached to MICJEN, but it's not your default server, type the fol
lowing from the command line: 

USERLIST MICJEN/ / A 

Tip 

Wild cards can be used with the USERLIST command. For example, to scan the server for all users logged in 

who have IDs beginning with ABC, type USERLIST ABC·. 

Reviewing Current Connections with the FCONSOLE Menu Utility 

While a little more cumbersome than USERLIST, FCONSOLE can be used to find out what users 
and other nodes (for example, print servers) are logged into the file server by following these 
steps: 
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1. 	From the Available Options main menu of FCONSOLE, select Connection Information. 

2. 	In the Current Connections window, cursor through the listing to view all users currently 
logged in and their connection numbers to the file server. 

3. 	For additional information, press the Enter key on any user and select the Other Informa
tion option to view the login times and addresses of the user. 

Reviewing Current Connections with SESSION 
Like FCONSOLE, SESSION is a NetWare menu utility that can show you who and what is using 
your file server's connections. You can check the current file server connections with SESSION by 
following these steps: 

1. 	Select User List from the Available Topics main menu of SESSION. 

2. 	Next, you are presented with a window displaying the current users and their station num
bers. You can scroll through this listing to view all of the current server connections. If you 
want further information, you can press Enter on anyone of the connections and then, by 
selecting the Display User Information option, you can view the login times and addresses 
of the station. 

Checking Server Connections from the Console 
When working on the server console, you can use the MONITOR utility to check the current 
connections by following these steps: 

1. 	From the Available Options main menu of MONITOR, select Connection Information. If 
MONITOR is not already loaded, you can load it from the server console by typing LOAD 
MONITOR. 

2. 	In the Active Connections window, you can cursor through to view all the current server 
connections. For more detailed information, you can select a connection by pressing Enter 
where you then are presented with another screen that gives you information on the files in 
use by this connection, the address of the connection, and how many kilobytes have been 
read and written to the file server by this connection (see fig. 10.3). 
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Fig. 10.3 Connection information displayed with the MONITOR console utility. 



Chapter 11 

Drive Mapping 


Drive mappings are used in NetWare as pointers to areas on the file server's disk drives. By using 
drive mappings, you can reduce the amount of work necessary to run an application or to locate 
files by changing directories. 

In this chapter, you learn how to do the following: 

• 	 Identify the different types of drive mappings 

• 	 Create drive mappings 

• 	 Delete drive mappings 

• 	 Change drive mappings 

Types Of Drive Mappings 
Before learning how to create or alter your drive mappings, you should first understand the three 
types of mappings used with NetWare: 

• 	 Regular Drive Mapping: A regular drive mapping uses a drive letter as a pointer to a volume 
and/or directory on the file server. The resources stored within the area to which you are 
mapping will only be accessible if the drive in question is your default drive or when you 
specify the drive letter in your command. For example, if your default drive is F: and you 
want to run a program called ABC.EXE stored on H:, you must either make H: your current 
drive or type H:ABC from the command line. 

• 	 Search Drive Mapping: The use of search drive mappings is similar to settings in the DOS 
PATH statement. Once the search drive is created, you can access files no matter what your 
default drive is set to. When search drives are created, drive letters are allocated in reverse 
alphabetical order, starting at Z. Once assigned, when you try to run a program from the 
command line, NetWare first checks your current directory for the program. If it is not 
there, it starts to look through each of the search drives in order until it finds the file. 
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• 	 Fake Root Drive Mappings: Fake root mappings are used in NetWare to restrict someone from 
changing the drive mapping to a higher directory. When you create the fake root, the drive 
letter may be assigned to a directory several layers beneath the root but the user will think 
the drive letter actually points to the root. For example, with a regular drive mapping, a 
user's F: prompt may show F: \HOME \ABC123>, but, if you were to create a fake root to the 
same directory, the user's F: prompt would be F: \>. 

Working with Drive Mappings 
from the Command Line 
MAP is a versatile command line utility used to view, create, change, or remove the drive map
pings of your current session. In the following sections, we examine the MAP command and the 
various methods that it can be used. 

Viewing Your Current Drive Mappings 
You may need to view a complete listing of all the drive mappings currently in effect for your 
connection. By typing MAP from the command line, you are presented with a screen similar to 
the one shown in Figure 11.1. Using the information provided from this screen, you can deter
mine which drive letters are still left to map or from where to execute a program. 

DriYe A: Maps to a toea 1 disk. 

DriYB B : Maps to a Ioea l dish. 

DriY8 C: fltaps to a. local disk~ 


Drive D: Maps to a, local disk. 

DriYe E: Maps to a local disk. 

Drive F: = DOUG-SERVER'SYS: 'USERS'.DOUG 

Drive G: = DOUG-SERVER'SYS: ,COMMON 

Drive H: = DOUG-SERVER',syS :APPS " 


SEARCH1: ~ Z:. [DOUG-SERUER'-SYS: 'PUBLIC] 

SEARCHZ : = Y:. [DOUG-SERVER'.SYS: 'APPSJ 

SEARCH3: = X:. [DOUG-SERVER'-SYS: 'SYstEM] 

SEARCH4: = M:. [DOUG-SERUER'.SYS: '] 

SEARCH5: = C ".MINDOWS 

SERRCH6 : = C :'11 INDOWS'.NLS 

SEIlRCH7 : = C" 

SEARCHB : = C ",DOS 

SEARCH9 : - C :'HDN 

SEARCH1!! : = C :'JlEMM 

SEARCHll: = C :,UTlLITY 

SEARCH12: = C :'ODe 

SEARCH13 : = C ".STACKER 


21'''''' 

Fig. 11.1 A listing of the current drive mappings, created by entering MAP at the command line. 
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Shortcut 

If you want to know what a single drive letter is mapped as, there is a faster way than typing MAP and 


scanning through the output. Type MAP drive letter: from the command line, and NetWare shows you 


how that single letter is mapped. 


Creating Regular Drive Mappings 
You can use the MAP command to create drive mappings. Depending on your requirements, you 
may use one method-or a combination of different methods-on a regular basis. The command 
below provides you with the syntax used for the basic MAP command: 

MAP [root] drive:=[server/]volume:\directory 

Based on the syntax above, replace: 

drive with the drive letter you want to assign. 

server with the name of the file server the directory resides on. When mapping to your de
fault server, you don't have to include the server name, but when used, a forward slash (I) 

must be included after the server name. 


volume with the name of the volume the directory resides on. 


directory with the full directory path. 


EXAMPLE 1: To map the F: drive as a fake root to the HOME directory on your current file server 
(FSl), type either of the following: 

MAP ROOT F:=SYS:\HOME 


MAP ROOT F:=FSl/SYS:\HOME 


EXAMPLE 2: To map the G: drive to the APPS directory on a server other than your default, type 
the following: 

MAP G:=FS2jV0L1:\APPS 

EXAMPLE 3: To insert a search drive mapping to the same location the J: drive is mapped to, type 
the following: 

MAP INS Sl:=J: 
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The NEXT Parameter 
You also can use the NEXT parameter to create a drive mapping. When you use NEXT, NetWare 
maps the next available drive mapping to the specified path. The syntax for using the NEXT pa
rameter is shown below (the other parameters shown below are described in the basic MAP com
mand above): 

MAP NEXT [server/jvolume:\directory 

To illustrate the use of this parameter, suppose you had the F: and G: drives currently mapped to 
different directories and you wanted to map the next available drive, H:, to the COMMON direc
tory. To do so, type the following from the command line: 

MAP NEXT FSl/SYS:\COMMON 

Tip 

The ROOT parameter can't be used in conjunction with the NEXT parameter. 

Using Drive Numbers Instead of Letters 

In the first method, you were shown that a drive mapping was created by specifying a drive letter 
to which to map. Instead of using letters, NetWare also lets you use drive numbers. To use a drive 
number, instead of a drive letter, the syntax is as follows: 

MAP [root] *number:=[server/lvolume:\directory 

The parameters are the same as those used with the Basic Map Command except for the replace
ment of the DRIVE parameter with the *NUMBER parameter. To use this method, you must tell 
NetWare which drive number you want to map. The drive number is dependent on what your 
first network drive is set to (refer to the heading "Configuring and Customizing Your NET.CFG 
File" in Chapter 4, "Installing Workstations"). Based on the first network drive, NetWare starts 
counting from the bottom and working up. For example, if your first network drive is F:, NetWare 
will assign the number 1 to F:, 2 to G:, 3 to H: and so on. 

To illustrate, assume you want your 3rd drive letter mapped to the APPS directory on the SYS 
volume. Type the following from the command line: 

MAP *3:=SYS:\APPS 

Creating Search Drive Mappings 
As noted earlier, you can create search drive mappings that are used in a similiar fashion to that 
of the drives or directories in the DOS PATH statement. By doing so, you can access the files or 
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data stored within the directory that a search drive is mapped to no matter what your default 
drive is. The following MAP command syntax shows you how to create a search drive mapping: 

MAP [root] [ins] search#:=[server/]volume:\directory 

Based on this syntax, replace: 

search# with the search drive number you want assigned to the directory. 


server with the name of the file server the directory resides on. When mapping to your de

fault server, you don't have to include the server name. But, if you are creating a mapping to 

another server, the server's name must be included followed by a forward slash (I). 


volume with the name of the volume the directory resides on. 


directory with the full directory path. 


From the command above, there are two parameters included (when needed) as shown below: 

root: This parameter is only included when you want to map a directory as a fake root. 

ins: This parameter is included when you want the search mapping to be inserted into the 
current path. By inserting, you won't overwrite the currently established mappings. 

EXAMPLE 1: To map the first search drive to the public directory on your SYS: volume, type the 
following: 

MAP Sl:=SYS:\PUBLIC 

EXAMPLE 2: To have the APPS directory as the first available search drive when there are already 
three search drives set up, type the following: 

MAP INS Sl:=SYS:\APPS 

EXAMPLE 3: To map the next available search drive to the COMMON directory when you don't 
know how many search drives are currently set up, type the following: 

MAP S16:=SYS:\COMMON 
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Removing Drive Mappings 
With the MAP command, two parameters can be used interchangeably to delete a current drive 
mapping, DEL and REM. To remove a current mapping, type the following from the command 
line: 

MAP DEL drive 

Based on the syntax above, replace: 

drive with the letter or number of the drive you want to remove: 

EXAMPLE 1: To delete drive G, type either of the following from the command line: 

MAP DEL G: 

MAP REM *2: 

EXAMPLE 2: To delete the third search drive mapping, type either of the following from the 
command line (assume the third search drive is set up as drive X): 

MAP REM S3: 

MAP DEL X: 

Working with Drive Mappings Using the 
SESSION Menu Utility 
SESSION can be used to view, create, modify, or delete the drive mappings for your current con
nection. By typing SESSION from the command line, you are presented with a menu you can 
use to make the desired changes (see fig. 11.2). 
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Fig 11.2 The main menu of SESSION. 

The two options from this menu used when working with drive mappings are Search Mappings 
and Drive Mappings. 

Viewing Your Current Drive Mappings 
To use the SESSION utility to view your current drive mappings, select Drive Mappings (for regu
lar drive mappings) or Search Mappings (for search drive mappings) from the Available Topics 
main menu of SESSION. Once selected, SESSION provides you with a window like the one shown 
in Figure 11.3, displaying your current mappings. 

Fig. 11.3 Current drive mappings as displayed with the SESSION utility. 

Creating New Drive Mappings 
To use the SESSION utility to create a drive mapping, select Drive Mappings (for regular drive 
mappings) or Search Mappings (for search drive mappings) from the Available Topics main menu 
of SESSION. You are then presented with a window showing your current mappings. To create a 
new mapping: 

1. 	Press Insert to add a new mapping. If you're creating a regular mapping, SESSION asks for a 
drive letter. If you are creating a search drive mapping, SESSION asks for the search drive 
number. 
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2. 	After specifying the drive letter or search drive number, SESSION asks you for the path in a 
Select Directory window (see fig. 11.4). If you know the full path to the directory, type it in 
here; otherwise, press Insert. 

Fig. 11.4 Entering the desired path to map a drive to. 

3. 	If you have manually typed the path for the drive mapping, you now can press Enter and 
SESSION creates the drive mapping for you. But, if you pressed Insert, SESSION presents a 
listing of file servers (and local drives when creating a search drive) from which you can 
choose (see fig. 11.5). At this point, select the server/drive for which you want to create 
the mapping. 

Fig. 11.5 Selecting the server or drive you want to create a drive mapping to with SESSION. 

4. 	Once you have selected the server (or local drive when creating a search drive) to which you 
want to map, SESSION displays a listing of the volumes and then the directories you can 
map to. As you work through these listings, SESSION updates the Select Directory window 
with each selection (see fig. 11.6). When the desired path is shown in the Select Directory 
window, press Esc to return to this window; then press Enter to complete the mapping. 

Changing Your Current Drive Mappings 
To use the SESSION utility to change drive mappings, first select Drive Mappings or Search Map
pings from the Available Topics main menu of SESSION. Next, a window appears, showing your 
current mappings. To change a drive mapping, highlight the desired drive letter or search drive 
number and press the F3 key. SESSION displays the Select Directory window. At this pOint, you 
can make the desired changes manually or you can press the Insert key and repeat steps 3 and 4 
shown in the previous heading. 
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Fig. 11.6 Selecting the server and directory to which you want to map, by working through the SESSION 
windows. 

Deleting Drive Mappings 
To use the SESSION utility to delete drive mappings, first select Drive Mappings or Search Map
pings from the Available Topics main menu of SESSION. Next, a window appears showing your 
current mappings. To delete a drive mapping, select the desired drive letter or search drive num
ber and press the Delete key. When asked, confirm if you want SESSION to delete the mapping. 





Chapter 12 

Security Eq 


Depending on the size of the LAN and the number of users accessing each file server, managing 
the system resources can be a fairly involved assignment. To alleviate the administrator from 
some of the more mundane tasks, NetWare has a feature known as security equivalences. This 
feature minimizes the work necessary when granting rights to users on the file server. By doing 
so, the administrator's job is made easier, thereby freeing the administrator to perform other 
tasks. 

In this chapter, we explore this feature of NetWare, and specifically: 

• Assigning user and group equivalences 

• The different types of managers and operators that can be set up on the server 

• The tasks each type of manager and operator can perform 

• Granting the various manager and operator statuses to certain users and groups 

User and Group Security Equivalences 
The first aspect of security equivalences we look at pertains to users and groups. In NetWare, you 
have three choices when assigning rights: 

• Assign rights for the different resources to each individual user, 

• Make users equivalent to other users, or 

• Create groups and assign users to the groups 

If you have been working with NetWare for a while, you already know the first option really is 
not a viable solution. Even for a small server with only a few users, assigning all the necessary 
rights to the different resources can be a very time-consuming process. This leaves you, therefore, 
with the latter two options. 
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Creating group and/or user equivalences minimizes the amount of work necessary to create a 
secure environment. With user eqUivalences, you can grant rights to one user ID and then make 
other IDs the equivalent of this ID. When you do so, other users have access to the same re
sources without your having to directly assign each one. 

Group equivalences operate in a fashion similar to user equivalences. Instead of granting rights 
for a resource to a specific user ID, you can assign these rights to a group you create on the file 
server. Once you have assigned rights to a group, you then can add users to the group's member
ship list. By doing so, all users who are members of the group then inherit the rights granted to 
that group. 

Before we go on to assigning security equivalences, there are two points you should be aware of: 

• 	 When one user is made the equivalent of another, the second user inherits only the rights 
directly assigned to the first user. For example, if user A is made the equivalent of user Band 
user B already is the security equivalent to user C, user A only gains the rights assigned to 
user B and is not granted any of the rights directly assigned to user C. 

• 	 When you make a user the security equivalent of another, this user has access to the other 
user's home and mail directories. 

Granting User Equivalences 

Follow these steps to set up one user as equivalent to another: 

1. 	 From the Available Topics main menu of SYSCON, select User Information and then, from 
the listing of user names, select the user ID to whom you want to grant the eqUivalency. 

2. 	After selecting the user name, you are presented with another window entitled User Infor
mation. From this window, select the option Security Equivalences to view the users and 
groups to which this ID is already equivalent. 

3. 	To make this ID equivalent to another ID or group, press the Insert key and select one or 
more IDs from the listing of Other Users And Groups. After you select the IDs, SYSCON 
updates the listing provided in the Security Equivalences window. 
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Granting Group Equivalences (Memberships) 

Setting up a user ID as a member of a group can be done in two different ways. The method you 
choose depends on how many IDs you plan to add to the group's member list. For one or more 
users, either method will do. But, if you plan on adding multiple IDs to the group's member list, 
you should use Method 2. 

Method 1: Adding IDs to the Group's Member List within the Personal User Information 
Follow these steps to set up a user ID as a security equivalent to a group (also known as group 

membership): 

1. 	From the Available Topics main menu of SYSCON, select User Information and then, from 
the listing of user names, select the user ID to which you want to grant the equivalency. 

2. 	After selecting the user name, you are presented with another window entitled User Infor
mation. From this window, select the option Groups Belonged To to view the groups of 
which this ID is already a member. 

3. 	To make this ID a member of another group, press the Insert key and select one or more 
groups from the listing of Groups Not Belonged To. After selecting the group(s), SYSCON 
updates the listing provided in the Groups Belonged To window. 

Method 2: Adding Multiple IDs to a Group's Member List within the Individual Group's 
Configuration 

Follow these steps to set up one or more user IDs as security equivalents to a group (also known 
as group membership): 

1. 	From the Available Topics main menu of SYSCON, select Group Information and then, 
from the listing of Group Names, select the group to which you want to add the users. 

2. 	After selecting the group, you are presented with another window entitled Group Informa
tion. From this window, select the option Member List to view the user IDs that are already 
members of this group. 
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3. 	To add one or more IDs to the group's member list, press the Insert key and select one or 
more IDs from the listing of Not Group Members. After you select the ID(s), SYSCON up
dates the listing provided in the Group Members window. 

Operator and Manager Assignments 
Managing a file server can be a very time-consuming task, especially when there are lots of users, 
each demanding a small portion of your time. To help you manage the server and the associated 
resources, NetWare provides several security assignments known as operators or managers. An 
operator/manager assists the SUPERVISOR to administrate the server without having to grant the 
SUPERVISOR status. As you may already know, granting an ID SUPERVISOR EQUIVALENCE gives 
the ID full access to everything on the server, without exceptions. Instead, by setting up users or 
groups with a certain operator/manager status, you can pass on some of the management respon
sibilities for a specific area of the server. 

A listing of the different operator and manager assignments can be found in Table 12.1, along 
with a description of each. 

Table 12.1 NetWare security assignments. 

Assignment Description 

SUPERVISOR The SUPERVISOR ID is the highest security level that can be granted to the 
NetWare file server. With a SUPERVISOR ID, full rights are granted to all files, 
directories, and features of NetWare. 

SUPERVISOR EQUIVALENT An ID set up as a SUPERVISOR EQUIVALENT has full access to the server and 
can do all the things the SUPERVISOR ID can. Any references to the SUPERVI
SOR ID also apply to all IDs with SUPERVISOR EQUIVALENCE. DESIGNATION 
CAN BE GRANTED ONLY BY ANOTHER SUPERVISOR EQUIVALENT. 

CONSOLE OPERATOR An ID granted the Console Operator status by the SUPERVISOR can make use 
of some additional features in FCONSOLE, such as sending messages and 
disabling/enabling logins. DESIGNATION CAN BE GRANTED ONLY BY A 
SUPERVISOR EQUIVALENT. 

WORKGROUP MANAGER Workgroup Managers are created on the file server to allow one or more users 
to create IDs and manage the restrictions of the users they manage. DESIGNA
TION CAN BE GRANTED ONLY BY A SUPERVISOR EQUIVALENT. 
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Assignment Description 

USER ACCOUNT MANAGER A User Account Manager can be created on the file server to assist the 
SUPERVISOR with managing the users on the file server. Unlike a Workgroup 
Manager, the User Account Manager cannot create any new users. DESIGNA
TION CAN BE GRANTED ONLY BY A SUPERVISOR EQUIVALENT, WORKGROUP 
MANAGER, OR A USER ACCOUNT MANAGER. 

PRINT SERVER OPERATOR Print Server Operators are users who have additional privileges to the 
operation of the assigned print servers over other users on the server. By 
assigning a user as a PRINT SERVER OPERATOR, those with SUPERVISOR status 
can pass on some management and troubleshooting responsibilities, thereby 
alleviating themselves of some of their duties. DESIGNATION CAN BE 
GRANTED ONLY BY A SUPERVISOR EQUIVALENT. 

PRINT QUEUE OPERATOR Print Queue Operators take on some of the printing management responsibili
ties, thereby freeing those with SUPERVISOR status to work on other tasks. 
DESIGNATION CAN BE GRANTED ONLY BY A SUPERVISOR EQUIVALENT. 

Tasks that Operators and Managers Can Do 
Knowing the different types of operators and managers is one thing; knowing what each can do 
is another. It is important that you fully understand what rights are associated with each of the 
designations before you grant them to users on your server. Granting excessive rights to users may 
not only be unnecessary but it also could cause you a lot of grief during a security audit. 

Below, each of the manager and operator types is shown with detailed information on what a 
user or group can accomplish with this designation. 

SUPERVISOR and SUPERVISOR EQUIVALENT 

The SUPERVISOR and SUPERVISOR EQUIVALENT IDs have full rights to all the resources on the 
file server. With SUPERVISOR status, a user can create, modify, or delete any ID, print server, 
print queue, file, or directory on the server. 

User Account Manager 
The following tasks can be completed by a user or group with the User Account Manager status: 

• Change user account balance 

• Change user account restrictions 

• Change a user's or group's full name 
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• Change a user's password 

• Change group memberships 

• Change a user's login script 

• Assign User Account Manager status 

• Assign security equivalences 

• Set station restrictions 

• Set time restrictions 

• 	 Grant trustee directory and file assignments (only if the account manager has the necessary 
trustee rights) 

• 	 Delete a user 

Workgroup Manager 
The Workgroup Manager has all the rights the User Account Manager has, plus the ability to 
create new user IDs. 

Console Operator 

The following tasks can be completed by a user or group that has been granted the Console 
Operator status: 

• 	 Broadcast a console message with FCONSOLE 

• 	 Change server date and time with FCONSOLE 

• 	 Enable or disable logins to the file server 

• 	 Enable or disable transaction tracking 

Print Queue Operator 
The following tasks can be completed by a user or group with the Print Queue Operator status: 

• 	 Change the configuration of any job within the print queue 

• 	 Delete any job from the print queue 

• 	 Place a print job on hold or change the time it prints 

• 	 Change the order jobs are to be printed 

• 	 Change the print queue status 
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Print Server Operator 
The following tasks can be completed by a user or group with the Print Server Operator status: 

• Take down the print server 

• Allow the print server to service another file server 

• Set printer notifications 

• Send commands to the printer 

• Add or remove queues serviced by a printer 

• Change the priority of queues being serviced by a printer 

• Change the forms being used by a printer 

Note 

Granting Operator and Manager Status 
When you are enlisting others to assist you with managing the file server or LAN, you may want 
to increase their security levels to one of the operator or manager designations previously dis
cussed. Using the instructions shown in this section, you can grant the appropriate designation 
for any of the users or groups on the server. 

Setting Up a User Account Manager 

Creating a User Account Manager is a little different than setting up the other operator and man
ager designations. With the other designations, you can go to one location and add any user or 
group to the designations listing. But, with the User Account Manager status, the options you 
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choose depend on whether you are assigning this designation to a group or to a user. Follow 
these steps to assign this designation with SYSCON: 

1. 	From the Available Topics main menu of SYSCON, select User Information (if assigning this 
status to a user) or Group Information (if assigning this status to a group), and then select, 
from the listing provided, the user or group to which you want to grant this designation. 

2. 	After selecting the user or group, you are presented with a window containing several op
tions specific to the object in question. Regardless of whether or not you chose User Infor
mation or Group Information, you should select the option Managed Users And Groups. 

3. 	If this object is not already set up as a User Account Manager, the window now presented to 
you (Managed Users And Groups) is empty. To add a user or group to this listing, press the 
Insert key and select one or more users or groups from the listing of Other Users And 
Groups. Once you have added a user or group ID to the listing of Managed Users And 
Groups, this object is automatically granted the User Account Manager designation over 
the IDs and groups shown in this window. 

Setting Up a Workgroup Manager 

Follow these steps to grant Workgroup Manager status to a user or group: 

1. 	From the Available Topics main menu of SYSCON, select Supervisor Options and then 

Workgroup Managers. 


2. 	After you select Workgroup Managers, you are presented with a window showing all the 
users and groups that have been set up as workgroup managers so far. To add a new user or 
group, press the Insert key and make your selection from the Other Users And Groups win
dow (see fig. 12.1). 

N~e 	 , 

The Console Operator status can be granted to a user or group by following these steps: 

1. 	From the Available Topics main menu of SYSCON, select Supervisor Options and then File 
Server Console Operators. 
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Fig. 12.1 Granting Workgroup Manager status with SYSCON. 

2. 	After selecting File Server Console Operators, you are presented with a window showing all 
the users and groups that have been set up as Console Operators so far. To add a new user 
or group, press the Insert key and make your selection from the Other Users And Groups 
window. 

Setting Up a PRINT SERVER OPERATOR 

Follow these steps to grant a user or group the PRINT SERVER OPERATOR status: 

1. 	From the Available Options main menu of PCONSOLE, select Print Server Information and 
then, from the Print Servers window, select the print server to which you want to assign an 
operator. 

2. 	After selecting the desired print server, you are presented with a new window entitled Print 
Server Information. From this window, select Print Server Operators to view a listing of the 
current PRINT SERVER OPERATORS. To add a new user or group, press the Insert key and 
make your selection from the Print Server Operator Candidates window. 
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Setting Up a Print Queue Operator 

Note 

Follow these steps to grant a user or group the PRINT QUEUE OPERATOR status: 

1. 	 From the Available Options main menu of PCONSOLE, select Print Queue Information and 
then select, from the Print Queues Window, the print queue to which you want to assign an 
operator. 

2. 	After selecting the desired print queue, you are presented with a new window entitled Print 
Queue Information. From this window select Queue Operators to view a listing of the cur
rent queues operators. To add a new user or group, press the Insert key and make your selec
tion from the Queue Operator Candidates window. 

Note 



Chapter 13 

Trustee Assi nts 
and Rights 

Trustee rights really are the bread and butter of NetWare's security. Using trustee assignments and 
rights, you can take control of the server's file and directory resources by restricting who can 

perform which tasks. 

In this chapter, we discuss trustee rights in detail, and specifically: 

• What trustee rights are 

• Assigning trustee rights 

• Revoking trustee rights 

• Viewing trustee rights 

• The Inherited Rights Mask and how it affects a user's effective rights 

What Trustee Rights Are 
To answer the question that was suggested in the title of this section, simply put, trustee rights 
are the entire foundation of NetWare security. Trustee rights are attributes granted to a user or 

group object that permit that object to perform a certain task (as in reading a file). Using these 
rights, you can grant or remove access to files and directories on the NetWare file server. 

Before discussing how to assign or revoke these rights, you must first understand what each of the 
rights are and how they operate. 

In NetWare 3.12, there are eight different trustee rights that can be assigned to a user or group. 
While these rights can be applied to a directory or file, the manner in which they function differs 
between the two. Found in Table 13.1, a listing of each of the 3.12 trustee rights is shown along 
with a brief description of their effects on a directory or a file. 



206 Chapter 13-Trustee Assignments and Rights 

Table 13.1 Trustee rights and how they affect directory and file access. 

Trustee Right 

Supervisory 

Read 

Write 

Create 

Erase 

Modify 

FileScan 

Access Control 

Effect on a Directory 

Grants full rights to the 
directory and all subdirectories 
regardless of the other rights 
granted and the Inherited Rights 
Mask (IRM). 

Enables users to open files in 
a directory and read the 
contents of the file or 
execute the program. 

Enables users to open and 
write to any files in 
the directory. 

Enables users to create 
files and subdirectories 
within the current directory. 

Enables users to delete a 
directory, its file and 
its subdirectories. 

Enables a user to modify 
any file or subdirectory's 
name or attributes. 

Enables the user to see 
the files and subdirectories. 

Enables users to modify 
the IRM and trustee 
assignments for the 
directory. With this right, 
the user can grant any of 
the rights for this directory 
to another group or user 
except the Supervisory right. 

Effect on a File 

Grants full rights to all files in 
the current directory and those 
within every subdirectory. 

Enables users to open a file and 
read the contents or execute the 
program even if the Read right has not 
been granted at the directory level. 

Enables a user to open and write 
to a file even if the Write right has 
not been granted at the directory level. 

Enables a user to salvage a file 
if it has been deleted by accident. 

Enables a user to delete a file even if 
the Erase right has not been granted at 
the directory level. 

Enables a user to modify a file's name or 
attributes even if the Modify right has 
not been granted at the directory level. 

Enables a user to see the file even if the 
File Scan right has not been granted at 
the directory level. 

Enables the user to modify the IRM and 
trustee assignments for the file. With 
this right, the user can grant any of the 
rights for this file to another group or 
user except the Supervisory right. 

Along with the rights outlined in the table above, there are several rules or, rather, guidelines, 
you should be aware of regarding the operation of these rights. Failure to understand these guide
lines can result in an inadequate security structure that could pose a potential security risk for 
your file server or organization. 

• 	 The Supervisory right grants a user full access to the directory or file it was assigned to re
gardless of the other rights that have been assigned. For example, if a user is granted the 
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Read and Supervisory rights to a directory, all the other rights also will be available even 
though you did not grant them, thanks to the Supervisory right. 

• 	 Once granted to a directory, the Supervisory right cannot be blocked or revoked from any of 
the tree's subdirectories. 

• 	 If the Supervisory right is granted to a user or group for the ROOT directory, all group mem
bers will have full access to every directory and file on that volume. 

• 	 The Access Control right enables the user or group with this access to grant any trustee right 
to any user or group on the server. This can create problems for you as these rights can be 
assigned without your knowledge. In many cases, this right is only assigned to a user for 
their home directory. 

• 	 Rights assigned to files always overrule the rights assigned at the directory level. 

• 	 Unless you specifically assign trustee rights to the files, users will have the same rights to 
these files that they received from their directory assignments. 

How Rights Are Acquired 
There are four ways a user can receive trustee assignments to a directory or file: 

Through group memberships: Any file or directory trustee assignments set for a group are 
granted automatically to all members of that group. 

Through direct trustee assignments: File and directory trustee assignments can be granted 
specifically to a certain user ID. 

Through security equivalences: When a user ID is configured as the security equivalent to 
another, it receives all the file and directory trustee assignments granted directly to the 
other ID. 

Through inheritance: Unless blocked by the Inherited Rights Mask (described later in this 
chapter), trustee rights granted to one directory on the server filter down through the 
subdirectories of this directory. 

When these rights have all been blended together, we have what is known as the user's effective 
rights. The effective rights are the rights that can actually be executed by the user in question. 
Even though a user may be assigned certain rights to a directory, these rights can be blocked by 
using the IRM. Essentially then, a user's effective rights are: 

DIRECT ASSIGNMENTS + GROUP ASSIGNMENTS/SECURITY EQUIVALENCES + INHERITED RIGHTS 
RIGHTS REVOKED BY THE IRM = EFFECTIVE RIGHTS 

To illustrate these rules, assume you have a file server called FSI with one volume, SYS:. From the 
ROOT of this volume, there are five subdirectories, LOGIN, PUBLIC, SYSTEM, MAIL, and APPS. 
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In addition to these directories, there are two other directories, 123 and WORD, that are 
subdirectories of APPS. This directory structure is shown below. 

FS1/SYS: 

LOGIN 

PUBLIC 

SYSTEM 

MAIL 

APPS 


123 
WORD 

On this server, a user ID called]DOE has been granted R F trustee rights to the APPS directory. A 
group also has been created called SUPPORT, of which ]DOE is a member, that has been granted 
R M F rights to the APPS directory. In addition, the supervisor has made the ID ]DOE a security 
equivalent to the user MVANDEGEYN that was granted the C right to the ROOT directory. 

On the server, the supervisor wants to make sure no one can Create or Erase any files stored 
within the APPS directory or any of its subdirectories, so an Inherited Rights Mask of S R W MFA 
was created for the APPS directory. 

Table 13.2 below has been provided to show you how these rights actually come together. To 
explain how this table works: 

• 	 ]DOE's effective rights in the ROOT directory is C because the ID is the equivalent of an
other ID with this right. 

• 	 JDOE's effective rights to the LOGIN directory is C because this right was inherited from the 
parent directory, the ROOT. 

• 	 ]DOE's effective rights to the APPS directory are R M F. Even though ]DOE could inherit the 
C right from the parent directory (the root), this right was blocked by the IRM. 

• 	 JDOE's effective rights to the 123 and WORD directories are R M F because these rights were 
inherited from the parent directory, APPS. 
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Table 13.2 Trustee assignments that are accessible to the JDOE user ID. 

Direct Equivalence Effective 
Directory Rights Rights Inheritance IRM Rights 

SYS:\ 	 C C 

SYS:\LOGIN 	 C (from the root) C 

SYS:\APPS RF RMF C (from the root) SRWMFA RMF 

SYS: \APPS\ 123 	 RMF RMF 

SYS:\APPS\WORD 	 RMF RMF 

Rights Required to Complete Common Tasks 
Knowing each of the trustee assignments is one thing; knowing what trustee assignments are 
needed is another. While it is impossible to tell you what rights are required for every software 
package on the market, here are a few guidelines to assist you in setting up the trustee rights on 
your server: 

• 	 When installing an application on your server, always check through the application's in
structions for information on the trustee requirements. You do not want to grant excessive 
rights, nor do you want to grant insufficient rights. Granting insufficient trustee rights 
could result in the application's not working at all or with intermittent errors . 

• 	 NetWare assigns different trustee rights as a default to some of the directories on your 
server. Unless there is some unique reason why you must change these rights, don't. 
The default trustee assignments established by NetWare are: 

LOGIN directory: Read, File Scan (assigned to the group EVERYONE) 

PUBLIC directory: Read, File Scan (assigned to the group EVERYONE) 

MAIL directory: Create (assigned to the group EVERYONE) 

MAIL (subdirectories): Read, Write, Create, Erase, Modify, and File Scan rights are 
granted to each user for their personal mail subdirectory. 

SYSTEM directory: NONE 

ROOT directory: NONE 

USER's HOME directory: Read, Write, Create, Erase, Modify, File Scan and Access 
Control rights are granted to each user for their personal home directory (when 
created). 
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Further to these basic guidelines, at times you may create directories to which you only want to 
grant a certain function. For example, you have a directory where you only want users to be able 
to see what files are there without copying them or altering them in any fashion. To assist you, 
Table 13.3 provides a listing of some of the more common tasks and the trustee rights that are 
required to complete the task. 

Table 13.3 Trustee rights required to complete common tasks. 

Task Minimum Rights Required 

Change Trustee Assignments A 

Change the Inherited Rights Mask A 

Change Directory Attributes M 

Change File Attributes FM 

Create and Write to an Open File CW 

Delete a File E 

Rename a Directory or File M 

Write to a Closed File W 

Read from a Closed File R 

Copy File from a Directory R F 

Copy File or Directory into Directory C 

Create a Directory C 

Delete a Subdirectory E 

See a File F 

See a Directory Ror F 

Viewing Trustee Assignments 
Using the instructions contained in this section, you can check the trustee assignments to files 
and/or directories on the server. Each of the utilities discussed in this section has its own pros and 
cons to using it but, for the most part, people will usually use the utility with which they feel 
most comfortable. 
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Reviewing a User's or Group's Trustee Assignments with SYSCON 

With the SYSCON utility, you can review user or group trustee assignments to the files and 
directories stored on the server by following these steps: 

1. 	From the Available Topics main menu of SYSCON, select User Information (if you want to 
view trustee rights for a user) or Group Information (if you want to view trustee rights for a 
group). From the screen that is presented to you next, select the User ID or Group with 
which you want to work. 

2. 	After you select the user or group to work with, you are presented with an additional 
window with several options specific to the object in question. While these two windows 
will differ, two options are common to both: Trustee Directory Assignments and Trustee 
File Assignments. lf you want to view the object's directory assignments, select Trustee 
Directory ASSignments; otherwise, choose the latter for file assignments. After making your 
selection, you are presented with a window showing you the current trustee aSSignments 
for this object. 

Reviewing Trustee Assignments and Rights with FILER 
FILER, NetWare's file management menu utility, views your rights to directories and files on the 
server as well as checking which users or groups are trustees of the different directories and files. 
Unlike SYSCON, that displays trustee aSSignment information for individual users and groups, 
FILER reviews trustee information on a per file or per directory basis. When a directory or file is 
selected, FILER shows you all of the trustees to the directory or file and their rights. 

The instructions included within the following headings assist you in acquiring the desired 
information. 

Checking Your Rights and Trustees to the Current Directory 

You can check your rights or the trustees of your current directory by following these steps: 

1. 	From the Available Topics main menu of FILER, select Current Directory Information. 

2. 	Next, you are presented with a screen detailing the Directory Information for the current 
directory. There are several options on this screen, but to view the rights, there are only 
three that you must concern yourself with as follow: 
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Current Effective Rights: This option displays your current rights to the directory and 
is for viewing only. You cannot directly modify the values in this field. 

Inherited Rights Mask: This option shows you the maximum rights that can be 
inherited from the root directory. Refer to the next section on Inherited Rights 
for a full description. 

Trustees: By selecting this option, a listing of the current trustees and their rights 
is shown. 

Viewing the Trustees and Your Rights to a File 

To view rights to a file and the file's trustees, first make sure you are in the same directory as the 
file. You can do this either by using the DOS CD command or through FILER by using the Select 
Current Directory option from the main menu. Once in the appropriate directory, you can view 
the file information by following these steps: 

1. 	From the Available Topics main menu of FILER, select Directory Contents and then the file 
you want to view. 

2. 	After you select the file, you are presented with a window entitled File Options. From this 
window, you can either select Who has rights here, to view the trustees and their rights to 
the file, or you can select View/Set File Information. 

3. 	If you chose the latter, you are presented with another window that provides detailed infor
mation on the file. From this screen, the only options you should concern yourself with are 
Inherited Rights Mask, Trustees, and Current Effective Rights. For descriptions of these three 
options, refer to Step 2 in the previous heading, "Checking Your Rights and Trustees to the 
Current Directory." 

Viewing another Directory's Trustees and Your Rights to the Directory 
With FILER, you also can view the rights and trustees to a directory even when it is not your cur
rent directory. To do so, follow the steps outlined above, but instead of selecting a file, select a 
subdirectory. 

Reviewing Trustee Rights and Assignments from the Command 
Line 
Previously in this chapter, you saw how you could view the trustee assignments to a directory or 
file using SYSCON or FILER, two of NetWare's menuing utilities. In addition to these utilities, 
there are several others that can be used from the command line to perform the same tasks. 
Within the following sections, we explore each of these utilities and how they can be used to 
their fullest potential. 
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Checking Trustee Assignments for Directories and Flies with TLiST 
TLIST is a NetWare command line utility that lets you view the user or group trustee assignments 
for a directory or file. To use the TLIST command, the syntax is: 

TLIST [path][filename] [Iuser] [Igroups] 

Based on the syntax above, replace: 

path with the path of the directory for which you want to view the trustee aSSignments. 

filename with the name of the file for which you want to view the trustee assignments. 

In addition to these two parameters, the two switches, /user and /groups, also can be used to 

isolate your search. Use: 

/user to only view the USER trustees 

/groups to only view the GROUP trustees. 

EXAMPLE 1: To view all trustees to the current directory, type the following from the command 

line: 

TLiST 

EXAMPLE 2: To only view the user trustees to the APPS directory on the SYS: volume, type the 
following from the command line: 

TLiST SYS:APPS /USER 

EXAMPLE 3: To view the group trustees to the file ET.EXE, type the following from the command 
line: 

TLiST ET.EXE /GROUPS 

Tip 

Wild cards can be used with the TUST command. For example, to view all user trustees to files in the current 

directory with the extension ERR, type TLiST *.ERR /USER from the command line. 

Checking Your Personal Rights to a Directory or File with RIGHTS 
The RIGHTS command can be used to view your effective rights to a file or directory. To use this 
command, the syntax is: 

RIGHTS [path] [filename] 
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Based on the syntax above, replace: 

path with the path of the directory to which you want to view your rights. 

filename with the name of the file to which you want to view your rights. 

EXAMPLE 1: To check your rights in the current directory, type the following from the command 
line: 

RIGHTS 

EXAMPLE 2: To check your rights to the file ABC.EXE in the current directory, type the following 
from the command line: 

RIGHTS ABC.EXE 

EXAMPLE 3: To check your rights in the PUBLIC directory when your current directory is LOGIN, 
type the following from the command line: 

RIGHTS SYS:\PUBLIC 

EXAMPLE 4: To check your rights to the directory mapped to your J: drive, type the following 
from the command line: 

RIGHTS}: 

Note 

Checking Your Rights on the Entire Server with WHOAMI 
Few people use WHOAMI to view their rights because they don't know what it can really do for 
them. Traditionally used by users to view their login information, the WHOAMI utility also can 
be used to view your rights on the file server. After typing WHOAMI /R from the command 
line, you are presented with a screen similar to the one shown in Figure 13.1. 

WHOAMI is so good because it shows you all your rights on the entire file server in one neat and 
concise screen. As shown in the figure above, WHOAMI gives you a breakdown of the file server 
volumes and directories to inform you of the rights you have. Even though WHOAMI does not 
display every directory on the server, you can determine what your rights are to any directory 
from this screen by following the rules of inheritance. 

Previously, you saw that rights assigned in one directory flow down the directory tree unless they 
are blocked by the IRM. With this rule in mind, you can determine what rights you have for a 



Viewing Trustee Assignments 215 

directory from this screen, even if the directory is not shown. For example, Figure 13.1 shows you 
that the user has the Read and File Scan rights to the PUBLIC directory. Even though there are no 
subdirectories of PUBLIC shown, you know you have the same rights for any of the subdirectories 
thanks to inheritance. 

For information on other uses of the WHOAMI utility, see Table 10.2 in Chapter 10, "Miscella
neous Commands for Environment Management." 

Fig. 13.1 Viewing your rights with the WHOAMI utility. 

Checking Your Effective Rights to Directories with LlSTDIR 
While normally used as a utility to view the directory structures on the server, the LISTDIR utility 
also can be used to see what your effective rights are to a directory. 

To use the LISTDIR command, the syntax is: 

LISTDIR [path] [IE] [IS] [/R] 

Based on the syntax above, replace: 

path with the name of the directory or the path to the subdirectory, directory, or volume to 
which you want to check your rights. If you do not include the path, LISTDIR reviews the 
subdirectories of the current directory. 

Note 

IS 
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EXAMPLE 1: To check your effective rights for the directories contained within your current 
directory, type the following from the command line: 

LISTDIR/E 

EXAMPLE 2: To check your effective rights to every directory on the SYS: volume, including all 
subdirectories, type the following from the command line: 

LISTDIR SYS:\ /E /S 

Tip 

Wild cards can be used with the LlSTDIR command. For example, to view your effective rights to all directo

ries that begin with the letter D within the current directory, type LlSTDIR D* IE. 

Checking Your Effective Rights to a File or Directory with NDIR 
NDIR is NetWare's most powerful command line file management utility. While it is not nor
mally used for this task, you can use NDIR to view your effective rights to file or directory on the 
server. To use the NDIR command, the syntax is: 

NDIR [path] fRIGHTS [fSUB] 

Based on the syntax above, replace: 

path with the name of the directory or file for which you want to view your effective rights 
to. 

EXAMPLE: To view your effective rights to all files in the directory PUBLIC that is stored off the 
root of the SYS: volume, and all its subdirectories, type the following from the command line: 

NDIR SYS:\PUBLIC /RIGHTS /SUB 

Tip 

Wild cards can be used with the NDIR command. For example, to view your effective rights to all files with 

the extension EXE within the current directory, type NDIR *.EXE IRIGHTS. 
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Working with Trustee Rights and Assignments 

With the appropriate security level on the server, you can take complete control of the rights any 
user or group has. In this section, we examine the various utilities that can be used to grant, re
voke, or modify trustee assignments and how to use them to their potential. 

Using SYSCON to Grant, Revoke, and Modify Trustee Assignments 

The SYSCON menu utility can be used to grant or revoke trustee assignments on a per user or per 
group basis. Before you can actually grant or revoke these rights, there are a few steps that you 
must follow as shown below: 

1. 	From the Available Topics main menu of SYSCON, select User Information (if you want to 
grant/remove trustee rights from a user) or Group Information (if you want to grant/remove 
trustee rights from a group). From the screen that is presented to you next, select the User 
ID or Group that you want to work with. 

2. 	After selecting the user or group to work with, you are presented with an additional window 
with several options specific to the object in question. While these two windows will differ, 
there are two options common to both: Trustee Directory Assignments and Trustee File 
Assignments. If you want to set a directory assignment, select Trustee Directory Assign
ments; otherwise, choose the latter for file assignments. 

3. 	With either option that you choose, you are then presented with a window showing you 
the assignments currently set up for this object. From this window, you either can add a 
new trustee assignment, delete a current trustee assignment, or modify a current trustee 
assignment. 

Adding a Trustee Assignment 
From the window presented in Step 3 above, you can add a Trustee Assignment by following 
these steps: 

1. 	Tell SYSCON the path of the directory to which you are setting the trustee assignment by 
pressing the Insert key and then entering the full directory path. In this window, you either 
can enter the path manually, or you can press the Insert key again to have SYSCON assist 
you in finding the appropriate directory within the server and its volumes. 
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2. 	After you have entered the full path, press the Enter key to have NetWare add this directory 
to the listing of trustee assignments for the object. If you are adding a trustee assignment 
for a file, you are asked to enter the name of the file before completing the assignment. As 
in Step I, you can press the Insert key to view a listing of all available files (see fig. 13.2). 

Fig. 13.2 Adding a trustee file assignment using the SYSCON utility. 

Tip 

By default, NetWare automatically grants the Read and File Scan assignments to every new trustee. 

Modifying a Trustee Assignment 
From the window presented in Step 3 (see "Using SYSCON To Grant, Revoke, And Modify Trustee 
Assignments"), you can modify a current trustee assignment to grant additional rights or remove 
some of the current rights by following these steps: 

1. 	Select the trustee assignment you want to modify by highlighting it and then pressing 

Enter. 
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Shortcut 

If you want to work with several assignments that should all be set to the same rights, you can flag 

each one with the F5 key before hitting Enter. In situations like this, changes made in Step 2 below 

affect all assignments that were flagged. 

2. 	After you select the trustee assignment, you are presented with a window entitled Trustee 
Rights Granted which lists all of the currently assigned rights. To remove a right, highlight 
the right and press Delete; otherwise, press the Insert key to select from the listing of 
Trustee Rights Not Granted. 

Deleting a Trustee Assignment 
From the window presented in Step 3 (see "Using SYSCON To Grant, Revoke, and Modify Trustee 
Assignments"), you can delete a current trustee assignment by highlighting the desired option 
and pressing the Delete key. 

Using FILER to Grant, Revoke, and Modify Trustee Assignments 

Previously, you saw how you could use the SYSCON menu utility to grant trustee rights within a 
user or group rD. While this approach is fine when you are only granting trustee assignments to a 
few users, if you must create assignments for a large number of users at a time, then you should 
consider using FILER. Unlike SYSCON, that grants assignments per user or per group, FILER cre
ates these assignments on a per file or per directory basis by following the instructions in the 
following sections. 

Modifying Trustee Rights to the Current Directory 
You can modify the trustee rights for the current directory by following these steps: 

1. 	From the Available Topics main menu of FILER, select Current Directory Information. 

2. 	Next, you are presented with a screen detailing the Directory Information for the current 
directory. There are several options on this screen, but to modify the trustee assignments, 
select the Trustees option to view the current directory trustees (see fig. 13.3). With the 
trustee listing on-screen, you have three choices: 
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Fig. 13.3 Trustee assignments to the current directory shown with FILER. 

To remove a trustee: Highlight the trustee you want to remove and press Delete. When 
asked, confirm whether or not you want to remove the trustee. 

To add a trustee: To add a trustee, press the Insert key and select a user or group from 
the listing provided. You can add multiple users or groups at one time by flagging 
each one with the FS key. 

Note 

To modify a trustee's rights: To modify a trustee's rights to the directory, select the 
trustee and press Enter. When presented with the listing of trustee rights, press the 
Insert key to add additional rights or highlight the rights you want to remove and 
press Delete. 

Modifying Trustee Rights to a File 

To modify a trustee's rights to a file, first make sure you are in the same directory as the file. You 
can do this either by using the DOS CD command or through FILER by using the Select Current 
Directory option from the main menu. Once in the appropriate directory, you can modify the 
trustee information by following these steps: 

1. 	From the Available Topics main menu of FILER, select Directory Contents and then the file 
to which you want to modify the rights. 

2. 	After selecting the file, you are presented with a window entitled File Options. From this 
window, by selecting View/Set File Information, you are then presented with a window 
showing you the current trustees to this file. 
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Note 

If this window is empty, it does not mean no one can access the file. The screen only shows you users 

and groups that have been directly assigned rights to the file. When a user does not have a direct 

trustee assignment to a file, they inherit the directory rights for the file in question. 

---,,:

IV· 

3. From the listing of trustees, there are three options available to you: remove a trustee, add a 
trustee, or modify a current trustee. Refer to Step 2 under the heading "Modifying Trustee 
Rights to the Current Directory" for instructions on how to proceed. 

Modifying Trustee Rights to another Directory 

With FILER, you also can modify the rights and trustees to a directory even when it is not your 
current directory. To do so, follow the steps outlined above but, instead of selecting a file, select a 
subdirectory. 

Granting and Revoking Rights from the Command Line 
Previously you saw how you could use NetWare's menuing utilities to grant or revoke trustee 
assignments. While they serve the purpose, most of these tasks can be completed a lot faster by 
using some basic command-line utilities. In this section, we explore each of the command line 
utilities you can use to grant and/or revoke trustee assignments from users and groups. 

Giving Trustee Rights with GRANT 

Note 

RIGHTS REQUIRED TO COMPfLTE TASK: YOU MUST BE A SUPERVISOR EQUIVALENT OR HAVE THE ACCESS 

CONTROt...OR SUpERVISORY TRUSTEE RIGHT TO THE DIRECTORY OR FILE TO WHICH YOU WANT TO 
GRANT ACCESS; 

The GRANT command is used to grant specific rights to a user or group for directories and files. 
To use the GRANT command, the syntax is: 

GRANT rights [FOR] [path] TO [USER: GROUP] object_name 

Based on the syntax above, replace: 

rights with a listing of the rights you want to grant. You must use the short form for the 
right (as in R is for Read) and when granting multiple rights, each right must be separated 
by a space. The rights that can be granted, and their short forms, are as follows: 
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Right Short Form 

SUPERVISORY S 

READ R 

WRITE W 

CREATE C 

ERASE E 

MODIFY M 

FILE SCAN 

ACCESS CONTROL A 

NONE N 

ALL RIGHTS ALL 

Note 

For descriptions of these rights, refer to Table 13.1 earlier in this chapter. 

path with the name of the directory or file to which you are granting rights. 

objecCname with the name of the user or group to which you are granting rights. 

The other parameters not mentioned above are: 

USER: specifies that the objeccname is a user and not a group. This parameter only has to 
be included when you have users and groups that have the same name. 

GROUP: specifies that the object_name is a group and not a user. This parameter only has to 
be included when you have users and groups that have the same name. 

EXAMPLE 1: To grant all rights for the current directory to the group FLEX, type the following 
from the command line: 

GRANT ALL TO FLEX 

EXAMPLE 2: To grant the Erase and Modify right for the directory DCDATA to the user 
LLARRETT, when DCDATA is not your current directory, type the following from the command 
line: 



Working with Trustee Rights and Assignments 223 

GRANT E M FOR SYS:\DCDATA TO LLARRETT 

EXAMPLE 3: To grant all rights for the file SHELL.MJV stored in the PUBLIC \ DATA directory to 
the user BNORRIS, type the following from the command line: 

GRANT ALL FOR SYS:\PUBLIC\DATA\SHELL.MJV TO BNORRIS 

EXAMPLE 4: To grant the Access Control right for the directory mapped to your T: drive to the 

group FINLEY, when there also is a user called FINLEY, type the following from the command 
line: 

GRANT A FOR T: TO GROUP FINLEY 

Tip 

Wild cards can be used with the GRANT command. For example, to grant the rights Read and File Scan for 

all subdirectories of the current directory to the group UOTENGIN, type GRANT R F FOR *. TO EVERYONE. 

Tip 

Even though GRANT is meant for use in granting rights, you also can use it when you want to revoke all 

rights to the directory by using the N "right." For example, to revoke all rights to the current directory from 

the user ABCl234, type GRANT N TO ABC1234. 

Removing Trustee Assignments with REMOVE 

The REMOVE command line utility removes a user or group trustee assignment from a file 
or directory. Unlike the REVOKE command that only removes specified rights for a trustee, 
REMOVE removes the entire trustee assignment to the directory or file. To use the REMOVE 
command, the syntax is: 

REMOVE [USER: GROUP] object_name [FROM] [path] [/option(s)] 

Based on the syntax above, replace: 

objecCname with the name of the user or group you are removing as a trustee. 
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path with the name of the directory or file from which you are removing the trustee. 

/option(s) with SUB to remove the named trustee from all subdirectories or F to remove the 
named trustee from the files. 

The other parameters not mentioned above are: 

USER: specifies that the object_name is a user and not a group. This parameter only has to 

be included when you have users and groups that have the same name. 

GROUP: specifies that the object_name is a group and not a user. This parameter only has to 
be included when you have users and groups that have the same name. 

EXAMPLE 1: To remove the group ACCOUNTING from the trustee listing of the current direc
tory, type the following from the command line: 

REMOVE ACCOUNTING 

EXAMPLE 2: To remove the user JDOE from the trustee listing of the current directory and all of 
its subdirectories, type the following from the command line: 

REMOVE JDOE /SUB 

EXAMPLE 3: To remove the user MVANDEGEYN as a trustee to the file NOV28.TXT from the 
APPS directory, when APPS is not the current directory, type the following from the command 
line: 

REMOVE MVANDEGEYN FROM SYS:\APPS\NOV28.TXT 

EXAMPLE 4: To remove the group TESTER as a trustee to the directory that is mapped to your K: 

drive when there is also a user ID called TESTER, type the following from the command line: 

REMOVE GROUP TESTER FROM K: 

Tip 

Wild cards can be used with the REMOVE command. For example, to remove IDOE as a trustee for all files in 

the current directory with the extension TXT, type REMOVE JDOE FROM *.TXT. 
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Revoking Trustee Rights with REVOKE 

The REVOKE command is used to revoke specific rights from a user's or group's trustee assign
ments to a directory or file. To use the REVOKE command, the syntax is: 

REVOKE rights [FOR] [path] FROM [USER: GROUP 1 object_name [/option(sJ] 

Based on the syntax above, replace: 

rights with a listing of the rights you want to revoke. You must use the short form for the 
right (for example, R is for Read) and when revoking multiple rights, each right must be 
separated by a space. The rights that can be revoked, and their short form are as follows: 

Right Short Form 

SUPERVISORY S 

READ R 

WRITE W 

CREATE C 

ERASE E 

MODIFY M 

FILE SCAN F 

ACCESS CONTROL A 

ALL RIGHTS ALL 

Note 

path with the name of the directory or file from which you are revoking rights. 

objecCname with the name of the user or group from which you are revoking rights. 
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/option(s) with SUB to remove the named trustee from all subdirectories or F to remove the 
named trustee from the files. 

The other parameters not mentioned above are: 

USER: specifies that the object_name is a user and not a group. This parameter only has to 
be included when you have users and groups that have the same name. 

GROUP: specifies that the object_name is a group and not a user. This parameter only has to 
be included when you have users and groups that have the same name. 

EXAMPLE 1: To revoke the rights Read and Write from the user CSTAPLES in the current direc
tory, type the following from the command line: 

REVOKE R W FROM CSTAPLES 

EXAMPLE 2: To revoke all rights to the file DATATD.SRC stored in the DATA directory on the SYS 
volume from the group HR, type the following from the command line: 

REVOKE ALL FOR SYS:\DATA\DATATD.SRC FROM DR 

EXAMPLE 3: To revoke the rights Read, Write, and Create from all subdirectories of the current 
directory from the group SUPPORT when there also is a user ID called SUPPORT, type the follow
ing from the command line: 

REVOKE R W C FROM GROUP SUPPORT /SUB 

EXAMPLE 4: To revoke all rights from the user A-LEE for the directory mapped to your S: drive, 
type the following from the command line: 

REVOKE ALL FOR S: FROM A-LEE 

Tip 

Wild cards can be used with the REVOKE command. For example, to revoke the rights Create and Erase from 

the user DDARBY for all subdirectories of the current directory, type REVOKE C E FOR *. FROM DDARBY. 

The Inherited Rights Mask (IRM) 
The Inherited Rights Mask is a powerful feature of the NetWare security system. Earlier in this 
chapter, you saw how there were four ways users attain trustee rights, and one of these ways was 
through inheritance from a parent directory. With the IRM, you can set the maximum rights any 
user or group can inherit from a parent directory. 
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Before explaining how to set or review the IRM on your server, there are a few guidelines/rules 
you must know: 

• 	 The IRM set for a directory determines which rights can be inherited from the parent direc
tory. 

• 	 The IRM set for a file determines which rights can be inherited from the current directory's 
rights. Remember, when a direct trustee assignment has not been set for a file, the user in
herits the rights from the current directory. 

• 	 The IRM cannot be used to restrict the SUPERVISORY right. Once this right has been 

granted, 

it filters down through the entire directory tree. 


• 	 Only users with SUPERVISOR equivalence or the ACCESS CONTROL or SUPERVISORY 

trustee right can alter the IRM for a directory or file. 


Tip 

While we will be covering how to create and modify your IRM in the following sections, it is not recom

mended that you use the Inherited Rights Mask on your server. It can be very difficult to manage and any of 

the functions it provides can easily be duplicated by using Trustee Assignments. 

Setting and Viewing the IRM with FILER 

When you use the NetWare file management utility FILER, you can view and modify the IRM 
settings for a directory or file by following the steps outlined in the following sections. 

For the Current Directory 

You can modify the IRM for the current directory by following these steps: 

1. 	 From the Available Topics main menu of FILER, select Current Directory Information. 

2. 	Next, you are presented with a screen detailing the Directory Information for the current 
directory. The second option from the bottom, Inherited Rights Mask, shows you the rights 
currently being allowed. 
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3. 	If you want to make changes to the IRM, after selecting Inherited Rights Mask, you are pre
sented with a screen called Inherited Rights (see fig. 13.4). From this screen, you can press 
the Insert key to add any rights not in the listing or highlight the rights you want to 
remove and press Delete. 

Fig. 13.4 The inherited rights mask for the current directory shown with the FILER utility. 

For a File 

To modify the IRM for a file, first make sure you are in the same directory as the file. You can do 
this by either using the DOS CD command or through FILER by using the Select Current Direc
tory option from the main menu. Once in the appropriate directory, you can modify the IRM by 
following these steps: 

1. 	 From the Available Topics main menu of FILER, select Directory Contents and then the file 
to which you want to modify the IRM. 

2. 	After selecting the file, you are presented with a window entitled File Options. From this 
window, by selecting View/Set File Information, you are then presented with a window 
showing you the current IRM for this file. 

3. 	 If you want to make changes to the IRM, after selecting Inherited Rights Mask, you are pre
sented with a screen called Inherited Rights. From this screen, you can press the Insert key 
to add any rights not in the listing or highlight the rights you want to remove and press 
Delete. 

For Directories other than the Current Directory 
With FILER, you also can modify the IRM to a directory even when it is not your current 
directory. To do so, follow the steps outlined above but, instead of selecting a file, select a 
subdirectory. 
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Setting and Viewing the IRM from the Command Line 

The ALLOW command specifies which rights can be inherited by a user or group to a directory or 
file. To use the ALLOW command, type the following from the command line: 

ALLOW {path] [TO INHERIT] [rights] 

Based on the syntax above, replace: 

path with the name of the directory or file to which you are allowing rights. You must 
specify a directory or file, even when using ALLOW on the current directory. 

Tip 

Instead of typing the full path, ALLOW accepts the DOS identifiers such as "." for the current direc

tory, " .." for the parent directory, and so on. 

rights with a listing of the rights you want to allow. You must use the short form for the 
right (such as R is for Read) and when including several rights in the same command each 
right must be separated by a space. The rights that can be allowed, and their short form are 
listed below: 

Right Short Form 

SUPERVISORY S 

READ R 

WRITE W 

CREATE C 

ERASE E 

MODIFY M 

FILE SCAN 

ACCESS CONTROL A 

NO RIGHTS N 

ALL RIGHTS ALL 
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. Note 

For desi:;riptiors.oftbe5e rights, refer to Table 13.1 ear/ieril'lJhis chapter. 

EXAMPLE 1: To only allow the rights Read, File Scan, and Modify to be inherited in the DEVELOP 
directory on the SYS: volume, type the following from the command line: 

ALLOW SYS:\DEVELOP R F M 

EXAMPLE 2: To only allow the Create right for the file DATRUN.EXE in the current directory, 
type the following from the command line: 

ALLOW DATRUN.EXE C 

Tip 

To view the IRM for the current directory's files and subdirectories, type ALLOW by itself. 

Tip 

Wildcards can be used with the ALLOW command. For example, to allow the Read and File Scan rights to be 

inherited for all files in the current directory with the extension EXE, type ALLOW *.EXE R F. 

Viewing a Directory's IRM with LlSTDIR 
While normally used as a utility to view the directory structures on the server, the LISTDIR utility 
also can be used to see what the Inherited Rights Mask is for a directory. 

To use the LISTDIR command, type the following from the command line: 

LIS-roIR [path] IR [IS] 

Based on the syntax above, replace: 

path with the name of the directory or the path to the subdirectory, directory, or volume to 
which you want to view the IRM. 

Note 

The IS parameter is .included when you want to view the IRM for all subdirectories of the noted path. 
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EXAMPLE 1: To view the IRM for all directories off the root of the SYS: volume, type the follow
ing from the command line: 

LISTDIR SYS:\ /R 

EXAMPLE 2: To view the IRM for every directory and subdirectory starting at the root of the SYS: 
volume, type the following from the command line: 

LISTDIR SYS:\ /R /S 

Tip 

Wild cards can be used with the LlSTDIR command. For example, to view the IRM to all directories that 


begin with the letters DA within the current directory, type LlSTDIR DA* fRIGHTS. 


Viewing a File or Directory's IRM with NDIR 
NDIR is NetWare's most powerful command line file management utility. While it is not nor
mally used for this task, you can use NDIR to view the IRM for a file or directory on the server. 
To use the NDIR command, the syntax is: 

NDIR [path] fRIGHTS [fSUBj 

Based on the syntax above, replace: 

path with the name of the directory or file for which you want to view the IRM. 

Note 

EXAMPLE 1: To view the IRM for all files, directories, and their subdirectories in the current direc
tory, type the following from the comma~d line: 

NDIR/SUB 

EXAMPLE 2: To view the IRM for all files that begin with the letter A that are stored in the 
PROD \ DATA directory off the root of Vall:, type the following from the command line: 

NDIR VOLl:\PROD\DATA\A*.* /RIGHTS 

Tip 

Wild cards can be used with the NDIR command. For example, to view the IRM for all files with the extension 

COM within the current directory, type NDIR *.COM fRIGHTS. 
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Additional 


Previous chapters in this section told you how you could protect your LAN by using security 
equivalancies and trustee rights. In addition to these NetWare features, there are several others 
that will help you protect the server and the data it maintains. 

In this chapter, we review some of the additional security measures you can put into place, and 
specifically: 

• Detecting and preventing intruders 

• Checking for security "holes" 

• Viewing security violations 

• Securing the server console 

Detecting Intruders 
To protect your server against unauthorized login attempts, NetWare has a feature called Intruder 
Lockout Detection. Essentially, this feature monitors each ID logging into the server to see if the 
password was entered incorrectly. Based on the configuration you have set, NetWare will lock out 
an account for a period of time after a password has been entered incorrectly a certain number of 
times. Once an account has been locked out, no one can use it until a SUPERVISOR EQUIVALENT 
re-enables the account or the lockout time expires. 

Tip 

If you have locked out your SUPERVISOR ID on the server and you do not have any other IDs that are SUPER

VISOR EQUIVALENTs, you can clear the Intruder Lockout Status by typing ENABLE LOGIN at the file server 

console prompt. This only clears the Intruder Lockout Status for the SUPERVISOR ID. 
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Since ENABLE LOGIN clears the Intruder Lockout Status on the SUPERVISOR ID, it is extremely important that 

the server console is secured. Refer to the heading "Protecting the File Server Console" later in this chapter. 

Configuring Intruder Lockout Status 

Note 

Intruder Lockout Status can be configured on the file server by following these steps: 

1. 	From the Available Topics main menu of SYSCON, select Supervisor Options and then 

Intruder Detection/Lockout. 


2. 	At this point, SYSCON displays a window showing you the current configuration of the 
Intruder Lockout feature. There are several options on this screen, each of which is ex
plained below: 

Detect Intmders: To enable Intruder Detection on the server, select Yes. 

Incorrect Login Attempts: Specifies how many times someone can try to log in to the 
server with an invalid password. The range for this setting is between 1 and 10000 
attempts. 

Bad Login Count Retention Time: Tells NetWare how long you want it to remember a 
password was entered incorrectly. Once the password has been entered correctly, 
NetWare resets its counter. The maximum setting for this option is 40 days, 23 hours, 
and S9 minutes. 

Lock Account After Detection: To have the account locked out after the settings above 
have been reached, set this option to Yes. When set to No, NetWare will not lock out 
the account but will log the condition on the server's console and in the file server 
error log called SYS$LOG.ERR in the SYSTEM directory. 

Length OfAccount Lockout: Tells NetWare for how long you want the account locked 
out. The maximum setting for this option is 40 days, 23 hours, and S9 minutes. 

Resetting and Viewing Locked-Out IDs 

Note 
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You can reset IDs that were locked out by the Intruder Lockout Detection system or view infor
mation about when the ID was locked out by following these steps: 

1. 	From the Available Topics main menu of SYSCON, select User Information and then, from 
the listing of user names, the user ID you want to reset. 

2. 	After selecting the ID, you are presented with the User Information window that is specific 
to the user in question. From this screen, you should select Intruder Lockout Status, where 
you are then presented with a screen similar to the one shown in Figure 14.1. Following the 
figure below, a description of each of the options is provided. 

Fig. 14.1 SYSCON information screen showing the intruder lockout status for a user. 

Account Locked: When the account has been locked out, this option is set to Yes. To 
reset the ID, change this option to No. 

Incorrect Login Count: This field shows you the number of incorrect login attempts 
made for the ID in question. 

Account Reset Time: This field tells you the time the Intruder Lockout Status will auto
matically be cleared (when the ID is already locked out), or the time the invalid login 
retention time will be cleared. 

Time Until Reset: Countdown time showing you how long it will be before the account 
is automatically reset. 

Last Intruder Address: Shows the network and workstation address of the user who 
locked out the account. When the account is not yet locked, this field shows you the 
address of the user who entered the password incorrectly. 
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Tip 

If a user calis you stating they are getting "Access Denied" errors when logging in, you can use the informa

tion here to determine if they are entering their password incorrectly. While watching the Incorrect Login 

Count field, ask the user to try and log into the server. If the value in this field increments, they are entering 

the wrong password. 

Note 

When an a(:coutlt islock~d ~ut,NetWare makes.a note f'f this in the se!'V~r'se(rorl~.~ff\l~i~~! .. 
tion, refer to the headlng/'\li~~tlg Ne~WareWarnings Rega\'dingSec.glty 1$$~"lat~intijis!~pler, 

Protecting the File Server Console 
In almost any LAN, the most important node is the file server itself. As the focal point of the LAN 
where users can store and retrieve their data, the server is also the focal point of someone trying 
to retrieve this data for their personal gain. 

Previous chapters in this section showed you how to restrict access to the server and protect the 
data contained on its disks, but this does not help you protect the server itself. Thankfully, there 
are a few things you can do to protect the server, as shown in the following sections. 

Physically Protecting the File Server 
Physically restricting access to the server plays a very important role in your overall security plan. 
By ensuring that only authorized personnel have physical access to the server, you can minimize 
the chance that someone can gain access to your corporate data. There are several methods for 
physically restricting access you can pursue, as shown below: 

• 	 Keep the server in a locked, secure room: Some people feel that placing the server behind a 
locked door is all the security they need, but in many cases, this theory is flawed. In most 
offices, dropped ceilings are used so cabling and plumbing can be run through the space 
between the ceiling and the floor above. While dropped ceilings may serve their purpose, 
they also can create a potential security "hole." If your server is behind a locked door, make 
sure the room's walls run from the floor right up to the floor above, and not just to the 
dropped ceiling. When the walls only extend to the dropped ceiling, an intruder can re
move a few tiles from the ceiling and climb over the wall in less than a minute, thereby 
making that expensive lock worthless. 
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• 	 Lock the file server to the desk or cabinet: There are several devices on the market that allow 
you to lock the server down to an object such as a cabinet or desk. This acts as a barrier to 
someone trying to walk away with the server. 

• 	 Lock the server's case: Almost every computer these days comes with a locking case. By using 
the lock on the case, you can restrict someone from trying to open the server and removing 
the drives. 

Preventing Changes from the Console 
NetWare has a console command called SECURE CONSOLE that implements additional security 
measures for the file server. By typing SECURE CONSOLE from the console prompt, the follow
ing security measures are put into place: 

• 	 Unauthorized Module Loading: SECURE CONSOLE prevents someone from loading modules 
from a location other than the current path. Under normal circumstances, NetWare allows 
you to load a module from any location on the server's local drives or volumes. In cases like 
this, a user could create an NLM to access server data or alter bindery information and then 
load it from the server's floppy drives or a directory on the server to which they have access. 

• 	 Removal OfDOS: Instead of running an unauthorized NLM, an intruder can DOWN the file 
server and, using disk editor utilities, access data from anywhere on the server's disk. To 
protect the server from this, the SECURE CONSOLE command automatically removes DOS 
from memory. Once DOS is removed, if the server is brought DOWN, it must be rebooted 
and cannot be returned to the DOS prompt. For the best protection, this option should be 
used with a power-on password for the server itself. 

• 	 Server Date And Time: Many of the accounting and account restrictions depend on the 
server's date or time for their enforcement (such as account expiration dates and password 
expiration dates). With the SECURE CONSOLE command, changes to the date and time 
maintained by the server are restricted to the FCONSOLE utility. You, or an intruder, will 
not be able to make these changes from the console. 

• 	 The NetWare Debugger: Using the NetWare debugger, an intruder could find out critical 
information about the server or even reset it. Once the SECURE CONSOLE command is 
issued, access to the debugger is removed. 
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Locking the File Server Console 
The MONITOR utility provides you with an option to restrict access to any console command 
until the appropriate password has been entered. Using MONITOR, you can lock the console by 
following these steps: 

1. 	Select Lock File Server Console from the Available Options main menu of MONITOR. 

If MONITOR is not loaded, you can load it from the server prompt by typing LOAD 

MONITOR. 


2. 	At this point, NetWare asks you to enter a password that will be used to lock the console. 
Once the password is entered, the console will be locked. NetWare does not ask you to re
enter it to make sure you typed what you think you typed. 

Tip 

If you forget the password you entered to lock the console, you also can use the password for the SUPERVI

SOR ID to unlock the console. 

Finding Potential Security "Holes" 
Note 

To check your server's bindery files for potential security "holes," NetWare comes equipped with 
a utility called SECURITY that is maintained in the SYSTEM directory. Using this utility, you can 
check your server for any of the following potential problems: 

• 	 Disabled accounts 

• 	 Expired accounts 

• 	 Objects without a full name assigned 

• 	 Number of users managed by object 
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• Number of groups managed by object 

• Accounts that have not been used for more than three weeks 

• Users or print servers that do not require passwords 

• IDs that do not require unique passwords 

• IDs with password expiration dates that are greater than Sixty days 

• IDs that can use passwords of fewer than five characters 

• IDs without passwords assigned 

• Users that are SUPERVISOR EQUIVALENTs 

• Users that are SUPERVISOR EQUIVALENTs and are managed by another user or group 

• IDs without login scripts 

• Objects with excessive rights directories 

According to SECURITY, the maximum rights should be: 

Directory Rights 

SYS:\SYSTEM NO RIGHTS 


SYS:\MAIL CREATE 


SYS:\LOGIN READ and FILE SCAN 


SYS: \PUBLIC READ and FILE SCAN 


SYS:\ NO RIGHTS 


You can run a security check on your server by typing SECURITY from the command line. By 
default, SECURITY writes all the information to the screen, but by using the DOS REDIRECTOR 
you can reroute the information provided by security to a file (as in SECURITY> SECURE.RYf ). 
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Unfortunately, you cannot modify the items SECURITY checks for, nor are there any special com
mand line parameters that can be used except for the IC switch that tells SECURITY to display its 
information continuously instead of pausing after each screen. 

Tip 

When you redirect the output to a file (such as SECURITY> REPORT.RPT), your workstation might appear to 

hang. What actually could be happening is that the security output has paused and is waiting for you to 

press any key for the next screen. If this happens to you, try incorporating the IC switch for continuous 

mode (such as typing SECURITY IC > REPORT.RPT). 

Viewing NetWare Warnings Regarding Security 
Issues 
In addition to the reporting generated by the SECURITY program, NetWare also keeps track of 
security violations and certain changes to the operating environment in the SYS$LOG.ERR error 
log file stored in the SYS: \ SYSTEM directory. This file is a standard ASCII text file that can be 
viewed from the command line (access permitting) or from SYSCON by selecting Supervisor 
Options from the main menu and then View Server Error Log. 

Besides server errors that occur, you can find notes in this log regarding the following points: 

• Accounts that have been locked out 

• Access granted or refused to the console from the RCONSOLE utility 

• Changes to the date and time maintained by the server 

• Changes to the status of NetWare's TIS 

• Open and close requests made to the bindery 

• Removal of station connections to the server 

Tip 

If security violations and errors are not being added to the error log, check the attribute flagging of the file 

SYS$LOG.ERR. It must be flagged as Read-Write. When flagged as Read-Only, NetWare cannot add informa

tion to this file. 
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Network Packet Signing 

To protect your LAN from unauthorized stations trying to access the server, NetWare 3.12 comes 
with a feature known as Packet Signing. Essentially, this means that NetWare can be configured 
to check each packet it receives to ensure it is coming from a valid client. Any unauthorized pack
ets received are discarded. There are two parts to configuring packet signing on your LAN-the 
server side and the workstation side. 

To configure packet signing on the file server, add the following command to the server's 
STARTUP.NCF file: 

SET NCP PACKET SIGNATURE OPTION = X 

Based on the syntax above, replace X with one of the following: 

o Do not perform packet signing 

1 Use packet signing if required by the client 

2 Use packet signing if the client can, but do not require packet signing from clients who 
do not support it 

3 Require packet signing for all communications 

To configure packet signing at the workstation, add the following command to the DOS RE
QUESTER section of your NET.CFG file (refer to Chapter 4, "Installing Workstations," for further 
info on the NET.CFG file): 

SIGNATURE LEVEL = X 

Based on the syntax above, replace X with one of the following parameters: 

o Do not use packet signatures 

1 Use packet signatures when requested 

2 Use packet signatures if the server can sign packets 

3 Require packet signing 
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File and Dir 


The previous chapter, "Additional Security Measures," showed various ways you could implement 
a secure environment for your servers and LAN. To further enhance the tasks shown previously, 
there are attributes that can be used for the files and directories on the server. Attributes are used 
to determine how a directory or file operates and what a user can and cannot do with them. 

In this chapter, we review the different file and directory attributes, and specifically: 

• What each of the attributes are 

• How to view what attributes are set 

• How to modify a file's or directory's attributes 

What Attributes Are Available 
In NetWare 3.12, there are several attributes used to determine what can actually be done with a 
directory or file. Using these attributes, you can tell NetWare if a file should be protected from 
updates-or even from deletion. 

Found within the following two headings, each of the attributes is shown and a brief description 
is provided for each one. The actual attributes available to you depend on whether you are work
ing with a file or a directory. 

File Attributes 
File attributes tell NetWare how a file should and should not be used. Found in Table IS. 1, the 
different file attributes are discussed and a description is provided with each one along with its 
abbreviated form. 

Note 

NetWar ingorm iI~/S 
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Table 15.1 File attributes. 

Attribute Abbreviation 

ARCHIVE A 

COpy INHIBIT CI 

DELETE INHIBIT DI 

EXECUTE ONLY X 

HIDDEN H 

PURGE P 

READ AUDIT RA 

READ ONLY RO 

READ WRITE RW 

RENAME INHIBIT RI 

Description 

Determines whether or not a file has been changed and is 
usually used by backup software or certain copying com
mands such as XCOPY. When you run a backup, most 
software examines the file's attributes, looking for the 
ARCHIVE bit. When found, the software knows the file has 
been changed since the last backup and then makes another 
backup and removes the bit. The ARCHIVE bit is not set again 
for the file until it is updated in some fashion. 

Restricts which files can be copied from the network. For 
example, you may want to flag licensed software stored on 
the file server with the COPY INHIBIT attribute. Note: THIS 
ATIRIBUTE ONLY WORKS FOR MACINTOSH USERS. 

Prevents users who have the ERASE or SUPERVISORY right 
from being able to delete a file. While this attribute prevents 
a file from being deleted, it still can be updated or changed. 

Restricts users from copying EXE or COM files. While this 
attribute prevents a user from copying a file with the DOS 
copying commands, the file can still be copied with NCOPY. 
Note: ONCE SET, THIS ATIRIBUTE CANNOT BE REMOVED 
AND YOU MAY ENCOUNTER PROBLEMS WHEN TRYING TO 
BACK UP THE FILE. 

Makes a file "invisible" to a user so it cannot be deleted, 
viewed in a directory listing, or copied. While this attribute 
prevents a file from appearing in the standard DOS DIR 
command, it does not stop NetWare's NDIR and FILER 
utilities from showing you the file. 

NetWare has a feature known as SALVAGE that can be used 
to recover a file that has just been deleted. By using the 
PURGE attribute, you are telling NetWare that, if this file is 
deleted, you do not want it to be available for recovery. 

This attribute is supposed to be used for auditing who reads a 
file but as of the time of writing, setting this attribute for a file 
does not do anything. 

Files flagged as READ ONLY can be viewed, copied, and 
executed but they cannot be deleted or edited. When the 
READ ONLY attribute is set, NetWare also sets the RENAME 
INHIBIT and DELETE INHIBIT attributes for the file(s) in 
question. 

The READ-WRITE attribute is the standard flagging that 
permits the user to alter, copy, or delete the file at their 
discretion (trustee rights permitting). 

Restricts a user from changing the name of a file no matter 
what their trustee rights are to the file. 
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Attribute Abbreviation 

SHAREABLE S 

SYSTEM SY 


TRANSACTIONAL T 


WRITE AUDIT WA 

Directory Attributes 

Description 

Makes files accessible to more than one user at a time. You 
should exercise some caution before setting this attribute on 
database files. Some database applications require that its 
files should not be flagged as being SHAREABLE as it handles 
the sharing of the file on its own. 

This attribute is used by the operating system for certain key 
files (such as the bindery files). 

Used in conjunction with NetWare's Transaction Tracking 
System to ensure any updates to a file are made in their 
entirety. Should a critical error occur before the update is 
completed, NetWare will backout any partial changes. For full 
use of this attribute, the application you are using must be 
"nSAWARE." 

This attribute is supposed to be used for auditing who writes 
to a file but as of the time of writing, setting this attribute for 
a file does not do anything. 

Directory attributes tell NetWare how a directory should and should not be used. Found in Table 
15.2, the different directory attributes are discussed and a description is provided with each one 
along with its abbreviated form. 

Note 

omeofthese 

Table 1 S.2 Directory attributes. 


Attribute Abbreviation 


DELETE INHIBIT DI 

HIDDEN H 

similar to tho~ ner in which they 

Description 

Prevents users who have the ERASE or SUPERVISORY right 

from being able to delete a directory. When this attribute is 

set for a directory, you still can delete files within the 

directory but you cannot remove the directory itself. 


Makes a directory "invisible" to a user. While this attribute 
prevents a directory from appearing in the standard DOS DIR 
command, it does not stop NetWare's NDIR and FILER 
utilities from showing you the file. Note: WHEN THE 
DIRECTORY IS FLAGGED AS HIDDEN, YOU CAN STILL MAP A 
DRIVE TO IT OR CHANGE DIRECTORIES TO IT IF YOU KNOW 
ITS FULL NAME. 

(continues) 
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Table 15.2 Continued. 

Attribute Abbreviation 

PURGE P 

RENAME INHIBIT RI 

SYSTEM SY 

Description 

NetWare has a feature known as SALVAGE that can be used 
to recover a file that has just been deleted. By using the 
PURGE attribute, you are telling NetWare that, if any files in 
the directory are deleted, you do NOT want them to be 
available for recovery. 

Restricts a user from changing the name of a directory no 
matter what their trustee rights are to the directory. 

This attribute can used by the operating system for directo
ries used specifically by the operating system. 

Viewing and Modifying Attributes 

There are three NetWare utilities that can be used to view or modify the attributes of directories 
and files on the server-FLAG, FLAGDIR, and FILER. In the following sections, we discuss each of 
these utilities and how they can be used to their fullest. 

Changing and Viewing File Attributes from the Command Line 
The FLAG command is used to view or modify a file's attributes. To use the FLAG command, the 
syntax is: 

FLAG [path] [option] [+:.] [attribute(s)] [IC] 

Based on the syntax above, replace: 

path with the name and location of the file for which you want to change or view the 
attributes. 

option with ALL for all rights or N to flag the file as being "NORMAL." When flagging a file 
as NORMAL, you are removing all the current attributes and setting the file's attributes as 
READ-WRITE. 
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Note 

The + and - SignSOn~a~iJ'l¢t~when you want to add or deletl!'a~ibU~~1~tW'afile without 
disrupting the rest of theme's attributes. Adding the IC switch to. the e£)~c!y~rcommand tells 
NetWare to scroll contlnuousfy. When viewing or modifying the attribut~s f~r a large number of files, 
without the IC switch, NetWare pauses after every screen, asking you to presslmy key when ready. 

attributes with a listing of the attributes you want to add or remove. You must use the short 
form for the attribute (such as RW for READ-WRITE) and when adding or removing mul
tiple attributes, each attribute can be separated by a space but a space is not required. The 
attributes that can be used, and their short form, are as follows: 

Attribute Short Form 

ARCHIVE A 

COPY INHIBIT CI 

DELETE INHIBIT DI 

EXECUTE ONLY X 

HIDDEN H 

PURGE P 

READ AUDIT RA 

READ ONLY RO 

READ-WRITE RW 

RENAME INHIBIT RI 

SHAREABLE S 

SYSTEM SY 

TRANSACTIONAL T 

WRITE AUDIT WA 

Tip 

Typing FLAG on its own shows you the attributes of each file stored in the current directory. 
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EXAMPLE 1: To view the attributes for the file DePART.DAT, type the following from the com
mand line: 

FLAG DePART.DAT 

EXAMPLE 2: To view the attributes of the files in the directory mapped to your Z: drive, type the 
following from the command line: 

FLAGZ: 

EXAMPLE 3: To change the attributes for the file ABC.EXE in the current directory to Read-Write 
and Shareable, type the following from the command line: 

FLAG ABC.EXE RWS 

EXAMPLE 4: To add the Shareable attribute to the file DATA.DTA without altering its current 
attributes, type the following from the command line: 

FLAG DATA.DTA + S 

EXAMPLE 5: To flag all files in the current directory and each subdirectory as READ-ONLY, type 
the following from the command line: 

FLAG *.* RO SUB 

EXAMPLE 6: To set all attributes for the file TEST.TXT that is stored in the DEVELOP directory off 
the root of the SYS volume, type the following from the command line: 

FLAG SYS:\DEVELOP\TEST.TXT ALL 

Tip 

Wildcards can be used with the FLAG command. For example, to flag all files with the extension EXE in the 

current directory as EXECUTE ONLY, type FLAG *.EXE X from the command line. 

Changing and Viewing Directory Attributes from the Command 
Line 
The FLAGDIR command is used to view or modify a directory's attributes. To use the FLAGDIR 
command, the syntax is: 

FLAGDIR [path] [attribute(s)] 

Based on the syntax above, replace: 
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path with the name and location of the directory for which you want to change or view the 

attributes. 

attributes with a listing of the attributes you want to add or remove. You either can use the 
short form for the attribute (for example, P is for PURGE) or the attribute's full name. The 
attributes that can be used, and their short form, are as follows: 

Attribute Short Form 

DELETE INHIBIT DI 

HIDDEN H 

PURGE P 

RENAME INHIBIT RI 

SYSTEM SY 

EXAMPLE 1: To view the attributes for your current directory, type the following from the com
mand line: 

FLAGDIR 

EXAMPLE 2: To set the attributes for the directory EVALS to RENAME INHIBIT and HIDDEN, type 
the following from the command line: 

FLAGDIR EV ALS RI H 

EXAMPLE 3: To set the attributes for the directory DATA that is off the root directory of the SYS 
volume to DELETE INHIBIT, type the following from the command line: 

FLAGDIR SYS:\DATA DI 

Tip 

Wildcards can be used with the FLAGDIR command. For example, to change the attributes for each 

subdirectory that begins with USER to RENAME INHIBIT, type FLAG USER* Rio 

Working with the FILER Menu Utility, you can modify or view the attributes to a directory or a 
file by following the steps outlined in the following sections. 
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Modifying or Viewing the Current Directory's Attributes 
You can modify the attributes of the current directory by following these steps: 

1. 	 From the Available Topics main menu of FILER, select Current Directory Information. 

2. 	Next, you are presented with a screen detailing the Directory Information for the current 
directory. From this screen, select the option Directory Attributes where you are then 
shown a window of the attributes currently set for this directory, called Current Attributes. 

3. 	If you want to remove one or more attributes, highlight the desired attribute and press the 
Delete key; otherwise, you can press the Insert key to add additional attributes to the direc
tory (see fig. 15.1). 

Fig. 15.1 Changing the attributes of the current directory using the FILER menu utility. 

Shortcut 

When adding or removing attributes, you can use the F5 key to mark multiple entries at once. 

Modifying or Viewing a File's Attributes 
To modify the attributes of a file, first make sure you are in the same directory as the file. You 
can do this either by using the DOS CD command or through FILER by using the Select Current 
Directory option from the main menu. Once in the appropriate directory, you can modify the 
attributes by following these steps: 

1. 	From the Available Topics main menu of fILER, select Directory Contents and then the file 
for which you want to modify the attributes. 

2. 	After selecting the file, you are presented with a window entitled File Options. From this 
window, by selecting View/Set File Information, you are then presented with another 
window with detailed information on this file. The first option, Attributes, shows you the 
attributes currently set for this file (see fig. 15.2). 
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Fig. 15.2 File information shown with the FILER menu utility. 

3. 	You can modify the file's current attributes by selecting the Attributes option and pressing 
the Insert key to select another attribute, or you can press the Delete key to remove one of 
the attributes already set. 

Modifying the Attributes of another Directory 
With FILER, you also can modify the attributes of a directory even when it is not your current 
directory. To do so, follow the steps outlined above but instead of selecting a file, however, select 
a subdirectory. 





Chapter 16 


Viewing, 

and Modi 


If you are a DOS user, you are familiar with the basic COPY or XCOPY commands. While these 
utilities are fine for your workstations, NetWare is a bit more complex than DOS. With all of the 
different attributes and security settings, NetWare includes several utilities that help you manage 
your file and directory structures while maintaining the NetWare attributes. Unlike the NetWare 
utilities, the standard DOS commands are not "NetWare aware." For example, the DOS COPY has 
no idea what a server or a volume is. 

In this section, we discuss the different utilities included with NetWare for file and directory 
management and specifically: 

• Using the NDIR command-line utility for listing files and directories 

• Copying files and directories with NCOPY 

• Reviewing directory structures 

• Renaming directories 

• Setting search patterns for executables 

• Using the FILER file management utility 

Directory and File Listings from the 
Command Line 
The NDIR command is a powerful tool provided with NetWare. It enables you to view any direc
tory on the server (rights permitting) for different files or subdirectories of your choosing. Using 
one of the many options provided with this command, you can retrieve entire directory listings 
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or you can narrow your search down to one or two files with certain characteristics. To use the 
NDIR command, follow this syntax: 

NDIR [path} [Ioption(s)} 

Based on the preceding syntax, replace: 

path with the name of the directory you want to examine or the file for which you want to 
search. 

/option(s)_ with one or more of the options that are discussed in the following sections. 

NDIR Formatting Options 
NDIR provides you with several formatting options that determine how NDIR provides its infor
mation to you. Found in Table 16.1, a listing of each of the options is shown along with a de
scription of each. 

Table 16.1 Formatting options you can use with NDIR. 

Option Description 

/DATES Show last archived, last accessed, and created dates. 

/LONG Show long machine name of file (such as OS/2, MAC). 

/MAC Show MAC file and directory names (a maximum of 31 characters). 

/RIGHTS Show effective and inherited rights for directories and files. 

EXAMPLE: To search the current directory for all files and display the date the files were created, 
the last date they were archived, and the last date they were accessed, type the following from the 
command line: 

NDIR/DATES 

NDIR Sorting Options 
To organize the information provided by NDIR, there are several options you can use to deter
mine how the information should be sorted (see Table 16.2). When used as shown, these options 
sort the output in numeric or alphabetical order (depending on whether the data is alpha or 
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numeric). You can tell NDIR to provide the information in reverse order by preceding one of the 

options in Table 16.2 with a fREY switch. 

Table 16.2 Sorting options you can use with NDIR. 


Option Description 


/SORT ACcess Sort by last accessed date. 


/SORT ARchive Sort by last archived date. 


/SORT CReate Sort by creation date. 


/SORT OWner Sort by owner name. 


/SORT UPdate Sort by last modified date. 


/SORT Size Sort by size. 


EXAMPLE 1: To search the directory mapped to the G: drive for all files and have output sorted in 
alphabetical order based on the file owner's name, type the following from the command line: 

NDIR G: fSORT OW 

EXAMPLE 2: To search the current directory for all files and sort the output from the largest to 
smallest sized file, type the following from the command line: 

NDIR fREY /SORT SI 

NDIR Attribute Options 
Using NDIR, you can search for files with specific attributes by using one or more of the options 
shown in Table 16.3. You also can search for files that do not have one of the attributes set by 
preceding the appropriate option with a fNOT switch. For detailed information on each of the 
different attributes, please refer to Chapter IS, "File And Directory Attributes." 

Table 16.3 Attribute options you can use with NDIR. 


Option Description 


/A Show files with Archive attribute. 


Show files with Copy Inhibit attribute. 


/DI Show files with Delete Inhibit attribute. 


(continues) 

/CI 
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Table 16.3 Continued. 

Option Description 

IH Show files with Hidden attribute. 

II Show indexed files. 

IP Show files with Purge attribute. 

IRA Show files with Read-Audit attribute. 

IRI Show files with Rename Inhibit attribute. 

IRO Show files with Read-Only attribute. 

IS Show files with Shareable attribute. 

ISY Show files with System attribute. 

IT Show files with Transactional attribute. 

/WA Show files with Write Audit attribute. 

IX Show files with Execute-Only attribute. 

EXAMPLE 1: To search the directory DEVELOP off the root directory of the SYS: volume for all 
files that have the Read-Only attribute, type the following from the command line: 

NDIR SYS:\DEVELOP /RO 

EXAMPLE 2: To search the directory mapped to the S: drive for all files that do not have the Purge 
attribute set, type the following from the command line: 

NDIR P: /NOT /P 

Qualifiers that Can Be Used with NDIR 
The final method you can use to narrow down your search with the NDIR command is to use one 
of the qualifiers shown in Table 16.4. In this table, each of the available qualifiers is shown along 
with the variables that they can be used with. With each of these qualifiers and variables, you 
either can use the entire word or just the letters shown in bold text (for example, Greater than 
or GR). You also can search for files or directories for the opposite of the qualifiers shown by 
inserting a /NOT after the variable. For your reference, each of the variables are described below: 

Owner: The owner is the person that created the directory or file. 

Size: The size of the directory or file in bytes. 

Updated: The last date the file was updated. 
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Created: The date the directory or file was first created. 


Accessed: The date the file was last accessed. 


Archived: The last time the file was backed up, or the last time the archive bit was removed. 


Note 

When searchiogfur a qualifier whose value is a date, the date should be entered as MM-DD-VY (as in NDIR / 

Archived. ~~. to .1'z-Jl-9J). 

Table 16.4 Qualifiers you can use with NDIR and the associated variables. 


Qualifiers Variables 


EQual to OWner, Size, UPdated, CReated, ACcessed, ARchived 


GReater than Size 


LEss than Size 


BEFore UPdated, CReated, ACcessed, ARchived 


AFTer UPdated, CReated, ACcessed, ARchived 


In addition to the qualifiers shown previously that can be used, there are three other restrictions 
that can be added to your NDIR command. They are used on their own and are shown as follows: 

Option Description 

IFO Displays files only. 


IDO Displays directories only. 


ISUB Displays current directory's subdirectories and all subsequent subdirectories. 


EXAMPLE 1: To view a listing of all files in the current directory that are owned by the user 
MICHV ANDE, type the following from the command line: 

NDIR jOWNER EQUAL TO MICHVANDE 

EXAMPLE 2: To view a listing of the files in the G: drive that are 2,000 bytes or more, type the 
following from the command line: 

NDIR G: JSI GR 2000 
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EXAMPLE 3: To search the DATA directory off the root of the SYS: volume for all files that were 
not updated after February 6, 1994, type the following from the command line: 

NDIR SYS:\DATA IUP NOT AFf 02-06-94 

EXAMPLE 4: To look for the file ABC.TXT in the current directory tree, type the following from 
the command line: 

NDIRABC.TXT ISUB 

Tip 

Wild cards can be used with the NDIR command. For example, to search for all files in the current directory 

with the first three letters ABC, type NDIR ABC*.*. 

Using NDIR with Multiple Options 
As you have seen so far, NDIR can be a very powerful tool when searching for files or directories 
on the server. To enhance each of these options further, NDIR also supports multiple options on 
the same command line. The only thing you must remember when using multiple options is that 
a forward slash must precede the first element within the option listing. Following are two ex
amples to get you on your way to using NDIR to its fullest potential: 

EXAMPLE 1: To scan the current directory for all files that begin with the letter A, that are owned 
by the user ALEE, and are flagged as Read-Only, type the following from the command line: 

NDIR A* lOW EQ ALEE IRO 

EXAMPLE 2: To scan the current directory and all subdirectories for files owned by JDOE that 
were created after January I, 1994 and greater than 10,000 bytes in size, type the following from 
the command line: 

NDIR *.* lOW EQJDOE ICR GR 01-01-94 lSI GR 10,000 

Using LISTDIR to View Directory Tree 
Information 
The LISTDIR command is used to examine directories and subdirectories for the following 
criteria: 

• Viewing the directory structure 

• Viewing the creation dates for each subdirectory 
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• Viewing the IRM for each subdirectory 

• Viewing the effective rights for each subdirectory 

To use the LISTDIR command, follow this syntax: 

LISTDIR [path] [Ioption(s)] 

Based on the preceding syntax, replace: 

path with the name of the directory or the path to the subdirectory, directory, or volume 

you want to examine. 


/option(s) with one or more of the abbreviations for the options found in Table 16.5. 


Table 16.5 Options that can be used with the LlSTDIR command. 

Option Abbreviation Description 

All A Combines all the other options into one output. 

Date D Views the creation date and time of the subdirectory(s). This 
option is the same as Time. 

Effective Rights E Views your effective rights to the subdirectory(s). 

Inherited Rights Views the Inherited Rights Mask for the subdirectory(s). This 
option is the same as Rights. 

Rights R Views the Inherited Rights Mask for the subdirectory(s). This 
option is the same as Inherited Rights. 

Subdirectories S Views the directory's subdirectories and all subsequent 
subdirectories. 

Time T Views the creation date and time of the subdirectory(s). This 
option is the same as Date. 

EXAMPLE 1: To view a listing of all subdirectories of the current directory, type the following 
from the command line: 

LISTDIR 
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EXAMPLE 2: To view your effective rights to all subdirectories of the current directory and their 
creation dates, type the following from the command line: 

LISTDIR IE ID 

EXAMPLE 3: To view the entire directory tree beneath your current directory, type the following 
from the command line: 

LISTDIR IS 

EXAMPLE 4: To view a listing of the subdirectories of the directory mapped to the K: drive and 
the Inherited Rights Mask of each, type the following from the command line: 

LISTDIR K: IS IR 

Tip 

Wild cards can be used with the LlSTDIR command. For example, to view a listing of directories and their 

subdirectories that begin with the letters AB, type LlSTDIR AB* IS. 

Copying Directories and Files from the 
Command Line 
The NCOPY command-line utility is provided with NetWare to enable you to copy one or more 
files or directories. While there are a couple of DOS commands (such as COpy and XCOPy) that 
also let you copy one or more files at a time, NCOPY has the following advantages over these 
commands: 

• 	 NeOPY maintains the NetWare file attributes 

• 	 NCOPY copies sparse files 

• 	 NCOPY is faster than the DOS commands as it communicates with the server's operating 
system in a more efficient manner 

To use the NCOPY command, follow this syntax: 

NCOPY [path1jfilename1 [path2jlfilename2j lloption(s)j 

Based on the syntax above, replace: 

pathl with the full directory path of the file(s) you want to copy. 

filenamel with the name of the file(s) you want to copy. 
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path2 with the name of the directory, or the path to the subdirectory, directory, or volume 

to which you want to copy the file. 


filename2 with the new file name if you are renaming the file(s) when you copy. 


loption(s) with one or more of the abbreviations for the options found in Table 16.6. 


Table 16.6 Options that can be used with the NCOPY command. 

Option Abbreviation Description 

Archive A Copies files that have the archive bit set. The archive bit 
on the source file is not to be removed. 

Clear Archive Bit M Copies files that have the archive bit set. NCOPY 
removes the bit from the source file after copying. 

Copy C Copies files without preserving the NetWare attributes 
or name space information. Also known as a "DOS 
Copy." 

Empty Subdirectories E Copies empty subdirectories. Only valid when used in 
conjunction with the Subdirectories option. 

Force Sparse Files F Forces NCOPY to copy sparse files. 

Inform Notifies you when a file's attributes or name space 
information cannot be copied because the destination 
does not support them (such as trying to copy a 
Macintosh file to a volume that does not support 
Macintosh name spaces). 

Subdirectories S Copies all subdirectories of the current directory. 

Verify V Verifies that the file was copied properly. 

Note 

EXAMPLE 1: To copy the file NETWARE.DRV in the current directory to the directory mapped to 
the H: drive, type the following from the command line: 

NCOPY NETWARE.DRV H: 

EXAMPLE 2: To copy all files in the current directory, and its subdirectories, to the directory 
WRITING off the root directory of the SYS: volume, type the following from the command line: 

NCOPY *.* SYS:\WRITING IS IE 
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EXAMPLE 3: To copy the file ALEE.DOC on the G: drive to the I: drive and verify that it was 
copied properly, type the following from the command line: 

NCOPY G:ALEE.DOC I: IV 

Tip 

NCOPY supports wild cards. For example, to copy all files that begin with the letter S in the current directory 
to the U: drive, type NCOPY S*.* U:. 

Renaming Directories from the Command Line 

The RENDIR command is provided with NetWare to enable you to easily rename a directory. To 
use the RENDIR command, use the following syntax: 

RENDIR [path] [new_name] 

Based on the preceding syntax, replace: 

path with the name of the directory or the path to the subdirectory, directory, or volume 
you want to rename. 

new_name with the new name of the directory. 

EXAMPLE 1: To rename the directory TEST that is a subdirectory of your current directory to 
PROD, type the following from the command line: 

RENDIR TEST PROD 

EXAMPLE 2: To rename the directory APPS that is a directory off the root of the SYS: volume to 
APPLIC, type the following from the command line: 

RENDIR SYS:\APPS APPLIC 
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Changing File Search Patterns 
Some programs require other programs or data files to operate. Depending on how these pro
grams are written, they may look for the necessary files within a specific volume or directory. A 
perfect example of such a program is NetWare's CAPTURE utility. By default, CAPTURE looks for 
print job information, stored in the PRINTCON.DAT file, in a user's personal mail directory. 

By using the SMODE utility, you can override the standard searching method of the program by 
setting a "search mode" for the EXE or COM program. By doing so, you are actually changing 
where the program will look for its supplementary files. You can use SMODE by following this 
syntax: 

SMODE [path] [mode_option] 

Based on the preceding syntax, replace: 

path with the name of the file or the full path to the file, including the file name, for which 
you want to view or change the search mode. 

mode_option with one of the search mode options shown within Table 16.7. 

Table 16.7 Search mode options. 

Mode Description 

o Use the mode specified within the workstation NET.CFG file. Refer to Chapter 4, 
"Installing Workstations," for further information on the NET.CFG file. 

If the program is designed to search a specific directory, it should search only that 
directory; otherwise, it scans the default directory and then each of the search drives. 

2 The program should only search the default directory. 

3 If the program is designed to search a specific directory, it should search only that 
directory; otherwise, if the program opens the data file as Read-Only, it scans the default 
directory and then each of the search drives. 

(continues) 
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Table 16.7 Continued. 

Mode Description 

4 Mode number not used. 

5 The program should search the default directory and then all search drives regardless of 
the location specified within the program. 

6 Mode number not used. 

7 If the program opens the data file as Read-Only, it should scan the default directory and 
then each of the search drives. 

Tip 

You can view the search mode of all files in the current directory by typing SMODE, to another directory by 

typing SMODE directory without a search mode number, or a file by typing SMODE filename without a 

search mode number. 

EXAMPLE 1: To change the search mode for the file CAPTURE.EXE in the current directory to 5, 
type the following from the command line: 

SMODE CAPTURE..EXE 5 

EXAMPLE 2: To change the search mode of the file VIEW.EXE in the DATA directory off the root 
of the SYS: volume to 7, type the following from the command line: 

SMODE SYS:\DATA\ VIEW.EXE 7 

EXAMPLE 3: To view the search mode of all files in the current directory, type the following from 
the command line: 

SMODE 

Tip 

Wild cards can be used with the SMODE command. For example, to change the search mode for all files in 

the current directory that begin with the letter A to 2, type SMODE A*.* 2. 
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FILER-NetWare's Most Complete File 
Management Utility 
If you have been reading through the entire book so far, you already know that FILER is the key 
file management utility for NetWare 3.X. Using FILER, you can take complete control of your 
NetWare server's files and directories all through the convenient menu interface. In this section, 
we explore many of the options available to you with FILER and how you can manage your data 
with FILER. 

Establishing FILER Settings 
When you first start the FILER menu utility, there are several assumptions it makes regarding the 
types of files it looks for and how it handles some of your requests. In most cases, these default 
settings are just fine, but you may want to make a few adjustments depending on what you are 
doing. For instance, if you are looking for a specific file, you may want to tell FILER about a cer
tain search pattern. 

You can make any needed adjustments by selecting Set Filer Options from the Available Topics 
main menu of FILER. After making your selection, you are presented with a window like the one 
shown in Figure 16.1. From this screen, you can make any changes necessary. For your conve
nience, each of these options is described as follows: 

Fig. 16.1 FILER options settings used to customize your current FILER session. 

Confirm Deletions: When deleting more than one file at once, FILER only asks you to con
firm the first file deletion. If you want to be prompted before deleting each file, change this 
option to Yes. 

Confirm File Copies: If you are copying multiple files, set this option to Yes if you want FILER 
to prompt you to confirm the copying before each file. 
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Confirm File Overwrites: By default, if you are copying one file over another, FILER prompts 
you to confirm that you want to overwrite the current file. If you do not want to be 
prompted, change this option to No. 

Notify Extended Attributes!Long Name Lost: When copying files that have extended attributes 
(such as OS/2 and MAC files), the attributes and long names may be lost. By default, FILER 
does not notify you for every file whose attributes are lost. If you want to be notified, 
change this option to Yes. This option works in conjunction with the Preserve File At
tributes option. 

Preserve File Attributes: When copying files that have extended attributes (such as OS/2 and 
MAC files), by default, FILER preserves the extended attributes and long names of the files. 
If you do not want these attributes preserved, change this option to No. 

Exclude Directory Patterns: With this option, you can tell FILER what types of directories you 
do not want FILER to show you. By selecting this option, you are presented with a window 
of the current patterns that are excluded. A new search pattern can be added by pressing the 
Insert key and entering the pattern in the window provided. Wild cards can be used with 
this pattern (for example, to exclude all directories that begin with a P, enter the pattern 
P*). 

Include Directory Patterns: By default, FILER shows you all directories on the server (rights 
permitting). If you want to narrow your search, you can tell FILER which files you want to 
see by selecting this option. Once selected, a window appears, showing you the current 
pattern that is shown, which is * (all directories by default). You can add a new search pat
tern by pressing the Insert key and entering your pattern in the window provided. (To view 
only the directories that begin with the letters AB, enter the pattern AB*.) 

Exclude File Patterns: Same as Exclude Directory Patterns option except this option is used 
for files. 

Include File Patterns: Same as Include Directory Patterns option except this option is used 
for files. 

File Search Attributes: By default, FILER does not display any files that are flagged with the 
Hidden or System attributes. To view files with these flaggings, you must select this option 
and then press the Insert key when presented with the Search File Attributes window. After 
pressing Insert, you are presented with an additional window showing the Hidden and 
System attribute. By selecting these options and adding them to the Search File Attributes 
window, FILER shows the files in question. 

Directory Search Attributes: Same as File Search Attributes except this option pertains to 
directories. 
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Managing a Single Directory or File 
There are several management tasks you can perform using the FILER utility. Before you can work 
with a single directory or file, you must first select Directory Contents from the Available Topics 
main menu of FILER. After selecting this option, FILER presents you with a listing of the files and 
directories contained within the current directory (see fig. 16.2). 

Fig. 16.2 FILER directory contents screen. 

Tip 

If the file or directory is not in your current directory, you can change your current directory within FILER by 

selecting the Select Current Directory option from the main menu, by pressing F2 from within the Directory 

Contents window, or by selecting Parent or Root from the Directory Contents window. 

After skimming through the Directory Contents window and placing your cursor on the desired 
directory or file, there are several options available to you as shown in the following sections. 

Deleting a Directory or File 
To delete a directory or file, highlight it and press the Delete key. If you are deleting a file, when 
asked, confirm that you want to delete the file. But, if you are deleting a directory, FILER presents 
you with a window entitled Delete Subdirectory Options that contains two options-Delete En
tire Subdirectory Structure and Delete Subdirectory's Files Only. If you want to delete the entire 
directory structure, including the files stored within each subdirectory, select the first option; 
otherwise, choose the latter. When asked, confirm that you want FILER to proceed with the dele
tion. 

Renaming a Directory or File 
To rename a directory or file, highlight it and press the F3 key. When asked, enter the new name 
for the object. 
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Copying a Directory or File 
To copy a file, highlight it and press the Enter key. Next, you are presented with the File Options 
window. From this screen, select the first option, Copy File, and enter the location to which you 
want to copy the file into the Destination Directory window that is presented next. After entering 
the location, FILER asks you for the Destination File Name (see fig. 16.3). By default, it wants to 
copy the file to the new location with the same name, but, if you want to change the name of the 
copied file, enter the new name in the window provided. 

Fig. 16.3 Copying a file with the FILER menu utility. 

If you want to copy a directory, highlight the directory name and press the Enter key. FILER then 
presents you with a new window entitled Subdirectory Options. From this screen, there are two 
options that you can use to copy the directory-Copy Subdirectory's Files and Copy Subdirec
tory's Structure. The first option only copies the files within the selected directory while the latter 
makes an exact copy of the directory including any subdirectories it may contain. Regardless of 
the option you choose, enter the location to which you want to copy in the Copy Directory To: 
window. 

Moving a Directory or File 
To move a file, highlight it and press the Enter key. Next, you are presented with the File Options 
window. From this screen, select the second option, Move File, and enter the location to which 
you want to move the file into the Destination Directory window that is presented next. After 
entering the location, FILER asks you for the Destination File Name. By default, it wants to move 
the file to the new location with the same name, but, if you want to change the name of the 
moved file, enter the new name in the window provided. 

If you want to move a directory, highlight the directory name and press Enter. Next, from the 
window of Subdirectory Options, select Move Subdirectory's Structure. At this point, FILER asks 
you for the Destination Directory to which you want to move the selected directory. After enter
ing the location, FILER asks one last question, New Name. If you want to maintain the same 
name for the directory, press Enter; otherwise, you can enter a new name for the directory. 
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When you move a directory or file, you are removing it from the source location. 

Viewing a File 
To view a file, highlight it and press the Enter key. Next, you are presented with the File Options 
window. From this screen, select the View File option, and a new window appears, showing you 
the contents of the selected file. 

Viewing/Changing Additional Information Maintained for Directories and Files 
To view some of the additional information NetWare maintains for a directory or file, highlight 
the object and press the Enter key. From the options screen that appears next, select View/Set File 
Information (for files) or View/Set Directory Information (for directories) (see fig. 16.4), and a 
new window appears, showing you the information NetWare maintains. On this screen, there are 
several options pertaining to the selected file or directory, each of which is explained in the fol
lowing list: 

Fig. 16.4 Directory information window shown in FILER. 

The available options for files are: 

Attributes: This option shows you the different file attributes for the selected file. By select
ing this option, you can remove any of these attributes or add new ones. 

Owner: This option shows you the name of the ID that owns the selected file. To change the 
file's owner, select this option and then select an ID from the Known Users window. 

Inherited Rights Mask: This option shows you the Inherited Rights Mask for the selected file. 
You can modify this field by selecting it and making the desired changes from the Inherited 
Rights window. 

Trustees: By selecting this option, you can view all the trustees that have been directly 
assigned rights to the selected file. 
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Current Effective Rights: For viewing purposes only, this field shows you your effective rights 
to the selected file. 

Owning Name Space: This option shows the type of name space this file uses; it is for viewing 
only. 

File Size: This option shows the size of the file and is for viewing only. 

EA Size: When the selected file uses Extended Attributes (as in OS/2 and MAC files), this 

option shows you how much space is used to maintain the extended attributes of the file. 
This option is for viewing only. 

Short Name: This option shows you the Short Name (the DOS name) of the file. This option 
is for viewing only. 

Long Name: This option is only available when a file that supports extended length names 
(such as Macintosh files) has been selected. When shown, you can select this option to view 
the full name of the file. This option is for viewing only. 

Creation Date: This option gives the date the file was first created or copied into the direc

tory. You can change the creation date by selecting this option and entering a new date. 

Last Accessed Date: This option shows you the last day the file was viewed, edited, or ex
ecuted. You can change the last accessed date by selecting this option and entering a new 
date. 

Last Archived Date: The last archived date shows you the date the file was last backed up and 
is for viewing only. 

Last Modified Date: The last modified date shows you the last time this file was changed in 
any way. You can change the date by selecting the option and entering a new date. 

When a directory was selected, there will not be as many options available to you, but the ones 

that are shown (refer to fig. 16.4) operate in the same fashion as those explained previously for 
files. 

Viewing Directory or File Trustees 
You can view the trustees of a directory or file by selecting the object and pressing Enter. From 
the next window of options, select Who Has Rights Here, and a new window appears, showing 
the trustees. For detailed information on Trustees, refer to Chapter 13, "Trustee Assignments and 

Rights." 

Managing Multiple Directories and Flies 
Instead of working with a single directory or file at a time, FILER enables you to work with two or 
more within a given directory. Before you can proceed, you must first tell FILER which directories 
or files you want to work with. From the Directory Contents window, there are two methods for 
selecting multiple objects: 
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• 	 You can tag several objects by highlighting each one that you want to work with and press
ing the FS key. 

• 	 By pressing the F6 key, you can tell FILER to tag all directories or files that conform to a 
certain pattern. For example, to tag all files with the extension TXT, press the F6 key and 
when presented with the Mark Pattern window, enter *.TXT. 

Tip 

If you tagged multiple objects, you can use the F7 key if you want to untag all of them, or you can use the F8 

key to untag certain objects based on a certain pattem. 

After you have tagged all the directories or files with which you want to work, you can perform 
any of the tasks shown in the following sections. 

Deleting Multiple Directories and Files 
After tagging the directories or files, you can delete all of them at once by pressing the Delete key. 
When asked, confirm that you want FILER to proceed with the deletion. 

Renaming Multiple Files 
After tagging the files, you can rename several of them at once by pressing the F3 key. Once you 
have pressed F3, FILER asks you to enter the Original Name Pattern and then the Rename Pattern. 
For example, if you tagged multiple files and want to rename all files with the extension TXT to 
the extension OLD, you would press F3, then enter *.TXT when asked for the Original Name 
Pattern and *.OLD when asked for the Rename Pattern. 

Note 

e irecto· ceo 

Copying Multiple Directories and Flies 
After tagging multiple directories or files, you can copy them all at once by pressing the Enter 
key and then selecting Copy Marked Files (for files) or Copy Subdirectory's Files or Copy 
Subdirectory's Structure (for directories) from the Multiple Operations window. When asked, 
enter the path to the location to which you want to copy the directories or files. 
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Changing/Vlewing Additional Information Maintained for the Directories or Flies 
NetWare maintains a wide variety of information for a directory or file such as the file's at
tributes, creation date, last accessed date, and owner. To make changes to any additional informa
tion maintained for the tagged directories and files, you can press the Enter key and select the 
appropriate option from the listing of Multiple File Operations (see fig. 16.5) or Multiple 
Subdirectory Operations (see fig. 16.6). 

Fig. 16.5 Muliple operations menu presented after selecting multiple files. 

Fig. 16.6 Muliple operations menu presented after selecting multiple directories. 

Updating Workstation Files 
One of the most difficult tasks of managing a LAN is controlling the files stored on the worksta
tions' hard drives. With periodic updates to workstation drivers and other locally stored utilities, 
keeping each workstation up to the most current version can be a job all in itself. 

To help you in this task, NetWare comes equipped with a program called WSUPDATE. Using 
WSUPDATE, you can update any of the programs stored on your LAN's workstations. 

When NetWare is first installed, WSUPDATE is placed in the SYSTEM directory. Because users do 
not have access to this directory, before you can use WSUPDATE, you must first place it in a 
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directory that is accessible to all of the users. Once accessible to the users, you can use 
WSUPDATE by following this syntax: 

WSUPDATE [/F=config_file] [Source_Path] [DestinationDrive:Filename] [/option(s)] 

Based on the preceding syntax, replace: 

config-file with the name of the configuration file that will contain all the commands. 
When you want to update multiple files, it is easier to use a config file than to issue mul
tiple WSUPDATE commands. The config file is a standard ASCII text file that contains the 
Source_Path, DestionationDrive:Filename, and option(s) parameters as you would enter them 
from the command line. If you are using the IF= option, it must be the only option used. 

Source]ath with the full path leading to the current file including the file name you are 
updating. 

DestinationDrive:Filename with the full path leading to the file you will be updating, includ
ing the file name. Alternately, you can replace DestinationDrive with ALL (to search all valid 
drives including network mappings) or ALL_LOCAL to search all local drives (such as A, B, 
Coo.). 

loption(s) with one of the WSUPDATE options shown in Table 16.8. 

Table 16.8 Options that can be used with WSUPDATE. 

Option 	 Description 

IC 	 Copy over the older file. 

IR 	 Rename the older file. 

IS 	 Scan through all subdirectories. 

10 	 Update Read-Only files. 

IL=LogName 	 Create a log of the updates that were made. Replace LogName with the name of the 
log file you want to create. 

IN 	 Create the file if it does not exist. 

N=drive 	 Update the CONFIG.SYS file with the command LASTDRIVE=Z (for NetWare 

Requester). Replace drive with the drive letter of the boot drive if it is not C:. 


EXAMPLE 1: To update the NETX file on the workstation when you don't know in which direc
tory it is stored on the workstation, type the following WSUPDATE command: 

WSUPDATE SYS:\PUBLIC\UPDATES\NETX.EXE ALL_LOCAL:NETX.EXE IS 
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EXAMPLE 2: To update a series of files on the workstation, use a configuration file by using the 
following WSUPDATE command: 

WSUPDATE IF=UPDATE.CFG 

EXAMPLE 3: To update the LSL.COM and NETX.EXE files stored on the workstation and are 
flagged as Read-Only, you could create a configuration file that contains the following com
mands: 

SYS:\PUBLIC\UPDATES\LSL.COM C:LSL.COM 10 

SYS:\PUBLIC\UPDATES\NETX.EXE C:NETX.EXE 10 

EXAMPLE 4: To update the IPXODLCOM program on the workstation and maintain a log of all 
workstations that were updated, use the following WSUPDATE command: 

WSUPDATE SYS:\PUBLIC\UPDATES\IPXODI.COM ALL_LOCAL:IPXODI IS I 
L=SYS:\PUBLIC\UPDATES\UPDATE.LOG 

Tip 

Using the external program execution command (#) in the system login script with WSUPDATE is a good 

way of ensuring that everyone gets the necessary updates when they log in. 

http:SYS:\PUBLIC\UPDATES\IPXODI.COM
http:C:LSL.COM
http:SYS:\PUBLIC\UPDATES\LSL.COM


Chapter 17 

Volume Sp 

Restrictions 


So far within this section, you read about the different directory and file attributes and how you 
can maneuver through and manipulate the server's directory structuring. To complete the discus
sion on file and directory management, we must look at how the disk space is being used. 

Whether you are a LAN Administrator or an end-user, the time will come when you need to 
know how much space is available to you. Or, if you are the administrator, you may want to 
restrict the amount of space available to your users. In this chapter, we discuss the different utili
ties available to you for space management, and specifically: 

• Checking how much space is available on the server 

• Checking the amount of space available to a specific user 

• Restricting disk space to a user 

• Restricting the size of a directory 

Viewing Available Space 
NetWare includes several utilities to help you determine the amount of free space available on 
the volume or within a specific directory. Shown within the following sections, each of these 
utilities is discussed, along with the required steps for getting the information you need. 

Checking the Amount of Space on a Volume with VOLINFO 
VOLINFO is a NetWare menu utility that provides you with the space information for all the 
volumes on a server. By typing VOLINFO from the command line, you are presented with a 
screen showing you statistics for each of the volumes (up to six volumes per screen) and a menu 
of Available Options (see fig. 17.1). From this screen, you can see what the capacity is for the 
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maximum disk space and directory entries as well as how much of the volume's capacity is being 
used. 

Fig. 17.1 The VOLINFO utility used to examine the amount of space on a volume. 

Using the Available Options menu, you can select one of two options, Change Servers or Update 
Interval. The first option lets you attach to another server to view that server's volume statistics 
while the latter changes the interval that VOLINFO scans the server to see how much space is left. 

Checking Volume Space Information from the Command Line with 
CHKVOL 
CHKVOL is a NetWare command line utility that provides you with detailed information on how 
the space is being used and what is available to you on the file server's volumes. To use CHKVOL, 
type the following from the command line: 

CHKVOL [path] Ie 

Based on the syntax above, replace: 

path with the volume name you want to check or the pointer to that volume (such as a 
drive letter mapped to the volume). 

Note 

ied. 

After issuing the CHKVOL command, the volume information is scanned and the following in
formation is displayed (see fig. 17.2): 
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Fig. 17.2 Volume space information as shown with the CHKVOL utility. 

• 	 The name of the server and the volume being reviewed 

• 	 The total space capacity of the volume 

• 	 The amount of space in use by files 

• 	 The amount of space being used by deleted files (files that have not yet been purged from 
the system) 

• 	 The amount of space available from deleted files 

• 	 The amount of free space left on the volume 

• 	 The amount of free space left available for you (unless your account has been restricted to a 
certain amount of space, this value will be the same as the amount of free space on the 
volume). 

EXAMPLE 1: To check the volume information for the volume mapped to your default drive, type 
the following from the command line: 

CHKVOL 

EXAMPLE 2: To check the volume information for the volume mapped to the G: drive, type the 
following from the command line: 

CHKVOLG: 

EXAMPLE 3: To check the volume information for the VOLl volume that is not mapped to your 
current drive, type the following from the command line: 

CHKVOL VOLt: 

Tip 

Wild cards can be used with the CHKVOL command. For example, to view the volume information for all 

volumes on the default server, type CHKVOL * or, to check all volumes for all servers you are attached to, 

type CHKVOL */*. Alternately, you can tell NetWare to display information for all volumes you have drive 

mappings to by typing CHKVOL 7. 
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Checking Directory Space Information from the Command Line 
with CHKDIR 
CHKDIR is a NetWare command line utility that provides you with space information for a direc
tory such as your restrictions to the directory and how much space is being used by that directory 
(including all of its files and subdirectories). To use CHKDIR, type the following from the com
mand line: 

CHKDIR [path] 

Based on the syntax above, replace: 

path with the directory name you want to check or the pointer to that directory (such as a 
drive letter mapped to the directory). 

After issuing the CHKDIR command, the following information is shown: 

• The server, volume, and directory name being scanned 

• The maximum disk capacity for the volume 

• The amount of space in use on that volume and directory 

• The amount of space available to you on the volume and directory 

EXAMPLE 1: To check the amount of space in use for the current directory and all of its 
subdirectories, type the following from the command line: 

CHKDIR 

EXAMPLE 2: To check the amount of space in use for the directory mapped to the G: drive, type 
the following from the command line: 

CHKDIRG: 

EXAMPLE 3: To check the amount of space in use within the DATA directory stored directly off of 
the root of the SYS: volume, when there is no drive mapping to the directory, type the following 
from the command line: 

CHKDIR SYS:\DATA 

Checking How Much Disk Space a User Is Taking on the Server 
Previous examples of checking the server disk space utilization did not differentiate between the 
different users on the server. The values provided from these utilities only tell you how much 
space is free or being used, not what a specific user is utilizing. 
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If you need to determine how much space a specific user is using, there are a few options avail
able to you as shown below. 

Determining Space Consumption with SYSCON 
You can determine how much space a certain user is utilizing on the server by following the steps 
below: 

1. 	From the SYSCON Available Topics main menu, select User Information and then, from the 
listing of User Names, the desired user ID. 

2. 	After selecting the user ID, you are presented with another window, entitled User Informa
tion, that is specific to the selected user. To determine how much space the user is using, 
select Volume/Disk Restrictions and then, from the listing of available volumes, select the 
volume you want to view. SYSCON then presents you with another window that tells you 
how much space is in use. 

Determining Space Consumption with USERDEF 
You can determine how much space a certain user is utilizing on the server by following these 
steps: 

1. 	From the Available Options main menu of USERDEF, select Restrict User and then, from the 
Users On Server window, the desired user ID. 

2. 	After selecting the user ID, you are presented with a listing of the available volumes. From 
this screen, once you select a volume, USERDEF presents you with an additional window 
detailing the amount of space being used on the volume by the selected user. 

Determining Space Consumption by a User from the Command Line 
SYSCON and USERDEF both show you the amount of space a user is using on the entire volume, 
but the need may arise for you to determine how much space is in use by a user within a certain 
directory structure. Using the NDIR command line utility with the OW (owner) switch, you can 
determine how much space is used on the entire volume or within a certain directory structure. 
For example, to determine how much space is in use by the user JDOE within the current direc
tory structure, use the following syntax: 

NDIR /OW=JDOE /SUB 

Once you issue the command above, NDIR scans all the files in the current directory and each 
subdirectory to see which ones are owned by JDOE. After NDIR completes the scan, it displays 
on-screen the information it has found. At the very end of the report, NDIR tells you the total 
space used by JDOE. 

For further information on the NDIR command, refer to Chapter 16, "Viewing, Copying, 
Deleting, and Modifying." 
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Note 

It is not recommended that you use NDIR for checking space utilization for the entire volume. It can take a 

considerable amount of time, depending on the size of the volume. 

Setting and Reviewing Disk Space Restrictions 

RIGHTS REQUIRED TO COMPLETE TASK: YOU MUST BE A SUPERVISOR EQUIVALENT TO IMPOSE OR REVOKE 
A SPACE RESTRIQION. 

As the LAN Administrator, you occasionally may want to restrict the amount of space available to 
a user within a directory or the entire volume. Or, maybe you are an end-user who wants to check 
what your space restrictions are before you try copying some files or installing a new utility. 

To assist you in these tasks, NetWare includes several utilities that can be used to modify and 
review the disk space restrictions as shown in the following sections. 

Don't be too stingy with the space. When a user sends a print job to the NetWare queues, a temporary copy 

of the file is made in the print queue directory on the SYS: volume. If you restrict the space too much, they 

may not be able to print their data. For example, if you set a space restriction on the SYS: volume to 1M, the 

user cannot print any job that is greater than 'I M, or the amount of space they still have available based on 

any other files they have stored on the directory, 

DSPACE, NetWare's Disk Space Management Utility 
DSPACE has been included with NetWare for some time now as the main utility for restricting 
disk space on the server, yet many people don't even know about it. Using this utility, you can 
restrict the maximum space available to a user on a volume, or you also can set the maximum 
size a directory can be. 

Setting Volume Space Restrictions 

You can impose a volume space restriction for a user ID with DSPACE. Once set, the user can use 
as much space as they like, up to the restricted value, in any directory on the volume to which 
they have sufficient security access. The volume space restriction can be set by following these 
steps: 



Setting and Reviewing Disk Space Restrictions 281 

1. 	From the Available Options main menu of DSPACE, select User Restrictions and then, from 
the Users on Server window that is presented to you, the desired ID. 

2. 	After selecting an ID, DSPACE presents you with a window of the volumes currently avail
able on the server. From this screen, you should select the volume on which you want to 
impose the restriction. 

3. 	Once a volume has been selected, the User Disk Space Limitation Information screen 
appears; it contains five fields, each of which is explained below (see fig. 17.3): 

Fig. 17.3 Disk space restriction screen as shown in DSPACE. 

User: For viewing purposes only, this field tells you the name of the ID on which you 
are imposing the restriction. 

Volume: For viewing purposes only, this field tells you the volume on which you are 
imposing the restriction. 

Limit Space: Set to No by default, you can change this field to Yes if you want to im
pose a space restriction on the volume for the selected user. 

Available: After selecting Yes, this field lets you set the maximum space that should be 
made available to the selected user. 

In Use: For viewing purposes only, this field tells you how much space is in use on the 
volume for the selected user. 

Setting Directory Size Limitations 
Occasionally, you may have a directory on your server that you want to restrict to a certain size. 
There are various reasons for doing so, but the key advantage is that you can take control of your 
server and how the directory strucures are being used. In many instances, an administrator will 
refrain from setting individual space restrictions on the server in favor of restricting the size of 
the directories. 

By restricting the size of the directory, instead of the total space a user can access on the server, 
you are increasing the amount of freedom the users have, and you reduce the amount of work 
required on your part. For example, you may have a database directory on your server that ten 
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people access. If you do not want the directory to grow beyond 100M, you could set a space re
striction for the directory itself. But, if you wanted to set the restrictions on a per user basis, how 
will you, as the LAN Administrator, know exactly how much each user needs? The answer is most 
probably, you won't. Chances are, some users may only use a couple of megabytes while others 
may use ten or fifteen; this is far too difficult to judge. 

Using DSPACE, you can restrict the maximum size of a directory by following these steps: 

1. 	From the Available Options main menu, select Directory Restrictions and then enter the 
directory name within the window provided next. If you do not know the name of the 
directory, you can press the Insert key and select from the listing of NetWork Directories 
presented. 

2. 	After selecting the desired directory, DSPACE presents you with the Directory Disk Space 
Limitation Information window that contains four fields, each of which is explained below: 

Path Space Limit: For viewing purposes only, this field tells you what the minimum 
size is for subdirectories of the current directory. If a space restriction has been im
posed on a directory above the current directory, that limit is shown here. 

Limit Space: Set to No by default, you can impose a restriction on the selected direc
tory by changing this field to Yes. 

Directory Space Limit: Using this field, you can set the maximum space that can be 
used within the selected directory. 

Currently Available: For viewing purposes only, this field tells you how much space is 
still available based on what is currently being used, and the space limit imposed from 
the previous field. 

Restricting Volume Space Availability with SYSCON 
Using the SYSCON menu utility, you can restrict the amount of space available to a user by fol
lowing the steps below: 

1. 	 From the Available Topics main menu of SYSCON, select User Information and then, from 
the listing of User Names, the desired user ID. 

2. 	After selecting the desired ID, you are presented with a window entitled User Information 
that contains configuration information specific to the ID in question. From this screen, 
you should select Volume/Disk Restrictions and then, from the listing of available volumes, 
the volume on which you want to impose the restriction. 

3. 	 Once you have selected the desired volume, SYSCON presents you with a window entitled 
User Volume/Disk Restrictions that contains three fields, each of which is explained below: 
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Limit Volume Space: By default, this field is set to No. If you want to impose a space 
restriction for this user on the selected volume, change this setting to Yes. 

Volume Space Limit: After selecting Yes, you can enter the number of kilobytes to 
which you want to restrict this user. 

Volume Space In Use: For viewing purposes only, this field tells you how much space 
the user currently has in use on the volume. 

Restricting Volume Space Availability with USERDEF 
Normally used when creating users, USERDEF also can be used to impose space restrictions for a 
volume on the server by following the steps below: 

1. 	 From the Available Options main menu of USERDEF, select Restrict User and, from the 

Users On Server window, the desired user ID. 


2. 	After selecting the user ID, USERDEF presents you with a window showing the available 
volumes on the server. At this point, you must select the volume on which you want to 
impose the restriction. 

3. 	Once a volume has been selected, USERDEF presents you with a window entitled User Disk 
Space Limitation Information that contains five fields, each of which is explained below: 

User: For viewing purposes only, this field tells you the name of the ID on which you 
are imposing the restriction. 

Volume: For viewing purposes only, this field tells you the volume on which you are 
imposing the restriction. 

Limit Space: Set to No by default, you can change this field to Yes if you want to im
pose a space restriction on the volume for the selected user. 

Available: After selecting Yes, this field lets you set the maximum space that should be 
made available to the selected user. 

In Use: For viewing purposes only, this field tells you how much space is in use on the 
volume for the selected user. 





Chapter 18 

Creating Pr 


Currently, there are various hardware- and software-based products on the market that offer print 
server-type functions, but for the most part, they all have one thing in common: they all inter
face with NetWare's printing services in some fashion or another. While it is not possible to dis
cuss each of these products, in this chapter we examine NetWare's own print services and specifi
cally: 

• 	 Creating a print server 

• 	 Creating print queues 

• 	 Configuring a print server 

• 	 Configuring print servers to service multiple file servers 

Creating the Print Server 

Taking into account all the parts involved with printing, the print server is probably the most 
critical component of all. As the printing "control center," it is the print server's responsibility to 
send jobs from the queues to the printer and to manage how the printers interact with NetWare. 

Using the PCONSOLE utility, you can create your print server by following these steps: 

1. 	When you select Print Server Information from the Available Options main menu of 
PCONSOLE, NetWare displays the Print Servers window that shows all the print servers 
currently installed on the file server. 
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2. A new print server can be created by pressing the Insert key and entering the desired name 
at the New Print Server Name: prompt. 

After these two short steps, you then have a NetWare print server set up and ready to be config
ured. While the configuration process may seem a little long and drawn out the first time you do 
it, after a while it becomes second nature to you. 

Providing Additional Print Server Information 
While not essential to the operation of the print server, there are several options available to you 
once the print server has been created. By selecting Print Server Information from the main menu 
of PCONSOLE and then selecting the desired print server from the Print Servers window, these 
options are made available to you (see fig. 18.1). Each of these options is discussed under the 
following headings and your use of them really depends on what your specific requirements are. 

Fig. 18.1 Options available to you from within PCONSOLE to provide additional information about the print 
server. 

Setting a Print Server Password 
A password can be assigned for the print server to ensure that only authorized personnel can load 
the actual print server configuration in question. When a password is not used, an intruder could 
load the print server on a workstation equipped with a printer and have the jobs diverted to their 
own printer. 
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You can set a new password, or change an existing one, by selecting Change Password from the 
Print Server Information window and entering the password. When asked, reenter the password 
to confirm that you entered what you think you entered. 

Tip 

You can remove a password from the print server by selecting Change Password and then just pressing the 

Enter key when asked for the new password. 

Note . 

The maximum size of the print server password is 127 characters, 

Setting a Print Server's Full Name 

While not necessary for the purpose of configuration, a full name can be set for the print server. 
The print server's full name can be used to provide distinguishing information, such as its loca
tion or purpose. To set a full name for the print server, select Full Name from the Print Server 
Information window and enter the name at the prompt provided. 

Note 
, _,',' 0' " , ,"" 

The maximum size of theprirJt~l'Ver's full name is 62 charactei~; 

Creating Print Server Operators to Manage the Print Server 

Print server operators can be created for each print server to help the LAN administrator with the 
day-to-day management duties. You can create a print server operator by selecting Print Server 
Operators from the Print Server Information screen and then pressing the Insert key at the Print 
Server Operators window to select the desired operators from the listing of Print Server Operator 
Candidates. 

For detailed information on what print server operators can do, refer to the heading "Tasks that 
Managers and Operators Can Do" in Chapter 12, "Security Equivalences." 

Note 

By default, the SUPERVISOR 10 is a operator for every print server. 
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Tip 

If you are going to have several people who will be Print Server Operators, you can use SYSCON to create a 

group called PRINT-SERVER-OPERATORS. Once created, you then can assign this group as an operator in

stead of assigning individual IDs. This is especially useful when the same users will be operators for multiple 

print servers. 

Determining Who Can and Cannot Use the Print Server 
When a print server is created, by default, NetWare enables any user that is a member of the 
group EVERYONE to access the services provided. Depending on your specific requirements, the 
occasion may arise that you must restrict access to the print server to a single user or a select 
group of users. One such example is a print server created on the network that will be used for 
confidential information such as that produced by the Human Resources department. 

Within PCONSOLE, you can restrict who can and cannot use the print server by selecting the 
Print Server Users option from the Print Server Information window. After you select this option, 
NetWare provides you with a listing of all the users and groups that are currently allowed to use 
the print server. You can remove a user from this listing by highlighting the user ID and pressing 
the Delete key, or you can add a new user to this listing by pressing the Insert key and selecting 
the desired user ID or group from the listing of Print Server User Candidates. 

Because NetWare assigns the group EVERYONE as a print server user, if you want to restrict access to the 

print server for a select group of users, you must remove the EVERYONE group as a print server user; other

wise, all members of this group (usually all users on the server) will have access to the print server's resources. 

Configuring the Print Server 
Once a print server has been set up on the file server, it can be configured at any time by selecting 
Print Server Information from the main menu of PCONSOLE and then selecting the desired print 
server from the Print Servers window. After the print server has been selected, NetWare displays 
the Print Server Information window. When you select Print Server Configuration, NetWare pre
sents yet another menu that provides you with several options for configuring the print server 
(see fig. 18.2). While it is not mandatory to use each option, for your reference, each one is dis
cussed in the following sections. 
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Fig. 18.2 Options available within PCONSOLE to configure a print server. 

Determining which File Servers Should Be Serviced by the Print Server 
NetWare's printing facilities offer you the capability of configuring a print server to service mul
tiple file servers. By doing so, you can reduce the amount of configuration and equipment needed 
to service all your clients. When you select the option File Servers To Be Serviced from the Print 
Server Configuration menu, NetWare provides a window showing you the file servers this print 
server is configured to service. To add another server to this listing, press the Insert key and select 
the desired server from the listing of available servers. For detailed information on configuring 
your multi-server printing, refer to the heading "Printing in a Multi-Server Environment" later in 
this chapter. 

Note 

Creating Notify Listings 
While unfortunate, the time will come when some type of problem arises with your NetWare 
printing. To ensure the fastest response time to these failures, the print server can be configured 
so that printer errors are reported to a select group of users. By sending a message across the LAN, 
the print server notifies the selected users of various printer-related problems. You can create this 
listing by following these steps: 

Note 
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Note 

1. 	Select Notify List for Printer from the Print Server Configuration Menu window and then, 
from the window of Defined Printers, the printer for which you want to create the listing. 

2. 	After you select the printer, a window showing the current users to be notified appears. You 
can add a user or group to this listing by pressing the Insert key and selecting an ID from 
the Notify Candidates window. 

Shortcut 

You can add multiple users or groups at one time by highlighting each one and flagging them with 

the F5 key prior to pressing Enter. 

3. 	Once an object (user or group) has been selected, NetWare presents one final window en
titled Notify Intervals with two options-First and Next. The First option specifies how 
many seconds must go by before the first warning message is sent, while the Next param
eter tells NetWare how often to repeat the error message until the problem is resolved. 

Do not set these values too low. It can be rather annoying to receive a message on your PC every 30 seconds 

telling you the printer is out of service when it has only run out of paper. 

Creating and Configuring Printers 
Even though the print server has already been created, one of the most vital components is still 
missing-the printers. Using PCONSOLE, you can create printer assignments that can then be 
used to service the print queues on the server. You can create printers for your print server by 
following these steps: 

1. 	When you select Printer Configuration from the Print Server Configuration Menu window, 
PCONSOLE presents you with a window entitled Configured Printers that lists all of the 
printers currently set up for the print server. 

2. 	To create a printer, you must first select one of the openings available from the Configured 
Printers window (numbered 0 through 15). After making your selection, PCONSOLE pre
sents you with a screen like the one shown in Figure 18.3. For your reference, each of the 
options shown on this screen is noted below. 
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Fig. 18.3 Printer configuration screen of PCONSOLE. 

Name: The name field can be used to assign a name to the printer that appears on the print 
server console. Ideally, you should choose something descriptive. For example, the name 
field could be used to specify the make/model of a printer or the printer's location. The 
name field accepts a maximum of 47 characters. 

Type: This field specifies the type of connection used for this printer. By selecting this 
option, NetWare displays a window with the following connection types you can use: 

• 	 Local Parallel/Serial-Used for a printer physically connected to the print server. 

• 	 Remote Parallel/Serial-Used for a printer physically connected to one of the work
stations on the network. 

• 	 Remote Other/Unknown-Used with remote printers equipped with network cards 
(such as HP's JetDirect card). 

Do not use the Remote Other/Unknown option unless you are specifically told to in the docu

mentation of your remote printing hardware. 

• 	 Defined Elsewhere-Used only when you are configuring printing for a multi-server 
environment. Selecting this option tells NetWare the printer configuration has been 
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defined on another file server. For detailed information on configuring multi-server 
printing services, refer to the heading "Printing in a Multi-Server Environment" later 
in this chapter. 

Use interrupts: Interrupts tell the CPU a specific task must be completed. During the installa
tion of your file server hardware, you most probably had to configure the interrupts used 
for the server hardware such as the printer ports, disk controllers, and so on. If you want to 

use interrupts for the printer, answer Yes in this field; otherwise, you can answer No and 
use the "polled" process. Polled is slower but does not require the use of a dedicated IRQ, 
which can be a valuable asset in the server! 

IRQ: When you answer Yes to Use interrupts, you must then specify the interrupt you want 
used for the printer. This option must match up with the interrupt you configured when 
installing the workstation or file server hardware. 

Buffer size in K: Specifies the amount of memory available for the printer's buffer. For most 
installations, the default value of 3K is sufficient. 

Tip 

If your printer stops and starts while printing a job, increasing the buffer size may resolve the problem. 

Starting form: Specifies the form loaded in the printer when the print server first initializes. 
By default, NetWare assigns form 0 for this field but you can change it to any form you 
have created with the PRINTDEF utility. Refer to Chapter 21, "Printing Management," for 
information on creating forms. 

Queue service mode: Tells NetWare how you want the printer to service requests that require 
different form types. By selecting this field, you are presented with the four options shown 
below: 

• 	 Change forms as needed: The printer prints all jobs as received. When a job arrives that 
requires a different form, the printer is paused and a request for a form change ap
pears on the printer status console. 

• 	 Minimize form changes across queues: The printer prints all jobs in the highest priority 
queues that require the mounted form and then scans other queues with jobs that 
require the mounted form. Once these jobs have been cleared, the printer pauses and 
a request for a form change appears on the printer status console. 

• 	 Minimize form changes within queues: The printer prints all jobs in the highest priority 
queues that require the mounted form and it then processes the remaining print jobs. 
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• 	 Service only currently mounted form: The printer only services jobs that require the cur
rently mounted form. 

Baud rate: Used for serial printers only, this field determines how fast data can be transmit
ted to the printer. Refer to your printer and server documentation to determine the fastest 
acceptable baud rate. 

Data bits: Used for serial printers only, this field specifies the number of bits used to form a 
character (between five and eight bits). Refer to your printer documentation to determine 
the number of bits that should be used. 

Stop bits: Used for serial printers only, this field specifies the number of stop bits required for 
your printer. Refer to your printer documentation to determine the number of stop bits that 
should be used. 

Parity: Used for serial printers only, this field specifies the parity required for your printer. 
Refer to your printer documentation to determine the number of stop bits that should be 
used. 

Use X-On/X-Of(: Used for serial printers only, this field specifies whether or not you want to 
use the X-ON/X-OFF transmission method. Refer to your printer documentation to deter
mine whether or not your printer supports this type of transmission. 

3. 	 After you have made all the appropriate settings for the printer, save your configuration by 
pressing the Esc key and confirming that you want to save these changes. 

Viewing or Setting Queues Serviced by a Printer 
Probably the last step you take to configure your print server is to assign print queues to each of 
the defined printers. By assigning a queue to a printer, you are authorizing the print server to 
send any jobs it receives for that queue to the selected printer. You can assign a print queue to a 
printer by following these steps: 

1. 	Select Queues Serviced by Printer from the Print Server Configuration Menu window and 
then select the desired printer from the listing of Defined Printers. 

2. 	Once you have selected a printer, NetWare displays a listing of the print queues that have 
already been set up for this printer. You can add a new print queue to this listing by press
ing the Insert key and then selecting a queue from the listing of Available Queues. 
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3. 	 After selecting the queue, the last step to adding the queue to the printer's listing is to 
specify the queue's priority. The priority is a numerical-based value, 1 being the highest, 
that tells NetWare how you want to service the printers. Jobs placed in queues with the 
highest priority are printed before jobs in any other queue. 

Creating Print Queues 
Note 

SREQUIRED TOC 	 UST BE ASUPERV! CREAtEA PRINT 
E. 

Print Queues are used as a type of holding area for print jobs. When a user on the file server re
quests a file or screen to be printed, the print job is first sent to the print queue to which it is 
captured. The job then remains in the print queue until such time that a printer is available to 
accept the job for printing. 

You can create a print queue on the file server by following these steps: 

1. 	From the Available Options main menu of PCONSOLE, select Print Queue Information to 
view the Print Queues window that lists all the queues currently configured. 

2. 	To create a new queue, press the Insert key and enter the desired queue name at the New 

Print Queue Name: prompt. 

After these two short steps, you have a fully operational print queue at your disposal. To ensure 
the queue that you created operates to your requirements, the following sections provide you 
with the detailed information you need to configure the queues you created. 

Configuring Print Queues 
After the print queue has been created, there are a few options available to you that can be used 
to customize how the queue operates. By selecting the desired print queue from the Print Queues 
window, a new window entitled Print Queue Information (see fig. 18.4) appears with options 
specific to the queue. For your reference, each of these options is discussed in the following 
sections. 
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Fig. 18.4 The Print Queue Information window shown within PCONSOLE. 

Current Print Job Entries 
Selecting this option displays a listing of all the jobs currently in the queue. Refer to the heading 
"Viewing and Manipulating]obs in the Print Queue" in Chapter 21, "Printing Management," for 
further information. 

Current Queue Status 
The Current Queue Status option displays some basic information on the queue, such as the 
number of jobs currently in the queue and whether users can submit jobs to the queue. For fur
ther information on this option, refer to the heading "Viewing and Changing the Status of a 
Print Queue" in Chapter 21, "Printing Management." 

Currently Attached Servers 
The information provided by selecting this option is for viewing purposes only and displays the 
names of the print servers currently servicing this queue. 

Print Queue ID 
When NetWare creates a print queue, it is assigned a unique number and a subdirectory of 
the SYSTEM directory is then created, based on this unique number, with an extension QDR. 
For example, if NetWare assigns the number 09000009 as the queue ID, a directory called 
09000009.QDR is created in the SYSTEM directory. Within this directory, NetWare stores two 
hidden files that provide configuration information of the queue, and any print jobs that are 
sent to the queue. As the jobs are printed, NetWare deletes them from the queue directory. 

By selecting this option, you can view the unique number assigned to the selected queue. 
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Creating Print Queue Operators to Manage a Queue 
Print queue operators can be assigned for each print queue to help the LAN administrator with 
the day-to-day management duties. You can assign a print queue operator by selecting Print 
Queue Operators from the Print Queue Information screen and then pressing the Insert key to 
select the desired operators from the listing of Queue Operator Candidates. 

For detailed information on what print queue operators can do, please refer to the heading "Tasks 
that Operators and Managers Can Do" in Chapter 12, "Security Equivalences." 

Determining Who Can and Cannot Use a Print Queue 

When a print queue is created, by default, NetWare enables any user who is a member of the 
group EVERYONE to submit jobs to it. Depending on your specific requirements, the occasion 
may arise when you must restrict access to a print queue to a single user or a select group of users. 
Within PCONSOLE, you can restrict who can and cannot use a print queue by selecting the 
Queue Users option from the Print Queue Information window. After selecting this option, 
NetWare provides you with a listing of all the users and groups currently allowed to use the print 
queue. You can remove a user or group from this listing by highlighting the ID and pressing the 
Delete key, or, you can add a new user or group to this listing by pressing the Insert key and se
lecting the desired user ID or group from the listing of Queue User Candidates (see fig. 18.5). 

Because NetWare assigns the group EVERYONE as a queue user, if you want to restrict access to the print 

queue for a select group of users, you must remove the EVERYONE group as a print queue user; otherwise, all 

members of this group (usually all users on the server) are able to submit jobs to the queue. 
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Fig. 18.5 Using PCONSOLE to allow additional users to use a print queue. 

Printing in a Multi-Server Environment 

One aspect of printing with NetWare that tends to confuse some people is printing in a multi
server environment. When there is more than one file server on the network, you have the op
tion of creating a print server that services queues from multiple file servers. By doing so, you can 
minimize the amount of configuration required to get the printing services up and running while 
reducing the amount of hardware required. 

Before you even start to configure your multi-server printing services, document how it will all be 
set up. Many of the problems people encounter with their multi-server printing can be attributed 
to improper configuration. By documenting how the printing is set up beforehand, you minimize 
the chance of errors due to configuration. Your documentation should contain the following 
information: 

• The proposed name of the print server 

• The name of the "home" file server 

• The names of the "serviced" file servers 
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• 	 The print queues that are set up on each file server 

• 	 The quantity and types of printers that will be used 

• 	 The queues that will be serviced by each printer 

Note 

print server can s htfile$ervers 	 ourprintingser

~ccordingly. 

Once you have documented your proposed printing services, you can begin the configuration by 
following these five basic steps: 

1. 	Within the print server configuration on the "home" file server, add the names of the file 
servers you want to be serviced by this print server using the File Servers To Be Serviced 
option of the selected print servers configuration. Refer to the heading "Determing which 
File Servers Should Be Serviced by the Print Server" earlier in this chapter for detailed infor
mation on how to do this. 

2. 	Create the desired print queues on the "serviced" file servers. Refer to the heading "Creating 
Print Queues" earlier in this chapter for detailed information on how to do this. 

3. 	Create the print server on the "serviced" file server. When asked for the name of the print 
server, you must enter the exact name of the print server you configured on the "home" file 
server. Refer to the heading "Creating the Print Server" earlier in this chapter for detailed 
information on how to do this. 

4. 	Create the printers on the "serviced" file server for the print server. When creating the 
printer, you should select the same printer number as the one you chose in the print server 
configuration on the "home" file server. When you enter the printer configuration on the 
"serviced" file server, there are two fields you have to concern yourself with (refer to the 
heading "Creating and Configuring Printers" earlier in this chapter for detailed information 
on how to do this). 

Name: While you can enter anything you want in this field, you should enter the same 
name you chose within the printer configuration on the "home" server. 
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Type: In this field, you should select the Defined Elsewhere option as the print configura
tion is defined on the "home" server. 

5. 	Assign print queues to the printers within the print server configuration maintained on the 
"serviced" file server. Refer to the heading "Viewing or Setting Queues Serviced by a Printer" 
earlier in this chapter for detailed information on how to do this. 

After completing these steps, your multi-server printing is ready to go. To see how you can initial
ize your printing services, refer to Chapter 19, "Initializing Printing Services." 





Chapter 19 

Initializing q~inting S 


Once you have configured your NetWare print server, you must decide if you will be running the 
print server on a dedicated PC or as a process on the file server. Both methods are acceptable, but 
there are a few pros and cons for each one. 

In this section, we discuss some of the problems associated with each type of print server and 
more specifically: 

• Configuring a dedicated print server 

• Configuring a non-dedicated print server 

• Configuring and initializing remote printers 

Setting Up Your Dedicated Print Server 
Running the print server on a dedicated PC alleviates any potential performance problems at 
the file server that can be caused by printing. Since a dedicated PC is being used, no additional 
memory or CPU time is required from the file server. While the performance of the file server is 

not affected as much, overall printing services will be slower since print jobs sent from a worksta
tion must first travel to the file server, then to the dedicated print server on the network. In most 
cases, the slightly reduced performance is not a problem, but the associated cost is. 

When running the print server on a dedicated PC, you must be willing to spend the money on a 
PC that does nothing but sit there, waiting to print jobs. To soften the financial blow, you can try 
using an older 286 PC as the workstation, but, if your printing is too slow, you may have to up
grade the workstation to at least a 386. 

Setting up the dedicated print server is a fairly simple task compared to the other steps involved 
in configuring your printing services. The steps required to install your dedicated print server are 
discussed in the following headings. 
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Step 1: Setting Up the Workstation 
The first step is to set up a PC on the network that is used as the dedicated print server. At a mini
mum, the PC should be a 286, but a 386 is preferred. For this stage, think of the PC as any other 
workstation on the network. Therefore, you must install a network card in the PC with all the 
appropriate drivers and the workstation shells or DOS requester. Before proceeding past this stage, 
test your installation by logging into the file server from this Pc. If you cannot login to the 
server, double-check your installation. For detailed information on installing and configuring the 
workstation, refer to Chapter 4, "Installing Workstations." 

Step 2: Editing the Workstation's NET.CFG File. 
Once you have set up the PC and made sure you can access the file server from it, there are a 
couple of modifications that should be made to the NET.CFG file. Using a basic ASCII DOS editor 
(such as EDIT), add the following line to the NET.CFG file: 

SPX CONNECTIONS=60 

The next modification to the NET.CFG file is strictly voluntary. When initializing the print 
server, PSERVER.EXE needs to know on which file server the print server has been created. To 
make sure PSERVER looks for the appropriate file server, you either can specify the server name 
when loading PSERVER or you can use the Preferred Server statement in the NET.CFG file. By 
using the Preferred Server statement, the workstation establishes a connection with the desired 
file server when it is first turned on. 

If you do not specify a file server name in the PSERVER load line, it checks the file server to which 
the workstation has been attached. Using a basic ASCII DOS editor (for example, EDIT) add the 
following line to the NET.CFG file (replace file_server_name with the name of the desired file 
server): 

PREFERRED SERVER = file_server_name 

Step 3: Making the Necessary Files Accessible 
In addition to the workstation shell or the DOS Requester files, there are five files that must be 
accessible from the dedicated workstation: 

PSERVER.EXE 

IBM$RUN.OVL 

SYS$ERR.DAT 

SYS$MSG.DAT 

SYS$HELP.DAT 


These files are located in the PUBLIC directory of the file server and either can be copied to the 
local drives of the workstation or to another directory on the file server. 
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Tip 

Keeping the files in a directory on the server makes your life much easier when performing upgrades, espe

cially when there are multiple dedicated print servers. Instead of going to each dedicated workstation and 

upgrading multiple files, when on the server, you can upgrade the files from a single location. 

Tip 

If you are going to keep the files on the server, create a subdirectory in the LOGIN directory to store them. 

Since the LOGIN directory is the only directory accessible without actually logging into the server, this re

duces the steps needed to run the PSERVER.EXE program. Instead of having to log in to the file server each 

time you load the print server, you can run the PSERVER.EXE program right after loading the workstation 

shell or DOS requester. 

Step 4: Loading the Print Server 
Once you have completed the first three steps, the only step left is to actually load the print 
server software. You can do so by using the following syntax from the directory where the print 
server files have been installed: 

Note 

·rf.~prmt~~fi(~~~~•••.~/'.~~l~ 
·~te.ctaiy~fl:~~.~pq,"~'t~f~.. 

'~~~;~~~~;il .... 
"[,;,0 

PSERVER [fileserver/jprintserver 

Based on the preceding syntax, replace: 

fileserver with the name of the file server on which the print server configuration resides. 
The fileserver name is not needed in a Single-server environment or when the Preferred 
Server setting was used appropriately (refer to Step 2 above). 

printserver with the name of the print server you want to load. 

EXAMPLE 1: To load the print server PSI when the Preferred Server option has been set in the 
NET.CFG file, type the following: 

PSERVER PSt 



304 Chapter 19-1nitializing Printing Services 

EXAMPLE 2: To load the print server PS2 that was configured on the ACCOUNTING file server 
when the Preferred Server option has not been used, type the following from the command line: 

PSERVER ACCOUNTING/PS2 

Shortcut 

You can add the PSERVER command to the workstation's AUTOEXEC.BAT file to have the print server load 

automatically when the workstation is turned on. 

Setting Up Your Print Server as a Process on 
the File Server 
Running the print server as a file server process is probably the easiest method available. When 
you use the PSERVER.NLM module, all print server functions are run directly on the file server 
console. Like any other modules, PSERVER.NLM can be loaded and unloaded at any time. Since 

the print server is run as a process directly on the file server, printing services can be faster than 
printing with a dedicated print server. 

Before choosing this method, you first should determine if your file server can handle the additional load. If 

your server is already running at or near capacity, this method may actually result in slower performance for 

your printing services and may reduce the performance of the other file server functions. 

Loading the print server as a process on the file server can be completed in one simple task. 

When you use the following syntax, NetWare loads the print server and begins servicing the 
printing requests: 

LOAD PSERVER printserver_name [poll=XXj [delay=YYj 

Based on the preceding syntax, replace: 

printserver_name with the name of the print server you are loading. 

poll=XX with the number of seconds you want PSERVER to check the queues for jobs (such 
as poll=S). This setting is optional and when left out, PSERVER checks the print queues 
every fifteen seconds for jobs waiting to be printed. 

delay=YY with the number of seconds you want used to delay printing to the parallel port. 
In some cases, printing to the parallel port on a 486 or pentium computer can result in the 
print job being corrupted. If this happens to you, try using this option (such as delay=lO). 
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EXAMPLE: To load the print server PSI and have it check the print queues for jobs every five 
seconds, type the following from the command line: 

LOAD PSERVER PSt POLL=5 

Tip 

To ensure the print server loads whenever the server is first booted, you can add the command to the 


server's AUTOEXEC.NCF file stored in the SYSTEM directory. 


Setting Up Remote Printers 
Once the print server has been brought on-line, it is then time to initialize any printers attached 
to a LAN workstation that services network print queues. Using a utility called RPRINTER at the 
workstation, a printer that is physically connected to the workstation can then service these 
queues. 

There are two methods for using the RPRINTER utility-as a menuing system or from the com
mand line. Either method will do, but most people choose the command line method since it 
allows you to automate the process by inserting the command in the workstation's 
AUTOEXEC.BAT file. 

Files Required by RPRINTER 
Before discussing the two methods that are available to you, there is a little bit of preparation that 
must be done. To run the RPRINTER utility, there are six files that must be accessible from the 
workstation: 

RPRINTER.EXE 

RPRINTER.HLP 

IBM$RUN.OVL 

SYS$ERR.DAT 

SYS$MSG.DAT 

SYS$HELP.DAT 


These files are located in the PUBLIC directory of the file server and can either be copied to the 
local drives of the workstation or to another directory on the file server. 
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Tip 

Keeping the files in a directory on the server makes your life much easier when performing upgrades, espe

cially when there are multiple stations using RPRINTER. Instead of going to each dedicated workstation and 

upgrading multiple files, when on the server, you can upgrade the files in a single location. 

Tip 

If you are going to keep the files on the server, create a subdirectory within the LOGIN directory to store 

them. Since the LOGIN directory is the only directory that is accessible without actually logging into the 

server, this reduces the steps needed to run the RPRINTER.EXE program. Instead of having to log into the file 

server each time you want to initialize a remote printer, you can run the RPRINTER.EXE program right after 

loading the workstation shell or DOS requester. 

Initializing a Remote Printer from a Menu 
With the necessary files available from the workstation, you can use RPRINTER as a menu utility 
by following these steps: 

Note 

annot load or unlo from within COmPleted before 

nferWindows or a 

1. 	After typing RPRINTER from the command line, a menu entitled Available Print Servers 
appears that lists all the print servers currently on-line. From this listing, select the desired 
print server. 

2. 	Once the print server has been selected, a listing of remote printers that have not been 
loaded elsewhere is shown. These printers are those whose type have been configured in 
PCONSOLE as being Remote. From this listing, once you select the desired printer, 
RPRINTER initializes the connection between your workstation and the print server. 

Tip 

In some instances, you may want to load a printer in "polled" mode. By doing so, you are telling the printing 

facilities you want to ignore the configured interrupt settings. When using the menuing method, you can 

load printers in "polled" mode by typing RPRINTER -P from the command line instead of RPRINTER. 
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Initializing a Remote Printer from the Command Line 
Using RPRINTER from the command line provides the user with increased functionality over 
the menuing method. Unlike the menuing method that can only be used to initialize a remote 
printer, from the command line, RPRINTER can be used to complete any of the following tasks: 

• 	 Initialize a remote printer 

• 	 Uninstall a remote printer 

• 	 Review the remote printer configuration and status 

You can complete any of the tasks shown above by using the following syntax: 

RPRINTER [print_server_name printer_number] [-R] [-8] [-P] 

Based on the syntax above, replace: 

prinCserver_name with the name of the print server. 

printer_number with the printer number assigned in PCONSOLE. 

The last three options are used as follows: 

• 	 The -R switch removes the specified remote printer. 

• 	 The -S switch displays the status of the specified remote printer. 

• 	 The -P switch loads the specified printer in "polled" mode, thereby ignoring the configured 
interrupts. 

EXAMPLE 1: To initialize remote printer number 5 from the PSI print server at your workstation, 
type the following from the command line: 

RPRINTER PSt 5 

EXAMPLE 2: To initialize the remote printer number 2 from print server PSNTWQUICK and 
ignore the established interrupt settings, type the following from the command line: 

RPRINTER PSNTWQUICK 2 -P 
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EXAMPLE 3: To remove printer number 3 of print server PS2 from your workstation, thereby 
removing it from active service, type the following from the command line: 

RPRINTER PS2 3 -R 

Tip 

Instead of specifying the print server name and printer number when unloading a remote printer (for in

stance, RPRINTER PSl 0 -R), type RPRINTER -R to remove the printer that was loaded last. 

Tip 

To automate the loading of the remote printer software, some people load the RPRINTER command within 

the workstation's AUTOEXECBAT file. While this works fine for some installations, others may find that when 

the workstation is warm booted, the RPRINTER software does not load properly. If you are having problems 

reloading RPRINTER when you warm boot your PC, try adding an RPRINTER command with the -R switch 

prior to the load line. For example, if your AUTOEXECBAT file currently has a line to load a remote printer 

such as: 

RPRINTER PSNTWQUICK 0 

Try editing your AUTOEXECBAT to include the RPRINTER command with the -R switch prior to this line such 

as: 

RPRINTER PSNTWQUICK 0 ·R 

RPRINTER PSNTWQUICK 0 




Chapter 20 

Sendin 


NetWare's printing facilities provide you with a great deal of functionality when you want to 
send a simple print screen or a file to be printed. Using one of NetWare's printing commands, 
you can customize how the job is sent and how the printer handles it. 

In this section, we discuss the different commands involved with printing to a network printer 
and specifically: 

• Using the CAPTURE command to attach to print queues 

• Using the NPRINT command to print files to a network printer 

• Submitting jobs directly to a print queue from PCONSOLE 

Connecting Your Workstation to a Print Queue 
One of the key files involved in printing on a LAN is the CAPTURE utility. Unlike the NPRINT 
utility whose basic function is to send jobs to a print queue, CAPTURE is used to perform one of 
three tasks: 

• To enable nonnetwork-aware applications to print jobs to a network printer 

• To save data, such as screen captures, to a file 

• To print screens to a network printer 

To use CAPTURE, use the following syntax: 

CAPTURE [option(s)] 

Based on the preceding syntax, replace: 

option(s) with one or more of the options found in Table 20.1 
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Tip 

Instead of using the CAPTURE command with multiple variables on a regular basis, you can create print jobs 

with PRINTCON that group these commands into a single "job." Once created, you would then only have to 

use the Job parameter with CAPTURE. For further information on print jobs, refer to the heading "Working 

with Print Job Configurations" in Chapter 21, "Printing Management." 

Table 20.1 Parameters that can be used with the CAPTURE command. 

Parameter Abbr. Example Description 

AUTOENDCAP AU CAPTURE AU When used, NetWare does 
not complete your print 
request until you exit from 
the application you are 
using. 

BANNER=text B=text CAPTURE B= 
CONFIDENTIAL 

Specifies up to 12 characters 
you want printed on the 
lower half of your banner 
page. 

COPIES=# C=# CAPTURE C=2 Specifies how many copies 
you want of each job that is 
sent, up to a maximum of 
255 copies. 

CREATE=file CR=file CAPTURE CR=F:\USERS\ 
CSTAPLES\SCREEN.TXT 

Instead of sending output 
to the print queue, CAPTURE 
can redirect the information 
to a file. You must have 
sufficient trustee rights to 
create the file in the directory 
specified. 

FORM=# F=# CAPTUREF=12 Specifies a form you created 
with the PRINTDEF utility. 
By using forms, you can 
distinguish between different 
types or sizes of paper that 
should be loaded into the 
printer. You can either 
specify the form name or 
number with this option. 
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Parameter Abbr. Example 

FORMFEED FF CAPTURE FF 

jOB=job~name j=job~name CAPTURE j=STATEMENTS 

LOCAL=# L=# CAPTURE L=2 

KEEP K CAPTURE K 

NAME=name NAM=name CAPTURE NAM=BRYANKENT 

Description 

Tells NetWare that a form 
feed (page eject) command 
should be issued to the 
pri nter after the job is 
completed. Most applications 
do this normally, thus, using 
this option may cause 
NetWare to print a blank 
page after every print job. 

Specifies a print job config 
file you created with 
PRINTCON that should be 
used. Print job config files 
contain the same type of 
information you would issue 
with the CAPTURE com
mand. Using a print job 
config file reduces the 
amount of work needed to 
issue a CAPTURE command 
because you would not have 
to enter all the other 
variables at the command 
line. 

Specifies which printer port 
you want captured (LPT1 = 1, 
LPT2=2, LPT3=3). By 
capturing different ports, you 
can be captured to multiple 
queues at the same time. 

Under normal situations, if 
your PC is disconnected from 
the network while sending a 
print job (such as during a 
power failure), NetWare 
discards the partial print job. 
Using the Keep parameter, 
you can instruct NetWare to 
print whatever it receives, 
even if it is a partial job. This 
parameter is mostly used 
when issuing a print request 
that could take a long time. 

Specifies the name that 
should be printed in the 
upper half of the banner 
sheet, up to 12 characters. 
When left out, NetWare uses 
the ID of the user sending 
the job as the name. 

(continues) 
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Table 20.1 Continued. 

Parameter Abbr. Example Description 

NOAUTOENDCAP NA CAPTURE NA Tells NetWare not to send 
the print job to the queue 
when exiting or entering an 
application. When used, 
NetWare does not complete 
the print request until the 
user types ENDCAP at the 
workstation. This parameter 
is usually required when 
printing to PostScript 
printers. 

NOBANNER NB CAPTURE NB Tells NetWare you do not 
want a banner page to be 
printed before the job. 

NOFORMFEED NFF CAPTURE NFF Tells NetWare you do not 
want a form feed (page 
eject) command sent after 
the print job. This parameter 
is usually required when 
printing to PostScript 
printers. 

NONOTIFY NNOTI CAPTURE NNOTI Tells NetWare you do not 
want to be notified when 
your print job has com
pleted. This option is only 
needed if you are using a 
print job that has the 
notification enabled. 

NOTABS NT CAPTURE NT Tells NetWare you do not 
want it to replace the tab 
characters with spaces. 
Generally, you use this 
parameter when printing to 
PostScript printers or if you 
are having problems printing 
graphics jobs. 

NOTIFY NOTI CAPTURE NOTI When you use this parameter 
with your CAPTURE 
statement, you are request
ing NetWare to send you a 
message after your print job 
has completed. 

QUEUE=prinCqueue Q=prinCqueue CAPTURE Q=PRINTQl Tells NetWare which print 
queue to which you want to 
print. 
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Parameter Abbr. Example Description 

SERVER=server_name S=server_name CAPTURE S=FS1 Tells NetWare which file 
server to which you want 
to print. 

SHOW SH CAPTURESH Forces CAPTURE to show you 
your current capture settings. 

TABS=# T=# CAPTURE T =10 Tells NetWare the number of 
spaces you want CAPTURE to 
substitute for each TAB 
character found within the 
print job. The default value is 
8 and the acceptable range is 
between 1 and 18. 

TIMEOUT=seconds TI=seconds CAPTURE TI=60 Specifies how long NetWare 
should wait before closing 
the print request from the 
time the print request is 
actually made. If you are 
having problems with jobs 
not being sent in their 
entirety, try increasing the 
timeout from the default of 
five seconds. The acceptable 
range for the timeout field is 
from 0 to 1000; 0 disables 
the timeout. 

EXAMPLE 1: To capture the workstation to the PRINTQO queue on the default server with a 
timeout value of two seconds without a banner, type the following from the command line: 

CAPTURE Q=PRINTQO TI=2 NB 

EXAMPLE 2: To capture the workstation to the ACCOUNTING print queue on file server FS1 with 
a timeout value of 25 seconds with no banner, and no formfeed, type the following from the 
command line: 

CAPTURE Q=ACCOUNTING S=FSI TI=25 NB NFF 

Tip 

To ensure that users can print when they log into the file server, add the CAPTURE command with the associ

ated options to one of the login scripts using the # login script command. 
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Tip 

If you have not captured to a print queue and there are no printers attached to the workstation, the worksta

tion may hang if the user attempts to print a screen. To alleviate this problem, add the command LOCAL 

PRINTERS=O to the NET.CFG file. 

Stopping the Capturing Process 
NetWare comes equipped with a utility known as ENDCAP that is used to end the capturing of a 
workstation to a print queue. You generally use ENDCAP in one of two situations: 

• 	 When you want to stop capturing to all print queues 

• 	 If you used the NOAUTOENDCAP parameter with CAPTURE or your timeout value was too 
high, using ENDCAP closes your print job immediately. Once closed, the next available 
printer is able to service it 

To use ENDeAP, follow this syntax: 

ENDCAP [option(s)] 

Based on the preceding syntax, replace: 

option(s) with one of the options noted in Table 20.2. 

Table 20.2 Options that can be used with the ENDCAP utility. 


Option Abbr. Example Description 


Local=# L=# ENDCAP L=l 	 Ends the capture of a specific LPT port. 

ALL ENDCAPALL 	 Ends the capturing of all LPT ports. 

Cancel C ENDCAP C 	 Ends the capturing of LPTl and discards all 
data sent to the port without printing it. 

CanceILocal=# CL=# ENDCAP CL=2 	 Ends the capturing of a specific LPT port and 
discards all data sent to the port without 
printing it. 
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Printing Files from the Command Line 

The NPRINT command is used when you want to print a DOS ASCII file or a file that has been 
properly formatted by an application for your printer to a NetWare print queue. You can use 
NPRINT by following this syntax: 

NPRINT path [option(s)] 

Based on the preceding syntax, replace: 

path with the directory path of the file to which you want to print, including the file name. 

option(s) with one or more of the options shown in Table 20.3. If no options are specified, 
NPRINT uses the default print configuration specified in PRINTCON. 

Tip 

Instead of using the NPRINT command with multiple variables on a regular basis, you can create print jobs 

with PRINTCON that group these commands into a single "job." Once created, you would then only have 

to use the Job parameter with NPRINT. 

Tip 

You can print mUltiple files from the single command by separating each file name with a comma. 

Table 20.3 Parameters that can be used with the NPRINT command. 

Parameter Abbr. Example Description 

BANNER=text B=text NPRINT TEST.PAG Specifies up to 12 
Q=PRINTQ1 B=RUSH-DELIVER characters you want 

printed on the lower half 
of your banner page. 

COPIES=# C=# NPRINT FILE.PRN C=14 Specifies how many copies 
Q=PRINTQ1 you want of each job that is 

sent, up to a maximum of 
999 copies. 

DELETE D NPRINT CONFIDENT.DOC D Deletes the file you are 
printing as soon as the 
print job is sent to the 
queue. 

(continues) 
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Table 20.3 Continued. 

Parameter Abbr. Example Description 

FORM=# F=# NPRINT WORK.FLO F=21 Specifies a specific form 
you created with the 
PRINTDEF utility. By using 
forms, you can distinguish 
between different types or 
sizes of paper that should 
be loaded into the printer. 
You can either specify the 
form name or the form 
number with this option. 

FORM FEED FF NPRINT ASSIGN.DOC FF Tells NetWare a form feed 
(page eject) command 
should be issued to the 
pri nter after the job is 
completed. 

JOB=# J=# NPRINT RAISES.WP5 J=HR Specifies a print job config 
Q=HRQ1 file you created with 

PRINTCON that should be 
used. Print job config files 
contain the same type of 
information you would 
issue with NPRINT from the 
command line. Using a 
print job config file reduces 
the amount of work 
needed to issue an NPRINT 
command because you 
would not have to enter all 
the other variables at the 
command line. 

NAME=name NAM=name NPRINT PERSONAL.DOC S=FS1 Specifies the name that 
NAM=BRYANKENT should be printed in the 

upper half of the banner 
sheet, up to 12 characters. 
When left out, NetWare 
uses the ID of the user 
sending the job as the 
name. 

NOBANNER NB NPRINT SAMPLE.TXT NB Tells NetWare you do not 
want a banner page to be 
printed before the job. 

NOFORMFEED NFF NPRINT SAMPLE2.TXT NFF Tells NetWare you do not 
want a form feed (page 
eject) command sent after 
the print job. This param
eter is usually required 
when printing to PostScript 
printers. 
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Parameter Abbr. Example Description 

NONOTIFY NNOTI NPRINT YASQY.OOl NNOTI Tells NetWare you do not 
want to be notified when 
your print job has com
pleted. This option is only 
needed if you are using a 
print job that has the 
notification enabled. 

NOTABS NT NPRINT NTWQUICK.DjA NT Tells NetWare you do not 
want to replace the tab 
characters with spaces. 
Generally, you use this 
parameter when printing to 
PostScript printers or if you 
are having problems 
printing graphics jobs. 

NOTIFY NOTI NPRINT NEWFILE.PRN NOTI Requests NetWare to send 
you a message after your 
print job has completed. 

PRINTSERVER= PS= NPRINT MOVE.PRN PS=EBO-1 Specifies the print server to 
princserver_name princserver_name which you want to send 

the print job. 

QUEUE=prinCqueue Q=prinCqueue NPRINT CHAPT2.DOC Q=PRINTQ3 Tells NetWare the print 
queue to which you want 
to print. 

NPRINT FILENAME.TXT S=FS2 Tells NetWare the file server 
to which you want to print. 

TABS=# T=# NPRINT TESTPG.HG T = 1 Tells NetWare the number 
of spaces you want NPRINT 
to substitute for each TAB 
character found within the 
print job. The default value 
is 8 and the acceptable 
range is between 1 and 18. 

EXAMPLE 1: To print the file SUPPORT.TXT to the PRINTQO queue on the FSI file server with a 
banner called DELIVER, type the following from the command line: 

NPRINT SUPPORT.TXT Q=PRINTQO S=FSI B=DELIVER 

EXAMPLE 2: To print two copies each of the files TESTl.TXT and TEST2.TXT to the PRINTQl 
queue on the default file server, type the following from the command line: 

NPRINT TESTl.TXT,TEST2.TXT Q=PRINTQl C=2 
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EXAMPLE 3: To print the file SALARY.TXT located in the SYS: \ DATA directory to the HR print 
queue without a banner, type the following from the command line: 

NPRINT SYS:\DATA\SALARY.TXT Q=HR NB 

Tip 

Wild cards can be used with the NPRINT utility. For example, to print all files in the current directory with the 

extension TXT to the ACCOUNTING queue, type NPRINT *.TXT Q=ACCOUNTING from the command line. 

Printing Files from within PCONSOLE 

Previous discussions showed you how to print a file from the command line. One usually over
looked feature is the ability to print a file right from within the PCONSOLE utility. In most cases, 
printing a file is achieved from within a third-party application or by using the NPRINT utility 
from the command line. Using the PCONSOLE utility, you can insert a job directly into a print 
queue by following these steps: 

1. 	From the Available Options main menu of PCONSOLE, select Print Queue Information and 
then the desired print queue from the Print Queues window. 

2. 	After selecting the desired queue, PCONSOLE displays a new window entitled Print Queue 
Information that provides options specific to the selected queue. From this screen, you can 
select Current Print Job Entries which displays all the jobs currently in the queue. 

3. 	While viewing the screen of current queue jobs, you can add a new job directly to the 
queue by pressing the Insert key and specifying the location of the file you want to print in 
the Select Directory to Print From window. After specifying the directory and pressing En
ter, PCONSOLE displays a window entitled Available Files that lists all the files in the direc
tory (see fig. 20.1). From this screen, highlight the file you want to print and press the Enter 
key. 
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Fig. 20.1 Adding a new job to the print queue from within PCONSOLE. 

Shortcut 

Instead of submitting a single file, you can flag multiple files to be added to the queue by scrolling 

through the listing and pressing the F5 key on each of the files before pressing Enter. Alternatively, 

you can flag multiple files at once by pressing F6 and using a Tag Filter. A Tag Filter tells NetWare you 

want it to flag multiple files based on certain criteria. For example, if you create a Tag Filter for *.TXT, 

NetWare automatically tags all files with the extension TXT. 

4. 	After selecting the file, a new window appears, showing you all the print job configurations 
currently available on the server. At this point, you should select the job configuration you 
want to use. 

5. 	The final step to submitting the job involves a window entitled New Print Job to be Submit
ted that enables you to customize how you want this job to be handled. After making the 
changes and pressing the Esc key, you are asked to confirm that you want PCONSOLE to 
save the job. Once saved, it is submitted into the queue and printed as soon as a printer is 
available. 
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Printing Ma 


When some people configure their network printing, they do so at a very basic level. The print 
server is configured and brought on-line so the users can get their documents from their PC to a 
printer. While this is all well and good for some, others want to take a little more control over 
what is being printed and how. 

One of the nice things about NetWare's printing facilities is that there are several tools available 
to you to "personalize" your printing services as well as manage them. In this section, we discuss 
printing management and specifically: 

• Using and modifying printing devices 

• Creating form types 

• Creating and using print jobs 

• Managing print queues 

• Managing the print server and network printers 

Defining Your Printing Resources 
Note 

HTS REQ.Ultt*ltiT~*~ MUSTBEASU CREATE OR E 
RMS ANI;)PFtINi'lti'~}I~~~ 

Depending on the size of your LAN and your organization, printing can be a very complex facil
ity. While some companies may only use one type of printer and standard plain paper to print 
with, others may have a variety of printers and paper they use. To keep all this information orga
nized and available to the user, NetWare includes a utility known as PRINTDEF. 
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When you use PRINTDEF, you can create a database of information regarding the different types 
of paper and the printers you use. Once created, you then can take advantage of some of the 
options available with the other NetWare printing commands such as those listed below: 

• 	 The PRlNTCON utility uses the PRINTDEF database when configuring print jobs for infor
mation regarding the different types of forms and printer functions that are available. 

• 	 The FORMS options of the CAPTURE and NPRINT utilities rely on the PRINTDEF database 
for information regarding the different types of forms that have been created. 

• 	 The JOB options of the CAPTURE and NPRINT utilities rely on the jobs created in the 

PRINTCON utility that, in turn, relies on the PRINTDEF databases. 


• 	 The PCONSOLE utility relies on the PRINTDEF databases to determine how printing re
quests should be handled and for information regarding the types of forms and printer 
functions that are available. 

Creating a Database of Printer Types 
At any given time, there are probably more makes and models of printers than you could possibly 
imagine. While they all serve the same purpose, to print your documents, the manner in which 
they comp'lete their tasks will vary between makes and even between models. 

To ensure that you can use all your printers to their full potential, you can create a database of 
printer device information that can be used to view or modify the functions the printer can com
plete. Under the following headings, you see how you can load, view, and modify your printer's 
device files. 

Loading a New Printing Device 
Before you can view or modify a printer device file, you must first import one into the printing 
database stored in file form as NET$PRN.DAT in the PUBLIC directory. Printing device files are 
known as PDF files, due to their extension, and can be found on the configuration disks supplied 
by your printer manufacturer or, if you're lucky, Novell may have one available for your specific 
printer. Alternately, if you do not have a PDF file available, you even can create your own! 

Note 

he PUBlfCdirecto 	 n of yourfileSetvtf, 

Loading a Device with a PDF File. If you have the printer's PDF file, whether it was supplied by 
Novell or you have it on a diskette, you can load it into the printer device database by following 
these steps: 
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1. 	From the PrintDef Options main menu of PRINTDEF, select Print Devices and then Import 
Print Device from the Print Device Options menu. 

2. 	After selecting the import option, PRINTDEF presents you with the prompt Source 

Directory where you then must specify where the PDF file can be found (see fig. 21.1). 
At this point, the steps you take depend on where the PDF file is stored: 

Fig. 21.1 Importing a print device definition with PRINTDEF. 

• 	 If the PDF file is stored in the current directory, just press the Enter key. 

• 	 If the PDF file is stored in another directory, but on the current file server, backspace 
over the directory name (but not the server and volume name) and enter the appro
priate directory name. For example, if your current directory is DATA and your 
current file server is FS1, the Source Directory prompt displays, by default, 
FS1/SYS:\DATA. If your PDF file is stored in the PUBLIC directory, backspace over 
DATA and type in PUBLIC so the window shows FS1/SYS: \ PUBLIC. Once the Source 

Directory prompt displays the appropriate location, press the Enter key to continue. 

• 	 If the PDF file is stored on a local disk drive, backspace over the text placed by default 
in the Source Directory prompt, press Insert and then select the local drive letter. 
After specifying the drive letter, PRINTDEF then asks you for the appropriate directory 
name. Once the Source Directory prompt displays the appropriate location, press Esc 
until it is the current window and then press the Enter key. 

• 	 If the PDF file is stored on another file server, backspace over the text placed by de
fault in the Source Directory prompt, press Insert and then select, from the listing 
provided, a server to which you are attached. If you want to import the file from a 
server that you are not attached to, press the Insert key again to select another file 
server on the network. You then need to provide PRINTDEF with your ID and pass
word for the other file server as required. After specifying the server, PRINTDEF then 
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asks you for the appropriate volume and directory name. Once the Source Directory 

prompt displays the appropriate location, press Esc until it is the current window and 
then press the Enter key. 

3. 	 Once the appropriate directory has been selected, PRINTDEF checks the directory for all 
available PDF files and the results are displayed in a window entitled Available .PDFs. 
From this window, select the desired PDF file by highlighting it and pressing Enter. 

Shortcut 

You can add mUltiple PDF files at one time by flagging each one with the F5 key before pressing Enter to 


select the files. 


Creating a New Device. If you have a printer for which Novell has not provided a PDF file and 
you do not have the configuration disks provided by the manufacturer, you can create a new 
device by following the steps below: 

1. 	From the PrintDef Options main menu of PRINTDEF, select Print Devices and then Edit 
Print Devices from the Print Device Options window. 

2. 	After selecting the Edit option, PRINTDEF provides you with a window entitled Defined 
Print Devices. You can create a new print device by pressing the Insert key and entering 
the new device name in the window provided (up to a maximum of 32 characters). 

Editing Currently Loaded Printing Devices 
When you use PRINTDEF, you can edit any of the currently loaded printing devices to alter the 
manner in which they operate. By changing or adding new escape sequences, you can take better 
control of how your printer operates. 

You can edit a print device by following the steps below: 

1. 	From the PrintDef Options main menu of PRINTDEF, select Print Devices and then Edit 
Print Devices from the Print Device Options window. 

2. 	After selecting Print Device Options, a window entitled Defined Print Devices appears, list
ing all the printer devices currently defined on the server. vou can edit any of these devices 
by highlighting the device name and pressing the Enter key. 

3. 	 Once the device has been selected, a new menu entitled Edit Device Options appears; it 
contains two options: 

Device Modes: This option views or creates new modes for the selected printer. In basic 
terms, a mode is a grouping of printer escape sequences that tell the printer what you 
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want it to do. For example, you could create a device mode called condensed that 
would first reset the printer and then provide it with all the necessary information to 
print your text in a condensed format. 

Tip 

Using device modes is an excellent way of printing documents in certain fonts. While Windows

based applications usually enable you to pick from a variety of fonts, DOS-based applications 

can be very limiting. By creating different modes for the desired fonts, you can use these modes 

in the different print job configurations to acheive the desired effect. 

Device Functions: This option views or creates new functions for the selected printer. 
By creating a new function, you are assigning a name to a series of "escape sequences" 
used to control how the printer performs certain tasks. While this may sound similar 
to a Device Mode, an easy way to distinguish between the two is that a Device Mode 
can be made up of one or more functions. For example, in the description of the De
vice Modes, you saw that you can create a device mode that would reset the printer 
and then print in condensed format. In this case, the Mode is made up of two func
tions, a reset function and a condensed function. 

4. 	By selecting Device Mode, you are presented with a window showing you all the modes for 
the current device (see fig. 21.2). You can view the functions of each mode by highlighting 
the mode and pressing the Enter key or you can add a new mode by pressing the Insert key 
and specifying the new mode name, up to 32 characters. To add a function to the mode, 
select the mode by highlighting it and pressing Enter, then press the Insert key to select a 
function currently defined for the device. 

5. 	By selecting Device Functions, you are presented with a window showing you all the func
tions for the current device. You can add a new function by pressing the Insert Key and 
entering the function name (up to 32 characters) and the desired escape sequence. Once the 
function has been created, it cannot be utilized until added to one of the device's modes 
(refer to Step 4). 
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Fig. 21.2 Reviewing the device modes of a selected printer device using the PRINTDEF utility. 

Exporting a Printing Device to a File 
Since PRINTDEF uses a single database file (NET$PRN.DAT) to store your printer database, it also 
provides you with a method of extracting device information to a PDF file that then can be im
ported into another file server's database. The device you extract into a PDF file maintains all the 
modifications you have made to its modes and functions. 

Note 

If you created your own printer device, this is the only way you can use the information on another server 

unless you want to recreate it from scratch. 

You can extract this information to a file by following these steps: 

1. 	 From the PrintDef Options main menu of PRINTDEF, select Print Devices and then Export 
Print Device from the Print Device Options menu. 

2. 	After you select the export option, PRINTDEF presents you with a window entitled Defined 
Print Devices that contains a listing of all print devices currently configured on the server. 
From this listing, select the device you want to export and press the Enter key. 

Note 

You can only export one print device at a time. 

3. 	 Once you have selected the device, a prompt entitled Destination Directory appears where 
you must then specify where the PDF file should be created. At this point, the steps you 
take depend on where you want the file to be created: 
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• 	 If you want the PDF file to be created in the current directory, just press the Enter key. 

• 	 If you want the PDF file to be created in another directory, but on the current file 
server, backspace over the directory name (but not the server and volume name) and 
enter the appropriate directory name. For example, if your current directory is DATA 
and your current file server is FSI, the Destination Directory prompt displays, by 
default, FSI/SYS:\DATA. If you want to create the PDF file in the PUBLIC directory, 
backspace over DATA and type in PUBLIC so the window shows FSl/SYS:\PUBLIC. 
Once the Destination Directory prompt displays the appropriate locations, press the 
Enter key to continue. 

• 	 If you want the PDF file to be created on a local disk drive, backspace over the text 
placed by default in the Destination Directory prompt, press Insert and then select 
the local drive letter. After specifying the drive letter, PRINTDEF then asks you for the 
appropriate directory name. Once the Destination Directory prompt displays the 
appropriate location, press Esc until it is the current window and then press the Enter 
key. 

• 	 If you want the PDF file to be created on another file server, backspace over the text 
placed by default in the Destination Directory prompt, press the Insert key and 
then, from the listing provided, select one of the servers to which you are attached. 
To create the file on a server you are not attached to, press the Insert key again to 
select another file server on the network. You then must provide PRINTDEF with 
your ID and password for the other file server as required. After specifying the 
server, PRINTDEF asks you for the appropriate volume and directory name. Once 
the Destination Directory prompt displays the appropriate location, press Esc until 
it is the current window and then press the Enter key. 

4. 	Once the appropriate directory has been selected, PRINTDEF asks you to specify the name of 
the file you want it to create in a window entitled Export File Name. The name you specify 
must be a maximum of eight characters without an extension. After you enter the file name 
and pressing the Enter key, PRINTDEF then creates the named file in the specified directory. 

Creating Form Types 
When you are printing documents, the time will most probably come when you want to use a 
different type of paper. With NetWare you have two choices-you either can send your print job 
as normal and rush to the printer to change the paper in time, or you can tell NetWare which 
type of paper you want to use. 

Using the PRINTDEF utility, you can create different codes that will be associated with the various 
types of paper you use. When a print server is configured, or first brought on-line, the SUPERVI
SOR or print server operator can tell PCONSOLE what type of paper is loaded in the printer using 
these form codes. If you use these when sending a print request, NetWare's printing facilities ask 
you to mount the correct type of paper in the printer when a different form is currently in use. 
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You can create a variety of forms by following the steps below: 

1. 	From the PrintDef Options main menu of PRINTDEF, select Forms to view the forms 

currently in use on your server. You can create a new form by pressing the Insert key. 


2. 	After you press Insert, NetWare provides you with a new window entitled Form Definition. 
This window contains four fields you use to define your required form type (see fig. 21.3). 
These fields are: 

Fig. 21.3 Creating forms with the PRINTDEF utility. 

Name: Specifies the name you want associated with your form type. You can enter up 
to twelve characters that help you remember what the form is for. For example, if 
you are creating a form type for 8 l/2-x-ll, three-hale-punched paper, use a form 
name of Stnd_3_Hole. 

Note 

Number: Similar in function to the Name field, the Number distinguishes the form you 
are creating from all other form types on the server. The form number must be be
tween 0 and 255 and it must be unique on the server. 

Tip 

When numbering your forms, you may want to assign certain ranges for the different types of 

forms. For example, forms 0 through 20 could be for different types of statement paper, and 

forms 21 through 40 for different types of letterhead. 
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Length: The Length field specifies how many lines can be printed per page. The value 
must be between 1 and 255 and is for your reference only. Your printer and applica
tion software ultimately determine how many lines can be printed per page. 

Width: The Width field specifies how many columns can be printed per line. The 
value must be between 1 and 99 and is for your reference only. Your printer and appli
cation software ultimately determine how many columns can be printed per line. 

3. 	After you have entered all the required information, you can save your changes by pressing 
Esc and then confirming that you want to save your form. At this point, PRINTDEF returns 
you to the forms window where you then see your newly created form added to the listing. 
From here, you can either create another form (refer to Step 2) or you can leave PRINTDEF 
by pressing Esc twice and confirming that you want to leave PRINTDEF. 

4. 	If you created any new forms, and you are exiting from PRINTDEF, you have to confirm if 
you want PRINTDEF to save your changes. 

Note 
, " ," " ; 	 , , ' ';;',?' ',!' " ' ' , " ~' ;" ': 

W"enyou~ve>,our new form types, PRINTDEF upaatljlsttieNEUPRN.OAT file stored in we PUlW~>' , 

directory.,; 


Working with Print Job Configurations 
There are so many things for users and administrators to remember regarding NetWare that life 
can seem difficult, especially with respect to printing. It is at times like this a utility such as 
PRINTCON can really come to good use. 

If you are familiar with the NPRINT or CAPTURE commands, you already know there are numer
ous parameters available for each. Instead of having to remember each of these parameters, and 
to make your printing services more streamlined, you can use the PRINTCON utility to create 
print "jobs." In basic terms, a print job is a type of configuration file that defines a variety of 
parameters. In the case of NPRINT and CAPTURE, the print job configuration can group the dif
ferent parameters into the single configuration file. Instead of specifying several parameters when 
using NPRINT and CAPTURE, you can use a single parameter,JOB, to specify the print job you 
create. 

Creating and Editing Print Job Configurations 
When you use the PRINTCON utility, you can create or edit your own customized print jobs by 
following the steps below: 
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1. 	From the Available Options main menu of PRINTCON, select Edit Print Job Configurations. 

2. 	After selecting the edit option, PRINTCON displays a window entitled Print Job Configura
tions that lists all the print jobs currently configured on the server. To edit one of the print 
jobs listed in this window, highlight the job and press the Enter key. Otherwise, you can 
create a new print job by pressing the Insert key and specifying the new job name in the 
window provided. 

3. 	Whether you selected a current print job configuration or you created a new one, 
PRINTCON presents you with another window providing the configuration information 
for the selected job (see fig. 21.4). This window contains several parameters, each of which 
is explained below: 

Fig. 21.4 Print job configuration window shown in PRINTCON. 

Number ofcopies: This field can be adjusted to change the number of copies that are 
printed from the selected job. 

File contents: With this option, you can specify how you want NetWare to handle the 
print job. By selecting Byte stream, formatting is handled by the application, while 
selecting Text tells NetWare you want tabs to be converted to spaces. 

Tab size: When Text is selected for the File contents option, you can use this option 
to specify how many spaces should be allocated per tab character. 

Suppress form feed: When set to No, NetWare sends a form feed command to the 
printer after the job is complete; otherwise, a setting of Yes restricts NetWare from 
sending the form feed. 

Notify when done: If set to Yes, NetWare sends a message to the user that sent the job 
confirming the printing is complete. 

Local printer: This field specifies which printer port should be used for the capture 
command. Acceptable values are 1 (for LPTl), 2 (for LPT2), or 3 (for LPT3). 

Auto endcap: This field specifies whether or not the job should be printed when you 
exit from a program (Yes) or until the ENDCAP command is issued (No). 
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File server: This field specifies which file server the print job should be sent to. 

Print queue: This field specifies which print queue the job should be sent to. You can 

select any print queue that is currently available on the file server you selected. 


Print server: This field specifies which print server the job should be sent to. By select

ing this field, you can either select a specific print server or the option "Any." When 

"Any" is selected, the print job is printed by any print server that services the selected 

queue. 


Device: This field specifies the printer device that you want to handle the print job 

that was configured in the PRINTDEF utility. By selecting this field, you can either 


select a specific print device or the option "None." When "None" is selected, there 

is no special formatting performed on the job. For further information on creating 

printer devices, refer to the heading "Loading a New Printing Device" earlier in this 

chapter. 


Mode: This field specifies the printer mode you want used for this print job that was 

configured in the PRINTDEF utility. By selecting this field, you can either select a 

specific printer mode or the option "None." When "None" is selected, the job is 

printed "as is." For further information on creating printer modes, refer to the head

ing "Editing Currently Loaded Printing Devices" earlier in this chapter. 


Form name: This option specifies which form should be used for printing this job. You 

can change the desired form by selecting this option and scrolling through the listing 

of forms that were set up with the PRINTDEF utility. For further information on creat

ing forms, refer to the heading "Creating Form Types" earlier in this chapter. 


Print banner: When set to Yes, NetWare prints a banner page before the print job; 

otherwise, a setting of No restricts NetWare from creating a banner page. 


Name: This option specifies the name that appears on the banner page. By default, 

this name is set to the name of the user ID creating the job, but it can be changed by /VI 

selecting the option and entering up to twelve characters. 


Tip 

If several users will make use of this print job, leave the Name field blank. By leaving this field 


blank, the name field on the banner page is set to the ID of the user sending the job each time. 


Banner name: This field specifies what you want printed on the banner page. When 
left blank, the name of the file being printed is used each time. The banner name field 
can be changed by selecting the option and entering up to twelve characters. 
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Enable timeout: This field specifies whether or not you want a timeout value to be used 
for your print job. When a timeout value is used, your job is automatically printed 
after the specified time has elapsed. If you do not use a timeout value, after sending 
your print job, you must use the ENDCAP command before it can be printed. 

Timeout count: When Enable timeout is set to Yes, you then can use this field to 
specify how many seconds must pass before your job will be printed. 

Tip 

The default value of five seconds is usually more than sufficient for most print jobs. The excep

tion is when you are printing large graphics files or from certain database applications. If you 

are noticing your print job is being broken up onto several pages, try increasing the timeout 

value to see if it improves your output. 

4. 	After you have edited the various fields to suit your needs, you can exit from this menu by 
pressing the Esc key and confirming if you want to save your changes. After confirming 
your intentions, PRINTCON returns you to the Print Job Configurations window. From this 
point, you can either create another print job, or if you are done, you can save your newly 
created jobs by pressing the Esc key twice and then confirming that you want to save your 
new jobs. 

Specifying a Default Print Job Configuration 
When users are printing on the LAN with the NPRINT or CAPTURE commands, they usually have 
to specify a variety of parameters, such as the server they want to print to and the queue they 
want to use. Instead of burdening the users with these chores, you can set a default print job 
configuration that is used when the additional parameters are not specified with NPRINT or CAP
TURE. For example, if you set a print job called REGULAR that specifies the queue PRINTQI and 
the server FSI as the default, a user could print a file with NPRINT by merely typing NPRINT 
filename without having to use the additional NPRINT parameters. 

You can specify which print job you want used as the default by following the steps below: 

Note 

1. 	From the Available Options main menu of PRINTCON, select the option Select Default Print 
Job Configuration. 
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Fig. 21.5 Selecting a default print job configuration. 

2. 	Next, from the the window provided, highlight the job you want to set as the default and 
press the Enter key (see fig. 21.5). 

3. 	After selecting a new print job as the default, you can save your changes by pressing the Esc 
key twice to exit PRINTCON and, when asked, confirm if you want to save your changes. 

Using Individual Print Job Databases or Shared Databases 
One of the benefits to the PRINTCON utility is that it can be used by any user on the server. 

There are no special rights or security assignments that must be granted to a user's ID before he or 

she can create their own database of print job configurations. 


When a user accesses PRINTCON and creates one or more print jobs, a new file, called 

PRINTCON.DAT, is created. By default, this file is stored in the personal mail directory of the user 

that created it. Once created, the user can then edit or use any of the print jobs contained within 

this file. While this provides a certain degree of flexibility by allowing users to have their own 

print job databases, it doesn't make life easier when trying to manage a network. 


Since PRINTCON saves its database file within the user's mail directory, it is not accessible to any 

other user on the server. Therefore, each user would have to create their own print jobs, most of 

which would be identical to those of other users. Luckily, there are a few ways around this di

lemma. With NetWare, you can either copy the database files into all users' mail directories or 

you can share one common database. 


Copying Database Flies to Individual Users 
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Using the PRINTCON utility, you can copy the PRlNTCON.DAT database files to other users by 
following the steps below: 

1. 	From the Available Options main menu of PRlNTCON, select Copy Print Job Configura
tions. 

2. 	 From the Source User prompt, enter the name of the user from whom you want to copy the 
PRINTCON.DAT file, then press Enter. Next, enter the name of the user to whom you want 
to copy the PRINTCON.DAT file and press Enter. 

Hote 

This method is rIOt rec()lJ"1mtmd.e4:Jt,l~i~~foU$.al1d·cumbersome to maintain. Unless"~fi~~:~~~~ifjc 
reason why you must choose this. route, )'Qu are better off using the single databaset1leth~, >.. .... . 

Sharing a Single Database File among All Users 
After you have created your master PRINTCON.DAT file that contains all the required print jobs, 
you can make this file accessible to everyone on the server by copying it from your personal mail 
directory into the PUBLIC directory. Once it has been copied, you then have to make one slight 
modification. 

Using the SMODE command, you should change the search mode of the CAPTURE, NPRlNT, 
PRlNTCON, PRINTDEF, and ENDeAP files to S. Once changed, print requests then make use of 
the PRINTCON.DAT file you copied into the PUBLIC directory. 

Tip 

You can find out what your personal mail directory is called by selecting User Information from the SYSCON 

main menu and then selecting your ID. Next, select the option Other Information from the window pro

vided. Your personal mail directory is named after the value shown in the User ID: field and is a subdirectory 

of the MAIL directory on the SYS volume. 

The SUPERVISOR ID's mail subdirectory is always the number 1. 

Using the Print Jobs You Have Created 
Once your print jobs have been created, it's time to start making use of them. Using the NPRINT 
and CAPTURE utilities, you can utilitize your print jobs through the use of the JOB parameter. 

EXAMPLE 1: To use the CAPTURE command with the parameters you specified in a print job 
called REGULAR, type the following from the command line: 

CAPTUREJ=REGULAR 
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EXAMPLE 2: To capture your workstation's printing ports using the parameters you specified in a 
print job called DEF]OB, which you set as your default print job, type the following from the 
command line: 

CAPTURE 

EXAMPLE 3: To print a file called DISPLAY.TXT in the current directory using the parameters you 
specified in a print job called SUPPORT, type the following from the command line: 

NPRINT DISPLAY.TXT ]=SUPPORT 

EXAMPLE 4: To print a file called PAYROLL.FIL in the current directory using the parameters you 
specified in a print job called DEF]OB you set as your default job, type the following from the 
command line: 

NPRINT PAYROLL.FIL 

Managing Print Queues 
When the print server is up and running, on occasion, you will have to spend some time manag
ing outstanding print jobs and the queues themselves. Using the PCONSOLE utility, you can 
perform a variety of tasks such as: 

• Viewing the jobs currently in a queue 

• Deleting print jobs that are not needed 

• Modifying the configuration parameters of print queue entries 

• Restricting access to the queue 

In the following sections, you learn to perform these tasks in detail. 
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Viewing and Manipulating Jobs in the Print Queue 

When you use the PCONSOLE utility, you can examine a print queue to determine which jobs 
are still waiting to be printed and, security permitting, you also can modify a variety of param
eters for each print job by following the steps below: 

1. 	From the Available Options main menu of PCONSOLE, select Print Queue Information and 
then select the desired queue from the listing provided. 

2. 	 After selecting the print queue, PCONSOLE displays a window entitled Print Queue Infor
mation that provides a variety of options that are specific to the queue in question. From 
this window, you can view the jobs currently in the queue by selecting the Current Print 
Job Entries option (see fig 21.6). 

Fig. 21.6 Print jobs waiting in the queue as shown with PCONSOLE. 

3. Once the window listing the current print jobs is shown, there are two main things you can 
do. If you want to delete one of the jobs in the queue, highlight the entry and press the 



Managing Print Queues 337 

Delete key or, to view additional information on the print job, highlight the job and press 
Enter. 

Shortcut 

If you want to delete multiple jobs at once, you either can flag each job with the F5 key or you can 

flag a series of jobs based on a pattern in their description field with the F6 key. For example, if you 

have 100 print jobs and you want to delete all jobs whose description begins with the letter T, press 

F6 and then enter T* as the Mark Pattern and press Enter. Then, to remove the files from the queue, 

press Delete and confirm your request. 

4. 	If you selected one of the print jobs, PCONSOLE provides you with a window entitled Print 
Queue Entry Information that is full of parameters specific to the selected job. Some of 
these are for viewing only; others can be modified (see fig. 21.7). For your reference, each 
of these parameters is listed below: 

Fig. 21.7 Viewing a print queue entry's configuration parameters using PCONSOLE. 

File size: For viewing only, this field tells you the size of the file. 

Client: For viewing purposes only, this field tells you the user ID and connection 
number that submitted the job. 

Description: This field provides additional information about the job. While this op
tion is usually set to the name of the file being printed, you can adjust this field as 
required. The information in this field is printed on the banner page. The maximum 
size for this field is 49 characters. 

Status: For viewing purposes only, this field tells you the status of the job (such as 
waiting for print server, waiting for target execution date/time, on hold, or currently 
being printed). 
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User Hold: With this field, the user that sent the job, the Queue Operator, or a SUPER
VISOR EQUIVALENT can place the job on hold. When placed on hold, the printer 
servicing the queue does not print the job until the hold is removed. 

Operator Hold: Same as User Hold except only the Queue Operator or a SUPERVISOR 
EQUIVALENT can use this field. 

Service Sequence: This field specifies in which order the jobs are to be printed. Usually, 
this option is used when there are numerous jobs in the queue and an important job 
must be printed out ASAP. Only the Queue Operator or a SUPERVISOR EQUIVALENT 
can change the service sequence. 

Number o(copies: This field can be adjusted to change the number of copies printed 
from the selected job. 

File contents: With this option, you can specify how you want NetWare to handle the 
print job. By selecting Byte stream, formatting is handled by the application, while 
selecting Text tells NetWare you want tabs to be converted to spaces. 

Tab size: When Text is selecting for the File contents option, this option specifies how 
many spaces should be allocated per tab character. 

Suppress (orm (eed: When set to No, NetWare sends a form feed command to the 
printer after the job is complete; otherwise, a setting of Yes restricts NetWare from 
sending the form feed. 

Notify when done: If set to Yes, NetWare sends a message to the user that sent the job 
confirming the printing is complete. 

Target server: If there are multiple print servers configured to service the selected queue, 
selecting this option specifies which server should handle the print job. 

Job Entry Date: For viewing purposes only, this field tells you the date the print job was 
submitted into the queue. 

Job Entry Time: For viewing purposes only, this field tells you the time the print job 
was submitted into the queue. 

Form: This option specifies which form should be used for printing this job. You can 
change the desired form by selecting this option and scrolling through the listing of 
forms that were set up with the PRINTDEF utility. 

Print banner: When set to Yes, NetWare prints a banner page before the print job; oth
erwise, a setting of No restricts NetWare from creating a banner page. 
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Name: This option specifies the name that appears on the banner page. By default, 
this name is set to the name of the user ID that set the job, but it can be changed by 
selecting the option and entering up to twelve characters. 

Banner name: By default, the banner name is the name of the file being printed. The 
name can be changed by selecting the option and entering up to twelve characters. 

Defer printing: By default, NetWare prints the job as soon as a printer is available, but 
you can defer printing to a later date if you choose by setting this field to Yes. 

Target Date: When you set Defer printing to Yes, this field specifies the date you want 
the print job to be released to a printer. 

Target time: When you set Defer printing to Yes, this field specifies the time you want 
the print job to be released to a printer. 

Viewing and Changing the Status of a Print Queue 
As a Print Queue Operator or a SUPERVISOR EQUIVALENT user, you can use PCONSOLE to view 
and modify the status of a print queue. By doing so, you can restrict whether or not users can add 
jobs to the queue or even if servers should be allowed to print jobs in the queue. 

When you use PCONSOLE, you can view or modify the queue's status by following these steps: 

1. 	 From the Available Options main menu of PCONSOLE, select Print Queue Information and 
then the desired print queue from the listing provided. 

2. 	After you select the queue, PCONSOLE provides you with another screen entitled Print 
Queue Information that provides options specific to the selected queue. By selecting the 
option Current Queue Status, an additional window appears with the following fields: 

Number ofentries in queue: This field is for viewing only and shows how many jobs are 
currently in the queue. 

Number ofservers attached: This field is for viewing only and shows how many print 
servers are currently on-line and servicing this queue. 

Users can place entries in queue: By default, this field is set to Yes to allow users to add 
new print jobs to the queue. You can restrict all users from adding new jobs by chang
ing this field to No. 

Servers can service entries in queue: By default, this field is set to Yes to allow print servers 
to print the jobs within the queue. You can stop jobs within the queue from being 
printed by changing this field to No. 

New servers can attach to queue: By default, this field is set to Yes to enable print servers 
currently not on-line to attach to the queue when they are initialized. You can stop 
any new print servers from attaching to this queue by changing this field to No. 
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Managing Printers and the Print Server with 
PCONSOLE 

In addition to configuring printers and the print server, PCONSOLE plays a critical role in the 
management of your printers and the print server itself. With PCONSOLE, you can monitor and 
even change the status of the print server and its printers. While some of these options are similar 
to those shown earlier for configuring the print server, there is one key difference: changes made 
here are temporary. Anything you change within the Print Server Status/Control option only 
remains in effect until the print server is rebooted. 

When your print server is up and running, you can access PCONSOLE's management facilities by 
following these steps: 

1. 	From the Available Options main menu of PCONSOLE, select the option Print Server Infor
mation and then the desired print server from the listing provided. 

2. 	After selecting the print server, PCONSOLE presents you with a window entitled Print 
Server Information that provides options specific to this print server. You can access the 
management facilities of PCONSOLE by selecting the option Print Server Status/Control. 

Once you select the Print Server Status/Control option, PCONSOLE presents you with a menu like 
the one in Figure 21.8. Using this menu, you can perform any of the tasks shown in the following 
sections. 

Adding or Removing File Servers from the Serviced Listing 
When you are printing in a multi-server environment where the print server has been configured 
to service multiple file servers, you can modify which servers are currently being serviced. By 
selecting the option File Servers Being Serviced, you can add a server to this listing by pressing 
Insert, or remove a server by pressing Delete. 
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Fig. 21.8 PCONSOLE's Print Server Status and Control menu, used to manage a print server currently on-line. 

Tip 

When the print server is servicing multiple file servers, if a file server other than the "home" server goes 

down, the print server continues to function but does not service queues from this file server. Once the server 

is back on-line, the print server does not automatically service its queues. Instead of rebooting the print 

server to reset it, you can select the File Servers Being Serviced option and re-insert the file server into the 

listing. By doing so, the print server then begins servicing its queues again. 

Adding Users to a Printer's Notification Listing 
The option Notify List for Printer is identical in function to the same option within the print 
server's configuration with one difference: changes made here are only in effect until the print 
server is reset. For information on how these options work, you can refer to the heading "Creat
ing Notify Listings" in Chapter 18, "Creating Printing Services." 

Viewing and Modifying a Printer's Status 
By selecting the option Printer Status and then the desired printer, PCONSOLE provides you with 
a screen similiar to the one shown in Figure 21.9. From this screen, you can determine what, if 
any, job is being printed as well as modify the status of this printer. 
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Fig. 21.9 Print status screen of PCONSOLE. 

The status window provides you with several fields, most of which are for viewing only and pro
vide you with information on which job is being printed. Of these fields, there are three that 
require a bit of explanation. 

• 	 Status: For viewing purposes only, this field tells you if the printer has been connected to 
the print server, if it is printing a job, or if it has been stopped or paused. 

• 	 Service mode: If you are a print server operator, you can modify the printer's service mode 
that determines how it handles jobs that require a form other than the mounted one. To 
access this field, press the down cursor and then press Enter. 

• 	 Mounted form: This field informs you about the form type that is currently mounted in the 
printer. If you are a print server operator, you can scroll down to this field and by pressing 
the Enter key, you can select any of the available form types. 

Aside from these fields, if you are a print server operator, you notice your cursor is highlighting 
the words Printer Control in the upper right hand corner. When you press the Enter key, a 
pulldown menu appears with several options, each of which is described below: 

• 	 Abort print job: When you select this option, you force the printer to abandon the job 

currently being printed. Once abandoned, the job is deleted from the queue. 


• 	 Form Feed: This option forces the printer to eject one page. 

• 	 Mark top ofform: When you select this option, the printer prints a line of asterisks (*) across 
the page. 

Tip 

Marking the top of the form can help you line up your printer paper when you use continuous form 

paper. 
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• 	 Pause printer: When you select this option, the job currently being printed is placed on hold 
and printing does not restart until you select the option Start printer. 

• 	 Rewind printer: This option moves back or jumps forward within the print job currently 
being printed. 

Tip 

The Rewind printer option is especially useful when a printer has jammed on a large job. Instead of 

reprinting the job from the beginning, you can Rewind the print job to the point where it jammed. 

• 	 Start printer: Selecting this option restarts the printer after is has been paused or stopped. 

• 	 Stop printer: Selecting this option places the printer in an idle state; it is unable to accept 
jobs until the Start printer option is selected. If it was in the midst of printing a job, the job 
is returned to the print queue. 

Viewing and Modifying the Queues Serviced by a Printer 
When you use PCONSOLE, you can change the queues a printer services while the print server is 
up and running. Instead of changing the basic configuration of the server and then resetting the 
server, queues can be added or removed from the printer's listing of serviced queues by selecting 
the option Queues Serviced by Printer. 

After you select this option and the desired printer, PCONSOLE provides you with a listing of the 
queues currently being serviced. From this screen, there are several tasks that you can perform: 

• 	 If you want to remove a queue from the listing, highlight the desired queue and press the 
Delete key. 

• 	 If you want to modify the priority of the queue, highlight the queue and after pressing 
Enter, enter the new priority, 1 being the highest. 

• 	 If you want to add a queue to the listing of serviced queues, press the Insert key and select a 
queue from the listing of available queues. 
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Downing the Print Server 
Whether you need to bring the print server down for maintenance or you made changes to the 
basic configuration (such as adding a new printer), the time will come when you must reboot the 
print server. If you select the Server Info option, you are presented with a screen like the one 
shown in Figure 21.10. From this screen, you can down the print server by selecting the option 
Current server status and selecting one of the following options: 

• 	 Down: Selecting this option forces the print server down immediately whether it is in the 
middle of printing jobs or not. 

• 	 Going down after current jobs: This option sends a down request to the print server informing 
it that it should complete the jobs currently being printed and then shut down. Unless you 
must bring the print server down in an emergency, this is the option you should use. 

• 	 Running: Selecting this option returns you to the previous menu and does not bring down 
the print server. 

Fig. 21.10 Print Server Information/Status screen used to bring down the server. 

Managing Printers and Print Servers with the 
PSC Command Line Utility 
While most people choose the PCONSOLE menu utility to manage their network printers and 
print servers, NetWare provides you with a utility called PSC that can be used from the command 
line. Instead of having to work through the various menus of PCONSOLE, PSC can be used in a 
quicker and more efficient manner. 

You can use the PSC command by following this syntax: 

PSC [PS=print_server_namej [P=printer_numberj [optionsj 
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Based on the syntax above, replace: 

prinCserver _name with the name of the print server. 

printer _number with the printer number as defined in PCONSOLE. 

options with one or more of the options shown in Table 21.1. 

Table 21.1 Options that can be used with the PSC command. 

Option Abbr. 

Abort AB 

CancelDown CD 

FormFeed FF 

Keep K 

Mark M 

Mount Form=# MOF=# 

Pause PAU 

Private PRI 

Shared SH 

Start STAR 

Status STAT 

Stop STO 

Description 

Aborts the job currently printing on the specified printer. 
The job is deleted and the printer will begin servicing the 
next job. 

If the "Going down after current job" option was selected 
to down the print server in PCONSOLE, you can cancel 
the request with this option. 

Forces the specified printer to eject one page. 

Used in conjunction with the Stop parameter to force 
NetWare to keep the print job. When not used, the Stop 
parameter deletes the job from the queue. 

Forces the printer to print a line of asterisks across the 
paper. The main purpose for this option is to assist you 
with aligning the printer. 

Tells NetWare you have mounted a new form in the 
printer. When using this option, replace the # sign with 
the number of the mounted form. 

Temporarily stops the printer from servicing jobs. The 
printer will not start servicing jobs again until the Start 
option is used. 

Used with remote printers, this option allows a user to 
temporarily restrict other network users from printing to a 
printer attached to their workstation. 

When the Private flag was used for a network printer, this 
option returns the printer to the service of the print 
server. 

Restarts a printer after is has been stopped or paused. 

Displays the status of the network printers. If you do 
not specify the Printer option in the command line 
(p=printer_number), PSC displays the status of all printers 
on the selected print server. 

Stops the printer from servicing print jobs. If the printer is 
in the middle of a job, the job is deleted unless the Keep 
option is also used. 
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EXAMPLE 1: To restrict a remote printer (number 0) attached to your workstation from accept
ing print requests from the print server PSI, type the following at the command line: 

PSC PS=PSI P=O PRI 

EXAMPLE 2: To pause network printer 4 on print server PS2, type the following at the command 
line: 

PSC PS=PS2 P=4 PAU 

EXAMPLE 3: To mount form 6 on printer 0 which services the ACCOUNTING print server, type 
the following at the command line: 

PSC PS=ACCOUNT P=O MO=6 

Tip 

To make life easier for yourself and your users, create batch files to use the PSC commands. 

Tip 

Instead of typing the print server name and printer number every time, create a DOS environment variable 

for PSC by typing the following from the command line, adding it to your AUTOEXEC.BAT file or to your 

login script: SET PSC=PSpr/nt_server_name Pprlnter_number. Replace princserver_name and 

printer_number accordingly. 



Chapter 22 

Consol 


From the file server console, there are various commands that can be used for a wide variety of 
administration and configuration tasks. Using these commands, you can alter how your server 
operates on its own and within a multi-server environment. 

In this chapter, we explore each of these commands and how they can be used. 

ABORT REMIRROR 
If your NetWare server is currently remirroring the partitions on your server, you can stop the 
process by typing ABORT REMIRROR partition_number from the file server prompt. If you 
do not know the correct partition number, you can use the MIRROR STATUS command to review 
a listing of your NetWare partitions. 

ADD NAME SPACE 
One of the nice features of NetWare is that it can support various name spaces on a volume. 
A name space is essentially the ability to store the additional information of a file used by some 
operating systems. For example, while DOS only stores very basic information about a file with 
an eight-character file name (plus a three-character extension), Macintosh computers maintain 
extended attributes for a file and allow larger file names. 

After loading the required NLMs for the name space you will be using, you can add name space 
support to a volume by typing ADD NAME SPACE name volume. Within this command, 
replace name with the name of the name space you are adding and volume with the name of the 
volume to which you are adding the name space. 
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BIND and UNBIND 
When you have loaded the drivers for a NIC in the server, you must inform NetWare which pro
tocol you want to use with the card. When you use the BIND command, NetWare establishes a 
logical attachment between the protocol and the NIC, thus establishing the communications 
between the server and the network. Refer to the heading "Binding a Protocol to the Network 
Interface Card" in Chapter 3, "Installing the File Server," for detailed information on using the 
BIND command. 

If you want to prevent the NIC from transmitting and receiving information from the network, 
or if you need to update the NIC's driver while the server is up and running, the first thing you 
must do is break the connection between the card and the protocol. This simple task can be 
achieved by typing UNBIND protocol NIC, replacing protocol with the name of the protocol you 
want to remove and NIC with the name you assigned to the NIC or the NIC's driver name. 

BROADCAST 
From the server's console, you can send a message to a single user or a group of users with the 
BROADCAST command. For detailed information on using the BROADCAST command, refer to 
the heading "Broadcasting and Sending Messages from the Server's Console" iIi Chapter 10, 
"Miscellaneous Commands for Environment Management./I 

CLEAR STATION 
At times, you may want to remove an inactive connection (that is, NOT-LOGGED-IN) or a user 
connection from the file server. To do so, you can use the CLEAR STATION command at the file 
server console prompt. Before you can proceed, you must know the connection number of the 
station you want to remove. From the console, this information can be gathered by select
ing the Connection Information option from the main menu of MONITOR.NLM. After you 
know the connection number, type CLEAR STATION station#. Replace station# with the 
number of the connection in question. 

If you use the CLEAR STATION command on a workstation that is in the middle of updating a file, there is a 

chance the file being updated could be corrupted. 



DISABLE LOGIN 349 

CLS and OFF 

You can clear the file server's console display and return the prompt to the upper-left corner by 
typing CLS or OFF from the file server prompt. 

CONFIG 
When your server is up and running, you may want to check which NICs are in use and how 
they are configured. When you use the CONFIG command, NetWare examines the server 
and displays a screen that contains a wide variety of information pertaining to your NICs 
(see fig. 22.1). 

DUUG SERVER :config 

file &erver nAPle: DOUG-SERVER 

IPX internal network flllM.ber: 88888858 

3C"", 3C5E13 EtlterLink II 
Version 4.08 SepteMber 1, 1992 

Hardware setting: I/O Port 380h to 38Fh and 78Bh to 78Fh~ MeM.or~ CC888h to 
CFFFFh I Interrupt 3h 

Node address: 1l2688C3ff1RE11 
FraM" t"pe: ETHERNET_BEl2.2 
No board nane deE i ned 
LAH protoco 1: IP)( network 88888822 

3Co.. 3C5113 EtherLink II 
Version 4.88 Septefl\ber 1" 1992 

Hardware set-t i ng: 1/0 Por t 3B8h to 3BFh and 788h to 78Fh" MeMory CC888h to 
CrFFFh. Interrupt 3h 


Node address: !l268IlC3FElAEIl 

FraMe t"pe: ETHERNET_SNAP 

No board naMe del i ned 

LAN protoco I: IPX network BElB18BIl'" 


DIllJC-·SEI!UEI! : 

Fig. 22.1 Network Interface Card information is provided at the server's console when you use the CONFIG 
command. 

DISABLE LOGIN 
You can prevent anyone new from logging into the file server simply by typing DISABLE 
LOGIN from the file server console. Once disabled, no new users can log into the file server until 
the ENABLE LOGIN command is issued. 
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DISABLE TIS and ENABLE TIS 
NetWare has a feature known as the Transaction Tracking System (TIS) that is used to protect 
the integrity of the data on the server. When you use TIS, NetWare ensures that if the server is 
brought down or "crashes," partially completed transactions are backed out, returning the files 
to their original state. TIS is essentially an "all or nothing" type of facility. 

When you type DISABLE TIS from the file server prompt, you can force NetWare to disable all 

its transaction tracking facilities so you can test an application you may be developing for use 
with TIS. When your testing is completed, type ENABLE TIS to restart the transaction tracking. 

You should not leave TIS disabled for extended periods of time because NetWare uses it to ensure the 


integrity of its own database files (that is, the binderies). 


DISPLAY NETWORKS 
When you installed the file server, there were at least two network numbers you had to supply: 
the IPX internal network number and the network number used by the NIC. When you type 
DISPLAY NETWORKS from the file server console, NetWare provides you with a listing of all 
the network numbers it knows about. This listing provides you with all the IPX internal network 

numbers and NIC network numbers in use, as well as the "hop count," which tells you how 
many routers must be traversed to reach the network in question. 

DISPLAY SERVERS 
Servers of all types (file servers, print servers, database servers, and so on) advertise their presence 
on the network to allow other servers or nodes to make use of their services. From the file server 
prompt, type DISPLAY SERVERS to have NetWare provide you with a listing of all the servers 
it currently knows about. This listing gives you each server's name, the total number of servers, 
and the server's "hop count," which tells you how many routers must be traversed to reach the 
server in question. 

Note 
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DOWN and EXIT 
If you ever need to take down the file server for maintenance, you should never simply turn it 
off. When the server is up and running, NetWare has numerous files open that must be closed 
properly to ensure their integrity. 

When you type DOWN from the file server prompt, NetWare begins its shutdown sequence to 
ensure everything is closed properly. While the server is shutting down, NetWare first checks for 
any user connections that have files open. If any files are open, you can send a message to each of 
the users connected to the server requesting that they log out (the preferred method), or you can 
instruct DOWN to proceed with the shutdown process and close any files that are open. 

Once the server has been shut down, you can reboot the server, or you can type EXIT to return 
to the DOS prompt. 

ENABLE LOGIN 
You can allow new users to log into the file server by typing ENABLE LOGIN from the file server 
prompt. This command is used to reverse the effects of the DISABLE LOGIN command. 

Tip 

If you have triggered the Intruder Lockout status on the SUPERVISOR ID, you can use the ENABLE LOGIN 


command to unlock the account. This only works for the SUPERVISOR ID. 


LIST DEVICES 
When you type LIST DEVICES from the file server prompt, NetWare provides you with a listing 
of the hard disk and CD-ROM devices currently accessible on the server. This listing provides you 
with information such as the device number, the device name, and the manufacturer's code. 
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LOAD and UNLOAD 
You can load or unload any NLM utility or driver by typing LOAD filename or UNLOAD 
filename, replacing filename with the name of the NLM or driver you want to load or unload. 

For detailed information on: 

• 	 Loading disk drivers, refer to the heading 1/Activating the File Server's Hard Disks" in 
Chapter 3, "Installing the File Server." 

• 	 Loading NIC drivers, refer to the heading"Activating the Server Network Interface Cards" 
in Chapter 3, "Installing the File Server." 

MEMORY 

When you type MEMORY from the file server prompt, NetWare checks the server and informs 
you of the total amount of memory installed in the file server. The value provided is not the 
amount of free memory; for this information, you must use the MONITOR.NLM utility. 

MIRROR STATUS 
Sometimes, when your server's disk drives have been mirrored, a problem arises that causes them 
to be unmirrored. Even though an error message appears on-screen, if it is not seen in time, it 
could scroll off the display. Unless you check your server error logs on a regular basis, you could 
be unaware that the drives had been unmirrored. 

When you type MIRROR STATUS from the file server prompt, NetWare reviews the mirroring 
status of each NetWare partition and provides you with a master listing. This listing gives you the 
number of each partition and informs you of the status of the partion as defined below: 

Status Description 

Being remirrored The partition is currently being remirrored. When remirroring, the percentage of 
remirroring completed is shown. 

Fully syncronized The partitions are fully mirrored and functioning properly. 

Not mirrored The partition in question is not mirrored. 

Out of syncronization A critical error may have occured with the mirrored partition that places the 
integrity of the data at risk. As such, the partition has been unmirrored. Refer to 
Chapter 27, "Disk Problems," for information on resolving mirroring problems. 
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MODULES 
When you type MODULES from the file server prompt, NetWare provides you with a listing of 
all of the NLMs, disk drivers, and utilities currently loaded on the file server. With this listing, 
you can review the name of all modules and their version and revision numbers. 

MOUNT and DISMOUNT 
When you installed and configured your NetWare file server, you created volumes to store the 
various directories and files for your applications. Even though you created the volumes, they 
are not accessible unless they are mounted at the server's console. When you type MOUNT 
volume_name from the console prompt, NetWare checks the server for the named volume 
and then makes it accessible to all users with the appropriate security rights. 

Shortcut 

When there are multiple volumes on the server, you can mount all of them at once by typing MOUNT ALL. 

If a volume is mounted and you want to change its configuration (that is, its name) or 
perform some maintenance tasks (that is, VREPAIR), you must deactivate the volume by 
typing DISMOUNT volume_name from the file server prompt. 

NAME 
When you type NAME at the file server console, NetWare provides you with the name of the 
server you are working on. This option is a throw-back to versions of NetWare prior to version 
3.12 where the console prompt was only a colon. In NetWare 3.12, by default, the console 
prompt is the server name, so this command is rarely required. 

PROTOCOL 
You can check which protocols are loaded and in use on the file server by typing PROTOCOL at 
the file server console. This command tells you the names of the protocols, the frame types, and 
the protocol IDs. 
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REGISTER MEMORY 
When your server hardware uses the ISA bus technology, you must inform NetWare of the 
amount of memory that you have installed above 16M using the REGISTER MEMORY command. 
To use REGISTER MEMORY, follow this syntax: 

REGISTER MEMORY starting_address length 

Based on the preceding syntax, replace: 

starting_address with the starting hexadecimal memory address of where the memory above 
the 16M limit begins (usually 1000000). Refer to Appendix C, "Hexadecimal Memory Con
version Table," for a listing of the various M hexadecimal values. 

length with the hexadecimal value for the number of megabytes that have been installed in 
the server above the 16M boundary. Refer to Appendix C, "Hexadecimal Memory Conver
sion Table," for a listing of the various M hexadecimal values. 

EXAMPLE: When you have installed a total of 32M of RAM in the server, type the following from 
the file server prompt: 

REGISTER MEMORY 1000000 1000000 

Tip 

The REGISTER MEMORY command can be added to the server's AUTOEXEC.NCF file to ensure that it 


executes whenever the server is rebooted. 


If you have installed more than 16M of RAM and the server has adapter boards that use DMA, you may have 

a conflict that could cause the server to abend. Check with the vendors of your adapter cards to see if they 

have updated drivers that prevent this problem. 

REMIRROR PARTITION 
If your NetWare partitions are mirrored and a critical error occurs on one of the devices, NetWare 
may unmirror the partitions. Once unmirrored, the faulty partition can be removed from the 
server and repaired. When the partition is reinstalled in the server, NetWare then goes through 
a process to remirror the partitions so they are in sync with each other. 
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Normally, NetWare initiates a remirroring process, if needed, when the server is first brought on
line. With removable disks systems that can be removed when the server is up, you have to ini
tiate this process manually by typing REMIRROR PARTITION from the file server prompt. 

REMOVE DOS 
When you type REMOVE DOS at the server console, NetWare removes DOS from the server's 
memory. By doing so, the server's local hard disk and floppy drives are not accessible from the 
server's console. If the server is brought down, when you type EXIT, NetWare reboots the server 
instead of returning you to the DOS prompt. 

RESET ROUTER 
In the multi-server network, servers of all types (for example, file servers, database servers, and 
print servers), broadcast their presence to the rest of the network. By doing so, they inform the 
other servers and nodes that they are able to transmit or receive requests. 

When these broadcast transmissions are received by the NetWare file server, a table is built in the 
server's memory that is used when the server's OS must determine how to get a transmission 
from one point or another. Unfortunately, at times, this table may be out of date. Since the 
broadcast transmissions only occur every 60 seconds, if a server goes down or comes on-line be
fore the next broadcast, the server's routing table will be temporarily inaccurate. Thus, to force 
the NetWare server to update its routing tables immediately, type RESET ROUTER from the file 
server prompt. 

SCAN FOR NEW DEVICES and LIST NEW DEVICES 
With the advent of CD-ROM and removable disk systems, in some systems it is possible to add an 
additional device while the server is up and running. Previous technology required you to bring 
the server down before adding the device. 

When you type SCAN FOR NEW DEVICES from the file server prompt, NetWare checks its disk 
channels for any devices that were attached since the server was brought on-line. You then can 
type LIST DEVICES at the server prompt to see the updated listing. 

SEARCH 
When your server is first brought on-line, NetWare looks in the server's SYSTEM directory when 
loading an NLM or other module by default. When you use the SEARCH command, you can 
provide NetWare with a listing of additional locations to look at when a module is being loaded. 
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By doing so, NLMs can be placed in locations other than the SYSTEM directory and loaded at the 
console without having to use the full path each time you want to load the module. Essentially, 
the SEARCH command is similar in function to the DOS PATH statement. You can use the 
SEARCH command in one of four ways: 

• 	 SEARCH: When you type SEARCH from the console prompt, NetWare provides you with a 
listing of the locations currently in its search path. 

• 	 SEARCH ADD path: To add an additional location to the server's search path, use this com
mand, replacing path with the full path to the location (for example, SEARCH ADD 
SYS: \ PUBLIC). This method adds the search location to the end of the listing. 

• 	 SEARCH ADD search# path: When you use this command, you can insert a location within 
the current search path by replacing search# with the desired search path number and path 
with the full path to the location. For example, if you currently have three locations in the 
server's search path and you type SEARCH ADD 1 SYS:\NEWNLMS, NetWare checks the 
NEWNLMS directory before any other location when loading any new modules. 

• 	 SEARCH DEL search#: When you use this command, you can remove a location from the 
server's search path by replacing search# with the search location number you want re
moved. You can get a listing of all the search path numbers by merely typing SEARCH 
from the file server prompt. 

SECURE CONSOLE 
One "feature" of NetWare is the ability to create search paths at the console for loading NLMs 
from various locations and to access the server's local hard disk. Unfortunately, these "features" 
can also act as security holes for your server. If an intruder were to gain access to the file server's 
console, they can load NLMs or other modules from anywhere on the server, which can be used 
to crack passwords or gain unauthorized access to your server's data. 

To protect yourself from these possible intruSions, type SECURE CONSOLE from the file server 
prompt. Once this command is issued, you cannot load any NLMs from locations other than the 
current search path nor can you access the server's local drive. If the server is brought down after 
SECURE CONSOLE is used, the server must be rebooted-you are unable to use the EXIT com
mand to return to the DOS prompt. 

SEND 
From the server's console, you can send a message to a single user or a group of users with the 
SEND command. For detailed information on using the SEND command, refer to "Broadcasting 
and Sending Messages from the Server's Console" in Chapter 10, "Miscellaneous Commands for 
Environment Management." 
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SET 

NetWare provides you with numerous parameters that can be used to configure and, to a certain 
degree, optimize your server. Through the use of the SET command, you can review or change 
these parameters and how they operate. 

To view the current settings of a parameter, you have two choices: 

• 	 From the console prompt, type SET and press Enter. A screen similiar to the one shown in 
Figure 22.2 appears. Once this screen appears, you can select the desired section number to 
review all the parameters in that section. 

DOUG SElIUER :set 

Sett.jl.b Ie con£iguration pa.raMuter categories 


1. COMf'lunications 
2~ MeMory 
3. Fi Ie caching 
4. Directory caching 
5. Fi Ie s~stef'!t 
S. Locks 

"7. Transact ion track i ng 

8. 	Disk 
9, fllisee I laneous 


Which categorM do !:IOU wa.nt to .... iew: 


Fig. 22.2 The menu presented by NetWare after typing SET. 

• 	 From the console prompt, type SET parameter, replacing parameter with the parameter 
you want to view without a defining variable. For example, to check what the parameter 
Cache Buffer Size is set to, type SET CACHE BUFFER SIZE from the server prompt. 

The actual method you use to set these parameters varies depending on the parameter itself. 
Some parameters can only be set within the STARTUP.NCF file; others can be set directly from 
the command line or the AUTOEXEC.NCF file. Either way, the syntax for using the parameters is 

SET parameter = variable 

Based on the syntax above, replace parameter with one of the parameters and variable with an 
acceptable variable for the parameter as noted in Tables 22.1 through 22.9. 

In the nine tables that follow, the parameters are shown and separated into their appropriate 
sections. Within the tables, you not only find the correct parameter name but also its default 
value, the acceptable range, a description of the parameter, and notes on whether it can be 
loaded in the STARTUP.NCF file or the AUTOEXEC.NCF file. 
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Tip 

Any setting that can be used in the AUTOEXEC.NCF file also can be used from the console command line. 

Table 22.1 Communications parameters that can be adjusted on the file server. 

Acceptable AUTOEXEC. STARTUP. 
Parameter Default Range NCF NCF Description 

CONSOLE OFF ON or OFF YES NO Periodically, NetWare 
DISPLAY sends out a "watchdog" 
WATCHDOG packet that determines 
LOGOUTS if a station is still active. 

You can set this parameter 
to ON if you want the server 
to display an alert when the 
workstation does not 
respond to the watchdog 
packet. 

ENABLE OFF ON or OFF YES NO Set the parameter to ON 
PACKET to display the NetWare 
BURST packet bursting statistics 
STATISTICS screen. The screen itself 
SCREEN is of little use to the user 

as, at the time of writing, 
Novell considers the 
data in the screen to be 
proprietary, so a full 
description of the output 
is not available. 

NEW PACKET O.ls 0.1 s to YES NO Determines the amount 
RECEIVE BUFFER 20 sec of time that must pass 
WAIT TIME before NetWare allocates 

an additional packet 
receive buffer on the 
server. With the default 
setting, NetWare allocates 
a new receive buffer almost 
as soon as it is requested. 
You may want to increase 
this parameter slightly 
because, if your network 
is having communications 
problems, NetWare may 
unnecessarily allocate new 
packet receive buffers. 
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Acceptable AUTOEXEC. STARTUP. 
Parameter Default Range NCF NCF 

MAXIMUM 4202 618 to 24682 NO YES 
PHYSICAL 
RECEIVE 
PACKET SIZE 

MAXIMUM 400 50 to 2000 YES YES 
PACKET 
RECEIVE 
BUFFERS 

REPLY TO ON ON orOFF YES YES 
GET NEAREST 
SERVER 

MINIMUM 100 10 to 1000 NO YES 
PACKET 
RECEIVE 
BUFFERS 

Description 

Sets the maximum packet 
size that the server is 
capable of accepting. You 
should set this parameter 
to the maximum packet 
size that can be used by 
any NIC on the network. 

Specifies the maximum 
packet receive buffers that 
can be allocated by the 
file server. You have to 
increase this value if/when 
the server's receive buffer 
usage is equal to the 
maximum. A single packet 
receive buffer uses roughly 
1 K of RAM. You can view 
the number of receive 
buffers currently in use 
from the main screen of 
the MONITOR.NlM. 

When a workstation first 
loads the network drivers, 
it issues a "Get Nearest 
Server" request on the 
network. When a server 
receives this request, it 
sends an acknowledgment 
to the workstation and a 
connection is then 
established. If you do not 
want the server to respond 
to these requests, set this 
parameter to OFF. If you 
set this parameter to OFF 
in a single-server 
environment, no one 
can log in. 

Determines the minimum 
number of packet receive 
buffers that should be 
allocated to the server. 
After your server has been 
up for a few weeks, 
check MONITOR.NLM to 
see what your current 
receive buffer usage is. If 
it is significantly higher 
than the minimum, 
increase this parameter. A 
single packet receive buffer 
uses roughly 1 K of RAM. 

(continues) 
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Table 22.1 Continued. 

Acceptable AUTOEXEC. STARTUP. 
Parameter Default Range NCF NCF Description 

NUMBER OF 10 5 to 100 YES NO Periodically, NetWare 
WATCHDOG sends out a "watchdog" 
PACKETS packet to a workstation 

to determine if it is still 
active. Using this para
meter, NetWare determines 
how many times it sends 
out a watchdog packet 
without receiving a re
sponse before it assumes 
that the station is no 
longer active and clears 
the connection. 

DELAY 59.3s 9.9s to YES NO Determines the amount 
BETWEEN 10min 26.2s of time NetWare waits 
WATCHDOG before sending additional 
PACKETS watchdog packets to a 

workstation. 

DELAY 4min 15.7s to YES NO Specifies the amount of 
BEFORE FIRST 56.6s 20min 52.3s time a workstation can 
WATCHDOG go without issuing any 
PACKET requests to the server 

before NetWare sends out 
the first watchdog packet. 

ENABLE IPX o to 2 YES NO NetWare has the 
CHECKSUMS capability of performing 

a checksum on a packet 
to determine if the packet 
has been corrupted 
while traveling from the 
workstation to the server. 
With this parameter, you 
can specify how NetWare 
handles checksums: 
O=Do not use checksums, 
1=Use checksums only 
when the workstation is 
capable, 2=Require 
checksums from all 
workstations. 

ALLOW LIP ON ON or OFF YES NO In previous versions of 
NetWare, packets that had 
to pass through a router 
to reach the source or 
destination defaults to a 
576-byte packet size. Using 
LIP (Large Internet Packet), 



Acceptable AUTOEXEC. STARTUP. 
Parameter Default Range NCF NCF 

NCP PACKET o to 3 YES YES 
SIGNATURE 
OPTION 
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Description 

NetWare negotiates with 
the station sendi ng the 
packet to determine the 
maximum packet size that 
can be used instead of 
defaulting to 576 bytes. 
Unfortunately, this does 
not guarantee a larger 
packet size as your routers 
may not support a larger 
packet size. 

To ensure the highest 
degree of security for 
communications between 
the server and a work
station, NetWare can use a 
feature known as NCP packe 
packet signing. The purpose 
of packet signing is to 
ensure that a station cannot 
"pretend" to be another 
station and intercept its 
packets. There are four 
possible settings: 
O=Do not use packet 
signatures, 1=Use packet 
signatures requested by 
the workstation, 2=Use 
packet signdtures if 
supported by the work
station, 3=Require packet 
signatures from all stations. 

Table 22.2 Memory parameters that can be adiusted on the file server.. 

Acceptable AUTOEXEC. STARTUP. 
Parameter Default Range NCF NCF 

CACHE 4096 4096 to NO YES 
BUFFER SIZE 16384 

Description 

Sets the size of the file 
server's cache buffers. For 
optimal performance, this 
value should be set equal to 
the volume's block size. 
Note that this value cannot 
exceed the volume block 
size. 

(continues) 
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Table 22.2 Continued. 

Acceptable AUTOEXEC. STARTUP. 
Parameter Default Range NCF NCF Description 

MAXIMUM 8388608 50000 to YES YES One of NetWare's memory 
ALLOe SHORT 33554432 pools, ALLOe Short Term, 
TERM MEMORY is used to supply memory 

to NLMs on a short-term 
basis. This setting specifies 
the maximum size of 
this pool. 

AUTO REGISTER ON ON orOFF NO YES This parameter must be set 
MEMORY to ON when you are using 
ABOVE 16 an EISA server that is 
MEGABYTES equipped with more than 

16M of RAM. If you are 
using adapter cards in the 
server that require DMA, 
change this setting to OFF. 

Table 22.3 File-caching parameters that can be adjusted on the file server. 

Acceptable AUTOEXEC. STARTUP. 
Parameter Default Range NCF NCF Description 

READ AHEAD ON ON or OFF YES NO 	 When a workstation is 
ENABLED 	 issuing read requests to 

the server, NetWare may 
assume the station wants 
to read an entire file. 
Instead of waiting for 
each request from the 
station, when this setting 
is enabled, NetWare 
attempts to cache the 
entire file into memory, 
thereby improving the 
access time for the station. 

READ AHEAD lOs Os to 1 h YES NO Determines how fast the 
LRU SIHING server's file cache is being 
TIME THRESHOLD used up. If an LRU cache 

block is in memory for less 
than the amount of time 
specified by this command, 
NetWare does not proceed 
with the next read ahead 
cache req uest. 
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Acceptable AUTOEXEC. STARTUP. 
Parameter Default Range NCF NCF 

MAXIMUM 50 10 to 1000 YES NO 
CONCURRENT 
DISK CACHE 
WRITES 

DIRTY DISK 3.3s O.ls to lOs YES NO 
CACHE DELAY 
TIME 

MINIMUM FILE 20 oto 1000 YES NO 
CACHE REPORT 
THRESHOLD 

RESERVED 16 8 to 300 NO YES 
BUFFERS 
BELOW 16 
MEG 

Description 

NetWare uses a parameter 
known as dirty cache buffers 
that are used to determine 
how many requests are 
outstanding for access to 
the disk drive that can be 
viewed from the main 
screen of MONITOR.NLM. 
When the dirty cache 
buffers are consistently 
high, you can increase 
the number of concurrent 
cache writes that are the 
number of writes NetWare 
performs with a single 
pass of the disk heads 
across the disk. Care 
should taken when in
creasing this value as it 
reduces the amount of 
time NetWare has for read
ing information for the disk. 

When a dirty disk cache 
block is full, NetWare writes 
the information to disk as 
soon as possible, but a block 
that is only partially filled is 
held in anticipation that it 
will be filled soon. Use this 
parameter to specify how 
long NetWare waits before 
writing a partially filled 
block to disk. 

When NetWare starts to run 
low on file cache blocks, it 
issues a warning to the file 
server console. With this 
parameter, you can specify 
how many blocks can be 
remaining before NetWare 
issues this warning. 

Specifies how many file 
cache buffers are reserved 
below the 1 6M boundary 
for drivers that cannot 
access memory above 16M. 

(continues) 
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Table 22.3 Continued. 

Parameter Default 
Acceptable 
Range 

AUTOEXEC. 
NCF 

STARTUP. 
NCF 

MINIMUM 
FILE CACHE 
BUFFERS 

20 20 to 1000 YES NO 

Description 

When your NetWare server 
is 'first brought on-line, the 
required amount of memory 
is allocated to the various 
memory pools and any 
memory left over is used 
for the server's file cache 
buffers. As the other pools 
require memory, NetWare 
takes memory away from 
the file cache buffers and 
grants it as needed. Use 
this setting to tell NetWare 
the minimum number 
of file cache buffers it 
must maintain. a single 
file cache buffer is equal in 
size to the Cache Buffer 
ize parameter noted 
earlier. 

Table 22.4 Directory-caching parameters that can be adjusted on the file server. 

Acceptable AUTOEXEC. STARTUP. 
Parameter Default Range NCF NCF 

DIRTY O.Ss Os to lOs YES NO 
DIRECTORY 
CACHE DELAY 
TIME 

Description 

NetWare uses directory 
cache buffers to store 
information about a 
directory in memory. By 
doing so, read or write 
requests to a directory can 
be sped up as the server 
searches the memory for 
the necessary information 
before looking to the disk. 
When one of these 
directory cache buffers is 
written to in memory, 
NetWare must write this 
information to disk at some 
point or another. Use this 
parameter to specify the 
amount of time that must 
go by before writing a 
directory cache buffer to 
disk. Increasing this value 
can improve performance 
slightly but also could 
increase the chance of 
corruption in your directory 
tables. 
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Acceptable AUTOEXEC. STARTUP. 
Parameter Default Range NCF NCF Description 

MAXIMUM 10 5 to 50 YES NO Specifies the maximum 
CONCURRENT number of directory cache 
DIRECTORY writes that can be written 
CACHE WRITES to the disk within a single 

pass of the drive's heads 
across the disk. Care should 
be taken when increasing 
this value as it reduces the 
amount of time NetWare 
has available for reading 
information for the disk. 

DIRECTORY 2.2s 0.5s to 2min YES NO Used by NetWare when all 
CACHE directory cache buffers are 
ALLOCATION in use to determine how 
WAIT TIME long it must wait before 

allocating a new buffer. 
Increasing this value can 
improve performance as 
directory cache buffers will 
be allocated as needed more 
quickly. 

DIRECTORY 5.5s 1 s to 5min YES NO Determines the amount of 
CACHE BUFFER time that can go by without 
NONREFER- a directory cache buffer 
ENCED DELAY being used before it is 

rewritten. 

MAXIMUM 500 20 to 4000 YES NO Determines the maximum 
DIRECTORY number of buffers that can 
CACHE BUFFERS be allocated for caching 

directory information. If 
your current directory cache 
buffer usage, which can be 
viewed from the main 
screen of MONITOR.NLM, 
is equal to or near the 
maximum, increase this 
parameter to avoid any 
potential problems. When 
maxed out, the server will 
respond slowly to directory 
searches. 

MINIMUM 20 10 to 2000 YES NO Determines the minimum 
DIRECTORY number of buffers that can 
CACHE BUFFERS be allocated for caching. 

For optimal performance, if 
your current directory cache 
buffer usage (viewable 
from the main screen of 
MONITOR.NLM) is 
significantly greater, 
increase the minimum 
number of directory cache 
buffers. 
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Table 22.5 File-system parameters that can be adjusted on the file server. 

Acceptable AUTOEXEC. STARTUP. 
Parameter Default Range NCF NCF Description 

MAXIMUM 10 5 to 50 YES NO When you are using 
PERCENT OF multiple name spaces for 
VOLUME SPACE a volume (for example, 
ALLOWED FOR OS/2 or Mac), NetWare 
EXTENDED uses this setting to 
ATIRIBUTES determine the maximum 

amount of space that can 
be used on the volume for 
storing information on a 
file or directory's extended 
attributes. 

MAXIMUM 8 4 to 512 YES NO When you are using 
EXTENDED multiple name spaces for 
ATIRIBUTES a volume, NetWare uses this 
PER FILE OR parameter to determine 
PATH the maximum number of 

extended attributes that 
can be used for each 
directory or file. 

MAXIMUM 13 5 to 50 YES NO Specifies the maximum 
PERCENT OF percentage of a volume 
VOLUME USED that can be used by a 
BY DIRECTORY single directory. 

IMMEDIATE OFF ON or OFF YES NO When a file is deleted on 
PURGE OF the server, NetWare can 
DELETED FILES maintain the file in a hidden 

format that allows the user 
to recover the file if it was 
deleted by accident. As 
space is required on the 
volume, NetWare automati
cally purges some of these 
deleted files to make room. 
Using this setting, you can 
instruct NetWare that you 
do not want any deleted file 
maintained in a salvageable 
format and to purge them 
immediately. 

MAXIMUM 25 10 to 100 NO YES Specifies the maximum 
SUBDIRECTORY number of levels that there 
TREE DEPTH can be within a single 

directory tree. 
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Acceptable AUTOEXEC. STARTUP. 
Parameter Default Range NCF NCF 

VOLUME ON ON or OFF YES NO 
LOW WARN 
ALL USERS 

VOLUME LOW 256 o to 100000 YES NO 
WARNING RESET 
THRESHOLD 

VOLUME LOW 256 o to 100000 YES NO 
WARNING 
THRESHOLD 

TURBO FAT 5min 0.3s to 1h YES NO 
RE-USE 29.6s 5min 54.6s 
WAIT TIME 

Description 

Instructs NetWare whether 
or not you want a warning 
message to be sent out to 
all users when space is 
running low. This warning is 
issued when the VOLUME 
LOW WARNING value is 
reached and continues until 
the VOLUME LOW WARN
ING RESET THRESHOLD 
value is achieved. 

When the parameter is 
set to YES, this parameter 
specifies the number of 
blocks of free space that 
must be cleared up before 
the warnings stop. To 
determine the actual 
amount of space that must 
be cleared, multiply the 
number of blocks you set 
here by the block size that 
you set for the volume 
during installation. 

When the VOLUME LOW 
WARN ALL USERS para
meter is set to YES, this 
parameter determines the 
minimum amount of space 
that can be left on a volume 
before the first warning is 
issued. Because this para
meter is specified in blocks, 
to determine the actual 
amount of space that must 
remain, multiply this setting 
by the block size that you 
set for the volume during 
installation. 

NetWare has a feature 
known as the "turbo fat" 
that is a listing of all the 
blocks used by a large file. 
When one of these files is 
opened, NetWare uses a 
buffer to cache the file's 
"turbo fat" entry. This 
parameter specifies the 
amount of time that must 
pass after a file is closed 
before the buffer can be 
freed up. 

(continues) 
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Table 22.5 Continued. 

Acceptable AUTOEXEC. STARTUP. 
Parameter Default Range NCF NCF 

MINIMUM 1 min 5.9s Os to 7 days YES NO 
FILE DELETE 
WAIT TIME 

FILE DELETE 5min 29.6s Os to 7 days YES NO 

WAIT TIME 


NCP FILE ON ON or OFF YES NO 

COMMIT 


Description 

When a file is deleted on 
the server, NetWare can 
maintain the file in a hidden 
format that enables the user 
to recover the file if it was 
deleted by accident. As 
space is required on the 
volume, NetWare automati
cally purges some of these 
deleted files to make room. 
Specifies the minimum 
amount of time NetWare 
must maintain this file in a 
salvageable format before it 
can be purged from the 
system whether space is low 
or not. 

Specifies how much time 
must pass before a file is 
flagged as being purgeable. 
Should the volume start to 
run low on space, NetWare 
first removes the purgeable 
files to alleviate the space 
problem before it starts to 
purge other salvageable 
files. This parameter does 
not guarantee that the file 
remains on the system for 
any set period of time. 

Specifies whether an 
application can force all 
outstanding NCP file write 
requests to disk. Do not 
change this value unless 
specifically instructed to 
do so by Novell or the 
application's vendor. 
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Table 22.6 Lock parameters that can be adjusted on the file server. 

Acceptable AUTOEXEC. STARTUP. 
Parameter Default Range NCF NCF Description 

MAXIMUM 500 10 to 10000 YES NO Specifies the maximum 
RECORD LOCKS number of record locks that 
PER CONNEC- can be used by a single-user 
TION connection. 

MAXIMUM 250 10 to 1000 YES NO Specifies the maximum 
FILE LOCKS number of files that can be 
PER CONNEC- opened and locked by a 
TION single-user. 

MAXIMUM 20000 100 to 200000 YES NO Specifies the maximum 
RECORD LOCKS number of record locks 

acceptable on the server 
at any given time. 

MAXIMUM 10000 1 00 to 1 00000 YES NO Specifies the maximum 
FILE LOCKS number of files that can be 

opened and locked on the 
server at any given time. 

Table 22.7 Transaction-tracking parameters that can be adjusted on the file server. 

Acceptable AUTOEXEC. STARTUP. 
Parameter Default Range NCF NCF Description 

AUTons OFF ON or OFF NO YES NetWare has a feature 
BACKOUT known as Transaction 
FLAG Tracking that backs out 

requests that were not 
completed in their entirety 
(for example, during a 
server failure). After a server 
crashes and is brought back 
on-line, NetWare asks if you 
want any incomplete 
transactions to be backed 
out. The server doesn't 
finish booting until you 
answer this question. If you 
want NetWare to assume 
that you always want these 
transactions to be backed 
out, you can answer Yes. 

(continues) 



370 Chapter 22-Console Commands 

Table 22.7 Continued. 

Acceptable AUTOEXEC. STARTUP. 
Parameter Default Range NCF NCF Description 

TIS ABORT OFF ON or OFF YES NO Specifies if you want 
DUMP FLAG NetWare to write the data 

that it is backing out using 
TIS to a file called 
TIS$LOG.ERR at the root 
of the SYS volume. 

MAXIMUM 10000 100 to 10000 YES NO Specifies the maximum 
TRANS- number of transactions that 
ACTIONS can occur on the file server 

at any given time. 

TIS 1min 11s to 10min YES NO Specifies the maximum 
UNWRITIEN 5.9s 59.1 s amount of time that TIS can 
CACHE WAIT prevent a cache buffer from 
TIME being written to disk. 

TIS 59min 1 min 5.9s to YES NO At times, the backout 
BACKOUT FILE 19.2s 1 day 2 h file maintained by the 
TRUNCATION 21 min 51.3s Transaction Tracking System 
WAIT TIME can exceed what is actually 

required. Use this parameter 
to specify the amount of 
time that must pass before 
TIS can truncate the size of 
the overly large file. 

Table 22.8 Disk parameters that can be adjusted on the file server. 

Acceptable AUTOEXEC. STARTUP. 
Parameter Default Range NCF NCF Description 

ENABLE DISK ON ON or OFF YES YES Tells NetWare if you want it 
READ AFTER to perform software read
WRITE VERIFY after-write verification for 

the disk. Most of the latest 
disk drives and controllers 
handle this task on the 
hardware level, which is 
much faster. If your disk or 
controller can handle this 
task, you can set this para
meter to OFF, but you 
should check your disk/ 
controller documentation 
first. 
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Acceptable AUTOEXEC. STARTUP. 
Parameter Default Range NCF NCF Description 

CONCURRENT 4 2 to 30 NO YES Specifies the maximum 
REMIRROR number of remirror requests 
REQUESTS that can be issued at any 

one time when the server is 
trying to recover from a disk 
failure. 

Table 22.9 Miscellaneous parameters that can be adjusted on the file server. 

Acceptable AUTOEXEC. STARTUP. 
Parameter Default Range NCF NCF Description 

MAXIMUM 51 10 to 1000 YES NO Specifies the maximum 
OUTSTANDING number of NCP searches 
NCP SEARCHES that can be issued by a 

single connection at any 
one time. 

ALLOW OFF ON orOFF YES NO With NetWare 3.X, pass-
UNENCRYPTED words are encrypted to 
PASSWORDS ensure that someone with 

the correct tools, such as a 
protocol analyzer, cannot 
monitor the network cabling 
and intercept a user's 
password. Previous versions 
of NetWare could 110t 
perform this type of 
encryption during a login. 
To accommodate these 
older systems, you can set 
this parameter to YES. 
Alternatively, you can 
update the LOGIN and 
ATTACH programs on the 
older (2.X) servers which 
then allow them to encrypt 
passwords. 

NEW SERVICE 2.2s 0.3s to 20s YES NO In NetWare, a service 
PROCESS process is a type of buffer 
WAIT TIME that determines how many 

requests can be processed at 
anyone time. When you use 
this parameter, you can 
specify the amount of time 
that must pass before 
NetWare allocates an 
additional service process. 

(continues) 
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Table 22.9 Continued. 

Parameter Default 
Acceptable 
Range 

AUTOEXEC. 
NCF 

STARTUP. 
NCF Description 

PSEUDO 
PREEMPTION 
TIME 

2000 1000 to 10000 YES NO Specifies the amount of time 
an NLM can control the 
server's processor before it 
must relinquish control to 
another task. Using this 
parameter, NetWare can 
restrict an NLM from 
monopolizing the server's 
CPU. 

DISPLAY 
SPURIOUS 
INTERRUPT 
ALERTS 

ON ON or OFF YES YES While usually related to a 
faulty driver, a spurious 
interrupt error may appear 
on the server when one of 
your hardware devices is 
being overloaded. When 
you use this parameter, you 
can enable or disable these 
messages from appearing 
on the console. 

DISPLAY LOST 
INTERRUPT 
ALERTS 

ON ON or OFF YES YES When a request is inter
rupted before NetWare can 
respond, the problem is said 
to be a "lost interrupt 
request." This problem is 
usually caused by a faulty 
device driver or an over
loaded component. When 
you use this parameter, you 
can enable or disable the 
displaying of these errors to 
the console. 

DISPLAY DISK 
DEVICE ALERTS 

OFF ON orOFF YES YES Instructs NetWare to display 
a message on the server 
console whenever a change 
occurs with the disk status 
(for example, when a drive 
is mounted or dismounted 
or when an error is 
encountered). 

DISPLAY 
RELINQUISH 
CONTROL 
ALERTS 

OFF ON or OFF YES YES Instructs NetWare to display 
an error message on a 
console when an NLM does 
not relinquish control of the 
processor to other tasks on a 
regular basis. 
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Acceptable AUTOEXEC. STARTUP. 
Parameter Default Range NCF NCF Description 

REPLACE ON ON or OFF YES YES Specifies whether you 
CONSOLE want the server's name 
PROMPT WITH to be used as the console 
SERVER NAME prompt or if you want the 

older style colon prompt (:). 

DISPLAY ON ON orOFF YES YES Specifies if you want 
INCOMPLETE NetWare to display an error 
IPX PACKET message on the console 
ALERTS IPX whenever it receives an 

incomplete packet. Errors of 
this nature can be a result of 
several problems, such as 
bad NIC drivers, a faulty 
NIC, or cabling problems. 

DISPLAY OLD OFF ON orOFF YES YES Specifies if you want 
API NAMES NetWare to display the 

names of older APls that an 
NLM uses when it loads. 

MAXIMUM 20 5 to 40 YES NO NetWare uses a "service 
SERVICE process" to receive and 
PROCESSES process all requests on 

the server. Specifies the 
maximum number of tasks 
that can be completed at 
anyone time. This value 
should be increased when 
the number of service 
processes that are currently 
in use (viewable from the 
main screen of 
MONITOR.NLM) are equal 
to the maximum setting. 

ALLOW ON ON orOFF YES YES Allows the server to assume 
CHANGE the rights to a job of the 
TO CLIENT client who submitted it. 
RIGHTS 
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SET TIME 

From the server's console, you can change the date and time maintained by the server with the 
SET TIME command. For detailed information on using the SET TIME command, refer to "Chang
ing the Server's Date and Time from the Console" in Chapter 10, "Miscellaneous Commands for 
Environment Management." 

SPEED 

When you type SPEED from the file server prompt, NetWare provides you with its speed rating 
for your server's CPU. Following are the approximate values you may get: 

Type of machine Speed rating 

80386 16MHz CPU 120 

80386 25MHz CPU 150 

80386 33MHz CPU 250 

80486 25MHz CPU 600 

80486 33MHz CPU 900 

80486 50MHz CPU 1200 

80486 66MHz CPU 1800 

If your results are considerably lower than these values, you may not have your server's PC con
figuration settings set on the highest mode. Refer to your hardware documentation for further 
details. 

TIME 

You can check the time being maintained by the file server by typing TIME from the file server 
prompt. 

TRACK ON 
To those who are unaware, the network may seem like a peaceful place, but the fact is there is a 
constant flurry of information traveling between servers across the network cabling. While re
viewing all of this information requires a tool such as a protocol analyzer, NetWare provides you 
with a command that can be used to review some of the basic information crossing the wire. 
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When you type TRACK ON from the file server prompt, NetWare presents you with the router 

tracking screen (see fig. 22.3). From this screen, you can monitor the network for the various 

advertising packets that are used between servers and the GET NEAREST SERVER REQUESTs issued 

from the workstations. 

OUT IsaBIBBBB:FFFFFFFFFFFF] 11:2B:B6pM DOUG-SERVER 1 DOUG-SERVER 2 
IN [BBBBBB5B:BBBBBBB88BBIJ 11:2B:12pM DOUG-SERVER 1 
OUT [BBBBB85B:FFFFFFFFFFFFJ 11:2B:36pA BBBl88BB 1/2 88BBBB22 1/2 
OUT [B888BB22:FFFFFFFFFFFFl 11:28:36pM B8818888 1/2 08BBBBS8 1/2 
OUT [B88HIBB8 :FFFFFFFFFFFFl 11 :28 :36p" B_B22 1/2 88888B58 1/2 
IN [B888I1B58:1I11B888888BBll 11:2B:4BpM DOUG-SERVER 1 
OUT [0888BBSB:FFFFFFFFFFFFJ 11:29:BSPM DOUG-SERVER 1 DOUG-SERVER 2 
OUT mll08BB22 :FFFFFFFFfFFF] 11 :29 :BSp.. DOUG-SERVER 1 DOUG-SERVER 2 
OUT [fl!lBl88BB :FFFFFFFFFFFFJ 11 :29 :!lSp" DOUG-SERVER 1 DOUG-SERVER 2 
!H [flfl8B8BSB:IIIIBBBBBBBBBl] 11:29:B7pn DOUG-SERVER 1 
IH UIB8BB!l22 :B26BBC4!1CCBS] 11:29 :31p.. Send A II Server Info 
OUT [!l!lBIIB!!22 :1I261lBC4I1CCBS] 11:29 :31pM DOUG-SERVER 2 
IN U'IBIlIIBII22 :I!26I1BC4I1CCBS] 11 :29 :34pl'l Route Request 
OUT [IIBBBBII22 :BZ6BBC4IICCB51 11 :29 :34p" 88!!I!BBS!! 1/2 
IN [!!!!BBB!!22:I!26BBC48CCB5] 11:29:34pM Route Re<[Uest 
OUT [1I!!!!BBB22:BZ6BBC48CCBSl 11:Z9:34pM 88!!I!BBSB 1/2 
IN [!!BBIIII1I5B:BBB88BB88BBll 11:29:35pM DOUG-SERVER 1 
OUT [!!BBBBBSB:FFFFFFFFFFFFl 11:29:3SpM !!08IB!!!!!! 1/2 888BBB22 1/2 
OUT [I!BBIIB822 :FFFFFFFFFFFFl 11 :29 :3Sp" 08818B08 1/2 BBBBBBS8 1/2 
OUT [88BIIlBBII:FFFFFFFFFFfF] 11:29:3Sp., 811BBBII22 1/2 BBB!lIlIlSII 1/2 
IN [!l!lI!BBBSB:01I0IIBBBBOBB1] 11:311:112pn DOUG-SERVER 1 
OUT [8118888S8 :FFFFFFFFFFFFJ 11 :38 :IISPM DOUG-SERVER 1 DOUG-SERVER 2 
our ml18881122 :FFFFFFFFFFFFl 11 :311 :IISp" DOUG-SERVER 1 DOUG-SERVER 2 
OUT [110810008 :FFFFFFFFFFFFJ 11:311 :BSp" DOUG-SERVER 1 DOU[}-SERVER 2 
(Use ALI-ESC or CIRL-ESC to switch screens., or an!::l other key to pause> 

Fig. 22.3 NetWare router tracking screen that is shown after using the TRACK ON console command. 

Tip 

Whenever a workstation loads the DOS requester or workstation shells, the workstation issues a GET NEAR· 
EST SERVER REQUEST that appears on the server's router tracking screen. If a station is having trouble 
connecting to the server, check the router tracking screen to see if the GET NEAREST SERVER REQUEST is 
coming through by typing TRACK ON from the console prompt. 

Tip 

If you are seeing multiple GET NEAREST SERVER REQUESTs from a workstation when no one can attach to 
the server, make sure the REPLY TO GET NEAREST SERVER configuration parameter is set to YES. 

The NetWare router tracking screen can be broken into two basic sections, IN messages and OUT 

messages. Depending whether you are looking at the IN message (signified by the IN field) or 

OUT message (signified by the OUT field), the fields that follow differ. 

Following is a description of the different fields associated with the inbound message. The values 

shown below will differ for your server depending on your specific configuration. 
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IN This field indicates that the message is inbound to the server. 

[00000050:000000000001] This field shows you the network number (00000050) and the node 
address (000000000001) of the server or station that sent the message. 

DOUG-SERVER This field shows you the name of the server that issued the message. 

1 This field shows you the number of hops from the server sending the message to the cur
rent server. 

00008022 This field shows you the network number that is known by the server sending the 
message. 

1/2 This field shows you the relative distance of the sending server. The 1 indicates that the 
server is 1 hop away, and the 2 indicates the number of ticks (1 tick equals 1/18s) that it 
takes for a packet to reach this server from the sending server. 

Following is a description of the different fields associated with the outbound message. The val
ues you see for your server will differ depending on your own server configuration. 

OUT This field indicates that the message is outbound from the server. 

[00008022:FFFFFFFFFFFF] This field shows you the network number (00008022) and that the 
message is a broadcast intended for all nodes (FFFFFFFFFFFF). 

VERSION 
When you type VERSION from the file server prompt, NetWare displays a few lines of text de
tailing the version of NetWare in use and licensing information such as the maximum number of 
users that can access the server concurrently. 

VOLUME 
When the file server is up and running, you can check which volumes and name spaces are cur
rently loaded by typing VOLUME from the file server prompt. NetWare displays a two-column 
listing that shows each of the mounted volumes in the first column, and the name spaces that are 
loaded for each in the second column (for example, DOS, MAC, NFS). 



Chapter 23 

The MO 

Man 

Of all the utilities that are provided with NetWare, MONITOR is probably the most robust. When 
you use this utility, you can perform a wide variety of tasks that assist you in the management of 
your server and the diagnosis of potential problems. 

In this chapter, you learn about the MONITOR utility in detail and specifically: 

• Connection information 

• File status information 

• Memory usage information 

• Resource utilization 

• Securing the file server console with a password 

Loading MONITOR and the Main Menu 
Like any other NLM on the server, the MONITOR utility is loaded with the help of the LOAD 
console command. But, before you continue, you have the option of loading it with one of three 
specialized parameters: 

INS Use to load MONITOR without the screen saver (also known as lithe snake"). 

INH Use to load MONITOR without help screens, thus saving RAM. 

IP Use to load MONITOR and enable you to select the Processor Utilization option. 
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If you choose to use one of these parameters, you can use them simply by appending them to the 
end of the LOAD command. For example, to load the MONITOR utility without the help screens, 
type LOAD MONITOR /NH from the server console prompt. 

When you first load MONITOR, NetWare displays a screen divided in half. The upper half pro
vides basic statistical information about the server and the bottom half is a menu of the various 
tasks that you can perform (see fig. 23.1). For your reference, each of the fields shown in the up
per half of the screen is desribed in the following bulleted list. 

Fig. 23.1 The main menu of MONITOR. 

• 	 File Server Up Time: This field tells you how long the file server has been up and running. 

Tip 

If your server's CPU utilization is consistantly above the 40 percent mark, it may be time to start look

ing at upgrading some of your server's hardware. 

• 	 Utilization: This field provides you with the current CPU utilization of the file server. 

• 	 Original Cache Buffers: This field informs you of the number of cache buffers (in blocks) 
that were available when the file server was first booted. Each block is equal to the cache 
block size used on the server. For example, if your cache block size is set to 4K and this field 
shows you 2,000 cache buffers, you have 8M of cache buffers when the server first boots. 

• 	 Total Cache Buffers: This field shows you how many cache blocks are currently available. 
The value shown here decreases as additional NLMs are loaded. 
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Tip 

If the number of dirty cache buffers is consistently high, and if your Service Processes are maxed out, 

try increasing your maximum Service Processes. This may reduce the number of dirty cache buffers 

and improve the performance of your server. 

• 	 Dirty Cache Buffers: The field shows you the number of blocks that are sitting in memory 
waiting to be written to disk. 

• 	 Current Disk Requests: This field shows you the number of disk requests that are sitting in 
the server's memory waiting to be processed. 

Tip 

If the number of Packet Receive Buffers shown reaches your maximum setting, you must increase your 

maximum. When maxed out, errors such as LAN receive buffer limit reached all buffers 

are in use. Possible causes: disk channel bottleneck or buffers have been lost 

can and will appear. In situations like these, users may get various errors on their workstation or their 

PC may appear to be hung until the maximum is increased. 

• 	 Packet Receive Buffers: This field shows you the number of buffers that are available to 
handle requests from stations. 

Tip 

If the number of Directory Cache Buffers shown reaches your maximum setting, you should increase 

the maximum if users are experiencing a decrease in performance when performing directory 

searches. 

• 	 Directory Cache Buffers: This field shows you the number of buffers that are available to 
handle the caching of directories. 

Tip 

If the number of Service Processes shown reaches your maximum setting and you are noticing a 

decrease in performance, try increasing the maximum by five processes. 

• 	 Service Processes: This field shows you the number of tasks NetWare is currently capable 
of handling at anyone time. Once processes have been allocated by NetWare, the only way 
to bring them back down is to reboot the server. 
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• 	 Connections In Use: This field shows you the number of nodes that are currently connected 
to the server. A connection is considered to be any workstation that has loaded all 
of the workstation drivers. A user does not have to log in from the station for this field to 
increment. 

Note 

• 	 Open Files: This field shows you the number of files that are currently opened by the file 
server, its processes, and all attached users. 

Managing Users 
With the MONITOR console utility, you can review and manage the various connections cur
rently in use on the server by selecting Connection Information from the Available Options 
menu. After selecting this option, NetWare displays the Active Connections window that you 
can scroll through to check which connections are currently in use. From this window, there are 
several alternatives that are available to you, each of which are discussed within the following 
sections. 

Clearing a User Connection 
When you use the MONITOR console utility, you can clear a specific connection by selecting 
Connection Information from the Available Options main menu. Next, NetWare displays the 
Active Connections window which lists each of the connections that are in use. From this 
window, you can scroll through the listing, and by highlighting the desired ID and pressing 
the Delete key, you remove the connection. 

Reviewing Statistics and the Open Files for a Specific User 
After you have selected the desired connection from the Active Connections window, the MONI
TOR display changes from the previous screen. Like the previous screen which was divided into 
two halves, this screen displays statistics information in the upper half of the screen while the 



Managing Users 381 

bottom half provides you with a listing of the files currently opened by this station (see fig. 23.2). 
For your reference, each of the statistical fields are described in the following bulleted list. 

Fig. 23.2 Connection statistics that can be reviewed using the MONITOR utility. 

• 	 Connection Time: This field shows you how long the user has been logged into the server. 

• 	 Network Address: This field shows you the user's network address (that is, the network num
ber), the MAC layer address of the workstation (the physical address of the NIC), and the 
socket address being used. 

• 	 Requests: This field shows you the total number of requests the station has made to the 
server since it first logged in to the server. 

• 	 Kilobytes Read: This field shows you the number of kilobytes the workstation has read 
since it logged in to the server. 

• 	 Kilobytes Written: This field shows you the number of kilobytes the workstation has writ
ten to the server disks since it logged in to the server. 

• 	 Status: This field displays the current status of the workstation. One of the following status 
types is shown: 

Normal: The workstation is logged into the server and functioning normally. 

Wai t:Lng: The workstation is waiting for a file to be unlocked. 


NOT - LOGGED· IN: The workstation is connected to the file server but no one has logged 

in yet (when the status has loaded the network drivers but no one logged in). 


• 	 Semaphores: This field shows you the number of semaphores in use by this station. A sema
phore is used to control how many tasks can control the server resources at one time and 
how many workstations can run a program at anyone time. 
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• 	 Logical Record Locks: This field shows you the total number of record locks this station 
currently has in use. A record lock flags a file as being in use so no other connection can 
access the file. 

On the bottom half of the screen, a window entitled Open Files appears that lists all the files 
currently opened by the selected user. When you highlight one of these files and press the Enter 
key, NetWare displays an additional window that lists the record locks in use for the selected file. 
The fields used for this window are described below. 

• 	 Start: The offset in the file at which the record lock begins. 

• 	 End: The offset in the file at which the record lock ends. 

• 	 Record Lock: This field displays the type of record lock that is being used and will show one 
of the following types: 

Locked Exclusive: The record is locked so no other user can read or write to the 
record. 

Locked Shareable: The record is locked so other users can read from the record but 
cannot write to it. 

Locked: This lock type is shown when the record lock is complete. 

TTS Holding Lock: This lock type is shown when the record lock has been released by 
the application but there are still transactions outstanding for TIS to write to disk. 

• 	 Status: This field displays the status of the lock, which could be one of the following 

settings: 


Logged: The file server is preparing to lock the file. 

Not Logged: The "normal" status which shows that there are no outstanding requests 
for the locks. 

Managing Disk Drives 
When you use the MONITOR console utility, you can manage the disk drives in your file server 
by selecting Disk Information from the Available Options main menu. Next, NetWare displays a 
listing of the disk drives that are currently accessible. To review detailed statistics for a specific 
drive, highlight the drive and press the Enter key. 

After selecting a disk drive, the MONITOR screen changes to provide you with detailed statistics 
for the selected drive on the upper half of the screen and the Drive Status window that can be 
used to modify the drive's status in the bottom half (see fig. 23.3). Each of the statistics shown on 
the screen are described below. 
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Fig. 23.3 Disk information screen shown with the MONITOR utility. 

• 	 Driver: This field shows you the name of the driver being used for the selected disk. 

• 	 Disk Size: This field shows you the total size of the selected disk. 

• 	 Partitions: This field shows you the number of partitions, NetWare and non-NetWare, on 
the selected disk. 

• 	 Mirror Status: This field shows you the current status of the selected disk's mirroring, 
which could be one of the following: 

Mirrored: The selected disk drive is mirrored to another disk drive. 

Not Mirrored: The selected disk is not mirrored or has been unmirrored due to an 
error. 

If you selected a disk drive that was initially mirrored but now shows a mirror status of Not 
Mirrored, a critical error has caused the drive to unmirror. Refer to the heading "Mirroring 
and Duplexing Problems" in Chapter 27, "Disk Problems," for further information. 

Remirroring: The selected disk is currently being remirrored. This status is shown 

when NetWare is remirroring disks after a failure or when drives are being mirrored 
for the first time. 

• 	 Hot Fix Status: This field shows you if Hot Fix is enabled for the selected disk drive. 

If the status Not· Hot· Fixed appears, this means the hot fix facility has failed and the drive should be 
replaced. 
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• 	 Partition Blocks: This field shows you the total number of blocks on the selected hard 
disk's NetWare partition. 

• 	 Data Blocks: This field shows you the number of blocks on the selected disk's NetWare 
partition that are available to store data. 

• 	 Redirection Blocks: This field shows you the total number of blocks that have been allo
cated for NetWare's Hot Fix feature for the selected disk. 

• 	 Redirected Blocks: This fields shows you the number of bad blocks that were found by Hot 
Fix and placed in the redirection area. 

• 	 Reserved Blocks: This field shows you the number of blocks that are reserved for Hot Fix's 
tables. 

Tip 

If you are noticing that the number of Redirected Blocks is increasing steadily, or fast approaching the 
number of Redirection Blocks, consider replacing the drive before the server actually falls. 

When the number of Redirected Blocks plus the number of Reserved Blocks equals the total number 
of Redirection Blocks, NetWare's Hot Fix has failed and the drive should be replaced. 

Checking Partitions on a Drive 
You can check which NetWare partitions are on a specific disk drive by following these steps: 

1. 	From the Available Options main menu of MONITOR, select Disk Information and then the 
desired disk drive from the listing of System Disk Drives. 

2. 	After selecting the drive, you can review which NetWare partitions are on the drive by se
lecting the option Volume Segments on Drive from the Drive Status Window. 

Modifying Read After Write Verification 
To ensure the integrity of the data on your server disk, you can use what is known as Read After 
Write verification. The purpose of this feature is to instruct the system that a read should be per
formed immediately after a write to ensure the correct information was written to disk. 
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You can change the method by which NetWare handles the read-after-write verifying of a drive 
by following the steps below: 

1. 	From the Available Options main menu of MONITOR, select Disk Information and then the 
desired disk drive from the listing of System Disk Drives. 

2. 	After you select the drive, NetWare displays the Drive Status window. Within this window, 
the field Read After Write Verify shows you how NetWare currently handles this task. If you 
want to change the method for how this verification occurs, highlight the field and select 
one of the following options: 

Software Level: Instructs NetWare to handle the read-after-write verification. 

Hardware Level: Instructs NetWare to let the disk controller handle the read-after-write 
verification. You should check your controller documentation before using this 
option. 

Disable Verify: This option can be selected when the disk drive that you are using 
can handle its own read-after-write verification. You should check your disk drive 
documentation before using this option. 

Making the Disk Light Flash 
While a seemingly trivial task, MONITOR's capability of making a specific disk light flash can 
make your life that much easier if you are planning on taking a server down to swap out a faulty 
drive. For example, if you are having a problem with your disks and NetWare statistics informa
tion points to drive number 2, you can use the Flash Light feature to find out which drive in the 
server is actually number 2. 

You can use MONITOR to make one of the disk's lights flash by following the steps below: 

1. 	From the Available Options main menu of MONITOR, select Disk Information and then the 
desired disk drive from the System Disk Drives listing. 

2. 	After you select the drive, you can make the disk's light flash by highlighting the Drive 

Light Status option and pressing Enter. 


Note 

is only a . your ports it. 
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Disabling and Enabling a Disk Drive 
Using the MONITOR utility, you can enable or disable a disk drive by following the steps below: 

Disabling a disk drive that is currently in use by the NetWare operating system causes the server to crash. 

1. 	From the Available Options main menu of MONITOR, select Disk Information and then the 
desired disk drive from the System Disk Drives listing. 

2. 	After selecting the drive, you can enable or disable the drive by selecting the Drive Operat
ing Status option and either selecting the Activate Drive or Deactivate Drive option. 

Managing LAN Drivers 
When you use the MONITOR console utility you can manage the LAN driver(s) in use on your 
file server by selecting LAN Information from the Available Options main menu. Next, NetWare 
presents you with a listing of the LAN drivers that are currently loaded on the server. By selecting 
one of the LAN drivers from the screen, NetWare displays an additional screen listing detailed 
statistics for the selected card (see fig. 23.4). Each of the statistics available from this screen is 
described in the following bulleted list. 

Fig. 23.4 NIC statistical information displayed with the MONITOR utility. 
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• 	 Driver Name And Configuration: The top line of the LAN driver's statistics screen displays 
the selected driver's name and configuration information such as the interrupt and memory 
addresses in use. 

• 	 Version: This field shows you the version number of the selected NICs driver. 

• 	 Node Address: This field shows you the MAC layer/physical layer address of the selected 
NIC. 

• 	 Protocols: This field shows you the communications protocols currently in use for the 
selected Nrc. 

• 	 Network Address: This field shows you the network address (that is, the network number) to 
which the selected NIC connects. 

• 	 Total Packets Sent: This field shows you the number of packets that have been sent by the 
file server through the selected NIC. 

Tip 

If you are noticing the Packets Received and Packets Sent counters are only incrementing by 1 
every couple of seconds, there is most probably a problem with your cabling, the NIC, or the NICs 
driver. 

• 	 Total Packets Received: This field shows you the number of packets that have been re
ceived by the file server through the selected NIC. 

Tip 

If the No ECB Available Count field is increasing steadily or on a frequent basis, try increasing your 
Maximum Packet Receive Buffers setting. 

• 	 No ECB Available Count: This field acts as a counter for the server that increments each 
time a packet is received when there is no packet receive buffer available. 

• 	 Send Packet Too Big Count: This counter monitors the number of times the server tries to 
transmit a packet that is too big for the Nrc to handle. 
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Tip 

An excessive number of Packet Too Big or Packet Too Small errors could be indicative of a 
corrupt or faulty NIC or driver or a cabling problem. 

• 	 Send Packet Too Small Count: This counter monitors the number of times the server tries to 
transmit a packet that is too small for the NIC to handle. 

• 	 Receive Packet Overflow Count: This counter monitors the number of times a packet is 
received that is too big to store in a cache buffer. This counter should not increase unless 
you are using an application that cannot negotiate the appropriate packet size. 

• 	 Receive Packet Too Big Count: This counter monitors the number of times the server 
receives a packet that is too big for the NIC to handle. 

Tip 

When the server is receiving an excessive number of packets from the network that are too big or too 
small, it could indicate a problem with a workstation's NIC, driver, or a potential cabling problem. 

• 	 Receive Packet Too Small Count: This counter monitors that number of times the server 
receives a packet that is too small for the NIC to handle. 

• 	 Send Packet Miscellaneous Errors: This counter monitors the number of times an error 
occurs when sending a packet. 

• 	 Receive Packet Miscellaneous Errors: This counter monitors the number of times an error 
occurs when receiving a packet. 

• 	 Send Packet Retry Count: This counter monitors the number of times the server must re
transmit a packet due to errors in previous transmissions. 

Tip 

An excessive number of errors in the Send Packet Retry Count counter could be a result of a faulty 
driver or NIC. 

• 	 Checksum Errors: This counter monitors the number of times packets are received with 
errors due to its checksum problems. 

• 	 Hardware Receive Mismatch Count: This counter monitors the number of times a packet is 
received by the NIC when the length does not match the length specified within the 
packet. 
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Reviewing Detailed Information on System 
Modules 
When you use the MONITOR console utility you can review the modules that are loaded on your 
server as well as the memory and resources they are using. Using this information, you have a 
better understanding of how each module works and how it affects your available RAM and 
resources. 

By selecting System Module Information from the Available Options main menu of MONITOR, a 
window entitled System Modules appears, listing each of the loaded modules. From this window 
you can select the desired module to review the different resource tags in use (see fig. 23.5). 
Finally, you can check which NetWare tracked resources are in use for each resource tag by 
highlighting the selected tag and pressing the Enter key. 

Fig. 23.5 Resource tags in use by a system module shown with the MONITOR utility. 

Note 

Reviewing File Status Information 
If you have ever logged into the server, tried to update a file, and then gotten an error message 
telling you the file was in use, this feature of MONITOR will be invaluable to you. 

When you use MONITOR you can review statistical information about any file on the server by 
selecting the File Open/Lock Activity option from the Available Options main menu. After you 
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select this option, NetWare displays the Select an Entry window that displays all the volumes on 
the server. All you have to do to review the file information is select a volume, then the directo
ries, and finally the desired file name from the listing provided. Once you select the file, NetWare 
displays two new windows (see fig. 23.6). Each of the fields within these windows is described in 
the following bulleted list. 

Shortcut 

Instead of scrolling through the listing of files to find the desired file, you can type the first few characters of 

the file name, and MONITOR automatically moves the cursor to the appropriate location (you must be in the 

same directory as the file before trying this). 

Fig. 23.6 File status information that can be reviewed with the MONITOR utility. 

• 	 Use Count: This field shows you the number of connections currently accessing the selected 
file. 

• 	 Open Count: This field shows you the number of connections that currently have the file 
open. 

• 	 Open For Read: This field shows you the number of connections that currently have the file 
open to read. 

• 	 Open For Write: This field shows you the number of connections that currently have the 
file open to write to. 

• 	 Deny Read: This field shows you the number of connections that have the file open to read 
and are restricting access to the file from other connections. 

• 	 Deny Write: This field shows you the number of connections that have the file open to 
write to and are restricting access to the file from other connections. 
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• 	 Status: This field shows you the locking status for the file. When locked, additional users 
are not allowed to access the file. 

• 	 Conn: This field shows you the connection numbers of the users accessing the selected file. 

• 	 Task: This field is the task number assigned by the shell. 

• 	 Lock Status: This field shows you the detailed record locking status of the file. Within this 
field, one of the following variables is shown: 

Exclusive: No other users are allowed to access the record. 

Shareable: Additional users are allowed to read but not write to the record. 


TTS Holding Lock: The file has been unlocked, but NetWare's TIS system still has 

some transactions pending. 


Logged: The file server is preparing to lock the file. 

Not Logged: There are no requests outstanding to lock the file. 

Reviewing File Server Memory Utilization 
On the NetWare server, one of the most important resources is the memory. Because it is so im
portant, you should be checking the server on a regular basis to ensure there is enough free RAM 
to handle all of the necessary tasks. You can review your memory statistics with MONITOR by 
selecting the Resource Utilization option from the Available Options main menu. Once you select 
this option, a window similar to the one in Figure 23.7 appears. 

Fig. 23.7 The MONITOR resource utilization window. 
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Within the Server Memory Statistics window, MONITOR provides you with the following infor

mation: 

• 	 The amount of memory allocated per memory pool 

• 	 The percentage of the total server memory that each pool uses 

• 	 For the permanent and alloc pools, MONITOR tells you how much of the pool is actually 
being used 

Each of the fields in the Server Memory Statistics window is described in the following 

bulleted list. 

• 	 Permanent Memory Pool: This memory pool is used by the server for the long-term memory 

needs such as the requirements of a disk driver and packet receive buffers. Once memory is 

allocated to this pool from the Cache Buffers it is not returned until the server is reset. 

Tip 

By default, the maximum size of the Alloc Short Term Memory pool is 8,388,608 bytes. If the size of 
this pool reaches this setting, you can increase the maximum using the SET command. Refer to Chap
ter 10, "Miscellaneous Commands for Environment Management," for information on setting this 
parameter. 

Tip 

If the amount of memory allocated to the Alloc Memory pool is significantly higher than the amount 
of memory actually shown as being in use, you may want to reboot your server to refresh the pools. 

• 	 AUoc Memory Pool: The Alloc Short Term Memory pool is used to provide short term 
memory requirements, such as the windows of different NLMs, users' drive mappings, 

broadcast messages, SAP information, and miscellaneous user connection information. 

Once memory is allocated to the pool from the Cache Buffers, it is not returned until the 

server is reset. 

Tip 

If your Cache Buffers are running low, as a temporary fix until you can purchase more RAM, unload 
any unnecessary NLMs, use the REMOVE DOS command to return some extra RAM to the OS, and 
reboot the server to refresh the other memory pools. 
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• 	 Cache Buffers: Cache Buffers provides you with the memory information for the file cache 
buffer pool. This pool is the total amount of RAM left over for caching files after the other 
pools have taken their share of the server's total RAM. You should never let this pool run 
below SO percent and ideally, it should be a minimum 60-70 percent. 

• 	 Cache Movable Memory: NetWare uses this section of the file cache buffer pool to store sys
tem tables that change in size, such as the hash tables. When memory is used for this pur
pose, it is returned to the file cache buffer pool when it is no longer needed. 

• 	 Cache Non ·Movable Memory: This section of the file cache buffer pool is used for NLMs that 
are loaded in memory. When memory is used for this purpose, it is returned to the file 
cache buffer pool when it is no longer needed. 

• 	 Total Server Work Memory: This field shows you the total amount of memory that is in
stalled in the file server minus the memory used to run DOS, SERVER.EXE, and the server's 
ROM BIOS. 

Reviewing the Resources Tracked by NetWare 
The NetWare server controls the various tasks it must perform by using different "resources." 
Essentially, a resource is a name for a specific task the server can perform. These resources can 
be assigned by NetWare to NLMs and other drivers to complete their own tasks. 

Using the MONITOR utility, you can review the different resources that are tracked by NetWare 
by selecting the option Resource Utilization from the Available Options main menu. From the 
window that is presented next, you can scroll through the listing of tracked resources, and by 
pressing Enter on the desired resource, you then can scroll through its listing of resource tags. 

Each of the resources tracked by NetWare is described in the following bulleted list. 

• 	 AES Process Call· Backs: This resource is used by an NLM to schedule events that will take 
place in the future. For example, a virus-scanning NLM may use the resource to plan the 
next time it will perform its scan. 

• 	 Alloc Short Term Memory (Bytes): The server's Alloc Short Term Memory pool is used by 
NLMs for short term memory requests such as storing screen information from a menu. By 
selecting this resource, you can view all of the NLMs and other drivers using this pool. 
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Next, you could view the amount of memory that is being used by each NLM or driver by 
highlighting the driver name and pressing the Enter key. 

• 	 C Library BSD Sockets: This resource is used to track the number of Berkley UNIX sockets 
in use on the server. 

• 	 Cache Movable Memory (Bytes): The server's Cache Movable Memory pool is used by the 
server to store information such as DETs, FATs, and various other tables. When you select 
this resource, NetWare displays a listing of all drivers and NLMs using this pool. You then 
can select a specific resource to determine how much memory it is actually using. 

• 	 Cache Non ·Movable Memory: The server's Cache Non-Movable Memory pool is used by the 
server to store modules in memory. When you select this resource, NetWare displays a list
ing of all drivers and NLMS that are using this pool. You then can select a specific resource 
to determine how much memory it is actually using. 

• 	 Console Command Handlers: This resource tracks the modules loaded on the server that add 
additional console commands. For example, the CDROM NLM provides several additional 
commands that can be used from the console prompt. 

• 	 Disk Adapter Locks: This resource tracks modules that need to gain access to information 
pertaining to the server's disk drive adapters. 

• 	 Disk Drive Locks: This resource tracks modules that need to gain access to information 
pertaining to the server's disk drives. 

• 	 Disk File System Partition Locks: This resource tracks modules that need to gain access 
to information pertaining to the NetWare partitions on the server. 

• 	 Disk Raw Partition Locks: This resource tracks a module's access to the server's disk 

partitions. 


• 	 Event Notification Call-Backs: This resource tracks when a major system event has oc
curred. For example, your disk driver may use this resource to track the status of the disk 
controller channel. 

• 	 Hardware Interrupt Handlers: This resource tracks the hardware and modules that are using 
interrupts in the server. 

• 	 Interrupt Time Call·Backs: This resource tracks modules that process tasks on a regular 
basis. For example, a virus-scanning NLM might scan the server's hard disk every hour on 
the hour. 

• 	 IPX Sockets: This resource tracks modules that use socket connections between two or 

more devices. 
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• 	 LSL AES Event Call·Backs: This resource is used by the NIC driver to schedule future 
events. 

• 	 LSL Default Protocol Stacks: This resource tracks protocol NLMs that are configured to 
accept packets not acceptable by other protocol NLMs. 

• 	 LSL Packet Receive Buffers: This resource is used by NetWare to determine which modules 
are using specific packet receive buffers so it knows which buffers can be freed up when the 
module is unloaded. 

• 	 LSL Pre ·Scan Protocol Stacks: This resource tracks the protocol NLMs that have been con
figured to scan all packets to see if they belong to them before they are accepted. 

• 	 LSL Protocol Stacks: This resource tracks the different NLMs that are registered with the 
operating system as being a protocol stack. 

• 	 NCP Extensions: This resource tracks the different modules that use their own NetWare 
Core Protocols (NCPs). 

• 	 Network Management Managers: This resource tracks NMAGENT and the number of managers 
it has allocated. 

• 	 Network Management Obj ects: This resource tracks NMAGENT and the number of objects it 
has allocated. 

• 	 Network Management Triggers: This resource tracks NMAGENT and the number of triggers it 
has allocated. 

• 	 Permanent Memory (Bytes): The server's Permanent Memory pool is used by the operating 
system to track a variety of information such as users' disk space restrictions. By selecting 
this resource, you can view each of the modules using this resource. Then, by selecting the 
desired modules, you can determine how much memory is being used. 

• 	 Poll Procedure Call·Backs: This resource tracks modules that process certain tasks at set 
intervals. 

• 	 Processes: This resource tracks modules that initiate any process when they are loaded. 

• 	 Processor Exception Handlers: This resource tracks modules that attempt to perform a task 
not allowable on the server. 

• 	 Registered Disk Adapters: This resource tracks the configuration of the various loaded disk 
drivers. 

• 	 Registered Hardware Options: This resource tracks the NIC and DISK drivers that make 
requests to different interrupts or memory and I/O port addresses. 
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• 	 Registered MUD Boards: This resource tracks the NIC drivers loaded on the server. 

• 	 Remote Server Sessions (Instances): This resource tracks the remote servers that have a 
minimum of one connection established. 

• 	 Screen Input Call-Backs: This resource tracks modules which use a method for displaying 
information on the server's console without requiring keyboard input. 

• 	 Screens: This resource tracks the number of screens a module has opened. For example, the 
MONITOR NLM may have several screens opened at anyone time. 

• 	 Semaphores: This resource tracks modules that use semaphores to grant and restrict a user's 
ability to access a resource. 

• 	 Semi-Permanent Memory (Bytes): The server's Semi-Permanent Memory pool is used by mod
ules that are planning to use a section of memory for an extended period of time (that is, 
disk drivers). When you select this resource, you can review the modules using the resource. 
Then, by selecting the module, you can review how much memory is being used for this 
pool. 

• 	 Service Advertising (Instances): This resource tracks the number of times a module 

broadcasts its presence across the network. 


• 	 Service Connection Tasks Numbers: This resource tracks a module's task numbers for use by 
a connection. For example, a backup software NLM might automatically login to a file 
server and use a connection on the server. 

• 	 Service Connections: This resource tracks all the connections between the server and the 
attached workstations. 

• 	 Settable Parameters: This resource tracks any modules that add parameters that can be 
used with the server's SET command. 

• 	 STREAMS: Active St ream Handles: This resource tracks the communications streams in use. 

• 	 Tracked Resource Types: This resource tracks the modules which add additional tracked 
resources to the server. By selecting this resource, you can view a listing of each of the mod
ules that has added a tracked resource to the server. Then, by selecting the module, you can 
view the number of resources that the module added. 
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Locking the File Server Console with a 
Password 
If you want to ensure that only authorized personnel can issue commands from the file server's 
console, you can use the MONITOR utility to lock the console with a password. 

Tip 

If you ever forget the password you entered to lock the console, the password for the SUPERVISOR ID also 

works. 

When you select Lock File Server Console from the Available Options main menu of MONITOR, 
NetWare prompts you to enter a password that is used to lock the console. After entering the 
password, your server's console is locked until the password is entered. 

Viewing the Processor Utilization 
If you loaded MONITOR with the -p option, you can select the option Processor Utilization from 
the Available Options main menu of MONITOR. Once selected, MONITOR presents you with a 
window entitled Available Processes & Interrupts where you can select the process or interrupt 
you want to view. After making your selection, MONITOR presents an additional screen where 
you can view the amount of time and the percentage of time the CPU spends servicing the se
lected process or interrupt. 
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Miscell 


Aside from the various NLMs that are discussed throughout this book, there are a few others you 
may find of use when managing your NetWare file server. 

In this chapter, we examine a few of these NLMs and how they can be used in your environment. 

Logging what Happens on the Server Console 
Commands issued at the file server console and information that is displayed on the console only 
remain visible for a brief period of time. As more information is sent to the server's display, previ
ous commands and errors scroll off the screen, never to be seen again, unless you use 
CONLOG.NLM. 

CONLOG is a fairly new utility available with the NetWare OS that is used to track what actually 
occurs on the console. When NLMs are loaded on the console, CON LOG tracks the displayed 
information; when commands are entered on the console, CON LOG tracks the commands. 

When you type LOAD CONLOG at the file server console prompt, NetWare begins logging the 
console display to a file called SYS:\ETC\CONSOLE.LOG. The log file remains open until you 
unload the utility by typing UNLOAD CONLOG at the console prompt. 

Note 

·~Before you attempt t e sure you have a the root of 
yolume; otherwise, 

Unfortunately, since CONLOG tracks the logging information in the server's memory, you can
not view the actual log until you unload CONLOG, which then forces NetWare to write the data 
to disk. 
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Tip 

When the server is first being booted, the commands stored in the AUTOEXEC.NCF file load fairly quickly 

and then scroll off the screen. Because it is difficult to see any potential errors in time, you can place the 

LOAD CON LOG command near the beginning of the AUTOEXEC.NCF file to track everything that happens 

when the server boots. 

When CON LOG is loaded on the server, it uses roughly five percent of the CPU's time while commands are 

being entered or data is scrolled across the screen. 

Creating and Modifying ASCII Text Files from 
the Console 
Throughout this book, you have seen examples of ASCII text files called NCF files that can be 
used on the console just like a DOS BAT file. While in many cases you use a DOS editor to create 
or modify these files, NetWare provides you with a utility, known as EDIT.NLM, that can perform 
the same task from the server's console. 

When you type LOAD EDIT from the file server prompt, NetWare presents you with a window 
asking for the file's name. Within this window, type in the file name, including the full path to 
the file, that you want to create or edit. Alternately, you can supply the same information from 
the command line. For example, to create the file ABC.TXT in the SYSTEM directory, you could 
type LOAD EDIT SYS:\SYSTEM\ABC.TXT. 

After entering the file name, NetWare presents you with a full-screen window displaying the file's 
contents. From this screen, you can make any necessary modifications. When finished, press the 
Esc key and confirm whether or not you want to save the file. 

Changing the Console's Default Keyboard 
Language 
NetWare 3.12 provides you with the capability of supporting different keyboard language types 
on the console such as: 

• Germany 

• France 
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• Italy 

• Spain 

• United States 

To change your current keyboard type from the default United States, type LOAD KEYB 
country from the file server's console prompt. 

Clearing NOT-LOGGED-IN Connections 
When the network shells or the DOS Requester are first loaded on the workstation, a request 
known as a "Get Nearest Server Request" is issued from the workstation onto the network. This 
request travels throughout the network cabling, looking for the first server that it finds. If the 
server is operational and able to accept users, a reply is sent to the workstation confirming its 
presence and the station then has a logical attachment to the server. 

From the time the station receives its reply until the time that a user actually logs into the server, 
a connection known as a NOT-LaGGED-IN connection is held open on the server. These connec
tions can be viewed from the Connection Information screen of the MONITOR utility. 

While these types of connections are necessary to enable the user to log in, they can cause a po
tential problem with regard to your server's user count. If the maximum number of users in your 
company exceeds the maximum number of concurrent users that can be supported by your file 
server, someone trying to log into the server may be denied access due to insufficient connection 
slots being available because of an excessive number of NOT-LaGGED-IN connections. Previ
ously, your only options were to manually delete these types of connections or ask users to tum 
off their PCs if they were not going to use the network. Thankfully, Novell came out with a utility 
that can automatically remove NOT-LOGGED-IN connections after a settable period of time: 
NUCLEAR. You can use NUCLEAR by typing the following from the command line: 

LOAD NLICLEAR [poll=x] [conn=y] [notify] 

Based on the preceding syntax, replace: 

x with the period of time, in seconds, that you want NUCLEAR to scan the server for 
NOT-LaGGED-IN connections. When the poll parameter is left out, NUCLEAR defaults 
to 60 seconds, but you can change this value to anywhere between 15 seconds and 3,600 
seconds. 

Y with the number of connections you want NUCLEAR to scan starting from the last pos
sible connection. For example, if your server supports 100 connections and you use the 
CONN=25, NUCLEAR scans connections 75 to 100 for NOT-LaGGED-IN connections. 

The notify parameter is included when you want NUCLEAR to display a message on the console 
each time it clears a connection. 
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EXAMPLE: To clear the NOT-LOGGED-IN connections every five minutes and force NLICLEAR to 
display a message on the console every time it clears a connection, type the following from the 
file server's console prompt: 

LOAD NLICLEAR POLL=300 NOTIFY 

Tip 

Do not set your polling value too low. If a user turns on their PC and does not log in within the polling 

period, NUCLEAR clears their connection and they either have to reboot their PC or reload the shell or DOS 

Requester. 

Monitoring Protocol Statistics 
PROTO is a NetWare NLM utility that can be used to track statistics for the protocols in use on 
your file server. By typing LOAD PROTO from the file server's console prompt, a menu appears, 
listing each of the protocols currently in use. By selecting one of these protocols, PROTO provides 
you with a variety of statistics you can use to determine what is occurring on the server and net
work. 

Note 

to ~.~~stattd(~II~fthesut~tksPRotO. dt$P~S,~ ~\lsthave:~ thOroughu~er~utn~in9 of.how the 
~o&~~~i:.·· ..... ...... ..... . ............ 
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Accessi 
on t 

Working on the NetWare console is a fairly straightforward task, but there are a few things you 
should know about how you can access the console in the first place and what to do when you're 
there. 

In this chapter, you examine console access and specifically: 

• Learn the various keystrokes that can be used at the console 

• Use RCONSOLE and ACONSOLE to access the console remotely 

• Use NCF files to automate commands 

Maneuvering around the Console 
When you are working directly on the file server console, the following special keystrokes can be 
used to maneuver around the screens and through the different commands: 

Keystroke Description 

Alt+Esc Scrolls through the various active screens. Can only be used when working directly 
on the server console. 

Ctrl+Esc Selects an active screen to view from a menu listing. Can only be used when working 
directly on the server console. 

Up Arrow Scrolls backward through the last commands you typed from the command line. 

Down Arrow Scrolls forward through the command listing. 

(continues) 
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Keystroke Description 

Home Returns your cursor to the beginning of the prompt line. 

End Places your cursor at the end of the prompt line. 

Alt When held down, displays the name of the current screen. Can only be used when 
working directly on the console. 

Remote Console Management 
Most of the configuration and a fair amount of the monitoring facilities are initiated from the file 
server console. Unfortunately, depending on your proximity to the server, sitting right in front of 
the console may not always be an option to you. In cases like this, two utilities are available with 
NetWare that enable you to access the server console from across the floor, from a different build
ing, or even from another city or country. 

RCONSOLE and ACONSOLE are NetWare's remote management utilities that are used to provide 
you with a virtual console at your desktop. When you use the instructions in this section, you 
can use one of these two utilities to access the server console at your workstation and issue any of 
the commands as if you were sitting right at the server. 

Accessing the Console over a Dedicated Link 
NetWare's RCONSOLE utility is used when you want to remotely access the file server console 
from a station that has a direct communications link with the network. Before you jump in and 
try to use RCONSOLE, there is a little bit of preparation that must take place at the file server. 

While RCONSOLE is run from the workstation, it relies on two files that must be loaded on the 
console: 

• 	 REMOTE.NLM. This loadable module manages inbound and outbound information from 
the keyboard and monitor. 

• 	 RSPX.NLM.NLM. This loadable module acts as the communications driver that is used to 
advertise the server's ability to accept requests from RCONSOLE. This module also interacts 
with REMOTE.NLM to provide support for the SPX protocol. 

Using the NetWare LOAD console command, you can load these NLMs by typing the following 
from the file server console prompt: 

LOAD REMOTE [password] 
LOAD RSPX 
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Note 

stbe 

Tip 

If you add these commands to your AUTOEXEC.NCF file, it is highly recommended that you include the 

password on the LOAD REMOTE load line. Without it, NetWare pauses while it is booting to prompt you for 

a password. 

Tip 

If you have NetWare 3.11 servers on your LAN, you should update their RCONSOLE.EXE, REMOTE.NLM, and 

RSPX.NLM programs with the ones you got with NetWare 3.12. The files that shipped with 3.11 do not 

enable you to access the 3.12 servers properly. 

Including the password on the same line as the LOAD REMOTE command is optional. If you do 
not specify a password, NetWare prompts you for one after you type LOAD REMOTE. When 
prompted, you either can enter a password or press the Enter key. If you did not enter a password, 
NetWare prompts you for one the first time you try to run RCONSOLE. 

After loading these two NLMs, the next step is to gain access to the RCONSOLE utility and its 
associated files. To use the files shown below, you must either be logged into the server with the 
rights necessary to access the directory, or these files can be run from the workstation's hard disk. 

File Directory 

RCONSOLE.EXE SYSTEM and PUBLIC 

RCONSOLE.HLP SYSTEM and PUBLIC 

IBM$RUN.OVL PUBLIC 

SYS$ERR.DAT PUBLIC 

SYS$MSG.DAT PUBLIC 

SYS$HELP.DAT PUBLIC 

Tip 

When the files are placed on the workstation, you do not have to be logged into the server. As long as you 

have loaded the network shells or the DOS Requester, you can use RCONSOLE successfully. 
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Note 

With these files in your current directory or path, you then can type RCONSOLE to get a listing 
of the various servers currently available for remote access. From this listing, you then can high
light the desired server and enter the password when prompted. 

Tip 

If you do not see the server you are looking for in the listing of available servers, make sure RSPX has been 

loaded on the server in question. 

Accessing the Console over an Asynchronous Line 
Accessing the server's console when your workstation is directly attached to the network is a 
nice feature, but what if you are at home or on the road somewhere and you get a call from 
one of your users notifying you of a problem with the server? While accessing the server with 
RCONSOLE may not be an option, you can use NetWare's ACONSOLE utility to call the server 
from a remote location with a standard asynchronous line, such as your phone line. 

Preparing Your ACONSOLE Installation 
NetWare's ACONSOLE utility is used when you want to remotely access the file server's console 
from a station using a dial-up asynchronous communications line and a modem. Before you 
jump in and try to use ACONSOLE, there is a little bit of preparation that must take place at the 
file server. 

Because ACONSOLE is a utility used to access the console asynchronously, the first thing you 
need is two modems. One modem must be attached directly to the server that you are accessing 
and the other modem is used on the workstation from which you are accessing the server. 
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Next, while ACONSOLE is run from your PC, it relies on two files that must be loaded on the 
console: 

• 	 REMOTE.NLM. This loadable module is used to manage inbound and outbound information 
from the keyboard and monitor. 

• 	 RS232.NLM. This loadable module acts as the communications driver used to activate the 
server's serial port transfer monitor and keyboard information from the remote PC to the 
REMOTE.NLM module. 

Note 

Using the NetWare LOAD console command, you can load these NLMS by typing the following 
at the file server console prompt: 

LOAD REMOTE [password] 

LOAD RS232 [serial_port] [modem_speed] 


Based on the preceding syntax, replace: 

password with the password you want to use for remote access. Entering the password at the 
same time as the LOAD REMOTE command is optional. If you do not specify a password, 
NetWare prompts you for one after you type LOAD REMOTE. 

seriaCportwith the serial port (for example, COMI) that the modem is attached to on the 
server. If you do not enter this parameter on the load line, NetWare prompts you for it. 

modem_speed with the maximum baud rate the modem supports. If you do not enter this 
parameter on the load line, NetWare prompts you for it. 

Note 

After loading these two NLMs, you must ensure that the following files are accessible from your 
workstation. Beside each file name, their locations on the server are provided. If you are going to 
be using ACONSOLE from a workstation that does not have access to a server, you must copy 
these files to your PC's local disk. 
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File 	 Directory 

ACONSOLE.EXE SYSTEM 

IBM$RUN.OVL PUBLIC 

SYS$ERR.DAT PUBLIC 

SYS$MSG.DAT PUBLIC 

SYS$HELP.DAT PUBLIC 

Configuring Your ACONSOLE Installation 

After you have gone through all the preparatory work, you now are ready to configure your 
ACONSOLE installation with the appropriate modem settings and the phone numbers you call to 
access the servers. The actual configuration has two parts-the server side and the workstation 
side. 

The Server. During the ACONSOLE preparation, the RS232 module was loaded to enable the 
server operating system to interact with the modem attached to the serial port. Once this module 
was loaded, two additional commands were made accessible from the console-RS232 and 
MODEM. 

To view the current serial port settings, you can type RS232 at the command line and press the 
Enter key. NetWare then tells you the serial port, interrupt, port address, and speed of the server's 
modem. 

To send a command to the modem, you can use the MODEM command in one of three ways: 

• 	 MODEM: When you type MODEM, NetWare enables you to interact directly with the 

modem and enter the specific commands from a special prompt. 


• 	 MODEM filename: Instead of issuing commands from the server, you can create a basic 
ASCII text file. When you append the name of the file after the MODEM command, 
NetWare sends the contents directly to the modem. 

• 	 MODEM commands: When you use this method, you can append the required modem 
commands directly after the MODEM command. 

The Workstation. With the necessary files in your current directory or path, when you type 
ACONSOLE, NetWare presents you with a menu containing two options-Connect to Remote 
Location and Configure Modem. When you select Configure Modem, NetWare presents you with 
a window listing the current modem configuration (see fig. 25.1). From this window, you can 
modify each field to suit your modem's specific requirements. Refer to your modem's manual for 
the appropriate settings. 



Remote Console Management 409 

Fig. 25.1 Configure modem window used with ACONSOLE to configure your modem's communications 
parameters. 

Once your modem settings for the workstation have been set, you can create a listing of the vari
ous servers you can call by selecting the Connect To Remote Location option from the main 
menu. NetWare then presents you with a window listing all the servers currently in your calling 
list. To add a server to this listing, press the Insert key and enter the server name and phone num
ber as prompted, and then press Esc to update your listing. 

Connecting to a Server with ACONSOlE 

After you have completed the preparatory work and configuration, accessing the server with 
ACONSOLE is a breeze. After you select Connect To Remote Location and then the desired loca
tion from the listing provided, ACONSOLE automatically initializes your modem and dials the 
desired server. 

Once the modem establishes a connection with the server, you must enter the remote console 
password you specified when you loaded the REMOTE module on the server. 

Tip 

If you forget the password you used when loading REMOTE, the password used for the SUPERVISOR ID also 

works. 

Special Keys and Commands Used During Remote Console Access 
Whether you accessed the console remotely with RCONSOLE or ACONSOLE, there are several 
special keystrokes you should know, and a few additional commands that are available to you. 

Once connected to the console remotely, the following keystrokes are used to maneuver around 
the console: 
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Keystroke Description 

+ Scrolls forward through active screens 

Scrolls backward through active screens 

Shift+Esc Clears the remote console session and returns the listing of servers 

* (from the number pad) Calls the Available Options menu 

If you pressed the * key on your numeric keypad, NetWare displays a menu similar to the one 
shown in Figure 25.2. From this menu, you can perform the following tasks: 

Fig. 25.2 Available Options menu presented when accessing the console remotely. 

• 	 View active screens: To view other active screens on the console, select the Select a Screen To 
View option and then the desired screen. 

• 	 View a directory listing: To view a directory listing of the server's local drivers or the NetWare 
volumes, select the Directory Scan option and then insert the name of the directory you 
want to scan. 

• 	 Copy files to the server: By selecting the option Transfer Files To Server, you can copy files 
from your workstation's local disk to the server's DOS or NetWare partitions. 

• 	 Copy the NetWare system and public files: When you select the Copy System And Public Files 
option, NetWare enables you to reinstall the system and public files from the workstation's 
local drives. If your current directory contains subdirectories for each NetWare disk, you can 
install the system and public files from these subdirectories instead of the local floppy drive. 

• 	 Shell to DOS: When you select the Shell To Operating System option, a DOS shell opens so 
you can perform any DOS-related commands. You then have to type EXIT to return to the 
console screen. 

• 	 Close your remote console session: You can select the End Remote Session With Server option 
to close your remote console session and return to the server listing. 
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Automating Console Tasks 
Managing a LAN can be such a time-consuming task that anything you can do to automate your 
responsibilities can really make your life that much easier. While NetWare 3.12 does not provide 
any specific automation tools, you can save yourself a bit of time by creating your own NCF files. 

In NetWare terms, an NCF file is like a DOS batch file that can be used on the file server console. 
By using a basic DOS ASCII file editor, you can create NCF files listing the various commands you 
want executed. For example, when your server first boots, an NCF file, AUTOEXEC.NCF, loads all 
the drivers necessary for initializing your NICs and other modules. Feel free to experiment creat
ing and using your own NCF files. 

Shortcut 

You can create an NCF file that can be used to automatically reboot the file server. Using an ASCII file editor, 

create a file named RESET.NCF that contains the following commands (you can call the file anything you like, 

but it must have the NCF extension): 

REMOVE DOS 

DOWN 

EXIT 


With your newly created NCF file, you can type RESET either directly from the console or through a remote 

session; NetWare automatically shuts down the file server and reboots it! 
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Debug 
Serv 

With all the tasks an administrator does, one of the most important ones is troubleshooting prob
lems with the server. While there are a variety of problems that could arise in a networking envi
ronment, file server ~bends are the most critical. When a file server abends, it is not accessible by 
any user on the network; as such, the problem must be resolved as quickly as possible. 

Using the NetWare DEBUG Feature 
When the file server abends, the abend message and a hexadecimal stack appears on the file 
server console. At this point, you have the option of turning off your server, dumping the 
memory contents to disk for diagnosis by Novell (known as a coredump), or gathering some 
information with Novell's DEBUG utility. 

Using DEBUG, you can gather a variety of information, such as: 

• The modules that were loaded when the server abended 

• The processes that were running when the server abended 

• The screens that were loaded when the server abended 

• The version of NetWare in use 

• The reason for the abend 

From the file server prompt you can access DEBUG by using the following keystroke 
combination: 

Shift+Shift+Alt+Esc 
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This keystroke combination will work when the server is operating. Do not attempt to access DEBUG when 

the server is up as this disrupts users accessing the server. 

After you have entered the special keystroke combination, NetWare presents you with several 
lines of hexadecimal stack information and a pound (#) prompt. While most DEBUG functions 
prove to be of little use unless you are a programmer who knows the inner workings of NetWare, 
there are several commands that can provide you with some helpful insight to resolving your 
server abend. Table 26.1 provides you with a listing of these special commands and a description 
of what each one does. 

Note 

Table 26.1 Commands that are of use within NetWare's DEBUG utility. 

Command Description 

. A Displays the cause of the abend . 

.c Instructs DEBUG to perform a coredump. 

. H Displays the DEBUG help menu . 

.M Displays the names and addresses of the modules that were loaded when the 
server abended. 

. P Displays all of the processes that were running on the server when it abended . 

. R Displays the specific process that was running at the time of the abend . 

. S Displays the names of the screens that were loaded when the server abended. 

. v Displays the version of NetWare in use . 

H Displays a detailed help screen. 

G Returns to the screen you were on prior to entering the DEBUG facility. 

Q Returns to the DOS prompt. 

v Displays each of the screens that were loaded when the server abended. 
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Tip 

When your file server abends, NetWare only gives you the option of rebooting the server if you want to reset 

NetWare. Unfortunately, this means you must wait while the server restarts as if a cold boot was run. To reset 

the server quickly, access DEBUG and use the Q command to return to DOS. NetWare then returns you to 

the DOS prompt on the server where you can type SERVER to reload NetWare. 

Common Abends and Reparative Actions 
In this section, we examine the two most common abends-General Protection Processor 
Exceptions (GPPEs) and NMI Parity Errors-and the various methods you can use to resolve 
these problems. 

There are hundreds, if not thousands, of possible error messages you may encounter on your 
NetWare server. Some of these errors are extremely rare, while others are far more common. This 
section introduces you to two of the most common types of server errors, and offers some advice 
for counteracting these problems. 

General Protection Processor Exception (GPPE) 
One of the most common errors, and one of the most annoying to troubleshoot, is the General 
Protection Processor Exception (GPPE) file server abend. The GPPE error halts all operations with 
the file server and thus requires your immediate attention. 

When you are trying to troubleshoot a GPPE error, it is imperative that you know as much about 
your server as possible. GPPE is an acronym for General Protection Processor Exception and it is 
just that: general. In the majority of cases, it means that some conflict has caused the problem, 
either conflicts between two devices configured with the same settings, or a server-based software 
conflict. 

Identifying Causes of GPPEs 

Since the GPPE can be so difficult to resolve, knowing where to look can be a critical factor to 
resolve these errors. To assist you in troubleshooting your server, following is a listing of the most 
probable causes of GPPEs: 

• 	 Improperly configured or conflicting hardware: Conflicts with the configuration of your server 
hardware are probably the most probable cause of most GPPEs. When you are installing and 
configuring your hardware (such as adapters, disk drives, and memory), it is critical that you 
ensure everything is set up properly. Never assume that, if the server boots, then the con
figuration is correct. Some configuration-related errors can take days or even months to 
appear. 
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• 	 Faulty or corrupt NLMs and drivers: Using poorly written or corrupt NLMs or drivers can get 
you on the fast track to abending your server. Since these programs run directly on the file 
server and interact with the NetWare operating system, problems with these programs al
most certainly abend your server. 

Tip 

If you suspect that a certain NLM is causing you problems, try recopying it from a reliable source, such 

as the master diskettes. The NLM could have been corrupted somehow and thus will not function 

properly. 

Tip 

When having problems with GPPEs, check which versions and revisions of NLMs and other drivers you 

are using. With this information at hand, consult your vendors to make sure you are running the latest 

versions/revisions. When vendors find problems with one of their drivers/NLMs, they correct the 

problem, but don't always notify all their clients. 

• 	 Faulty memory and other hardware: While not as common as software-related problems, it 
is quite possible there is a faulty memory module or other piece of hardware in the server 
causing you grief. If you have confirmed that the configuration of the server is in order and 
you are running the latest and greatest NLMs and drivers, look to running the diagnostic 
programs that came with your hardware. 

• 	 Faulty utilities: There are some third-party utilities on the market that can be loaded on the 
file server but are accessed from the workstation. If these utilities interact with any of the 
NetWare files (such as the bindery), GPPEs could arise if there is a programming problem in 
the utility. 

• 	 Poorly conditioned power: Probably one of the most overlooked problems with servers regards 
the power being fed into the server. Poorly conditioned power or inconsistent power sup
plies can restrict your hardware from operating properly, thus the possibility of the GPPE. 

Tips for Resolving GPPEs 

As you are trying to resolve your server GPPE problems and carefully working through the points 
noted under the previous heading, there are several questions you can ask yourself to speed up 
the troubleshooting process. By asking yourself, or your server's administrator, the following 
questions, you will be in a better position to resolve the issue at hand: 

1. 	 In the server GPPE abend message, was there any specific reference to a utility or file? 
While this may not solve your problem immediately, it may lead you to the source of 
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the problem. If a utility or file is mentioned in the abend message, start your troubleshoot
ing by taking an in-depth look at what the utility or file does. 

2. 	Were there any critical errors before the GPPE occurred? In some cases, a GPPE is a cause, 

not an effect, of the server abending. Checking the file server's error log (SYS$LOG.ERR) 

may provide you with some insight about what happened before the GPPE. 


3. 	What was happening when the server abended? Knowing what users were doing at the time 

of the abend may be just the thing that you need to know to resolve the problem. In certain 

cases, accessing a corrupt file or using a poorly designed or corrupt program may cause the 

server to abend. 


4. 	Can you re-create the abend? You should try to re-create the abend that occurred. By pin

pointing the process that causes the abend, you and Novell are in a better position to clear 

up the problem once and for all. 


S. 	Are you using any patches? Periodically, Novell issues patches for the operating system or 

another one of its utilities. If you are not using these patches, you may want to check into 

using them as they may be just the thing you need to fix your problem. 


Before using any patches, carefully review the accompanying documentation. Some patches are only meant 


for use in certain situations and others should only be run in place of some other utility or patch. 


Non-Maskable Interrupt Parity Error 
The Non-Maskable Interrupt Parity error is a NetWare abend that, for the most part, is generated 
due to the failure of some memory component of the file server. Unfortunately, isolating this 
problem is not as simple as just replacing all the memory in your server. 

Identifying Causes of NMI Parity Errors 
If you are familiar with PC hardware, you know there is a variety of components that have some 
type of RAM. The following listing provides you with just a sample of what hardware could cause 
these abends: 

• 	 SIMMs or memory modules 

• 	 Memory boards 

• 	 System boards 

• 	 Network Interface Cards (NICs) 

• 	 Video controllers 
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• 	 Disk adapter boards and SCSI cards 

• 	 Miscellaneous adapter boards 

To make this error even more interesting, even though it is a memory-related problem, it does 
not necessarily imply that the memory is bad. Configuration conflicts or incompatible hardware 
could also generate an NMI. 

Because the NMI can be caused by such a wide variety of situations and problems, to trouble
shoot these errors, you should follow the same steps and procedures that were outlined for 
troubleshooting the GPPE abends. 

Tips for Resolving NMI Parity Errors 
Along with the procedures outlined for troubleshooting the GPPE, there are a few additional steps 
you can follow to resolve these abends. Following are some tips on where you should look for the 
cause of the NMI and how to resolve it: 

• 	 Run extensive tests on your SIMMs and other hardware: Use the diagnostic software that came 
with your server hardware or a third-party diagnostic package to run the diagnostic tests on 
your server with several passes for the SIMMs. Some memory problems may be intermittent 
and require several passes with a diagnostic program to pick them up. 

Tip 

If you can afford it, there are a few hardware-based memory testers that provide a much more thor

ough examination of your SIMMs. 

• 	 Don't buy cheap memory for the server: Since the memory in the server is so crucial, this is not 
the place to try and save a little money by buying cheap SIMMs or memory modules. These 
products may be satisfactory for your workstations, but the server's dependency on memory 
demands high quality. 

• 	 Don't mix and match memory vendors: A SIMM is a SIMM is a SIMM, right? Wrong. While 
SIMMs should be fully compatible with each other, there may be slight differences that 
could cause your server to abend. 

• 	 Don't mix different memory speeds in the server: Mix different speed RAM in your server and 
you're just asking for trouble. If you are currently using 70 ns memory, stick with 70 ns. 

• 	 Check your server hardware documentation on memory configurations: Some PC hardware en
ables you to mix and match different sized SIMMs in the server (such as using 2M SIMMs 
and 4M SIMMs in the same box), while others require consistency between SIMMS. 
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Disk Pr 


It's a sad truth, but as a NetWare administrator, you encounter disk problems that are simply a 
fact of life and must be resolved as quickly as possible. When problems arise with a disk in the 
server, depending on the measures of protection used (for instance, mirroring or duplexing), users 
may not be able to work. Therefore, it is imperative that these problems are resolved as quickly as 
possible. 

In this chapter, we look at topics related to disk problems, in particular the following: 

• Solving problems with disk mirroring and duplexing 

• Unmirroring your disks 

• Remirroring after replacing a faulty disk 

• Solving drive deactivation errors 

• Preparing for drive problems 

Mirroring and Duplexing Problems 
In Chapter 3, "Installing the File Server," you saw how you could use NetWare's disk mirroring 
or duplexing facilities to provide disk-drive dependability even when a drive fails completely. 
Should a single drive fail, the mirrored drive continues to operate without any interruption of 
service. Once you have the opportunity to replace the faulty drive, the drives can be remirrored 
without interrupting service to the users. 

When a drive error occurs, a message is displayed on the file server console and is written to the 
server's error log (SYS$LOG.ERR). Since monitOring the server console on a regular basis is not 
feasible, it is extremely important that you check the disk status on a regular basis. When mirror
ing is disabled and the situation is not resolved promptly, your server could be exposed to addi
tional downtime should the other drive fail as well. 
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Reviewing Mirroring Status 
To assist you in determining the status of your server's drive mirroring, there are several areas you 
can look to: 

• 	 Server Error Logs: The file server's error log SYS$LOG.ERR is located in the SYSTEM directory 
of the SYS volume. This error log contains notes about any disk problems or failures. 

• 	 The MONITOR.NLM Console Utility: MONITOR can be used to review the status of your 
server's disk drives by selecting Drive Information from the main menu and then the de
sired drive. Once the drive has been selected, NetWare displays a window with various sta
tistics. From this screen you can check the Mirror Status field to ensure the drive is still 
mirrored (see fig. 27.1). 

Fig. 27.1 Drive status information window of MONITOR.NLM. 

• 	 The INSTALL.NLM Console Utility: Using INSTALL, you can review the current mirroring 
status by selecting Disk Options from the main menu and then Mirroring from the Avail
able Disk Options menu. NetWare then displays a window entitled Partition Mirroring 
Status that lists the various partitions on your server. When you select a mirrored partition, 
NetWare displays the status of each of the partitions that make up the mirrored pair in a 
window entitled Mirrored NetWare Partitions. If all is well, the status of both partitions says 
IN SYNC (see fig. 27.2); otherwise, a mirroring error has occurred. 

• 	 The MIRROR STATUS Console Command: When you type MIRROR STATUS from the file 
server console prompt, NetWare checks the server's disk systems and displays the current 
status of the disk mirroring. 
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Fig. 27.2 Reviewing the status of the mirrored paritions using the INSTALL.NLM utility. 

Identifying Causes of Mirroring Problems 
Once you have identified that a mirroring problem has occurred, you must determine what 
caused the problem in the first place. Unfortunately, there is no single answer why drives would 
unmirror, but the most common causes are: 

• 	 Improperly dismounted volumes: There are only two acceptable ways a volume should be dis
mounted: by using the DISMOUNT console command to dismount a volume or by using 
the DOWN command that downs the file server and automatically dismounts all volumes. 
If the file server is turned off without being brought down properly, the chance of mirroring 
problems is extremely high. 

• 	 Cable problems: The cabling used to connect the drives within the server must always be 
tight and secure. Loose or improperly fitting cables can cause intermittent drive problems 
that are difficult to detect. 

Always be extra careful when placing the cover on the server. In many cases, it is very easy to catch a 

disk cable while closing the cover; this could either loosen the cable or even crimp it and cause dam

age. When the integrity of a cable is in question, replace it. At $10-$20 per cable, it's really not worth 

risking it. 

• 	 Power problems in the server: One thing most people fail to consider before mirroring their 
disk drives is whether or not the server's power supply or disk chassis can handle the load. 
While the disk drives may physically fit within the server or chassis, the power require
ments of the drives may be too much for the power supply. Overloading the power supply 
can cause intermittent drive problems which could result in the drives being unmirrored. 
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• 	 Uncertified disks, disk adapters, or drivers: Novell has a fairly extensive certification program 
used by third-party software and hardware vendors to ensure their products meet NetWare's 
requirements. During Novell's testing procedure, it may uncover certain bugs that make the 
product unsuitable for use in the server. Before making any purchases, check to see if the 
product has i?een certified for use with NetWare. While this will not guarantee an error-free 
environment, it puts you one step closer. 

• 	 Improperly installed disk adapter: A disk adapter that has not been installed correctly and 
firmly seated in the bus of the motherboard can, and most probably will, cause intermittent 
or complete failures. 

• 	 Disk or disk adapter failure: While not as common with modern technology, it is still possible 
for a disk drive or adapter to fail for no particular reason. When intermittent mirroring 
problems occur, swapping out the adapter or disk for a new one may resolve the issue. 

Voluntarily Disabling Drive Mirroring and Removing a Faulty Drive 
While you are performing your regular daily or weekly review of the server statistics (hint, hint), 
you may discover a potential problem with your disk system. The drives may still be mirrored, 
but if there is an excessive number of errors on a particular drive, the prudent action is to remove 
the drive and have it replaced before a critical error occurs. Instead of downing the server and just 
pulling out the drive, ideally you should disable the server's drive mirroring first to ensure the 
least amount of problems. By using the following steps, you can disable and remove the drive 
and bring the server back on-line: 

1. 	From the main menu of INSTALL.NLM, select Disk Options and then Mirroring from the 
Available Disk Options menu. Then select the desired mirrored partition from the Partition 
Mirroring Status window. 

2. 	After selecting the mirrored partition, NetWare lists all the partitions currently being mir
rored in a window entitled Mirrored NetWare Partitions. From this window, select the 
faulty partition and press the Delete key to disable the drive mirroring. NetWare will then 
update the Partition Mirroring Status window to show you the two separate partitions. The 
status of one is Not Mirrored while the other is shown as Out Of Sync (see fig. 27.3). 

3. 	With the drive mirroring disabled, the server can be downed and the faulty drive removed. 

4. 	If the remaining drive was the primary drive of the mirrored pair, the server can be rebooted 
without any further intervention. 

5. 	If the remaining drive was the secondary drive in a mirrored pair, you encounter the follow
ing error as the server reboots: 

There are no accessible disk drives with NetWare Partitions. Check to see that the 
needed disk drivers have been loaded and that your disk drives are properly cabled. 
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You get this error because the secondary drive is flagged "OUT OF SYNc." To return the 
drive to proper operating status, proceed with the following steps. 

Fig. 27.3 Partition Mirroring Status window after the partitions have been unmirrored. 

6. 	From the main menu of INSTALL.NLM, select Disk Options and then Mirroring from the 
Available Disk Options window to review a listing of the currently available partitions. 

7. 	Highlight the partition marked "OUT OF SYNC" and press F3. NetWare then presents you 
with the error There are no accessible disk drives with NetWare partitions. You should 
ignore this message and press Esc. 

8. 	Next, NetWare presents you with a simple question, Salvage Volume SYS Segment 0? If you 
want to bring your server back up with this drive as the SYS: volume, answer Yes. 

If you answer No, NetWare deletes the volume's definition table, destroying ali data contained on the 

volume. Once deleted, you cannot recover the volume except from a recent backup tape (you are 

backing up your server regularly, right??!!). 

9. 	With the volume recovered, you can down the server and reboot. 

Remirroring Drives after Replacing a Drive 
After a drive in a mirrored pair has been removed because of a critical error that forced the drives 
to unmirror or you unmirrored them yourself, at one point you will want to reinstall a drive and 
establish mirroring. Before proceeding, you should determine which of the following situations 
you are in: 
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• 	 Situation A: A drive was removed from the server and is being replaced with a brand-new 
drive. 

• 	 Situation B: A drive that was previously the secondary drive of a mirrored pair was removed 
from the server. After examination, you found the drive is sound and the problems were 
caused by something else, so you want to reinstall the drive. 

• 	 Situation C: A drive that was previously the primary drive of a mirrored pair was removed 
from the server. After examination, you found the drive is functional and the problems 
were caused by something else, so you want to reinstall the drive. 

If you are in Situation A or B, the new drive can be added to the server and mirroring can be es
tablished as done initially during the server installation. Refer to the heading "Preparing the File 
Server's Disks" in Chapter 3, "Installing the File Server," for further details. 

If you are in Situation C, there are several additional steps you must follow carefully or else criti
cal problems with your volumes could arise. When you are reintroducing the drive that used to 
be the primary partition, NetWare will be in a state of confusion as the server has two primary 
partitions, the old and the new. As such, you can expect to see an error similar to the following 
when the server boots: 

Volume SYS could NOT be mounted; some or all volume segments cannot be located. 

Since you introduced two drives that are both configured as the primary partition, you must 
reconfigure one of the drives as the secondary before you can proceed. By working through the 
following steps, you can redefine one of the drives as the secondary and get your server back on
line. 

Since the error noted a problem with a volume, some people may load INSTALL.NLM and select Volume 

Options from the main menu to view the status of the volume. At this pOint, NetWare displays several errors, 

eventually asking you Delete The Invalid Volume Segments? You must answer No. If you answer Yes, 

NetWare cannot determine which duplicate volume is invalid and therefore deletes both. 

To successfully reinstall the drive and establish drive mirroring, there are a few short steps to 
follow. For the purpose of the following instructions, the drive being reintroduced into the server 
will be known as drive 1, and the drive still installed will be drive O. 
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1. 	Unload the disk driver for drive O. 

2. 	Load the disk driver for drive 1 and mount the volume. 

3. 	Using INSTALL.NLM, delete the NetWare partition on drive 1. 

4. 	Unload the disk driver for drive 1 and then load the disk drive for drive O. Once loaded, 

reload the disk driver for drive 1. 


5. 	Using INSTALL.NLM, re-create the server's disk mirroring with drive 0 as the primary. 

6. 	From the console prompt, mount the volume. 

NetWare now goes through a remirroring process to synchronize the data between the two drives. 
If the NIC drivers and other necessary NLMs have been loaded, users can log into the server, but 
unless it is critical that users log in immediately, do not let anyone log into the server until the 
remirroring process is completed. The amount of time required to resyncronize your NetWare 
partitions can be severely impacted when the server must also service requests from users. 

Tip 

You can make sure no one logs into the server by using the DISABLE LOGIN console command. Just be sure 

you use the ENABLE LOGIN console command when the remirroring is completed. 

Tip 

Using the MIRROR STATUS command from the console prompt, you can review the current status of the 


drive mirroring and the percentage of remirroring that has completed. 


Drive Deactivation Problems 
If you have been working with NetWare for some time, you most probably have had the misfor
tune of encountering your fair share of "Drive Deactivation" errors. If you're new to the field, 
don't worry, the fun is just beginning! 

Of all the drive problems you can have, the Drive Deactivation error is probably the most annoy
ing and most difficult to resolve. In general terms, errors of this nature are caused when there is 
some critical communications error between the disk, the disk driver, and NetWare. It is essential 
that the disk driver software and the disk drive can communicate fluently. If the drive does not 
respond to driver commands, several retries will occur. Eventually, the OS will deactivate the 
drive. 
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Reviewing Drive Status 
When a disk drive has been deactivated, there are several ways you can be notified as noted 
below: 

• 	 Error On Console: When NetWare deactivates a drive, an error message similar to the follow
ing appears on the console: 

Device #0 FUJITSU M2266S·512 deactivated due to drive failure 

• 	 Entry In Server Error Log: When NetWare deactivates a drive, a message is noted in the 
server's SYS$LOG.ERR error log stored in the SYSTEM directory of the SYS volume. Because 
you cannot monitor the server's console at all times, by checking the error log on a regular 
basis, you can keep up with any drive problems. 

• 	 Change In Drive Status Shown Using MONITOR.NLM: When you use the MONITOR console 
utility, you can review a current drive's status by selecting Disk Information from the main 
menu and then the desired disk. By examining the Drive Operating Status field within the 
window provided, you can determine if a drive is active or inactive. Refer to Figure 27.1 for 
an example of this window. 

Tip 

From the same screen, examine the Redirected Blocks field in the upper window. If the number of 

redirected blocks has increased dramatically or is approaching the number of Redirection Blocks, drive 

failure is imminent. At this point, start planning to swap out the drive with a new one. 

• 	 Unhappy End Users: If the deactivated drive was not mirrored, the volume contained on that 
drive is inaccessible to users logging into the server. If you don't use that volume, don't 
worry. Someone on the server does and if you are the administrator, they will be paying 
you a visit shortly. 

Identifying Causes of Drive Deactivations 
If you are one of the unfortunate who currently have a deactivated drive, you won't be happy to 
find out there is no surefire solution to fixing this problem. While troubleshooting these errors is 
difficult, following are several suggestions that could provide you with the answer you need to fix 
the problem. 
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Improper SCSI Configuration 

The biggest problem many people have when using SCSI drives is improper configuration. In 
almost every way, SCSI drives are easier to manage than other drive technologies, but they must 
be configured properly. Here are a few SCSI rules that you should adhere to: 

• 	 The SCSI adapter card always uses a SCSI ID of 7. 

• 	 When using the MCA bus architecture (PS/2s) and some HP systems, the first drive in the 
SCSI chain should always be set to the SCSI ID of 6. 

• 	 When using the ISA or EISA architecture, the first drive in the SCSI chain should always be 
set to O. 

• 	 No two drives in a single SCSI chain can have the same SCSI ID. 

• 	 When you are using the internal and external ports of the SCSI card, you must disable ter
mination on the adapter card. If you are only using one of the ports, the adapter card must 
be terminated. 

• 	 Only one drive per SCSI chain should use a terminator. If you are using the internal and 
external ports of the SCSI card, a terminator is used on the internal and external chains. 

• 	 The terminator should always be on the last drive in the chain. 

Tip 

When you are using an external cabinet for your drives, where possible, terminate the cabinet and not the 

individual drives. This makes your life easier when you are adding drives later. 

While the disk subsystem may work when the terminator is not on the last drive in a chain, there is no guar

antee that it will continue to function normally. Do yourself a favor, stick with specifications. It only takes a 

few seconds to set the terminators properly! 

Yip 

When the SCSI card is used for disk drives and a CD-ROM or tape backup drive, you may have to set the 


"SCSI Disconnect" configuration parameter if your drives are being deactivated. Consult your SCSI card 


documentation for further details. 
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Tip 

If you are using ADAPTEC cards, try changing the default transfer speed of the card from 1 OMbps to 5Mbps. 

Consult your SCSI card documentation for further details. 

Configuration Conflicts 
Ensure that all adapter cards are properly configured and do not conflict with any other devices. 
Server-based backup systems or other devices (such as CD-ROM drives) can cause drive deactiva
tion. When a conflict is present, it may not show up until the device is activated. 

Faulty Hardware 
Compared to configuration problems, faulty hardware or improperly installed hardware runs a 
close second as the leading cause of drive deactivation errors. If you have confirmed that the 
equipment is properly configured, here are several areas that you should examine: 

• 	 Disk Cabling: Examine the cabling of all disk devices to ensure a tight fit and that no cables 
have been damaged. SCSI cables are subject to electromagnetic interference and should be 
adequately protected and isolated if problems occur. Good quality cables should be used, 
especially for Fast SCSI (SCSI-2). You should immediately replace any cables where signs of 
damage are evident. 

Tip 

Compared to other computer hardware, cables are cheap. Since cables are the medium used to carry 

data between the drives and NetWare, don't buy poor quality cables!!! 

• 	 Improperly Seated Adapters: All adapter cards in the server must be firmly seated in their 
buses. As a precaution, try removing the adapter and reseating it. It may have come loose 
when the server was being moved around. 

• 	 Inadequate Power Supply: It is unfortunate, but in most cases, disk drives are added to a server 
without considering if the power supply can handle the load. While most power supplies 
can comfortably handle one or two drives, going beyond this could place too much stress 
on the power supply, resulting in inconsistent output. 

• 	 Defective Parts: Even if you are not 100 percent sure that a particular component is faulty, 
consideration should be given to swapping out parts in the attempt to isolate the problem. 
In some cases, the amount of time you spend trying to fix the problem could end up cost
ing you more in downtime than just replacing the component in the first place. Unless you 
are positive that a particular component is faulty, leave this suggestion to last. 
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If the adapter is replaced with a different make or model, it may be necessary to reformat your hard drive. 

Not all adapters access the data in the same fashion; as such, a different adapter may not be able to read 

your current data. 

Driver and Firmware 
Your drive system relies on two key software components-the disk driver and the firmware. 

On occasion, new releases of these components are released by the manufacturer. While it is not 

necessary for you to always have the latest driver and firmware, when drive deactivations are 

occurring, using a newer driver or firmware could resolve your problem. 


Unforuntately, vendors generally don't notify users of their driver or firmware updates, registered 

or not. Therefore, it is your responsibility to contact the vendor to find out what revisions have 

been released and what problems they corrected. 


Tip 

If you have recently upgraded your server from NetWare 3.11 to NetWare 3.12, check with the manufacturer 

of your disk controller to see if your current driver supports 3.12. Not all drivers on the market support 3.12 

and can cause intermittent errors. 

Tip 

Some users have had problems after upgrading their ISADISK.DSK driver dated 02-15-92 to the updated 

driver dated 07-08-92. The new driver only attempts to write to the drive three times, whereas the older 

driver would continue these attempts. If the request is not successful by the third attempt, the drive is deacti

vated. Should your drive deactivate after upgrading, try going back to the old driver. 

Tips to Help Prepare You for Drive Problems 
While no one wants to be a pessimist, drive-related problems are a fact of life. Whether it is your 
disk drive or controller that fails, being prepared for the inevitable can drastically reduce the 
amount of time it takes you to resolve the problem. Following is a series of tips that can help you 
to be prepared! 

• 	 Document the manufacturer of your disk drives. Make sure you know its full name, 

address, fax number, address, and when available, BBS number. 
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• 	 Document the makes and models for each disk drive in your server. 

• 	 Document the characteristics for each drive (number of cylinders, heads, and so on). 

• 	 Document the firmware levels for disks and disk controllers. 

• 	 Document the configuration information for each disk drive and controller. Documented 
information should include memory addresses, I/O ports, interrupts, and IDs (such as SCSI 
IDs). 

• 	 Carefully read the manufacturer's instructions for the installation of your disk or controller. 

• 	 If possible, try to keep a spare cable, disk, and controller on the shelf for swapping out 
faulty components. 
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NetWare comes equipped with three key utilities that are used to resolve some of the more com
mon problems you encounter with your server. In this chapter, we discuss some of these prob
lems, specifically: 

• Using VREPAIR for volume-related problems 

• Fixing the binderies with BINDFIX 

• Recovering deleted files with SALVAGE 

Repairing Problems with the Server's Volumes 
Using VREPAIR 
NetWare's volume repairing utility, VREPAIR, resolves problems with the server's partitions and 
file system under certain maintenance situations. While the likelihood of problems with 
NetWare's partitions is minimized due to Novell's Transaction Tracking System, they still can 
occur. 

The following listing provides you with the various circumstances when you would want to run 
VREPAIR: 

• When removing NetWare Name Spaces 

• When a volume will not mount 

• When file-related errors are reported as the server boots 

• When file-related errors appear on the file server console during regular operation 

• If/When file-system corruption is suspected 
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If your server is in any of the preceding situations, running VREPAIR may return the server to 
proper operating order. 

Running VREPAIR 
You can run NetWare's VREPAIR console utility by typing the following from the file server 
prompt (replace path with the directory path leading to the VREPAIR utility): 

LOAD [pathlVREPAIR 

Tip 

If you have to run VREPAIR on the SYS volume, you may be unable to load VREPAIR from the server partition 

since it is stored in the SYSTEM directory of the SYS volume. If your SYS volume will not mount, your only 

recourse is to load VREPAIR from an alternate site. Therefore, keep a copy of VREPAIR on the server's DOS 

partition. 

Once loaded, VREPAIR presents you with a menu containing three options-Repair A Volume, Set 
VREPAIR Options, and Exit. Before commencing the volume repair, you should review the set
tings in the Set VREPAIR Options to customize VREPAIR for your specific requirements. For your 
reference, each of the available options is described as follows: 

• 	 Remove Name Space Support from the volume: The default value for this option is "Quit If A 
Required VREPAIR Name Space Support NLM Is Not Loaded." When you select this option, 
NetWare removes name space support from the selected volume. 

When VREPAIR is used to remove Name Space support, attributes maintained by the Name Space 

Support you are removing are lost. The only way to recover these attributes is to recover the files from 

a tape backup system that supports the storage of these attributes. You are backing up your server 

regularly ... right? 

• 	 Write All Directory and FAT Entries Out to Disk: The default value for this option is Write Only 

Changed Directory And FAT Entries Out To Disk. The default setting updates the current 
FAT and DET with the necessary changes due to errors. Changing this setting causes 
VREPAIR to rebuild the FAT and DET and then write the new tables to disk. 
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You should only change this option as a last resort to recover the volume. Instructing VREPAIR to 

rewrite the entire DET and FAT could result in data loss. 

• 	 Write Changes Immediately To Disk: The default value for this option is "Keep Changes in 
Memory for Later Update." Using the default setting instructs VREPAIR to store all correc
tions in memory. When the repair process is completed, VREPAIR asks you if you want 
changes written to disk. When you use this option, VREPAIR makes corrections to the 
partition as they are found. 

Tip 

Telling VREPAIR to Write Changes Immediately To Disk could save you a significant amount of time 

from running VREPAIR. If there are only a few errors on the partition, writing immediately to disk may 

slightly increase the running time, but when there are a lot of errors, writing immediately can cut the 

run time almost in half. Since the default stores errors in memory, as the memory fills up with errors to 

be written latter, the entire process can slow down drastically . 

• 	 Purge All Deleted Files: The default value for this option is "Retain Deleted Files." Changing 
this setting forces VREPAIR to delete all purged files from the volume. You cannot salvage 
any files after running VREPAIR if the default is changed. 

Telling VREPAIR to Purge All Deleted Files can add a significant amount of time to the repairing process. 

After you have made the desired changes, you can select option 0 to return to the main menu of 
VREPAIR where you then can initiate the repair process by selecting Repair A Volume. 
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As VREPAIR runs, there are three additional options available to you by pressing the F1 key. 
For your reference, each of these options is described as follows: 

• 	 Do not pause after each error: The default for this option is "Pause After Each Error." If left at 
the default, VREPAIR pauses after every error that is encountered in order to display detailed 
information on-screen. When you select this option VREPAIR runs automatically without 
displaying information on each error. 

Tip 

Instructing VREPAIR not to pause after each error can significantly reduce the amount of time taken to 

repair the volume. When there are a lot of errors, the default value forces VREPAIR to stop whenever 

an error is found; it does not continue until you tell it to. 

• 	 Log errors to a file: The default is "Do not log errors to a file." If you want a record of the 
errors that occurred for the purposes of analyzing what went wrong, you can log all the 
errors to a file on the SYS: volume (if you are not repairing SYS) or a local drive on the 
server. 

• 	 Stop volume repair: Select this option to stop the VREPAIR process and return to the main 
menu. 

When VREPAIR completes, if you configured the options to write changes immediately to disk, 
you can press any key to clear the screen and return to the main menu. Otherwise, you must 
confirm that you want VREPAIR to write the necessary changes to disk. Figure 28.1 shows you 
what the final VREPAIR screen usually looks like. 

Fig. 28.1 The final screen shown in VREPAIR. 
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If you do not tell VREPAIR to make the desired changes, any errors it has found will not be corrected. 

Tip 

When you run VREPAIR and errors are found, after the first pass is completed and you are returned to the 

main menu, you should select the Repair A Volume option again. When VREPAIR writes errors to disk, there is 

a chance it will uncover or cause additional errors. You should keep running VREPAIR until no errors are 

found. 

What VREPAIR Does while Running 
When VREPAIR is running, it goes through a series of processes. The progress of each task is 
noted by a string of dots that stretches toward the edge of the screen. 

VREPAIR displays the following messages while running tests: 

• 	 Checking FAT Blocks: On each NetWare partition, FAT tables are mirrored to ensure that if 
one fails, NetWare has another to fall back on. During this process, the two FATs are 
checked for any differences. Initially, VREPAIR validates the FAT tables by looking at both 
FAT blocks and repairing any differences. If VREPAIR finds problems in the first FAT table 
but not the other, it repairs the first table using information from the second. Upon success
ful completion, VREPAIR has a good copy of the FAT table stored in memory. 

If the damage to the FAT is so severe VREPAIR cannot repair it, the operation is halted with the error 

"Volume Repair Was not Possible." At this point, your only alternative is to rebuild the partition and 

restore your data from the most recent backup tape (hint, hint). 

• 	 Checking Mirror Mismatches: During this phase, VREPAIR checks the mirrored copies of the 
Directory Entry Table for any differences. When errors are found, VREPAIR uses the same 
process to repair the DET as it did for the FAT. 

In some instances, VREPAIR cannot fix a file link. Should this occur, affected files must be restored from 

a backup tape. 
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• 	 Checking Directory Entries: During this phase, VREPAIR ensures that each entry in the DET is 
valid against the directories actually on the server. Invalid entries that cannot be fixed are 
freed for later use. 

• 	 Checking File Entries: During this phase, VREPAIR looks at the DET and FAT to ensure that 
the file listings are valid by running a mirror mismatch check on the FAT chains for all files 
on the volume being repaired. 

Errors found when checking file entries could result in a file being truncated. Therefore, affected files 

have to be restored from a backup tape. 

• 	 Checking Trustee Entries: To ensure the integrity of the trustee entries for files, VREPAIR 
checks the entry that contains the first eight trustee assignments. If there are more than 
eight trustees, VREPAIR examines the "tnode structure" that is an additional file listing 
containing a pointer to the original file entry. 

• 	 Checking Deleted Entries: During this phase, VREPAIR confirms that the pointers assigned to 
a deleted file, the file's name, trustee entries, and name space are all valid. When files are 
deleted on NetWare, they are placed in a deleted file listing. Using this listing, NetWare can 
recover these files using the SALVAGE utility. The file entries for these files are moved into a 
delete file or directory block that only contains deleted files. Finally, the deleted file blocks 
use a pointer to tell NetWare from what directory the file originally came. 

If VREPAIR cannot confirm the entries for a deleted file, it is removed from the system. Once removed, 

the file is not available for salvaging. 

• 	 Checking Invalid Entries: During this phase, VREPAIR checks the link between a DOS entry 
pointer and the corresponding Name Space entry to ensure it is valid. VREPAIR attempts to 
repair problems with these links. If the problem cannot be resolved, the entry is altered so it 
is only accessible to DOS. 

• 	 Checking Free Blocks: During this phase, VREPAIR checks the FAT and DET for listings of 
blocks that no longer exist on the server. When found, VREPAIR marks these blocks as free 
so they can be reused. 
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Repairing Bindery Related Problems 

The NetWare bindery is made up of three database files (NET$OBJ.SYS, NET$PROP.SYS, and 
NET$VAL.SYS) that are used to store a variety of information such as the user IDs and groups that 
are on the server. Periodically, a problem that has to be repaired may arise with these programs. 
Using the BINDFIX utility, a SUPERVISOR EQUIVALENT can correct these problems before they 
become too severe. Following is a listing of the situations you could be in when you should run 
BINDFIX: 

• 	 When printing, "unknown server" errors appear 

• 	 A user cannot change their password 

• 	 User IDs cannot be deleted 

• 	 User or Group IDs cannot be modified 

• 	 Trustee rights cannot be granted, revoked or modified 

To run BINDFIX, from the SYSTEM directory on the SYS volume, type BINDHX and press Enter. 

As it runs, BINDFIX examines several areas of the bindery, confirming their integrity and validity 
against what is actually on the system. While running, there are three questions you may be 
asked: 

• 	 Deletemail directories ofusers that no longer exist? If you answer Yes, BINDFIX deletes the mail 
directories of users you deleted from the system. This is an excellent way to do a bit of 
housecleaning on the server! 

• 	 Create mail directories if they don't exist? If you answer Yes, BINDFIX creates a mail directory 
for any ID on the server that does not already have one. Normally, all IDs are assigned a 
personal mail directory when they are created. But, there is always the possibility that some
one inadvertently removed their mail directory. 

• 	 Delete trustee rights for users to no longer exist? If you answer Yes, NetWare scans all mounted 
volumes on the server and removes trustee rights and ownerships to files where the user no 
longer exists. 
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After BINDFIX has completed, it displays a message confirming the completion and states that 
the older bindery files were renamed with the extension OLD. Once you confirm the integrity 
of the fixed bindery files, you can delete these files. 

Recovering Deleted Files 
When a file is deleted from the NetWare server, it is only removed from the listing of available 
files and remains available for recovery until one of the following conditions is met: 

• 	 NetWare requires the space in use by the file 

• 	 You use the PURGE utility to purge the file from the system 

• 	 The console setting IMMEDIATE PURGE OF DELETED FILES is set to ON 

If one of these conditions has not yet been met, you can recover a deleted file by typing 
SALVAGE from the command line and working through the menuing interface. 

The main menu of SALVAGE presents you with several options you can use to recover your 
deleted files, each of which is described below: 

• 	 Salvage From Deleted Directories: When files and the directory structures that held them are 
removed, NetWare stores the deleted files in a hidden directory called DELETED.SAV off the 
root of every volume. If you deleted the directory as well as the file, you can choose this 
option to view which files are available for recovery. 

Tip 

If you choose the Salvage From Deleted Directories option and NetWare tells you you have insufficient 

rights, this is not always the case as even SUPERVISOR IDs can get this error. Should this occur, make 

sure the directory DELETED.SAV was not deleted. If someone removed the directory by accident, you 

should recreate it and use the FLAGDIR command to flag it as hidden. 

• 	 Select Current Directory: By default, SALVAGE tries to recover files in the current directory. If 
the file you want to recover is not in the current directory, you can use this option to select 
any directory or volume on the server to which you have rights. 
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• 	 Set Salvage Options: When there are a lot of files available for recovery in the directory, find
ing the one you want can be difficult. When you use this option, you can tell SALVAGE 
how you want the listing of recoverable files to be displayed by sorting them in a certain 
order. 

• 	 View/Recover Deleted Files: This is the option you use to actually recover the deleted files. 
After selecting this option, SALVAGE asks you to specify the name pattern to which you 
want it to match the file names. By default, SALVAGE provides you with a listing of all 
recoverable files but by using this field, you can specify a certain filename or pattern for 
which you are looking. 

After you have selected the View/Recover Deleted Files option and specified the search pattern, 
SALVAGE presents you with a screen similar to the one shown in Figure 28.2 that you use to pick 
out the files you want to recover. 

Fig. 28.2 Files available for salvaging. 

From this Window, you can highlight individual files you want to recover, or you can flag several 
files in one of the following methods: 

• 	 When you want to flag multiple files, you can highlight each filename and press the Enter 
key. 

• 	 Using the F6 key, you can specify a certain file name pattern you want to be marked for 
recovery. 

Whatever method you chose, after the files have been flagged or highlighted, you can press the 
Enter key to tell SALVAGE you want to recovery them. When asked, confirm that you want to 
recover the files. 
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Alternately, from the window of files available to recover, you also can purge them by highlight
ing or flagging each one and pressing the Delete key or change the sort order by pressing the F3 
key. 

Tip 

PURGE accepts wildcard entries for the filename. For example, to purge all files in the current directory with 

the extension EXE, type PURGE *.EXE from the command line. 
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While it is virtually impossible to discuss each of the errors you could possibly encounter while 
administering your network, there are several fairly common problems that could arise. In this 
section, we examine these common errors, specifically: 

• 	 Lost Hardware Interrupt errors 

• 	 NOT-LaGGED-IN connections 

• 	 Problems with unencrypted passwords 

• 	 User problems logging into the server 

Handling Lost Hardware Interrupt Errors 
A "Lost Hardware Interrupt" error occurs when a request is made by a driver with an interrupt call 
but it is dropped before the file-server CPU can respond. When this happens, the as generates 
the following message on the file-server console: 

Primary Interrupt Controller Detected A Lost Hardware Interrupt 

Identifying Causes of Lost Hardware Interrupt Errors 
There are several reasons why you may get Lost Hardware Interrupt errors on your server, but for 
the most part, they can be classified within one of the following causes: 

• 	 Processor speed incompatibility: When an adapter in your server is too slow for the CPU, inter
mittent Lost Hardware Interrupt errors may be generated since the board cannot respond as 
fast as the CPU wants it to. 



442 Chapter 29-Miscellaneous Common Problems 

• 	 Faulty hardware: If one of the adapter boards in the server is faulty, it may not be able to 
respond quickly enough to requests it receives and thus, a Lost Hardware Interrupt error 
is generated. 

• 	 Bad drivers: Poorly-written or poorly-designed drivers may not be able to make optimal use 
of the hardware, thereby not allowing it to keep up with the requests it is receiving. 

• 	 High utilization: If your server is being subjected to an extremely high amount of of traffic, it 
may not be able to keep up with the requests it is receiving. In cases like this, the Lost 
Hardware Interrupt error is generated. 

Resolving Lost Interrupt Errors 
While not usually critical, Lost Hardware Interrupt errors can signify a performance problem on 
the file server. Following are several tips you can use to help you resolve these errors. 

• 	 Isolate the offending hardware or driver: To isolate which driver or piece of hardware is causing 
this error, you should down the file server and reboot it without using the AUTOEXEC.NCF 
file. By issuing each of the commands contained within the AUTOEXEC.NCF file manually, 
you may be able to determine which driver or piece of hardware is causing the problem. 

Shortcut 

After downing the file server, you can reload NetWare without loading the AUTOEXEC.NCF file by 

typing SERVER -NA from the DOS prompt. 

• 	 Check for driver and finnware updates: The manufacturers of your hardware and drivers may 
have issued updates since your purchase; using the updated versions may resolve certain 
performance problems. 
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• 	 Reload NIC and disk drivers from your master copy: It is possible your NIC or disk drivers were 
corrupted somehow. By reloading them from the master diskettes or CDs, you will be work
ing with a fresh, untainted copy. 

• 	 Check for faulty hardware: Use your server's or third-party diagnostic programs to examine 
the server for any faulty hardware. Faulty NICs and disk controllers are leading causes of 
these errors. 

• 	 Check the network infrastructure: A faulty NIC or cable on the network can cause heavy bursts 
of traffic that may be flooding the network adapter in the server. As you check the network, 
examine the NIC drivers being used on the workstations. They may not be operating prop
erly, thus causing some communications problems. When possible, update the NIC drivers 
to the latest version. 

If you have worked through each of these tips and still cannot find the source of these errors, try 
to determine if your server appears to be suffering from severe performance or integrity problems. 
If the server seems to run a lot slower than it should, acquiring the assistance of an expert may be 
your best alternative, but if there are no secondary problems, you can disable these messages by 
typing the following from the file server prompt: 

SET DISPLAY LOST INTERRUPT ALERTS=OFF 
SET DISPLAY SPURIOUS INTERRUPT ALERTS=OFF 

Tip 

You can add these commands to the AUTOEXEC.NCF to ensure they are set each time the server is loaded. 

Clearing NOT-LOGGED-IN Connections 
When a workstation on the network is first turned on and the shells or DOS Requester are loaded, 
a logical connection is established between the workstation and the server. This connection, even 
though a user has not logged in yet, uses up one of the available connections on your file server. 
While this usually does not create a problem for a company that purchased NetWare with a user 
count that exceeds their number of employees, if your NetWare server's maximum user connec
tions is less than the number of employees, you will most probably run into problems. 

To illustrate, assume you purchase a 100-user version of NetWare but you have 150 people who 
access it from time to time. Since your estimates showed no more than SO people would be using 
it at anyone time, this should not be a problem, but it will. In this scenario, if 100 of the 150 
people turned on their PCs, 100 connections known as NOT-LOGGED-IN connections would be 
established. Of these 100 people, assume only ten login. Even though there are only ten people 
logged in, if the 101st user turns on their PC to try and use the server, NetWare denies them 
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access because there are not enough licenses. Remember, all those PCs that are turned on but are 
not being used are wasting a user connection. 

To resolve this problem, Novell has a utility called NLICLEAR.NLM you can load on the file 
server. NLICLEAR.NLM checks the file server on a regular basis for connections that are classified 
as "NOT-LOGGED-IN" and deletes them. Refer to the heading "Clearing Not-Logged-In Connec
tions with NLICLEAR.NLM" in Chapter 24, "Miscellaneous NLMs," for detailed instructions on 
using this module. 

While effective, NLICLEAR can create problems for users who are using the older ODIjNETX 
implementation as opposed to the DOS Requester. When a user is using the NETX shell and 
NLICLEAR cuts their connection, they either have to unload NETX and then reload it (not always 
possible) or reboot their Pc. With the new and improved DOS Requester technology, the user can 
re-establish a connection with the server merely by trying to access the network drive (such as by 
typing F:). 

Dealing with Unencrypted Password Errors 
When checking your file server console or the error log, you may see notice an error similiar to 
the following: 

Station 2: Attempted To Use An Unencrypted Password Call 

NetWare uses an encryption routine when sending and receiving passwords. By default, NetWare 
does not accept passwords that have not been encrypted first. Should a workstation or node at
tempt to send a password that has not been encrypted, NetWare logs the error noted above and 
denies access to the server. 

While these types of errors are becoming more and more rare as people upgrade their software to 
recent versions, if you get this error, chances are you have a NetWare 2.x server on your network. 

Novell NetWare 2.x cannot encrypt passwords for access to the 3.x server. As such, whenever you 
have a 2.x server on your network, you should upgrade its LOGIN and PUBLIC programs with 
those from the 3.x server. By doing so, you provide the users of the 2.x server with the utilities 
necessary to perform the approriate encryption. 

Another possible cause of these errors is software from third-party developers. If these developers 
are not working with Novell's Application Programming Interfaces (APIs), their products cannot 
handle the necessary encryption. While most of the current products can handle encryption 
properly, if you are using older software and choose not to upgrade, you accomodate these sys
tems by typing the following from the server console prompt or adding it to your 
AUTOEXEC.NCF file: 

SET ALLOW UNENCRYPTED PASSWORDS=ON 
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Resolving Problems when Users Cannot Log in 
One of the most common problems people run into with networks is users who cannot log into 
the server. When a user cannot login to the file server, in most cases, NetWare usually provides 
them with a detailed message telling them why. But in some cases, if they are logging in with 
some type of login shell (for example, using the Saber Menu login program), the exact error may 
elude them. Following is my personal top ten listing that resolves the majority of problems that 
could restrict a user from logging into the server: 

1. 	Make sure the user is in the LOGIN directory of the file server. In NetWare 3.11, the DOS 
prompt for the first network drive was usually F: \LOGIN> but in NetWare 3.12, they will 
only see F: \>. To confirm that they have access to the LOGIN.EXE program, the user types 
DIR LOGIN.EXE. If it is not in the current directory or in a directory specified in the PATH 
statement, they cannot login. 

2. 	Check to see if the user is entering the file server name correctly. 

3. 	Check to see if the user is entering their ID correctly. 

4. 	Check the command syntax they are using to login. 

5. 	Check that the user actually has an ID on the file server to which they are trying to login. 

Tip 

If the user is not specifying the file server name when trying to login, NetWare attempts to log them 

into the server to which they currently have an attachment (the server of the LOGIN directory where 

they are). If they do not know which server this is, they can type SLiST to view a listing of the servers 

on the network. From the output, you can determine which server they are attached to by examining 

the STATUS column and finding the server which is the "DEFAULT." 

6. 	Make sure the ID is not disabled. When you select User Information from the main menu of 
SYSCON and then the desired ID from the listing provided, NetWare presents you with a 
window of options specific to the selected ID. From this window, you can select Account 
Restrictions to see if the ID is still active. 

Tip 

If the ID was disabled and you re-enable it from the Account Restrictions screen, check the Account 

Expiration Date field to see if the date has been exceeded. If it has, the account locks out again as 

soon as they try to login. 
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7. 	Make sure the user is not trying to access more stations at one time than they are allowed. 
When you select User Information from the main menu of SYSCON and then the desired 
ID from the listing provided, NetWare presents you with a window of options specific to 
the selected ID. From this window, select Account Restrictions to review the maximum 
number of concurrent sessions. Then, from the DOS prompt, type USERLIST userld, re
place userid with the desired ID. NetWare then checks the connection information to see if 
the ID is logged in to the server and how many times it is logged in. 

8. 	Make sure the account has not been locked out by the Intruder Detection system. When 
you select User Information from the main menu of SYSCON and then the desired ID from 
the listing provided, NetWare presents you with a window of options specific to the se
lected ID. From this window, select Intruder Lockout Status to see if the ID has been locked 
out. 

9. 	Make sure the user is not trying to log in from an unauthorized station. When you select 
User Information from the main menu of SYSCON and then the desired ID from the listing 
provided, NetWare presents you with a window of options specific to the selected ID. From 
this window, select Station Restrictions to see if this ID has been restricted to logins from a 
specific network or node. 

10. 	Make sure the user is not trying to log in during an unauthorized time. When you select 
User Information from the main menu of SYSCON and then the desired ID from the listing 
provided, NetWare presents you with a window of options specific to the selected ID. From 
this window, select Time Restrictions to see if this ID has been restricted to logins during 
certain times of the day. 

Aside from problems logging into the server, users may also encounter problems attaching to a 
server when their PC is first turned on. When the network drivers are first loaded at the worksta
tion, the workstation attempts to establish a logical connection with a file server. Once this con
nection is established, the user then can use any of the programs stored in the LOGIN directory. 
Unfortunately, at times, the user may get an error such as "File Server Not Found" when the net
work drivers are loaded or, at other times, they attach to a server but cannot get to the LOGIN 
directory on the server. When this happens to you, try working through the following tips to 
resolve the problem: 

• 	 Make sure all the necessary files are being loaded on the workstation to access the server 
and there are no errors when they load. 

• 	 Check the connection between the workstation and the network connection. It must be a 
good tight fit to work properly. 

• 	 Check to make sure the workstation's NIC is operating properly by using the diagnostic 
software provided by the NIC manufacturer. 
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• 	 Check the workstation's CONFIG.SYS file to determine if a LASTDRIVE command is being 
used. When the workstation is using the DOS Requester, the CONFIG.SYS file must contain 
the line LASTDRIVE=Z:. If the workstation is using the older ODI/NETX or IPX/NETX imple
mentation and LASTDRIVE=Z is in the CONFIG.SYS, the workstation will not be able to 
access a network drive. When old methods are being used to access the server (such as IPX/ 
NETX), the first network drive is the first drive letter after the LASTDRIVE statement. For 
example, if LASTDRIVE=F: is used in the CONFIG.SYS, the first available network drive let
ter is G:. 

• 	 Check if the workstation can communicate with the server. From the file server console 
prompt, type TRACK ON to view the requests being received, then reboot the workstation. 
As the workstation loads the network drivers, you should see a single GET NEAREST SERVER 
request appearing on the TRACK ON display followed by a single GIVE NEAREST SERVER 
response from the server. If you don't, the problem is either at the workstation or some
where on the network (for example, a cabling or hub problem). If you see multiple GET 
NEAREST SERVER requests without any GIVE NEAREST SERVER replies, the server may not 
be configured to respond to this request, thus the workstation is not allowed to log in. By 
typing SET REPLY TO GET NEAREST SERVER from the console prompt, NetWare tells you if 
it will reply to this request. To log in directly to the server, this setting must be set to YES. If 
you see multiple GET NEAREST SERVER requests that are each followed by a GIVE NEAREST 
SERVER reply, the problem could be with the workstations NIC or the driver being used. 





Appendix A 

NetWare Cornman 
Utility Reference 

Item Class 

ABORT REMIRROR CONSOLE 

ACONSOLE UTILITY 

ADD NAME SPACE CONSOLE 

ALLOW COMMAND 

ATOTAL COMMAND 

ATPSQUERY CONSOLE 

ATPSV CONSOLE 

ATTACH COMMAND 

BIND CONSOLE 

BINDFIX COMMAND 

Task 

Instructs NetWare to abort the remirroring of the 
partitions. 

Establishes remote console connections to the file server 
over an asynchronous phone line. 

Sets up a NetWare volume to store non-DOS files such as 
Apple or OS/2. 

Sets the inherited rights mask for a given file or directory. 

Provides summary accounting reports for your server(s) 
when used in conjunction with NetWare's accounting 
features. 

Checks an AppleTalk PostScript (ATPS) printer for a listing 
of fonts. 

Activates or deactivates ATPS console screens. 

Establishes a connection to a file server without executing 
any scripts. This command can be used from the 
command line and is also one of the basic login script 
commands. 

Allows a network interface card and a communications 
protocol to communicate together. 

Stored within the SYSTEM directory, BINDFIX corrects any 
problems within the NetWare binderies and makes a 
backup copy of the bindery files. 

(continues) 
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Item 

BINDREST 

BROADCAST 

CAPTURE 

CASTOFF 

CASTON 

CHKDIR 

CHKVOL 

CLEAR STATION 

CLS 

COLORPAL 

CONFIG 

DISABLE LOGIN 

DISABLE TIS 

DISMOUNT 

DISPLAY NETWORKS 

DISPLAY SERVERS 

DOWN 

DSPACE 

EDIT 

Class 

COMMAND 

CONSOLE 

COMMAND 

COMMAND 

COMMAND 

COMMAND 

COMMAND 

CONSOLE 

CONSOLE 

UTILITY 

CONSOLE 

CONSOLE 

CONSOLE 

CONSOLE 

CONSOLE 

CONSOLE 

CONSOLE 

UTILITY 

UTILITY 

Task 

Stored within the SYSTEM directory, BINDREST restores 
the NetWare binderies from backups created by BINDFIX. 

Sends a message to all attached nodes from the console. 

Redirects printing from your local printer ports to a 
NetWare print queue. 

Stops messages sent to your station from appearing on 
your monitor. 

Allows messages to be sent to your station, overrides the 
castoff command. 

Reports on the amount of space available and being used 
within the current directory structure. 

Reports the total amount of space free on the volume and 
how much of this space is available to a given user. 

Clears a station's connection to the file server. 

Similar to the DOS CLS command, it clears the screen 
leaving the prompt at the top left. 

Changes the colors used in the NetWare utilities and 
menus from their default settings. Will not change the 
screens of the menus you design in NetWare V3.12. 

Displays some of the current configuration settings such 
as the network interface card settings, the protocols in 
use, and the IPX internal network number. 

Restricts any new users from logging into the file server. 

Disables the Transaction Tracking System. 

Dismounts a NetWare volume. Commonly used when it's 
necessary to perform maintenance on a volume using the 
VREPAIR utility. 

Shows ali the networks known to the file server. 

Lists all known servers on the internetwork. 

Clears all station connections, unloads any running 
processes, and shuts down the NetWare OS so the server 
can be rebooted or turned off. 

Places space restrictions on volumes or directories globally 
or based on a user 10. 

Creates and edits an ASCII text file stored on the file 
server. 



Item Class 

ENABLE LOGIN CONSOLE 

ENABLE TIS CONSOLE 

ENDCAP COMMAND 

EXIT CONSOlE 

FCONSOLE UTILITY 

FILER UTILITY 

FLAG COMMAND 

FLAGDIR COMMAND 

GRANT COMMAND 

INSTALL UTILITY 

lISTDIR COMMAND 

LOAD CONSOlE 

LOGIN COMMAND 

LOGOUT COMMAND 

MAKEUSER UTILITY 

MAP COMMAND 

MEMORY CONSOLE 

MIRROR STATUS CONSOLE 
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Task 

Reverses the DISABLE LOGIN command and allows users 
to log into the file server. Also clears the intruder lockout 
status of the SUPERVISOR ID if it has been locked out. 

Reverses the DISABLE TIS command. 

Reverses the CAPTURE command by breaking the 
connection between your station's printer ports and the 
NetWare print queues. 

Used after the DOWN command has been issued to 
return the server to the DOS prompt. Causes the server to 
reboot automatically if the REMOVE DOS command was 
issued before DOWN was issued. 

Offers some management facilities for the file server. This 
utility is severely crippled in NetWare 3.x compared to 
NetWare 2.X. 

Moves, deletes, or modifies the attributes of files and 
directories and can be used to view and modify the 
Inherited Rights Mask. 

Changes or views a file's NetWare attributes. 

Changes or views a directory's NetWare attributes. 

Grants rights for a file or directory to a user or group. 

Installs and configures NetWare. 

Lets you view a directory tree of the current directory and 
its subdirectories. 

"Runs," or rather, loads a NetWare console utility or driver. 

Run by the user to log in and establish a connection to 
the NetWare file server. 

Run by the user to break the connection between the 
workstation and the file server. 

Creates user IDs in large numbers at one time by using 
templates and a basic scripting language. 

Lets you view, remove, or establIsh logical drive mappings 
to directories and volumes. 

Displays the amount of memory available on the file 
server. 

Displays the current mirroring status of the NetWare 
partitions. 

(continues) 
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Item Class 

MODULES CONSOLE 

MONITOR UTILITY 

MOUNT CONSOLE 

NAME CONSOLE 

NCOPY COMMAND 

NDIR COMMAND 

NLiCLEAR UTILITY 

NMENU UTILITY 

NPRINT COMMAND 

NVER COMMAND 

OFF CONSOLE 

PAUDIT COMMAND 

PCONSOLE UTILITY 

PRINTCON UTILITY 

PRINTDEF UTILITY 

PROTO UTILITY 

PROTOCOL CONSOLE 

PSC COMMAND 

PSERVER UTILITY 

Task 

Shows all the drivers and NLMs loaded on the server with 
information, such as their version numbers. 

A console utility, MONITOR is the main utility used to 
view statistical information on the server regarding the 
current users accessing the server, and disk, memory, 
CPU, and NIC utilization and statistics. 

Mounts a NetWare volume to make it accessible to users 
logged into the server. 

Displays the name of the file server. 

Advanced copying command used to copy flies or 
directories. Improvement over the DOS COPY command 
because all the work is done on the server. 

Views file or directory information based on a wide variety 
of criteria. 

A console utility, NLiCLEAR automatically clears 
NOT-LOGGED-IN connections on a regular basis. 

NetWare's menuing utility based on Saber Menus. 

Prints a file to a network printer. 

Displays version information from the workstation on 
the shells/requesters and file servers to which you are 
currently attached. 

Same as CLS. 

Used in conjunction with NetWare's accounting feature, 
PAUDIT details the accounting logs to date. 

Creates, deletes, or modifies print servers and print 
queues. PCONSOLE also checks the status of the current 
printing installation. 

Creates print job configurations on the server. 

Creates printer definitions and forms with detailed 
information. 

A console utility, PROTO provides statistical information 
on the protocols currently in use on the server. 

Displays the protocols currently in use on the server. 

A command line utility to manage network printers. 

A console- or workstation-based utility that initiates the 
NetWare print server. 



Item Class 

PURGE COMMAND 

RCONSOLE UTILITY 

REGISTER MEMORY CONSOLE 

REMIRROR PARTITION CONSOLE 

REMOVE COMMAND 

REMOVE DOS CONSOLE 

RENDIR COMMAND 

RESET ROUTER CONSOLE 

REVOKE COMMAND 

RIGHTS COMMAND 

RPRINTER COMMAND 

SALVAGE UTILITY 

SBACKUP UTILITY 

SCAN FOR NEW CONSOLE 
DEVICES 

SEARCH CONSOLE 

SECURE CONSOLE CONSOLE 

SECURITY COMMAND 

SEND COMMAND 

SESSION UTILITY 
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Task 

Permanently removes files that have been deleted from 
the file server. 

Enables a user connected to the network to take over the 
file server console from their stations. 

Allows the installer to configure the ISA server memory 
above 16M. 

Instructs NetWare to remirror partitions. 

Removes users or groups as trustees of a directory or file. 

Removes the portion of DOS stored in the file server's 
memory, thereby restricting access to any local drives on 
the server. 

Renames a directory. 

Resets/rebuilds NetWare's internal routing tables. 

Revokes trustee rights to a directory or file from a user or 
group. 

Displays the rights a user has in the current directory. 

Allows a printer attached to a workstation to service 
NetWare print queues. 

Recovers files that have been accidentally deleted from 
the file server as long as they haven't been purged from 
the system. 

Used to backup files stored on the server. 

Checks for any new SCSI devices that have been added 
since the server was brought on-line. 

Lets you view and modify the directories NetWare 
searches when loading a module from the console. 

Prevents anyone from loading drivers/NLMs not in the 
system directory or the directories established in the 
server's search path (see the SEARCH console command). 

Checks the NetWare binderies for users or other objects 
that have potential security risks associated with them, 
such as IDs without passwords. 

Sends a message to a specific user or group. Can be used 
from the file server console prompt or a workstation. 

Lets you view or modify some of the current environment 
settings such as server attachments or drive mappings. 

(continues) 
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Item Class 

SET CONSOlE 

SET TIME CONSOlE 

SET TIMEZONE CONSOlE 

SETPASS COMMAND 

SLiST COMMAND 

SMODE COMMAND 

SPEED CONSOlE 

SPOOL CONSOlE 

SYSCON UTILITY 

SYSTIME COMMAND 

TIME CONSOlE 

TLiST COMMAND 

TRACK OFF CONSOLE 

TRACK ON CONSOlE 

UNBIND CONSOLE 

UNLOAD CONSOlE 

USERDEF UTILITY 

USERLIST COMMAND 

VERSION COMMAND 

VOLINFO UTILITY 

VOLUMES CONSOLE 

VREPAIR CONSOLE 

WHOAMI COMMAND 

WSUPDATE COMMAND 

Task 

Views and modifies a series of parameters that can be 

adjusted to configure the file server. 


Sets the server date and time. 


Sets which time zone you are in. 


Changes a user's current password and also can be used 

by the SUPERVISOR to change another user's password. 


Displays all known NetWare servers currently available. 


Sets the search mode of an EXE file. 


Rates the file server's performance as a speed rating. 


Assigns queues to printers from the console. 


Creates users, login scripts, and various time and account 

restrictions. 


Displays the time maintained by the file server and 
synchronizes the the workstation's time to the server. 

Displays the date and time. 


Displays the trustees to a directory or file. 


Stops the tracking of broadcast information. 


Displays broadcasts sent from other servers and certain 

requests from workstations. 


Unbinds a protocol for a network interface card driver. 


Unloads (removes from memory) a driver or NLM. 


Creates new users. 


Views the users currently logged into the file server. 


Displays version information of a NetWare file. 


Displays up-to-date information regarding the amount of 

space available on the server's volumes. 


Displays which volumes are currently mounted and their 

name space information. 


Repairs problems with a NetWare volume. 


Provides information to the users regarding the servers 

they are logged into, group memberships, and security 

equivalences. 


Updates drivers, shells, requesters, or other files on the 

workstation. 




Appendix B 

Important Keys and 
Combinations 

Throughout the NetWare utilities and on the console, there are several"special" keystrokes that 
can be used to make your life a bit easier. In the following table, these keystrokes are listed along 
with a brief description of each. 

Keystroke Description 

Esc Returns to the previous menu or exits a program. 

Enter Accepts the information entered or accesses the selected option. 

End Sends the cursor to the end of the line. 

Home Sends the cursor to the beginning of the line. 

Fl Provides basic on-line help. 

F3 Renames or modifies an object. 

F5 Marks (flags) or unmarks (unflags) an object within a listing. 

F6 Establishes a pattern used to mark objects. 

F7 Cancels changes you have made. 

F8 Establishes a pattern used to unmark objects. 

(continues) 
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Keystroke 

+ 

* (from the number pad) 

UpArrow 

Del 

Ins 

Alt 

Shift+Esc 

Shift+Shift+Alt+Esc 

Alt+Esc 

Alt+F10 

Ctrl+Esc 

Ctri+PgDn 

Ctrl+PgUp 

Description 

Scrolls forward through active screens in remote console sessions. 


Scrolls backward through active screens in remote console sessions. 


Calls the Available Options menu in remote console sessions. 


Recalls the last command(s) issued at the server prompt when accessing 

the server console. 


Deletes the highlighted object. 


Inserts an object. 


Views the current screen name when working directly on the server 

console. 


Clears the remote console session and returns the listing of servers in 
remote console sessions. 

Loads the NetWare debug feature. 

Toggles between the different screens when working directly on the server 
console. 

Presents you with the Exit prompt to exit a menu utility no matter where 
you are within the menu. 

Calls up a menu listing of the screens currently loaded so you can select 

which one you want to view when working directly on the server. 


Goes to the bottom of the document, script, or menu. 


Goes to the top of the document, script, or menu. 




Appendix C 

Hexadecimal Memo 
Conversion Table 

Following is a chart of the hexadecimal values used for each M of RAM up to 128M. Using the 
REGISTER MEMORY command in conjunction with these values, you can use more than 16M of 
RAM in your ISA server. For further information on the REGISTER MEMORY command, refer to 
the heading "Using More Than 16M of RAM in an ISA Server" in Chapter 3, "Installing the File 
Server." 

Memory Hex Equivalent Memory Hex Equivalent 

1M 100000 13M 000000 


2M 200000 14M EOOOOO 


3M 300000 15M FOOOOO 


4M 400000 16M 1000000 


5M 500000 17M 1100000 


6M 600000 IBM 1200000 


7M 700000 19M 1300000 


8M 800000 20M 1400000 


9M 900000 21M 1500000 


10M AOOOOO 22M 1600000 


11M BOOOOO 23M 1700000 


12M COOOOO 24M 1800000 


(continues) 
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Memory Hex Equivalent 

25M 1900000 


26M 1AOOOOO 

27M 1800000 


28M 1COOOOO 

29M 1DOOOOO 

30M 1EOOOOO 

31M 1FOOOOO 

32M 2000000 


33M 2100000 


34M 2200000 


35M 2300000 


36M 2400000 


37M 2500000 


38M 2600000 


39M 2700000 


40M 2800000 


41M 2900000 


42M 2AOOOOO 

43M 2800000 


44M 2COOOOO 

45M 2DOOOOO 

46M 2EOOOOO 

47M 2FOOOOO 

48M 3000000 


49M 3100000 


50M 3200000 


51M 3300000 


Memory Hex Equivalent 

52M 3400000 


53M 3500000 


54M 3600000 


SSM 3700000 


56M 3800000 


57M 3900000 


58M 3AOOOOO 


59M 3800000 


60M 3COOOOO 


61M 3DOOOOO 


62M 3EOOOOO 


63M 3FOOOOO 


64M 4000000 


65M 4100000 


66M 4200000 


67M 4300000 


68M 4400000 


69M 4500000 


70M 4600000 


71M 4700000 


72M 4800000 


73M 4900000 


74M 4AOOOOO 


75M 4800000 


76M 4COOOOO 


17M 4DOOOOO 


78M 4EOOOOO 
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Memory Hex Equivalent Memory Hex Equivalent 

79M 4FOOOOO 104M 6800000 

80M 5000000 105M 6900000 

81M 5100000 106M 6AOOOOO 

82M 5200000 107M 6BOOOOO 

83M 5300000 108M 6COOOOO 

84M 5400000 109M 6DOOOOO 

85M 5500000 110M 6EOOOOO 

86M 5600000 111M 6FOOOOO 

87M 5700000 112M 7000000 

88M 5800000 113M 7100000 

89M 5900000 114M 7200000 

90M 5AOOOOO 115M 7300000 

91M 5BOOOOO 116M 7400000 

92M 5COOOOO 117M 7500000 

93M 5DOOOOO 118M 7600000 

94M 5EOOOOO 119M 7700000 

95M 5FOOOOO 120M 7800000 

96M 6000000 121M 7900000 

97M 6100000 122M 7AOOOOO 

98M 6200000 123M 7BOOOOO 

99M 6300000 124M 7COOOOO 

100M 6400000 125M 7DOOOOO 

101M 6500000 126M 7EOOOOO 

102M 6600000 127M 7FOOOOO 

103M 6700000 128M 8000000 





Appendix D 

Basic MHS and Fir 


Included with NetWare 3.12 is Basic MHS and FirstMail. This is an electronic mail package that 
performs message delivery within a single-server environment. You cannot use Basic MHS to 
communicate with other servers or workgroups if they are not using this file server. 

In this appendix, you learn the steps necessary to install, configure, and test Basic MHS and 
FirstMail. 

Installing Basic MHS 
Following are ten steps to a successful Basic MHS installation: 

1. 	At the file server console prompt, type LOAD INSTALL and press Enter. 

2. 	From the Installation Options menu, choose Product Options. 

3. 	At the Currently Installed Products screen, press the Insert key. 

4. 	Insert the disk labeled BASICMHS_l into your floppy drive, type the drive letter at the 
prompt, and press Enter. (The default drive is A; if you are using drive B, change it to B:.) 

5. 	Enter Y to accept the workgroup name; enter N to establish a new one (see fig. D.1). Note 
that by default, the file server name is used as the workgroup name. If you choose to use a 
new workgroup name, you are prompted for a long name and a short name. 

The workgroup names are used to identify your particular group. Since Basic MHS does not 
communicate outside of the one server, you can use any name you want. 
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Fig. D.l Specifying workgroup long and short names. 

If you expect heavy e-mail usage.itis strongly recommended that you install Basic MHS on a separate 

volume. This reduces the chances of SYS running out of disk space, resulting in an inoperative server. 

6. 	You are next asked if Basic MHS is to be installed (by default) to SYS:MHS. Enter Y if you 
want to. Otherwise, enter N and specify a volume and path of your choice. The installation 
program creates the necessary directory structure and assigns the necessary NetWare rights. 
You are prompted to insert Disk 2 at this step. 

Tip 

To simplify the administration task of Basic MHS, it is best that you add all users to the bindery before 

installing Basic MHS. This saves you from having to enter the user information twice. 

7. 	 Enter Y to add existing users from the NetWare bindery to the MHS database. Enter N to 
skip this step (see fig. D.2). You can manually define the users later on. 

If you answered Y in step 7, all users in the EVERYONE group are added to the MHS database. If you 

have any users not listed in the EVERYONE group but want them to have access to MHS, you need to 

add them manually by using the ADMIN utility described in the next section. 
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Fig. 0.2 Add users defined in the NetWare bindery to the MHS database. 

Tip 

If you want to use users' full names for their mail IDs, you need to fill in the Full Name section in 

SYSCON when creating the users. 

8. 	 Enter N if you want to use NetWare logon names as mail IDs. Depending on the e-mail 
application, you mayor may not be able to use the users' full names as mail ID. If your 
e-mail application supports (Standard Message Format) SMF-71 long name, you can use 
the users' full names as mail IDs. FirstMail supports the SMF-71 naming format. 

9. 	Enter Y to allow the installation program to update your system login script. This sets up 
the necessary search drive and DOS environment necessary for MHS to function. 

10. 	Enter Y to allow the installation program to update the AUTOEXEC.NCF file so Basic MHS 
is loaded every time the server is brought up. 

Upon installation completion, restart your server to ensure that Basic MHS loads correctly. If you 
encounter any errors during installation, it is best to remove Basic MHS and reinstall it from 
scratch. Located on the BASICMHS_l disk is a file called MESSAGE.DOC you can refer to for any 
error messages you encountered. 
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If the Basic MHS NLM is loaded successfully, you find a Basic MHS status screen similar to the one 
shown in Figure D.3. During normal operation, the status screen displays message delivery status 
(see fig. D.4). 

Fig. D.3 Basic MHS server status screen. 

Fig. D.4 Basic MHS message delivery status. 

If you have installed Basic MHS to a different volume, you must inform the NLM where this new 
location is. For its syntax and other load options, consult ADMIN.DOC on the BASICMHS_l disk 
or your \ MHS \ SYS directory on the file server. 

You are ready now to configure Basic MHS. 
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Configuring Basic MHS 

There are a number of parameters you can change to better optimize the performance of Basic 
MHS, for example, the message delivery frequency. Make these changes using the ADMIN utility. 
It is copied to \MHS\EXE during the installation. ADMIN requires the Btrieve requester' 
(BREQUEST.EXE in SYS:PUBLIC) loaded on the workstation. 

Make sure you load BREQUEST.EXE before running ADMIN. It is possible to have your workstation lock up 

without any error messages if you try to run ADMIN without first loading BREQUEST. 

From the ADMIN utility (see fig. D.S), you can do the following: 

• Create, modify, and delete Basic MHS users 

• Create, modify, and delete global distribution lists 

• Define e-mail applications that are permitted to use Basic MHS 

• Configure Basic MHS 

Fig. 0.5 ADMIN,EXE's main menu. 

In most cases, you only need to use ADMIN to perform maintenance on global distribution lists. 
On rare occasions, you add or remove users from the MHS database. 

You need to log into ADMIN as SUPERVISOR or a SUPERVISOR EQUIVALENT in order to perform 
any maintenance tasks; otherwise, you can only view the information. 
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The only Basic MHS operating parameter you really have to change, if any, is the frequency with 
which Basic MHS does message delivery. It is the Delivery Message Every setting in the Configura
tion menu. 

Tip 

You should not make the frequency so short the server spends most of its time checking for pending mail, 

nor make the frequency so long that users have to wait for a long time to get their e-mail. 

MHS User Maintenance 
Use the Users selection from the Admin Functions menu to add, delete, or change user informa
tion. When you select the action, a list of currently defined users is shown. 

To add a user to the list, simply press the Insert key. To remove a user, highlight the user name, 
and press Delete. To remove multiple users, use the FS key to mark them all before pressing 
Delete. To modify a user's information, highlight the user's name and press Enter. 

If you create a user using ADMIN, a corresponding NetWare bindery user account is also created. 
But if you create a new NetWare user using SYSCON, the user is not automatically added to the 
MHS database. 

MHS Distribution Lists 
Use the Distribution Lists option from the Admin Functions menu to define and maintain mail
ing distribution lists for your users. To create a new distribution list, press the Insert key. You 
are prompted for the necessary information (refer to fig. D.S). Notice that the Dlist Workgroup 
name is that of your workgroup. This is the same name as you specified in the installation Step 5 
previously. 

After creating the distribution list, you must specify the list of users to be included in the list. 
Highlight the distribution list you just created, and press Enter. Use the Insert key to bring up a 
list of defined users. Highlight the user you want added to the list. If there are multiple users you 
want to select, use the FS key to mark them all before pressing Enter. 

To modify the member list of the distribution list, highlight the list and press Enter. Use the 
Insert key to add new members and the Delete key to remove users from the list. 

To delete a distribution list you no longer need, highlight the name and press Delete. 
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Defining MHS Applications 
As MHS applications use a unique directory name to store their messages, it is important for Basic 
MHS to know the names of the applications used so messages are routed correctly. Normally this 
is done as part of the MHS application installation. However, if a particular application does not 
do that, then you must use the Applications selection from the Admin Functions screen to define 
it manually. 

Using FirstMaii with Basic MHS 
FirstMail is not installed as part of the Basic MHS installation. It is located on a single disk labeled 
FirstMail v1.0 for DOS. To install it, simply copy the contents of the disk to a directory on the file 
server. There is no configuration necessary to use FirstMail with Basic MHS. 

To make FirstMail available to your users, make sure you allow the Read and FileScan trustee 
aSSignments to the directory to which you installed FirstMail, and add a search map to it. 

To start FirstMail, simply type MAIL at the DOS prompt. A screen similar to one shown in Figure 
D.6 appears. If there is new mail waiting for you, the opening screen looks slightly different (see 
fig. D.7). 

Fig. D.6 First Mail's opening screen. 
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Fig. D.7 FirstMail's opening screen when there is new mail waiting. 

You easily can test the installation of Basic MHS as well as the operation of FirstMail by sending 
e-mail to yourself. If everything is installed and configured correctly, shortly after you send the 
message, you see the message delivery status from Basic MHS on the file server. 

You can configure the system login script to notify users automatically of any new mail message 
when they log in. Add the following to your system login script: 

#newmail 

if error_level > "0" then begin 

pause 

end 


If there are new messages pending, NEWMAIL displays on-screen the number of new messages. 



Glossary 

Active hub: Acting as a central point in a star topology, the active hub has multiple ports for work
station connections and can amplify LAN transmission signals. 

Address: A unique identifier assigned to networks and nodes to ensure that each device can oper
ate independently. In networking, an address is used just as you use the address of your house. 

Advertising: The process by which a service on the network announces itself to the rest of the 
network. By doing so, it can make itself available for use by other nodes. See also Service Advertis
ing Protocol. 

Application layer: The seventh layer of the OSI Reference Model, the Application layer is respon
sible for the interface between computer and user for systems such as E-MAIL and Network 
Management. 

Architecture: Frequently confused with the word topology, architecture defines how nodes of a 
network can communicate, restrictions of the network such as the maximum speeds and dis
tances, and the protocols used. Examples of modern architectures would be Token Ring, Ethernet, 
or ARCnet. 

Archive: An archive is a redundant or backup copy of a computer program, file, or database. 
Archives are typically made to store information for extended periods of time. 

ARCnet: Developed by Datapoint Corporation, ARCnet defines a network operating at 2.SMbps 
over UTP or coaxial cable. Generally wired as a star (though it is possible to configure it as a bus), 
ARCnet provides a cost-effective networking solution for the small LAN. 

Asynchronous: Asynchronous communications is a method of transmitting data one bit at a time 
where clocking (the amount of time between each character) is not used. To ensure the proper 
transmission of data, start and stop bits are used to signify the end of a section of information. 

Attachment Unit Interface (AUl) cable: Within a thick Ethernet environment, an AUI cable connects 
the workstation's network interface card with the Medium Attachment Unit (MAU). The AUI 
cable is also known as a transceiver cable. 

Attenuation: As signals travel, their power, or amplitude, decreases over distance. This reduction 
in power is known as attenuation. In networking, it is important to remain within the set dis
tance boundaries for a particular architecture or cable type. Extending beyond these distances 
usually results in network problems as the signal is attenuating so much it can no longer be read 
properly. 

Backbone: The backbone is a main segment of a network to which smaller networks attach in 
some fashion. The backbone usually, but not always, operates at a higher speed than the net
works that connect to it. By linking smaller networks into a backbone, nodes on either one can 
share information freely. 
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Balun: A small device used to connect cables with different electrical specifications, such as co
axial cable and twisted pair. 

Bandwidth: The term bandwidth signifies the amount of data that can be passed through a me
dium within a given amount of time. For example, a Token Ring network can offer bandwidth 
levels of 4M or 16M. 

Beacon: A beacon is a signal used in the Token Ring environment that indicates a serious problem 
on the ring such as a broken cable, a faulty NIC, or an NIC attempting to access the ring at the 
incorrect speed. 

Blackout: A blackout is a complete loss of electrical power for an extended period of time. 

BNC connector: Used specifically for coaxial cables, BNC connectors can either be crimped or 
screwed onto the end of the cable. 

Boot image file: Boot image files are required when diskless workstations, or PCs that have NICs 
equipped with boot proms installed, are accessing the file server. Stored in the LOGIN directory of 
the file server, the Boot image file provides information to the PC such as DOS versions and the 
drivers to access the network. 

Bridge: Operating within the Data Link layer of the OSI reference model (layer 2), the bridge con
nects networks of the same architecture, such as Ethernet to Ethernet or Token Ring to Token 
Ring. Since the bridge resides at the Data Link layer, it can read the MAC layer addresses within a 
packet to determine where the packet is destined. 

Broadcast: A message that is sent across the network to all attached nodes. 

Brouter: The brouter is more or less a hybrid mixture of a bridge and a router. Although not 
necessarily as functional as a bridge or router, a brouter usually offers both routing and bridging 
features. 

Brownout: A temporary decrease in power line voltage. 

Bus: A network topology where nodes are connected to a straight run of cabling. The ends of the 
main cable do not connect together and are usually terminated on both ends and grounded on 
one. 

Campus network: The campus network is one in which nodes are spread throughout a limited area 
such as one between buildings a block or two apart. 

Cheapemet: A nickname given to 10Base2 that reflects its historically lower-cost networking solu
tion compared to other architectures such as Token Ring. 

Cladding: Used within a fiber-optic cable, cladding is a plastic or glass covering surrounding the 
inner core of the cable. In addition to protecting the fiber, the cladding reflects the pulses of light 
down the run of cable. 
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Class A station: See Dual attached station. 

Class B station: See Single attached station. 

Client: The client is a node on a network that submits requests to a host, such as a mainframe or 
file server, for services. 

Concentrator: Another name for a Hub or Multiport Repeater, the basic role of the concentrator is 
to act as a central wiring area for LANs of a star topology. Modern concentrators have come a 
long way from the initial versions by implementing bridge/router and management type func
tions. 

Connection-Oriented Protocol: A protocol that is said to be "connection-oriented" relies on two-way 
communications. After a station transmits its data it waits to receive an acknowledgment from 
the receiving station. If/when an acknowledgment is not received, the sending station assumes 
the data was not transmitted properly and it will attempt to resend. 

Controlled Access Unit (CAU): Pronounced "cow," the CAU is the Token Ring equivalent of the 
intelligent concentrator or a manageable MSAU. Acting as a central wiring center to the network, 
the CAU also is capable of providing management functions to the LAN such as notification of 
node failures. 

Crosstalk: A potential problem with twisted pair cabling. When wires carrying electrical signals are 
placed close together, the signal on one wire can "corrupt" the signal on the other wire. Essen
tially, crosstalk is a spillover of information from one wire to another within the sheath. To mini
mize the effects of crosstalk, the wires are twisted a certain number of times per foot. 

Data Link layer: The second layer of the OSI Reference Model, the Data Link layer deals with infor
mation in groups known as frames. The Data Link layer is capable of reading the physical address 
of the network card and can determine if a packet that it receives is for a particular station. 

De facto: "By Fact." Used to refer to something that has become a standard not by law but instead, 
by widespread user acceptance. A perfect example of a de facto standard would be TCP/IP, the 
protocol of choice on the Internet. 

De jure: "By Law." Refers to something that has become a standard based on law or regulation of 
an official standards body. 

Disk driver: A small program that is used to allow the operating system to interact with and recog
nize the hard drive controller and disk subsystem. 

Disk duplexing: Disk duplexing provides a high degree of fault tolerance for the disk subsystem 
should any physical errors occur. Two controllers are installed in the file server and assigned a 
unique channel. Once installed, a disk drive is added to each controller. Any data kept on the 
file server is saved on both disks. Since the controllers are on separate channels, and the data is 
kept in two locations, the file server continues to function should any single component fail. 
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An added benefit to having two separate channels is that each can complete requests indepen
dently of each other. Therefore, if one disk is busy reading or writing, the other disk can fulfill 
any outstanding requests. 

Disk mirroring: With disk mirroring, a single controller is used with two or more disk drives. Any 
write requests to the file server are made to both drives. Should one drive fail, the system contin
ues to operate until it can be repaired. While disk mirroring offers a degree of fault tolerance for 
the server similar to disk duplexing, it can cause a slight degradation in performance as multiple 
requests must be made through the same channel. 

Distributed computing: Distributed computing relies on the resources of the client and the server 
computers. Data is broken up between the two and running applications will access both areas. 
By dividing the data into different locations, performance gains can be achieved by making use 
of the processing power at the workstation. 

DIX: DIX stands for Digital, Intel, and Xerox. This group of organizations developed the earliest 
forms of Ethernet. 

DIX connector: A IS-pin connector found on an Ethernet card. This connector is used with 
lOBaseS (thick Ethernet) with an external transceiver. 

Dual Attached Station (DAS): Found in the FDDI environment, a Dual Attached Station-a Class A 
Station-is one that maintains a connection to the primary and secondary rings of an FDDI net
work. Should a failure occur on one of the rings, the DAS station autosenses this failure and re
routes data onto the other ring. 

Electromagnetic Interference (EMI): A form of electrical noise that can affect the integrity of data 
being transmitted over electrical media such as cabling. 

Enterprise network: An enterprise network is one that encompasses the entire organization. All 
attached nodes and servers are included within the network. Unlike a LAN or WAN, the enter
prise network knows no physical or geographical boundaries. 

Ethernet: One of the oldest networking architectures, Ethernet is a 10Mbps network that uses the 
CSMA/CD protocol. Certified within the IEEE's 802.3 specifications, Ethernet is capable of trans
mitting over coaxial, twisted pair, or fiber-optic cabling. 

Fault: A break or failure within any given point of a system that can affect the availability of some 
or all functions. 

Fault tolerance: The act of protecting the system functions against failure. Generally, fault toler
ance is achieved through the use of redundant hardware within the server. 

Fault tolerant: A system that is said to be fault tolerant is capable of remaining operable after an 
error or hardware failure occurs. 
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Fiber Distributed Data Interrace (FDDI): Developed by ANSI, FDDI is a 100Mbps network architec
ture using fiber-optic cabling. While it is currently expensive to implement on a wide scale, it is 
commonly used for backbone or point-to-point connections between floors or buildings. 

Fiber-optic cable: Made of a glass or plastic core, fiber-optic cable uses beams of light instead of 
electricity to transmit data. Surrounding the core, a thick layer of plastic cladding is used to pro
tect the core from breaks and to reflect the beams of light down the length of cable. Fiber optics 
may offer bandwidth levels that are significantly higher than copper-based cabling; however, it is 
not a cheap solution. The main benefit to fiber-optic cable is that it is not susceptible to EMI 
interference. Therefore, fiber-optics is ideal for situations where there is a lot of higher machinery 
around such as in factories. 

Hop: A hop is a measurement of distance that a packet travels through the network. Each passage 
through a router is considered to be one hop. 

Hub: Another name for concentrator. 

IEEE: Institute of Electrical and Electronics Engineers. 

IEEE 802.1: The IEEE's interoperability group, the 802.1 committee is responsible for dealing with 
issues surrounding the interaction between other standards within the 802 project, systems man
agement, and internetworking. 

IEEE 802.2: For the purposes of the IEEE, the Data Link layer of the OSI Reference Model has been 

divided into two segments, the Medium Access Control (MAC) layer and the Logical Link Control 
(LLC) layer. It is the 802.2 specification which defines the LLC and its workings. 

IEEE 802.3: The 802.3 committee is responsible for network implementations of the CSMA/CD 
protocol. Their previous work included such things as lOBase2 and lOBase5 but most recently, 
the 802.3 took on a new assignment known as 100BaseX (or Fast Ethernet), a lOOMbps architec
ture using the traditional CSMA/CD protocol. 

IEEE 802.4: The 802.4 specification defines a deterministic token bus topology over broadband or 
single-channel media. 

IEEE 802.5: The Token Passing Ring specification 802.5 is based on IBM's development of Token 
Ring. This standard defines a network with a maximum of 250 nodes per ring with transfer rates 
of 4 or 16Mbps. 

IEEE 802.6: To develop a cost-effective and fast solution to connecting LANs across a city when 
using packet switching networks or T-1lines is not an option, the 802.6 (Metropolitan Area Net
works) committee selected the Distributed Queue Dual Bus technology from the University of 
Western Australia. 

IEEE 802.7: The 802.7 committee is responsible for setting standards for the use and implementa
tion of broadband technology. 
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IEEE 802.8: The 802.8 committee was formed to find alternatives to the cabling of the earlier 
specifications. Their focus is on fiber-optic cabling and its implementation. 

IEEE 802.9: The goal of this committee is to produce a standard compatible with the 802.2 specifi
cations and ISDN. They are looking at the different interfaces for voice and data communications 
available for the desktop. 

IEEE 802.10: The LAN Security workgroup is responsible for dealing with issues such as secure 
wireless communications and encryption. 

IEEE 802.11: Acting closely with the 802.10, the 802.11 Wireless Communications workgroup is 
dealing with various issues surrounding wireless communications such as bandwidth restrictions, 
protocols, and interface standards. 

IEEE 802.12: The most recently created workgroup, the 802.12 is responsible for investigating a 
proposal put forth by Hewlett-Packard that defines a 100Mbps network architecture called 
100VG-AnyLAN and a new protocol called Demand Priority. 

Impedance: Impedance is the resistance of an AC current traveling down the cabling. The actual 
impedance of a network cable affects the propagation delay of the network transmissions. 
If/when the impedance of the cabling is not properly matched to the speCifications of the net
work in question, communications can be unreliable or even impossible. 

Internetwork Packet Exchange (IPX): IPX is a network layer protocol based on Xerox Network Sys
tems (XNS) Internetwork Datagram Protocol (IDP). As a connectionless protocol, it relies on its 
other half, SPX, for any connection-oriented communications. IPX is the protocol responsible for 
addressing and routing functions such as packet forwarding. 

Jacket: Also called a sheath, the jacket is the outer covering of a cable. 

Local Area Network (LAN): The LAN is a small- to medium-sized network that generally does not 
encompass a very large geographic area. The LAN usually does not extend off of the floor of a 
building, or the building itself. Compared to WANs, LANs are higher speed networks with fewer 
users. 

Mbps: Megabits per second. 

Media: The plural for medium; media are entities-such as cabling-used to carry data from one 
point to another. 

Medium: Whatever is used to transport data back and forth. While in many cases the medium is' a 
physical entity such as a cable, it can also be an intangible such as a microwave or radio wave. 
When the medium is a tangible object it is called a bounded medium, meaning the data is bounded 
between the confines of the object. When the medium is not a tangible object, it is said to be an 
unbounded medium. 
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Medium Attachment Unit (MAU): Also called a transceiver, the MAU is used in lOBaseS networks 
and acts as a tap into the thick Ethernet cabling from the workstation. 

Network: A network is a group of computers and other devices that communicate with each other 
through some type of medium. 

Network Interface Card (NIC): A computer adapter used to connect a workstation to the network. 
The adapter usually plugs directly into the workstation motherboard and has a connector on the 
back of the card to attach to the network's cabling system. 

Network layer: The third layer of the OSI Reference Model, the Network layer is capable of reading 
the Network layer address and routing packets as needed. 

Node: Any workstation, printer, file server, or other type of hardware that attaches directly to the 
network in some fashion. 

Open DataLink Interface (ODI): om is a specification from Novell that provides a generic method 
of accessing the network. In the past, logging into the NetWare server involved loading two files, 
1PX and NETX. With the om implementation, the 1PX.COM file has been broken into separate 
files such as LSL.COM, 1PXODI.COM and a file for the network interface card, known as the 
MUD. When different cards are used on two PCs, the ODI stack can remain the same except for 
the MUD. This affords the user much more flexibility when upgrading drivers on the network. 
Another added benefit to using om is that it is capable of supporting multiple protocols from the 
same workstation. 

Open Systems Interconnection reference model (OSI): Developed by the International Standards Orga
nization (ISO), the OS1 reference model defines how a computer system should operate through 
the use of seven layers; Physical, DataLink, Network, Transport, Session, Presentation, and 
Application. 

Packet: The packet can be viewed as a group of bits that contains information used to control 
the flow of the packet as well as the data being transmitted from one node on the network to 
another. 

Peer to peer: The peer-to-peer network is one where any node can communicate with any other 
node directly. Unlike the typical client-server environment where the client requests resources 
from the server, nodes on a peer-to-peer network can request resources from any other node on 
the network. 

Physical layer: The lowest layer of the OSI Reference Model, the Physical layer provides guidelines 
for the electrical specifications of the cabling and how the cabling is accessed. At the Physical 
layer, information is dealt with in bits. 

Plenum: The space found between the ceiling and the floor above. It is commonly used for air 
ducts and to run cabling. 

http:1PXODI.COM
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Presentation layer: The sixth layer of the OSI Reference Model, the Presentation layer translates 
data into a format mutually acceptable to both the sender and receiver. 

Propagation delay: The propagation delay is the amount of time it takes for a single bit to travel 
from the sending and receiving stations. Network architectures have maximum allowable propa
gation delays which ultimately determine the overall size of the network. 

Repeater: Within the OSI model, the repeater is a Physical layer device that can be used to extend 
the length of a network by regenerating the Signal it receives and then amplifying it down the 
other section of the network. 

Ring: A topology where the ends of the cabling have been closed together to form a circle, or ring. 

RJ-ll: RJ-ll is a 4-wire connector used on common phone cabling. 

RJ-45: An 8-wire connector, the RJ-45 is commonly used in unshielded twisted pair networks such 
as lOBaseT. 

Router: A Network layer device, the router is used to connect networks that use the same Network 
layer protocol, such as IPX. 

Sag: A short-term drop in voltage below 80 percent. Used interchangeably with brownout. 

Segment: A segment is an electrically isolated section of the network. For example, in a lOBase2 
bus topology network, a straight run of cabling must have a terminating resistor placed at both 
ends. In this case, the segment would be the area between the two terminators. 

Sequential Packet Exchange (SPX): The other half of the IPX protocol, SPX is a connection-oriented 
protocol developed by Novell but based on work from Xerox Network Systems (XNS). 

Server: The server is some type of computer on the network that services requests from nodes and 
provides shared resources such as printers or disk storage. In most cases, the server is a very pow
erful computer that has high speed and/or multiple CPUs, high-capacity disk systems, and 
memory. 

Service Advertising Protocol (SAP): As defined by Novell, the Service Advertising Protocol is used by 
servers to announce their presence on the network to other servers. 

Session layer: The fifth layer of the OSI Reference model, the Session layer is responsible for estab
lishing and terminating connections between nodes of the network. Once established, the Ses
sion layer manages the communications process and directs problems from the upper layers of 
the OSI model. 

Shielded Twisted Pair (STP): Shielded Twisted Pair is a type of cable usually used in Token Ring 
networks. Depending on the type of STP, there are several pairs of copper wire surrounded by 
layers of wire mesh that act as a shield against external influences such as EMI. 
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Single Attached Station (SAS): The SAS, also known as a Class B station, is a node on the FDDI net
work that attaches to the medium through a single connection. 

Star: The star is a topology where nodes are connected into a central point such as a hub or con
centrator. 

Star-Bus: The star-bus is a topology where the network is laid out as a star (nodes wired into a 
central point), but electrically, it operates as a bus (for example, 10BaseT). 

Star-Ring: The star-ring is a topology where the network is laid out as a star (nodes wired into a 
central point), but electrically, it operates as a ring (such as Token Ring). 

Surge: A short-term increase in the voltage power level. The opposite of a sag. 

Tap: The point where a break in the normal flow of data has been redirected. A perfect example of 
a tap is a Medium Attachment Unit in 10BaseS. 

T-Connector: Usually used in thin Ethernet implementations over coaxial cabling. This connector 
has three different ports. One is connected directly to the node's Ethernet card and the other two 
are used to connect the node to the nearest upstream and downstream neighbors. 

Thicknet (thick wire): A common term for lOBaseS Ethernet using thick coaxial cabling. 

Thinnet (thin wire): A common term for lOBase2 Ethernet using thin coaxial cabling. 

Token: A token is a 24-byte packet used to control when nodes can transmit. Nodes on the net
work sit idle and wait until they are in possession of the Token. Once in possession, the node has 
the opportunity to transmit any data it has ready to go. After sending the packet, the token must 
be passed on to the next node. The station cannot transmit on the network until the token has 
gone through the network and returned. 

Token Ring: A 4Mbps or 16Mbps architecture, Token Ring is a token-passing network developed 
by International Business Machines (IBM) and has been duly noted in the IEEE 802.5 specifica
tions. While wired physically as a star, it operates electrically as a ring. Token Ring works with 
UTP, STP, or fiber-optic cabling. 

Topology: Defines how a network is physically laid out. The difference between the term topology 
and the term architecture is that topology does not place any restrictions on the number of nodes 
or cable distances. 

Transceiver: Another term for a Medium Attachment Unit. 

Transport layer: The fourth layer of the OSI Reference Model, the Transport layer ensures that data 
is sent and received properly over the network. Acknowledgments are generated at this layer 
within the receiving station to confirm that a packet was received properly. 
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Unshielded Twisted Pair (UTP): Mainly used in lOBaseT and 4Mbps Token Ring networks, VTP 
cabling consists of one or more pairs of copper wire where each pair is twisted a certain number 
of times per foot (the value changes depending on the classification). UIP cable is certified by 
several organizations such as the Underwriters Laboratories, IBM, and the EIA. While it is lighter 
and less expensive than Shielded Twisted Pair cabling, it is more susceptible to EM!. 

Wide Area Network (WAN): A network that spans a large geographic area, sometimes extending 
between provinces, states or countries. 

Workstation: A node equipped with a processor-such as a PC-that is used to access data from a 
network. 
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SET TIMEZONE, 454 

SPEED,374,454 

SPOOL,454 

TIME, 374, 454 

TRACK OFF, 454 

TRACK ON, 374-376, 454 

UNBIND, 348, 454 

UNLOAD, 352, 454 

VERSION,376 

VOLUME, 376, 454 


Disk Partition Options menu 

Create a new DOS 


partition, 41 

Retain current disk 


partitions, 41 

DISPLAY, 141, 152-153 

DOS BREAK, 141 

DOS SET, 142 

DRIVE,142 

ENDCAP, 314, 451 

EXEC, 162-165 

FDISPLAY, 142, 153-154 

FIRE PHASERS, 142 

FLAG, 246-248, 451 


commands 481 

FLAGDIR, 248-249, 451 

GETO, 162 

GETP, 162 

GETR,162 

GOTO, 142 

GRANT, 221-223, 451 

IF-THEN-ELSE, 142 

INCLUDE, 142 

Installation Options menu, 


461 

ITEM, 162-163 

keyboard shortcuts, 455-456 

LISTDIR, 215-216, 230-231, 


258-265,451 

LOAD,162 

LOGIN, 108-109,451 

LOGOUT, 110-111,451 

MACHINE NAME, 142 

MAP, 142, 186,451 


creating drive mappings, 

187-188 


deleting drive mappings, 

190 


listing drive mappings, 

186-187 


MAP DISPLAY, 143 

MAP ERRORS, 143 

MAP ROOT, 148-149 

MENU, 162 

NCOPY, 260-262, 452 

NDIR, 216, 231, 279-280, 


452 

attribute options, 


255-256 

formatting options, 254 

multiple options, 258 

qualifiers, 256-258 

sorting options, 254-255 


NO_DEFAULT, 143 

NPRINT, 315-318, 452 

NVER,452 

PAUDIT,452 

PAUSE, 143, 154 

PCCOMPATIBLE,143 

PSC, 344-346, 452 

PURGE,453 

REGISTER MEMORY, 457 

REMARK,143 

REMOVE, 223-224, 453 

RENDIR, 262-263, 453 

REVOKE, 225-226, 453 

RIGHTS, 213-214, 453 

SECURITY, 453 

SEND, 174-175,356,453 

SET, 143 

SETPASS, 172-173,454 

SHIFT,143 




482 commands 

SHOW, 162 

SLIST, 107, 454 

SMODE, 263-264, 334, 454 

SYSTIME, 179,454 

TLIST, 213, 454 

USERLIST, 181-182,454 

VERSION, 178,376,454 

WAIT, 143, 154 

WHOAMI, 180-181, 


214-215,454 

WRITE, 143, 152 

WSUPDATE, 272-274, 454 

see also utilities; individual 


command names 
communications parameters, 

358-361 

compiling menu scripts, 166 

COMSPEC command, 141 

concentrators, 471 

concurrent connections, 114 

conditions (login scripts), 


149-150 

CONFIG console command, 


349,450 

configuring 


ACONSOLE utility, 408-409 

Basic MHS, 465-466 

Drive Deactivation errors, 


428 

file servers, 113-117 

Intruder Lockout, 234 

NET.CFG file, 79-99 

NICs (Network Interface 


Cards), 63-66 

print jobs, 329-334 

print queues, 294-299 

print servers, 288-294 


CONLOG utility, 399-400 

CONN.VLM file, 69 

connecting to file servers, 108 


ACONSOLE utility, 409 

ATTACH command, 109-110 

clearing connections 


(MONITOR utility), 380 

LOGIN command, 108-109 

menus, 110 

troubleshooting, 445-447 


Connection Information 

command (Available 

Options menu), 175, 183, 

380 


connection status, 180-181 

connection-oriented protocol, 


471 

#CONNECTIONS command 


(MAKEUSER utility), 132 


console 

ACONSOLE utility 


configuring, 408-409 

connecting to servers, 


409 

installation, 406-408 


automating tasks, 411 

navigating, 403-404 

RCONSOLE utility, 404-406 

remote access, 409-410 


console commands, see 
commands 

console operators, 198-200 

Consultative Committee for 

International Telegraph and 

Telephone, 5-6 


Controlled Access Units 

(CAUs),471 


converting menus, 167-168 

COPIES=# parameter 


CAPTURE command, 310 

NPRINT command, 315 


COPY INHIBIT file attribute, 

244 


copying 

boot files, 43-44 

FILER utility, 268 

multiple directories, 27l 

NCOPY command, 260-262 


#CREATE command 

(MAKEUSER utility), 132 


Create a new DOS partition 

command (Disk Partition 

Options menu), 41 


Create New USR File 

command (Available 

Options menu), 131 


Create rights, 206 

CREATE=file parameter 


(CAPTURE command), 310 

crosstalk (twisted-pair 


cabling), 471 

Current Directory 


Information command 

(Available Topics menu), 211 


D 

DASs (Dual Attached 

Stations),472 


Data Link layer (OSI), 8, 471 

bridges, 470 


Datapoint Corporation, 13 

dates, 179 

DAY variable, 144 


DAY_Of_WEEK variable, 144 

de facto standards, 8, 471 

de jure standards, 471 

DEBUG utility, 413-415 

dedicated print servers, 301 


loading software, 303-304 

NET.CFG file, 302 

workstations, 302 


default login scripts, 138 

defaults 


account restrictions, 113-116 

time restrictions, 116-117 


#DELETE command 
(MAKERUSER),132 


DELETE INHIBIT, 244-245 

DELETE parameter (NPRINT 


command), 315 

deleting 


directories 

FILER utility, 267 

multiple directories, 271 


drive mappings 

MAP command, 190 

SESSION utility, 193 


files 

FILER utility, 267 

multiple files, 271 

recovering, 438-440 


groups, 120 

IDs, 135-136 

partitions, 50 

trustee assignments 


REMOVE command, 

223-224 


SYSCON utility, 219 

users from groups, 121 

volumes, 55 


directories 

attributes, 245-246 


fLAGDIR command, 

248-249 


modifying, 250 

copying 


FILER utility, 268 

NCOPY command, 


260-262 

deleting (FILER utility), 267 

directory information, 


viewing, 269-270 

home directories, 115 


creating, 122 

IRMs, 227-228 

managing multiple 


directories, 270-27l 

moving (FILER utility), 


268-269 




EMI (electromagnetic interference) 483 

naming, 262-263 

FILER utility, 267 


size limitations, 281-282 

space (CHKDIR command), 


278 

trustee directory rights, 126 


modifying, 219-220 

viewing, 258-260 


Directory Contents command 

(Available Topics menu), 212 


directory-caching parameters, 

364-365 


DISABLE LOGIN console 

command, 349,450 


DISABLE TIS console 

command, 350, 450 


disabling 

drive mirroring, 422-423 

drives (MONITOR utility), 


386 

disk drives, see drives 

Disk Information command 


(Available Options menu), 

382 


Disk Partition Options menu 

commands 


Create a new DOS partition, 

41 


Retain current disk 

partitions, 41 


disk space 

DSPACE utility 


directory size, 281-282 

volume space restrictions, 


280-281 

NDIR command, 279-280 

SYSCON utility, 279 

USERDEF utility, 279 


disks 

drives 


Drive Deactivation errors, 

425-429 


installation, 37 

mirroring, 420-421, 472 

MONITOR utility, 


382-384 

duplexing, 471 

hard disks 


activating, 46-48 

DOS partitions, 37-38 

formatting, 48-49 

mirroring, 50-51 

partitioning, 49-50 

surface tests, 51-52 


DISMOUNT console 

command, 353, 450 


DISPLAY command, 141, 

152-153 


DISPLAY NETWORKS console 

command, 350, 450 


DISPLAY SERVERS console 

command, 350,450 


distributed computing, 472 

distribution lists (Basic MRS), 


466 

DIX (Digital, Intel, Xerox), 


472 

DMA channels, 64 

DOS BREAK command, 141 

DOS environment variables, 


145-146 

DOS parameter (EXEC 


command), 164 

DOS partitions, 37-38 

DOS Requester 


configuring NET.CFG file, 

86-93 


files, 69-70 

installing, 73-79 

loading workstation files, 


100-101 

DOS SET command, 142 

DOS VERIFY command, 141 

DOWN console command, 


351,450 

downing print servers, 344 

DRIVE command, 142 

Drive Deactivation errors, 425 


notification, 426 

troubleshooting, 472-429 


drive mappings, 146 

MAP command, 186 


creating, 187-188 

deleting, 190 

listing, 186-187 


MAP ROOT command, 

148-149 


search drive mappings, 

creating, 188-189 


SESSION utility, 191-193 

standard drive mappings, 


146-147 

creating, 187-188 

drive numbers, 188 


types, 185-186 

drivers, 471 


Drive Deactivation errors, 

429 


drives 

Drive Deactivation errors, 


425 

notification, 426 

troubleshooting, 427-429 


installation, 37 

mirroring, 420-425, 472 


disabling mirroring, 

422-423 


troubleshooting, 421-422 

MONITOR utility, 382-384 


checking partitions, 384 

enabling/disabling drives, 


386 

flashing disk light, 385 

Read-After-Write 


verification, 384-385 

DSPACE utility, 450 


directory size, 281-282 

volume space restrictions, 


280-281 

Dual Attached Stations 


(DASs),472 


E 

e-mail, 173-174 

receiving, 177 

sending 


BROADCAST console 

command, 176-177 


FCONSOLE utility, 175 

SEND command, 174-175 

SESSION utility, 176 


see also Basic MHS 

EDIT utility, 400, 450 

Edit/View Templates 


command (Available 

Options menu), 128 


editing 

ASCII text files, 400 

attributes, 250-251 

login scripts, 139-140 

partition information, 50 

passwords, 171 


SETPASS command, 

172-173 


SYSCON utility, 172 

print job configurations, 


329-332 

printing devices, 324-326 

trustee assignments 


FILER utility, 219-221 

SYSCON utility, 218-219 


EIA/TIA-568 report (TP 

cabling), 32 


electromagnetic interference 

(EMI),472 


electronic mail, see e-mail 

EMI (electromagnetic 


interference),472 




484 EMSNETX.EXE file 

EMSNETX.EXE file, 68 

ENABLE LOGIN console 


command, 351,451 

ENABLE 1TS console 


command,350, 451 

enabling drives (MONITOR 


utility), 386 

ENDCAP command, 314,451 

enterprise networks, 472 

Erase rights, 206 

ERROR_LEVEL variable, 144 

Ethernet, 472 


10Base2 

Cheapernet, 470 

components, 16-17 

installation, 18-19 

restrictions, l7-18 

Thinnet,477 


lOBase5 

components, 20 

installation, 21-22 

restrictions, 20-21 

Thicknet, 477 


10BaseT 

components, 22 

installation, 23 

restrictions, 22-23 


DlX (Digital, Intel, Xerox), 

472 


T-Connectors, 477 

EXEC command, 162-165 

EXECUTE ONLY file attribute, 


244 

EXIT console command, 142, 


351,451 

EXIT parameter (EXEC 


command), 164 

expiration dates, 114 

exporting printing devices, 


326-327 


F 

faults, 472 

FCONSOLE utility, 451 


date/time (file servers), 179 

reviewing server 


connections, 182-183 

sending e-mail, 175 


FDDI (Fiber Distributed Data 

Interface), 473 


DASs (Dual Attached 

Stations), 472 


FDISK utility, 37 


FDISPLAY command, 142, 

153-154 


Fiber Distributed Data 

Interface, see FDDI 


fiber-optic cable, 33-34, 473 

cladding, 470 


File Open/Lock Activity 

command (Available 

Options menu), 389 


file servers 

abends 


DEBUG utility, 413-415 

GPPE (General Protection 


Processor Exception), 

415-417 


NMIs (Non-Maskable 

Interrupt Parity errors), 

417-418 


boot files, 60 

booting, 60-61 

communications parameters, 


358-361 

configuring, 113-117 

connecting to, 108 


AITACH command, 

109-110 


LOGIN command, 

108-109 


menus, 110 

troubleshooting, 445-447 


date/time, 179 

directory-caching 


parameters, 364-365 

disk parameters, 370 

file-caching parameters, 


362-364 

file-system parameters, 


366-368 

groups, 119-121 

installation 


disk drives, 37 

DOS partitions, 37-38 

memory requirements, 36 


ISA,59 

listing available servers, 


107-108 

lock parameters, 369 

logging out 


LOGOUT command, 

110-111 


menus, 111 

memory (MONITOR utility), 


391-393 

memory parameters, 


361-362 

naming, 41-42 

print servers, 289 


reviewing connections 

FCONSOLE utility, 


182-183 

MONITOR utility, 


183-184 

SESSION utility, 183 

USERLIST command, 


181-182 

security 


locking console, 238 

physical protection, 


236-237 

preventing console 


changes, 237-238 

transaction-tracking 


parameters, 369-370 

version numbers, 178 


file-caching parameters, 

362-364 


FILE_SERVER variable, 144 

filenames, 44-45 

FILER utility, 451 


copying, 268 

deleting, 267 

directory information, 


269-270 

file information, 269-270 

managing multiple files/ 


directories, 270-271 

moving, 268-269 

naming, 267 

settings, 265-266 

trustee rights, 219, 270 


IRMs (Inherited Rights 

Masks),227-228 


modifying assignments, 

219-221 


viewing trustee 

assignments, 211-212 


viewing files, 269 

files 


activity status (MONITOR 

utility), 389-391 


archives, 469 

attributes, 243-245 


FLAG command, 246-248 

modifying, 250-251 

NDIR command, 255-256 


AUTOEXEC.BAT, 45-46 

boot image files, 470 

copying 


FILER utility, 268 

NCOPY command, 


260-262 

deleting (FILER utility), 267 

DOS requester, 69-70 

file information, viewing, 


269-270 




installing, 71 

DOS Requester, 73-79 

ODI/NETX, 71-73 


IRMs,228 

loading workstation files 


advanced loading 

switches, 101-105 


DOS Requester, 100-101 

ODI/NETX, 99-100 


managing multiple files, 

270-271 


moving (FILER utility), 

268-269 


naming (FILER utility), 267 

NET.CFG, 79-99 

ODI (Open DataLink 


Interface), 68 

PDF, 322-327 

recovering, 438-440 

searching, 263-264 

STARTUP.NCF,45 

SYS$LOG.ERR, 240 

trustee file rights, 126-127 


modifying, 220-221 

viewing (FILER utility), 269 

workstation files 


(WSUPDATE utility), 

272-274 


FileScan rights, 206 

FIO.VLM file, 69 

FIRE PHASERS command, 142 

firmware (Drive Deactivation 


errors), 429 

FirstMail,467-468 

FLAG command, 246-248, 451 

FLAGDIR command, 248-249, 


451 

form types (printing), 327-329 

FORM=# parameter 


CAPTURE command, 310 

NPRINT command, 316 


formatting 

hard disks, 48-49 

NDIR command, 254 


FORMFEED parameter 

CAPTURE command, 311 

NPRINT command, 316 


FULL_NAME variable, 144 


G 

General Protection Processor 

Exceptions, see GPPEs 


GENERAL.VLM file, 69 

GETO command, 162 


GETP command, 162 

GETR command, 162 

GOTO command, 142 

GOTO statement, 151 

GPPEs (General Protection 


Processor Exceptions), 415 

causes, 415-416 

resolving, 416-417 


grace logins, 115 

GRANT command, 221-223, 


451 

granting security equiva


lences, 196-198,201-204 

GREETING_TIME variable, 


144 

Group Information command 


(Available Topics menu), 

119-121 


Group List command 

(Available Topics menu), 176 


#GROUPS command 

(MAKEUSER utility), 132 


groups 

creating, 119-121 

deleting, 120 

naming, 136 

security equivalences, 


197-198 

trustee rights, 207 

users, adding, 121 

viewing, 120-121 


H 

hard disks 

activating, 46-48 

DOS partitions, 37-38 

formatting, 48 

mirroring, 50-51 

partitioning, 49-50 

surface tests, 51-52 


hardware, Drive Deactivation 

errors, 428-429 


hexadecimal values, 457-459 

HIDDEN attribute 


directories, 245 

files, 244 


#HOME_DIRECTORY 

command (MAKEUSER 

utility), 133 


home directories, 115 

creating, 122 


hops, 473 

HOUR variable, 144 

HOUR24 variable, 144 


installation 485 

hubs, 473 

active hubs, 469 

ARCnet, 13 

concentrators, 471 

Token Ring networks, 24 


hybrid topologies, 10 


I 


I/O ports (NICs), 65 

IBM TP (twisted-pair) cabling 


standards, 32-33 

IDs 


deleting, 135-136 

full names, 124 

naming, 136 

print queues, 295-296 


IEEE (Institute of Electrical 

and Electronics Engineers), 

473-474 


standards, 6 

IF-THEN-ELSE command, 142, 


149 

conditions, 149-150 

GOTO statement, 151 

multiple conditions, 150 


impedance (cabling), 474 

importing print devices, 323 

INCLUDE command, 142 

Inherited Rights Masks, 


see IRMs 

initializing remote printers, 


306-308 

INSTALL program (DOS 


Requester), 75-79 

INSTALL utility, 48-52, 451 

installation 


ACONSOLE utility, 406-408 

ARCnet, 14-16 

Basic MHS, 461-464 

coaxial cabling, 29-30 

Ethernet, 18-23 

NetWare 


AUTOEXEC.BAT file, 

45-46 


boot diskettes, 38 

boot files, 60 

booting file servers, 60-61 

copying boot files, 43-44 

DOS partitions, 37-38 

file servers, 36-37 

file names, 44-45 

formatting disks, 48-49 

hard disks, activating, 


46-48 




486 installation 

IPX internal network 

numbers, 42-43 


ISA servers, 59 

loading NIC drivers, 


57-59 

methods, 39-40 

mirroring hard disks, 


50-51 

naming file servers, 41-42 

partitioning disks, 41, 


49-50 

STARTUP.NCF file, 45 

surface tests,S 1-52 

utilities, 55-57 

volumes, 52-55 


Token Ring networks, 25-26 

TP (twisted-pair) cabling, 33 

utilities, 55-56 

workstation files 


DOS Requester, 73-79 

ODI/NETX, 71-73 


workstations, 63-66 

Installation Options menu 


commands, 461 

Institute of Electrical and 


Electronics Engineers, 

see IEEE 


International Standards 

Organization, 7-8 


Internetwork Packet 

Exchange (IPX), 474 


interrupt requests, 64 

Intruder Lockout, 125, 233 


configuring, 234 

resetting IDs, 235-236 


IPX (Internetwork Packet 

Exchange), 474 


configuring NET.CFG file, 

95-98 


internal network numbers, 

42-43 


IPXNCP.VLM file, 69 

IPXODl.COM file, 68 

IRMs (Inherited Rights 


Masks),226-227 

ALLOW command, 229-230 

FILER utility, 227-228 

LISTDIR command, 230-231 

NDIR command, 231 


IRQs (interrupt requests), 64 

ISA servers, 59 

ISO (International Standards 


Organization), 7-8 

ITEM command, 162-163 


J-K 
jackets (cabling), 474 

10B=# parameter (NPRINT 


command), 316 

10B=job_name parameter 


(CAPTURE command), 311 


KEEP parameter (CAPTURE 

command),311 


keyboard language types, 

400-401 


keyboard shortcuts, 455-456 


L 

LAN drives (MONITOR 

utility), 386-388 


LAN Information command 

(Available Options menu), 

386 


LANs (local area networks), 

474 


LIST DEVICES console 

command,351 


LIST NEW DEVICES console 

command, 355 


LISTDIR command, 215-216, 

230-231,258-265,451 


LOAD console command, 162, 

352,451 


loading 

dedicated print server 


software, 30,3-304 

MONITOR utility, 377-380 

printing devices, 322-324 

workstation files 


advanced loading 

switches, 101-105 


DOS Requester, 100-101 

ODI/NETX, 99-100 


LOCAL=# parameter 

(CAPTURE command), 311 


Lock File Server Console 

command (Available 

Options menu), 238, 397 


lock parameters, 369 

locking file server consoles, 


238,397 

logging in, 108 


ATTACH command, 109-110 

clearing connections 


(MONITOR utility), 380 

grace logins, 115 


LOGIN command, 108-109 

menus, 110 

troubleshooting, 445-447 


logging out 

LOGOUT command, 


110-111 

menus, 111 


logging security violations, 

240 


#LOGIN_SCRIPT command 

(MAKEUSER utility), 133 


LOGIN command, 108-109, 

451 


login scripts, 125 

arguments, 156-157 

commands, 141-143 

creating, 139 

default login scripts, 138 

displaying information 


DISPLAY command, 

152-153 


FDISPLAY command, 

153-154 


pausing, 154 

WRITE command, 152 


DOS environment variables, 

145-146 


drive mappings, 146-149 

editing, 139-140 

external programs, running, 


154-155 

IF-THEN-ELSE qualifiers, 149 


conditions, 149-150 

GOTO statement, 151 

multiple conditions, 150 


mapping search drives, 

147-148 


organizing, 140-141 

personal login scripts, 138 

system login scripts, 137-138 

text manipulation, 157 

variables, 143-145 


LOGIN_NAME variable, 144 

LOGOUT command, 110-111, 


451 

LOGOUT parameter (EXEC 


command), 164 

LSL.COM file, 68 

Lost Hardware Interrupt 


errors, 441-443 


http:IPXODl.COM


M 

MACHINE NAME command, 

142 


MACHINE variable, 144 

MAKEUSER utility, 451 


creating script files, 131-135 

running scripts, 135 


manager assignments, 198-199 

granting status, 201-204 

tasks, 199-201 


managers, 125 

MAP command, 142, 186,451 


creating drive mappings, 

187-188 


deleting drive mappings, 190 

listing drive mappings, 


186-187 

MAP DISPLAY command, 143 

MAP ERRORS command, 143 

MAP ROOT command, 


148-149 

mapping search drives, 


147-148 

MAUs (Medium Attachment 


Units), 475-477 

#MAX_DISK_SP ACE command 


(MAKEUSER utility), 133 

Mbps (megabits per second), 


474 

MDAY_OF_WEEK variable, 


144 

Medium Attachment Units 


(MAUs),475 

megabits per second (Mbps), 


474 

MEMBER variable, 144 

memory 


file servers 

MONITOR utility, 


391-393 

requirements, 36 


hexadecimal values, 457-459 

memory addresses (NICs), 65 

MEMORY console command, 


352,451 

memory parameters, 361-362 

MENU command, 162 

MENUCNVT utility, 167 

MENUMAKE utility, 166 

menus, 159-160 


color, 168-169 

compiling scripts, 166 

converting, 167-168 

running, 166-167 

writing scripts, 160-166 


mesh topologies, 11 

messages, see e-mail 

MINUTE variable, 144 

MIRROR STATUS console 


command, 352,451 

mirroring drives, 50-51, 


420-421, 423-425, 472 

disabling mirroring, 422-423 

troubleshooting, 421-422 


MUD file, 68 

Modify rights, 206 

MODULES console command, 


353,452 

MONITOR utility, 452 


clearing connections, 380 

drives, managing, 382-384 


checking partitions, 384 

enabling/disabling drives, 


386 

flashing disk light, 385 

Read After Write 


verification, 384-385 

file server memory, 391-393 

file status information, 


389-391 

LAN drivers, 386-388 

loading, 377-380 

locking file server consoles, 


238, 397 

processor utilization, 397 

resources, reviewing, 


393-396 

reviewing server 


connections, 183-184 

system modules, 389 

user statistics, 380-382 


MONTH variable, 144 

MONTH_NAME variable, 144 

MOUNT console command, 


353,452 

moving files/directories 


(FILER utility), 268-269 

MSAUs (Token Ring 


networks), 24 


N 

NAME console command, 353, 

452 


NAME parameter (CAPTURE 

command), 311 


NAME=name parameter 

(NPRINT command), 316 


naming 

directories, 262-263 


FILER utility, 267 

multiple directories, 271 


Network layer (OSI) 487 

file servers, 41-42 

files 


FILER utility, 267 

multiple files, 271 


groups, 136 

IDs, 136 

print servers, 286-287 

volumes, 54 


navigating console, 403-404 

NCOPY command, 260-262, 


452 

NDIR command, 216, 231, 


279-280, 452 

attribute options, 255-256 

formatting options, 254 

multiple options, 258 

qualifiers, 256-258 

sorting options, 254-255 


NDS. VLM file, 69 

NET.CFG file, 68, 79-81 


dedicated print servers, 302 

DOS Requester options, 


86-93 

LINK DRIVER options, 81-83 

LINK SUPPORT options, 


83-84 

NetBIOS options, 84-86 

NETX options, 93-95 

PROTOCOL IPXODI options, 


95-98 

TBMI2 options, 98-99 


NetWare, installing 

AUTOEXEC.BAT file, 45-46 

boot diskettes, 38 

boot files, 60 


copying, 43-44 

booting file servers, 60-61 

DOS partitions, 37-38 

file servers, 36-37 

filenames, 44-45 

formatting disks, 48-49 

hard disks, activating, 46-48 

IPX internal network 


numbers, 42-43 

ISA servers, 59 

loading NIC drivers, 57-59 

methods, 39-40 

mirroring hard disks, SO-51 

naming file servers, 41-42 

partitioning disks, 41, 49-50 

STARTUP.NCF file, 45 

surface tests, 51-52 

utilities, 55-57 

volumes, 52-55 


Network Interface Cards, see 

NICs 


Network layer (OSI), 8, 475 




488 NETWORK_ADDRESS variable 

NETWORK_ADDRESS vari

able, 144 


NETX 

configuring NET.CFG file, 


93-95 

loading workstation files, 


99-100 

NETX.EXE file, 68 

NETX.VLM file, 69 

Next Identifiers, 15 

NEXT parameter (MAP 


command), 188 

NICs (Network Interface 


Cards),475 

ARCnet, 13 

binding protocols, 58-59 

configuring workstations, 


63-66 

loading drivers, 57-58 


NlDs (Next Identifiers), 15 

NLICLEAR utility, 401-402, 


443-444, 452 

NLMs, see individual utility 


names 

NMENU utility, 452 

NMls (Non-Maskable 


Interrupt Parity errors) 

causes, 417-418 

resolving, 418 


NMR.VLM file, 70 

#NO_HOME_DIRECTORY 


command (MAKEUSER 

utility), 133 


NO_DEFAULT command, 143 

NOAUTOENDCAP parameter 


(CAPTURE command), 312 

NO BANNER parameter 


CAPTURE command, 312 

NPRINT command, 316 


nodes, 475 

ARCnet, 15 


NOFORMFEED parameter 

CAPTURE command, 312 

NPRINT command, 316 


Non-Maskable Interrupt Parity 

errors, see NMls 


NONOTIFY parameter 

CAPTURE command, 312 

NPRINT command, 317 


NOT MEMBER variable, 144 

NOT-LOGGED-IN 


connections, 401-402, 

443-444 


NOTABS parameter 

CAPTURE command, 312 

NPRINT command, 317 


notify listings (print servers), 

289-290,341 


NOTIFY parameter 

CAPTURE command, 312 

NPRINT command, 317 


NPRINT command, 315-318, 

452 


NVER command, 452 

NVER utility, 178 

NWP.VLM file, 70 


o 
ODI (Open DataLink 


Interface), 66-70,475 

loading workstation files, 


99-100 

ODI/NETX files, installing, 


71-73 

OFF console command, 349, 


452 

Open Systems 


Interconnection, see OSI 

operator assignments, 198-199 


granting status, 201-204 

tasks, 199-201 


OS variable, 144 

OS_VERSION variable, 144 

OSI (Open Systems 


Interconnection), 7,475 

Application layer, 469 

Data Link layer, 471 

Network layer, 475 

Physical layer, 475 

Presentation layer, 476 

repeaters, 476 

Session layer, 476 

Transport layer, 477 


p 

P _STATION variable, 145 

packet signing, 241 

packets, 475 

partitioning disks, 41, 49-50 


MONITOR utility, 384 

passive hubs, ARCnet, 13 

#PASSWORD_LENGTH 


command (MAKEUSER 

utility), 133 


#PASSWORD_PERIOD 

command (MAKE USER 

utility), 133 


#PASSWORD_REQUIRED 

command (MAKE USER 

utility), 133 


PASSWORD_EXPIRES 

variable, 145 


passwords, 115, 124-128 

changing, 171-172 


SETPASS command, 

172-173 


SYSCON utility, 172 

locking consoles (MONITOR 


utility), 397 

print servers, 286-287 

unencrypted password 


errors, 444 

PAUDIT command, 452 

PAUSE command, 143, 154 

PAUSE parameter (ITEM 


command), 163 

PCCOMPATIBLE command, 


143 

PCONSOLE utility, 285-286, 


340,452 

configuring print servers, 


288-294 

modifying print queues, 343 

notify lists, 341 

passwords, 286-287 

printing, 318-319 


print queues, 294-297 

print server operators, 


287-288 

printer assignments, 


290-293 

printer status, 341-343 

viewing print jobs, 


336-339 

restricting access to print 


servers, 288 

servicing file servers, 


340-341 

PDF files, 322-327 

peer-to-peer networks, 475 

personal login scripts, 138-140 

Physical layer (OSI), 7,475 

power supply, 470, 476-477 

Presentation layer (OSI), 8, 


476 

Print Queue Information 


command (Available 

Options menu), 294 


print queue operators, 

199-201, 296 


granting status, 204 

print queues, 294 


configuring, 294-299 

connecting workstations, 


309-314 

END CAP utility, 314 




#RESET command (MAKEUSER utility) 489 

manipulating print jobs, 
336-339 


modifying, 343 

restricting access, 296-299 

status, 339 


Print Server Information 

command (Available 

Options menu), 285 


print server operators, 199, 

287-288 


granting status, 203 

tasks, 201 


print servers, 285-286 

configuring, 288-289 


notify listings, 289-290 

print queues, 293-294 

printer assignments, 


290-293 

servicing file servers, 289 


dedicated print servers, 301 

loading software, 303-304 

NET.CFG file, 302 

workstations, 302 


downing, 344 

file server processes, 304-305 

modifying print queues, 343 

multiple print servers, 


297-299 

naming, 286-287 

notify lists, 341 

passwords, 286-287 

print queues, 294-299 

print server operators, 


287-288 

printer status, 341-343 

PSC utility, 344-346 

remote printers, 305 


initializing, 306-308 

RPRINTER utility, 


305-306 

restricting access, 288 

servicing file servers, 


340-341 

PRINT.VLM file, 70 

PRINTCON utility, 452 


creating configurations, 

329-332 


default configurations, 

332-333 


print job databases, 333-334 

PRINTDEF utility, 321-322, 


database of printer types, 

322-327 


form types, 327-329 


printing 

CAPTURE command, 


309-314 

defining resources, 321-322 


database of printer types, 

322-327 


form types, 327-329 

NPRINTcommand,315-318 

PCONSOLE utility, 318-319 

print job configurations 


creating, 329-332 

default configurations, 


332-333 

print job databases, 


333-334 

PRlNTSERVER=prinCserver_name 

parameter (NPRINT 
command),317 

Process USR file command 

(Available Options menu), 

135 


Processor Utilization 

command (Available 

Options menu), 397 


Product Options command 

(Installation Options menu), 

461 


propagation delays, 476 

PROTO utility, 402, 452 

PROTOCOL console 


command, 353, 452 

protocols 


binding to NICs, 58-59 

connection-oriented 


protocol,471 
IPX (Internetwork Packet 

Exchange),474 
configuring NET.CFG file, 

95-98 

protocol statistics, 402 

SPX (Sequential Packet 


Exchange),476 

PSC command, 344-346, 452 

PSERVER utility, 452 

#PURGE_ USER_DIRECTORY 


command (MAKEUSER 
utility), 133 


PURGE command, 453 

PURGE 


directory attribute, 246 

file attribute, 244 


Q-R 
question mark (?) wild card, 


108 

QUEUE=print_queue 


parameter 

CAPTURE command, 312 

NPRINT command, 317 


RCONSOLE utility, 404-406, 

453 


Read-After-Write verification 

(MONITOR utility), 384-385 


READ AUDIT file attribute, 

244 


READ ONLY file attribute, 244 

Read rights, 206 

READ WRITE file attribute, 


244 

receiving e-mail, 177 

RECON (ARCnet), 15 

recovering files, 438-440 

REDIR.VLM file, 70 

REGISTER MEMORY console 


command,354,453,457 
regular drive mappings, see 

standard drive mappings 
#REM command (MAKEUSER 

utility), 133 

REMARK command, 143 

REMIRROR PARTITION 


console command, 354-355, 

453 


remote access to console 

ACONSOLE utility, 406-409 

commands, 409-410 

RCONSOLE utility, 404-406 


remote printers 

initializing, 306-308 

RPRINTER utility, 305-306 


REMOVE command, 223-224, 

453 


REMOVE DOS console 

command,355,453 

removing, see deleting 
RENAME INHIBIT directory 

attribute, 246 

renaming, see naming 

RENDIR command, 262-263, 


453 

repairing 


binderies, 437-438 

volumes, 431-436 


repeaters, 476 

#RESET command 


(MAKEUSER utility), 133 


452 



490 RESET ROUTER console command 

RESET ROUTER console 

command, 355, 453 


Resource Utilization 

command (Available 

Options menu), 391 


Restrict User command 

(Available Options menu), 

279 


#RESTRICTED _TIME 

command (MAKEUSER 

utility), 133 


Retain current disk partitions 

command (Disk Partition 

Options menu), 41 


REVOKE command, 225-226, 

453 


RIGHTS command, 213-214, 

453 


ring topologies, 11, 476 

root drive mappings, 186 

routers, 476 


brouters, 470 

RPRINTER utility, 305-306 

RSA.VLM file, 70 

mnning 


external programs from 

login scripts, 154-155 


menus, 166-167 

script files (MAKEUSER 


utility), 135 


s 
SALVAGE utility, 438-440, 453 

SAP (Service Advertising 


Protocol), 476 

SASs (Single Attached 


Stations),477 

SBACKUP utility, 453 

SCAN FOR NEW console 


commands, 453 

SCAN FOR NEW DEVICES 


console command, 355 

script files (MAKEUSER 


utility) 

creating, 131-135 

running, 135 


SCSI configuration (Drive 

Deactivation errors), 427-428 


SEARCH console command, 

355-356, 453 


search drive mappings, 

147-148, 185 


creating, 188-189 

searching files, 263-264 


SECOND variable, 145 

SECURE CONSOLE console 


command, 237-238, 356,453 

security 


file servers 

locking console, 238 

physical protection, 


236-237 

preventing console 


changes, 237-238 

Intruder Lockout, 233-234 


configuring, 234 

resetting IDs, 235-236 


logging security violations, 

240 


packet signing, 241 

troubleshooting, 238-240 

trustee rights, 205-207 


assigning, 207-209 

required assignments, 


209-210 

viewing assignments, 


210-216 

SECURITY command, 453 

security equivalences, 126, 


195-196 

groups, 197-198 

managers, 198-199 


granting status, 201-204 

tasks, 199-201 


operators, 198-199 

granting status, 201-204 

tasks, 199-201 


trustee rights, 207 

users, 196 


SECURITY utility, 70, 238-240 

segments, 476 

SEND command, 174-175, 


356,453 

sending e-mail 


BROADCAST console 

command,176-177 


FCONSOLE utility, 175 

SEND command, 174-175 

SESSION utility, 176 


Sequential Packet Exchange 

(SPX),476 


SERVER=file_server parameter 

(NPRINT command), 317 


SERVER=servecname 

parameter (CAPTURE 

command), 313 


servers, 476 

see also file servers; print 


servers 

Service Advertising Protocol 


(SAP),476 


Session layer (OSI), 8, 476 

SESSION utility, 453 


drive mappings, 191-193 

reviewing server 


connections, 183 

sending e-mail, 176 


SET console command, 143, 

357-373,454 


Set Filer Options command 

(Available Topics), 265 


SET TIME console command, 

179-180,374,454 


SET TIMEZONE console 

command, 454 


SETPASS command, 172-173, 

454 


SHAREABLE file attribute, 245 

SHELL_TYPE variable, 145 

SHIFT command, 143 

SHORT_YEAR variable, 145 

SHOW command, 162 

SHOW parameter 


CAPTURE command, 313 

ITEM command, 163 


SIDs (Source Identifiers), 15 

Single Attached Stations 


(SASs),477 

slash (I), drive mappings, 187 

SLIST command, 107,454 

SMACHINE variable, 145 

SMODE command, 263-264, 


334,454 

sorting (NDIR command), 


254-255 

Source Identifiers (SIDs), 15 

space 


directories (CHKDIR 

command), 278 


disk space, 279-282 

volumes, 275-277, 280-283 


SPEED console command, 

374,454 


SPOOL console command, 454 

SPX (Sequential Packet 


Exchange), 476 

standard drive mappings, 


146-147, 185 

creating, 187-188 

drive numbers, 188 


standards,S 

CCITT,5-6 

de facto standards, 8, 471 

de jure, 471 

IEEE,6 

ISO, 7-8 

TP (twisted-pair) cabling, 


32-33 




UNLOAD console command 491 

star topologies, 12, 477 

ARCnet, 13 

hubs, 469 


STARTUP.NCF file, 45 

station restrictions, 126 

STATION variable, 145 

#STATIONS command 


(MAKE USER utility), 134 

Status command (Available 


Options menu), 179 

STP (shielded twisted-pair) 


cable, 476 

supervisor equivalences, 198 

Supervisor Options command 


(Available Topics menu), 113 

supervisors, 198 

Supervisory rights, 206 

SYS$LOG.ERR file, 240 

SYSCON utility, 454 


account restrictions, 113-116 

deleting IDs, 135 

disk space, 279 

groups, creating, 119-121 

passwords, editing, 172 

security equivalences, 196 

time restrictions, 116-117 

trustee assignments, 217 


adding, 217-218 

deleting, 219 

modifying, 218-219 

viewing, 211 


users, creating, 122-127 

volume space, 282-283 


SYSTEM attribute 

directories, 246 

files, 245 


system login scripts, 137-139 

System Module Information 


command (Available 

Options menu), 389 


system modules (MONITOR 
utility), 389 


system requirements, 36-37 

SYSTIME command, 179,454 


T 

T-Connectors, 477 

TABS=# parameter 


CAPTURE command, 313 

NPRINT command, 317 


taps, 477 

TBMI2, configuring NET.CFG 


file, 98-99 

templates (USERDEF), 128-131 


text manipulation (login 
scripts), 157 


Thicknet, 477 

Thinnet,477 

TIME console commands, 454 

time restrictions, 116-117, 126 

TIMEOUT=seconds parameter 


(CAPTURE command), 313 

times, 179 

TLIST command, 213, 454 

Token Ring architecture, 477 


beacons, 470 

CAUs (Controlled Access 


Units),471 

components, 24-25 

installation, 25-26 

restrictions, 25 


tokens, 477 

topologies, 9,477 


bus, 9-10, 470 

hybrid,10 

mesh,ll 

ring, 11, 476 

star, 12, 477 


hubs, 469 

TP (twisted-pair) cabling, 


30-34 

crosstalk, 471 

IBM standards, 32-33 

installation, 33 

UL (Underwriters 


Laboratory),31-34 

TRACK console command, 


374 

TRACK OFF console 


command, 454 

TRACK ON console command, 


374-376, 454 

tracking console activity, 


399-400 

TRAN.VLM file, 70 

Transaction Tracking System 


(TIS),350 

transaction-tracking 


parameters, 369-370 

TRANSACTIONAL file 


attribute, 245 

transceivers, 477 

Transport layer (OSI), 8, 477 

troubleshooting 


BINDFIX utility, 437-438 

logging in, 445-447 

Lost Hardware Interrupt 


errors, 441-443 

NOT-LOGGED-IN 


connections, 443-444 

SALVAGE utility, 438-440 


unencrypted password 

errors, 444 


VREPAIR utility, 431-436 

trustee rights, 205-207 


assigning, 207-209 

directories, 126 

files, 126-127 


FILER utility, 219 

IRMs (Inherited Rights 


Masks),227-228 

modifying, 219-221 


GRANT command, 221-223 

IRMs (Inherited Rights 


Masks), 226-227 

ALLOW command, 


229-230 

FILER utility, 227-228 

LISTDIR command, 


230-231 

NDIR command, 231 


REMOVE command, 

223-224 


required assignments, 

209-210 


REVOKE command, 225-226 

SYSCON utility, 219 

viewing assignments, 210 


FILER utility, 211-212, 

270 


LISTDIR command, 

215-216 


NDIR command, 216 

RIGHTS command, 


213-214 

TLIST command, 213 

WHOAMI command, 


214-215 

ITS (Transaction Tracking 


System), 350 

twisted-pair cabling, see TP 


u 
UL (Underwriters Laboratory), 


31-34 

UNBIND console command, 


348,454 

Underwriters Laboratory (UL), 


31-34 

unencrypted password errors, 


444 

#UNIQUE]ASSWORD 


command (MAKEUSER 

utility), 134 


UNLOAD console command, 
352,454 



492 unshielded twisted pair cabling 

unshielded twisted-pair 

cabling, see UTP 


user account managers, 199 

granting status, 201-202 

tasks, 199-200 


User Information command 

(Available Topics menu), 122 


User List command (Available 

Topics menu), 176, 183 


user statistics (MONITOR 

utility), 380-382 


USER_ID variable, 145 

USERDEF utility, 127-131,454 


disk space, 279 

volume space, 283 


USERLIST command, 181-182, 

454 


users 

adding to groups, 121 

Basic MHS, 466 

configurations, 123-128 

creating in SYSCON utility, 


122-127 

IDs, 135-136 

MAKEUSER utility 


creating script files, 

131-135 


running scripts, 135 

security equivalences, 196 

USERDEF utility, 127-131 


utilities 

ACONSOLE, 449 

COLORPAL,450 

DSPACE,450 

EDIT,450 

FCONSOLE, 451 

FOlSK,37 

FILER, 451 

INSTALL, 451 

INSTALL.NLM,48-52 

installation, 55-56 

MAKEUSER, 451 

MONITOR, 452 

NLICLEAR, 452 

NMENU, 452 

PCONSOLE, 452 

PRINTCON, 452 

PRINTDEF, 452 

PROTO, 452 

PSC, 344-346 

PSERVER, 452 

RCONSOLE, 453 

SALVAGE,453 

SBACKUP, 453 

SESSION, 453 

SYSCON,454 

USERDEF, 454 


VOLINFO, 454 

see also commands; 


individual utility names 

UTP (unshielded twisted-pair) 


cabling, 22-24, 478 


v 

variables 


DOS environment variables, 

145-146 


login scripts, 143-145 

VERSION command, 178,376, 


454 

viewing 


attributes 

directories, 248-249 

files, 246-248 


directories, 258-260 

NDIR command, 254-258 


drive mappings 

MAP command, 186-187 

SESSION utility, 191 


files (FILER utility), 269 

groups, 120-121 

IRMs, 230-231 

print jobs, 336-339 

trustee assignments, 210 


FILER utility, 211-212 

LISTDIR command, 


215-216 

NDIR command, 216 

RIGHTS command, 


213-214 

TLIST command, 213 

WHOAMI command, 


214-215 

user configurations, 123 


VLMs (Virtual Loadable 

Modules), 67 


VLM.EXE file, 68, 70 

VOLINFO utility, 275-276, 454 

VOLUME console command, 


376 

volumes, 52 


creating, 52-53 

deleting, 55 

naming, 54 

repairing, 431-436 

restrictions, 127 

space, 53-54 


CHKVOL command, 

276-277 


DSPACE utility, 280-281 

SYSCON utility, 282-283 


USERDEF utility, 283 

VOLINFO command, 


275-276 

VREPAIR utility, 431-436 


VOLUMES console command, 

454 


VREPAIR utility, 431-436, 454 


w-z 
WAIT command, 143, 154 

WANs (wide area networks), 


478 

WHOAMI command, 180-181, 


214-215, 454 

workgroup managers, 198 


granting status, 202-203 

tasks, 200 


workstations, 478 

connecting to print queues, 


309-314 

installing files, 71 


DOS Requester, 73-79 

ODI/NETX, 71-73 


loading files 

advanced loading 


switches, 101-105 

DOS Requester, 100-101 

ODI/NETX, 99-100 


NICs, configuring, 63-66 

ODI (Open DataLink 


Interface), 66-70 

print servers, 302 

version numbers, 178 

workstation files 


(WSUPDATE utility), 

272-274 


WRITE AUDIT file attribute, 

245 


WRITE command, 143, 152 

Write rights, 206 

writing menu scripts, 160-162 


menu options, 163 

running DOS commands, 


164-165 

submenus, 162 

user input, 165-166 


WSUPDATE command, 

272-274,454 


XMSNETX.EXE file, 68 


YEAR variable, 145 


\ 
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